MATEPUAII
JUTSl 4JIEHOB MH(POPMALIMOHHO-IIPONAraHAUCTCKUX TPy
(Hos10pb 2025 1.)

KUBEPBE3OITACHOCTD U ITPOPUITAKTUKA
KHUBEPIIPECTYIIHOCTHA

(0na npeocmaesumerneil unme1UeHYUU)

JlaBaiite ceronnst moropopum o6 MHTEepHETE, KaKk 0 MecTe, B KOTOPOM
MOYKHO MPOMACTh, U B KOTOPOM PEATBLHO MPOIAIat0T MHOTHE JTI0AU. A ObIBaET,
U 1IeJIbIe CTpaHbl. «/ ubenbHoe mecmo UnmepHemy — Takas TemMa, COTJIACUTECH,
3BYYHUT 3aMaHUMBEH, YE€M €CJIM IPOCTO CKaszaTh: «Kubepbezonachocmov u
npogurakmuxa kubepnpecmynHocmuy». X0Ts CMBICI pa3roBopa BCE PABHO
OyJeT IMEHHO TaKOM.

HNHTepHeT Kak OpysKue NPOTHB HAC

Becnomaum ¢ Bamu, uyto HHTEpHET coO3maBaicsd B aAMEPUKAHCKHUX
BOEHHBIX JIA0OPATOPHUSAX — U € TEX MOP BCE C HUM CBSI3aHHOE TaK WIM MHAYE U
NPOU3BOANTCSA, U paboTaeT Kak opyxue. Kak opyxue npoTuB Hac.

Cxkaxem, cmyTHHKOBbIN HTepHeT 00ecreurBaeT cBA3b Ha 1oJie 00s.
CouuanbHble CeTH TIO03BOJISIIOT COOMpaTh TPYMIBI JIIOAEH M aHOHUMHO
yIPaBISATh MMM Ha paccTOSHHH. KpHNTOBAIIOTBI — HEOTCIEKUBAEMO
OIUIaUYMBATh KypaTOPOB TaKUX CETEH U JIIOOBIX TEPPOPUCTOB B MPHUHITUIIE.

Hageproe, He MHOTHE 00paTHI BHUMaHueE, Kak 3umoi 2023 roga uepes
COIIMAJIbHBIE CETH MONBITAINCh HATPABUTh UYJIEHOB HHTEPHET-COOOIIECTBA
«YUBK Pénan» Ha QpyTOONBHBIX (paHATOB. DTO OBLT OJIMH U3 TPEHUHI'OB, OJTHO
U3 CaMbIX HATyPaJbHBIX MTOJIEBBIX YUEHUH. A MOTYyYUTCS JIK 3yMEPOB-OOTAHOB,
HE BBUIE3AI0IINX U3-3a CBOUX KOMIIOB, BBIBECTH HA YJIMLIBI, 14 €€ U CTPABUTH
CcO CHOpTI/IBHBIMI/I ((y.TIBTpaC» (OPZGHMB’OGCZHHbZB cpynnbsl CnopmueHblx
borenvuuros)?

Oxkazanocp, 4TO COBPEMEHHBIE TEXHOJIOTHH MO3BOJISIOT YK€ U TaKOe
nenatb. [IpaBaa, npaBOOXPAHUTENH 10 PEATBHBIX CTHIYEK UM JTIOWTH HE JaJN.
Opnaxo oueBuaHO: MHTEpHET U3 MO 06051, TJIE X035€Ba BCET0 — AHIIOCAKCHI,
JIOPOC YK€ U 10 UHCTPYMEHTA PEaJIbHOTO BIMSHUS HA )KUBBIX JIOJCH.

JIto0oe HaxaTue Ha 000U KIaBHAType — ATO OJHOBPEMEHHO €IIe U
OUChbMO aHIJI0CaKcaM, MO0 Thl MOXEIIb YTO XO4Yellb JeNaTh M XOThb Kak
AKPAHUPOBATHCS, HO KJIaBUIIA €CTh KilaBuia. [LIr0C KaxIblii COBPEMEHHBIN
raJiKeT TOKJIAAbIBACT «B LUEHTP» (uau 6 JIouenu, unu 6 « 8auuHemoHCKULL 0OKOM»)
000 BceM, YTO MPOUCXOJUT HE TOJBKO BHYTPU HEro, HO U BOKpYT. Takum
00pa3oM 3amagHuKd — MPHU KEIaHUU — MOTYT 3HAaTh BCE O MPEANOYTECHUAX
0eJIopyCcCcKOoro, HarpuMep, NponaraHaucCTa.



BmuioTe 10 TOTO, TZI€ TOT WM Ta MPOBOAUT BBIXOJHBIE, KyJa CHayasa
CMOTPHT HA JIETKOMBICIICHHBIX KapTUHKAX, O YEM MMEHHO Pa3rOBapUBACT B
KypPWJIKE U Ha 4TO MPEANOYUTAET TPATUTh 3apab0TaHHbIE KOHTPIPOAraH10u
TOHOPAapBHI.

KubepaTraku Ha BUPTYaJIbHOM 10JIe 0051

CeroJiHst HY OJIMH Y€JIOBEK, HU OJIHAa CTpaHa HE 3acTpaxoOBaHa OT TOTO,
YTOOBI CTaTh 00BEKTOM KUOEpHamnaieHusi. MacCupoBaHHbIE XaKEPCKUE aTaKu
SBJISFOTCS] OJHOM U3 CaMbIX 3HAYUTEIBHBIX U TOCTOSIHHO PACTyIIUX YIPO3 IJIs
rino0anbHOM Oe3omacHoctd B XXI Beke. B3710M KOMIBIOTEPHBIX CHCTEM
CIIOCOOEH Mapai30BaTh IEJIbIE OTPACIH MPOMBIIUIEHHOCTH, MPUBECTH K
MacIITaOHBIM YKOHOMUYECKUM MPECTYIUICHUSIM, OCTAHOBUTH pa0OTy 0aHKOB,
3aKpBITh a3POIOPTHI U T.]I.

Brnonne ompeneneHHo mo 3TomMy NOBOJY Bbickazaics IIpe3usieHt
Pecnyonuku benapycs A.I'.Jlykamenko: «Bo eécem mupe naéawoaemcs
pocm kuodepamax. Ilpuuem amaxywom npexcoe 6cezo cmpamecuiecKue
00veKmul, 20Cy0ApCMEEHHbIE Op2aHbl, NpPeOnpusmusi, O0aAHKOBCKYIO
cucmemy. To ecmv uenvio ux AGNAOMCA OCHOGHbIE NYHKHIbL
JcusHeoOecneuenus 1100020 2ocyoapcmea, 6 mom uucie u Hawiezo. Imo
OOUH U3 ITIEMEHMO8 2UOPUOHOIL 80UHbL, OUEeHb OnACHbBLL Inemenm. Llenp —
HaAHecmu MAaKCUMAIbHBLL yuwepd IKOHOMUKE U 0eCmaduIu3upoeams
6 umoze oouecmeo. Cnedyem obezonacums Hauie 20cyo0apcmeo ¢ y4emom
mo20, Umo y Hac eCmb).

Hano nonumMars, 4To Jito00e 4yxKoe MporpaMMHoOe 00eCrieYeHUE MOKET
OBbITb HM3HAYAJBbHO 3apPaXXEHO 3aKJIaJKOM C BO3MOXKHOCTBIO YIAJIEHHOTO,
CKaXXEM Tak, MOApPhIBA. A €Ille 3aKJIa/IKa MOKET ObITh 3aJ10KEHA aNapaTHo, Ha
JTarne KOHPUTYpUPOBAHUA YMIOB YycTpoiictBa. M ecnu mpo Buroosac,
HampuUMep, Mbl OOBIYHO HE JyMaeM, Kak PO MUHY 3aMEJJIEHHOTO JCHCTBUS,
TO JIFOOOM COBPEMEHHBIN CMapT(POH TEOPETUUECKU MOKET TAKOM MUHOM CTaTh
B JTIO0YI0 MUHYTY.

Mpb1 Beib MHOTO pa3 C BaMU CIBIIIAIW WM YUTAIH, KaK TOPST WU
B3pBIBAIOTCS OaTaper B MOOUJIBbHBIX TenedoHax, npasaa xe? A eciu 3TO OHU
He camu? Uctopus apabo-uzpaunbckux neuodrcepos NOKa3blBaeT: OUEHb Jaxe
MOXET OBbITh, UTO U HE CaMH. BOSTBCS ITOTO Ka)XXAbl JI€Hb, HABEPHOE, HE
HY>KHO, HO TIOMHUThH 00 3TOM CTOWT.

JIOTIOJTHUTENBHY 10 OTNIaCHOCTh KrOeparakam u IPyTUM
BBICOKOTEXHOJIOTUYHBIM MPECTYIUICHUAM MPUIAIOT BceoOmas
nudpoBU3anua ¥, CIEJ0BATEIHLHO, 3aBUCMMOCTL BMeECTe CO CTHPAHUEM
rpaHun. Takke — HOCTYNHOCTh MHCTPYMEHTOB BMeCTe C HEBbICOKHM
YPOBHEM KOMIBIOTEPHOW TIpaMOTHOCTH TpaxnaH. KuOeparaku HbIHUE
CTaJIy reoNnoJUTHYECKUM MHCTPYMEHTOM U UCTIOJIb3YIOTCS JIJIs IIMUOHAXKA,



nectadmin3auuu OOCTAHOBKHU, BJIMSIHUSL HAa BBIOOPHI M HaHECEHWs yiiepOa
KpUTHIECKOU HHPPACTPYKType 6€3 00bSIBICHUS OTKPHITON BOWHBI.
Cnpagouno:

Ilo pesynomamam uccnedosanus komnanuu Positive Technologies,
yucno kubepamax 6 cmpanax CHI' evipocno noumu 6 3 pasa 6o 1l keapmane
2024 2., ecnu cpasuusamv ¢ mem e nepuooom np eovloyue2o 200d.

Ilpu smom benapycv 3anana 3-e mecmo 6 peumumnce cmpan CHI
Komopule yaue 8ce20 no08epearomcs Kubepamaxam.

Kaoicoasn namas amaxa é benapycu npuxooumcs na coccekmop (22%).
Ha emopom mecme — cghepa npomviwnennocmu (14%), a na mpemovetl
cmpouke — ¢unancosas ompaciw (11%). Mhoeco amak makoice Hayenenvl Ha
CEeKMop menekoMMyHuKayui, cghepovl Hayku u obpaszosanus (8%).

Kaowcoas emopas kubepamaxka (57%) npusooum K ymeuke
KOHGuOenyuanouvlx  oaumuvlx.  Pexce  onu  mapywaiom  ocnoemyio
oessmenvrocmo (16%) unu necym npsamvle punancosvie nomepu (8%). boaee
NOJI0GUHbL praOeHHbzx c8e0eHull coCcmasisaiom nepcoHabHblLe oauHvle U
KoMMepuecKkas mauna. /i psooeulx noiv3ogamenell 4y8CMEUMENbHOL
ocmaemcs Kpasica 0eHe2 Ha KaApmouKax u KOulenbKax.

Kak ¢ atum 6opothcsi? B bemapycu ogHMM W3 KIHOYEBBIX PEIICHUIN
CTaJIO IO INTMCAHUE ['maBou rocy1apcrBa Yka3za
Ne 40 «O kubepOe3omacHocTW», Ha 0a3e KOTOPOro B Hallell cTpaHe
chopMUpOBaHa OCHOBa KOMILUIEKCHOT0 MHOIOYPOBHEBOI0 MeXaHH3Ma
NMPOTUBOJACHCTBUA KHOepaTakaM Ha TOCYJapCTBCHHbIE OpraHbl W
OpraHu3aliy, KPUTHUYECKYI0 uHpopManmoHHyro uHPpacTpykTypy. Co3nan
HanmonanbHpiil 11eHTp KUOEepOe30MacHOCTH, @ MHOTHE KPYIHbIE KOMIIAHUU
Takke  chOpMHpPOBaIM  COOCTBEHHbIE  IIEHTPHI  MHGOPMAIIMOHHOM
0€30IacHOCTH.

C 1 wmapra 2024 r. B bemapycu «GyHKIIMOHUPYET MeXaHU3M
NPOTUBOJACUCTBUA HECAHKIHMOHUPOBAHHBLIM ILUIATEKHBIM OINEpPalUiAM,
Korqa |y OaHKOB ~ MOSIBWIACh  BO3MOXHOCTh  IMPUOCTAHABIUBATH
II0JIO3PUTENBHBIE IIEPEBOJABI U COBMECTHO C IIPAaBOOXPAHUTEIBHBIMU
OpraHamu pacciieI0BaTh UHIUICHTHI.

Cnpaeouno:
Cocnacno onybaukoeaunvim Oanuvim om Positive Technologies,

6 2024 200y Hawa pecnybauxa 3ansna 70-e mecmo us 166 cmpan 6 pelimunee

NSCI (om awmen. National Cyber Security Index, Hayuomnanvuwiii unoexc

KubepbeszonacHocmu) no yposHio Kubepoe30nacHocmu, YCmynue no 3momy
unoexcy cpeou cmpar CHI nuwo Mondose, Azepoaiioacarny u Poccuu.

HNHTepHeT Mo KOHTPOJIEM CHEeNCTy XK
A eme THTEpHET, MOCKOJBKY MBI BCE K HEMY HETIPEpBhIBHO oOpaiiaemMcs,
BKJIQ/IBIBACT HAM B TOJIOBBI CBOM CMBICIIBI. CBOM — 3TO T€, KOTOPHIE MPOIUCAHBI
B «Bukuneaum», a OTTyJa MonajarT CHaJYala B IMIKOJBHBIC M CTYACHUYCCKUE
TOJIOBBI, 3aT€M — M BO BCE HWHTEJJIEKTyaJbHbIE KOHCTPYKTBI MOJIHBIX
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MBICIIUTEIENH, YTOOBI IIOTOM CTaTh SKOOBI «0Omien3BecTHBIMM». CaMa ke
VHTEPHET-DHUUKIIONEUS  (Vorce MHO2OKPAMHO OblI0 OnyOIuKosano) Kak
mMuaumyM ¢ 2008 roga penaktupyercs DenepaibHBIM OOPO pacciae0oBaHu
(manee — ®BP) u LlenTpanbHbIM pa3BeabIBaTEIbLHBIM YIIpaBIeHUEM (faiee —
LPY).

HeotBpaTtuMo rpsiieT ¥ BpeMsl MCKYCCTBEHHOT'O MHTEIIJICKTa (Janee —
NN). Vxe ceituac 3anaj npuHUMAET OTPAHUYUTEIIbHBIE MEPHI.
Cnpagouno:

Vuueepcumem bonna pazocnan poccutickum cmyoeHmam y8eooMaeHus.
0 mom, 4mo OHU boNbUe He MO2ym nocewams pso Kypcos no MU, ananrusy
oannvix u 3D-mexnonoeuam. Taxoe pewenue obvsacuaemcs cankyuimu EC:
0OyueHue no 3MUM HANPAGIEHUSAM SIGNAEMC MEXHUYECKOU NOMOWbIO
Poccuiickou @edepayuu.

Koecoa nemyam 3assunu, umo smo uucmou 600vbl OUCKPUMUHAYUS,
cezpecayus U HapyuleHue npas yeno8eKd, npecc-cekpemaps yHueepcumema
CNOKOUHO Omeemus, 4Ymo OHU «OMKPbIMbl Ol 6CeX UHOCMPAHHBIX
CMyOeHmo8 U Npomue OUCKPUMUHAYUY, OOHAKO 3anpem Ha Kypcol

ouckpumunayuell He cuumaemcsy. lllancos Ha cyoebHoe peuwieHue, Kak
NOHAMHO, Hem.

Hano moMHUTB, 4TO GOJbIIas 4acTh CONMAIBHBIX CETEH HE TOJBKO
CO3/1aHa aHTJIOCAKCAMU, HO U KyPUPYETCS aHTTIOCAKCOHCKUMU CIENCTYyK0amu
HanpsiMyto. HenaBHo amepukaHckui He3aBUCUMBINA mopTan MintPress News
ONyOJIMKOBAJI UTOTU CBOUX MHOTOUMCIICHHBIX PAaCCIEIOBAHUM, U3 KOTOPBIX
CTAHOBUTCS MOHATHO, 4TO Jtoau u3 LIPY, ®bP, I'ocaena, HATO u npyrux
TOCYJapCTBEHHBIX HMHCTUTYTOB PETYJISIPHO HAIPaBISAIOTCA HAa CIyXkO0y B
COLIMAIIbHBIE CETU (Hanpumep, makue, kak Facebook, Google, TikTok u Twitter).

Tam oHM paboTalOT B CHEHUATBHBIX CTPYKTYypaX (ckaogicem, omoen
0068]71/!}1 u 683OI’ZCICHOCI’I’ZM, ynpaejeHue bezonacnocmu u MOO@de;uM KOHmeHma u
m.n.), GaKTUUECKUA BJIUSS HA TO, YTO BUIST U YUTAIOT MWJIJIMAPIBI JTIOACH 110
BceMy Mupy. Tak e, KaKk M Ha TO, YTO OOBIYHBIC >XUTENH, TpakaaHe,
n30MpaTeNy He BUAT, HE CIBIIIAT U HE YUTAIOT.

B paccnenoBanun mnpuBeAeH OOJBIION CHUCOK (GaMUIUN  SIKOOBI
obiBIIMX cOoTpynHUKOB LIPYu ®BP, nepemeammx Ha padoTy B coluanbHbIe
CETH M 3aHUMAIOIINX TaM Ba)XKHBIE C TOUKHU 3peHUS (DOPMHUPOBAHUS MPABUI U
KOHTEHTA JOJIKHOCTH.

NmenHO Te «OBIBIIME COTPYIHMKH» OOBIYHO PEIIaloT, KOTO M 4YTO B
COLICETIX HAI0 «MHUHUMHU3UPOBATHY (nodasériams), a KOTO WIH YTO
CIUTKFOCOBATBHY (packpyuueams).

Cnpaeouno:
Bom nenoamnwiti cnucox «bviéuiux compyOHukoe», 6ceco iHce maxKux
aAceHmoe6e COmmHru.

Jon Bepmon, xomopas é 2019 200y ocmasuna 00ax#cHOCMb Cmapuie2o
cogemuuxa no uHxosayuam oupekmopa DPBbP, umobvr cmamv cmapuum
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OUPEeKMopoM no cmpame2uu U onepayusim 8 cghepe npasa, 20¢y0apCmeeHHoU
noaumuku, 0osepus u besonacnocmu 8 Twitter.

JDrcepdh Kapamon — xomanoyrowuti Kopnycom mopckoil nexomol u
oasnuti ananumux pazeeoku L[PY u ®FP, 6 mae 2021 2. noxuuyn
IIpasumenvcmeo, umobwvr nepeumu 6 Twitter Ha 0o0.CHOCMb cmapuLezo
MeHeodicepa npocpammovl no 008epuio U He30NACHOCMU.

Xeitnu Yane — Oviewuil 3amecmumenv 21A6HO20 OPUCKOHCYIbMA
Munucmepcmea enympeHHell Oe30nacHocmu U 3amecmument HOMOUHUKA
oupexmopa @®BP, komopas nokunyna 61opo, umoodvl cmams 3amecmumesiem
2/IABHO20 IOPUCKOHCYIbmA Komnauuu Meta u 3anumamuvces eonpocamu
KubepbezonacHocmu u pacciedo8anull.

Jorcou Yan, komopuwiii 6 2021 200y ocmagun nocm KoMAaHoyouie2o
Apmuu  CILIA, umobvl cmamb MeHedIHCePOM NPOSPAMMbBL 008epUsL U
bezonachocmu 6 Meta.

Innen Hukcon — oviswas acenm DBP, cmaswas menedxicepom no
paccredosanusm yepos Facebook.

Yeppenn H. — ovieuuii acenm @BP, pabomarnowuii cneyuaiucmom no
gonpocam noaumuku 8 Twitter.

Aapon Bepman —acenm L[PY 0o urwona 2019 2., koe0a oH nOKUHy1 nocm
cmapwe2o MeHeOddcepa NO  AHAIUMUKe, UYmoObl Cmamv  CMAapuuUM
MeHeodHcepomM Nno NpoOyKmMoBoU NoJumuke 8 obaacmu oesun@opmayuu 6
komnanuu Meta, mamepunckotui komnanuu Facebook, Instagram u WhatsApp.
Ilo cnosam A.Bepmana, wuvinewiHss O0oJdicHOCMb Oelaem e20 2ldBou
KOMaHObl, Komopas nuuiem npasuira 0131 Facebook, onpedenss, «umo
npuemiemMo, a Ymo Hemy O mpex ¢ JUWHUM MIPO HOJIb308amerel
naamgopmol. [lpasuna 015 noumu noaosuHbl HaceleHus 3emu.

NHTepHeT KaK HHCTPYMEHT MCUXO0JOTHYEeCKOT0 MAHMILY JIMPOBAHMS

Hano npusHath: HacC mpuy4yuiiv, a Mbl C BaMH, KaK U BCE OCTAJIbHBIC
YKUTEIN 3eMJIH, PUBBIKIN M K THTEpHETY, ¥ K cMapThOHaM, ¥ K COIIMAIBHBIM
CeTsAM, M K KpunToBajatoTaM. M He coOupaeMcst HM OT 4ero oTkasbiBaTbes. M k
MpOJaXaM JIMYHBIX JAaHHBIX NPUBBIKIM, U K [OCTOSIHHOMY KOHTPOJIO
TE0JIOKALMH, U K POCIYIIUBAHUIO OKPYIKAIOIIErO ITPOCTPAHCTBA. . .

[TosToMy maBaiiTe XOTa Obl MH(GOTUTHEHY COOJIIOJATh, XOTsI OBl CBOIO
TOJIOBY B YHMCTOTE JIep>KaTh. JTO W OyJeT Halll MUHUMAJbHBIA BKIJIQJ B
KOepOe30MacHOCTh U B TPOGUIAKTUKY KHOEPTIPECTYTHOCTH.

Cnpagouno:
3a 8 wmecayes 2025 200a Hayuonanvuwiii yeump 3auumol

NepCOHANbHBIX OAHHLIX noayuun 21 ygedomienue o Hapyulenuu cucmem

3awumsl NEPCOHANbHLIX OAHHBIX, U3 Komopwvlx 06a — 006 ymeuxe. llo

mpebosaruio yeHmpa yoaneHo bonee 3,3 MaH 3anucel, a makdice 6onee 2,7 MIH

8Udeo- U ayouoszanuceu, CcooepiICawux He3aKOHHO 00padbamuvleéaemyio
KOHGUOeHYUaIbHY10 UHGOpMayUio.

B benapycu co3gaHbl  HEOOXOAUMBIE YCIOBHUS IS 3allUThI
MEPCOHATBHBIX JIAHHBIX M 0€30MaCHOCTU JIMYHOCTH U OOIlecTBa MpPU HUX
UCToJIb30BaHuU. 3akoH PecrnyOnuku benapycs «O 3ammre mepcoHaIBHBIX



JNaHHBIX», TpUHATHIM B 2021 romy, MaeT MOHATh, KaKyko HWH(OpMAaIUIo
0 YeJI0BEKE MOKHO COOMPATh M PACIPOCTPAHITh, a KAKyIO HE CTOUT.

Cnpagouno:

Umobwi 3auumums ceou quyHvle OanHvle 8 nmepneme u uzbexcams
npooem, peKomeHoyemcs coo100ams HeCKOIbKO NPOCHbIX NPABUIL:

1. Bcecoa enumamenvno uyumaime, Ha 4mo 6vl Odeme Co2idcue.
H3yuaiime noaumuxy o6pabomku nepcoHANbHbIX OAHHBLX, U3 MeKCma
KOmMOPOU MOJCHO NOHAMb, KaKue 8auiu 0anHvle 0Y0ym cooupams u KaxK ux
UCNOIL308AMb,

2. Ucnonw3ytime HaoedicHvle napoiu u exarodaime 08yXQaxmopHyio
3auwumy, uYmooOvl NOCWOPOHHUL He CMO2 6310MAMb BAULU AKKAYHINbL.
Cnedyem ¢ MakcumanibHOU OCO3HAHHOCMbIO NOOXOOUMb K PASMEUEeHUTO
JUYHOU uHopMayuu 6 coyuanvhvlx cemsx. He credyem onybauxosvieams
nacnopmmbvle OanHvle, OAHKOBCKUE PEK8U3UMbBL, (POmMO OUIemO8, CIYHCeOHbl e
OOKYyMeHmbl U M.N.;

3. Byobme ocmopodicHbl ¢ n0003pUmMeNbHbIMU NUCOMAMU U 360HKAMU —
Mo Moducem ObiMb NONBIMKA 0OMAHOM NOJIYYUMb NEePCOHAIbHbIE OAHHbLE.
Pecynsapno obnoenaiime npocpammvl u aHmueupycel, a 011 pabomol
6 nmepneme gvibupatime moabKo npoepertble Caumsl U NPUNOHCEHUSL,

4. Bepesicho omHocumech K CB0UM U UYHCUM OAHHBIM. He coodwalime
PeKeu3uUmbl Kapm, Napoau u JUYHYIO UHGOPMAYUI HEZHAKOMBIM JTUYAM,
ocmepezatimech MOUICHHUKO8 U COMHUMEIbHbIX COOOWeHull, obpawalimecs 8
npasooxpanumenbHvle opeanvl. Bceeoa coxpansiime 300posbiil CKENMUYUIM
U He MOPONUMeCch 8bINOJIHANMb HENPOBEPEHHbIE UHCIMPYKYULL.

Haubomnee pacnpocTpaHeHHBIMH BHIaMH KHOEPMOIIEHHUYECTBA
B Pecniybnuke benapych nmo-npexHeMy SBIISIIOTCS (PMIIIMHT, TO €CTh Kpaka
JUYHBIX JAHHBIX, 1 MOIIIEHHHYECTBO ¢ 0AHKOBCKUMHU KAPTaAMM.

Cnpagouno:

Ilpumepvl camvix pacnpocmpaHeHHbiX cxem:

360HKU om umeHu oOauxka, compyonuka MB/l, KI'b u unuix
20Cy0apCmeeHHbIX OpP2aH08, K0204 MOWEHHUK, UCHOJIb3YA MEXHOI02U0
NOOMEHbl HOMEpA, 360HUM C HOMepd, N0X0XHCe20 HA OPUYUATbHBIL HOMED
banka u coobwaem o «nOOO3PUMENbHOU ONepayuy ¢ Kapmou, « OJ0KUposxe
cuemay Uiu «NONbIMKe 8310MA», A 0N «3AWUMBLY UTU «OMMEHbL ONEPaAYUUY
npocum coobwums CVV-k00, Oanuvie uz SMS-coobwenus c¢ kooom
nOOmMeEepHCOeHUs, NApo.lb U3 UHMePHem-OaAHKUHeA U nepesecmu 0eHb2U Ha
«be3onacHvlily (Ha camom oene NOOKOHMPONbHbIL MOUWEHHUKY) CUem,

duwmunzosvie SMS-coobuwenua u nucoma, xocoa npuxooum SMS-
coobujenue uau 21eKMPOHHOE NUCLMO C COOOWeHuemM o0 «OJIOKUPOBKe
Kapmouly, «npobdjeme ¢ HAL020M», «8blucpvliuie 6 Jomepeey, KOMOopoe
co0epoIcum CCoLIKYy HA QUUIUHSOBLLIL UHMeEPHem-pecypc (catim — KIOH),
KOMOPblU 8b121510UM KAK OQUYUATbHBIU UHMepHem-pecypc DAHKA, HA02080U
Ui 0py2020 20CY0apCmMEEHHO20 Op2eaHa, 20e mpedyemcs 68ecmu JIO2UH,
napoib, OaHHble NAAMENCHbIX CPEOCME, NOCe 8600d KOMOPBIX COBEPUIAEMCS
Xuwjenue,

MOUWIEHHUYECMEA 6 COUUANbHBIX cemaX U meccenoxycepax («Vibery,
«WhatsApp», «Telegramy), koeoa 310yMblULIEHHUK 831AMbl8AeM AKKAYHM 8
coycemu uau cozoaem @HeuKosvli, NOXOXHCUU HA He2o, nuuem OIUSKUM
POOCMBEHHUKAM OM UMEHU 61a0elbyd AKKAYHMA, YMO CPOYHO HYIHCHDbL
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OeHb2U HA «OYEHb BAJICHOE 0el0) (clomancsa menegh)oH, NOnNan 8 CLONCHYIO
cumyayuro, nonan 6 [TIl u Op.), npocsi HUKOMy He 380HUMb, JUOO
aHano2U4HAs npeovloywell cxema, K020a MUWEHbIO CMAHOBAMCA OpPY3bsi, d
MOWEHHUK OM UMeHU Opyea nuuiem, umo 3acmpsi 3a cpaHuyet, y He2o
VKPaAIu OeHb2U/O0KYMeHmbl, U NPOCUM CPOYHO nepesecmiu cpeoCcmaea,

MOWIEHHUYeCmea NpuU OHJIAUH-NOKYNKAX HA NI0WAOKAX Ho
npooace moeapoe (Mmop2oeuvle NIOWAOKU, MAPKEMNIelCbl, COYycemu), Koeoa
MOWEHHUK pazmeujaem npusiekamenbHoe 00bssleHUue 0 npooaldce mosapa
(mexuuka, oemckKue gewyu, Hcu8oOMmMHwle) no 3anudxicenHol yere, npocum 100%
npeoonnamy Ha xapmy uau uepez EPUII, nocre ueco ucuesaem.
AHanocuunasn, Ho obpamuas cxema, Ko20a xepmea npeoidazaem mosap K
npooasice, a4 MOWEHHUK, UCNOIb3YS €20 KOHMAKMbl 8 MeCCeHOMCepax Uuiu
COYUANbHBIX Cemsx, npedadazaem KyNums mo8ap ¢ 00CMABKOU, AKOObl
0OpMIEeHHOU OHNAUH, NPUCLLIAS QUIUUHEO8YIO CCHLIKY O ONJIAmbl,
NPeOHA3HAYEHHYI0 O  NOJAVYEeHUs. OAHHBIX NAAMENCHbIX Cpeocms U
NOCnedyouec0 XUeHUusi 0eHEHCHbIX CPeoCcms,

¢heiikosvle unmepHem-mazazunwvl, K020a CO30AemMcs KPACUBBLL CAlim -
OOHOCMPAHUYHUK UAU 2PYNNA 8 COYUANbHOU cemu (3auacmyro 8
«HUncmazpam»), ¢ 02poMHLIMU CKUOKAMU HA AKMYATbHBIU Y HACEeHUsT MO8Ap
(mexuuka «Appley, cadosas mebenv, HaldyeHble OacceliHvl, OpeHo0s6as
oodedxcoa u 0p.), a nocie NPedoniamol Mo8ap He NPUxooum, a cavm uiu
2pynnul ucuezaiom, 1ubo coodueHUsl Heepmesl 0aiee USHOPUPYIOMC,

MOWIEHHUYUECMBA MO0 GUOOM 20CYOAPCHIBEHHBIX OPZAHOE8, K020d
Jlcepmee nocmynaem 360HOK OmM UMEHU «Cyobuy», «compyonuxa MBI]»,
«HANO2060UY ¢ MPebOBAHUEM CPOYHO ONIAMUMb HEKULl (DUKMUBHBLI 0012,
Wmpacgh unu NOWIUHY, YePOHCAsL APECMOM CHEMO8 ULU OPYeUM HAKA3AHUEM,
npocam YCmaHosums NpuiodiceHue 07 yOaieHHo20 0ocmyna (Hanpumep,
«AnyDesk» unu «TeamViewery) oOnsa «nposepku cuemay, Ymo oaem um
NOJIHbLL KOHMPOJIb HAO YCMPOUCMEOM NOMEPNesuLe2o,

dunancoevie nupamuovt U UHEECHIUWUOHHbIE MOUICHHUUECMEd,
makue KAk  NpeoslodCeHUs.  «BbICOKOOOXOOHBIX  UHBECMUYULY 8
KpUnmoeaitomy, Oupdicu uiud cmapmansl ¢ 2apaHmMupoB8aHHbIM BblCOKUM
00X000M, U NO HAYATY MO2YM 0adice B8bINAAYUBAMb HEOO.Ibulue NPOYEHMb,
ymobOvl nomepnesuwiull 8Hec euje 00.bule OEHEJNCHLIX CPeoOCmE U NpPuesel
POOCMBEHHUKO8, OpY3ell U 3HAKOMDBLX, NOC/le Ye20 NPOoeKm 3aKpvleaemcs, d
OeHedCHble CPedCmea NOXUWAOMCS,

6bIMO2AMEIbCMBO HA UHMUMHON NOY6e («CEeKCmopuieny), Ko2od
MOWEHHUK Yepe3 COYCemu 3HAKOMUMCS C HCePMEOol, emupaemcs 8 0ogepue,
CKAOHsIem K 00WeHUIo 8 sudeoyame UHMUMHO20 XapaKkmepa uiu K OmnpasKe
OMKPOBEHHBIX (homo, 3anucviéaem 8u0eo Uiy oeiaem CKPUHUWOmsl, a 3amem
wanmasicupyem, mpeoys 0eHbelU, Yepodcds pAa30Ciamb MAmMepudaibl 6cem
OpPY3bsIM U POOCMBEHHUKAM HCEPMBDL.

YTo TYyT MOXXKHO U HYXHO JenaTh, Beb 00phOa MPOTHUB TAaKOrO BHJA
NPECTYIUIEHUH — 3TO COBMECTHas 3a00Ta rocyjapcTBa U camux rpaxaan? He
Hajo0 OosThCcsA. BaxkHO eXemHEeBHO coO0I0aTh NpaBuwia MUH(OOPMALMOHHON
TUTHEHBI — U JIeJaTh 3TO C TEM K€ PBEHUEM, KaK Mbl BCE MBUIU PYKHU TOCTE
nepBbix u3Bectut 0 COVID-19. HacramBaTh, 4TOOBI Tak k€ BedH ceOsl u
POJCTBEHHHUKH, ¥ 3HAKOMBIC, U KOJUIETU. YUHUTh UH(OOPMAIIMOHHON TUTHEHE
JETEH.



N nomMHuth: B J10O00H, Jaxe caMOW MPOJYMaHHOM CHUCTEME
0€30MacHOCTH — U OCOOEHHO B CaMOW MPOIyMaHHOW — YEIOBEK SBISETCS
caMbIM Cy1a0biM 3BeHOM. [lo3TOMYy B MH(OpPMAIMOHHYIO 30Xy MOBBHINIATH
CBOIO JIMYHYIO [U(PPOBYIO TPAMOTHOCTb HAJI0 HEMPEPHIBHO.

CoBpeMeHHbIE TEXHOJIOTHH UIPAIOT BCE OOJIBIIYIO POJIb B PA3IUYHBIX
OoTpaciisiX, TaKMX KaK KOCMOC, 3ApaBOOXpPaHEHHE, MPOMBIIUIEHHOCTD,
¢dbuHaHChl, 00pa3oBaHUe, TPAHCHIOPT... 1a BO Bcex obOnacTsax ku3Hu! Ot yar-
OO0TOB /10 OECIUIOTHBIX ABTOMOOUIIEN — UCKYCCTBEHHBIM MHTEJIEKT MEHSIET
HAaIll MUp, Jeiasi ero kompopTHee u yaooHee. OnHako MaciTad Bo3aeicTBUs
MM Ha 4yenoBeyeCcTBO HAM €1IE MPEACTOUT OCO3HATD.

«C 00HOUl cmopoHbl, COBpPEMEHHbIE MEXHOI0ZUU CO30a10Mm MbICAYUU
HOBbIX 603MOMCcHOCmel u nepcnekmue. C Opy20ii cmopoHbvl, OHU
nOPOMHCOAIOM MHOMCECMEO PUCKO8 U y2p0o3 — (heiiku, oe3ungopmauus,
amaku Ha Kpumuueckylo ungppacmpykmypy. Hmesa cnocobnocms K
camoooyuenuto, smom uncmpymenm (IIpuM. — UCKYCCTBEHHBI MHTEJIIEKT)
Modxcem no2yoump 4enoeeuecmeo, eciu €20 GbINYCHUMb  U3-NO0
KOHmpoaA... », — BOT Ha 4yT0o oOpatun BHuManue [Ipesuaent PecrnyOnuku
benapycy A.I'.Jlykamenko 28 HosiOpsi 2024 r., BbicTynas B AcTaHe Ha
cammute OJIKDB.

KopoTko moapiTOkuM: Kakue Obl 3(P(GEKTHUBHBIE MeEpbl 3alIUThl HU
IIPUHAMAJIMCHh HA TOCYIapCTBEHHOM YPOBHE (a OHU NPUHUMAIOMCS, RPOCMO 00
INIOM HeNlb3sl, NO NOHANHbIM NPpUUYUHAM, 2O60DPUMDb GCJZyX), BCC-TAaKHU KIIHOYCBYHIO
poiap B oOecredeHMH OE30MACHOCTH UIPaeT OCBEAOMIICHHOCTh M
BHUMATEIbHOCTh KaXJIOTO U3 HAC. MBI caMu JIOJKHBI ObITh OCTOPOKHBIMU U
OJTHOBPEMEHHO FOTOBBIMU aJIalITUPOBATHCS K HOBBIM YTPO3aM, UTOObI OBITH B
COCTOSIHUM CO3/1aBaTh KaK MOXHO OoJiee O€30MacHyr cpeay s BCexX
TpaKJIaH.

Cnacub6o.



