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CEKUUA «SALLUTA NHOOPMALIUN»
CTATbMU

YK 004.056.5:34

AHANU3 NMPABOHAPYLLEHUNA 5
B COEPE NMHPOPMALIMOHHbLIX TEXHOJIOIMA

LHopoxkud N.B., cm. ep. 173602; LLlapagaHosuy 5.0., cm. ep. 173602

Benopycckuli eocydapcmeeHHbil yHUgepcumem UuHgopmamuku U paduoanieKmpoHUKU
2. MuHck, Pecnybnuka benapych

lynko T.A. — KaHO. mexH. HayK

AHHOTauus. Mcnonb3oBaHWe KOMMbOTEPHBIX U MH(OPMALMOHHBIX TEXHOSIOMMI B pa3nnyHbIX cchepax Xu3Hu obLiecTsa
CTaHOBUTCS 06s3aTenNbHbIM aTpUByTOM Anst AOCTVDKEHUS MaKCUMaribHOW 3deKTMBHOCTM AaHHOMW cdepbl. B cBsi3n ¢ 3TuM cdepa
MH(OPMALIMOHHBLIX TEXHOMOMMIA CTAHOBUTCS BCE Goniee MOMynspHOW AN pasfMYHOrO PoAa MOLUEHHUKOB M MPECTYMHUKOB. Yepes
MH(OPMALIMOHHbIE TEXHONOTMM MPOXOAWUT 3HAUUTENbHBIN MOTOK (UHAHCOB W PasfMYHOW NMYHOM WHdOpMaLmK. MoLUEHHUKM
MONb3YTCA 3TUM, MbITassCb Pas/IMYHLIMK CMOCOBaMM BbIKPACTb AEHbMU WAW Xe NNYHYI MH(OPMauMIo Nonib3oBaTens, YTobbl B
[alnbHelLeM CMoNb30BaTh €€ B CBOMX LensX. B JaHHON CTaTbe pacCMOTPEHbI Pas/iMuHbIe UCTOUYHWKM Yrpo3 U BUAbI NMPECTYMIEHUN
B cdhepe WHDHOPMALMOHHBLIX TEXHOMOMMN. OCHOBHBLIMM BbIBOAAMU SIBNSIOTCA Mepbl MPEAOCTOPOXHOCTH, CMOCOGHble ybepeub
nonb30BaTens OT NOTEHUMAbHbIX OMacHOCTEN AesTeNbHOCTU NPaBOHAPYLUMTENEN.

KnioueBble crnoBa: MH(POPMaLMOHHbIE TEXHONMOrMKU, KNGepnpPecTynHOCTb, (OULLMHF, KApAWUHT, MH(OpMaTU3aums,
KOMMNbIOTEPHAasi UHPOPMALMS, BUPYC, YrONOBHBINA KOAEKC.

OOHUM M3 CcaMbIX PacnpOCTPaHEHHbIX BWAOB MpaBOHapylleHnn B cdepe WMHGOPMaLMOHHBIX
TEXHONOMMIN SIBNISIIOTCA Pa3HOrO0 PoAa MOLUEHHWYECKME CXEMbl. PasgenuTb Takue NpecTynieHus Ha
OTAENbHbIE KAaTErOpUM AOBOJBHO CIOXHO, TaK Kak BCTPEYaeTCsl AOBO/IbHO MHOMO nepeceyeHnin. OgHako B
LIeNIOM MOXXHO BbIAENUTL Crieaytolme BUabl KU6eprnpecTynieHuii:

— (PMHAHCOBO-OPUEHTUPOBAHHBIE MPECTYM/IEHUS;
— KM6EepNpecTynnieHunsl, CBA3aHHbIE CO BTOPXXEHWNEM B JINYHYIO XU3Hb;
— couMasbHble 1 MOAUTUYECKU MOTMBUPOBAHHbIE KMGEPNPECTYMIeHUs.

CyLlecTByeT MHOXECTBO CMOCOB0B M CXEM, C MOMOLLbIO KOTOPbIX MOLUEHHUKM MOJTy4aloT AOCTYM K
MepCcoHasnbHbLIM AaHHbLIM MOJb30BaTENs, TAKUMI KaK Maponu, AaHHble GaHKOBCKUX KapT U MHOMOE Apyroe.
Haunbonee YacTo BCTpeyalowmnMmcs SBASKOTCS:

— VLWIKHT;
— KapawHr;
— “Hurepuiickue” nucbMma;
— kubepBbIMOraTenbCTBO;

— B3/10M aKKayHTOB COLMASIbHbIX CETEN.

PaccMoTpuM Kaxablii BUA MOLUEHHMYECTBA Moapo6Hee.

OUWKWHT  —  BMA  WHTEPHET-MOLUEHHMYECTBA, KOTOPbLIM  3aK/loyYaeTcs B “Bbly>MBaHWUM
KOH(UAEHUMANbHBIX AaHHbIX Yy nonib3oBaTens. Cneundukort gaHHOro MeToda SIBASIETCS TO, YTO XKepTea
MOLUEHHMYEeCTBa NPefOCTaBNsSET CBOM AaHHble A06pPOBONbHO. [Ns 3TOr0 MPEeCTyMHUKUA MCMOMb3YT
cneumanbHble ULLMHIOBbIE CalTbl, email-pacchbinky, HaueneHHyto peknamy. Kak npaBuio, MOLLEHHWMKM
MaCKMPYIOTCSl NOA U3BECTHbIE KOMMaHWUM, COUMasIbHbIE CETU UM CEPBMUCHI 3NIEKTPOHHOM MOYTbI.

MpuMepamu pulnHra MoryT 6biTb:

— paccblfika noaaenbHbIX coobLieHMI ¢ Npocbboi NoATBEPAUTL NOTUH UK NApOsb;

— (MLIMHIoBbLIE CXEMbI NPY NPOBEAEHNM MHTEPHET-ayKLIMOHOB, MPWU 3TOM TOBAphl BLICTAB/AIOTCS Ha
NpoAaKy Ha nerasibHOM caiTe, 0A4HaKO CpeACTBa NEPeYUCNSNIOTCS Yepes NoanenbHbIn web-ysen;

— (MKTUBHbIE 6M1aroTBOPUTENbHbLIE OpraHu3aLunM, obpallalolmecs ¢ NPockboit 0 MOXEPTBOBAHMK
[EHEXHbIX CPeACTB Ha cnaceHne 60/1bHOro pebéHka nnm BbIMMpaloLLEro BUAA XUBOTHOTO;

— COo3AaHMe (ULIMHIOBLIX MHTEPHET-MarasvHOB, rAe ToBapbl MPOAAOTCS MO OYEHb HU3KUM LieHaM
nmbo ¢ 60MbLIMMKM CKMAKAMKU, YTO MPUBMIEKAET MOCETUTENEN, M OHU NPEenoCTaBASIOT AaHHbIE CBOWX
6aHKOBCKMIA KapT He NoA03peBasi, YTO CTaHOBSTCS )XepTBaMu MoLueHHuYecTBal3].

14
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CaMbIM M3BECTHbIM C/lyyaeM, KOorda 3HaMEHWTbIA YENOBEK CTasl XXepTBOW (MLIMHIA, CTas B3JIOM
XaKKepaMWu Mo4yTbl rMaBbl M3bupaTenbHOro WTtaba npeaBbl6OpHOM KOMMaHWM Xunapu KAuHTOH [koHa
MopecTbl. 3N10YMbIWIEHHUKN NPUCIANM eMY NUCbMO, YTO €ro Maposib OT MOYTOBOro silmka Google 6bin
B3/IOMaH M €ro CTOUT CMEHMUTb. MOANTMK NepeLlén no ykasaHHOM CCbIIKE Ha NMOAAESbHbIN CaT U CMEHMN
TaMm Maposib, M, TakuM 06pasomM, nepeaan AaHHble CBOEWM MOYThl XakkepaM. Kak pesynbTaT, B UHTEPHET
nonasaun COTHU ero JSINYHbIX MMCEM, MHOTME N3 KOTOPbIX OKa3annCb KOMMPOMETUPYIOWMMN. U3-3a AaHHOMO
MHUMAEHTA peUTUHT KNMHTOH ynan, u oHa npourpana Bbl6opbl JoHanbay Tpamny.

KapanHr — cdepa KkubepnpecTynHOCTW, KOTOpas HanpsMyld B3anMOAEWCTBYET C AeHbramu
O6bIYHbIX 3aKOHOMOCAYLWHbIX rpa)kaaH. Mpu AaHHOM BuAe MOLIEHHWYeCTBa MpOoM3BOAMTCA onepauums C
MCMONb30BaHNEM NNATEXHOW KapTbl, HE UHULIMMPOBaHHas eé aepxartenemM[4]. Kpaxa AeHeXHbIX CpeacTs
— 0fHa M3 CaMblX CTPaLLUHbIX OMacHOCTEel ANs Noboro Yenoseka, HO eCcTb (akTopbl, M3-3a KOTOPbIX Ha
chepy KapaiMHra ctout obpallaTb 0CO60e BHMMaHMe.

B ocHoBHOM “Kapaepbl” OCyLLEeCTBSIIOT CBOK AeATEeNbHOCTb Ha TeppuTopun CLUA nnn EBponbl. 3T0
06yCnoBneHo TeM, YTO YrofoBHblE CPOKM 3a Takue npectynneHns B Amepuke mnu EBpone HaxoasTcs B
npegenax 2-5 neT TIOPEMHOMO 3aK/tOYEHUS, B TO BpeMs Kak B cTpaHax CHIm 3TOT CpoK MOXET A0X0AUTb U
[0 OecaTn neT 3akioyeHuns. Takke paboTa C pyCcCKOA3bIYHbIMKM CUYETaMU COMpSXKEHA C MHOXECTBaMU
npobnem, Beab AaHHbIE CUCTEMBI 3aLUMTbl CUSIBHO OnepexatoT 3anagHble. OAHAKO He CTOMT OTMeTaTb 3Ty
yrpo3y, BeAb X0Tb Ansi 60/bLIMHCTBA KapAepOoB Npucylla paboTa He B Hallel CTpaHe, HEKOTOpble BCE Taku
npoaos/mkatoT pabotate B CHI. A ecnn peub MAET o 6onee MenkMx NPecTyrnHMKax, TO U NoJaBHO, Bedb
BHUMaHWs K CBOEW NepCOHE OHM MPUBMIEKAIOT KyAa MEHbLUE.

Kapaepbl nCnonb3ytoT psa METOA0B AN1S1 KpaXky MNaTéXHbIX CpeacTB:

(UWMHT, KaK M ONWCLIBANoCb paHee, CO3AAETCS MOAAENbHbIM CalT, Ha KOTOPOM MOJSb30BaTENb
[OMKEH BBECTU CBOM NAATEXHbIE AAHHbIE;

B3/IOM 6a@3 AaHHbIX MENKUX MpeanpusiTuii, HamnpuMep MarasvHOB, CepBepa KOTOPbIX MSI0X0
3alUMILEHb], @ WMHOTAA W CaMOBO/SbHAs Npoaaxa O6aHKOBCKMX [AaHHbIX CaMOW KOMMAHWeW wnn eé
COTpyAHMKaMK;

Mocne nony4YeHnst AaHHbIX KapTbl, 3M10YMbIWAEHHMKN 60 NPOCTO CHMMAIOT C Heé Bce cbepexeHus,
Mbo e NpoAaloT KapTy Ha CneumasbHbIX MarasvHax, HasblBaeMbIX “Kapaep-Lionamu”.

Ho onacHoCTb KapAuHra COCTOMUT eLUe M B TOM, YTO 06bIYHbIM M0/Ib30BaTENb MOXKET 6biTh NPUBNIEUYEH
K YrOfIOBHOM OTBETCTBEHHOCTW. TakK OT KapAEPOB BaM MOXET NpUINTK cooblueHune, rae byaet npeanaratbes
C NMOMOLLbIO HEKOTOPOrO CEPBMCA OMNJlauMBaTh TaKCU UM 3aKa3biBaTb €Ay MO OYEHb BbIFrOAHOM LIEHE, HYXXHO
Wb c6poCUTb AesbLY YKa3aHHYH CyMMY U MOMb30BaThCA YC/yraMn Takcu WK AOCTABKU Yepe3 AaHHbIN
CepBUC. BbINONHMB Takne AeNCTBUSA, Bbl BMOJIHE MOXKETE MOJTy4YMTb NOBECTKY B CyA MO YrO/IOBHOW CTaTbe
B POM COyYacTHMKA, BeAb AeHblM, KOTOpble Bbl BbIC/IANM MOLLEHHWKAM OblM MOMOXEHbI Ha YKPaAEeHHYHO
KapTy U UMEHHO C Heé onJaYMBaanCb BCe CYeTa AaHHOro cepsuca. MoaobHble cxemMbl BO3SMOXHbI U MpK
onsaTe nepenéros, TYPOB U APYrnX AOPOrOCTOSILLMNX YCAYT.

“Hurepuiickue” nMcbMa — BUA MOLLEHHWYECTBA, OCHOBAHHbIM Ha MacCOBOW pacChlike 3MEeKTPOHHbIX
nuceM. CBOE HasBaHMEe MWUCbMa MOMYYMIM M3-3@ TOTO, YTO [AaHHbIA BUA MOLUEHHMYECTBA MOMYYUN
Hanbonbluee pacnpocTpaHeHne B Hurepnn, npuyém ewwé Ao pacnpoCcTpaHeHNs MHTepHeTa, Koraa nucbMa
pacnpocTpaHaIncb No 0bbIYHOM NnoyTe. OAHAKO TaKoro poda NUCbMa MOMyT NMPUXOAUTb U U3 APYrUX CTPaH,
HO BCE e B OCHOBHOM 13 cTpaH Adpuvkmn, Hanpumep, AHronbl, Toro, Fambumn, ComManu u apyrux.

CxeMa nofobHoro poaa MOLIEHHUYECTBA 3aK/IIOYAETCA B Cleaylowem:

B ceTu paccbinaeTcs TbiCSUM 3NEKTPOHHbIX MUCEM C Pa3HOro pofa NpeanoXeHUs MU 1 yCiyraMu.

B cnyyae, ecnv MOLWEHHMKM NOMyYaloT OT agpecata OTBETHOE MUCbMO, Bbipakarolee HEKOTOpYHO
3aMHTEpPeCcOBaHHOCTb, MPEeCcTyrNHMKXM BCTYMalOT B AMANOr C aApecaToM, NblTasCb MOAYYUTb OT HEro
Heob6xoaMMble AaHHble: cYeTa, Naposun, HEMOCPEACTBEHHO AEHbIM U TOMY NOAOBHOE.

MNepenuncka NpoaomkaeTcs A0 TeX Mop, Noka XepTBa He byaeT cama rotoBa NEpeyncInTb AeHbrn
MOLLEHHWNKAM.

Mocne nepeyncneHnst AeHer BO3MOXHbl ABa CLUEHapusi pasBUTUS COBbLITUI: €ClM MOLUEHHWKM
NMOHMMAIOT, YTO MX “KIMEHT” 6€e3yCrIoBHO BEPUT UM, TO NOA KakuM-1nbo nNpeanoroMm coobatroT eMmy, 4YTto
nepeyncnieHHbIX UM CPeaCTB HeAoCTaTO4YHO, M Heobxoaumo BbiCnaTb eweé; nmMbo >ke nepenucka
MOLLUEHHWKOB C MX XXEPTBOM PE3KO 06PbIBAETCS, @ CYET, Ha KOTOPbLIN OblIN NepeBeAeHbl HYXXHble CPeaCcTBa
MOMEHTASIbHO 3aKpblBaeTCs.

B Hactoswee Bpems Hambonee pacnpoCTpaHeHHbIMWM SBASIOTCS  Cneaylolme  cueHapum
MOLLEHHNYECKNX CXEM:

Appecaty nocbinaetcs nucbMo 6yaTo 6bI OT npeacTaBuTens norublero o4YeHb AaNlbHEro
poACTBEHHMKA XepTBbl. 10 3aBepeHnio aapecaHTa, XXepTBe rnonaraeTcs KpyrnHoe HacneacTso, a Ans ero
nepesoga NpocAT y Hero nnbo pacckasaTb BCO MHMOpMaLmio 0 ero 6aHKOBCKOM cYéTe, Mbo OTNpaBuTb
HEeKOTOPYI CyMMY, YTO6bl pa3MOpPO3UTb CYET C HACIEACTBOM.

XepTtee cooblaeTcs O BbiMrpbille B JIOTEPE0 WAM KakOM-HMEyab NpOBOAVMMOM  pO3birpbiLle.
Hanpumep, agpecaty MoxeT coobaTbCs O BbIMFPAHHOM HOBOM CMapT@OHEe, MOryT Aaxke BbICblNaTbCs
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oTorpacdmm BeIMrpaHHOro TOBapa, YTo ewweé Gosblie NoAorpeBaeT UHTEPEC XepTebl. HO AN nepeckinku
BbIMrpbilla TpebyeTca Nnbo 3annaTuTb Haaor, MMbo NPoM3BECTU ONaTy NOCLIUIKMA B FOPOA XXEPTBbI.

BbicbinaloTcst nucbMa 06 O4YeHb BLIFOAHOM BakaHCMM rae-HUbyab 3a pybexxoMm, HO Ans
TPYAOYCTPOWCTBa NEPBOHAYasIbHO HEOBXOAMMO OMMAaTUTL CYETA 3a BM3Y, PaspeLLEHNs] Ha NMPOXMBAHWUE U
pabory.

B coumanbHbIX CETSX MOTYT MpUXOAMTb MUCbMa, rae sSKobbl adpukaHcKas AeBYLLKA WM MapeHb, B
3aBMCMMOCTM OT MOJla XXEPTBbl, KOTOpasi NPeACTaBNsSETCA MPUHLECCON HebonbWOoro rocyaapcrea Wam
HacneaHuuUen KpynHoro cocTosiHusi. OHa COobLIaeT, UYTO HaxoauTcs B narepe OGexeHueB B Apyrou
adpuKaHCKON CTpaHe, U3-3a TOrO, YTO Ha e€ poAMHE Npom3oLLen NepeBopoT. [eByluka NpeasaraeT Ha Hell
XKEHUTLCS W YHacnefoBaTb BCE €€ COCTOSIHWE, HO AMSt 3TOrO €M HYXXHbl AeHbrM, YTo6bl BEPHYTLCS Ha
POAMHY, KOrAa 0bCcTaHOBKa B CTpaHe cTabunuampyetcs.

CTouT OTMETWUTb, UYTO HEKOTOpble MOMb30BaTENN, MOHMMAs, UYTO MX XOTAT OBMaHyTb, OTBEYarT
MOLLEHHWKaM M3 obONbITCTBA, MHTEPECYSCb, YTO MM MOMyT NPeaoXuTb M Kak O6yayT nbiTaTbcs
o6MaHbIBaTb. OfiHaKO, 3TOro AenaTtb He CTOWT. MPUYMHON 3TOro SIBNISIETCA TO, YTO KOrA4a agpecaT OTBeYaeT
Ha Takoe coobLlleHMe, TO aBTOMATMYECKM 3aHOCUT cebsi B 6a3y AaHHbIX MOLUEHHWKOB. DTO MOXET
06epHYTbCS, KaK MWUHMMYM, 3aCOPEHHONM MOYTON, a, KaK MaKCMMyM, Ha KOMMbIOTEP >XEPTBbI MOXET
BbICNATbCS ONacHblM BUPYC, MOCNE Yero He COCTaBWUT Tpyda MOAYyYMTb AOCTYN K JMYHBIM [aHHbIM
nonb3oBaTens[5].

KnbepBbiMOraTenbCTBO — BbIMOraTe/IbCTBO C MCMOMb30BaHWEM MHTepHeTa. Kak npaBwnio, npu
TakoM crnocobe BbiMOraTeslbCTBa MOSb30BaTENb MOSyYaeT COoOLEeHMe, B KOTOPOM TFOBOPUTCS, 4TO
3/10YMbILLAEHHWUKMN MOAYHYUIN JINYHYIO MHEOPMALIMIO U YTPOXKAIOT BbINIOXKUTL €€ B OTKPbITHIN AOCTY.

XaKKkepbl MOryT MPOBOAUTL KMbepaTakuM Ha pasfiMyHble CEpBEPbI M KOMMaHWW, Npu 3TOM YCI0BUEM
HepasrnalleHns yKpaaeHHoON uMM MHbOpMaUMK SIBNSIETCS NEPEBOA AEHEXHbIX CPEACTB Ha YKa3aHHbIN
CYéT.

KnbepBbIMOraTesIbCTBO CBSI3aHO C HASIMUMEM MPAMbIX UM KOCBEHHbLIX YIPO3 BTOPXXEHUSI B JIMUHYLO
XW3Hb, KPAXXM NINYHBbIX AaHHbIX, KOTOPbIE MOrYT COAepXXaTb MHMOPMaLUMIO O MEpenucke B COLManbHbIX
CETAX, FOMOCOBbLIX COOBLEHNIA, AAHHBIX WMCMOSIb3YEMbIX MPUNOXEHMIN, UCTOPUIO Bpay3epa U MOUCKOBLIX
3anpocoB, a TakxXe yYAanéHHbIN AOCTYN K paboyeMy CToMy NepCOHasIbHOro KOMMboTEpPA Y MHOIOe ApYroe.
Bce 3T feiicTBrS CnOCOBHBI HAHECTU CYLLECTBEHHBIN MOPasibHbIA Bpes NoTeHUManbHOM XepTBe.

B cnyyae C  HecornacMeM  BbIABUHYTbIX  TpebOBaHMI,  3/TOYMBIWSIEHHUKN  YIPOXaloT
pacnpocTpaHeHMeM NUYHbLIX  doTorpacMin  AUCKPEAUTMPYIOLLEro XapakTepa W APYruxX AaHHbIX,
OTHOCSILLMXCS K YAaCTHOM >XM3HW, UTO MOXET MPUBECTVM K pas3pyLUEHUIO MpaB YesioBeKa, HapyLIeHWIo
[ENOBOW penyTaumm, a Takxke NpUBECTU K SMOLMOHAIbHOMY CTPECCy U ApyrM BMAaM MOPasibHOro Bpeaa.

MpecTynHUKM UCMONb3YIOT PS4 PasIMYHbIX CXEM M MPOrpaMM C LeSbio BbIMOraTeNbCTBa. Takxke
3/10YMbILLIEHHMKN MOMYT MCMOJb30BaTh LWN(POBaHNE AaHHbIX C LIENbio BbIMOraTe/IbCTBa AEHEr 3a Bblaady

Kftoueit paclimdpoBKU. Bupychl, 3anylleHHbIe BbIMOraTeneM, WndpyoT AaHHbIE HA KOMMblOTEPE
nosib3oBaTesNsl, M3-3a Yero 3TU AaHHble MepecTaloT 6biTb AOCTYMHLIMKU Afs NOSb30BaTens, U TpebyioT
BbIKYMN 3@ BO3MOXHOCTb BOCCTAHOBWUTb AOCTYM K HWMM. [NPOHMKHYB B KOpPMOpaTWBHYIO CETb, BbiMOraTenu
CrnocobHbl 610KMpoBaTh Cpa3y 60sbLIOE KOMMYECTBO KOMMbIOTEPOB MOJSIb30BaTeNe AAHHOM KOMNaHWM.
Mpn oTKa3e OT ynnaTtbl BblKyna, 3alM@pPOBaHHbIE [aHHblE MOryT OCTaTbCA HEAOCTYMHbIMK ANS
nocTpagaBluUero HaBceraal[6].

B3anoM coumanbHbiX CeTEM W JdanbHeilee BbIMOTATENbCTBO [AEHEr — OAWMH M3  CaMbIX
pPacrnpoCTPaHEHHbIX WU YacTO BCTpeYalowmxcs crnocoboB MoLWEHHMYECTBA. Takas NonynsipHOCTb AaHHOro
METO/[A BbITEKAET U3 HEHAAEXHOCTM BOJbIUMHCTBA COLIMANbHbIX CETEN — UX OYEHb JIErko B3/ioMaTb. MNpu
3TOM, Heobsi3aTeNbHO 6bITb CMEUMANUCTOM B 06M1acTM MHMOPMALUMOHHBIX TEXHONOrMi. Ha npoctopax
WHTEpPHETa eCTb Kyya WMH(OpMaLmMm, Kak B310MaTh TY MM MHYIO COLMAsIbHYIO CETb, MO3TOMY CrpaBUTbLCS
C 3TOM 3afayen MOXeT pJaxe abConoTHO HEMOArOTOBNEHHbIA YENOBEK, HUKAK He CBSI3aHHbIN C
XaKepCTBOM.

Boias B 4y>XOW aKKayHT, 3/10YMbIWAEHHUK ANS PasHblX Lenei, Harnpumep, Kpaxa JIMYHOM
nHGOpMaLuuM, nNepenucoKk W JanbHeMWMn WaHTax >epTBbl. OfgHako Haubonee nONyNsSiPHbLIM
NpecTynneHneM SIBNISIETCS pacchiiika “apy3bsaM” Nonb3oBaTesnst coobLieHnin ¢ Npocbboi 0 aonre.

3M0YMBbILLNEHHVK, 3ainas B UyXOoW Npodub, NUILET APY3bsM XepTBbl, IKOObl Y HEr0 3aKOHYMINCh
[AEHbrM, N MPOCUT OAO/HKMTL HEKOTOPOK CyMMYy [AEHEXHbIX CpeACTB A0 onpeaesnieHHoro cpoka. Ecnu
XXepTBa COrnawiaercsa nomModb, TO MOWEHHMK nnbo npocuT npepocTaBUTb AaHHble 6aHKOBCKUX
PEKBM3NTOB, IMOO NMPUCHINIAET HOMEP CYETA, Ha KOTOPbIM HY>XXHO MEPEBECTU HEOOXOAMUMYIO LAEHEXHYHO
CyMMYy.

Mpy MOSb30BAHUM HOBEMWMMU MHGOPMALMOHHLIMM  TEXHONOMMSIMU  HEOBXOAMMO  OCO3HaBaTb
PVUCKW, KOTOpbIE MOTyT BO3HMKATb MpW WX 3KCnyaTauun. [lpexae BCero 3TO yrposa YTeuku
KOH(UAEHUMANbHBIX AaHHbIX, @ TalKe 3apaXKeHWe YCTPOWCTBA BPEAOHOCHLIMM nporpaMMaMu. Yaule
BCEro 3TO MPOMCXOAMT M3-3a YCTAaHOBKM Ha YCTPOWCTBO BPEAOHOCHOrO MporpaMMHoro obecrneyeHusi,
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LeneHanpasieHHbIX AEACTBUIA  3/10YMbIWEHHUKA WM HEOCTOPOXXHOCTM W HECO6MIoAEHUM  NpaBui
6e30MacHOCTM NINYHBIX AAHHbIX.

B Hawm AHW N10AM YaCcTO XpaHSAT BCIO CBOK JIMYHYI0 MHDOPMAUMIO HA KOMMNbIOTEpaxX M TenedoHax.
Ecnv nonb3oBaTenb YCTaHAaBIMBAET Ha CBOE YCTPOMCTBO BpedoHocHoe [0, 3TO MOXET MpUBECTU K
06LUMPHON yTeuKe AaHHbIX M MHOMMM APYrMM NOCNEACTBUSIM, HAaNpUMep, KpaXke NepCOHanbHbIX AaHHbIX.

Kpaxka nepcoHanbHbIX AaHHbIX 3a4acTyld MPOMCXOAUT C LENblo AanbHENLWeNn NOAMEHbI JIMYHOCTM
WK ke Kpaxkn (prHaHCOBOWM NMYHOCTK. Mpy AaHHOM BUAE KPaXXn MPECTYMHMK BbIAAET YyXYHO JIMYHOCTb 3a
CBOIO B (OMHAHCOBLIX LieNsaxX. ITO MOXET ObiTb B3ATUE KpPeaMTa Ha YyXK0oe UMS, OCYLLECTBEHNE MOKYMOK B
WHTEpHET-MarasvHax uauM e nonaydeHve uHdboOpMaumm O MeaMUMHCKOM U (DMHAHCOBOM MOMOXEHUU
XKEpTBbI.

[Opyroit (opMoii BTOPXXEHMSI B JIMUHYIO XXM3Hb C MOMOLLbI0 MH(OPMALMOHHBIX TEXHOMOMMN MOXKET
CTaTb LWMMOHaX. LLUNMOHaX MOXeT MposIBNSTLCS MO-pa3HOMy: OT B3/IOMa YCTPOMCTB MOMb30BaTeNs M
MPOYTEHNIO €ro JIMYHBIX AAHHBIX W MEPENWUCOK, BMOTb A0 TMOSIHOLEHHOW CNEXKW W HEMerasbHoro
OTC/IEXMBAHWSI BCEMN XXM3HU XXEPTBHI.

MpecTynHKM UCMOMb3YIOT PasfiMyHbie MeTOAbl XMLLEHWS AaHHbIX, Hanbonee nonynsipHble MeToAbl
npeacTaBneHbl HUxe:

OTcnexxmBaHne Ha)kaTusa KnasuLl. 3a OTCIIeXMBaHUE OTBEYalOT crieymanbHble NporpaMMbl, KOTopble
OMpefensoT, KakMe KOMOMHauMM KIaBuLW MOMb30BaTENb MCMOMb3yeT yalle Bcero. [aHHbi crocob
06bIYHO UCMONL3YETCA AN1S BbISIBNEHUS Naposei oT 6aHKOBCKMX CYETOB M APYrMX CEPBUCOB.

Mozbop naponei. Ecnn npecTynHnkaM nsBecTHa HeEKOTopas IMYHas MHGOPMaumMs O Nonb3oBaTene,
Hanpumep nmsl, hamMnans, roa poXxaeHns n ToMmy nogobHoe, TO OHM MOryT MOMbITaTbCs NoAobpaTb NAposb
ncxoas M3 3TUX 3HAHWIA, UCMOSb3ysl pasHble KOMOMHAUMM TaKMX [AaHHbIX B KayecTBe napossl. [daHHbIi
crnocob sBnsieTcs Hambonee NPOCTbIM U JIErKMM, HO NMPUW 3TOM CpabaTbiBAET KpaliHE PeaKo, Tak Kak OYeHb
Manoe KOMMYecTBO NoAEN MCNOsb3yOT MYHYI0 MHGOPMaLMIO B KayecTBe Maposns oT Yero-nmbo. TeM He
MeHee, Takue Nioan BCTPEYaoTCs, U MOLLEHHUKM MOTYT UCMOMb30BaTb 3TOT (aKT.

Backdoor nporpamMmbl — nporpamMmbl, MO3BONSIOWME MPECTYMHUMKaM BXOAWUTb B CUCTEMY
KOMMblOTEPA MOML30BATENS WAW BbIXOAUTb U3 Hee. Takve NporpaMmmbl MOMOraloT 3M10YMblLLIEHHUKAM
YOANeHHO KOHTPONMpOBaTb [eATeNbHOCTb MOMb30BaTeNs, a Takke npocMaTpumBaTb  JIMUHYIO
WHopMaLMIo, B TOM YNCE NAPOSN.

ObmaH ceTW. 3M0OyMbIWMEHHUKW MOrYT CO3faBaTb JIOXHble ceTn, Hanpumep  Wi-Fi.
MpaBoHapyLwmMTenb MOXET >KAaTb CBOKO XepTBy B 06LIECTBEHHOM MeCTe, rae CO34acT CeTb C Ha3BaHWEM
aToro Mecta. Korga nonb3oBaTeslb NOAKMOUNTCS K TaKOM CETU, TO MPECTYMHUK CMOXET OTC/IEXMBATbL €ro
LENCTBUSI B MHTEPHETE, a TakxXe NMpocMaTpuBaTb halifibl Ballero YCTPOMCTBA WM AaXe YCTaHOBWUTL Ha
Hero BUpYC Ux APYryto 310BPeaHYI0 Nporpammy.

Celtyac abCcontoTHO 06O YeNoBeEK MOXET CTaTb XKEPTBON KMOEPNPECTYNMHMKOB, XOTS MHOMMM [0
CUX NOP CNOXHO NPEeACTaBUTb, YTO KTO-TO MOXET BCEPbE3 NHTEPECOBATLCA UX JIMYHLIMU AAHHBIMMW, KOMY-
TO MOXET 6bITb MHTEPECHO N BaXKHO BCE 3HaTb 06 MX IMYHOCTU M JaXKe LUNUOHWUTL 3a HUMK. U3-3a 3Toro
MHOrve NoaM MOryT He UCMOoMb30BaTb BCE Mepbl NpefoCTOPOXHOCTU MPU UCMOSIb30BaHUN COBPEMEHHbIX
NHMOPMALIMOHHBIX TEXHONOMMI[7].

HekoTopble TUMbl KMBEPNPECTYNIeHUN HanpaB/ieHbl Ha M3MEHEHUS] HACTPOEHMI B MOMUTUYECKOW
cpefie UM HaHeCceHWe HaMEePEHHOro Bpeda WM CHMXKEHMUSI BIMSIHUS OTAENbHbIX IMYHOCTEN WK FPYNMbI
ntogei. MpecTynneHns Ha MOYBE HEHABMCTU MO OTHOLIEHMIO K SIMYHOCTM WAWM Fpynne ftoaelt 0bbl4HO
COBEpPLUAIOTCS Ha OCHOBE TeHAEPHOM, pacoBOM, PESIMIMO3HOM, HaLMOHaSbHOM  NPUHAAIEXHOCTM
CeKCyanbHOW OpUeHTaLMn U ApYrux NpuU3HaKoB.

MpuMepaMn Takux KUOEpnpecTyrnieHnin SIBNSIOTCS AOMOraTeNbCTBa M Pacchblika OCKOPOUTESNbHBIX
COOBLUEHNIA, W pPacnpoCTPaHEHUE JIOXKHbIX HOBOCTEM, KacaloMXCs OrpeAenieHHoW Tpynnbl  nn,.
AHOHMMHOCTb W NIErKoAOCTYMHOCTb MHTEPHETA Cepbe3HO 3aTpyaHslT 60pbby C npecTynieHnsMu Ha
noYyBe HEHABUCTW.

IPYNnMPOBKN 3KCTPEMUCTCKOM U TEPPOPUCTUUECKOW HaMpaBNEHHOCTM BCE Yalle WCMOMb3yT
KnbeprnpoCcTpaHCTBO A4N18 3anyrmBaHusl, pacnpoCTpaHeHWs nponaraHabl U MHOrAa HaHeceHuss Bpeda IT-
WHpacTpyKTypam.

3ayacTylo 06bEKTAMKU TaKMX KMOEPMPECTYMNIEHUA MOryT CTaTb KPYMHblE KOpMopauuMu Wan aaxe
uenble rocyaapcrsa.

MpUMepoM aTakuM Ha KpYMHYK KOpMopaumio MOXET CTaTb B3/IOM OAHOM M3 CaMoil MomnynsipHoW
coumanbHol cetn Mupa Facebook B 2020 roay. B pe3ynbTaTe XakepcKOM aTaku, B CETb YTEK/M AaHHble
6onee yem 260 MUNNMOHOB nonb3oBaTenel. Mocne Takmx yTedek cyn 06s3an KOMMNaHWM BbINAATUTH
wTtpad B pa3Mepe 5 MUNIMapaoOB A0MNAPOB, YTO SBMASETCS KPYMHEALWMM WTpadoM 3a YTeUKU AaHHbIX B
ncropum.

Ecnn roBoputb 0 NpecTynneHnsx B OTHOLIEHMWN LENOro rocyapcTsa, TO NPUMEPOM SIBMISETCS B3/10M
M nosyyeHve pdoctyna K 269 6 ceKkpeTHbIX AaHHbIX MPaBOOXPAHUTENIbHBIX OPraHoOB M Creuctyxo6
CoenvHeHHbIX LLITaToB AMepuKu rpynnupoBKoi xakepoB Anonymous. Cpean 3TUX AaHHbIX COAepXKannchb

13



59-51 HayuyHasi KOHghepeHUUs acrupaHmos, MasucmpaHmos u cmyderHmoes bI'YUP, 2023 e.

BMAEOPOSIMKM, SNIEKTPOHHBIE MUCbMA, AOKYMEHTbI MO NJIAHMPOBAHWUIO U pa3Beake 3a nocneaHune 5 net. Us3-
33 NpoV3OLLEAIEro B CTPAHE pa3pasusics rPOMKMI ckanaan. PenyTauusa Bnactu CLUA u, B YacTHOCTH,
aMepUKaHCKMX cneucnyxd cunbHO nowaTtHynacs[8].

CTOMT OTMETUTb, YTO Ntobast pasMelléHHas Mosnb30BaTeNneM MHMOPMaUUs B MHTEPHETE SBNSETCS
Ny6nMYHbLIM BbICKA3bIBAaHMEM, faXke ecnv MHGpOopMaumsi, pasMeLléHHasi Mosb30BaTeNieM, He SIBMSIETCS
NonyssipHON 1 €€ NoYTM HUKTO He NpocMaTpuBaeT. Y npu Nonb3oBaHUM MHTEPHETOM 06s13aTeNIbHO CTOUT
3HaTb M PYKOBOZCTBOBATLCS NpaBuiaMy U 3aKOHAMW CTPaHbl, B KOTOPOW NONb30BaTENb NPOXKMBAET.

Hanbonee 4yacto BCTpeyaeMbiM MpaBOHapYLWEHUMEM B WMHTEpHaTe SIBASIETCS MOMyNsapu3MpoBaHMe
3anpelleHHon uHdopmMauun. Mpu 3TOM He 06s3aTeslbHO pasMellaTh MHdOopMaUuio 0 YéM-To Haubonee
pagvkanbHOM. YenoBeka MOryT MpuBredb K aAMUHUCTPATMBHOM OTBETCTBEHHOCTM WM 3a GaHaibHble
“CcMelUHble KAapTUHKK". BaXkHO, UTO MO/Ib30BaTE/b MOXET U HE 6blTb aBTOPOM AAHHOW CTaTbU B MHTEPHETE,
[OCTATOMHO MPOCTO “OUEHUTL” AaHHYK CTaTbld WM OCTaBUTb CBOM KOMMEHTapuil Moj 3anpelleHHbIM
mMaTepuanoMm. Takke HeobXoANMO yUUTbIBaTb, YTO CyLLECTBYET MOHATME KaK AnsLeecs NpaBoHapyLleHue,
TO €CTb €C/IM NOJIb30BaTEb PACMPOCTPaHs/ Nto60M 3anpeLléHHbI MaTepyan MHOIO JIET Ha3ad, HO OH [0
CUX MOp LOCTYNeH B CETU, TO TaKoW MoSb30BaTeslb BCE paBHO CUMTAETCs MpaBoHapylumTenem. MNpu 3ToMm
yAaneHue paHee pa3MeLLEHHOMO KOHTEHTa He BCeraa noMoraeT, BeAb NpuU AanbHeWleM pasbupaTenscrse
NpPaBOOXPaHUTENN MOryT PYKOBOACTBOBATbCS OObIYHBIMM  CKPUHLLOTaMW. TaK YTO €AMHCTBEHHbIM
CnocoboM OblTb 3aWMWEHHBIM OT AAHHOrO NPaBOHApYLWEHUSI — 3TO XOPOWO 3HaTb, KaKue TeMbl
HaxXoAsTCs NoA 3anpeToM M MO BO3MOXXHOCTM MX U3beraTtb.

[danee nepeuncneHbl Tembl, 3a PacnpoCTpPaHEHWEe KOTOPbIX MpeayCMOTPeHa YrosoBHas U
aAMUHWUCTPATUBHAs OTBETCTBEHHOCTb, COrMAacHO YrosloBHOMY Koaekcy Pecnybnuku benapyce:

— YMbIW/IEHHbIE  OEWACTBMS,, HanpaBfieHHble Ha BO3OYXAEHWE pacoBOW,  HALUMOHAbHOW,
penurnosHor NMbo WHOWM couManbHOM BpaXabl WAM PO3HWM MO MPWU3HAKY PACcOBOW, HaLMOHANbHOMN,
PENUIMO3HOM, S3bIKOBOM MM UHOW COLManbHON NPUHAANIEXHOCTH;

— Ny6nnYHble NPU3bIBbI K OPraHn3auUmMmn U NpoBeAEHNIO HE3aKOHHbIX COBpaHus, MUTUHIA, YIMYHOIO
LIeCTBUSl, AEMOHCTPaUMM M60 NMUKETUPOBAHUS, MO0 MPUBIEYEHME JIML K YYacTMIO B TaKMX MaCCOBbIX
MEpONpUSTUSIX;

— Ny6MYHblE NPU3bIBbI K 3axXBaTy rOCyAApCTBEHHOW BMACTW, WM HAaCWIbCTBEHHOMY WM3MEHEHMIO
KOHCTUTYLIMOHHOIO CTposi Pecnybnukn benapycb, unuM u3MeHe rocyfapcTBY, WM COBEPLUEHWUIO aKTa
Teppopu3Ma WM OMBEPCUM, WM OCYLLECTBNIEHMIO OEUCTBMI, HAMpaBleHHbIX Ha HapylleHue
TEpPUTOPMANbHOM  LenocTHocTM  Pecnybnvku  Benapycb, WM COBEPLUEHMIO  WHBIX  AEUCTBUN,
HanpaBfieHHbIX Ha NPUYMHEHNE Bpeaa HauMoHanbHoM 6e3onacHocTy Pecnybnuku Benapych, B TOM uncne
Ha MPUMEHEHWE Mep OrpaHWYUTENBHOIO XapakTepa (CcaHKUMI) B OTHolleHuM Pecnybnukn Benapyce,
(usnuecknx n topuanyecknx numu  Pecnybnuku  benapycb, nvMbo pacnpoCTpaHeEHME MaTepuasnos,
coaepXkalUux Takme NpusbiBbl, NPW OTCYTCTBUM MPU3HAKOB 60Mee TAXKKOrO NPECTYNeHns;

— YMBILLSIEHHOE YHWDKEHME YECTU U JOCTOMHCTBA JIMYHOCTU, BbIPAXKEHHOE B HENPUIMYHONM (opme
(ockopbneHune), B Ny6/AMYHOM BBICTYMNIEHUM, MO0 B MEYATHOM WM MYBNMYHO AEMOHCTPUpYIOLLEMCS
npov3eBeaeHnn, Nnbo B CpeacTBax MaccoBOM MHGopMaumu, nMbo B MHMOPMaLuM, pacnpoCcTpaHEHHON B
rnobanbHONM KOMMbIOTEPHOW ceT HTEPHET, MHOWN CETU 3NEKTPOCBS3N OBLLEr0 NOMb30BaHUS;

- nponaraHga unu nybsMyHOe AEMOHCTPMPOBAHME, B TOM UWC/IE C WUCMOSIb30BAHMEM TNobanbHOM
KOMMbIOTEPHOW CeTU WHTEpHET NM60 WMHOM MHGMOPMAUMOHHOW CETU, M3rOTOBMEHWE, pacrnpoCTpaHeHme
HaLMCTCKOM CUMBOJIMKM UMW aTpUBYTUKKN, @ PaBHO XpPaHeEHWE UK NpUOBpeTeHne Takoh CUMBOJIMKK WA
aTpubyTnku[9].

ApyrM npaBoOHapyLUEHNEM CO CTOPOHbI OBLIYHOMO MONb30BATENSI MOXET CTaTb CMaM — paccbiiika
nucem 6e3 cornacust nonydyatensi. KoHeyHo, yalle BCEro cnaM — 3TO A0 MOLWEHHUKOB, KOTOpPbIE MOTyT
npeanaraTe 06bIYHLIM MO/IL30BATENSM Pa3/IMyHbIE MaXMHALUMOHHBIE CXEMbI UM MPEASIOXEHNS BbIFOAHOM
MOKYMKM MK 3apaboTka, OAHAKO CraM MOryT pacrnpoCTpaHsATb M OBbIYHbIE MIOAM, HE BUASLIME HMYErO
MPOT1BO3aKOHHOMO B CBOMX AeNCTBUSAX. Hanpumep, ecim YenoBek ycTpouncst paboTHUKOM B KaKyto-HUGYab
OpraHu3aumio, U NocpeacTBOM MacCOBOW PacCblfiKM peknaMbl CBOMM ApY3bsM UM 3HAaKOMbIM O [AaHHOM
OpraHM3auMn NbiTaeTcs NOBLICUTL €€ Y3HABAaEMOCTb Ha PblHKE, TO €ro AEUCTBUA Takke ByayT cuMTaTbhCst
HEeNerMTUMHBIMU M MOMyT OblTb OCYXZAEHbl B COOTBETCTBMM C 3aKOHOAOTENBLCTBOM MYTEM HANIOXKEHUS
[eHexHoro wrpada.

OyeHb YacTblM MpaBOHAPYLLUEHMEM C WCMOMb30BAaHNEM WMHMOPMALMOHHBIX TEXHOMOMMIN SIBNISIETCS
HapylleHNe aBTOPCKMX MpaB. B Halle BpeMs No6oN 4YenoBek eXEeAHEBHO CTASIKMBAETCS C 06beKTaMu
aBTOPCKOro npaea. 3TO MOXET 6biTb NPOCNYLIMBAHWE MY3blKM, MPOCMOTP GUILMOB U GoTorpaduii, NoMck
M ckauyvMBaHue (ainoB B MHTEpHETe. B TakMx yCIOBMSIX OYEHb CIOKHO He nepeceyb Ty rpaHb, rae
NCNOMNb30BaHNE YyXXMX 06bEKTOB COBCTBEHHOCTM CTAHOBUTCS MPECTYMNIEHNEM.

HapylieHne aBTOpPCKMX MpaB — 3TO MCMOMb30BaHME, KOMUPOBAHWE, PACNpPOCTPaHEHME 4YYXKOro
npoussefeHnsi, b0 HecobnAeHNs YCNIoBUIA AOroBOpPa MO UCMOMb30BaHUIO AaHHOro o6bekTa. Mpuyém
[laXe Takas Menoyb, Kak urparwowas Ha @oHe My3blka B Ca/lOHE KPacoTbl WM pecTopaHe MOXeT CTaTb
HapyLUeHWeM, B CIlydae ee WUCNonb3oBaHua 6e3 cornacusi npaBoobnaaatens. MNonb3oBaTenb MOXET
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MCMoMb30BaThb YyXXMe MaTepuanbl 1Wb NOCAE NOAYYEHUS UCKNOYUTENIBHOMO Npasa Ha nNpousseaeHne —
npaBo MCMONb30BaTb YyXue nNpousseaeHus B nobon cdopme. Mpu 3ToM HeobxoanMo YETKO 0brosapmeaTh
C aBTOPOM HasHayeHue WCMNofb3oBaHWs. Hanpumep, ecnu 66110 Nony4YeHo paspelleHue nybnvkoBaTb
(OTO B MHTEpHETe, NONb30BaTeNb HE MOXET HameyaTaTb ero Ha adwwe. Ecnv nonb3oBaTenb XO4eT
3aKOHHO UCMO/b30BaThb YyXXWe MaTtepuasnbl, eMy HeobxoaAMMO MONy4MTb paspeLleHre Yy aBTopa M ykasaTtb
npu 3TOM €ero ums, Tak byayT cobntogeHbl M NpaBa Ha MCMNOMb30BaHWE, U NINYHbIE HEWMMYLLECTBEHHbIE
npasa aBTopa[10].

Kak yxe CTano NOHATHO U3 OnNuCaHWs METOAOB MpaBOHAapyLWeHU B 06nacty MHMOPMALMOHHBIX
TEXHOJSIOMMM, AaHHbIE AENCTBUS MOTYT HECTU CEPbE3HYIO OMAacHOCTb AJ1st (PUHAHCOB, KOHMMAEHUMANBHOCTY
nosb3oBaTens. TemM oyeBuaHee akT, YTO HEOBXOAMMO 3HaTb CMOCOObI 3aWMTLI OT KMGEpNpecTynieHui
N UX NPeaoCTEPEXEHMSI.

3awmta oT duwmMHra BKIOYaeT B cebs cobniogeHne HEeCKONbKWUX 3fIEMEHTapHbIX MpaBui
6e30MacHOCTU B MHTEPHETE.

HeobxoaMMO MOMHWUTBL, YTO HM B KOEM Cllyyae Henb3s nepegaBaTb Takume KOHdMAeHumasbHble
AaHHblE KaK MWH-KoZ 6aHKOBCKOMN KapTbl, Napo/ib 3/IEKTPOHHOMN NMOYThLI UM aKKayHTOB B COLIMASIbHBIX CETSIX.
Hn 6aHK, HM CouCeTb HMKOrga He CTaHyT 3anpalivBaTb TaKOro poda AaHHble MCMOSb3Yys 3NEKTPOHHYHO
nouTy.

Ecnn nonb3oBaTesNb 3alWén Ha 310BpPedHbIi CalT, HA Ero KOMMbIOTEP MOXKET 6bITb BbIC/IaH OMaCHbIN
BMpYC. Bupyc — 3TO cneumanbHas nporpamma, CnocobHasi caMonpon3BOIbHO NPUCOEANHATLCA K APYTrUM
nporpaMMam npu 3anycke NOCNEAHNX U BbIMOMHATb pa3nnyHble HeXenaTenbHble AeiCTBUS.

Hannume Bupyca MOXeT NposiBASTLCA CrefyrowmMm cnocobamm:

— HEKOTOpbIe NporpamMMbl NepecTatoT paboTaTh UM HauMHaKOT paboTaTb HEKOPPEKTHO;

— Ha 3KpaH BbIBOASATCSA MOCTOPOHHME COOBLLEHUS, CUTHanbl U Apyrne adeKTsl;

— paboTa KOMNbIOTEPA CYLLECTBEHHO 3aMeanseTcs;

— CTPYKTYpa HEKOTOPbIX (haiyioB OKa3bIBAETCS UCMOPYEHHOW.

Mo cnocoby 3apakeHns BUPYCbl KnaccumUMpYIOT Ha criegytowme Buabl:

— TPOSIHCKME MpOrpaMMbl, Ha3HAYeHMEM KOTOpPbIX, MO aHaiormM C TPOSHCKMM KOHEM, SBnsieTcs
UMUTaLMS Kakux-Nnbo MNOne3HbIX MporpaMM, Mocie akTuBauuMu KOTOPbIX NPOrpaMMa akTUBUPYETCS U
BbIMOSIHAIET ONpefAeneHHble HeXenaTesbHble AeNCTBUS;

— YTUIIUTBI CKPLITOFO aAMUHUCTPUPOBAHKUSI MO MHTepdECy U PYyHKLMOHANY BO MHOFOM HAaNmOMUHAIOT
CUCTEMbI @AMUHUCTPUPOBAHMSI KOMMbIOTEPA B CETU, NPU MHCTaNSAUMM KOTOPbIX NMPOMCXOAUT YCTaHOBKA Ha
KOMMNbOTEP CKPLITOM CUCTEMbI YAANEHHOIO YNpaBeHus;

Intended-Bupycbl — BMPYCbl, KOTOpbIE HE MOTYT Pa3MHOXAaTbCA WM Pa3MHOXAKOTCS TOSIbKO OAMH
pa3, TO eCTb BUPYCbl, KOTOpble 3apa3uB Kakow-nmbo daiin, yTpaumBaloT CMOCOBHOCTb K AanbHenwemy
Pa3MHOXEHMUIO.

Mo AECTPYKTUBHBIM BO3MOXHOCTSIM BbIAENSIOT TakMe BUAbl BUPYCOB:

— HeonacHble BUPYCbI, BAMSIHWE KOTOPbLIX OFPaHNYMBAETCS YMEHbLUEHMEM CBOGOAHOM NaMaTh Ha
AWCKe, 3aMeanieHneM paboThbl KOMMbIOTEPA, rpadUyYeCKMMU UK 3ByKOBbIMU 3ddekTamu;

— OMACHbIe BMPYCbl, KOTOPblE MOTEHUMANbHO MOFYT NPUBECTM K HApyLEHUsM B CTPYKType daiinos
n c6osmM paboTbl KOMNbIOTEPA;

— OYeHb OMnacHble BUPYChl, B anropuTM KOTOPOro CreumanbHO 3anoXeHbl Npoueaypbl YHUUTOXEHUS
AaHHbIX ¥ BO3MOXHOCTY 06ecrneunBaThb GbICTPbIN M3HOC ABMXKYLLMXCS YacTel MEXaHU3Ma KOMMbIOTepa.

[ns 3aWmMThl OT BMPYCOB PEKOMEHAYETCS YCTAHOBUTb Ha KOMMbIOTEP HAaAEXHLIA aHTUBMPYC —
MporpaMMmbl, NPensTCTBYIOWEN pacnpoCTpaHeHMIO BUPYCa Ha KOMMbIOTEPE NONb30BaTesl.

AHTVBMPYCbI PA3aenstoT Ha NSTb OCHOBHbLIX MPYMM:

1 MonwuTopbl. [porpaMMbl MOHMTOpbI pacnonaraloTcs B OMepaTMBHOM MNaMsSTU KOMMbOTepa,
nepexsaTbiBalOT M COOOLWAOT nosnb3oBaTento 06 06palleHusx OnepauMoHHON CUCTEMbl, KOTOpble
UCNOMb3YIOTCA BUMPYCaMu ANsl Pa3MHOXEHWUS M HaHeceHus yuwlepba. MNonb3oBaTenb UMEeT BO3MOXHOCTb
paspewnTb U 3anpeTuTb Takue obpalleHuns. Takme aHTMBMPYChl MOMYT BbISIBNATb AaXe HEeW3BeCTHble
BUPYCbl Ha paHHeN CTaanu 3apaXxkeHusl.

2 [eTekTopbl — MpOrpaMMbl, KOTOpble MPOBEPAIOT, MMEETCs NI B alnax M Ha auckax
cneundmyeckas AN AAHHOMO Bupyca KoM6uHauus 6aiToB. MMpu €€ obHapyXeHuM BbIBOAMTCS
COOTBETCTBYOLLEE COObLIEHME.

3 [lokTopa — NporpamMMbl, BOCCTaHaBNMBAtOLME 3apaXkeHHble (aiinbl NyTEM yaaneHns U3 HUX Tena
Bupyca. Ob6blYHO Takue nporpaMMbl paccyuMTaHbl HA KOHKPETHble BWAbl BUPYCOB. Takue MporpaMMmbl
Heob6x0AMMO YacTo O6HOBNSATL ANst NOMYYeHWsI BEPCUI, CNOCOBHBIX 0B6HaPY>XUTb HOBbIE BUAbI BUPYCOB.

4 PeBM30pbl aHanU3UpYIOT M3MEHEHUE COCTOsIHWS (aiinoB, NMPOBEPSIIOT COCTOSIHWE 3arpy304HOro
CeKTopa, a Takke BpeMmsi aTpubyTbl U BpeMmsi co3aaHust Gannos. Mpu 06Hapy>XeHWM HEeCOOTBETCTBUIA,
nonb3oBaTento cooblyaeTcs 06 aTomM.
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5 BakumnHbl MOANMUUMPYIOT NPOrpaMMbl Tak, YTO 3TO HE OTpaXkaeTcs Ha ux paboTe, HO BUPYCHI, OT
KOTOPbIX MPOUCXOAMT BaKLMHaLMS, CYATAL0 TaKMe NPOrpaMMbl yXKe 3apaXKeHHbIMU.

Takke Ansa 3awmTbl OT hUWKMHIAa HeobXxoAMMO obpallaTb BHUMaHWe Ha AM3alH CalToB, Ha KOTOpble
nepexoauT nonb3oBaTtenb. ECnn OH KaxeTcs cTpaHHbIM, HeaopaboTaHHbIM, CAENaHHLIM Ha CKOPYHO PYKY,
TO BMOJSIHE BO3MOXHO, YTO 3TO (DULLIMHIOBLIV CalT.

Bcerga Hy>xHo obpallaTb BHUMaHWE Ha apecHyIo CTPOKY B CCbl/Ike Nepexoaa — He3HauuTeslbHoe
M3MEHEHWe B 3NEKTPOHHOM ajpece MOXeT npuBecTM abconoTHO Ha apyrov caiuT. CywlecTByeT
BO3MOXHOCTb JellindpoBaTh CChbISIKY C MOMOLLbIO CrieLMasibHbIX CEPBUCOB U MOCMOTPETb, Ha Kakon canTt
OHa BefeT.

Mpy MoCeLEeHNN CaWTOB HYXHO CneauTb, YTO6bl 6bINO YCTAHOBMNEHO 3alUMLLEHHOE COeAMHEHWE
https://. B aapecHoi cTpoke AomkeH 0Tobpa)XaTbCsl CreLluanbHblii CUMBOT — 3aMOK.

MUcbMa C HE3HAKOMbIX HOMEPOB, MMEOLME 3KCTPEHHBIN XapakTep AO/MKHbI B NMEPBYK oyepesb
BbI3blBaTb NoAo3peHue. MncbMa, B KOTOPbIX FOBOPUTLCS, YTO aKKAyHT MOSb30BaTensl B3NOMaH uau 6bin
NOMYyYeH KPYMHbIN BbIUPbILL, MNOYTY BCErAa SBNSIETCS MOLUEHHUYECKUM,

CtouT ocTeperaTbCs 3axoauTb B HGaHKOBCKME aKkayHTbl 4Yepe3 TOYKWM [AoCTyna obLecTBEHHOro
WHTEpHETa, BeAb C TMOMOLWbBI0 MX MPECTYMHUKM MOryT YCTaHOBWUTb JOCTYM K JIMYHBIM AaHHBIM
nonb3oBaTens. besonacHee NonbL30BaTbC MOOBUIBHLIM MHTEPHETOM WU 3aLUMLLEHHBIM COEAUHEHWNEM.

He ctouT urHopupoBsaTb npezynpexaeHus oT bpay3epa wau coumanbHOW CETU O MepPexoae Ha
nofo3puTenbHbI caiT. Ecnn 6pay3ep coOBETYET MONb30BaTEN0 HE NepexoauTb MO AAHHOWM CChlIKe, TO
CTOWUT NPpUCNYLWATLCS.

Ytobbl 06e3onacuTb cebs OT yTeUKM MNaTeXHbIX AaHHbIX MOfb30BaTeslb AO/MKEH NpeanpuHATb
cnefyrowme AencTems:

1 He BBOAWTL faHHble 0 6aHKOBCKOM KapTe B HEMPOBEPEHHbLIX MarasuHax 1 BoobLue nmocTapaTbes
npefocTepeybcst OT NIO6bIX OHNANH-MOKYNOK. OCTaBNATb AaHHble O (DMHAHCOBOW KapTe fyywe nnbo Ha
MaKCUMManbHO NPOBEPEHHbIX cepBucax, Mbo BoobLue Hurge.

2 He nblTaTbCs COKOHOMUTb AEHbIMM TaM, rAe 3TO NONpoCTy HEBO3MOXHO. KoHeuHo, cutyaums, rae
nonb3oBaTeNs MOryT NpuBMEYb Kak COyyacTHMKa Mo Aeny o6 OTMbIBe “CKapXXeHHbIX” cpeacTs, XOTb U C
[OBOSIbHO Manol BEPOSITHOCTbIO, HO BCE XK€ MOXET CTaTb peasibHOCTbIo. MMo3TOMy fydlle OTKasblBaTbCst
OT B6bICTPbIX M NPOCTLIX CNOCOHOB CIKOHOMUTD.

3 HeobxoAMMO NOAKMIOUYUTL YCIYry O CHSITUM AEHEXHbIX CpPeAcTB C 6GaHKOBCKOW KapTbl OT
MobunbHbIX 6aHKOB. lNonb3oBaTens HyaeT nonyyaTb YBEAOMIIEHWUS O CHATUM [EHEXHbIX Mocne KaXxaow
NpoBefeHHOM TpaH3aKUuMM B MHTepHeTe. YeM ObicTpee 06Hapy>XWUTCS B3/1OM UM HECaHKUMOHMPOBaHHOe
CHATWE AeHer, TeM 6onblue 6yaeT LWaHCOB UX BEPHYT.

4 Bcerga HyXHO OCTaBaTbCs 6AUTENbHBIMM WM HE MO3BONSATb MAHMKE WM 3MOLMSIM BAMSATH HA
npuHsTble pelieHns. Kapaepobl, Kak U npoune KnbepnpecTynHVKW, YMeno Momb3yloTCs 06LecTBEHHOM
naHukon[11].

Ytobbl obesonacuTb cebsi OT Toro, Ytobbl BblITb 0B6MaHYTHIMU HUFEPUACKMMU MUCbMaMU MOXHO
NopeKkoMeHA0BaTb creayloLlee:

— He BbICbINAaTb NePCOHanbHbIE AAHHbIE NN KOMUKN KaknX-TMbo AOKYMEHTOB M HOMepa 6aHKOBCKMX
CYETOB MO 3anpocy OpraHM3aumii, B KOTOpbIe NoJb30BaTeslb He 06paLlasncs, Umn NioasaM, KOTOpbIX [0 3TOr0
HWKOrAa He 3Han;

— eCcny nonb3oBaTenb SBMASETCH YY4aCTHUKOM WHTEpHEeT-POpyMOB, TO CleayeT 3aBecTu ANs 3TOro
OTAE/bHYIO NMOYTY C APYIrMM NaponeM;

— NONb30BaTbCA NporpaMMamMn-puabTpamn, KOTopble GUILTPYIOT MHGMOPMALIMIO, MOCTYNAIOLWYIO Ha
MoYTy Mosib30BaTess, U MpU MOSYYEHUU HUFEPUACKMX MUCEM PEKOMEHAYIOT Bragenbly Mo4yTbl Takue
nucbMa yaanaTb.

CyluecTByeT HeckosbKo cnocobos, 4Tobbl nonb3oBaTenb Mor obe3onacutb cebs oT wudpoBaHus
BaXXHbIX A@aHHbIX U AanbHENLIEro WaHTaxa.

B nepsyio ovepeab, HYXHO 6blTb OCTOPOXHbLIM C COOBLUEHUAMU, NPUXOASALLMMU HA NOYTY UAM B
coumanbHble ceTu. Yalle BCero TPOSIHCKME BMPYCbl C LWMGPOBASbHBIMU MPOrpaMMaMn HaxoasTcs BO
B/IOXXEHUSIX MWUCEM WM Ha 3apaXXeHHbIX caiTax. [O3TOMY CTOMT OTHOCUTBLCS K KaXKAOMY MMCbMYy OT
HEe3HaKOMOro MCTOYHMKA KaK K MOTEHLMANbHO ONacHoOMY.

B cBSA3K C TeM, YTO OMACHOCTb MOXET HaxoAMTbCA HA KAakOM-NMOO caiTe, TO CTOMT OCTeperaTbes
HE3HAKOMbIX M MOAO3PUTENbHLIX CalToB. Tak, ecnin nocne Knnka Ha 6aHHep MOsIBSIETCH COBCEM He TOT
pecypc, KOTOpbIA OXMAANCH, WM CaUT BblAaeT NpeasioKeHWe 3arpy3uTb YTO-HMOYAb Ha YCTPOWCTBO
nonb30BaTesns, TO ero ¢ 60MbLIOV BEPOSTHOCTLIO MbITAOTCS 3apa3uTb.

B npouecce wvcnonb3oBaHWM KakoW-NMOO MNPOrpaMMbl B HEM 4YacTO HAXOAATCA YSI3BUMOCTH,
KOTOPbIMW MNOMb3YIOTCA MOLWEHHUKW. Ho, Kak npasBufio, pa3paboTyMKky CO BpEMEHEM  BbIMyCKaloT
0OHOBNEHNs, B KOTOPbLIX CyLIECTBYIOLWME Henonagku ucnpaensoTcs. [osToMy noau, KOTopble He
06HOBAAIT CBOE MporpamMMHoe obecrneyeHve Wan Apyrve nporpaMmMbl pUCKYlOT 6onblie Tex, KTO 3Tu
nporpamMbl perynspHo obHOBASET.
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CTOMT MCNoNb30BaTb COBPEMEHHbIE 3aLUMTHBLIE MPOrpaMMbl, KOTOPbIE CMOCO6HbI pacrno3HaBaTb U
ornepaTMBHO  6/I0KMPOBaTb  MPOrpaMMbl-LUNGPOBANbIUMKK.  AHTMBMPYC  aHanuM3vpyeT  AEWCTBUS
3anyLeHHbIX (ainos 1 6/10KMPYET NONbITKM WKdpa Kakon-Nnnbo NporpaMMmb.

OOHUM M3 CaMblX [EMCTBEHHbLIX PELUEHUIA SIBSIETCS PE3EpPBHOE KOMMPOBaHWE AaHHbiX. CTouT
PErynsipHO COXPaHsATb BaXXHble aiiiibl U AOKYMEHTHI B 06/1auHoe XpaHunuiue Tuna aumcka Google unm Ha
BHELLHWUIN XECTKUI AnUCK. CTOUT OTMETUTb, UTO MPU KOMMPOBaHMM MHDOPMaLMM Ha PE3EPBHbIN XKECTKMI
[ANCK CTOMT TOJIbKO TOrAa, Koraa nosib30BaTeslb UTO-TO KOMUPYET UM CHMTBLIBAET C HEro. Ecnn oH okaxeTcs
COeAMHEH C KOMMbIOTEPOM BO BpeEMS HanaAeHusl, TO ero Takke 3awmndpytoT. Takke, Npy XpaHEHUN AaHHBIX
Ha J>KECTKOM [MCKE HY)XXHO 3alMTUTb €ro HaAéXHbIM MaponeM, >KenaTenbHO C  ABYX3TarHou
ayTeHTUdUKaUMed, 3TO CYLLECTBEHHO CHM3WT BEPOSITHOCTb B3/IoMa 06/QYHOrO  XpaHWIvWa
nonb3oBatens[12].
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PUCKU BE3ONACHOCTU MH®OPMALMOHHON CUCTEMbI BI'YUP
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Benopycckull eocydapcmeeHHbIl yHUsepcumem UHgopMamuKku U paduo3r1eKmpoHUKUT
2. Munck, Pecrniybrniuka benapycs

lNempoe C.H. — kaHO. mexH. Hayk, doueHm

AHHOTauus. PaccMOTpeHbl pasnnyHble acnekTbl, CBA3aHHbIe C puckamun 6e3onacHoOCTU MHDOPMAaLIMOHHBIX CUCTEM, UMEIOLLME MECTO B
nHbopMaumnoHHo cucteme BIYUP. Takke npuBeaeHbl BO3MOXHbIE BapUaHTbl CHUXKEHUS PUCKOB MHDOPMaLIMOHHONM 6e30onacHoCTy, B
YaCTHOCTM pUCKa HapyLleHUst AOCTYNMHOCTU ceTeBbIX pecypcos BI'YUP.

KnioueBble cnoBa. MHdopMaumoHHas 6e30MacHOCTb, MHTErpupoBaHHas MHMOpMaunoHHas cuctema BIYWP, yassumocTy,
[OCTYMHOCTb MH(OPMaLMOHHOro pecypca.

ObecneyeHne MHGOPMaLMOHHOMW 6€30MacHOCTM MHGOPMALMOHHON CUCTEMBbI BK/OYAEeT B cebs
KoMnnekc Mep ana obecneyenuss HecnepeboiHoii paboThl M LENOCTHOCTM  06pabaTbiBaeMoit
nHdopMauuu.

BesonacHocTb onpeaensieTcs cnabenwmM 3BeHOM B cucTeMe 3awmTte. MOXHO CTaBUTb pasfivyHble
AHTUBMPYChbI, 3aKPpbITb BCE MOPTbI Ha CepBepPe, HO ecn Npu 3TOM MONb30BaNKN CTaBsAT Naponn Tnuna 123456
WM NULLYT UX Ha BymMaxkke Ha paboyeM ctone Ha MK, To puckin 6bITb B3/IOMaHHbIM O4Y€Hb BbICOKW. [103TOMY
(bokyc BHMMaHMsI Bceraa A0/MKeH 6biTb Ha Hambonee cnabblX Ha AaHHbIA MOMEHT 3BEHbSIX.

DKOHOMMYECKoe 060CHOBaHME B3/1I0OMa. 3a4€M B3/1aMbIBalOT KaKyl-nnmbo cuctemy? [ns nonyyeHust
Hekol BbiroAbl. M 3Ta Bbiroda MoXeT BbiTb HE TOSIbKO MaTepuanbHasi. Eciv B3fOM CTOUT AelleBne 3TOW
BbIFOAbl, TO Urpa CTOMT CBed. 3ajadva 3alMTbl cAenaTb B3/IOM HEBbIrOAHbIM. Heobxoammo noBbICUTb
CTOMMOCTb B3/10Ma A0 TaKOro YPOBHS, YTObblI OH CTan He NpuBfieKaTeneH.

Pucku B3noMa MHOPMaLMOHHOW CUCTEMBI:

— YTeuka faHHbIX — ByaeT notepsiHa KoHPUAEHUManbHOCTb MHdopMaumm;

— [laHHble MoryT 6bITb NoBpexaeHbl — MHMOPMaLUMs NOTEPSET LENOCTHOCTD;

— MHdopMaums MOXeT cTaTb HEAOCTYMNHA NOJIb30BaTENO — MOTEPsSiHA AOCTYMHOCTb;
— Pecypcbl cncteMbl MOMyT HbITb MCMONb30BaHbl A4S B3/IOMa ApYrnxX CUCTeM.

Bce mMepbl no 6€30nacHOCTM Tak MAKM MHa4e HanpaefeHbl Ha obecneyeHne KoHPUAEHUMaNbLHOCTY,
LieNIOCTHOCTM M AOCTYMHOCTU MH(OpMaLmK.

YenoBeuecknin pakTop B MHGOPMALMOHHON 6€30MacHOCTU SBSIETCS CaMblil BaXXHbIM MOMEHTOM. Y
yesnoBeka eCcTb MHOXeCTBO C06/1a3HOB U YA3BUMbIX MeCT. KOro-To MOXHO NoAKYMnuTb, KOro-TO 3anyraTtb, a
KTO-TO MOXET AenaTb, He NOHMMas K KakuM pesysibTaTaM MOryT NPUBECTU ero AeNCTBUSI.

Bonee onaceH ans cuCTeMbl BHYTPEHHWUM YenoBek (COTPYAHMK), @ HE YeNoBeK C ynuubl. Y Hero
MOXET 6blTb MHOrO MPUYMH AN NOMOLUM 3/I0YMbILWIEHHUKY: obuaeny Ha paboTe, He AalOT MOBbILLEHUS,
«nogpaboTka», KOMNpOMaT Ha Hero, HEKOMMETEHTHOCTb, 6aHanbHas raynocte u 1.4. ViMes goctyn BO
BHYTPEHHIOIO YacCTb CUCTEMbI YeSIoBEK CTAHOBUTCS TOUKOM BXOAA ANS 3/OYMbIWSIEHHMKA WM caM
CTaHOBUTCS UM.

3awmta [O/MKHa COOTBETCTBOBATL YPOBHIO Yrpo3 WM MOAENW  3/10yMbllIEHHUKA.  BaxkHO
npeacTaBnsTb cebe NPUMEPHLIN MOPTPET 3/T0YMBbILSIEHHWKA W €ro BO3MOXHOCTHU.

3TO NO3BOMUT MOHATb, YTO MOXET CAenaTb 3/0YMbIWSIEHHUK, Kakue uenu npecneayeT (4YTo OH
CMOXET MOJIYYUTb B C/TyHae yCreLwHoro B3/ioMa) M Kakne BapuaHTbl aTakv OH MOXET peann3oBaTb.

HenpepbIBHOCTb  COCTOSIHMS  3awmuleHHocTM.  Cuctema  6e3onmacHocTM  fo/mkHa  paboTaTb
HenpepbiBHO BO BpeMeHW. HeobxoaumMo npeaycMoTpeTb (haKTopbl, KOTOpble MOryT npepBaTb
HEMpepbLIBHOCTb COCTOSIHMSI 3aLUMLLEHHOCTU: BbIK/IHOYMAM CBET, YBOJIMICS CUCTEMHBLIA aaMUHUCTpATOP,
Heo6x0aMMO 0BHOBUTL Kakoe-TO NporpaMMHoe obecneyeHne nam Ky WndposaHus.

Moaxoa pUCK MEHEMKMEHTa — PUCKM MHOPMaLMOHHOW 6e3onacHocT caTa. MHdopMaunoHHas
6e30MacHOCTb MoapasyMeBaeT paboTy C pUCKaMu, NPeaCcTaBASIOWMMIU COHBON KOMOMHALMIO BEPOSITHOCTM
peanusaumm yrposbl U KpUTUYHOCTb akTuBa Ans busHeca.

Yrpo3bl MHOpMaLMOHHON 6e30MacHOCTN M Mepbl MPOTUBOAEUCTBUS yrpo3aM 6e30nacHoCTu

MepBbliii BONPOC — KTO 3/10YMbILLIAIEHHMK, U 3a4eM EMY HY>XHO B3/1aMblBaTb CUCTEMY?

YTO OH NonyumT? Kakme BO3MOXXHOCTU A5 B3/IOMA Y HEro eCcTb? Kakoi 6IofKeT Ha B3/IOM OH MOXET
BblAenTb? MoHMMas 3T BONPOCHI, MOXXHO aAeKBATHO BbipaboTaTb psia Mep 3aLUUThl.

OCHOBHbIE Mepbl 3aWuTbl MO yrpo3aM Ans KOHMMAEHUMANbHOCTU, LENOCTHOCTU M AOCTYMHOCTM
nHdopMauum Ha caiite MHPOpPMaLUMOHHON cuctembl BIYUP.
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Mepbl N0 obecneveHnto KOHDUAEHUMANbHOCTH

Mpotokon SSL (HTTPS). HTTPS coeanHeHune wudpyeT Tpaduk mexay 6pay3epoM U cepBepoM.
3TO YCIOXKHSAET ANS 3/0YMblWNIeHHWKA MOflyYeHMe AaHHbIX B MPOMEXYTOYHbIX Yy3rax (Hanpumep,
W3BneYeHve Napons nonb3oBaTens npu Bxoge). Takke SSL AaeT HeKylo rapaHTUIO NONb30BATENO, YTO OH
B3aMMOJENCTBYET WMEHHO C HyXHbIM caiitoM (B ©Opay3epe oTo6paxaeTcs MpUHAANEXHOCTb
ceptudukara).

3almTa OT pasHbiX aTak Ha Beb-npunoxeHne (XSS, SQL nHbekumn). Monb3oBaTeslb MOXET BBECTU
HekMI koA Yepe3 nons ¢opM M 3TOT KOA MOXET HeraTMBHO CKas3aTbCsl Ha paboTe cucteme. Hanpumep,
XSS aTaka noapasymeBaeT BBoA JS ko[a, KOTOpPbIM coxpaHuTca B 6as3e caita (Hanpumep, npu nogade
3asIBKM B CUCTEMY €AMHOMN TEXHUYECKOW NOAAEPIKKM), 3aTEM APYroi Nosib30BaTesb 3anpoCuT 3TW AaHHbIe
13 6asbl M 3TOT BPEAOHOCHLIN KoA JS BbINOIHWUTCS OT UMEHM 3TOrO NOML30BaTENS.

Ataka SQL Injection — BBOoAMTCA koA SQL, koTOpbIi BMAoOM3MeHSIET SQL BbIMOSHSEMBIN Ha
cepBepe. JTO MO3BONSIET BBOAUTb NpsiMble kKOMaHAabl B B/l (Hanpumep, yaansaTb AaHHbIE WM CYMTLIBATb
JaHHble U3 Tabnuu). 3awmTta oT SQL MHbeKUMI — Becb koA SQL BbINOMHATL B XPaHUMbIX NpoLeaypax C
napameTpaMm 6e3 NCnonb30BaHMA AMHAMUYECKN FreHepupyeMbIx npoueayp.

O6HoBneHne nporpaMMHoro obecneveHns (MO). [lepuoanyeckn pa3paboTumkym  HaxoasT
ya3BuMocTi B MO v BbinyckaloT 06HOBMeHUs. Ecnim He genaTb OBHOBMEHMWS, TO €CTb PUCK, YTO 3TOW
YS13BUMOCTbIO BOCMOSIb3YHOTCS 3/10YMbILWAEHHNKN. HeobxoanumMo npoBoanTb npodunaktuky cepsepa u MO
Ha HeM.

OpraHu3aumnoHHble Mepbl 1 0byyeHue COTPYAHUKOB. MOXHO Tak NOCTPOMTb BusHec-npouecc, Y4Tobbl
CHU3UTb BEPOSITHOCTb YTEYKN KOH(MAEHUMANBHOCTU 1 LIENIOCTHOCTM.

Bropoe HanpaBneHve 31O 06y4yeHue. JloAM AOMKHBI XOPOWO 3HaTb CBOW y4aCTOK WM pofb B
npoueccax. YTo oHM MOryT, @ YTO AenaTb HeNb3s. 3HaTb, Kakne 6bIBaloT CUTyaumm U Kak OHW AOMKHbI
pearmpoBaTb Ha HUX.

KOHTPONb LEeNOCTHOCTM AaHHbIX MOXHO peann3oBbiBaTbh Yepe3 CKpUNThl. [JaHHble B CUCTEME HYXXHO
rnepuoaMyeckn npoBepsTb. Koa caiiTa MOXeT cofepaTb OWMbKKM, KoTopble 6yayT npuBOAUTL K
HapyLIEHMIO LeNOCTHOCTU. B 3TOM cnydae HeobxoanMo co3aaTh psg CKpUMNTOB, KOTopble 6yayT npoBepsiTh
no 6usHec-norMke LenoCcTHOCTb AaHHbIX B Tabnuuax. MOXHO 3anyckaTb NOA06HbIE CKpUNThI eXeaHEBHO
A5 HAXOXXAEHWS KONMTM3UIA B A@aHHbIX, NOC/E Yero BblgaBaTb OTYET Ha MOYTY.

MpaBunbHas CTPyKTypa AaHHbIX B 6a3e aaHHbIX. Ecnn cTpykTypa 6a3bl AaHHbIX uMeeT npobnemsl,
TO NpPY YacTUYHOM OOHOBIEHUWM [AaHHbIX MOXET HapyWMWTbCA LENOCTHOCTb JAaHHbIX. Heobxoanmo
MCNoNb30BaTb  HOpManu3aumilo  6asbl  AaHHbIX  AOCTAaTOYHOIMO  YPOBHS, BBOAWUTb  OrpaHuMyeHus,
yCTaHaBNMBaTb BHELUHWE K/IOUN U T.4.

Tak Kak caT MHMOPMaLMOHHOW CUCTEMbI pa3pabaTbiBancs, @ He NPOCTO Obi1 caenaH U3 roToBbIX
610K0B, TO B HeM MOryT 6biTb owMbkn. OHM MOryT MpOSIBUTLCA B XoAe 3kcrnyaTaumu. Heobxoammo
NpoBOANTb NPOMUNAKTUKY MPUNOXKEHNS: aHANIM3MPOBATb CUCTEMHbIN XKYpPHan u BbICTPOAENCTBIE, UCKATb
npobneMHble TOUKW. DTO CKa3blBAeTCA KakK Ha KayeCTBe CUMCTEMbl, TaK M Ha COCTOSIHUM 3alUMLLLEHHOCTU. B
X0[€e Takux 0630poB MOryT 6bITb 06HapY>KeHbI Bpelln, KOTOPbIE Ha CTaauW pa3paboTku cailTa HUKakK cebs
He NposIBNANMN.

3awwmta ot DOS. DOS ataka 37O OpraHu3auMsi MHOXECTBa 3anpocoB Ha CaiT C LENbio ero
neperpysku. lMpoucxoanT OTKa3s B 06CAyXMBaHUM — cepBep NPOCTO HayMHAET He ChnpaBnaTbCa C
BO3HUKLUEN Harpyskoi. CneayeT 6nokupoBaTb noao3puTesibHble IP agpeca, n cepBep NpocTo He 6yaet
obpabaTbiBaTb HEKOTOPbIE 3anpockl. TyT FNaBHOE He nepecTtapaThCs, T.K. TakKMM 06pa3oM, MOXHO OTCesaTb
peanbHbIX Nnosib3oBaTeseit BMecTe ¢ 60TaMu (MPorpaMMbl, 3axXoAsLme Ha CanT).

Harpy3souHoe TecTupoBaHue. [poBoauTe Harpy3oudHble TecTbl, Haxoaute npobnemMHble MecTa B
CBOEM calTe Mpo NpPOM3BOAMTENBHOCTU. TO, YTO XOpOoWO paboTaeT Ha MasioM 06beEME, MOXET OYeHb
TOPMO3UTb Ha 60bLIKMX 06opOTaXx.

Pe3epBHbIi cepBep. ECcnn OCHOBHOWM cepBep BLIMAET U3 CTPOS, HAA0 UMETb BO3MOXHOCTb ObICTPO
BOCCTaHOBUTb paboTy npunoXeHuss Ha pe3epBHOM cepBepe. B uvpeane caenatb paboTy HECKONbKO
CepBepoB B CBsA3Ke, YTODLI NMPpU BbIXOAE U3 CTPOSt OAHOrO cepBepa, 3amnpock! LW Ha ApYyrov cepsep.

MOHWUTOPWMHI  AOCTYNHOCTM W OMoBelleHnst. Ecnm BO3HMKNIA OCTaHOBKa paboTbl caiTa, TO
Heo6x0aMMO y3HaTb 06 3TOM Kak MOXHO paHblue, 4Tobbl Cpa3y NPUHSATb BCE Mepbl MO BOCCTAHOBIEHMIO
calTa. [nsl 3TOro MCrnosb3ytoTcs CpeacTBa MOHUTOPUHIAa, KOTOPbIE OMpaLlUMBatoT canT. B cnyyae nageHus
OHM coobatoT Yepes e-mail unm SMS o npobneme.

PekomMeHaauUMKn no obecrnevyeHnio MHGOPMaLIMOHHON 6e30MacHOCTH

[ns nosblweHns 6e30MacHOCTN, peKOMeHAYeTCS MCMONMb30BaTh C/IOXKHbLIE MaponM, OAHAKO Takue,
KOTOpPble MOXHO 3anoMHWUTb. 3TO MO3BOAWUT M3bexaTb 3anucbiBaHWs Maponei Ha Gymare. Hanpumep,
"Para001medic+" — naponb, COCTOSWMIA M3 CreumanbHbIX CMMBOSIOB, UWU(dP, CMMBOSIOB B BEPXHEM
peructpe, cogepxalumii 6onee 8 cMMBOMOB. Takol Maponb TPyAHO MoaobpaTh, HO NErko 3arnoMHWUTb
nonb3oBaTento.
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MUWHMManbHBIN JOCTYN U Y6paTh BCE HEHYXKHbIE 3/IEMEHTbI. Y KaXA0ro nosib3oBaTens AO/MKEH BbiTb
MWUHUMasbHbLIN YpOBEHb AOCTyNa, AOCTATOYHbIA Anst ero paboTbl. He HyxHO AaBaTb 60sblue, YeM eMy
HY)XHO [Ns BbINOSMHEHMSI CyXebHbIX 06s3aHHOCTEN. ATake W3BHE MOXET ObiTb NoABeprHyT 6o
3/IEMEHT BaLLEN CUCTEMbI, U YEM MEHbLLE BO3MOXHOCTEN Y 3TOr0 3/IEMEHTA, TEM yuLUe.

3aKpbITb AOCTYN YEpE3 HEWCMOb3YEMbIE MOPThI Ha cepBepe. Kaxkablii MopT 3TO MoTeHuMasibHas
TOYKa BXOAa AN 3/T0YMbILLIEHHUKA.

O6HoBNeHus. CTaBbTe OBHOBMIEHMS CBOEBPEMEHHO. 3aBeauTe pernameHT paboT no 06HOBMEHMIO
ocHosHoro [0.

WMHcalinepol. WHcanaep ropa3no onacHee BHELLHEro 3/10yMbILWEHHNKA. Y Hero yxxe ecTb AOCTYn B
cucteme. K HeMy ecTb HEKOTOpOe A0Bepue CO CTOPOHbI Apyrux Ntogel B cucteme. OH MOXET [onroe
BPEMSI HE3AMETHO MaKOCTUTb B cucteMme. Co3ganTe YCNoBUS A4Sl MaKCMMasibHOM YAOBIETBOPEHHOCTY
nofen B CUCTEME, CO BCEMW paccTaBalTech Mosto60BHO, HE OCTABNSAS AONTOB nepea ApyrMMn (0COBeHHO
nepes NporpaMMUCTaMm U CUCTEMHBIMU AMUHUCTPATOPaMK).

Mcnonb3yinTe OCHOBbI PUCK MeHemKMeHTa. MpoBoaMTe NEPECMOTP PUCKOB M MeEP MO YMEHbLLEHWIO
KPUTUYHOCTU U BEPOSTHOCTU BO3HUKHOBEHMUS pUCKa.

He nybnukyinte B 06WMI AOCTYN NUWHEN WHGOPMALUUWU. BHELIHWI 3M0YMBbIWNIEHHUK COBMpaeT
MH(OPMaLMIO CHaYvana M3 OTKPbITbIX MCTOYHMKOB. M0 Kpynuuam MLIET ysS3BMMOCTU CUCTEMbI, U3ydaeT
CTPYKTYpPY CUCTEMbI U BO3MOXHbIE TOUKWN BXOAA B HErO.

He nybnukyiite B 06WwMiA AoCcTyn MHOOPMaUMIO, YyBCTBUTESIbHYIO KO B3/IOMYy. TeM CaMbiM Bbl
YMEHbLUNTE BEPOSTHOCTb B3/10Ma BHELLUHUM 3/10YMbILLSIEHHUKOM,

Ha pabounx cTaHumax, Tem 6onee Ha cepBepax, He AOMKHO 6biTb HeHyxHoro [10. Jlioboe
pononHuTensHoe MO NPUHOCUT NOTEHUMASBbHYIO BO3MOXHOCTb MOMYYMTb BUPYC UK APYTYHO BPEAOHOCHYIO
nporpaMmy.

Yassumoctn B MO Takke MOryT 6biTb TOYKOW BXOZa B cucTeMy. [03TOMY CTaBbTE MPUIOXKEHUS
TOMBbKO U3 MPOBEPEHHBIX UCTOYHWUKOB M AABaUTE 3TUM MPUIIOXKEHNUSIM MUHUMYM HeobxoauMblx npae. He
cnepyeT AoBepsTb BBEAEHHbIM MONb30BaTENbCKMM AaHHbIM. Koraa caiit obpabatbiBaeT 3anmpoc oT
6pay3epa, Henb3a A0BEPATb BBEAEHHbLIM AaHHbLIM OT NOMb30BaTeNS.

ExXxeqHeBHO AO/MKHbI CO3AaBaTbCs pe3epBHble KOMuMKU. MX HY>XHO KOMMpoBaTb Ha YyAaneHHoe
XpaHunuuie.

HeT cMbicna onucblBaTb Yrpo3sbl, CYATaTb pucku 6e3 nposeaeHust paboT MO MOBLIWEHUIO YPOBHS
3aWmLieHHOCTU. Peann3oBbiBaTh 3TM paboTbl MOXHO B BUAE perfaMmeHToB OBCNyXMBaHUS CUCTEMbl —
T.e. 3TO COBOKYMHOCTb HEKMX MEPUOAMYECKMX AENCTBMI, HampaBNEHHbIX Ha peanv3auuio Mep Mo
obecneyeHunio 6e3onacHOCTL.

PernameHT 06CNyXMBaHMs cepBepa. BbIMOMHSET CUCTEMHBIM  aAMMHUCTPATOP, MpPOBEpPSIET
KpUTUYHbIE NapaMeTpbl cepeepa (NaMsATb, MECTO Ha AWUCKE, MPOLECCOp), U3yYaeT CUCTEMHbIE XXYpHarnbl,
npoBoauT 06HoBReHue MO, CMOTPUT 3a pe3epBHbLIMU KOMUSMMN.

MnaHoBoe 06HOBNEHME Maponen. Bbl MoOXeTe NpoBOAUTL MPOLEAYpPY M3MEHEHUs napons Ans
BaXXKHbIX TOYEK BXOAa — CoefMHeHMe ¢ 6a30i AaHHbIX, AOCTYMN K XOCTUHr-NaHensM, AOCTYN K CEpBEpY M
T.4.

PernameHT nepecMoTpa coCTaBa Yrpo3 U COOTBETCTBYIOLWMX Mep (PUCK MEHEMKMEHT). XoTs 6bl pa3
B MOJIroAa MMEeET CMbIC/T BO3BPALLATLCS K pUCkaM MHMOPMaLMOHHONM 6e30MacHOCTM 1 3aHOBO NPOBOAUTb
aHann3 pucKos,

WNHTerpupoBaHHas uHgopMauunoHHasa cuctema (MNC) «BIr'YWUP: YHuBepcuTeT» OpueHTMpoBaHa Ha
aBTOMaTM3aUMO y4ebHbIX NpoLEeccoB U obneryeHne B3aMMOAENCTBUS COTPYAHMKOB U CTyaeHToB BIYWUP.
Wcnonb3oBaHne NNC no3sonsieT ynpocTuTb y4eT MHdopMaumum o CTyaeHTax, y4ebHbix rpynnax, y4ebHbix
nnaHax cneumansHocten. [pu obecrneyeHnn paboTocnocobHoCcTM W 3awmweHHocTn WUC Brymup
Heob6x0AMMO YyuMTbIBaTb BCE OMMCaHHble Bbile Mepbl 6e3onacHocTn. OpHako, Haubonee 4acTbiMM
npobneMamn, C KOTOPbIMM MPUXOAUTCS WMETb AEN0  MPU  3KCMyaTauun  MHTErpupoBaHHOM
nHhOopMaLMOHHON cncteMbl BIYUP 370 nepeboun 3n1eKkTponuTaHusa 1 NombITKKM B3noMa U3 cet MHTepHeT,
YTO BbI3bIBAET HapyLUeHWe AOCTYMHOCTU MH(OPMaUMOHHBIX cepaucos BIr'YUP.

MpeanoxeH cnocob MOBbIWEHMST [JOCTYMHOCTM 3a cyeT obecnedeHust 6ecnepeboiHoCTH
3NEKTPONUTaHNSA CEPBEPHOro 1 CETEBOro 060pyaoBaHus.

CepBepHoe 060pyaoBaHMe NpeaycMaTpUBaeT BO3MOXHOCTb YCTaHOBKM ABOMHOMO NuTaHus (2 6n1oka
nuTaHus B cepeepe). YcTaHoBMB Mo fABa 6noka NUTaHUsS B CepBepbl, MOXHO obecneunTb nogady
3M1EKTPONMUTAHUS U3 ABYX MCTOYHMKOB. TaK Kak 3A4aHusi 3anuTbiBalOTCS OT TpexdasHol ceTu, To nogada
NUTaHUs C ABYX pa3HbIx a3 yepes NCToUYHMKM BecnepeboiHoro nuTaHus obecneunT:

1. YcToiumBoCTb Kk nepebosiM anekTponutaHus no Nobol U3 ucnonb3yembix das, uTo sBnseTcs
Hambonee YacTbiM C/ly4aeM.

2. YBenuuuT BaBOe BpeMs paboTbl OT UCTOUHMKOB 3N1EKTPONUTAHMS.
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3. Co3pacT 3anac BpPeMEeHW A/ pa3BepTbiBaHWs, 3amnycka WM MEepPeKTIYEHUs MUTaHWST Ha An3enb-
reHepaTop BMECTO OAHOM M3 IMHWUI MUTAHNUS NMPU OTKIOYEHUM SNEKTPOSHEPTUM HA BCEX NIMHUSAX, COXPaHSS
BO3MOXHOCTb @aBTOMATMYECKOro NepexkoYeHnsl Ha BTOPYIO JIMHWIO NPY BOCCTAHOBIEHUW CHAbXXeHMS.

CeTeBoe 060pynOBaHME WMEET CBOW WCTOYHMKM 6ecnepeborMHOro nWTaHus, HO He WMeeT
BO3MOXHOCTM [BOWHOIO MWTaHWs W 3anWTbIBAaeTCs OT MECTHbIX JIMHWIA 3HeprocHabxeHus. [ns
obecrneyeHns BO3MOXHOCTW NEPEKSIIOYEHUSI CETEBOr0 060pyAOBaHNS Ha pe3epBHbIA AW3efb-reHepaTop
WKW ApYryto JIMHWUIO S3HEProcHabxeHns, HeobxoaMMOo caenaTh A HUX OTAENbHYI0 CETb 3N1EKTPONPOBOAKH,
KoTopasi 6yAeT 3anuTbIBaTbCS B CEPBEPHON KOMHATE.

CnMUCoK MCnornib30BaHHbIX UICTOYHUKOB:

1. Kak 3awmtntb cant? ObecneyeHne  uMHdOpMauUMOHHOM  6GesonacHocTM cata / P.W. PasHoB [/
https://falconspace.ru/blog/kak-zashchitit-sayt--obespechenie-informacionnoy-bezopasnosti-sayta

2. 0630p MeTonOB 3aWmTbl KOpropaTWUBHOM nHdbopmMaumm / Anexkcein MapdeHTbeB /l
https://lib.itsec.ru/articles2/Inf_security/obzor-metodov-zaschity-korporativnoy-informatsii

3. Keiicbl, peanbHble MCTOpWUM U3 NPaKTUKK KMeHTOB / searchinform // https://searchinform.ru/cases/

4. Kak obe3onacutb cBol Be6-caiiT? / VDSina.ru // https://habr.com/ru/companies/vdsina/articles/503772/

5. AHanu3 1 oLeHKa MHGOPMaLMOHHOM 6e30MacHOCTM / PermoHarnbHble cucTeMsl // https://www.ec-rs.ru/blog/informacionnaja-
bezopasnost/analiz-i-otsenka-informatsionnoy-bezopasnosti/?ysclid=Igc8qpmgur833212051
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SECURITY RISKS OF THE BSUIR INFORMATION SYSTEM

Matyushkin S.I.

Belarusian State University of Informatics and Radioelectronics?, Minsk, Republic of Belarus

Petrov S.N. — PhD, associate professor

Annotation. Various aspects related to the security risks of information systems that take place in the BSUIR information system are
considered. Possible options for reducing information security risks, in particular the risk of disruption of the availability of BSUIR network
resources, are also presented.

Keywords. Information security, integrated BSUIR information system, vulnerabilities, availability of an information resource.
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YK 004.056.5

LWABNIOHbI AETEKTUPOBAHUA N KOPPENALINU COBbITUNA
MHOOPMALMNOHHOU BE3OIMNACHOCTU HA OCHOBE MNMPAKTUK
MITRE ATT&CK

ConoHosuy T.U., cmydeHmka ep.961402

Benopycckuli 2ocydapcmeeHHbill yHusepcumem UHgopMamuku U paduo3iekmpoHUKU®
2. MuHck, Pecniybrniuka benapych

lMempoe C.H. — doueHm kaghedpbi 3U

AHHoTaums. O6ecneveHne MHGOPMaLMOHHOW 6€30MacHOCT — OAHa M3 MNABHbIX LENEN KPYMHbIX OpraHuW3aumii, OCyLIECTBNSIOLWMNX
XpaHeHue n 06paboTKy MepcoHanbHbIX AaHHbIX. [Nns peanu3aumu nepes COTPyAHMKaMM CTOAT 3afayv MpoBeAeHUs KOMIJeKca
MEpONpUSTUI MO 3aLmTe MHbopMaumm 1 IT-uHbpacTpykTypbl Npeanpusitust. CyllecTByeT 60/bLLOW CMEKTP NPOrpaMMHbIX KOMMJIEKCOB,
KOTOpble NPEeAOCTaBNSAtOT ONTUMAsibHblE WMHCTPYMEHTbI AN YnpaBneHus MHQOPMaLMOHHOW 6e30MacHOCTbIO. [ KOPPEKTHOro
MCMOMb30BaHNs HEO6XOAMMO NOHMMATb NPUHLIMMBI Peanu3aumii atak, NyTu UX pacnpoCTPaHEHNUs!, TEXHWUKM U TaKTUKM, UCMOSb3yeMble
3noyMblwneHHkammn. Metogonorus MITRE ATT&CK coaepXvT BbllenepeynciieHHyo MHGOPMaLMIO, ONMpasicb Ha KOTOPYHD, MOXHO
opMupoBaTb 1M 06pabaTbiBaTh MHLUMAEHTbI MHPOPMALMOHHON 6€30MacHOCTU. UX rpaMOTHasi aHaNMTMKA MO3BOMUT CHU3UTb PUCKM
yTeykn MHdOopMaLmmM, NPOHUKHOBEHUSI BPEAOHOCHOMO MPOrpaMMHOro obecriedeHusi B KOPNopaTUBHYIO CeTb MM KOMMpoMeTaumm
YYETHbIX AaHHbIX COTPYAHWKOB OpraHu3aumu.

KnroueBble cnoBa. HdopMaumoHHas 6e3onacHocTb, SOC, puck, ya3suMoctb, ERP, SGRC, IRP, SOAR, SIEM, sapo, KonnekTop,
KOPPEeNnsTop, XpaHunuiue, MHUMAEHT, pearnpoBaHue, aHanms, npaesunio koppensumm, MITRE ATT&CK, TakTuka, TexXHWKa, cobbiTme
NHdOPMaLMOHHOW 6e30MacHOCTK, ayTeHTUdUKaUMS.

B HacTosillee BpeMs Hanbonee akTyallbHOW MpakTMKoW B cdhepe obecnevyeHns MHGOPMaLMOHHOM
6e3onacHoCcTU sBnsieTca opraHu3aums Security Operation Center (ganee SOC) [1].

SOC, WM LUEHTP MOHWUTOpPWMHra MHQOPMaUMOHHOM  6e30macHOCTM, — 3TO  KOMaHAaa
KBaNM@PUUMPOBaHHbLIX CneunanucTtoB B HarnpasneHun Kkunbepbe3onacHOCTW, KOTOpas 3aHWMaeTcs
KPYr/IOCYTOUYHbIM MOHWUTOPUHIOM COCTOSIHMSI  IT-MH(PACTPYKTYpbl OpraHusaumn. AHanus cobbiTuii ”
WHUMAEHTOB MO3BOSISIET CHU3UTb PUCKM cboeB hyHKUMOHMPOBaHMA cnctem obecrieveHunss 6e3onacHoCTy,
npeaoTBpaTUTb Yrpo3bl M Pas3fIMYHOro poAa MOLWIEHHMYECKMe AeWCTBMS (HanpuMep, MOLLEHHUYECKME
LEeNCTBUSA B KaHanax AMCTaHLMOHHOMO 6aHKOBCKOMO 06CY)XMBAHUS).

[nsi KOPPEKTHOW aHaNUTUKMN HOTUMKALMUIA O MOTEHUMANBHBIX YS3BUMOCTSX U (hUbTPaLMK NIOXKHbIX
WHUMAEHTOB, @ TaKxe peanu3aumu npoumnx 3agay, SOC paomkeH BKIOYaTb MHOXECTBO MPOrpaMMHbIX
pELLEHUN.

Ciona MoxHo oTHectn EDR (Endpoint Detection & Response) — knacc pelueHuin ans obHapyXeHus
W U3y4yeHUs BPeAOHOCHON aKTMBHOCTM HA OKOHEYHBLIX YCTPOWCTBAX: MOAK/IOYEHHBLIX K CETM paboumx
CTaHUMSX, cepBepax, YCTponcTBax MHTepHeTa Bellei 1 Tak aanee.

Cuctembl SOAR (Security Orchestration, Automation and Response) npegHa3HayeHbl Aans
OPKECTPOBKM cucTeM 6e30MacHOCTK, MX KOOpAuHaumuM w  ynpaenenns umu. Threat Intelligence
npeaocTaBnseT MHGoOpMaumio 06 aKTyanbHbIX Yrpo3ax, YTO MO3BOJISIET OPraHM3aumsaM M3yuuTb Lenu,
TAKTUKW, BEKTOPbI aTaK Y MHCTPYMEHTbI 3/T0YMBbILLNIEHHUKOB AJ1S1 BICTpanBaHusl 3 deKTUBHONM CTpaTerum
3aWKnTL.

SGRC (Security Governance, Risk Management and Compliance) obecneuvBaeT ynpasneHue
MH(OPMaLMOHHOW 6€30MacHOCTbI0 Ha OCHOBE PacCMOTPEHMsi Borpoca MHGOPMaLMOHHOM 6e30nacHoCTU
Ha BbICLLEM YpOBHe PYKOBOACTBa opraHusaumm (Governance), ynpasneHus puckamu (Risk), a Takke B
COOTBETCTBUM C TPebOBaHMSMU Pa3IMYHbIX HOPMATMBHBIX AoKyMeHToB (Compliance).

IRP (Incident Response Platform, «nnatdopma pearMpoBaHusi Ha WHUMAEHTbI») SBASETCS
NpOrpamMMHbIM MPOAYKTOM, NMpefHa3HaYeHHbIM AN aBTOMaTM3aunM pearMpoBaHns Ha KMO6epuHUMAEHTLI.
[JaHHas  ¢yHKUMS  peanusyeTcs  MOCPEeACTBOM  COCTaBfeHMs  cueHapueB  (nneibykoB) ¢
nocnefoBaTeNlbHOCTbIO  CTaHAAPTHbLIX  AEWCTBMS  MPU  BOSHMKHOBEHWM  yrpo3bl  MHMOPMALIMOHHOM
6e30MacHOCTM AN AanbHEWILEro aBTOMATUYECKOrO BbIMOJIHEHWS, UYTO MO3BOJSISIET OMNTMMM3MPOBATbL
npoLecc pearnpoBaHusi.

OQHako, OJHUM M3 [NIAaBHbIX MPOrPaMMHbLIX PELLUEHWUA, WCMONb3YeMbIX Ans noctpoeHusi SOC,
ABNseTcs cucteMa 06paboTkm noros Security Information and Event Management (aanee SIEM).

SIEM cucrema [2] no3BonsgeT nosyyatb CoObITUSE U3 PasfINYHbIX MCTOYHUKOB C MOMOLLBIO areHToB,
OTNpaBnATb UX B XpaHunuvule, obpabaTbiBaTh Yepe3 WabnoHbl AETEKTUPOBAHUS U KOPPEensummn, Takxe
aHaNN3MpoBaTb MHUMAEHTLI B peXnMe peanbHOoro BpeMeHn n obecneyneatb onepaTMBHOE pearnpoBaHue.
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MpuMepaMn Takux pelueHuin sensitoTcs cucteMbl MaxPatrol SIEM (Positive Technologies), Argsight SIEM
(Micro Focus), Kaspersky Unified Monitoring and Analisys (Kaspersky).

ApXWTEKTYPHO NporpaMMa MMeeT sapo (ANs YrnpaBieHUs HacTPOMKaMM KOMMOHEHTOB CUCTEMbI),
KonnekTopbl (A4Ns MNOy4yeHust CoBbITU M3 WCTOYHMKOB, MapCUHI, HOpManu3auuioo, GuUIbTpaumio,
arperaumio), xpaHunuuie (ans pernctpaumm HopManmM3oBaHHbIX COBLITMI U ONOBELLEHWIN) U KOPPENSTOPSI
(ans aHanMsa HOpManM30BaHHbLIX COGLITUM W CO34aHUS OMOBELLEHWIA B COOTBETCTBUM C MpaBuiIaMm
koppensauun). Apxutektypa SIEM cuctembl npeacTtaBnieHa Ha pucyHke 1.

B3AVMOAEWCTBUE
CroppenuposatHbie cobbiTus

Hopmannaosanmbie Hopmanuaosaxubie
RaHHbIO 1 "Cbipbie” naHHLIe

LenTtp

yrnpaeneHus Koppenstop Konnektop XpaHunuiye
C6H0p paHHbIX
(naccwensii /
8KTUBHSLIA pexum)
Mpunoxexns Ceressie O PaBouve
(0] P c3n mecTa

PucyHok 1 — ApxutekTypHoe npeactasneHvne SIEM cucremsi

SIEM cucTeMa eXeAHEeBHO reHepupyeT 60Mblloe KOMMYECTBO YBEAOMIEHWM M 4YeM 60osblue
opraHv3aums, Tem 6onblue 3TOT MOTOK. B AaHHOM cnyyae, KONocCcanbHbI Nepen3bbiTok MHGOopMaLmm
MOXET NPMBECTM K TOMY, YTO MHOIME U3 HUX MOTYT UrHOPMpOBaTbCs. Bo n3bexxaHne storo MHdbopMaums
[0/KHa KOoppekTHO obpaboTaHa v nepeaaHa aHanuTuKam ans AetanbHoro pasbopa.

MpaBuna KoppensuMn Mo3BOMSIOT KOppenupoBaTb CobbiTMS U GopMMpoBaTb  OMOBELLEHMS
aHanutrkam SOC ans aHanusa u ornepaTUBHOMO MPUHATUS Mep Mo NpeAoTBpalleHUO pa3BUTUS Yrpo3bl.
OHM COCTaBNAOTCS HAa OCHOBe MeTodosornii U TakTuk MITRE ATT&CK [3]. JaHHast 6a3a 3HaHWUiA CoAepXXUT
TEXHMKW, KOTOPbIMM 3a4acTyt0 NOJb3YIOTCS 3/I0YMbILNEHHWNKM, ONUCAHWE U KaTeEropusaumio Ux AeNCTBUN,
a TaKxke psif BPEAOHOCHOIO0 UHCTPYMEHTapusl, TEM CaMblM NO3BOJISA pewaTb psa 3aaad MHGOPMaLMOHHOM
6e30MacHOCTH, B TOM YnCiie paccneaoBaTb KM6epUHUMAEHTHI.

HeobxoaMMO NoHMMaTb, Kakne TakTUKN U TEXHUKM UCNOMb3YIOTCS XakepaMu npuy BbINOMHEHUN aTak
M KakK OHW MOryT 6biTb 06HapyxeHbl. Ha ocHoBe 6a3bl 3HaHWi1 MITRE ATT&CK MOXHO COCTaBUTb CMUCOK
TUMWYHBLIX COBLITUIA, KOTOpble MOMYT YKasblBaTb Ha HaluMuue aTaku WM HapyleHus 6e30macHOCTV B
cucteme. lMNocne TOro, Kak onpeaeneHbl TUMUYHbIE COBLITUS, HEOBXOAMMO ONPeaennTb, KaKne U3 HUX MoryT
6bITb KOPPENMpPOBaHbl ApYr C ApyroM. Hanpumep, BO3MOXHO, YTO COBbITUE BIOKMPOBKM YYETHOM 3anucu
nonb3oBaTens MoXeT 6biTb CBSA3aHO C APYrnM CObbITUEM, yKa3biBalOLWMM Ha NOAO3PUTENIbHYIO aKTUBHOCTb
B 3TOW YYETHOW 3anmcy.

Yrpo3sbl onucaHbl NpuMHUMNOM Habopa TTP, koTopbili pacwmdpoBbiBaeTcs kak Tactics-Technique-
Procedure (unn TakTuka-TexHuka-NMpouenypa). Moa TaKTMKOW MOHMMAETCS TO, KaK 3/10YMblLUNEHHWUK
[EeNCTBYeT Ha pasHblXx 3Tanax CBOe onepauuu, Kakas uenb WM 3afaya 3/M0yMbllufieHHUKa Ha
onpefeneHHbIM wWware. TexHuKa BKYaeT MHDOPMaLMIO O TOM, KaK 3/10YMbILUMIEHHUK AOCTUIAeT Luenm unm
MOCTaB/IEHHOM 33afayn, KaKWE WCMONb3YET MHCTPYMEHTbI, TEXHOMOMMW, KOA, 3KCMIOWUTbI, YTUUTLI.
Mpoueaypa — AeNCTBUS, MO BbINOSIHEHMIO 3TOM TEXHMKM BbIMOSTHSAETCS U ee LeNeBoe HasHauyeHue.

Kaxkgas u3 maTpuL oTpaXkaeT TEXHUKWN OnpeAenieHHoro 3Tana aTakv U ee HaueneHHOCTb:

1 PRE-ATT&CK — TTP, OTpaxéHHble B AaHHOW MaTpuLe, WCMOMb3YITCA 3M0yMbllLfIEHHUKaMM
HernocpeACcTBEHHO Ha CTaAuu NOAroTOBKM K aTake, HanpuMep, CKaHMPOBaHWE, MHBEHTapu3auusa cetn unm
coumnanbHas UHXeHepus;

2 Enterprise — gaHHast MaTpuua oTpaxaeT TTP, koTopble UCNONL3YITCA ANS aTak Ha opraHu3aunu;

3 Mobile — TTP, cBsi3aHHble C NEPEHOCHLIMU YCTPOUCTBaMU;

4 ATT&CK for ICS — BkntovaeT B cebs TTP, HanpaBfeHHble Ha MHAYCTPUasbHbIE CUCTEMBI.
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Tak, aHOManuu ayTeHTUdUKaLUMM MOXHO OTCNeauTb MO MpaBWaaM KOppensumu, Onupascb Ha
TakTMky TAO0O08 Lateral Movement. Ha ocHoBaHum TexHukn T1078 Valid Accounts 1 aHanusa pucka M1026
Privileged Account Management, MOXXHO COCTaBWTb NPaBW/IO PearMpoBaHUSi Ha MHTEPAKTUBHBIA BXOA Mof
NMPUBUIErMPOBAHHOM YUYETHON 3anucbio Ansi onepaumoHHor cucteMbl Windows, MexaHu3M KOTOpPOro
Nno3BOAUT OBHapyXWTb BXOA4 KaK C WCMOAb30BaHMEM K/aBMaTypbl, TaK YyAaseHHble MOAKIIOYEHMS MO
npotokosny RDP. [Ing 3Toro Heob6xoAMMo HacTpouTb GUNbTP Ha cobbiTns Tuna 4624, Co 3HaYEHNAMM TUNA
Bxofa Logon Type 2 (nonb3oBaTenb YCNEWHO BOWEN B CUCTEMY Ha [AaHHOM KoMmnbloTepe), 10
(nonb3oBaTenb BbLINOMAHW BXOA B CUCTEMY Ha 3TOM KOMMbKOTEpe 4yepe3 Ciyxbbl TepMUHANoB Wn
yaaneHHoro pabodero crona.) n 11 (nonb3oBaTesib BbIMNOAHUA BXO4 B CUCTEMY Ha 3TOM KOMMbloTepe C
CETEBbIMM YYETHbIMU JAHHBIMWU, KOTOPbIE XPaHUIMCh NIOKaNbHO Ha KOMMNbloTepe. KOHTponiep AoMeHa He
MCNoNb30Bancs Ans NPOBEPKM YYETHbIX AaHHbIX.). NS KOppekTHOW paboTbl MpaBuna AOSKEH OblTb
NpUBsi3aH CMCOK NPUBUIEMMPOBaHHbIX YUYETHBIX 3amnMCcei U NpU3HaK, Mo KOTOPOMY MX MOXHO pacro3HaTb.
OfHUM M3 TaKUX NPU3HAKOB MOXET ObITb 3HAYEHMS MOMS UMEHM MOJSIb30BaTeNs, KOTOPOE COAEPXKMT,
Hanpumep, cumBonebl “svc” (ot “service™), “sa” (oT “service account”), “adm” (ot “admin”).

Takum 06pasoM, onuMpasicb Ha KOHKpeTHytlo TakTtuky TAOO008 Lateral Movement 6bino
CMOJIENIMPOBAHO NPaBWUIIO, KOTOPOE FEHEPUPYET ornoBelleHnss B SIEM cucTeMe npu HanuumMm cobbiTuin
(bopmaTa, OTPaXXEHHOro Ha pUCyHKe 2. OnepaTUBHbIA aHaM3 OMOBELLEHWU U pearnpoBaHWe MO3BOAUT
npeayrnpeanTs HaMepeHHble BPEAOHOCHblE AENCTBUS, MPOM3BEAEHHbIE MOA MPUBUIIErMPOBAHHBIMU
YYETHbIMW AAHHBIMM.
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General Details

[4] Event Properties - Event 4624, Microsoft Windows security auditing.

An account was successfully logged

Subject:
Security 1D
Account Name:
Account Domain:
Logon 1D

Lagon Information:
Logon Type:
Restricted Admin Mode:
Virtual Account:
Elevated Token:

Impersonation Level:

Mew Logon:
Security 1D:
Account Name:
Account Domain:
Lagon ID:
Linked Legon ID:
Metwork Account Name:
Metwork Account Domain:
Lagon GUID:

Process Information:
Process |D:
Procesz Name:

Metwork Infarmation:
Worlkstation Name:
Source Metwork Address:
Source Port:

Logon Process:
Authentication Package:
Transited Services:

on.

SYSTEM
WIN-GG82ULGCIGE0S
WORKGROUP

e3E7

2
Mo
ez

Impersonation

CONTOSONAdministrator
Administrator
WIN-GGE2ZULGCIG0
MeBDCDC

One)

{00000000-0000-0000-0000-000000000000}

(e
Ch\Windows\System32\svchost.exe

WIN-GG82ULGCIG0
127.0.0.1
0

Detailed Authentication Information:

User3d
Megotiate

Package Mame (MTLM cnly): =

Key Length: 0
Log Mame: Security
Source: Microsoft Windows security  Logged: 11/11/2015 4:24:35 PM
Event ID: 4624 Task Category: Logon
Level: Information Keywords: Audit Success
User: N/A Computer: WIN-GGE2ULGCIG0
OpCode: Info

More Information:  Event Log Online Help

Copy

Close

PucyHok 2 — CobbITE MHTEPAKTMBHOMO BXOAA NOZA NPWBUIENMPOBAHHOMN YYETHOW 3anuChio

Metoponorns MITRE ATT&CK no3sonsieT ¢hopMnpoBaTh MyTU peanu3aunm 1 BEKTOP aTaku,
ncnonb3oBaTtb Habopbl TTP npyM MoaenvMpoBaHWM Yrpo3 M Ha OCHOBaHWMM 3Toro hopMMpoBaThb Npasuna
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06paboTkM NOroB, CBA3AHHbLIX C AOCTYMOM K YYETHbIM 3anucsaM, 06X0A0M 3alMUTHbLIX Mep, MOBbIWEHWUEM
NPUBWUErAI, 3aMyCKOM MUCMOSHSIEMbIX (DA OB U CKPUMTOB, CKAHMPOBAHNEM U COOPOM [laHHbIX CETU.

Co3gaHHble wabnoHbl MOHUTOpPUHra Ha ocHoBe MITRE ATT&CK MoryT ObiTb AOMOMHEHDI,
TeCTUpoBaHbl 1 06HOBMEHbI CO BPEMEHEM, YUMTbIBasi HOBblE TaKTKK, TexHukn u I0C, nossnsiowmecs B
knbepyrposax. PerynsipHoe TectupoBaHue 3 deKkTMBHOCTM WabnoHOB U X 0BHOBIEHNE MOXET MOMOYb.
MOHWUTOPVHI peanibHOro BPEMEHM MOXET MOMOYb ONpEeaenunTb, Kakme cobblTUS KOPPENuUpYyrTCs, U Kakne
MOryT NOTEHUMANbHO NPMBOAUTDL K JIOXKHBIM cpabaTbiBaHUAM.

Cnu1coK UCNosnb30BaHHbIX UCTOYHUKOB:

1. Security Operation Center [3nekTpoHHbIi pecypc]. — https://www.securityvision.ru/blog/soc-chto-eto/. — [aTta aocryna:
0104.2023

2. SIEM cucTteMa [DneKTpoHHbIf pecypc]. — https://encyclopedia.kaspersky.ru/glossary/siem/. — daTta gocTtyna: 01.04.2023

3. MITTRE ATT&CK [3neKTpoHHbIl pecypc]. — https://attack.mitre.org/. — AaTta goctyna: 01.04.2023
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PATTERNS OF DETECTION AND CORRELATION OF INFORMATION
SECURITY EVENTS BASED ON MITRE ATT&CK PRACTICES

Solonovich T.1., student gr.961402

Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus

Petrov S.N. — PhD, associate professor

Annotation. Ensuring information security is one of the main goals of large organizations that store and process personal data. For
implementation, employees are faced with the task of carrying out a set of measures to protect information and IT infrastructure of the
enterprise. There is a wide range of software systems that provide optimal tools for information security management. For correct use, it
is necessary to understand the principles of attack implementations, ways of their distribution, techniques and tactics used by attackers.
The MITRE ATT&CK methodology contains the above information, based on which it is possible to generate and process information
security incidents. Their competent analytics will reduce the risks of information leakage, penetration of malicious software into the
corporate network or compromising the credentials of employees of the organization.

Keywords. Information security, SOC, Risk, Vulnerability, ERP, SRC, IP, STAR, SIM, Core, Collector, Correlator, Storage, Incident,
response, analysis, correlation rule, MITRE ATT&CK, Tactics, Technique, Information security event, authentication.
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BO3MOXHOCTU MALLMHHOIO OBYYEHUA O5AA OBHAPYXEHUA
DDOS ATAK

LllapoHosa E. U., macaucmpaHm ep. 267241

Bernopycckuti 2ocydapcmeeHHbIl yHU8epcumem UHopMamuku U paduo3/1eKmpOoHUKU
e. Munck, Pecniybnuka benapyco

lMempos C. H.. — kaHO. mexH. HayK

AHHoTauwmA. NokasaHbl BO3MOXHOCTV METOA0B MALLUMHHOIO 06y4eHns Ans obHapy>KeHns NpM3HakoB aTak Tuna DDoS.

KnioueBble criosa. MalLMHHOE 06yyeHne, 60THeT, DDoS-aTaka, HEPOHHbIE CETU, CETEBOM NOTOK, AaTaceT, 6UGNMOTEKM MALLMHHOMO
oby4yeHus.

DDos-aTaky HaueneHbl Ha CalTbl U OHMaH-cepBuChl. CMbICTT TakoM aTaku 3aKIloyaeTcs B TOM,
yTObbl 3a6N10KMPOBaTL CETb WA CEpBEP Ype3MepHbIM TpadukoM. IPDEKTUBHOCTL AOCTUrAETCS 3a CYET
MCMOSIb30BaHMS HECKOSIbKMX CKOMMPOMETMPOBAHHbIX CUCTEM B KayecTBe WCTOYHWMKOB aTaKylowero
Tpaduka. DDoS-aTakm AensaTcs Ha pasfuuyHble MoAKATEropun B 3aBMCMMOCTM OT YPOBHSI CETEBOro
NMOAK/TIOYEHUS], KOTOPOE OHW MbITAlOTCA aTakoBaTb (cornacHo mogenwn OSI). BbigensitoT cnepyowme
kateropumn: SYN Flood, UDP Flood, MSSQL, LDAP, Portmap u T.n.

Mcnonb3oBaHWe HENPOHHBLIX ceTeil ans AeTekTupoBaHusi DDoS-aTak (aTak pacnpeaeneHHoro
OTKa3a B 06CNyXXMNBaHWUKN) SABNSIETCS OJHUM M3 MOAX0A0B B 0611acTu knbepbe3onacHOCTU, KOTOPbIA MOXET
NMoMoYb B BbISIBJIEHUN MOAO3PUTENBHON AKTUBHOCTM, CBsi3aHHOW ¢ DDoS-aTakaMu. Hwxe npuBeaeHsbl
OCHOBHbIE LUaru, CBA3aHHblE C UCMOSIb30BaHWEM HEMPOHHBIX CeTel ANst aeTekTMposaHust DDoS-aTak [1].

MoaroToBka AaHHbIX: NS TPEHWMPOBKM HEMPOHHOM CETM HeobXO0AMMO WMMETb MOArOTOBNEHHbIN
Habop AaHHbIX, CoAepXaliMil pasMeyeHHble npuMepbl DDOS-aTak M HOPManbHOW CETEBOMN aKTUBHOCTM.
3ToT Habop MAaHHbIX 6ydeT WCMoNb30BaTbCs AN OBy4eHMsi HEMpOHHOM ceTn, 4Tobbl OHa Morna
"HayumTbCs" pacrno3HaBaTb XapakTepHble npu3Haku DDoS-aTak [2].

BblbOp apXUTEKTYpbl HEMPOHHOWN CeTU: B 3aBMCMMOCTM OT KOHKPETHOW 3aaayuv M obbemMa AaHHbIX
MOXHO BblOpaTb MOAXOASILLYIO apXUTEKTYPY HEMPOHHOW ceTu. Hanpumep, cBepTOYHblE HEMPOHHLIE CETU
(Convolutional Neural Networks, CNN) MoryT 6biTb 3hdeKTUBHbI A1 aHanmM3a CeTeBoro Tpadwuka, a
pekyppeHTHble HelipoHHble ceTu (Recurrent Neural Networks, RNN) MoryT 6biTb nonesHbl s aHanusa
rnocnefoBaTeNlbHOCTEN COBLITUNA.

ObyyeHne HeWpoHHOM ceTn: Habop AaHHbIX C  pasMeyeHHbiMM npuMepamMu DDoS-atak
HOpPMasbHON CETEBOW aAKTUBHOCTM WCMOMb3YETCA AN OBYyYeHUSt HEWPOHHON CceTW. HelpoHHas ceTb
"u3yyaet" xapakTepHble npu3Hakn DDoS-aTak Ha OCHOBE NpefoCTaBeHHbIX AaHHbIX.

TecTpoBaHME M HACTpoiika HEWpOHHOW ceTu: Mocne 06ydeHusi HEMPOHHOM CeTM HeobxoanMo
MPOTECTUPOBATL €€ Ha OTAENbHOM Habope AaHHbIX, KOTOPbIM He Bkl UCMOJIb30BaH B NpoLecce 0byyeHus.
3TO NOMOXET OLUEHUTb TOYHOCTb M 3DPEKTUBHOCTL HEMPOHHOM CETM W BHECTU AOMOSIHUTESIbHbIE
HacTpoKku npu HeobxoammocTtu [3].

WMHTerpaumst B cucteMy obHapyXXeHusi aTak: [locne yCrnewHoro TeCTUPOBaHWsS WM HaCTPOMKM
HEMPOHHON CETM ee MOXHO MHTErpupoBaTb B CUCTEMY OOHapyXeHWs aTaK, Takyl Kak cuctema SIEM
(Security Information and Event Management), ans aBTomaTudeckoro obHapyxeHus DDoS-aTak B
peasibHOM BpeMeHu [4].

PaccmoTpuM 60onee NnogpobHO HEKOTOPbIE MYHKTLI 3TOMO CrUCKa.

[ns obyyeHusi HEWPOHHbLIX CeTel Ha O0b6HapyxeHune DDoS-aTak HeobxoaMMO MCMOb30BaTb
MoAroTOBNEHHbIE AATACETHI, CoAep)alumMe pasMeyeHHble npuMepbl DDoS-aTak M HOpMasnbHOW CETEBOM
AKTUBHOCTM. HuxXe nprBeaeHbl HEKOTOPbLIE M3 NOMYSPHbLIX AaTaCceTOB, KOTOPbIE MOXHO MCNOb30BaTh A4
3TON uenu:

DARPA Intrusion Detection Data Sets: [datacetbl, npegoctaBneHHble DARPA (Defense Advanced
Research Projects Agency), Bk/OYaloT 60MblUOM O6bEM [AaHHBIX C Pa3MeYEHHbIMM  MpPUMEPAMU
pa3nnyHbIX TUMOB aTtak, BktoYas DDoS-aTaku. 3TU gataceTbl WMPOKO UCMOMb3YIOTCA B UCCNEAOBAHNAX B
obnactn knbepbe3onacHOCTU U MOMyT BblTb MONE3HbI AN 06yUYEHMs HEMPOHHLIX CETEN Ha 0BHapy>XeHue
DDoS-aTak.
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CICDD0S2019: daTtacet CICDD0S2019, pa3paboTaHHbii B KaHaACKOM WMHCTUTYTE KOMMbIOTEPHbBIX
nccneposanuii  (Canadian Institute for Cybersecurity), cogepXwuT pOaHHble O ceTeBoM Tpaduke,
creHepupoBaHHOM DDoS-aTakaMu pasHbIX TUMOB, a TakXKe HOPMarnbHOW CETEBOWN aKTUBHOCTM.

UNSW-NB15: [OataceT UNSW-NB15, pa3paboTaHHbii B YHuBepcuTeTe HoBoro HOHOro Yanbca
(University of New South Wales), BkntoyaeT gaHHble 0 ceTeBOM Tpadumke C pa3MeYeHHbIMM NpuMepaMu
aTak, Bkaovast DDoS-ataku.

A Taroke UNSW_NB15 [5], Kitsune Network Attack, Network Intrusion Detection [6].

3TO NMWb HEKOTOpble M3 BO3MOXHbIX AAaTaceTOB, KOTOPbIE MOXHO MCMONb30BaThb AN 06y4veHus
HEMPOHHBIX ceTell Ha obHapyxeHne DDoS-aTak. BakHO BbIGMpaTh NOAXOASALIMM AATACET B 3aBUCUMOCTU
OT KOHKPETHbIX Tpe6OBAHMWI 1 LieNei NccnefoBaHus.

BblbOp apxuTekTypbl HEWpPOHHON ceTu Ans obHapyxeHuss DDoS-aTak 3aBUCUT OT MHOXECTBa
(hakTopOoB, TAaKNX KaK AOCTYMHOCTb AaHHbIX, TpeboBaHMS K NPOU3BOAUTENIBHOCTM, Npeanoiaraemblie TUMbl
DDoS-atak U apyrme ocobeHHOCTM KOHKPETHOM 3aAaun. BoT HeCckoNbKo pacnpoCTpaHeHHbIX apXUTEKTYP
HEMPOHHBIX CETEN, KOTOPbIE MOrYT 6bITb MCMO/b30BaHbI ANt 06HapyXeHns DDoS-aTak:

CepTouHble HeWpoHHble ceTu (Convolutional Neural Networks, CNNSs) LMpOKO NpuUMeHsIloTCA B
06paboTke M306paXKeHuii, HO TakXke MOryT 6blTb MCMONb30BaHbl ANsi 06paboTkM ceTeBoro Tpaduka,
BKo4as obHapyxeHne DDoS-aTak. OHM MOryT aBTOMaTMYEeCKM M3BeKaTb BaXKHble MPU3HaKM U3 BXOAHbIX
[aHHbIX, TaKMX KaK MakeTbl MW ceTeBble MOTOKM, M UCMOb30BaTb UX A4S KnaccudmKaumMm Ha aTaku uamn
HOPMAsIbHYIO aKTMBHOCTb.

PekyppeHTHble HelipoHHble ceTu (Recurrent Neural Networks, RNNS) noaxoasT ans aHanusa
nocnefoBaTesbHbIX AaHHbIX, TAKUX Kak CETEBOW TpadUK, U MOryT 6biTb UCMOMIb30BaHbI ANt OGHAPYXKEHWSI
DDoS-aTtak, yunTbiBas NocnefoBaTeNbHyO Npupoay ceteBoro Tpadwuka. Hanpumep, LSTM (Long Short-
Term Memory) n GRU (Gated Recurrent Unit) — ato nonynspHble Tunbl RNN, koTopble MOryT 6biTb
MCNoNb30BaHbl Ansi 06paboTkM BPEMEHHBIX PSiA0B, BKIItOYAs CETEBOMN TpaduK.

ABTo3HKOZEpbl (Autoencoders) 3TO HEMPOHHbIE CETM, KOTOpble MOryT ObiTb WCMOJSIb30BaHbl ANs
N3BIeYeHMS BaXKHbIX MPU3HAKOB M3 BXOAHbIX AAHHbIX U UX PEKOHCTPYKLMKN. OHM MOryT 6bITb MCMONb30BaHbI
Ans obHapyeHusi aHoManuii, Bkaodas DDoS-aTtaku, nytem 06ydyeHWs Ha HOPMasbHOW aKTMBHOCTM M
BbISIBIEHUSI OTK/IOHEHWI OT Hee.

CouyeTaHne pasnuuHbIX apxuTekTyp: B psge cnydaeB, KOMOMHMpOBaHME HECKONbKWUX TUMOB
HENPOHHBIX CETEN MOXET MPUMBECTM K NydlwnM pesynbtaTtaM. Hanpumep, codetaHne CNN 1 RNN MoxeT
YUYMTbIBaTb KakK NPOCTPaHCTBEHHbIE, TaK U BPEMEHHbIE MPU3HaKM ceTeBoro Tpaduka.

Tawoke ncnonb3ytotcs rnybokne aHcambnu (Deep Ensembles): 3To apxuTekTypbl, cocTosilime U3
HECKOJIbKMX HEMPOHHBIX CEeTEN, KOTOpble 06yvatoTcs BMecTe. OHM MOMYT UCMOSIb30BaThCS A5 MOBbILLIEHUS
TOYHOCTM U YCTOMUYMBOCTM MOAENN Ha OBHapyXeHne aTak.

BakHO MpoBOAWTb 3KCMEPUMMEHTbI C PasfIYHbIMKU APXUTEKTYpPaMM M HacTpamBaTb MX MapaMeTpbl
ANs1 KOHKPETHOMN 3aaa4n 0bHapyxeHns DDoS-aTak, YTobbl JOCTUUYb HAUNYYLLNX PE3YNIbTATOB.

O6HapyxeHue IoT-Tpacdwmka, wcrnonb3yemoro ans DDoS-aTak, SIBNSETCS BaXXHOW 3ajadein B
obnactn kubepbesonacHocTU. NS pelleHust 3TON 3aJayM MOXHO MCMOSb30BaTb PasfiMUHbIE METOAbI,
BK/IOYAs MalMHHOe obyyeHne un aHanu3 Tpadwuka. OauH U3 NOAXOAOB 3AK/OYAETCH B UCMONb30BaHWUM
aNrOPUTMOB MALUMHHOIO 06Yy4YeHus, Takux KakK Knaccudukauusi Ha OCHOBE [AepeBa pELUEHUA Wn
HeMpOHHbIE CETU, ANNs 0bHapY>XeHust aHoManui B Tpadumke. [Ins 3Toro HeobxoaMMo cobpaTb AOCTaTOYHOE
KONMMYECTBO AaHHbIX O Tpaduke IoT-yCTpOWCTB M 0B6yuMTb MOAENb Ha 3TOM Habope AaHHbIX. [pyroi
NoAxo/ 3aK/ioyaeTcs B aHanuse camoro Tpaduka C UCnosib30BaHMEM METOAOB, TaKUX KakK aHanu3 4acToThl
W ANUTENbHOCTU MaKeToB, aHann3 HabopoB [aHHbIX, TakMX Kak pa3Mep nakeTa, BPeMs 3a4epXKu U
KONMMYECTBO MaKeTOB B CeKyHAy, W Apyrue MeToabl. JTU MeToAbl MOryT ObiTb MCMONb30BaHbl Ans
onpeaeneHnst aHomanuin B Tpaduke IoT-ycTpoicTB. Takke MOXHO MCMOSIb30BaTb KOMOMHALMIO METOAOB
MawwnHHOro obyyeHns w aHanu3a Tpaduka ana obHapyxeHus DDoS-atak, wucnonbsytowmx IoT-
YCTpOWCTBa.

Ansa obHapyxxeHus IoT DDoS-Tpadumka MOXHO MCNOAb30BaTb pasfiMyHble AaTaceTbl, coaepaiime
3anncn Tpadmka, cobpaHHble B peanbHbiX YCIoBUMSX. HekoTopble M3 nonynsipHbiX AaTaceToB Ans
obHapyxxeHunsi IoT DDoS-Tpaduka BKIOYAOT:

I0T-23 — paTaceT, paspaboTaHHbIM Ha ocHoBe DDoS-aTak Ha ycTpoiictBa MHTepHeTa Belueli (IoT) B
peanbHbiX ceTsx. OH coaepXuT 3anucu Tpaduka ¢ 23 pasnnyHbix ycTpoicts IoT, BkIo4Yasi KaMepsbl
BMAeoHabnogeHusl, Meguanneepsl, MapLpyTu3aTopbl, NPUHTEPbI U APYrUe, U BKITIOYAET pasfinyHble TUMbI
DDoS-aTak [7].

Android Mischief Dataset — Habop pgaHHbIX ceTeBoro Tpadmka C Mo6unbHbIX TenedoHoB,
3apaXXeHHbIX TPOsiHaMK yaaneHHoro goctyna Android [8].

Ons obyyeHns mopenen pacrnosHaBaTb DDOS aTakM MOXHO WCMO/b30BaTb pPa3fivuHble S3bIKK
NporpaMMMpoBaHns 1 pernMBOPKM, B 3aBUCUMOCTM OT NPeanoYTeEHNI 1 TpeboBaHMi NpoekTa. HekoTopble
M3 MOMyNSAPHbLIX S3bIKOB MPOrpaMMUMpPOBaHna M HpPerNMBOPKOB Ans 06yueHus Moaeneil Ha obHapyXeHue
DDoS aTtak BK/Io4aloT:
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Python — aBnseTca ogHMM 13 Hanbonee NONyNAPHbIX A3bIKOB NPOrPaMMUPOBaHMS AN MALUMHHOMO
06y4YeHunsl 1 MMEET MHOXECTBO 61bnnoTek 1 hpelMMBOPKOB, Takmnx kak TensorFlow, Keras, PyTorch, scikit-
learn, KoTopble NPefOCTaBASOT MOLUHbIE UHCTPYMEHTHI Af1S CO3AaHUs U 0byyeHns Moaenei MallMHHOro
obyyeHuns gna obHapyxeHust DDoS aTak.

R — 3blk MPOrPaMMUPOBAHUS W OKPYXEHME A CTAaTUCTUYECKOM 06paboTKM AaHHbIX, KOTOPbIN
TaKke MOXET OblTb MCMOMb30BaH ANl 0bydeHWUsi Mopenel MallMHHOro obydeHusi. R npepoctaBnsieT
boraTbii Habop 6MbnMoTek, TakmMx Kak caret, randomForest, xgboost u apyrvue, KoTopble MOryT 6biTb
MCMoNb30BaHbl ANs co3aHnsa moaenein obHapyxxeHus DDoS aTak.

TensorFlow — oTkpbiTass 6ubnmMoTeka MawuHHOro obydyeHusi, pa3paboTaHHass Google, KoTopas
npeaocTaBsieT MOLLHbIE MHCTPYMEHTbl AN CO34aHusi M 00yveHWss mMozenein MaluMHHOMO 0byudeHus,
BK/toYasi obHapyxeHne DDoS aTak. TensorFlow uMeeT wMpokuid BbIGOp NpeaBapuTeNibHO OBYYEHHbIX
MoZesnen U Takoke Mo3BOJISIET CO3A4aBaTb COOCTBEHHLIE MOAENIM C UCMOJIb30BaHWEM FNTY6O0KMX HEMPOHHBIX
ceTen.

Scikit-learn — 6ubnnoTeka MalMHHOrO 0byyeHust Ans s3blka NporpaMmMupoBaHusa Python, koTtopas
NpeaoCcTaBnsieT MHOXECTBO aJIfOPMTMOB MalMHHOIMO 06yyeHusl, Takux Kak Decision Trees, Random
Forest, SVM, u apyrve, koTopble MOryT 6biTb UCMONb30BaHbI ANS CO3AaHust Moaenen obHapyxxeHns DDoS
aTak.

Keras — BbICOKOYPOBHEBbIN (PENMBOPK MalUMHHOrO 06yyeHuss ans  Python, koTopbii
NpeaoCTaBAsET NPOCTON U UHTYUTUBHO MOHATHLIN MHTEpdENC ana co3a

PyTorch — ¢peiiMBOpK MalMHHOIO 06y4yeHusi, pa3paboTaHHbili Facebook, u Takxke uMeer
MHOXECTBO MHCTPYMEHTOB M 6UbnMoTek ans obydeHns Mogenei Ha AaHHbIx o DDoS aTtakax.

MaLumHHOoe 0byyeHme ncnonb3yetcs ans obHapyxeHus DDOS aTtak BO MHOMMX NpoAyKTax, BKOYas:

— SIEM cuctemsl (Security Information and Event Management)

— CucteMbl 06Hapy»xeHns BTopxxeHui (Intrusion Detection Systems)

— Cncrembl 3awmTtbl oT DDOS atak (DDoS Protection Systems)

— bpaHamayapbl 1 cuctemMbl 6€30MacHOCTN ceTh

— Knacrepbl Beb6-cepeepoB

— CDN (Content Delivery Network)

B 3Tux npoayKtax WCNonb3yloTCs pa3fiMyHble MEeToAbl MalMHHOro 0by4deHus, BKJOYast
KJIaCCMYECKNE anropuUTMbl, TakMe KaK MalluHbl OMOpHbIX BeKTOpoB (SVM) M HavBHble 6aliecoBckue
KnaccudmkaTopbl, @ Takke 6onee CNOXHbIE anropuTMbl, TakMe Kak FybokMe HeWpOHHble CeTU U
aNnropuTMbl Knactepusaunm AaHHbIX.

Cuctembl 0bBHapyeHusi BTopxxeHuit (Intrusion Detection Systems, IDS) MoryT wucnonb3oBaTb
MallMHHOE 0bByyeHune ans obHapyxeHuss DDoS aTak, aHanm3upys ceTeBoi Tpaduk van nor-gainbl Ha
Hannune aHOMasnbHOro MOBEAEHMUS UM XapaKTEPUCTUK, CBA3aHHbIX ¢ DDoS aTakamu. Cuctembl 061a4HOM
6e3onacHoctu (Cloud Security) MOryT ncnosnb3oBaTb MallMHHOE 0byyeHue ans obHapyxeHust DDoS aTak,
aHanu3npysl ceTeBol Tpaduk M akTMBHOCTb B 06/1a4HON Cpeae Ha NpeaMeT aHoManui 1 npusHakos DDoS
aTak. Cucrembl aHanusa xypHanos 1 nor-dainos (Log Analysis Systems) MoryT MCnosnb30BaTh MalMHHOE
0byuyeHue ansi obHapyxxeHuss DDoS aTak, aHanuaupys Nor-gainbl Ha HajuMume aHoMasbHbIX COBbITUNA,
BKIOYas npusHakn DDoS atak. CreuvanusvMpoBaHHble MpoAayKTel Ans obHapyxeHus DDoS artak
pa3paboTaHHble cneumanbHo Ans obHapyxeHus DDOS atak C MCMoAb30BaHMEM MalUMHHOrO obyuyeHwus,
Takue kak Radware DefensePro, Arbor Networks APS, F5 Networks Silverline.

CpenaeM kpaTkoe 0606LueHre M310XKEHHbIX Bbllle (HhaKToB.

MawwuHHOoe obydyeHne WKNPOKO ucnonb3yetcs ans obHapyxeHns DDoS aTak B pasfiMuHbIX
npoaykTax u cucremax. Hambonee pacnpocTpaHeHHbIMU A3blkaMy NPOrpaMMUpOBaHUs U hpeiiMBopKkaMum
Ans obydyeHust mopenei senstoTcs Python, TensorFlow, Keras, PyTorch u scikit-learn. B kauectBe
[aTaCeTOB MCMOSb3YITCS KaK CMHTETMYECKME AaHHbIE, TaK U AaHHble C peanbHbiX aTtak. [ns obHapyXeHus
IoT-ceTelt, ncnonbayemblx ans DDoS aTak, MOryT 6biTb MCMONb30BaHbI AaTaceTbl, COAEPXKALUME AaHHblE
Tpadmka ¢ ycTporcTB IoT. ApXMTEKTYpbl HEMPOHHLIX ceTel Ansi obHapyxeHust DDoS atak MoryT 6biTb
pasfiMYHbIMK, BKIOYasi CBEPTOYHbLIE HEMPOHHBIE CETU, PEKYPPEHTHbIE HEMPOHHbLIE CETU U KOMBMHaLUMK 13
HMX. B kauyecTBe BXOAHbIX AaHHbIX 4SS MoAenei MoryT MCMonb30BaTbCs NapaMeTpbl CETEBOro Tpaduka,
TaKne KakK pasMep MakeToB, YacToTa 3arnpocoB, pacnpeneneHne IP-agpecoB v NpoTokonos. NpoaykThl,
NCronb3ylolmne MalwmHHoe obydveHne ans obHapyxkenuss DDoOS aTak, BK4aloT B cebs KoMMepyeckune
peLleHnst OT KOMMAHWUI, @ TaKXKe OTKPbITblE MPOEKTHI.

B uenom, MalmMHHOe obyyeHue faeT HOBble BO3MOXHOCTY ANs 0bHapyxeHus DDoS aTtak, no3sonsis
aBTOMaTU4YeCKN aHann3MpoBaTb U BbISIBASATb HEOObIYHOE NOBEeAEHNE B CETU, YTO MOXET BblTb CBSI3aHO C
atakon. OpHako, HeobXoAMMO MOMHWUTb, YTO MalUMHHOE OOYyYeHUe He SBASIETCS YHMBEpPCasbHbIM
pelweHneMm anst Bcex cueHapueB ob6HapyxeHuss DDoS atak U MoxeT TpeboBaTb AOMOMHWUTENLHON
HaCTpPOVKM W aaanTaumm Ans KaXaoro KOHKPETHOro ciyyast.
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CEKUUA «SALLUTA NHOOPMALIUN»
TE3UCHI

YIMEPOOOCOOEPXALUUE NOIrMOTUTENN ANA 3AWLUTbI CPEACTB
BbIYNCINTUTENIbHON TEXHUKU OT MOMEX

Eopdunoeckas [.B., cmydeHm 2p.961401

Benopycckull eocydapcmeeHHbIl yHUsepcumem UuHgopMamuku U paduo3r1eKmpoHUKUT
2. Munck, Pecrniybrniuka benapycs

Genoycosa E.C., bolrnpas O.B. — kaHd. mex. HayK

AHHOTauMA. B [aHHOI cTaTbe MPEACTaBfeH CPaBHUTENbHBIA aHANM3 Pe3y/bTaToB M3MEPEHUs KOI(MULIMEHTOB OTPaXkeHWUs W
nepedayn B fAuanasoHe yvactor 2-17 [TuW Ans MOrfoTUTeNneil 31eKTPOMArHUTHOMO W3MTyYEHWs, WM3TOTOBMEHHLIX Ha OCHOBE
YrIIEPOAOCOAEPKALLMX KOMMOHEHTOB, A/ 3aLUMTbI CPEACTB BbIMUC/IUTENLHON TEXHUKM OT MOMEX.

KnioueBble crnosa. KoadduuMeHT oTpakeHus, Ko3pdUUMEHT nepesayn, MOrNOTUTENN 3NEKTPOMArHUTHOMO  M3MyYeHus,
aKTMBMPOBAHHbIN Yrofb.

Mpobneme BAUSIHUSA 3MEKTPOMarHUTHLIX MOMEX Ha CPeACTBa BbIUUCIUTENBHOW TEXHWUKE [A0JIroe
BpeMSI He yAensnocb BHUMaHWe, noka He 6biin 3aperncTpupoBaHbl c6oM B MHAPOPMALMOHHBIX CMCTEMaXx
PasfiMyHbIX OpraHM3auuii 3MEKTPOSHEPrETMKN, MPOMbILWIEHHOCTM U Ap. CerogHs NpOV3BOACTBEHHbIE
MPOLIECChl HACTOMIbKO 3aBUCUT OT MCMOJIb3YEMOW 3/IEKTPO- U PAIMOTEXHWUKM, YTO NpobrieMa obecrneyeHns
3MEKTPOMarHUTHOM COBMECTUMOCTYM U 3aLUMTbI OT MOMEX CTasia akTyanbHOM.

DNEeKTpOMarHMTHas MoMexa — 3/IEKTPOMArHWTHOE SIB/IEHME MW MpPOLECC eCTeCTBEHHOro, M
WCKYCCTBEHHOrO MPOUCXOXAEHUS, KOTOPbIE CHMXKAIOT WM MOTYT CHU3WUTb KayecTBO (DYHKLMOHMPOBaHMS
TEeXHU4YecKoro cpeacraa [1].

dnekTpoMarHuTHas coBMectuMocTtb (OMC) — crnocobHocTb  TexHuueckux cpeacts  (TC)
(PyHKUMOHMPOBaTb C 3aAaHHbIM KA4eCTBOM B OMNPeAesieHHOM 3MeKTPOMarHUTHOW OOCTaHOBKE, He
co3gaBasl MpuM 3TOM HeAOMYCTUMbIX 3MEKTPOMArHUTHbLIX MOMEX APYrMM TEeXHUYEeCKUM CpeacTBaM U
HeoMyCTUMBbIX 3NEKTPOMAarHUTHbIX BO3AENCTBUI Ha Buonornyeckne o6bekTol [1].

Ob6ecneyeHne >SMC, T.e. [OCTMXKEHME TaKOrO COCTOSHUS, KOrAa@ 3neKTpoTexXHU4Yeckue,
3/1EKTPOHHbIE U PaAMO3NEKTPOHHbIE annapaTbl, CUCTEMbl U YCTAaHOBKM 6yayT npurogHbl K BbIMNOSHEHMWIO
(PyHKUMIA NO Ha3HAYEHMIO NPV BO3AEMCTBMM MOMEX, CO3AABAEMbIX 3MEKTPOTEXHUYECKUMUN U3AENUSIMUA U
BbI3bIBAEMbIX NPUPOAHLIMU SABMEHUSAMM, CTaNo HEO6XOAMMbIM YCIIOBUEM Hay4YHO-TEXHMYECKOrO Nporpecca

K OCHOBHbIM MCNONb3yeMbIM MeTOAAM MpPU MOMOLLM, KOTOPbIX MOXHO YCTPaHUTb MW, YMEHbLUNTb
BNSIHME NOMeX NMpu pa3paboTke OTAEeNbHbIX Y3/10B annapaTypbl OTHOCATCSA Ceaytowme: 3KpaHMpOoBaHue,

3asemneHne, eunbTpaums, 6anaHcMpoBKa, U30MsUMSl, Pa3HEeCeHWe U OpUEHTaUMs NPOBOAHMKOB B
NPOCTPaHCTBE, peryimMpoBKa BE/TMYMHbI MOSIHOMO COMPOTUBIIEHMS CXeMbI [2].

B naHHoM paboTe npeacTaBneHbl pe3ynbTaTbl M3MEPeHW KO3(ULMEHTOB OTPaXeHUs W
nepefayn  MorfoTUTENe  3MEKTPOMArHUTHOrO  WM3MYYEHUS  WU3FOTOBSIEHHBIX  C  MOMOLLbIO
yrnepogocoaep kalnx KOMMOHEHTOB.

Ha pucyHke 1 npeactaBneH BHELWHWWA BWA MOMYYEHHbIX MOMNOTUTENEN 3NEKTPOMArHUTHOMO
W3MYYEHUS,, W3rOTOBNIEHHLIX MO METOAMKe, M3noXkeHHon B [3]. B cMecb ABYXKOMMOHEHTHOM
nonuypetaHoBo Macku (70 Macc. %) fo6aBnsinics MOPOWKOOOpa3HbIA aKTUBMPOBAHHBIA Yrofib ABYX
BMIOB: KOKOCOBbIV (06pa3el 1), 6epe3oBbiit (06pasel 2).
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PucyHok 1 — Bug cBepxy 1 B NePCNEKTUBE MOIMOTUTENS 3/1EKTPOMarHUTHOMO M3ny4eHns (obpasey 1)

Ona  v3MepeHnss Kko3dPUUMEHTOB Mepedaunm M OTPaXKEHUsl KOHCTPYKUMM 3KpaHoB MU
MCMoNb30Bancs MaHopaMHbI M3MepuTenb koadduumeHToB nepedaun u oTpaxeHns SNA 0,01-18,
paboTaloWwmnii Mo MPUHLUMIY Pa3AeNbHOro BbIAENEHUS U HEMOCPEACTBEHHOMO AETEKTUPOBAHWUS YPOBHEN
nafarmowein W OTPaXKEHHOW BOMH B AuanasoHe uactor 2-17 [Tu. W3MepeHus npoBOANANCH C
pacnonoXeHWeM MA0CKOro MeTaIMYeckoro nucTa 3a ucciegyembliM nornotuteneMm.  MsHavanbHo
NMpOBOAMINCE M3MepeHUst KO3dUUMEHTA OTPaXKEHWUsS! NPU PacrofiOXXEHUN MOrNOTUTENEN CTOPOHOU C
reoMeTpuyeckMMn HEOAHOPOAHOCTAMM (CTOpoHa 1) K M3ny4yaeMoll aHTEeHHe, Ha CreayloweM 3Tane
N3MepeHUsi MPOBOAUNNCEL MPU PacnofioKEHUM MOrNOTUTENEN 0bpaTHOM (NMIOCKOW) CTOPOHOW (CTOpOHa 2)
K M3nydyaeMon aHTeHHe. Ha pucyHke 2 npefcTaBneHbl YacTOTHblE XapaKTepUCTMKKM KO3IDULIMEHTOB
OTpaXKeHusl U Nepefiayum B AnanasoHe YacToT 2—-17 My ans obpas3uoB nornoTuTenel sNeKTpoMarHUTHOro
U3nydeHus.
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PucyHOK 2 — YacToTHbIE XapakTepUCTUKN KO3(PPUULMEHTOB Nepefayn n OTpaxeHus
B AManasoHe YactoT 2—17 [Tu ang obpasuoB NoroTUTENEN 3NEKTPOMArHUTHOrO U3TyYeHus

YcTaHoBNEeHO, 4TO KO3(hdMUMEHT nepedauM pans obpasua 1 (¢ nopowkoobpasHbIM
aKTMBMPOBaHHbLIM KOKOCOBLIM yriem) coctaBnseT MeHee —10 ab Ha yacToTax Bblwe 7 I'Tu, ans obpasua 2
— MeHee 12,5 ab. KoadduumneHTbl OTpaXXeHUs HE3HAYUTENbHO OT/IMYAIOTCA MPWU PacnonoXeHum obounx
06pasLoB M/IOCKOM CTOPOHON (CTOpoHa 2) K W3/y4YaeMol aHTeHHe. MWHMManbHOe 3HaueHue
koadduumeHTa oTpaxeHus (-21 ab Ha uvactotax 6-7 [Tu) nonydyeHo ansa obpasua 1 npu ero
PacrofIoXKEHNN CTOPOHOWM C FEOMETPUYECKUMI HEOAHOPOAHOCTAMM (CTOPOHA 1) K U3/lyYaeMON aHTEHHE.
Kak BMAHO Ha pUcyHKe 2, 3Ha4yeHns Ko MLUMEHTOB OTpaXkeHusl Anst 06omx 06pa3uUoB Ha YacToTax CBhILLE
8 [T KoppenupyloT Mexzay coboi.

Ha ocHoBe npoBeAeHHOrO CPaBHWUTESILHOrO aHanu3a pes3yNnbTaToB U3MepeHUn ko3 bULMEHTOB
OTPaXXeHUs U nepegayy B AvanasoHe vactoT 2—17 [Ty BbisBneHo, 4Yto fobasneHne nopoLkoobpasHoro
AKTUBMPOBAHHOMO KOKOCOBOIO YI/isi MPU W3roTOBAIEHWM MOM/IOTUTENEN 3NIEKTPOMArHUTHOMO M3/yYeHns
cnocobcTByeT yMeHbLUeHMIo KoadduumMeHTa oTpaXkeHns Ao 3HaveHuns —21 b Ha 4JactoTtax 6-7 ITu, 4to
MO3BOSISIET PEKOMEHA0BATL UX MCMOMb30BAHUS A1 3aLMThl CPEACTB BbIYUCUTENBHON TEXHWUKU OT MOMEX.

CnUCOoK UCNoNb30BaHHbIX UICTOYHUKOB:
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OCOBEHHOCTW NPUMEHEHUA PEHENOAOBHBLIX MOMEX
anAa 3AWnTbl PEMEBOU UHOOPMALIMA

Banuee E.A., yqawutcsi HanpaeneHusi « MHgbopmauuoHHasi 6e30nacHoCMby;
MakapeHsi E.A., ydawasics HarpaesneHusi «MHgpopmayuoHHass 6e3onacHocmb»

HayuoHanbHbil demckul mexHonapk e. MuHck, Pecriybniuka benapyce

3enbmaHckul O.b. — kaHO. MexH. HayK

AHHOTaums. B paMkax paspaboTku YCTPOWNCTBA 3allWThbl PEUEBON MHGOPMALMK NPEANOKEHO (POPMMPOBAHME ABYX MACKUPYIOLLMX
peYenofobHbIX CMrHanoB, OAHOTO C MOLHOCTbIO PABHOW MOLIHOCTM MH(OPMAUMOHHOrO CurHana u dopMupyemoro 6e3 yuyeta
CTaTUCTMYECKUX OCOBEHHOCTEN A3blka, BTOPOrO CO 3HAUMTENBHO 60/bLIEH MOLIHOCTLIO U (POPMUPYEMOrO C YHETOM CTaTUCTUHECKUX
0COBEHHOCTE A3bIKA, YTO MO3BOSNT MOBLICUTbL CTOMKOCTb 3aLUMThLI K METOAAM CTAaTUCTUHECKOrO aHaM3a M aHasy3a MOLLHOCTM CUrHana.

OOHUM M3 METOHOB 3aluMTbl peyeBor MHOpMaUMK SIBNSIETCS €e MacKMpOBaHWE MOMEXOBbIMM
curHanamu [1, 2]. B KayecTBe MacKMpyeEMbIX CUFHAOB LUMPOKO NPUMEHSAIOTCS pedenoaobHbie nomexu [3].
TakuM 06pasoM, 6bi1 paspaboTaH MoAy/b CMHTE3a pevernofobHbIX CUIMHANOB AN aKTUBHOWN 3alLUTh
peyeBoi WHdbopMaumn [4]. TpeanoXXeHHbIM MoAyfb CUHTE3a peyenofobHbIX CUrHasnoB MO3BONSIET
chopmMmpoBaTb  peyenogobHyl0 nMoMexy M3 rosioca  AMKTOpa-HenocpeACTBEHHOro  y4acTHMKA
KOH(UAEHUMANIbHOrO pasroBopa, HE HECyWyld HMKaKoM CMbICIOBOW WHOpMauMmM, U Mo CBOWUM
CTAaTUCTUYECKMM OCOBEHHOCTSIM MOJSTHOCTBIO COOTBETCTBYIOLLYIO PYCCKOM peun. [MOCKOSbKY YpOBEHb
[AHHOM MOMEXM 3HAUUTENbHO MpeBbILAET YPOBEHb CKPbIBAEMOrO MHGOPMALMOHHOMO CUrHana
npeanaraetcs OpPMMPOBaTL AOMONHUTENbHBIVM peyenofobHbIN CUrHan Takke U3 peun AaHHOro AMKTOopa,
ypoBeHb KOTOporo 6yaeT paBeH YpPOBHIO CKpbIBaeMOro cCurHana, Ho 6e3 ydyeta CTaTUCTUYECKMX
3aKOHOMEpPHOCTEN si3blka. B pesynbTaTte cMeweHus WHAGOPMATUBHOIO CUrHana C AOMOSHUTENbHbIM
peyenofobHbIM CUrHafoOM MpPOU30MAET HapyLeHUe CTaTUCTUYECKMX 3aKOHOMEPHOCTEN, B pesynbTaTe
Yero CMeLLaHHbI CMrHan MOXET 6biTb KnaccuduUMpOBaH Kak He HeCyLMin CMbICIOBOM Harpysku. B Toxe
BpeMs 60siee MOLUHbIA peyenofobHbIN CUrHan, COOTBETCTBYIOWIMIM CTaTUCTUYECKMM 3aKOHOMEPHOCTSM,
MOXET 6bITb KTacCUPULMPOBaH Kak CMbICIOBOM.

Ans  dopMupoBaHMA peyvenofobHOl MoMexu ObinM U3y4YeHbl CTaTUCTUUECKME OCOBEHHOCTM
PYCCKOr0O fA3blka C MOMOLBIO pa3paboTaHHOro Ha f3blke nporpamMmuMpoBaHust C++ nNporpaMMHOro
cpeactea. [laHHOe MporpaMMHOe CPeAcTBO CrocobHO MpoM3BOAMTL pacyeT 4acToTbl UCMOJSIb3YEMbIX B
3afaHHOM TekcTe ByKB C Lenbio NpoBeAeHns CTaTUCTUYECKOro aHaam3a Tekcra. [ns aToro B nporpamMy
3arpy>aeTcsl TEKCTOBbIM (daln ¢ 3aaaHHbIM MMEHEM, B KOTOPOM PacCUMTLIBAETCS YacTOTa BCTPEYAEMOCTU
KaXXAoro CMMBOSIa, pe3yNbTaTbl COXPaHAIOTCA B APYroi TeKCTOBbIM (aiin ¢ 3afaHHbIM UMEHEM. BHeLlIHWI
BMA MHTepdeiica NporpaMMbl NPeACTaB/IeH Ha pyUCyHKe 1.

Beeaure uma oaWaa ann ospacoTku: textl.txt
Beenure uMa oaWaa, Kyna BMBECTH pe3yabrare: outl.txt

l/‘\ﬂ NPOAODAXEHHA HAXHMHTE ARGYD KAaBHUYy-

PucyHok 1 — BHeLWHWiA BUA nHTepdelica paspaboTaHHOro NporpaMMHOro CpeacTsa

C nomoLupbio API, pasMelleHHOro Ha nopTtane text.ru, NpouM3BOANTCS MOACYET C/IOrOBOW YaCTOTHOM
XapaKTEPUCTMKM. YacToTHas! XapakTepucTuka ab3aues U NpeasioKeHUin paccuUTbIBAETCS C NOMoLLbio API,
pa3MeLleHHOro Ha noptane planetacalc.ru. ns aHanusa 66111 MCNOMb30BaHbl TEKCTbI XYAOXXECTBEHHOrO,
Ny6MLUMCTNYECKOTO M HAayYHOrO CTUen o6beMoM 6onee 80 ThicaY CUMBOMOB Kaxabl. C LENb0 U3yYeHns
CTaTUCTUKM PYCCKOro si3blka 6binin BbIGpaHbl crieayowwme TekCTbl: poMaH «Mactep n MaprapuTa», XypHan
«Undposasa TpaHcdopmaums», raseta «Cb. benapycb cerogHs». B pesynbTaTe aHanmsa MnoOsydeHHbIX
CTaTUCTUYECKMX 3aKOHOMEPHOCTEN PYCCKOro $3blka B OCHOBY MoAynsi (hOPMMPOBaHUS peyenogobHbIX
rnoMex 6blI0 MONMIOXKEHO pacrpefeneHne BepOsTHOCTEN, COOTBETCTBYHOLWEE Ny6AMUMCTUYECKOMY CTUIIO,
MOCKOJIbKY OHO MpeAcCTaBnsieT coboii cpeaHee Mexay XYOAOXKECTBEHHOM M TEXHWUYUECKOW NUTepaTypon U B
60onbLUeit CTENEHN COOTBETCTBYET CTUIIO AEMIOBOrO 06LLEHUS.
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OBOCHOBAHUE BbIBOPA SMYJIATOPA GNS3 ANA U3YHEHUA
NMPUHUUMNOB NOCTPOEHUA NOKAJIbHbIX CETEU C MEXXCETEBbIM
9KPAHUPOBAHUEM

Lo M.K., cm. ep. 961402

Bernopycckuli 2ocydapcmeeHHbill yHUsepcumem UHGopMamuku U paduo3nekmpoHUKuU®

2. MuHck, Pecniybrniuka benapych

Genoycosa E.C. — kaHO. mexH. HayK

AHHoOTauus. B cTtaTbe npeacTaBneHbl pesysibTaThl CpaBHEHUS U 060CHOBaHMS Bbibopa cpeabl MOAENNPOBaHUS AN U3ydeHust
MPUHLIMMOB KOHMUIypaLmmn MexceTeBbIX 3KPaHOB M MX BHEAPEHUS B JIOKasbHble ceTu. [Moka3aHbl NpenMyLlecTsa ncnonb3osaHns GNS3
VM u MexceTeBoM akpaHa FortiGate-VM. CocTaBneHbl pekoMeHaaLmm no ucrnosnb3osaHuio GNS3 B 06pa3oBaTesibHOM npoLecce.

KnioueBble cnosa. MoaenMpoBaHue NTOKasbHbIX CETEN, MexceTeBol akpaH, GNS3, Fortinet, FortiGate.

GNS3 (Graphical Network Simulator 3) — 3To nNporpaMMHbIN 3MYNATOP CETEBOro 060pyA0BaHUS,
KOTOPbI MO3BOMISIET CO3A4aBaTb MOAENM BUPTYasnbHbIX ceTel [1-2]. Ero rnaBHbIM OTAIMUMEM OT M3BECTHOMO
cuMmynsTopa nokanbHblx ceTen Cisco Packet Tracer sBnsieTcs nosHasi IMynsuMst CETEBbLIX YCTPOWCTB 6e3
orpaHunyeHus nx gyHkumoHanbHocTU. GNS3 noaaepXunBaeTcs pasInNyHbIMUA ONepPaumMoHHbIMU CUCTEMaMu
(Microsoft Windows, MacOS, Linux), ero ucnonb3oBaHve sBnsetcs 6ecnnatHbiM u TpebyeT nuueH3uu.
GNS3 BkntoyaeT B cebst gBa Buaa nporpammHoro obecnedenusi: GNS3-all-in-one software (GUI), GNS3
virtual machine (VM). B GNS3 ecTb noaaepxka aMynsLUmMn CETEBbLIX YCTPOMCTB pasHbIX NMpPOVU3BOAUTENEN
(Fortinet, Juniper 1 Ap.), a TaKkkKe CEpBEPOB W OKOHEUHbIX YCTPOWCTB C PasHbIMWM OMepaLvOHHbIMM
cnctemammn (Windows, Ubuntu). Pabota GNS3 ocHOoBaHa Ha MCMonb30BaHUWM Cpeabl BUPTYanu3auuu,
VirtualBox nnn VMWare.

Mcnonb3oBaHWe 3MynsTOPOB CETEBOr0 060OPYAOBaHUS YMPOLLAET HACTPOWMKY, ynpaBneHue u
MOHWUTOPWHI CMOAENIMPOBAaHHON BUPTYanbHOM ceTn Gnarogapsi yaobHoMy rpaduyeckoMy MHTepdeicy,
KOTOpbIN MpeAHasHayeH Ans OMbiTHbIX CMNeuMannucToB, WMEWMX OMbIT pPaboTbl C TEXHOOMMSMU
BupTYyanusauun. paduyeckne MHCTpyMeHTbl GNS3 no3sonat 6onee 6bLICTPO M Nerko OCyLeCTBAATb
NPOEKTUPOBAHNE BUPTYanbHOW CETH.

TaknuMm o06pa3oM, MOXHO BblAeNUTb CrleaylolmMe OCHOBHble AOCTOMHCTBA WCMOSb30BaHUS
NpOrpaMMHOro aMynsaTopa ceTeBblX YCTponcTB GNS3 Anst U3yYeHUst NPUHLIMIOB MOCTPOEHMUS! NTOKAJIbHbIX
ceTeu:

— BO3MOXXHOCTb MOJSIHOM 3MYASILMM CETEBLIX YCTPOMUCTB 6€3 OrpaHNYeHns ux hyHKUMOHanNa;

— MPOEKTMPOBaHME TeTEPOreHHbIX CETEW, KOTopble OyayT BKIOYaTb B Ce6S YCTPOMCTBA pasHbIX
npousBoauTenen;

— BHEAPEHNE B CMIPOEKTUPOBAHHYHO BUPTYaslbHYIO CETb NOMHOLIEHHBIX paboumnx CTaHUMIN 1 CepBEPOB
noA, ynpasfieHNeM pasHblX ONePaLMOHHbIX CUCTEM.

Mpu co3paHmm Tornonornm B GNS3 co3aaHHble YCTPOMCTBA AO/MKHO ObiTb Pa3MeLLEHbI U 3aMyLLEHbI
cepBepHbIM npoueccoM. CyLecTBYET HECKONbKO BapnaHTOB cepBepHOM YacTu MO: nokanbHbI cepBep
GNS3, nokanbHas BUpTyasibHas MallMHa Ecnn yCcTpoMCTBO MOJSIb30BaTeNs UCMONb3YET BUPTYasibHYIO
MawmnHy GNS3, ee 3anyck ocyuwecrtBnseTca Ha K ¢ noMouwpbio nporpaMMHoro obecneveHus ans
BMPTYanu3aumm, Takke BO3MOXKEH 3amycK BUPTYanbHOM MalmnHbl GNS3 yaaneHHO Ha cepBepe C NOMOLLbIo
VMWare ESXi unun B obnake. BoamMoxxHO ncnonb3oBaHne GNS3 6e3 BupTyanbHoM MawuHbl GNS3, HO npu
3TOM (yHKUMOHaN 6yaeT orpaHuyeH. Mpu Heo6XoAMMOCTM CO3AaHMA COoXHOW TormonorMn GNS3 c
NCNonb3oBaHNEM Takux ycTpoincTs kak Cisco VIRL, anst kotoporo Tpebyetcs Qemu, TpebyeTtcsa 3anyck
BUpTYyasnbHOM MaluuHbl GNS3. Takum o6paszoM, GNS3 nogaep)XMBaeT Kak 3My/MPOBaHHblE, Tak M
CMOAENNPOBaHHbIE YCTPOWCTBA.

Mpu ycTaHoBKe HEO6X0AMMO COBMadeHue Bepcuii nporpamMmHoro obecneveHuss GNS3 n GNS3 VM,
B [laHHOM paboTe ucnonb3oBanacb Bepcust 2.2.32, peanu3oBaHHasi Ha nnatdopme VMware Workstation
Bepcun 14.0. Ans noctpoeHns Tononormn cetu B VMware Workstation 66111 gobaBneHbl BUpTyanbHble
MalwmrHbl GNS3 B kavecTBe yaaneHHoro cepsepa 1 Window 10 B kauecTBe K/MeHTa.

YcraHoBka GNS3 VM HaumHaeTcs ¢ 3anycka VWware Workstation Player14, Bbibopa nyHkT Open a
Virtual Machine n no6aBneHus BUpyTasbHOW MallWHbI, ckayaHHOW C caiiTa GNS3. B OTKpbIBLLUEMCS OKHE
BBoamTcsa ums GNS3 VMware. Ob6pa3 6yget uMnopTMpoBaH B XpPaHWIMLLE BUPTYasibHbIX MallMH vmware.

[nst HacTpoikK nporpaMMHOro obecnedyeHns GNS3 1 ero CMHXpOHM3aUMKM C BUPTYasIbHOM MaLUMHOM
GNS3 VM B VMware Heobxoaumo nepeity B paspen Edit — Preferences — GNS3 u akTuBMpoBaThb
«Enable the GNS3 VM», BbibpaTb UMsi fobaBneHHOW B VMware BMpTyanbHOM MawmHon GNS3 VM.
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MexceTeBble 3KpaHbl SIBASIOTCS annapaTHO-MPOrpaMMHbIMK  YCTPOMCTBAMM MM MPOrpaMMami,
KOTOpbIE PErynmpyloT MOTOK CeTEBOro Tpaduka Mexay cCeTsMu. BOoNbLIMHCTBO MeXCETEBbIX 3KpPaHOB
pacnosioXXeHO Ha rpaHuLbl CETEBOrO0 NEPUMETPA, U B MEPBYIO OYepeab OHW MpeaHa3HaveHbl AN 3auThl
BHYTPEHHUX YCTPOMCTB OT BHELIHUX aTakK.

Ha pucyHke 1 nokasaH npuMep nosydeHust AOCTYna M HAcTpoiiku IP-agpeca MeXceTeBoro skpaHa
FortiGate-VM nocpeactsom CLI (Command Line Interface), Ha pucyHke 2 — pe3ynbTaT MOAK/OYEHNS C
nomotpkto GUI (Graphic User Interface).

Cloud1
FortiGate7.0-1

4l R
N BNe—-ya
umw

® FortiGate7.0-1

Starting system maintenance...
Serial number is FGVMEV-NLRS8FP-EB

FortiGate-VM64-KVM login: admin

Password:

You are forced to change your password. Please input a new password.
New Password:

Confirm Password:

Welcome!

FortiGate-VM64-KVM # config system interface
FortiGate-vM64-KVvM (interface) # edit portl
FortiGate-vM64-KVM (portl) # set mode static
FortiGate-VM64-KVM (portl) # set ip 192.168.0.3 255.255.255.0
FortiGate-VM64-KVM (portl) # set allowaccess ping https http

FortiGate-VM64-KVM (portl) # end

FortiGate-vM64-KvM # []

PucyHok 1 — Pe3ynbtaT gobasneHus FortiGate-VM B pabouyto obnactb GNS3 1 nonyyeHus gocryna no
CLI
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PucyHok 2 — Pe3ynbTtaT noakntoveHuns k FortiGate-VM nocpeactsom GUI

FortiGate-VM — 3T0 nonHodyHKUMOHANbHBIN MeXceTeBOW 3KkpaH FortiGate B Buae BMPTyasibHOrO
ycTpouctBa [3], KOTOpOE MoAXOAMT ANSi MOHMTOPWMHIa W YNpaBNeHUs BUPTyasbHbIM TpadMKOM Ha
nnatdopmax BupTyanusaumm, obnakax u SDN, Bkntoyass VMware vSphere, Hyper-V, Xen, KVM n AWS.
FortiGate-VM MOXHO opraHu3oBaTb B MPOrpaMMHO-ONpeaensieMoi cpeae AN NpeaocTaBneHnst rToKux u
3MaCTUYHBIX YCYT CEeTEBOM 6e30MacHOCTU A1t BUPTYasibHbIX Paboumx Harpy3oK.

Ans ckaumBaHusa FortiGate-VM Ha caiite Fortinet [4] HeobxoanMo B pa3aene Support — VM images
Bbl6paTh nnatcdopmy KVM. [anee B koHconn GNS3 nocne noakntoyeHust K BUPTYanbHOW MawuHe GNS3
Heobxoammo fobasuTb FortiGate B pasgene Browse all appliances — New template — Install an appliance
from the GNS3 server — Next — Firewalls — FortiGate — Install — Install the appliance on the GNS3 —
Next.

Kak Tonbko obpa3 FortiGate-VM 6yaeT ycTaHOBNEH Ha BMPTyanbHOM MalumHe GNS3, ero MoxHo
[06aBuTb Ha pabouyto 0651aCTb M OCYLLECTBUTL KOHUIypauuio (pUCyHOK 1).

Takum obpasoM, GNS3 — 3To0 ogHa M3 CaMblX MOMYASAPHbIX NPOrpamMM 3MyNsSILMKM CETWU, KOTopas
MO3BOSISIET HE TOJIbKO U3y4YaTb B3aMMOAENCTBUE CETEBbLIX YCTPOWUCTB B Pas3fIMYHbIX TOMOSOrMSX CETEN, HO
N OCYLLECTBASATb UX KOHUrypaumio. B GNS3 aMynupytoTcs BCe OCHOBHbIE KOMMOHEHTbI YCTPOWCTB, B TOM
yucne npoueccop, NamsTb, YCTPOMCTBA BBOAA/BbIBOAA, WMUTMPYETCS MOBEAEHWE CUCTEMbI U ee
nHTepdeiicoB. OnncaHHble JOCTOMHCTBA M yAobcTBa mMcnonb3oBaHust GNS3 Ha npumepe gobaBneHust u
KoHdurypaummn FortiGate-VM no3BonsitoT pekoMeHAoBaTb €ro AnAs U3yYeHWs MPUHUMMIOB MOCTPOEHUS
NoKasbHbIX CETEN C MEXCETEBLIM 3KPaHUPOBAHMEM.

Cnu1coK UCNosib30BaHHbIX UCTOYHUKOB:

1 Getting Started with GNS3 [nekTpoHHbIN pecypc]. — Pexxkum poctyna: https://docs.gns3.com/docs/.

2. OcHoBbl GNS3. 0630p [INeKTPOHHbIN pecypc]. — Pexxum gocTyna: https://habr.com/ru/post/266503/.

3. Fortinet FortiGate VM Series [9neKkTpoHHbI pecypc] — Pexxum goctyna: https://www.avfirewalls.com/Fortigate-VM-
Series.asp.

4., How to add a FortiGate VM into the GNS3  [JnekTpoHHbIi pecypc] — PexuMm  pgocTyna:
https://community.fortinet.com/t5/FortiGate/Technical-Tip-How-to-add-a-FortiGate-VM-into-the-GNS3/ta-p/242132
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NMPABOHAPYLLEHUA B COEPE MH®OPMALIMOHHbIX TEXHOJOIMMHA

LopoxkuH U.B., cm. ep. 173602; LLlapaghaHosuy 51.0., cm. ep. 173602

Benopycckuli eocyGapcmeeHHbIl yHUsepcumem uHgopmamuku U paduoanieKmpoHUKU
2. MuHck, Pecnybnuka benapych

lynko T.A. — kaHO. MeXH. HayK

AHHOTauus. VIcnonb3oBaHUE KOMIMBIOTEPHBIX U MHGOPMALIMOHHBIX TEXHOMOMMIA B pas/iiMyHbIX cdepax >M3HU 0BLLecTBa CTaHOBUTCS
obsi3aTeNbHbIM - aTpUMBYTOM Ans  AOCTUXKEHWUS MakCuMMarbHOW 3¢(deKTMBHOCTM faHHOW cdepbl. B cBs3u € 3TuM  cdepa
MH(OPMALIMOHHBLIX TEXHOMOMMIA CTAaHOBUTCS BCE 6onee MomynsipHOM Ans pasfMyHOrO poAa MOLLUEHHUKOB M MPECTYMHMKOB. Yepes
MH(OPMALIMOHHbIE TEXHONOMMU MPOXOAWUT 3HAYUTENbHLIA MOTOK (DUHAHCOB M Pa3fMUHON JIMYHOM WHGOPMaLUMK. MOLIEHHMKM
MOMb3YKTC 3TUM, MbITasiCb PasNUYHBbIMK CMOCO6aMU BbIKPACTb AEHbIM WM Xe JIMYHYI0 WHGbOPMaLMio Nonb3oBaTens, YTobbl B
JanbHelilleM UCronb30BaTh € B CBOMX LiensX. B JaHHOM CTaTbe paccMOTPEHbI Pas3iiMyHbIE UCTOUYHUKW YIPO3 W BUAbI NPECTYMIEHUI
B cdhepe WHDOPMALMOHHBLIX TEXHOMOMMI. OCHOBHBIMK BbIBOAAMU SIBAISIOTCS Mepbl MPEAOCTOPOXHOCTH, CrocobHble ybepeub
No/b30BaTeNs OT NOTEHUMABHBIX OMACHOCTEN AeSTENbHOCTU NPAaBOHAPYLIMTENEN.

CyluecTByeT MHOXECTBO CMOCOO0B U CXEM, C MOMOLLbIO KOTOPbIX MOLLUEHHUKM MOJTyYatoT AOCTYN K
nepcoHanbHbIM AaHHBIM NOMb30BaTeNs, TaKMMK Kak Naponu, AaHHble 6AHKOBCKMX KapT M MHOroe Apyroe.

OULLIMHT — BU/ MHTEPHET-MOLLEHHWYECTBA, KOTOPbIW 3aK/toyaeTcs B “Bbly>KMBaHUN"
KOH(UAEHUMAbHBIX AaHHbIX Y nonb3oBatens. Cneundukoin AaHHOro METoAa ABMSIETCS TO, YTO XKEepPTBa
MOLUEHHUYEeCTBa NPeoCTaBNSET CBOM AaHHble A06POBONLHO. [N 3TOro NpecTynHMKKU UCNONb3YT
crneumanbHble GUILMHIOBBLIE CalTbl, email-pacchbinky, HaueneHHyo peknamy. Kak npaBuio, MOLEHHUKM
MaCKMpYIOTCS NMOA M3BECTHbIE KOMMaHWUM, COLUMAsbHbIE CETU WU CEPBUCHI 3IEKTPOHHOM MOYTHI.

KapauHr — cdepa kubepnpecTynHoCTM, KOTOpasi HanpsMylo B3aMMOAEUCTBYET C AeHbramu
06bIYHbIX 3aKOHOMOCMYLIHBIX rpaaaH. Mpu AaHHOM Buae MOLUEHHMYeCTBa MPOM3BOAWTCA ornepaums C
NCMOJIb30BaHMEM MNATEXHOW KapTbl, HE MHULUMMPOBaHHasi e€ aepxxaTteneM. Kpaxka AeHEXHbIX CpeacTs —
0fHa 13 CaMbIX CTPaLLHbIX OMacHOCTEW Ans Noboro YenoBeka, Ho ecTb haKTOpPbl, M3-3a KOTOPbIX Ha cdepy
KapauHra ctouT obpallate 0coboe BHUMaHMe.

“Hurepuiickne” NnucbMa — BWA MOLIEHHWYECTBA, OCHOBAHHbIN HAa MaCCOBOWM PacCbifiKe 3M1EKTPOHHbIX
nuceM. CBOE Ha3BaHWE MNWUCbMa MNOMYYMSIM K3-3a8 TOrO, YTO [AaHHbIA BMA MOLUEHHMYECTBA MOMYYUN
Hanbonbluee pacnpocTpaHeHne B Hurepmu, npuuém ewé Ao pacnpoCcTpaHeHUs MHTEPHETa, Koraa nMcbMa
pacnpoCcTpaHaInck No 06blYHOM noyTe. OAHaKo Takoro poaa NCbMa MOFYT MPUXOANUTL U U3 APYrMX CTPaH,
HO BCE e B OCHOBHOM U3 cTpaH Adpviku, Hanpumep, AHronbl, Toro, Fambumn, Comanu u apyrux.

KnbepBbiMoraTensCTBO — BbIMOraTeNnbCTBO C WUCMOMb30BaHMEM MHTepHeTa. Kak npaswno, npu
TakoM crnocobe BbIMOraTenbCTBa MOMb30BaTeNlb MOSlyYaeT CooblWeHne, B KOTOPOM FOBOPUTCS, 4TO
3/10YMbILLIIEHHUKM NOAYYUITIU JIMYHYIO MH(OPMALIMIO M YTPOXKAIOT BbIIOXUTL €€ B OTKPbITbIA AOCTYM.

B3noM coumanbHbix ceTel M fdanbHellee BbIMOraTesibCTBO [AEHEr — OAWH W3 CaMblX
pacnpoCcTpaHEHHbIX M YacTO BCTPEYAoLUMXCS CNOCODO0B MOLUEHHMYECTBA. Takasi NonynsipHOCTb AAHHOMO
METoZa BbITEKAET M3 HEHAAEXHOCTM BOMBLUMHCTBA COLMANbHBIX CETEN — MX OYEHb JIErKO B3/ioMaTh. Mpu
3TOM, Heobsi3aTeNbHO 6bITb CMEUMAnNCTOM B 06/1acTM MHMOPMAUMOHHBIX TexHonorni. Ha npoctopax
WHTEpHETa €CTb Ky4ya MHMOPMaLmM, Kak B3IOMaTb TY WM MHYIO COLMANIbHYIO CETb, MO3TOMY CMpPaBUTLCS
C 3TOM 3afayen MoOXeT pAaxe abConoTHO HEMOArOTOB/IEHHbIA YENIOBEK, HUKAK He CBSI3aHHbIM C
XaKepCTBOM.

MpecTynHMKM UCNOMb3YOT PasfiMuHbie MeTOoAbl XMLLEHWUS AaHHbIX, Hanbonee nonynsapHbie MeToabl
npeacTaBneHbl HAXeE:

OTcnexvBaHme HaXxxaTusl KaBuL. 3a OTCNIeXnBaHNe OTBEYaloT crieumanbHble NPorpaMMbl, KOTopble
OMpesenstoT, Kakme KOMOMHaUMM KnaBuW MoSib30BaTeslb WUCMOMb3yeT Yalle Bcero. [laHHbll cnocob
06bIYHO UCMONL3YETCS A1 BbISIBNIEHUS Maposieit oT 6aHKOBCKMX CYETOB M APYrvX CEPBUCOB.

Monbop naponen. Ecnm npectynHukam nsBecTHa HeKOTopas IMYHas MHGOpMaumMs o Nonb3oBaTene,
Hanpumep uMs, Gamunus, rog poXXaeH1s u ToMy NogobHoOe, TO OHW MOryT MOMbITaTbC NoAobpaTh Naponb
NCXoas M3 3TUX 3HAHWI, UCMOMb3ys pasHble KOMOMHAUMKM TakMX AaHHbIX B KayecTBe napons. [daHHbIi
cnocob siBnsieTcs Hambonee NPOCTbIM U NIErKMM, HO NPU 3TOM cpabaTbiBaeT KpaHe pesKo, Tak Kak OYeHb
Masnoe KOSIMYeCTBO NtoAei UCMoNb3YyOT NIMYHYI0 MHhOPMaUMIO B KayecTBe Nnaposis OT Yero-nmbo. TeM He
MEeHee, Takue NOAN BCTPEYatoTCsl, M MOLIEHHWKM MOMYT MCMO/b30BaThb 3TOT (haKT.

Backdoor nporpamMmbl — nporpaMmbl, MNO3BOMSIOLIME MPECTYMHWKAM BXOAUTb B  CUCTEMY
KOMMbOTEPA MOMb30BATENSI WM BbIXOAWTb M3 Hee. Takue MporpamMMbl MOMOraloT 3/10YMbIWIEHHMKAM
YAQNEHHO KOHTPOMMPOBaTb [AEATENbHOCTb  MOMb30BaTesNsl, a TakkKe MpoCMaTpuMBaTh  JIMYHYIO
MHMOPMaLMIo, B TOM YnC/e Naposu.

O6bMaH ceTW. 3M0yMbIWSIEHHUKM  MOryT CO34aBaTb  JIOXHble ceTw, Hanpumep  Wi-Fi.
MpaBoHapyLIMTENb MOXET >XAaTb CBO XEPTBY B OOLLECTBEHHOM MECTe, rAe CO34acT CEeTb C Ha3BaHMEM
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3Toro Mecta. Korga nonb3oBaTesib NOAKIIOUNTCS K TaKOM CETU, TO NMPECTYNHUK CMOXET OTC/IEXMBATL €ro
[ENCTBMS B MHTEPHETE, a TakXXe NpocMaTpvBaTh (aiisibl Ballero YCTPOMCTBa MM AaXKe YCTaHOBUTL Ha
HEero BMpYC Wnv ApYryto 3N0BPeAHYIo Nporpammy.

Kak yxe CTafio NMOHATHO U3 OMWCaHWsi METOAOB MPaBOHAPYLWEHWUM B 0611acT MHGOPMaLMOHHBIX
TEXHONIOMMM, AaHHbIE AENCTBUS MOTYT HECTU CEPbE3HYIO OMAacHOCTb AJ1st (PUHAHCOB, KOHMMAEHUMANBHOCTY
nonb3oBatens. TeM oyeBmaHee (akT, YTo HEOBXOAMMO 3HaTb Crocobbl 3alKUThl OT KMGEpPNpPecTynieHnit
U UX NPeaoCTEPEXEHNSI.

Heob6xoaMMoO MOMHUTbL, YTO HM B KOEM C/lyyae Henb3sl nepedaBaTb TakvMe KOHduAeHUMaNbHblE
AaHHble KaK NMWH-KoA 6aHKOBCKOM KapTbl, Maposib 3M1EKTPOHHOM NMOYThI MSIM AKKAayYHTOB B COLIMAJIbHBIX CETSIX.
Hu 6aHK, HM COLCETb HMKOrAa HE CTaHyT 3anpaluMBaTb TaKOro PoAa AaHHbIE WCMOMb3YS 3MEKTPOHHYIO
MoYTy. 9TO CaMbli1 NPOCTON Croco6 3aWmnTbl OT HULLIMHTA.

[na 3aWwuTbl OT BMPYCOB PEKOMEHAYETCS YCTAHOBWUTb Ha KOMMbIOTEP HAAEXHbIA aHTUBUPYC —
nporpamMMmbl, MPEnsTCTBYIOLWEN pacnpoCTPAHEHMIO BUpYCa Ha KOMMbIOTEPE NOSib30BaTeNs.

Henb3s BBOAUTL jaHHble 0 6aHKOBCKOM KapTe B HEMPOBEPEHHbIX Mara3unHax 1 BoobLe NocTapaThbCst
npenocTepeybcsl OT JI06bIX OHMalH-NOKYNoK. OCTaBnsATh AaHHbIE 0 (DMHAHCOBOM KapTe nydwe nbo Ha
MaKCMMasnbHO MPOBEPEHHBIX CEpBUCAX, Mbo BoobLe HUMaE.

Ana 3almThl OT <HUFEPUACKMUX MUCEM» HE CTOMT BbIChbIIATh MEPCOHAsIbHbIE AaHHbIE UMM KOMWK
Kakux-nMbo [OKYMEHTOB W HOMepa 6aHKOBCKMX CYETOB MO 3amnpocy OpraHvsauuii, B KOTOpble
rnosib3oBaTesib He 06paLlascs, UM NoasM, KOTOPbIX [0 3TOr0 HAKOrAa He 3Harl.

OOHUM M3 CaMbIX [AEWCTBEHHbIX PELUEHWI AN 3aWuTbl OT G/IOKMPOBKM MEPCOHAJIbHBIX AaHHBIX
AB/IIETCS PE3EPBHOE KOMMPOBaHWE AaHHbIX. CTOUT PErynsipHO COXPaHsITb BaXkHble (haisibl U JOKYMEHTbI
B 06/1a4HOe XpaHunuile Tuna aucka Google unm Ha BHEWHWUI XECTKUA AUcK. CTOUT OTMETUTL, YTO MNpU
KOMMPOBaHWN MHOPMaLMK Ha pe3epBHbIN XECTKUIA ANCK CTOUT TONIbKO TOrAQ, KOrja nosb3oBaTeslb YTo-
TO KOMUPYET WM CYATLIBAET C HEro. ECM OH OKaXXeTCsl COEAMHEH C KOMMbIOTEPOM BO BPEMS HaMaAeHus,
TO ero Takke 3awndpytoT. Taloke, NPU XPaHEHUM AAHHBIX Ha XXECTKOM AMCKE HYXXHO 3alUTUTb €ro
HaaEXHbIM MaponieM, >KenaTeslbHO C ABYX3TArnHOM ayTeHTUdMKaUMEN, 3TO CYLLECTBEHHO CHU3UT
BEPOSITHOCTb B3/10Ma 06/1a4HOM0 XpaHUMLLA NONb30BaTeNSI.

CnUCcoK MCNonb30BaHHbIX UICTOYHUKOB:

[1] NHdopmaTH3aums - [INeKTPoHHLIN pecypc]. — Pexxum goctyna: http://multilang.pravo.by.
[2] NpaBoHapyweHusi B cdepe MHPOPMALMOHHLIX TEXHONOMMI - [INEKTPOHHbLIM pecypc]. — PexxuM pocTyna:
https://www.elibrary. ru/download/ellbrary 37130233_76877572.pdf.

[3] dUnHr [2neKTPOHHBbIN pecypc]. - Pexxum foctyna:
https://ru.wikipedia.org/wiki/%D0%A4%D0%B8%D1%88%D0%B8%D0%BD%D0%B3.
[4] KapauHr - [2neKTpoHHbIN pecypc]. Pexxvm focryna:

https://ru.wikipedia. org/W|k|/%D0%9A%D0%BO%D1%80%DO%B4%DO%BS%D0%BD%D0%B3
[5] Hurepuiickve nucbMa - [DNeKTPOHHBIN pecypc]. — Pexxum goctyna: https://nigeria.mfa.gov.by/ru/letters/.
[6] KwbepBbIMOraTensCTBO — 3TO BbIMOrATeNbCTBO B MHTPHETE - [INEKTPOHHBIA pecypc]. — PexuM gocTtyna:

https://news.ykt.ru/.

[7 Buapl Kn6eprpecTynneHum - [2neKTPOHHBbIN pecypcl. - Pexxum foctyna:
https://internetpolicy.kg/literacymodule/course_2/modulel/glaval_2.html.

[8] [Mdecatb camblx rpoMkux atak XXI Beka - [DneKTpoHHbIM  pecypc]. — Pexwum  pocTyna:

https://trends.rbc.ru/trends/industry/600702d49a79473ad25c5b3e.

[9] YronoBHbIi kopekc Pecnybnuku Benapycb - [9nekTpoHHbIi pecypc]. — Pexum poctyna: https://kodeksy-
by.com/ugolovnyj_kodeks_rb.

[10]  WHCTpykumMsi: kak He HapywuTb aBTOpPCKME NpaBa - [DNEKTPOHHbLIN pecypc]. — PexuM pocTyna:
https://www.asi.org.ru/2020/04/23/instruktsiya-avtorskie-prava/.

[11] Y70 Takoe KapaAVHT, U KaK 3alMTULLLCS OT B3/IOMa, MOKYrasi B UHTEPHETE - [INeKTPOHHBIN pecypc]. — Pexum goctyna:
https://trends.rbc. ru/trends/industry/60ae051f9a7947c4dc22101b.

[12] Kak 3awmTnTbes OT LWMdpPOBaNbLUMKOB-BbIMOraTeNei: 5 COBETOB - [INEKTPOHHbLIN pecypc]. — Pexum goctyna:
https://www.kaspersky. ru/blog/ransomware-five-tips/31352/.
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METOOUKA MOUCKA U AHAJTU3A YA3BUMOCTEN B
MHOOPMALMNOHHbLIX CUCTEMAX

HeyeH K.A., cm. ep. 961402

Benopycckuli eocyGapcmeeHHbil yHUgepcumem uHgopmamuku U paduoanieKmpoHUKU
2. MuHck, Pecnybnuka benapych

Eoltinpas O.B. — kaHO. mexH. HayK

AHHOTaums. B foknage npeacTaBieHbl pesynbTaTel 060CHOBaHUS M pa3paboTKM METOAMKWM U aHanuM3a ysi3BUMOCTEN B
MH(OPMALIMOHHBIX CUCTEMAX. DTa METOAMKM OCHOBaHa Ha MCMob30BaHUM CkaHepa ysa3BuMocTel OpenVAS.

YA3BMMOCTb — 3TO HEAOCTaTOK MNPOrPaMMHO-TEXHUYECKOr0 CpeacTBa WMAM  MHADOPMALMOHHOM
CUCTEMbI B LENIOM, KOTOpPbI MOXeT ObiTb MCMonb30BaH ANs peanu3aumn yrpo3 6e30nacHoCTM
nHdopmMauun. UHbIMM CnoBamu, yS3BMMOCTb — 3TO Cnaboe MecTo akTuBa MM CpeacTBa KOHTPONS U
yrnpaBneHusl, KOTopoe MOXeT ObITb MCMOMb30BaHO 3/10yMblwieHHuKamn. CeefeHnst 06 M3BECTHbIX
YS3BMMOCTSX cucTeMaTtuanpoBaHbl B 6aze CVE (Common Vulnerabilities and Exposures). [ns OUEHKK
ya3BMMOCTElN ucnonb3yetcs cucteMa CVSS (o1 aHrn. Common Vulnerability Scoring System).

CkaHepbl YysI3BUMOCTEM — 3TO, KaK MpaBwio, MporpaMMHble CpeacTBa, NpeAHasHaueHHble Ans
BbISIBNIEHMSI Npo6/ieM 6€30MacHOCTU Ha y3Nax BblUUCIMTENBHOW CeTW. MO3BOMSIIOT MCCNeaoBaTb CUCTEMY
C UEeNblo 06HapYy>XEHUs YSI3BUMOCTEN.

M3BecTHbIMM KOMMep4yecknMu ckaHepamu sinstotcs Nessus, GFI LANguard, XSpider (MAxPatrol).
Nessus. OHM MpefHasHayeHbl A/ aBTOMATUYECKOro MOMCKa M3BECTHbIX YSI3BMMOCTEN M OpraHv3auuu
3aWmnTbl MHGMOPMAUMOHHBIX CUCTEM. B oTnuume OT nepeuncneHHbiX ckaHepoB OpenVAS saBnsieTcs
CKaHepOM YSI3BMMOCTEN U CPEACTBO YMNpaBfieHMs UMK C OTKPbITbIM UCXOAHbIM koAoM. MpoekT OpenVAS
NnoAZEPXXMBAETCS opraHusaument Software in the Public Interest. Baza ysssumocTeit OpenVAS BrtoYaeT
B cebsa okono 35000 npoBepok, Tak Ha3biBaeMblx Network Vulnerability Tests (NVTs), a Takxe
noaknoueHne k 6ase CVE, onucbiBatowein n3BecTHble ys3BUMOCTU. B oTnmumm oT npoumx, OpenVAS
becnnaTeH, paboTaeT 6e3 KakuMX-IM60 OrpaHMYeHWin U MOXET MNPUrOAUTCS KaK  CeTeBbIM
aAMUHWUCTpaTopaM, Tak W crneuvanuctaMm WB  ana  BbISIBNEHUS  aKTyalbHbIX MpobneM  cBoei
WHGPaCTpyKTypbl. B CBA3M C yKkasaHHbIMM npeunmyliectsaMm OpenVAS no CpaBHEHWIO C ApYrnMu
CKaHepaMWn YS3BMMOCTEW, 3TO MPOrpaMMHOEe CPeACTBO 6bl10 BbIOpaHO B KauyecTBE MHCTPYMEHTa Ans
pa3paboTkn MeTOANKN.

CkaHep ysasBuMocTert OpenVAS MoxeT 6biTb YycTaHoBneH ¢ nomouwlbio VirtualBox B Buae
BMPTYanbHON MalUMHbI. 51 3TOro eHO6X0AMMO BbIMOIHUTbL CeayoLWme Laru.

1. 3apgatb B VirtualBox cnegytowme napameTpbl YCTaHaBAMBAEMOW BUPTYasibHOM MaLUMHbI:
onepaumoHHast cuctema — Other Linux, onepatuBHas namsatb — 5120 M6, npoueccopbl — 2, BUAEONaMATb
— 9 M6, HocuTenu — 3arpy)aembiii dain OVA, ceTb — CETEBON MOCT.

2. BbINOMHUTL MPOLECC YCTAHOBKU BUPTYasibHOW MalLUHbI.

3. MonyunTb AOCTYN K pecypcaM YCTAaHOB/IEHHOM BMPTYasibHOM MalliMHbI MPU UCMOSIb30BaHNUM
CNeayoWmxX YHETHbIX AaHHbIX: I0rMH — admin, naponb — admin.

4, Co3gaTb HOBYIO YYETHYIO 3anucb Beb-agMuHMCTpaTopa.

CkaHep ysi3BMMOcTel OpenVAS TakXe MOXET 6blTb YCTAaHOBNEH B AUCTPUOYTMB OnepauvoHHOM
cuctemsl Kali Linux. [1ns aToro Heo6xoanMo BbIMONHUTE Ceaytowme warm.

1. MonHocTbo 06HOBUTL cucTeMy Kali Linux nyTem npumeHeHunst komaHap! apt update && apt upgrade -

2. BeinonHMTb cneaytoLyo KoMaHay, 4Tobbl 3arpy3ntb OpenVAS: apt install openvas.

3. 3anyctutb nporpamMMy yctaHoBku OpenVAS nyTeM MpUMEHEHWS Cledytollelt KOMaHabl: gvm-
setup.

4. CreHepupoBaTb Naposb Ans NepBOro BXoAa B CUCTEMY.

5. MpoBepuTb HacTpoikn OpenVAS nyTeM WCMoNb30BaHWUs cheaytolleir koMaHabl: gvm-check-
setup.

6. CreHepupoBaTb HOBbI Mapo/b aAMMHUCTPATOpa.

YnpaBneHue OpenVAS BbINOSHSETCS Yepe3 Beb-uHTepdeic. [Joctyn k Be6-uHTepdelicy OpenVAS,
YCTaHOBMIEHHOMO B BUAE BUPTYasIbHOM MalluMHbl, HEOBX0AMMO MOyYaTh CleayowmnMm obpasom.

1. BBect IP-aapec Beb-uHTEpdeiica yCTPoICTBa.

2. BoiiTn B cucTeMy nof YYETHOW 3anucbio BE6-aAMUHUCTPATOPa, CO3AaHHON BO BPEMS YCTaHOBKM
BMPTYanbHOW MalUWHBI.

Hoctyn k Beb-uHTepdeiicy OpenVAS, yCTaHOBNEHHOrO B AUCTPUOYTUB OMEPaLMOHHON CUCTEMBbI
Kali Linux, HeobxoanmMo nony4atb cneayowmm obpasom.
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1. OTkpbITb BeB-uHTEpdeic: http://localhost:9293.

2. BoiTK B cucTeMy MpY UCMOJIb30BaHNM CReayOWMX YYETHBIX AaHHbIX: UMS MoNb3oBaTens — admin,
MapoJsib — HOBbIM NMaposib AAMUHUCTPATOPa, CreEHEPUPOBAHHBLIN MPU YCTAHOBKE.

B xone anpobauun pa3paboTaHHON MEeTOAMKW 6bliv 0B6HapyXXeHbl 4 yS3BUMOCTU: 2 YS3BMMOCTU
BbICOKOI0 YpOBHS pucka: SMB noruHbl (MMs u naponb coBnagatot), SMB cepeep (ms17-010) ¢ noptom
445/TCP; 1 ys3BMMOCTb CpefHero ypoBHs pucka (npuumHa — DCE/RPC cepsuc ¢ noptom 135/TCP); 1
YS13BUMOCTb HM3KOrO YPOBHS pycKa (NMpUYMHa — BPEMEHHbIE METKW MAKETOB, NepeaaBaeMbIX MO NPOTOKONY
TCP). Cneagyetr otMeTuTb, 4TO0 B OpenVAS npeaycMOTpeHa BO3MOXHOCTb FEHEPUPOBAHUS OTYETOB
no pe3ynbTaTtaM BbIMOSIHEHHOMO CKAHMPOBAHMWS.

PaspaboTaHHasi MeToaMKa MOXET ObiTb WMCMoSb30BaHa s NMoMcKa W aHanmusa ysi3BUMOCTEN
MHOPMALMOHHBIX CUCTEM Pa3IMYHOro MacwTaba.
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LNPPOBAA TPAHCO®OPMALIUA NMPOLIECCOB
B CUCTEME OBPA30OBAHUA

Hecmeposuy KO.H., maaucmpaHm 2p. 267241

Benopycckuli 2ocydapcmeeHHbil yHUgepcumem UHopMamuku U paduoa3/1eKmpoHUKU
2. MuHck, Pecniybrniuka benapych

Jlucmonad H.U. — 8.m.H, npoghbeccop

B xome uwmdbposoit TpaHchopMauuMM MpOLECCOB B cuUCTEMe 06pa3oBaHWMst CO3AAEeTCA PecrnybnukaHckas WHbOPMaLMOHHO-
obpasoBaTenbHas Cpeaa, C UCMosb30BaHWEM KOTOpOM byaeT hopMUPOBaTLCS HOBasi LMGPOBas peanbHOCTb CUCTEMbI 06pa3oBaHKs,
BK/IIOYAOWAsA MHAOPMALMOHHO-TENEKOMMYHUKALMOHHYIO WHMPACTPYKTYpYy, PernamMeHTbl, HOPMaTWBHO-NPABOBOE OBeCreYeHve,
[0BEPEHHblE 06pa30BaTe/lbHble CEPBUCHI M MNATGOPMbl, MHPOPMALIMOHHBIE CUCTEMBbI U PECYpChl, obecreunBaiome Tpebyembiit
YpOBEHb MH(OPMALIMOHHOI 6E30MacHOCTM.

B anoxy ¢opMupoBaHMS M pasBUTUSI SKOHOMMKWM 3HaAHWM, OCHOBAHHOM Ha MNPOW3BOACTBE,
pacrnpefeneHMn U UCNonb3oBaHMM MHPOpMaumm, cuctema 0b6pasoBaHUs AOMKHA TpaHCPOpMMPOBaTLCS,
OTBeYasi Ha BbI30Bbl HacTosLero u 6yayuero. LindpoBas TpaHchopMauns Bcex obnactelt AesaTeNbHOCTH
yenoBeKa NpeabsiBNsSeT HoBble TpeboBaHUS K 06pasoBaHMIO foAel, KoTopble 6yayT y4yacTBOBaTb B
MOAEPHU3aLMM NPOLIECCOB BO BCEX BMAAX CBOEM AEATENbHOCTU: Ha NMPOW3BOACTBE, B O6LIECTBEHHOW U
NNYHOW XKM3HW, CO3AaBasi, BHEAPSIS U WUCMONb3ysl B MOBCEAHEBHON MpakTuKe LM@poBbIE TEXHONOUW.
M3meHseTcs 3aka3 Ha 0bpas3oBaHMe CO CTOPOHbI COLMYMa, CeMbM, camoro obyyaemoro. ObpasoBaHue
CTaHOBWTCSI HEMPEPbLIBHLIM, MOBUIbHBLIM, OTKPbITHIM.

MuHucTepcTBoM 06pa3oBaHns paspabotaHa u  yTBepxaeHbl KoHuenuus pasBuTUS CUCTEMbI
obpasoBaHus Pecny6nukn benapyce ao 2030 roga [1], KoHuenumsi umdpoBoit TpaHcdhopMaumm
npoueccoB B cucteme obpasoBaHusi Pecniybnukn benapyce Ha 2019-2025 ropgbl [2], onpeaensioulas
OCHOBHbIE LIENM, 3afayW, HamnpaBfeHus U rpaHuubl UMdpoBoi TpaHchopMauuyM NpPOLECCOB B CUCTEME
obpasoBaHus Pecnybnuku Benapyce ao 2025 roaa.

CornacHo KoHuenumm, umdposas TpaHchopMaums NpoLeccoB B cucteMe 0b6pa3oBaHMs BKIOYAET
Cnefyrowme OCHOBHblE HampaBNeHNUs: pasBUTUE M MOAEPHU3AUMS MH(DOPMALMOHHO-KOMMYHMKALMOHHOM
WMHPACTPYKTYpPbI CUCTEMBI obpazoBaHus; ¢opmupoBaHue COBpPEMEHHOro 3N1EeKTPOHHOro
obpaszoBaTenbHOro KOHTEHTa; aBToMaTMU3aUuns NPoLEeCccoB YrpaBieHus.

B 2019 rogy B paMkax HayyHO-UCCneaoBaTeNbCckol paboTbl «PaspaboTka nporpaMMHo-
mMeToamdeckoro  obecriedeHuss  PecnybnmkaHcko — MHOpMaLMOHHO-06pa3oBaTeNibHON  cpeabl»,
BbINOMHSABLUENCS BenopyccknM rocyapCTBEHHbIM YHUBEPCUTETOM B paMkax meponpuaTust 20 «Co3aaHue
MH(OPMaLMOHHO-06pa30BaTENbHOrO NPOCTPAHCTBa ANst (hOPMMPOBAHMUST JIMYHOCTW, aAanTUPOBaHHOM K
XXWU3HU B UHC(OPMALMOHHOM oblecTBe (NPOEKT «3NEKTPOHHas LWKofAa»)» nognporpammel 3 «Ludposas
TpaHcdopMaumsi» FocyaapCTBEHHON NporpamMMbl Pa3BUTUS LUMGPOBOM 3KOHOMUKM U MHAOPMALMOHHOMO
obulectBa Ha 2016-2020 roabl pa3paboTtaHa KoHuenuusi co3aaHust PecnybnnkaHckon MHMOPMaLMOHHO-
obpazoBaTenbHou cpeabl (aanee - PUOC) [3].

B xope umdpoBoit TpaHcdhopMaLmum NpoLeccoB B cucteMe obpasoBaHus 6yaet cosgaHa PUOC. B
pamkax PWOC 6ygeTr dopmupoBaTbcs HoBas UMbpoOBasi peanbHOCTb  cUCTeMbl  06pa3oBaHus,
BK/IIOYAOLWAsA MHMOOPMALMOHHO-TENEKOMMYHUKALMOHHYIO MHMPACTPYKTYpy, perfiaMeHTbl, HOpPMaTUBHO-
npaBoBoe obecneuyeHve, foBepeHHble obpa3oBaTesibHble CepBUCHI M MNaTdOpMbl, MHGMOOPMALMOHHbIE
CUCTEMbI M pecypcbl, obecneynBatoLime TpebyeMsblii ypoBeHb MH(OPMaLMOHHOM 6e30nacHOCTH.

C uenblo obecrieyeHnss MHGOpMaUMOHHOW 6e3omnacHoCT 6yaeT OCYLLeCTB/IEHO MOCTPOEHUE
KOMMJIEKCHOW MoAenn MHOpMaLMOHHON 6e30MacHOCTM Ha MNpuMepe yuypexaeHus obliero cpegHero
06pa3oBaHusi, @ UMEHHO:

a. NOCTpoeHue MHGPaCTPyKTypbl MHMOPMaLMOHHOWN 6e3onacHoCTy;

b. aaAMWHWUCTpPaTMBHO-OpraHU3aLUMOHHbLIE METOALI NMOCTPOEHMSI MHCDOPMALMOHHON 6e30nacHoCTK;

C. HOPMaTMBHO-MPABOBblE METOAbI NMOCTPOEHUS MHOPMALMOHHON 6e30MacHOCTU.

MpakTuueckass peanusauus MpeanoxeHHo# Moaenn 6OyaeT cnocobCcTBOBaTb — MOBBILLEHUIO
3 PeKTUBHOCTU MOCTPOEHUS MHGOPMaUMOHHOW 6e30MacHOCTM B yupeXxaeHusix obLiero cpeaHero
obpazoBaHusi.

CnunCoK UCMONb30BaHHbLIX UCTOYHUKOB:
1. KoHuenuusi pasBuTusi cucTeMbl obpasoBaHus Pecnybnuku Benapycb go 2030 roga [3nekTpoHHbIn pecypc] //
OdvumanbHbI callT MuHUCTEpcTBa 0b6pasoBaHusi Pecrnybnuku benapycb. Pexkinm poctyna: https://edu.gov.by/kontseptsiya-do-

2030-goda/%D0%BA%D0%BE%D0%BD% D1%86%D0%B5% D0%BF%D1%86%D0%B8%D1%8F.pdf. — [aTta poctyna:
10.03.2023.
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2. KoHuenuus umdpoBoli TpaHchopMauum NpoLeccoB B cucTeMe obpasoBaHus Pecnybnvku Benapycb Ha 2019-2025 roabl
[OnekTpoHHbI pecypc] // OdwuumanbHbii caiT [oCyAapCTBEHHOMO yupeXxaeHusi obpasoBaHust «MUHCKWIA FOPOACKOW WMHCTUTYT
pa3BuTusi obpasoBaHus». Pexum poctyna: https://drive.google.com/file/d/1TOv7iQqQ9ZoxO02IIwR_0lhgZ3rjKVqY-/view?usp=
sharing. — laTa goctyna: 10.03.2023.

3. Pa3paboTka NporpaMMHO-METOAMYECKOr0 obecriedeHns pecrnybimMkaHckon MHGOPMaLMOHHO-06pa3oBaTeNbHOWM cpelbl :
OTUET O Hay4yHO-WUCCNeaoBaTenbekoi paboTe (3akmounTenbHb) / BIY ; HayyHbii pykoBoauTenb HO. W. BOpoTHULKMIA. Pexum
poctyna: https://elib.bsu.by/handle/123456789/236401. — Jata fgocTtyna: 24.03.2023.
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METOAUKA PA3PABOTKHU MHOIOCJTOMHbIX MTMBKUX
MNOrMOTUTENIEU SNIEKTPOMAIHUTHOIO U3NYHEHUA
CBY-ANANA3OHA HA OCHOBE ANTIOMUHUEBOU ®OJIbI'n

lNaesnérnok M.B., cm. ep. 961401

Benopycckuli 2ocydapcmeeHHbIl yHUsepcumem UHgopMamuku U paduo3r1eKmpoHUKU
2. MuHck, Pecnybnuka benapych

Eoltinpas O.B. — kaHO. mexH. HayK

B noknaae npeacTtaBneHbl pesysbTaTbl 060CHOBaHWS METOAMKM pa3paboTK MHOMOCTOMHBIX FTMBKUX NOrNOTUTENEN 31EKTPOMarHUTHOMO
W3Ny4YeHWs Ha OCHOBE anloMUHWEBOW oMb, a TaKKe pe3ynbTaTbl UCCNEAOBAHUS XapakTEPUCTUK OTpaXKeHUs U nepeaaqv
3MEKTPOMArHUTHOIO U3NTy4eHUsl TaKUX MOrIOTUTENE.

MornoTuTenn 3neKTpOMarHUTHOro wu3nyveHus CBY-guanasoHa B HacTosllee BpeMs LUMPOKO
NMPUMEHSIOTCS ANS 3alMTbl CpeacTs 06paboTku MHGOPMaLUMK OT BO3AENCTBMS 3/IEKTPOMArHUTHBIX MOMEX.
Takas 3awmMTa HanpaBneHa Ha obecneyeHne UENOCTHOCTM W AOCTYNHOCTM  MHOPMaumu,
obpabaTbiBaeMOli  C  MPUMEHEHVMEM  yKasaHHbIX  cpefcTB.  [peuMylwecTBO  MOrOTUTENEN
3NEKTPOMAarHMTHOro N3nyyeHus
CBY-gManasoHa MO CpaBHEHUIO C OTpaXaTensiMu 31eKTPOMarHUTHOro usnydyeHns CBY-gmanasoHa
COCTOMT B TOM, YTO OHU HE SIBNISOTCS NMPUYMHON BO3HUKHOBEHMS NAcCUBHbLIX MOMeX. [03TOMy B HacToslLiee
BpeMsl MOrNOTUTENWN 3MIEKTPOMArHUTHOro u3nydenuss CBY-guanasoHa dalwe, 4eM oTpaxatenu
3MEeKTPOMarHUTHOro n3ny4yeHnst CBY-amnanasoHa, SBNsTCS 0bbekTaMm UccnefoBaHuii B 06nact cosaaHus
HOBbIX MaTepuanos [1].

MpeanoxeHa HoBasi MeToAMKa pa3paboTKM MHOTOCTOWHbLIX MOrNOTUTENEl 3/1EKTPOMAarHUTHOrO
n3nyyeHus. Mo CpaBHEHWIO C aHanoraMmm 3T MOFNOTUTENM XapaKTEPU3YIOTCS MOHMXKEHHLIMM MacCoM
N CTOMMOCTbIO, @ TakXe FMOKOCTbO, YTO O6YCNOBIEHO COOTBETCTBYIOLWMMM CBOMCTBAMWM MaTepuasos,
Ha OCHOBE KOTOPbIX OHU M3roTOB/EHbI (antoMUHMEBAS onbra U HETKAHbIA BOMOKHUCTLIA CUHTETUYECKMIA
MaTepuan). lNpeanoxeHHas MeTOAMKa BKIIIOYAET B cebs cneaytoLume sTanbl.

Jtan 1. OTKpavBaHuWe OT py/iOHa HETKAHOro BOJSIOKHUCTOrO CUMHTETUYECKOro MaTtepuana AByX
(parMeHTOB OANHAKOBLIX (POPM U pa3mMepoB.

Stan 2. [lpoaenbiBaHMe HECKBO3HbIX OTBEPCTMM BO (PparMeHTax, MOJlyYeHHbIX B pe3ynbTaTe
peanu3aumm 3tana 1, c yueToM creayowmx ycrioBui:

— NpoAeNaHHble OTBEPCTUS AO/MKHbLI pacnonaraTbCs C WaroM, He NpeBbIWAoLMM MOMOBUHY ASTUHbI
BOJIHbI Ha CpefiHeln YacToTe paboyero AMana3oHa YacToT M3roTaB/IMBAEMOr0 NOMNOTUTENS;

— OTBEpCTUS, NpoaenaHHble B NepBoM U3 (PparMeHTOB, MOJSIYYEHHbLIX B pe3ynbTaTe peannsaumu
3Tana 1, A0/MKHbI BbITb CMeLleHbl OTHOCUTENbHO OTBEPCTUI, MPOAENaHHbLIX BO BTOPOM M3 (hparMeHTOB,
Nnony4eHHbIX B pe3ynbTaTe peanu3aumu 3tana 1 (npy yCnoBuu pacrnofioXXeHWs 3TUx parMeHToB Apyr
Ha apyre Takum o6pa3omM, 4Tobbl MX Kpasi coBrnagasnm).

ST1an 3. M3roToBneHWe Ha OCHOBE astoMMHWEBOM OMbIM 3IEMEHTOB KOJIbLEBMAHOW (POPMBbI
ANS pacronoXeHns B OTBEPCTUSIX MEPBOro U3 (QparMeHTOB, MOJSIYYEHHbIX B pe3yfbTaTe peannsaumu
3Tana 1, ¢ y4eToM TOro, YTO AMaMETP 3TUX SNIEMEHTOB He AO0/HKEH NPEBbIWATbh MNOMNOBUHY ASIMHbI BOJTHbI
Ha cpeaHel YacToTe paboyero AvanasoHa YacToT M3roTaBMBAEMOro MOrfoTUTENS.

Stan 4. M3rotoBneHWe Ha OCHOBE astoMMHMEBOM (ONbIM 3NeMEHTOB cdepuyeckoin HopMbl
ANS pacrofioXXeHUst B OTBEPCTMSX BTOPOro M3 (pparMeHTOB, MOJyUYEHHbIX B pesynbTaTe peannsaumu
3Tana 1, ¢ y4eToM TOro, YTO AMaMETP 3TUX S/IEMEHTOB He AO/HKEH NPEBbIWATh MNOMNOBUHY ASIMHBI BOJTHbI
Ha cpeaHelt yacTtoTe paboyero AvanasoHa YacToT M3rOTaBMBAEMOrO NOrOTUTENSI.

JT1an 5. PacrnonoxeHue 3n1eMeHTOoB, NOSTyYEHHbIX B pe3yfibTaTe peanusaummn stana 3, B 0TBEPCTUSAX
nepsoro 13 c¢parMeHToB, NONYyYEHHbIX B pe3ynbTaTe peanu3auum stana 1.

JT1an 6. PacrnonoxeHue 31eMeHTOoB, NOJSTyYeHHbIX B pe3ynbTaTe peanusauuu stana 4, B 0OTBEPCTUAX
BTOPOro 13 hparMeHToB, NOMyYeHHbIX B pe3ynbTaTe peanusauun stana 1.

Stan 7. PacnonoxeHue dparmMeHTa, MOMYYEeHHOro B pe3ysbTaTe peanu3aumm 3Tana 5, nosepx
(parMeHTa, MOSlYyYEHHOro B pe3ynbTaTe peanu3aumm 3Tana 6, TakuMm ob6pa3oM, 4Tobbl Kpas 3TUx
(pparmMeHTOB coBnaganu, 1 HUTOYHOE COeAMHEHME YKa3aHHbIX (hparMeHTOB MO MUX KpasiM.

O1an 8. OTKpanBaHMe OT pyfioHa NoAMMepHOro hoNbrMpoBaHHOrO MaTepuana OgHOro (pparMeHTa,
copMa 1 pasmep KOTOPOro CoBnagatoT C GopMOi U pa3mepamu dparMeHTOB, MOJSTYYEHHBIX B Pe3y/ibTaTe
peanunsaumn 3Tana 1.

Stan 10. Pacrnono)XeHne KOHCTPYKLMM, MOSTyYeHHOW B pesynbTaTe peanu3auuv 3tana 7, nosepx
(dparMeHTa nonnMepHoro QonbrMpoBaHHOro MaTepuana, MOMYYEHHOr0 B pe3yfnbTaTe peanusaumu
aTana 8, TakuM obpa3oM, UTOObl KOHCTPYKUMS, MONyYeHHas B pe3ynbTaTe peanusauuu 3Tana 8, 6bina
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OpVEeHTUPOBaHa BBEPX C/I0EM B BMAE (PparMeHTa HETKaHOro BOSIOKHUCTONO CUMHTETUYECKOro MaTepuana,
B OTBEPCTBUS KOTOPOrO BCTaBMEHbI 3/1IEMEHTbI KOMbLEBUAHON hOPMbI.

3tan 11. HUTOYHOE coeaMHEHME MO KPasiM KOHCTPYKLMK, MOJSTYYEHHOW B pe3y/bTaTe peanvsaumu
3Tana 7, v dparMeHTa nNOAMMEpPHOro QonbrMpoBaHHOrO MaTepuana, MNOMy4YeHHOro B pesyfbraTe
peanu3aumu 3Tana 8.

B cooTBETCTBMM C NPEmsIOKEHHOW METOAMKOM W3rOTOB/IEHbI ABa TUMA 3KCMEPUMEHTAsbHBIX
06pasL0oB MOrNOTUTENEN 3NIEKTPOMArHUTHOMO M3ny4YeHus CBY-amanasoHa. dKcnepyMeHTanbHbI 0bpaseL
Kakgoro M3 TUMOB OTAMYanCs LIAroM pacrionoXeHusi B ero o6beMe 3/1EMEHTOB KOSbLEBUAHON U
chepuueckort popM. IKCrepMMeHTanbHOMY 06pasLly NepBoro Tuna COOTBETCTBOBAS LIAr PACMONOXEHMSI
B €ro 06beMe 3/1IEMEHTOB KOJSbLEBMAHOMN U cchepuyeckoi ¢opM, paBHbii 2,0 CM, a 3KCNEPUMEHTASIbHOMY
06pasLly BTOporo Tuna — war, pasHbiii 4,0 cMm.

Ha pucyHke 1 npeactaBneHbl  4acTOTHbIE  3aBMCMMOCTM  KO3(pduuMeHTa  OTpaXKeHus
SMEKTPOMarHUTHOrO u3nydyeHns B AuanasoHe 3,0-17,0 [Ty M3roTOBMEHHbIX 3KCMepUMEHTasbHbIX
obpa3uos.

£,y
3 4 5 6 7 8 9 10 11 12 13 14 16 17

Puc. 1. YacToTHble 3aBUCMMOCTH KO3(DULMEHTA OTPAXKEHNS SNEKTPOMArHUTHOIO M3MyYeHnst
B Avana3oHe 3,0-17,0 Ty akcnepvMeHTanbHOro obpasua nepsoro Tvna (kpueas 1) n akcnepyMMeHTanbHOro obpasua BToporo Tvna
KpuBas 2)

Kak BugHo 13 puc. 1, cpegHee 3HayeHue KoadduumeHTa OTpaXKeHUs 31eKTPOMarHUTHOMoO
n3nydeHns B gvanasoHe yactot 3,0—17,0 My akcnepumeHTanbHOro obpasua nepeoro Tuna npesbilaeT
cpeaHee 3HadeHne Ko duumMeHTa OTPaXXeHNs 3NEKTPOMAarHUTHOrO M3yYeHuns B AnanasoHe vacrtot 3,0-

17,0 Ty akcnepuMeHTanbHOro obpasua BTOPOro Tuna. 310 0bycnoBneHo TeM, 4YTo B obbeme
3KCnepuMeHTanbHOro obpasua nepsoro Tuna cogepxumtcs B 2,0 pa3a 605blue N3roToBAEHHbIX HA OCHOBE
aNtOMUHMEBOW (PONLIMN 3N1EMEHTOB, YeM B 06beMe 3KCMEPUMEHTaNIbHOMO 06pasLia BTOPOro T1na, U B CBA3M

C 3TUM 3KCMEPUMEHTasbHBIN 06pa3eL NepBOro TMNa obecneunBaeT B 6oMbLUEN CTENEHN paccesiHue
B3aUMOAENCTBYIOLMX C HUM 3/IEKTPOMArHWUTHBIX BOSH, YEM SKCMEPUMEHTaNbHbIM 06pa3el BTOPOro Tuna.
3HayeHust koadduumMeHTa nepesayn 3IEKTPOMAarHUTHOMO M3ydeHuss B Auanas3oHe udacrot 3,0-
17,0 Ty M3roTOBMEHHbIX 3KCNEpUMeHTanbHbIX 06pasuUoB M3MeHsAlTCa B npegenax ot —25,0 o40,0
Ab. 3710 06ycnoBneHo HannumMeM B CTPYKType 3TnX 06pa3uoB C/losi Ha OCHOBE MOIMMEPHOrO
donbrupoBaHHoOro Matepuana. 3HadeHns koaduUMEHTa NOrSOWEHNS SNEKTPOMArHUTHOIO U3TyYeHNs B
avanasoHe yactot 3,0-17,0 Ty M3roToBMEHHbIX 3KCMEPUMEHTaNbHBIX 06pa3LoB AOCTUMAKOT BENYMHDI
0,9.

MornoTUTENN 3NEKTPOMArHUTHOTO M3/Ty4YeHUs, U3rOTOB/IEHHbIE B COOTBETCTBUM C NMPEASIOKEHHOM
METOAMKOMN, MPEeACTaBASOTCA MNEepPCneKTUBHBIMU AN UCMONb30BaHUS B LENSX 3KpaHUMpOBaHUs
MOMELLIEHMI, B KOTOPbIX PacriofioXXeHbl CpeacTsa 06paboTkm MHGOpMaLMi.

CnUCOoK MCNoNb30BaHHbIX MICTOYHUKOB:

1. Quantitative Interpretation of Electromagnetic Interference Shielding Efficiency: Is It Really a Wave Absorber or a Reflector?
/ U. Hwang [et al.] // ACS Omega. — 2022. — Vol. 7, iss. 5. — P. 4135-4139.
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MO[JEJIb 3KCIUTYATALUUN YA3BUMOCTU ARP-NMPOTOKOIJIA

Camake B.A., macucmpaHm 2p. 267241

Benopycckuli eocyGapcmeeHHbIl yHUsepcumem uHgopmamuku U paduoanieKmpoHUKU
2. MuHck, Pecnybnuka benapych

Eenoycoea E.A. — kKaHO. mexH. HayK

AHHOTaums. B faHHON cTaTbe paccMaTpMBaETCs yS3BUMOCTL NpoTokona ARP ¢ noMoLubto ataku ARP spoofing B Moaenu ceTw,
CNPOEKTMPOBaHHOMN B NporpaMMHOM amynsitope GNS3.

Knwouesble cnoBa. ARP, ARP-spoofing, MAC-aapec, IP-aapec, nokasnbHas ceTb, YSI3BUMOCTb.

B naHHOM paboTe paccMoTpeHa ys3BMMOCTb npoTokona ARP (Address Resolution Protocol),
KOTOpbIM Mcnonb3yeTcs ans uaeHtndukaumm MAC-agpeca ycTpoicTBa no ero IP-agpecy, a Takxke ans
opMupoBaHua Tabnuu MAC-agpecoB Ha KoMMyTaTopax M ARP-Tabnuu Ha OKOHEYHbIX YCTPOWCTBaXx B
CeTU. YA3BMMOCTb [aHHOrO MNPOTOKOMA 3aK/lOYaeTCcs B MOMbITKE MepexBaTa LUMPOKOBeLLaTEebHOM
paccbinkn ARP-nakeToB, B KOTOpbiX ecTb IP u MAC-agpeca ycCTponcTB B ceTW. TakuMm 06pasom,
HapywmTenb MOXeT NONy4YnTb AaHHbIE 06 YCTPOMCTBaX B CETU U peann3oBaTh aTaky ARP spoofing [1].

PaccMOTpuM cueHapuii aTaku, BO NMepBbIX HEO6XOAMMO MPOBECTU COOp AaHHbIX AN MOony4YeHue
nHdopmauun (Hanpumep, IP-agpeca nonb3oBaTensl), C NMOMOLWbBI aHanu3atopa Tpadwuka, Mocie 4ero
HapywuTenb peanusyet IP-agpeca Ha cBoeM ycTpoWcTBe M fobaBuT ero B Tabnuuy MAC appecos
KOMMYTaTOpOB. TaknMm 0bpa3omM, HapyLUMTesb CMOXET NOAKIIOYNTLCA K CETU B KAYECTBE aBTOPU30BaHHOMO
nonb3osaTens.

Ansa nposepkn ya3sumMocT ARP-npoTokona HeobxoanMMo 6bi10 CMOAENNPOBaTb SIOKASTbHYIO CETb.
[ns 3Toro 6bl1 NPoM3BeAeH CPaBHUTESbHLIV aHANN3 HECKObKO CPeACTB MoAennpoBaHus Takue kak Cisco
Packet Tracer n GNS3. O6e nporamMbl 3MyNMPYIOT peaibHble CETEBbIE YCTPOWCTBA, Pa3NYHbIE
OKOHEYHble U MPOMEXYTOYHble YCTPOWCTBa. Pa3HMua Mexay pacCMOTPEHHbIMM — CPpeacTBaMu
MOAenMpoBaHusl 3aktouaetcs B ToM 4yto, Cisco Packet Tracer asMynupyeT YCTPOWCTBA BHYTPM
nporpaMmbl, M3-3a 4Yero BbIGOP YCTPOMCTBA OrpaHMYeH HECKOSIbKUMW CEpUSIMU MapLipyTM3aTOpOB M
komMmyTaTopoB komnaHuu Cisco. GNS3 ocHoBaH Ha Qemu u Dynamips u aBnsieTcsa rpaduyeckum
nHTepdecoM Ans co3haHns JIoKaNbHbIX ceTel ¢ ucnonb3oBaHneM Qemu. B GNS3 ycTpoicTBa pasHbIX
npoussoauTenen MoxHo A06aBnsATb camocTosTenbHo. Takke GNS3 npegocTtaBnser 6onee TOUHYHO
npeacTaBfieHUe B HAaCTPOMKK obopyaoBaHuii [2].

Ha pucyHke 1 npeactaBneHa Moaenb fOKanbHOM ceTU B NporpaMMHoOM amMynsitope cetu GNS3. B
CMOAENIMPOBaHHON CETU BblAENEHO YeTbipe BUpTyanbHble cetu (VLAN), Anst KaXXaon U3 KOTOpbIX HaCTPOEH
DHCP cepsep.

192.168.255.0-7/29 192.168.255.8-15/29 192.168.255.16-23/29 192.168.255.24-31/29
Vian 10 Vian 11 Vian20 vian21
PC5 PC6 PC7 Pcs
PC1 HEE el vecs vecs vecs
I 1

e\ ba ;OPC4 é\ / e0

- /|
—_— Switch) y o
= = | I sOBRIE x5 Sl
el )

\\o / o Héo\ﬁwitch /0
Syitcfll | 5‘152

|e0
192.168.255.32-39/29 ~ 1
f0/0

PvicyHok 1 — Mogenb nokanbHOW CETU ANst MOAENMPOBAHMUS aTaku
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Ha pucyHke 2 npeactaBrieHa BO3MOXHOCTb rMepexsBaTa HapywwuTenem ARP-rnaketa BO BpeMs
nonydeHme agpeca ¢ DHCP-cepBepa, 4TO MOXHO peanu3oBaTb MOCPEACTBOM  MCMO/Ib30BaHMUS
nporpaMMHoro cHuddepa Wireshark. Kak BMAOHO M3 pucyHka 2 npu nepexeBaTe [AAHHOMO NakeTa
HapyLwUTEb MOXET MofyunMTb MHdopMaumio 06 agpecax YCTPOWCTB B CETU, a Takke MHdOpMaumio o
Homepax VLAN.

A

Frame 2: 68 bytes on wire (544 bits), 68 bytes captured (544 | \/ AN JIOBEPEHHOTO id @
Ethernet II, Src: Private 66:68:00 (@@:5@: iy Fff:ff)
v 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 10
Pe0. .... .... .... = Priority: Best Effort (default) (@)
..@ ... .... .... = DEI: Ineligible
. PBRE 0000 1010 = ID: 10
Type: ARP (0x0806)
Padding: 0000000000000000000000000000
Trailer: 2000000000000000 MAC anpec
v Address Resolution Protocol (request) JIOBEPEHHOTO
Hardware type: Ethernet (1) TTOJTH30BATEIIS
Protocol type: IPv4 (Bx@800) /
Hardware size: 6 I ] |
Protocbl size: 4 | < IP agpec noBepeHHOrO
Opcode: request (1) T10JIb30BaTEIIs
Sender MAC address: Private 66:68:00 (00:50:79:66:68:00)
Sender IP address: 192.168.255.2
Target MAC address: Broadcast (ff:ff:ff:ff:ff:ff)
Target IP address: 192.168.255.1

Sannfg BEES MOJIb30BATES

PucyHok 2 — Pe3ynbTaT nepexsaTa ARP-pacchliki B CMOAEMPOBAHHON NoKasbHON CeTu

[danee HapyluMTenb MOXET MPOM3BECTM NOAMEHY 3anucei B Tabnuuax ARP apyrux ycTpoucTB B
CeTM NyTeEM W3MEHEHUs Ha cBoeM ycTpounctBe IP-agpeca Ha agpec 192.168.255.2, noOny4yeHHbIn B
nepexsadyeHHoM ARP-nakeTe. [N BHeCEHWs HeBepHOM 3anuch B Tabnuubl ARP ycTpoiicTB B CeTH,
HapywuTenb nponssoauT oTnpaeky ICMP nakeToB, peanunsys koMaHay ping 192.168.255.26. Kak BugHo
13 pucyHka 3 MAC-agpec nonb3oBaTens U3MeHWNCs Ha agpec HapywuTens 6e3 nsmeHenune IP-agpeca.

PucyHok 3 — Pe3ynbTaT nogMeHbl 3anuceit B Tabnuue ARP Tabnuuax mMaplupytusaTopa Ao v nocne
peanusaumm atakm ARP-spoofing

Mocne noaMeHbl HapylwmnTenb CMOXET nepexsaTbiBaTbh Tpaduvk npeaHasHaveHbl 418 JOBEPEHHOMO
nosnb3oBaTens. Ha pucyHke 4 BMAHO, YTO 3aMeHa 3anucel B Tabnuue ARP npuBena K BO3MOXHOCTM
HapyLwuTenem nony4daTb BCE NaKeTbl B CETU.
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d 3axeart 13 - [Switch1 Ethernet3 to Atak Ethernet0]

Qavin  Pepaktuposanue [pocmotp 3anyck 3axsat Axanms Cratucivka Tenedonus becnposoaHo# WMHcTpymeHTsl  Momolub
mae NG QewEFE S QAQQATE
[W]Ppumensms aucnneiinsii dunep ... <Ctrl-
No. Time Source Destination Protocol Length Info
= 1 0.000000 192.168.255.26 192.168.255.2 ICMP 98 Echo (ping) request id=0x6f68, seq=1/256, ttl=62 (reply in 2)
~L 2 0.000000 192.168.255.2 192.168.255.26 IcMp 98 Echo (ping) reply id=0x6168, seq=1/256, ttl=64 (request in 1)
3 1.062160 192.168.255.26 192.168.255.2 ICMP 98 Echo (ping) request id=0x7068, seq=2/512, ttl=62 (reply in 4)
41.062160 192.168.255.2 192.168.255.26 ICMP 98 Echo (ping) reply  id=0x7068, seq=2/512, ttl=64 (request in 3)
52.127313 192.168.255.26 192.168.255.2 ICMP 98 Echo (ping) request id=0x7168, seq=3/768, ttl=62 (reply in 6)
62.127313 192.168.255.2 192.168.255.26 ICMP 98 Echo (ping) reply  id=0x7168, seq=3/768, ttl=64 (request in 5)
7 3.190469 192.168.255.26 192.168.255.2 ICMP 98 Echo (ping) request id=0x7268, seq=4/1024, ttl=62 (reply in 8)
8 3.190469 192.168.255.2 192.168.255.26 ICMP 98 Echo (ping) reply  id=0x7268, seq=4/1024, ttl=64 (request in 7)
9 4.237670 192.168.255.26 192.168.255.2 ICMP 98 Echo (ping) request id=0x7368, seq=5/1280, ttl=62 (reply in 10)
L 10 4.237670 192.168.255.2 192.168.255.26 ICMP 98 Echo (ping) reply  id=0x7368, seq=5/1280, ttl=64 (request in 9)
Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface -, id @
Ethernet II, Src: ca:01:55:14:00:06 (ca:01:55:14:00:06), Dst: Private_66:68:08 (00:50:79:66:68:08)
Internet Protocol Version 4, Src: 192.168.255.26, Dst: 192.168.255.2
Internet Control Message Protocol

PycyHOK 4 — Pe3ynbTaT nepeHanpaBieHns NakeToB B JIOKa/IbHON CETU

Takum obpasoM, B paboTe cMopenvpoBaHa aTtaka ARP-spoofing, npoaHanuanpoBaHbl AencTBus
HapywmTens 1 NPoOAEMOHCTPUPOBaHbI NOCNEACTBMS aTaku. B NpoaomkeHUn gaHHOM paboThl nnaHuMpyeTcs
pa3paboTaTb KOMMIEKC MEP MO 3alUUTE YCTPONCTB JTIOKANIbHOM ceTu oT aTaku ARP-spoofing.

Cnu1coK NCnosib30BaHHbIX UCTOYHUKOB:

1. Yto Takoe ARP-CnydUMHI 1 Kak OT Hero 3almMTUTbCA — peXUM AocTyna: YTo Takoe ARP-cnyduHr 1 Kak OT HEro 3almTTLCS?
(securitylab.ru). — aTta goctyna: 25.03.2023.
2. Kyns6os [l. C. CpeactBa MOAenMpoBaHWsl ceTel ans uenel obyyeHusi— pexxum aoctyna: CpeacTBa MOAEMPOBAHMS
ceTelt ans uenen obyyenus | . C. Kyna6os (yamadharma.github.io). — JaTta goctyna: 25.03.2023.

53


https://www.securitylab.ru/analytics/532149.php?ysclid=lfpxrfq1i1216283538
https://www.securitylab.ru/analytics/532149.php?ysclid=lfpxrfq1i1216283538
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ACTIVE DIRECTORY U BE3OINACHOCTb

anowHukosa H.l1., mazcucmpaHm 2p. 267241

Benopycckuli eocyGapcmeeHHbIl yHUsepcumem uHgopmamuku U paduoanieKmpoHUKU
2. MuHck, Pecnybnuka benapych

lynko T.A. — kaHO. MeXH. HayK

AHHOTaumsl. YpoBeHb 3alUMLIEHHOCTM CNyxb6bl KaTanoroB Hepeako onpegensieT ypoBeHb 6e30nacHoCTy BCEM KOMMaHuu.
Llenecoobpa3Ho MakCMManbHO YCIOXHWUTL AEATENbHOCTb 3/10yMbllUIEHHUKA, YMEHbLUMB BO3MOXHble 06/1acTy ataku, NpoBOAWTL
perynﬂpru‘/'l MOHUTOPUHI CUCTEMBI B LIENAX BbIABNEHUA 31I0OHAMEPEHHbIX [eiCTBUIA 1 Bceraa 6biTb rOTOBbLIM K OTPaXXeHUIO aTak, UMes
[eTabHble NaHbl AeNCTBUIA ANst Pa3HbIX CVITyaLl,VIl‘/'I.

YpoBeHb 3alUMLLEHHOCT CYyx6bl KaTanoroB Hepeako OnpeaensieT ypoBeHb 6e30MacHOCTV Bcen
KoMnaHuu. Lenecoobpa3Ho MakCUManbHO YCIOXHUTL [AEATENbHOCTb 3/10YMbILUNIEHHWUKEA, YMEHbLUUB
BO3MOXHble 06nacT¥ aTaku, NPOBOAWUTL PErynsipHbIi MOHWUTOPUHI CUCTEMbI B LENSIX BbISIBNEHUS
3/I0HaMePEHHbIX AENCTBUIA U BCeraa bbiTb rOTOBbIM K OTPAXKEHUIO aTak, MMest AeTaslbHble NnaHbl AENCTBUIA
ANISt pa3HbIX CUTYaUui.

Mpobnembl nocTtpoeHust 6e3onacHbiX UT-MHDPACTpYKTYp SIBASIOTCS aKTyalbHbIMKM Ans Nobbix
opraHv3aumii. Kak TONMbKO BO3HMKAeT NOTpebHOCTb B WT-pelieHusx, TyT >Xe BCTAaeT BOMPOC WX
6e3onacHocTW. He cywecTByeT abCcoNOTHO HEYS3BUMbIX C TOUKM 3peHust B opraHu3aumii, TeM He MeHee
HeobxoaMMO  co3aTb KaK  MOXHO  6onblue  TPYAHOCTEN  3/10YMbIWIEHHMKY,  MblTaloWweMycs
CKOMMPOMETMPOBaTb WKW YHUUTOXUTL WUT-uHdpacTpykTypy Komnanun. ObecrieyeHwe 6e3omacHOCTU
cnyx6bl KaTanora — BaxxHewwas 3agada UT n VB-oTaenos npeanpusitus.

Hwke npeacraBneH nepeyeHb Mep, KOTOpble MOMOrMyT 3HAUUTENbHO CHU3UTb BEPOSTHOCTb
MOBPEXAEHNS UM BHECEHUSI HECAHKLIMOHMPOBAHHbIX U3MeHeHMit B 6a3y aaHHbIX Active Directory [1]:

1 CsoeBpemMeHHOe o6HoBNeHWe OC u MO No3BONSET YMEHbLWUTb BEPOSTHOCTb KOMMPOMETALMK
CUCTEMbI W OCYLLECTBNEHMUSI HECAHKLUMOHWPOBAHHOW 3NOHaMEpPEeHHON [esiTenbHOCTM BHyTpM WUT-
WHMPACTPYKTYypbl OpraHn3aumu.

2 JddekTMBHas aHTUBMPYCHAs 3aliMTa M 3awWwmTa oT 3noBpeaHoro MO no3BonseT CylecTBEHHO
NOBLICUTb 3aLMLLEHHOCTb UT-MHDPaCTPyKTYpbl OpraHn3auum B LIENOM.

3 PerynsapHoe pe3epBHOe KonupoBaHMe AD obecneymMBaeT BO3MOXHOCTb  OMEPaTUBHO
BocctaHoBuTb B[] CK u ypaneHHole obbekTbl AD, a Takke cnyxby katanora B cuTyauuu
KaTacTpoduyeckoro cbos.

4 SddekTnBHasa cTpaTerns MMeHoBaHWs OObLEKTOB MO3BONSET agMUHWUCTpaTopaMm cnyxbbl AD
apdeKTUBHO naeHTUGUUMPOBaTL 06bEKTHI U YNPaBNAaTb AaHHLIMKU, XpaHawmmMucs B AD.

5 be3onacHocTb KOHTponnepos AoMeHoB (DC) obecneumsatoT cepBepbl, XpaHsawme pennauky B
cnyx6bl kaTanora AD, KOTOpbIe BbINOAHAIOT (OYHKLUMK ynpaBneHus AaHHbIMKU AD.

6 3awmMTa Yy4yeTHbIX 3anucell MPUBUIIErMPOBAHHbIX Monb3oBaTenen. OwnbouHoe BKIIIOYEHME
nonb3oBaTenied B BbICOKOMPUBWUIErMPOBAHHbIE TPYMMbl MOXET MPUBECTM K Kpaxy CUCTEMbl Kak U3-3a
OTCYTCTBMS JOCTAaTOYHbIX 3HAHWIM M HABbIKOB, Tak U B pe3yrnbTaTe 3/I0HaMepeHHbIX AencTBui [2].

7 Wcnonb3oBaHue AONOMHUTENbHBIX BO3MOXHOCTe OC no obecneveHnio 6e3onacHoCTy.

8 MWcnonb3oBaHMe MpUHUMNE HAWMEHbLWMWX MPUBUAErMI  MO3BOMWUT CYLLECTBEHHO MOBLICUTb
ypoBeHb 6e30nacHOCTH, yMeHbLUas ANns 3/10yMblLNeHHUKa 061acTb aTaku.

9 bBnokMpoBKa BO3MOXHOCTW pa3BepThiBaHWS U BbIMOSIHEHWUS HEABTOPM30BaHHbIX MPUNOXEHUN 1
CEepBUCOB, O4YEBUAHO, NOBLILWAET 6€30MacCHOCTb CUCTEMBI.

10 Hanunuve poctyna Kk WHTepHETy 3HauuTenbHO CHWXaeT 6e30MacHOCTb BCen WMHQPACTPYKTYpbI.
ObecneyeHne 6e3onacHoro aoctyna B WHTepHeT M gocTtyna m3 WHTepHeTa K pecypcaMm opraHusauuu
SIBNISIETCA OAHOM M3 BaXKHEMLUMX 334a4 NO MOBbLILIEHUIO 06LLEro YPoBHSI 6€30MacHOCTN CUCTEMBI.

Ob6ecneuntb 6e3onacHocTb AD — cnoxHas 3agadva, HO, MPUHAB psd  dNEMEHTapHbIX Mep
NpeaoCTOPOXHOCTN, MOXKHO AOCTAaTOYHO HAAEXHO 3aWUTUTbL MHPPaCTpyKTypy AD.

CnUCOK UCNONb30BaHHbIX MICTOYHUKOB:

1. Mockanes C., Wanupo J1. Active Directory n 6e3onacHoctb. Yactb 1. MocTpoeHve 3awwmiieHHbIX cnyxb kaTasnora.
//«CucTeMHbIV agMUHUCTpaTop», N27-8, 2013 1. — C. 44-45.

2. https://www.osp.ru/winitpro/2005/03/177563

54


http://www.osp.ru/winitpro/2005/03/177563

59-51 HayuyHasi KOHghepeHUUs acrupaHmos, MasucmpaHmos u cmyderHmoes bI'YUP, 2023 e.

URGENT PROBLEMS OF THE DEVELOPMENT
OF SOFTWARE FOR FACE RECOGNITION

Wang Kaiyu, student of the group 267311

Belarusian State University of Informatics and Radioelectronics,
Minsk, Belarus

Boiprav O.V. — Cand. Tech. Sci., Ass. Prof.

Abstract. The results of the analysis of the shortcomings of modern software tools for face recognition are presented. Taking into account
these results, approaches to the development of the method for creating improved software for face recognition, which are not
characterized by the established shortcomings, are determined. The procedure for one of these approaches implementing is presented.

Keywords. Face recognition, software, regularities.

The analysis of modern algorithms underlying the operation of software tools used for face recognition has
been carried out. Based on the results of such an analysis, the classification of the methods underlying
these algorithms was made, and their shortcomings were identified. The main of these shortcomings are
the following [1-3]:

1) the high duration of the process of the system “learning”, the purpose of which is to add to the database
the file with the reference image of the new system user face;

2) linear dependence of the algorithm execution duration on the number of files with reference images of
the system users faces;

3) high computational complexity.

Taking into account the results of the analysis, it was found that the development of the method of the
development of the improved software for face recognition should be aimed at eliminating the shortcomings
of modern algorithms underlying the operation of software tools used for face recognition. To achieve this
aim, it is necessary to establish the following regularities:

1) the regularity of change in the duration of the process of the system “learning”, depending on the number
of images of new system user face, on the basis of which a file with a standard image of this face is formed;
2) the regularity of the change in the duration of the algorithm execution depending on the performance of
the system hardware;

3) the regularity of the change in the computational complexity of the algorithm depending on the type of
method underlying it.

A method to establish the regularities of changing the duration of the process of the face recognition system
“learning”, depending on the number of system user face images, which are utilized during this process,
has been developed. The developed method includes the following stages.

Stage 1. Formation of three images of the same user face.

Stage 2. Entering the formed images into the system database and registering the time moment at which
this action began to be implemented.

Stage 3. Registration of the time moment at which the processing of the generated images was completed
and entered into the database.

Stage 4. Formation of five images of the same user face.

Stage 5. Repeat the stages 2, 3.

Stage 6. Formation of seven images of the same user face.

Stage 7. Repeat steps 2, 3.

Stage 8. Formation of nine images of the of the same user face.

Stage 9. Repeat stages 2, 3.

Stage 10. Based on the quantitative indicators of the results of the stages 1-9 implementation, plotting a
graphical dependence of the duration of the system “learning” process on the number of images of the
user’s face of this system that are utilized during this process.
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CEKUUA «CUCTEMbIl U CETU UHOOKOMMYHUKALIMA»
CTATbU N TE3UCHI

YAK 621.391

CNOXHEHUE CNOXHOCTU UTEPALUUUN OEKOOAUPOBAHUA LDPC
KOOA U TYPBO KOOA

Abpamoe U.0., bapabarHoe M.1O., macucmpaHm 2p.167001
Bernopycckutl eocyGapcmeeHHbIl yHU8epcumem UHgopMamuKku U paduoasieKmpoHUKU
2. MuHck, Pecnybnuka benapycb

Acmpoesckul .U. — kaHd. mexH. HayK

AHHOTaums. B jaHHON cTaTbe NpoBeAeHa OLEHKa BbIYMCIIUTENBHOMN CIOXHOCTU OAHOM UTepauvu AeKoanpoBaHus 610KkoBoro Typbo
koda (32,26) x (32,26), nekoaMpyeMoro fo anroputMy Yeiiza, M CpaBHEHWE MOSYYEHHOW BbLIYMCIUTENBHOM CIOXHOCTU C
BbIUUC/TUTENBHOM CNIOXKHOCTBIO UTepauun AekoanpoBaHusi LDPC koaa, AeKoAMPYEMOro Mo anroputMy MUHMMyMa CyMMbl «Min-sum
normalized».

KnioueBsie cnoea. Typ6o ko, LDPC koa, CBEPTOUHbIN KO, CPaBHEHME CIIOXHOCTU UTEPALIMK AEKOANPOBAHMS

Mpn cospaHum Typbo KOAOB WMCMONb3oOBanacb MapaguMrMa KackagHblx KogoB. CywHOCTb Typ6o
KOAMPOBaHMA 3aK/loHaeTcs B KackaaupoBaHuu ABYX M bonee coctasnswowmx kogos [2]. CoeanHeHue
MOXET ObITb KaK napasnnenbHbIM, Tak U NOC/IeA0BaTENbHbLIM, HO B 060MX C/ly4asix OHO MPOUCXOAUT Yepe3
nepeMexuTenb.

Typ60 koAb, UCNONb3YIOWNE B KAYECTBE COCTABASIOWMX KOAOB CBEPTOYHbIE KOAbl, HA3bIBAOTCA
Turbo Convolution Codes (TCC) nnu cBepTouHbiMM Typb0 kogamu. [ekoanpyloT Takue Koabl C MOMOLLbLIO
anroputmoB Soft Output Viterby Algorithm (SOVA), Log-MAP u ero moandukaumm Max-Log-MAP.

B oTnnume oT cBepTouHbIX Typbo KofoBs, 6nokosble Typb6o koAbl nponsseaeHns (Turbo Product
Codes (TPC)) ncrnonb3yloT B KAYECTBE COCTaB/SAIOWMX KOAOB JIMHEVHbIE 6/10koBble koAbl BYX mnu
XaMMuHra. MNepemexeHve B 3TOM Cny4vae He TpebyeTcs, a AeKOANPOBaHME TakMX KOAOB OCYLLEeCTBSETCS
no anropuTtMmy Yemnsa.

[ns cpaBHeHMS C pacCMOTPEHHbIM Bbile LDPC koaoM BbibpaH ABYMepHbIN 610K0OBbIN TYpb0 koA
(32,26) x (32,26) co ckopocTbio koanposaHus 0.66. B kauecTBe COCTaBAAIOWNX KOAOB UCMOMb3YyeTCs
pacluMpeHHbI kog XaMMuHra (32,26).

PaboTy utepaTMBHOrO anroputma AekoampoBaHust 610koBoro Typbo koga MOXHO pasfenuTb Ha
HECKOJIbKO 3TanoB, NMpPeAcTaB/ieHHbIX Ha pucyHke 1. MoacyeT aneMeHTapHbIX onepauni 6yaeT BecTUChb
Ans 3TanoB 1-4, BbINOMHAEMbIX UTEPATUBHO.

© O o 06 O

Brtopas caza.

HavanbHele 3 MepBas dha3za. 3 OBpaboTka 3 Monyyexve > Pacuer auHapoMa

YCTaHOBKK Obpabotka cTpok OKECTKWX» PeLLeHni
cton6uos

PucyHok 1 — 3Tanbl AekoanpoBaHust 6n10koBoro Typ6o koaa

CnoxHocTb 3Tanos 1 n 2 oaMHakoBa M B Cny4vae paccMaTpuBaemoro Typbo koda cBoaMTCs K 32-
KpaTHOMY MOBTOPEHWIO npoueaypbl 06paboTku CTPOKM. PacyeT CNOXHOCTM BeAeTCs ANs AJIMHbl Criucka
runoTes npu T=4.

Lar 1. Mepea NOMCKOM YETbIPEX HAUMEHEE HAAEXHbIX CMMBOJIOB B PAacCMaTpUBAEMOMN CTPOKE KO
BCEM 3HAYEHUsIM HaieXXHOCTEN CMMBOJIOB MPUMEHSIETCS onepaumns B3aTUs Moayns uucna. Beero Niy = 32
orepauuu B3TUS MoAyna Yncna.

3aTeM NpoMCXoauT MOUCK 4 HauMeHee HaAeXHbIX cumBonoB. BHauane nocpeacteam N; = 31
CpaBHeHWsI ONpeaensieTcs HauMeHee HaAeXHbIN cMMBOA. 3aTeM nocpeactsam Ny = 62 cpaBHeHUIA
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onpeaensieTcst BTOpoi C KOHLA MO HaeXKHOCTU cuMBon (31 cpaBHEHME HaaexXHocTel mexay coboi u 31
npoBepka Ha TO, YTO HaMAEHHbI CUMBON HE SIBNSIETCS HaMMEHbLIMM MO HaAeXHOCTM). [ns nowucka
TPETbEro M 4YETBEPTOro CMMBOMOB C KOHUa notpebyetcs N; = 93 u N, = 124 onepaumu cpaBHeHus,
COOTBETCTBEHHO.

Bcero Ha gaHHOM Lware 06paboTku cTpoku ncnonbsyetcs Nig = 32 onepaunn B3aTUS MOAYNS Yucna
n N; = 310 onepauuii CpaBHEHMSI.

War 2. Ha paHHOM ware co3faetca 16 ruvnotes. [ns uX CO34aHUS M3HAYasnbHO HYXHO
npeobpa3oBaTh «MSArkMe» pelleHnst Ha BXOoAe anroputma 0bpaboTkun CTPOKM B «XKECTKME» PELIEHUS NyTeM
N, = 32 cpaBHEHUI HaaexHocTel ¢ HyneM. [anee co3patotcs 16 runotes nyteM Ne = 64 npubaBneHuii no
MOAY/II0 2 OMpeaeneHHbIX 3HauyeHU KO BCEM BO3MOXHBIM KOMOGWMHAUMSIM  MO3WUMKM, COAepXKallmx
HaMMeHee HageXHble CUMBOJIbI.

Bcero Ha aaHHOM Lware 06paboTku cTpokn mucnonb3yetcs N, = 32 onepauun cpaBHeHUs U No = 64
onepauuy CNOXeHUs No MOAynto 2.

War 3. Ha paHHOM liare npoucxoauT AeKkoavMpoBaHue COpMUMPOBaHHbIX runotes. 31 cumBson
nepemMHOXaeTCcs No NpasuiaM MaTPUYHOrO YMHOXEHUS Ha TPaHCMOHMPOBAaHHYIO MPOBEPOYHYI0 MaTpuly
Koaa XaMMuHra us 5 ctpok u 31 cronbua. Ans atoro ucnonbayercs Nx = 155 yMHoxeHuit n N. = 150
CNoXeHuii no mozynto 2. lMonyyMBLUMIACA CMHAPOM MpeobpasyeTcss B 4YMCIO B AECSTUYHOM CUCTEME
cuncnenus nytem Nx = 5 yMHOXeHUI 1 N = 4 cnoxxeHuit. Mo Noy4eHHOMY 3HAUYEHUIO NMPOUCXOAUT NMOUCK
HOMepa pa3psfa, B KOTOPOM npou3owna owwubka. Ana atoro 6yaeT ncnonb3osaHo He 6onee Ny = 31
onepauun cpaBHeHus. Mo HalkaeHHOMY HOMepY paspsiia UHBEPTUPYETCA XKECTKMIM cumBon nytem Ny = 1
CnoXeHus no mMoaynto 2. [lanee Ha ocHoBe AekoanpoBaHHbIX 31 cumBonoB nyteM Ne = 30 ClIOXeHWI No
MOAY/II0 2 BbIYMCIISIETCS MOCAEAHMI CMMBOJ rMMoTe3bl. Mpoueaypa NOBTOPSIETCA ANs BCeX 16 runoTes.

Bcero Ha faHHOM ware 06paboTku cTpoku ucnonbayetcst Nx = 2560 onepaumini ymHoxeHus, No =
2896 onepaumit cnoxxeHus no moaynto 2, N. =64 cnoxxenus, N; = 496 cpaBHEHUIA.

LWar 4. Mepea pacyeToM OAHOW METPUKM 3HAYEHMSI 3NIEMEHTOB MMNOTE3bl HEO6XOAMMO 3aMEHUTL MO
npaeuny «0» Ha «1», a «1» Ha «-1». [lna aTtoro ucrnonb3yetca N; = 32 cpaBHeHus. NS pacyeTa METPUKU
ucnonesyetcs N. = 32 BblumtaHma u N = 31 cnoxeHue, a Takke Nx = 32 yMHOXEHMS MOSyYeHHOro
pesynbTaTta Ha camoro cebs (Bo3BeaeHue B KBagpar).

Bcero Ha gaHHOM Lware 06paboTku cTpokmn ncnonbayetcs Nx = 512 onepauuii yMHoxeHus, N, = 1008
cnoxeHuii, N/ = 512 cpaBHEHWIA.

War 5. TmnoTesa ¢ HaMMEHbLUNM 3HAaYEHNEM METPUKM HaxoauTcs nyteM N; = 15 cpaBHEHUWIA MeTpUK
rMnoTe3 Apyr C Apyrom.

Bcero Ha aaHHOM wware 06paboTky cTpoku ncnonbayetcs N = 15 cpaBHeHuiA.

Lar 6. M'vnote3a «KOHKYpeHT» Ans i-oro cumBosia Haxoamtcs nyteM N; = 15 cpaBHeHWIA MeTpUK
runoTte3 apyr ¢ apyrom N, = 15 nposepok ycnosus di # ki.

Bcero Ha gaHHOM Ware 06paboTku cTpoku ucnonb3yetcst Ny = 960 onepauuii CpaBHEHUS ANst MoUcka
32 rMnoTe3 «KOHKYPEHTOB>.

LLar 7. OueHka COXHOCTU BeAETCS A1 pacyeTa nonpasok no dopmyne (1).

wi= (R -K)*-(R-D)?) /4 x di (1)

3HayeHus B ckobKax yxxe paccuuTaHbl Ha ware 4. [ins pacyeta ogHoM nonpasky ucnonbayetcs N.
= 1 BbluMTaHne n Nx = 2 yMHOXXeHUs (onepaums aeneHus Ha 4 3aMeHeHa Ha yMHoxeHue Ha 0.25).
Bcero Ha aaHHOM Lware 06paboTku cTpoku ucnonb3yetcs Ni = 32 BblunTaHns n Nx = 512 yMHOXeH#Hs.
War 8. Ans ¢dopMMpOBaHUS OAHOrO 3NeMEHTa «MArkoro» Bxofa ucnonbsyetcs Nx = 1 yMHOXeHue
n N; = 1 cnoxeHue.
Bcero Ha gaHHOM ware 06paboTku cTpokn ncnonbyetcs N. = 32 cnoxeHns n Nx = 32 yMHOXeHWS.
Mocne 06paboTkun Bcex CTPOK M CTONOLOB HEO6X0AMMO NonyunTb 64 CMHAPOMA, KaXabl U3 KOTOPbIX
paccunTbLIBAETCA NyTEM MEpPEMHOXEHUS 32 CMMBOJIOB Ha MPOBEPOYHYI0 MaTpuuy Koda X3MMuHra us 6
CTpok 1 32 cTonbuos. Becero ans pacyera cuHapoMoB Heo6xoaMMo Nx = 12288 yMHoxeHu n No = 11904
CNoXkeHuii no moaynto 2. MNepen pacvyeToM CMHAPOMA HEOBXO0AMMO MOMYUYUTL «XKECTKUE» anoCTepUOpPHbIe
pelweHns nocpeactsam N; = 1024 cpaBHeHui. N, = 1 cpaBHeHWe TpebyeTcs ANsi NPOBEPKM BbIXOAA 3a
MaKcMManbHOe YnCno ntepaumn.
CpaBHeHue CnoXHOCTU utepauun aekoanposaHus LDPC koaa v Typ6o koaa npusoanTcs B Tabnuue
1. MogenupoBanue Ha MK nokasano, 4to nposeaeHne ntepaummn LDPC gekogmnpoBaHus Tpebyet B 3 pasa
MEHbLLE BPEMEHM, YEM MNpOBeAeHMe uTepaumnmn 610koBoro Typbo AekoanpoBaHuS.
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Tabnumua 1 — CpaBHEHWE CNIOXHOCTU AEKOANPOBAHUS.

Konnuyectso Ha utepaumio 4eKoaMpoBaHus
Onepaums LDPC BrnokoBbI Typbo Koa
(«Min-sum normalized») (AnropuT™m Yeiiza)
CrnoxeHwne 37024 72704
YMHOXeHMe 38706 215040
CpaBHeHue 64159 149825
B3aTtue moayns 33888 2048
CnoxeHue no Moaynto 2 4218 201344

CnepyeT noayepkHyTb, 4TO npoueaypa AekoauMpoBaHuMs 6510koBOro Typbo koaa MOXET 6blTb
ONTUMU3MPOBAHA C TOYKM 3pEHUS BbIYMCIEHWMI, KaK 3TO mMoka3aHo B [1]. OpHako B cnyvae
OMNTMMM3NPOBAHHOIO anropyTMa AeKoAMpoBaHus Typbo Koda ero CAOXKHOCTb CleayeT CpaBHMBaTb CO
CNOXHOCTbIO OMTUMU3NPOBAHHOMO anropmMTMa aekoamposaHus LDPC.

AHann3 COOTHOLIEHUI MEXAY CNOXHOCTbIO CPAaBHMBAEMbIX KOAOB Ha MTEpaUMio AEKOANPOBAHUS U
WX CPEeAHMM WCTMOJb3YEMbIM YMCIIOM MTEpauMin MOKA3blBAET, YTO B KOHKPETHOM C/lyyae BbiroAHee
npoaensiBath 6o0snblue utTepaunii aekoavMpoBaHusi LDPC C MeHbLUeN ClOXXHOCTbIO, YEM OCYLLECTBASTb
MeHbLUee YNCo uTepaumin Typbo AeKOAMPOBaHMS, HO C 6OMbLUEN CNOXHOCTBHO.
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Annotation. This article estimates the computational complexity of one iteration of decoding the block turbo code (32,26) x (32,26)
decoded by the Chase algorithm, and compares the resulting computational complexity with the computational complexity of the LDPC
decoding iteration of the code decoded by the minimum sum algorithm "Min-sum normalized".

Keywords. Turbo code, LDPC code, convolutional code, comparison of the complexity of the decoding iteration
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OLIEHKA CNOXHOCTWN AIIMCOPUTMA OEKOAUPOBAHUA «MIN-SUM»
U Er0 mMoOaonenKALUUU

Abpamos U.0., bapabaHos M.FO. — maaucmpaHmsi ep.167001

Benopycckuti eocydapcmeeHHbil yHugepcumem UHhopMamuku U paduo31eKmpoHUKU
2. Munck, Pecnybnuka benapyco

Acmposckut U.U. — kaHO. mexH. HayK

AHHOTaums. B 1aHHON cTaTbe NpuBefieHa OLIEHKa CITIOXXHOCTY anropuTMa aekoamposaHus LDPC koo «Min sum» 1 ero Moandmkaumi.
MpoaHanM3MpoBaHbl OTIMYNS CIIOKHOCTU anropuTMoB «Min-sum», «Min-sum normalized», «Min-sum offset».

KnioueBsle cnoea. LDPC-kof, aAroput™ AeKOAMPOBAHMS, HU3KOMOIOCTHAs MaTpuLa, BbIUUC/IUTENbHAs CNIOXKHOCTb.

LDPC-koa npeacTaBnsieT coboi NMHEWHBbIA 6MOYHBIN KO, XapaKTEPU3YIOLMICA pa3psXKEHHOM
npoBepoyHoON MaTpuuen H(N x M), rae M — KOMMYECTBO MPOBEPOYHBbIX CTPOK; N — ASIMHA koZa, T.€.
KOJIMYECTBO CTON6LOB B MaTpuUe; K — ANMHA UCXOAHbIX AaHHbIX. EC/IM KONMMYECTBO HEHYMEBLIX 3/IEMEHTOB
B KaX[OW CTpOKe paBHO dr < N W KONIMYECTBO HEHYNEBbIX 3IEMEHTOB B KaXKAOM CTonbue paBHO dc < M,
TO KOA Ha3blBaeTCs PerysipHbIM, B MPOTUBHOM CllyYae — HEpEerynsipHbIM.

Ipacdmyeckn LDPC-koabl MOXHO MpeacTaBuTb € noMolbio rpada TaHHepa (pucyHok 1).

Ilposepounsie ysini

Il I.’ 13 IJI

!

bumoest ey3ibl

PucyHok 1 — lMNpeacrasneHue perynsipHoro LDPC-koaa B Buae rpada TaHHepa

Ha puc. 1 BepwmHbl 11, [2 * * * IM — NpOBEPOYHbIE Y3/bl, @ BEPLUMHBI c1, c2 * * * ¢cN — 6UTOBbIE Y3bl.
Takunm 06pasom, 13 rpacda BUAHO, YTo dr = 3 n dc = 2.

CyliecTByeT MHOXeCTBO anroputMoB fekoampoBaHunsa LDPC-koaos. Cpeau HUX CaMbiM U3BECTHbLIM
ABNSETCA anropuTM «Sum-product», KOTOpbIN 0becneunBaeT BbICOKY 3h(EKTUBHOCTbL AEKOANPOBaHNS,
HO TpebyeT 60MbLMX BbIYMCIUTENBHBIX 3aTpaT. B CBSA3M C 3TUM CyleCTBYIOT afnbTepHaTUBHbIE METOAbI,
Lenblo KOTOPbIX SABASETCH CHUXKEHWE BblUMCAUTENbHbIX 3aTpaT. Cpean HUX OAHUM U3 CaMbIX NOMYASPHbIX
ABngeTcs anroput™ «Min-sum». Anroput™M «Min-sum» SIBISIETCA annpokCcUMaumein anroputMa «Sum-
product» € WMCNONb30BaHWEM MPOCTLIX OMEPaLMii, TakKMX Kak MOWCK MWHMMYMa WU CJIOXKEHME, BMECTO
CNOXHbIX PYHKUMI runepbonmMyeckoro TaHreHca 1 apkTaHreHca [1].

BblumcnmMTenbHas CNOXXHOCTb — MOHATME B MHMOPMATMKE U TEOPUM anroputMoB, obo3Havalolee
yHKUMIO 3aBUCMMOCTM 06bEMa paboTbl, KOTOPAs BbINOMHAETCS HEKOTOPbIM anroputMOM, OT pasMepa
BXOAHbIX AaHHbIX [3].
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B AaHHOM cTaTbe paccMOTPVM M MPOBEAEM OLIEHKY BbIYMCITUTENBHOM CIOXHOCTY anroputMa «min-
sum» 1 ero MoamuKaLuni.

[lNst OLUEHKW CIIOXHOCTY anropMTMOB AEKOAMPOBaHMUSI B KavecTBe 6a30BOM MCMOMb3YeTCs METOANKA,
npeanoXeHHas B [2]. [lJaHHasi MeToAMKa B MOJTHON MEpe yYMTbIBAET onepaumn cnoxkeHns (N+), yMHOXeHUs
(Nx), cpaBHeHnusi (N/), B3atuss moaynsa uncna (N|a|) u cnoxenus no moayno 2 (Ng) Ha ogHy UTepaumto
AekoanpoBaHus. Onepauusi BblUMTaHMSI MPUPaBHUBAETCA K oOrnepaumu CloXeHus. Yucno onepaumi
pasnnyHoro Tuna byaeT 3aBuceTb OT «BecoB» CTpok (K) u ctonbuos (j) NpoBepoOYHOI MaTpULbl, @ TaKXKe
OT ANuHbI koaoBoro cosa (1), konMyecTsa ypaBHEHUIA B MaTpULIE NPOBEPKUN Ha YETHOCTb (M) M anropuTMa
[LEKOANPOBaHMUSI.

PaboTy nob6oro anroputMa AEKOAMPOBaHMS KOAOB C Masioli MOTHOCTbIO MPOBEPOK Ha YETHOCTb
MOXHO pa3fdefiTb Ha HEeCKOSbKO 3TanoB, MpeACTaBfeHHbIX Ha pucyHke 2. lloacyeT 3neMeHTapHbIX
orepaumii 6yaeT BECTUCH AJ1s 3TanoB 1-4, BbIMOHSIEMbIX UTEPAKTVBHO.

© O o 6 O

ObHoBnexue

HauanbHsie Pacyet coobuieHuit Pacyet coobuieHunii KMATAXD POLLEHMA
_" OT CUMBONbHBLIX _’ OT NPOBEPOYHbLIX b _" PacueT cuH, oma
YCTaHOBKK yanoa pysngs 1 nonyveHue AP

OKECTKUX» peLUeHnii

PucyHok 2 — Jtanbl gekoamposaHus LDPC kopos
ANroputT™ MMHMMyYMa CyMMbl «Min-sum»
Lar 1. PacyeT coobLleHnt OT CUMBOJIbHBIX Y3/10B rpacda TaHHepa.

[ns nepBoi uTepaumm coobLleHMst OT CUMBOLHbLIX Y3108 L(gm,|) ycTaHaBnnBatoTCs Kak BXOAHblE
msarkve pewenns L(Cl). Ha nocneaytowmx ntepaumsix Ha AaHHOM Liare UCNonb3ykTcs TONMbKO onepauuu
C/TOXKEHUS, KONIMYECTBO KOTOPbIX BbIpaXXaeTcsl (hOpMyON:

N, :;(L _1)‘ ji ’ (1)

rae ji - Bec i-oro ctonbua NpoBepoYHOli MaTpuLbl. KonnyectBo cTonbLoB B MaTpuyLE COOTBETCTBYET
AJIMHEe KoaoBoro cnoea |.

LLar 2. PacueT coobLieHnii 0T NPOBEPOUHbIX Y310B rpacda TaHHepa.

Ans ¢opMnpoBaHUs COOBLLEHMI OT MPOBEPOYHLIX Y3/10B K CMMBOJIbHBIM Y3/1aM WCMOSb3YHTCS
orepaunn CpaBHEHUSI, YMHOXEHUS M B3STUS MoAynsl umcna. KonmyecTBo YMHOXEHWH, BbINOSHAEMbIX Ha
[@HHOM 3Tane, BbipaxxaeTcst HOpMynon:

N, = iki '(ki _1) ) (2)

roe i k - Bec i-oi CTpOKM NpOBEPOYHON MaTPULbI.

KonmuecTBo cpaBHEHWI, BbINOHAEMbIX Ha AaHHOM 3Tare, BbipaXkaeTcst hopMysIoN:
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N,=iki-(2-ki—3)‘, ©

KonnyecTBo B3STUIA MOAY/ISi YMC/A, BbIMOSHAEMbIX HA JaHHOM 3Tane, BblpaxaeTcst (hopMynou:

N\a\ = Zl:ki (ki 1), 4)

LLar 3. O6HOBNEHNE MATKMX PELIEHWI U MOJTYYEHUE XKECTKUX PELLEHUN.

Ha paHHOM 3Tane WCronb3yloTCA OnepaLMn CIOXEHUS Ans OBHOBNEHUS MAMKUX peLLEHU U
orepaLmMmn CPaBHEHUS C HYNIEM NS MNOJTYUYEHUS XECTKUX pelleHnit. KonmyecTBo CIOXKEHWIA, BbIMOHAEMBbIX
Npy 06HOBNIEHUWN MSATKUX PELLEHUI, BbIpaXaeTcst (hopMyIoif:

(5)

Konunyectso CpaBHeHMVI, BbINOMHAEMbIX ANA  NONy4YeEHUA XKECTKUX pemeHMﬁ, BbIpaXa€eTcA
dopmynoi:

(6)

LLar 4. Pacyet cmHapoMma.

Ha AAHHOM 3Tane WCNOMb3YKOTCA TOJIbKO oOnepaunun CnoXeHna no MoAaynto 2 ana pacyeta
cuHapoMa. KonmMuyecTBO CNOXKEHMI MO MOAYMO 2, BBIMOMHSEMbIX Ha [AaHHOM 3Tane, BbIPaXaeTcs
dopmynoi:

N =;(ki -1, )

NToroBsble (bOpMYJ'IbI ONnAa pacyeTa Konn4yecTBa onepauMVl.

O6Liee unCo onepauuii CIOXKEHUS Ha OfIHY UTepaLMio AEKOAMPOBaHMS BbipaXxxaeTcs hopMyion:

(8)
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O6Liee Y1Co onepaLmnii YMHOXEHMS Ha OfIHY UTEpaLMIO AIEKOANPOBAHNS BblpaxaeTcs (hopMynon:

N, = iki '(ki _1) ) ©)

O6Liee YNCNIO CPABHEHNS YMHOXEHUS Ha OAHY UTEpaLMIO IEKOANPOBAHUS BbIPAaXAETC (hOPMYIIOiA:

N,=1+I+Zm:ki~(2~ki—3)‘, (10)

3pech, U panee Ans Apyrux anropyMTMOB, NEPBLIA YMeH CyMMbl, paBHbIN 1, kKak U B [2], yuuTbiBaeT
CpaBHEHME CYEeTYMKa UTepaLmnii C MaKCMMasbHbIM YMCTIOM.

O6luee uncno onepaumii B3STUSE MOAY/ISE YMC/IA HA OAHY MTEpaLMio AEKOAMPOBAHMS BblpaXXaeTcst
dhopmynoi:

N =;ki (ki =D)|, (11)

O6Luee YMCo onepaumii CNOXKeEHUs Mo MOAYNIO 2 Ha OAHY UTEPaLMIO AEKOAMPOBAHUS BblpaXaeTcs
cdopmynoit:

No =3 (k-1 12)

Oblee uncno onepaumii pasIMYHOro Tuna, HeobXoAUMbIX AN BLIMOMHEHUS OAHOM WTepaumm
AEKOAMPOBaHNA NO anropuTtMy «Min-sum» C HW3KOMIOTHOCTHOM ManMLleVI NPOBEPKN Ha YETHOCTb U3
Subframe2 pasmepHocTbio 600 Ha 1200, copepxxaluelt 4818 HeHyneBbIX 3/IEMEHTOB, NMPEACTaB/IEHO B
Tabnuue 1. MNpuBoauMble Aanee KOMMYECTBEHHbIE OLUEHKN BbIYUCIUTENIHOM CIOXHOCTM ANs ApYrux
anropuTMOB AEKOANPOBAHMS MOJTYYEHbI AN15 3TOM XKe MaTpuLbl NPOBEPKMN Ha YETHOCTb.

Tabnumua 1 — CnoxHoCTb anropuTMa «Min-sump».

Onepauus KonnyecTBo Ha utepaumio AeKoaMpoBaHns
CnoxeHwne 37024
YMHOXEeHne 33888
CpaBHeHue 64159
B3sTue moayns 33888
CnoxxeHune no moaynto 2 4218
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AnroputM «Min-sum normalized» vMeeT oTauMums OT anroputMa «Min-sum» TOMbKO pPacYeTOM
COODBLLEHNA OT NpOBEpOYHbIX y310B rpada TaHHepa (war 2). Kak cneacteue, warn 1,3 u 4 umelor
OAMHAKOBYH0 C/TOXXHOCTb U HE ONUCbIBAOTCS 3A4€eCh.

LLar 2. PacueT coobLueHnid OT NPOBEPOYHBIX Y3/10B rpacda TaHHepa.

Ans ¢opMnpoBaHUs COOBLLEHMI OT MPOBEPOYHLIX Y3/I0B K CMMBOJIbHBIM Y3/1aM WCMOJb3YHTCS
onepauun CpaBHEHMUS, YMHOXEHUA U B3STUS MOAYNS umcia. KOnMUecTBO YMHOXEHMI, BbIMOSHAEMbIX Ha
AaHHOM Luare, BblpaXkaeTcst hopMyoNn:

, (13)

KonmuecTBo cpaBHEHMWI M B3STUIA MOAYNS YMCIA HA AAHHOM Luare He MpeTepneno U3MeHEeHWn Mo
CpaBHEHWIO C anroputMoM «Min - sum» u MOXeT 6blTb BbluMcieHo Mo dopmynam (3) u (4),
COOTBETCTBEHHO.

WTorosble hopMynbl Ans pacyeTa KonmM4yecTsa onepauui.

ObLuee YMCno onepauni COXEHWSt Ha OAHY UTepauMio AeKOANPOBaHUS BblpaXxaeTcs PopMyoi:

(14)

, (15)

O6Luee yncro onepaumnii CpaBHEHUS Ha OAHY UTEPALMIO AEKOANPOBaAHMS BblipaXaeTcs hopMyoi:

N,=1+I+Zm:ki~(2~ki—3)‘, (16)

ObLee 4ncno onepaumnin B3STUS MOAYNS YMCNA Ha OAHY MTEPaLUMIO AEKOANPOBAHUSA BblpaXkaeTcsl
dopmynoi:

N\a\ = ;ki k=D, 17)

O6Lee 4MCNo onepaumnin CoXXeHns Nno MoAysto 2 Ha OAHY UTePaLMIO AEKOANPOBAHUS BbiPaXXaeTcsl
opmynoir:

m

Ne =" (ki —1)|, (18)

i=1
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O6Llee uncno ornepauuii pasIMYHOro Tuna, HeobXoAUMbIX AN BbIMOMHEHUA OAHOW WUTepauuu
JEKOIMPOBAHNA Mo anropuTMy «Min-sum normalized», npeacrasneHo B Tabnuue 2.

Tabnuua 2 — CnoxHocTb anroputMa «Min-sum normalized».

Onepauus Konn4yectso Ha ntepaumio AeKoaMpoBaHus
CnoxeHwne 37024
YMHOXeHWe 38706
CpaBHeHue 64159
Basatne moayns 33888
CnoxeHwne no Mmoaynto 2 4218

AnroputM «Min-sum offset» wumeeT oTanuus ot anroputMa «Min-sum» TOMBKO PacYyETOM
COO6LLEHNA OT NpOBEpoYHbIX Yy310B rpada TaHHepa (war 2). Kak cneacteue, warn 1,3 u 4 umelor
OAMHAKOBYIO C/TOXXHOCTb U HE ONUCbIBAOTCS 34€eCh.

LLar 2. PacyeT coobLueHnin OT NPOBEPOYHBIX Y310B rpaca TaHHepa.

Ans ¢opMnpoBaHUs COOBLLEHWI OT MPOBEPOYHLIX Y3/I0B K CMMBOJIbHBIM Y3/1aM WCMOMb3YHOTCS
onepaumm CNOXeHWs, CpaBHEHNS, YMHOXEHMS U B3ATUS MOAYNS YMca.

KonmuyecTBO CNOXXEHWI, BbIMOHSIEMbIX Ha AaHHOM LWare, BblpaXkaeTcst popMyrnon:

(19)
KonnuecTBo cpaBHEHWIA, BbIMOMHSEMbIX Ha AaHHOM Luare, BbipaXkaeTcs (popMymon:
m
N, =D ki-(2-k —-2)|, (20)
i=1

KonnyecTBo YMHOXEHMI 1 B3STUIN MOAYNS YMCNa Ha [AaHHOM luare He NpeTeprneno U3MeHEHWI no
CPaBHEHMIO C anroputMoM «Min - sum» W MOXeT ObiTb BbluMcieHo no dopmynam (2) mn (4),
COOTBETCTBEHHO.

MToroBble hopMynibl NSt pacyeTa KoMYeCTBa onepaumii.

O6Lee uncno onepauuii ClIOXKEHUSI Ha OAHY UTepauMio AEKOANPOBaHMS BbipaXaeTcs popMynoin:

| m
N, = Z I +Zki : (21)

O6LLee ynco onepaumnii YMHOXEHUSI Ha OAHY UTepaumio AEKOAMPOBAHMS BbipaXkaeTcst hopMysion:
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N, = Zki (ki =1, (22)

O6Liee yMcno onepaLmnii CPaBHEHUS Ha OAHY UTEPaLMIO AEKOAMPOBaHMS BblpaxaeTcs hopMynoin:

N,:1+I+Zm:ki-(2-ki—2) , (23)

ObLiee 4MCno onepaumnii B3ITUS MOAYNS YMCIa Ha OAHY MTepauMio AEKOAMPOBaHMSI BblpaXxaeTcs
cdopmynoit:

N\a\ = ;ki (ki =1, (24)

Ob6Luee YMCno onepaumii CIOXEHUS Mo MOAY/0 2 HAa OAHY UTEpPaLMIO AEKOAMPOBaHMS BblpaXaeTcs
dopmynoi:

No =2 (K —1)‘, (25)

Obllee uncno ornepauuii pasfIMYHOro Tuna, HeobXxoAUMbIX ANl BbIMOMHEHUS OAHOM WTepaumm
[AEKOAMPOBaHUA Mo anroputMy «Min-sum offset», npeacraBneHo B Tabnuue 3.

Tabnuua 3 — CnoxHocTb anroputMa «Min-sum offset».

Onepauus KonnyecTBo Ha utepaumio AeKoanpoBaHns
CnoxeHwne 41842
YMHOXeHne 33888
CpaBHeHue 68977
B3satue moayns 33888
CnoxeHne no Moaynto 2 4218

MpoaHanusMpoBaB anroputM AekoaupoBaHust «Min-sum» wu ero Moaudukaumm «Min-sum
normalized» n «Min-sum offset» MoxxeM caenaTtb BbIBOA, YTO:

CnoxHocTb anroputma «Min-sum normalized» MMeeT OTAMYUMS OT CINOXHOCTM anroputMa «Min-
SUM>» Ha YMCNO YMHOXEHWI, paBHOE KOIMYECTBY 3/IEMEHTOB B MPOBEPOYHON MaTPULIE HU3KOMIOTHOCTHOMO
Koda, TO €CTb Ha KOMMYECTBO OTHOPMMPOBAHHbLIX COOBLLEHNN, KOTOpoe (hOPMUPYETCS OT MPOBEPOYHBIX
y3n0B rpaca TaHHepa K CUMBOJIbHBIM Y3/1aM.

CnoxHoctb anroputma «Min-sum offset» umeer oTAnumsl OT CIOXHOCTM anroputMa «Min-sum» Ha
YMCNO CIIOXKEHWUIN U CPAaBHEHMWI, KaXkKA0Ee M3 KOTOPbIX PAaBHO KOJIMYECTBY 3/1IEMEHTOB B MPOBEPOYHOMN
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MaTpuLe HWU3KOMIOTHOCTHOrO KoAa, TO €CTb KOMIMYECTBY COODLLEHMIA, KOoTopoe dhopMUpyeTcs OT
NPOBEPOYHbIX Y3110B rpacda TaHHepa K CMBOJIbHbIM Y3/1aM.
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COMPLEXITY EVALUATION OF THE "MIN-SUM" DECODING
ALGORITHM AND ITS MODIFICATIONS
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Annotation. This article provides an estimate of the complexity of the decoding algorithm for LDPC "min sum" codes and its modifications.

Differences in the complexity of the "min-sum", "min-sum normalized", "min-sum offset" algorithms are shown.
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YAK 621.391
ABTOMATU3ALNA BU3SHEC-NMPOLEECCOB HA OCHOBE LOW-CODE

ApakensH K.H., maecucmpaHmka 167001
Bernopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHgopmamuku U paduod/1eKmpOoHUKU

2. MuHck, Pecnybnuka benapych

Llesuyk O.I. — kaHO. mex. HayK, OoueHm

[oknaa nocesweH npobnemMe aBTOMaTu3auMM GM3HEC-NPOLIECCOB C LiEMbl MOBbIWEHMS 3ddheKkTBHOCTM 6u3Heca M Low-code
cucTeMaMm, Kak MHCTpyMeHTaM aBToOMaTu3auuun.

5V|3Hec-npouecc — COBOKYMHOCTb pa3/iniyHbIX BUWAOB AEATENbHOCTN, B paMKax KOTOpOVI «Ha BXoae»
MCNOJIb3YETCA OAWH WU bonee BWOOB pecypcoB, U B pe3ynbrate 3TOM neaTenbHOCTU «Ha BbIXoae»
CO3/aeTcs NPOAYKT, NPeACTaBASAOLMIA LEHHOCTb Ans noTpebutens [1].

OAaHako, CrOXHO AaTb OAHO3HA4YHOE onpeaeneHune 6usHec-npouecca. C ApPYro CTOPOHbI, 3TO
normyeckas NocieaoBaTeslbHOCTb AENCTBUIA YenoBeka (MW rpynnbl flogei) B KONneKkTMBe. Yacto uenbto
€ro ONuCaHus SBNISIETCA aHa/M3 M PerfiaMeHTaumsl TeX WM MHbIX AEUCTBUIA. 3avacTyio 6usHec-npouecc
MPOMCXOANT C Y4aCTMEM YESOBEKA B SBHON UM HESBHOW (POPME, UTO MOXET OTPULIATENIbHO CKa3blBaTbCs
Ha KOMMaHUn.

Ha pucyHke 1.1 npeacraBneHo rpagudeckoe nsobpaxxeHne 6msHec-npouecca.

Y IpaETeHHE

Bxon Dy HEI HO HANE HELH
- brmox >

Brxog

&

Mexanmam

PucyHok 1 — pacmueckoe nzobpaxkeHne GusHec-npoLecca

BusHec-npouecc cocTounT us:

1 Bbixoga. OnucbiBaeT TO, YTO CO34AaETCad B pe3ynbTaTe AeAaTeNbHOCTM, €€ KOHKPETHYI uenb
(UEeHHOCTb ANa KIMEeHTa, LEHHOCTb A/ 3aMHTEepPeCcOBaHHbIX /ML) — B YaCTHOM Cilyyae, 3TO ToBapbl U
ycnyru.

2 Bxopa. OnwucbiBaeT TO, 4TO npeobpa3yeTcs WAM pacxoayeTcs B npouecce AesTenbHOCTU
(HanpuMep, cbipbe M MaTepuasbl, 3asiBKa Ha BbiNoHeHWe paboT, obpalleHne KnneHTa un T.n.).

3 YnpaeneHus. OMUCbIBAaeT LENEeHanNpPaBfiEHHbIA XapakTep AesTENbHOCTM M BK/OYAET BcCe
[OMyCTUMblE YMNpaB/sitoLne BO3AEUCTBUS (MPUKa3bl, PacnopsPKEHUS, 3aaHUsl Ha BbINOSIHEHME paboT U
T.M.).

4 MexaHu3Ma (pecypcoB). OMMUCbIBAaET Pecypchbl, UCMOMb3yeMble ANt AOCTWMKEHMSI MOCTaBEHHOW
uenn (Hanpumep, obopydoBaHMe, YenoBeyveckne pecypcbl). Mx oTnnume oT «Bxoga» B TOM, YTO OHM
NCMONb3YHTCS B MPON3BOACTBEHHOM LIMKI1IE MHOMOKpPaTHO.

5 ®OyHKkuMoHanbHoro 6510ka. [essTenbHOCTb KOMNaHun unm ee Yactu, no npeobpasoBaHunio «Bxoaa»
B «BbIxog», npecnenyrowero 3aaHHy0 Lesb, YCTaHOB/IEHHYIO B «YTpaBfieHnn» U ucrnonb3yowas ans
3TOro umetoLLmecs «Pecypcbl».

Ans MuHMMM3auMK 3aTpaT M obecneyeHnss MacWTabupyemMocTM KOMMaHUM 4YacTo MCMOMb3yeTcs
aBTOMaTu3aums 6usHec-npoueccoB. Kak 6blI0  OTMeYeHO paHee, 6u3Hec-npouecc aBnseTcs
rnocnefoBaTeNIbHOCTbIO AEWCTBUIM, KOTOPbIE 3a4acTylo BLIMOMHSAET yenoBek. OAHaKo, YENoBEKYy TSHKeso
paboTaTb C 60/bWMM KOIMYECTBOM MHMOPMaLMK BPYYHYIO, YTO NPUBOAUT K 3amMeasieHnto paboTsl
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KOMMaHUM 1 NoTPebHOCTU BKIaAbIBaTL Pecypchbl ANs YBENMYEHUs KOu4YecTBa nepcoHana. MNostomy Bce
yalle npuberaloT K aBTOMaTM3aummn 6U3HeC-NpoLLECCOB.

ABTOMaTM3aums busHec-npoueccoB (ABI) — 3To nepeHOC Hambonee 4acToO BbIMOHAEMbIX 3a4ad
noA KOHTPONb NpOrpaMMHO-annapaTHoro komnnaekca. C MOMOLWb0 TakMX CEepBUCOB CTAHOBUTCS
BO3MOXHbIM YNPOCTUTb BbINO/IHEHWE eXeAHEBHbIX U PYTUHHBIX 3aAa4 6e3 yuacTtus coTpyaHukos [2].

AB[1 BbINONHAET psag 3agay:

1 YnpoweHune wmacwtabupyemoctn 6usHeca. Korga KkomnaHus pacTeT, yBenn4YMBaeTcs obbem
WH(opMaLmMn, KOTopyto HeobxoamMMo cobupaTtb, 06pabaTbiBaTb M XPaHUTD.

2 YBenunueHue npubbinn. ABI nNo3BonsieT NOBbIWATb KayecTBO HeobXoAMMbIX MPOLECCOB C
MEHbLUMM KOSIMYECTBOM COTPYAHWKOB. Korga noBceAHeBHble 3aJayu OpraHuM3oBaHbl C  MOMOLLbIO
crneumanbHbIX NporpaMM, yqacTue YenoBeKa HYXXHO TOMbKO B HECTAHAAPTHbIX CUTYauusiX.

3 DKOHOMUSI BpeMeHu. HekoTopble mnpouecchl BoobLle He MPUHOCAT KOMMaHuuM A0XOA, HO OHM
HeobXoaMMbl ANS XKMU3HEHHOrO UMKMA, MHAve BCE OCTaflbHble MPOLECChl OCTAaHOBATCSA. ABTOMAaTM3auuMs
TakMX 3afjay nomoraeT COTpyAHWKaM ChOKYyCMpoBaTbC Ha Aenax, KoTopble TpebyloT TBOPYECKOro
noaxoaa Unm NPUHOCAT NpUBLIIb.

4 MosblweHne 3P HEKTUBHOCTU U TOYHOCTU MnpoueccoB. ECTb npouecchbl, B KOTOPbIX OYeHb BaXKHa
TOYHOCTb WM JOArOCpOYHas paboTa Hajg HUM.

5 YnyyweHune npoueccoB. HekoTopble 6u3HEC-Npouecchl MpaKTUYeCcKM HEBO3MOXHO 0bpaboTaThb
BPYYHYIO M3-3a 6OMbLIOrO KonmyectBa MHGOpMaumu. ABTOMaTM3auMs BbIBOAMT KOMMAHWIO Ha HOBbIM
YpOBeHb nepcoHanm3aumm B paboTte € UMPPOBLIMU AaHHBIMU U COTPYAHUKAMM.

OpHako cepa 6u3HECa U3MEHSAETCH C TEYEHMEM BPEMEHU W HAaxXOOUT OTPaXKeHue B TeHAEHUMAX
MCMONb30BaHNs aBToMaTu3auumM BU3HeC-NpoLEeccoB Afs NOBbieHUst 3¢ heKTMBHOCTU. OZHON U3 TaKmx
TEHAEHUMI sBNsieTcs nepexod Ha ucnonb3osaHue LCP (Low-code Platform) ans rmbkoro ynpaeneHust
6usHec-npoueccamu. Mnatdopmbl TAKOrO TUMNA NOMOraloT PyKOBOAUTENAM OTAENOB U BU3HEeC-aHanUTMKam
CHU3WUTb PUCKM W peliaTb akTyasbHble npobnembl 6u3Heca B KpaTyaiwme cpoku. LCP cyliecTBeHHO
ynpowaT aBToMaTu3aumio 6usHec-npoueccoB 6narogaps yaobHbIM MOMb30BATENbLCKMM UHCTPYMEHTaM
ANSl UX MOZENVPOBaHWSl, @ TakkKe BO3MOXHOCTM BHECEHWUSI U3MEHEeHWI 6e3 OCTaHOBKU AEWCTBYHOLIMX
npoLeccoB.

MonobHble pelleHns MeT B CBOEM COCTaBE FOTOBblE MOAYNN, KOMMOHEHTbl U MHCTPYMEHTbI, YTO
Nno3BoNnsieT 6bICTPO co34aBaTb HOBble BU3HEC-MpUNoXeHus, A06aBNaTb, U3MEHSATb U NEepPencnonbL3oBaTh
nx dyHKUMOHanbHOCTb. Hepeako LCP no yMonuaHMIo BK/IKOYAOT HeobXxoauMble WHCTPYMEHTbl Ans
CO3AaHusi NPOTOTUNOB, OT/IAZAKWU, BEPCUOHNPOBAHUS M OBHOBNEHUSI CBOMX PELUEHWIA.

Ha pucyHke 1.1 npencraBneHbl Habop Kno4eBow YHKLMOHANBLHOCTU (UTO MOXET BXOAWUTb B COCTaB
noaobHbIX NAaTgopM), a Takxke 3Tanbl, KOTopas NPoxoAuT pa3paboTka, YTO6bl 3aN0XKUTb NOTEHLMANbHYIO
BO3MOXXHOCTb HaCTPOWKM NpUIoxeHuii 6e3 koga.

LOW CODE NNAT®OPMA
~ PYHKLUOHANbHOCTD ~— HcTpyMeHTbl pazpaboTku
O6vekTHas Mogenb YnpasneHue AHanuTuka Bbinyck penusa
6e30nacHOCTbIO
Noruka, npoueccel HanwucaHue kona AnMuHUCTpUpOBaHue
Ynpasnexve
Wutepdeiichi nonbzosaTensMu Ortnaaka O6HosneHune
WNHTterpaunmn MacuwTrabupyemocTs KoHTponb kavyecTsa MoHuTopuHr
o « Koutponb eepcuin c6
TYUETHOCTD 4 Op CTaTUCTUKM
OTKaz0ycTONYMBOCTD « Kon-pesuid P
« TecTmposanue
Nokanuzauusa
JokyMeHTpoBaHue

PucyHok 2 — Cxema Low-code nnatdopmbl
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BHe 3aBucMMocTM OT cdepbl npuMeHeHus Low-code nossonsieT «cobupatb» MHGOPMaLMOHHbIE
CUCTEMbI M MPUSIOXKEHUS PA3/IMYHON CNOXHOCTU. OAHAKO CTOMT 06paTUTb BHUMaHWE Ha CyLleCTBOBaHWE
pa3nnuHbIx nogxodax y Low-code nnatdopm — ogHn paboTaroT Kak KOHCTPYKTOP: OCHOBHasi YacTb busHec-
NOrMKN 3aAaeTca Yepe3 MHTepdeic, rae nosb3oBaTeNbCkne MHTepdeiicbl ¢ dyHkunaMmu drag-and-drop
3aMEHSAIOT TPaAUUMOHHOE MNPOrpaMMMpOBaHME; Apyrve Wb WMMEKT rOTOBOE MpeACTaBleHne, HO
(byHKLMOHAIBHYIO YacTb HEO6XOAMMO NPOrpaMMMUPOBaTb KoAaoM. BTopoli Tun sBnsieTcs 6onee rmbkumM,

Takmm o6pa3omM, Low-code cucTeMbl B KOHEYHOM CHETE paaMKanbHO COKPALLAOT CPOKM 3anycka B
aKcnnyaTaumio IT-peweHnin n obecneymBaloT 6bICTPYIO aaanTaumio K HOBbIM TpeboBaHUsSM BU3Heca, YTo
ABNSeTCca 60MbWKMM MPEUMYLLECTBOM B aBTOMaTH3aLmu.

CnuUCoK Mcnornib30BaHHbIX MICTOYHUKOB:

1. Xammep M., Yamnu [l. PenHXMHUPUHT Kopriopauumn: MaHudecT pesontoumnn B 6usHece. - CMb6., 2000. - 332
2. Davenport T. H., Short J. E. The New Industrial Engineering: Information Technology and Business Process Redesign//Sloan
Management Review, 2010,, 11-27.
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YAK 621.391

CUCTEMA A1 ABTOMATU3AUUUN BEOEHUA XKUSHEHHOIO LIUKNA
NMPOEKTA

ApakensH K.H., maezucmpanm 2p.167001

Bernopycckuli eocydapcmeeHHbill yHUgepcumem UHOpMamuKu U paduoseKmpoHUKuU®
2. Munck, Pecrniybrniuka benapyces

Llesuyk O.I. — kaHO. mex. HayK, OoueHm

AHHoTaums. B paboTte npoaHanM3MpoBaHbl MPENMYLLIECTBa aBTOMaTU3aLUMmN 6U3HEC-NPoLIECCOB, pa3paboTaHa M onvcaHa Business
Process Management cuctema ansi KOMNaHuM Npov3BOANTENS U ANCTPUEBLIOTOPA CENbCKOXO3SIMCTBEHHbIX YA0OBPEHMI Ha OCHOBE
Microsoft Power Platform.

KnioueBble cnoBa. ABToMaTu3aums busHec-npoueccos, Microsoft Power Platform, Low-code cucrema.

ABTOMaTU3aumMs 6M3HEC-NPOLIECCOB MOXET MPUHECTN MHOXECTBO npenmMyLlects [1]:

1 YnyyweHue 3¢deKkTMBHOCTU: aBTOMaTM3auMs MO3BOSET YCKOPUTb BbIMOMHEHWE PYTUHHbIX
3afa4y, YMEHbLUNTb KOMMYECTBO OWMOOK W YBENUMYMTb MPOU3BOAUTENbHOCTb. DTO MOXET MPUBECTU K
COKpALLEHMIO BPEMEHU BbIMOSIHEHUS MPOLIECCOB U YNy4LIEHMIO KavecTBa paboTsl.

2 CHmxXeHMWe 3aTpaT: aBToMaTM3aumns MOXET MOMOYb COKPaTWUTb 3aTpaTbl Ha paboTy COTPYAHWKOB,
CHU3UTb pacxodbl Ha Bymary v apyrve maTepuanbl, @ TaKKE COKpaTUTb 3aTpaTbl Ha 0bciyXuBaHue K
NoAAEPXKKY CUCTEM.

3 YnyJweHne KayecTBa: aBTOMATM3aUMsi MOXET MOMOYb YNy4ylWMTb KayecTBO paboTbl 3a cueT
CHWMXXEeHUS OoWMBOK M NOBTOPSIEMOCTH, @ TakXkKe YNy4dleHNs KOHTPoNs 1 HabnoaaeMoCcTy NpoLeccos.

4 YnydlweHue CKOPOCTM: aBTOMAaTM3auUMs MO3BOSISIET COKpPaTUTb BPeMsi, Heobxoaumoe Ansi
BbIMOJIHEHMS MPOLIECCOB, @ TakXXe NOBbICUTb CKOPOCTb peakuMn Ha usaMeHeHusl B 6usHec-cpege.

5 YnyJweHne TOYHOCTU: aBTOMATM3aUMS MO3BONSET CHU3WUTb BEPOSITHOCTb OLIMOOK U MOBbICUTH
TOYHOCTb BbIMOSIHEHMS 3a4au.

6 YBenuueHve npo3payHOCTM: aBTOMAaTM3auMs MOXET YydwuTb HabnoaaemMocTb npoueccoB U
caenatb ux 6onee Npo3payvHbIMU ANst COTPYAHMKOB M PYKOBOAUTENEN.

7 YnydweHue ynpasneHusl: aBToMaTu3aums MOXeT ynpocTUTb ynpasneHne busHec-npoueccammn u
YNYULWNTb BO3MOXXHOCTU aHanm3a npov3BoanTENbHOCTH.

3TV nNpeuMyLLecTBa MOryT MOMOYb KOMMAHWAM CHWM3UTb 3aTpaTtbl, MOBbLICUTb KavyecTBO paboTbl u
YAYYLWUTb KOHKYPEHTOCNOCOOHOCTL Ha pbiHKe. [lo3TOMy B paMkax HacToswero npoekTta, 6bina
pa3spaboTaHa Business Process Management cuctema Ha ocHoBe Microsoft Power Platfrom.

PaspabaTtbiBaeMast BPM-cuctema, kak W 60OMbLIMHCTBO 06MaYHbIX TEXHOMOTMUIN, UMEILWMX
APXMTEKTYPY KIIMEHT-CEPBEP, MOXHO pa3aenvTb Ha ABe YacTu:

— backend-npunoxeHue. OTBeyaeT 3a paboTy ¢ 6a30i AaHHbIX U NepeaaeT AaHHble NOCPEACTBOM
API (Application Program Interface). Backend pa3BepHyT HenocpeacTBeHHO B cepBucax Azure;

— frontend-npunoxxeHune. Pa3pabatbiBanoch Ha ocHoBe dpeiMBopka Microsoft Power Apps.

Backend-npunoxenune tnna CRUD (cokpalieHue ot aHrn. Create, Read, Update, Delete), 1o ectb
obecneunBaeT yeTbipe 6a30BbIX HGYHKUMKN paboTbl C AaHHLIMMK:

— co3aaHue;

— YTeHue;

— 0bHOBNEHME;

— yaaneHue.

MogknoyeHne U ayTeHTUDUKAUMS B MCTOMHWMKE [AaHHbIX  BbINOMHSAETCA  OTAENbHO  OT
ayTeHTMdMKaumm B

cnyx6e Power Platform. Cnyx6bl Power Platform o6bl4HO MCNOAb3YyOT «KOHHEKTOPLI» Anst paboThbl
C BHELHUMMN UCTOYHMKAMM AaHHbIX, KOTopble He aBnstoTca Dataverse. CTpykTypHasi cxema (CM. pUCYHOK
1) nanocTpupyeT TUNUYHBIMA NYTb C UCNONb30BaHNEM coeanHuTeNs ynpaeneHust API Azure (APIM).
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Verpoiictea } :Cpe;[a Power Platfrom I
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| | i i
' 1 | i
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1

| 1
: | : !
1 I 1 I
: } I Power Apps RP ! Connector

| | |
i | | Back-end ceperce 1
| TInasmer | 1 !
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1 | : 1 APLHub/APIM
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: Kommeiorep | : 1

|
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! | | |
] | | 1

______________________ i e SharePoint

Consent Service

PucyHok 1 — CtpykTypHasi cxema backend-moayns

Frontend-mMoaynb COCTOWT U3 WECTU OCHOBHbIX YacTen:

— rnaBHas CTpaHuLUa BEG-NPUNOXEHWS;

— CTpaHuLa 3NeKTPOHHOM (opmMbl 1;

— CTpaHuLa 3NeKTPOHHOW (opMbI 2;

— CTpaHuLa 3N1eKTPOHHON opMbl 5A;

— CTpaHWLa 31eKTPOHHON opMbl 5B;

— CTpaHuUa C AeTansiMu NPOeKTa U NPOLECCOM YTBEPXKAEHUS.

B3anMopeiicTBMe Cy6beKTOB CUCTEMbI B paMKax yTBEPXXAEHUS NMPOEKTa NPUBEAEHbI HA PUCYHKE 2.

Monb3oBaTenb Power Apps SharePoint Power Automate

Bei6op npoeKTa;»i

(-

|
CoobLeHve 3anpoc Ha nonyqeuweﬂl
i VH-LUMUM O NpoeKTe !
| | |
| | |
i Coobuienne OteeT B

' i (netanu npoekta)
«——JleTanu npooekTa——————

L YTBEpXKAEHNE NpoekTa—————»! CoobLeHne 3anpoc Ha 3arnyck noToka |
i _— aBTOMaTU3aLUK —

§ 1 | O6paboTka aTana
! yTBEpXAEHNS

|

| |

| |
«——OG6HOoBneHe AaHHbIX———— !
|

:
: ;
MameHeHue nHpopmaumm
: popmall
| O npoekTe |

|
i |
«——OT06paxeHne nTora yTBepxaeHust |
i |
|

PucyHok 2 — B3aumogeiicTeue cybbekToB BPM-cuctembl

Mepen HayanoM paboTbl KAMEHT MonajaeT Ha CTpaHWUy aBTOpM3auMu MOoNb30BaTenNs, rae emy
HeobxoaMMo aBTOpM30BaTbCs B cucTeMe. Ecnv npoBepka He 6yaeT npoliaeHa, TO AOCTYN MOSb30BaTeNio
6yaeT orpaHuyeH.

Mocne aBTOpM3auUMK NPOUCXOAUT BbIBOA M1aBHOW CTPaHWLbl C NPeACTaBNeHNEM AaHHBIX O TEKYLUMX
npoekTax (CM. pucyHok 3). [lanee BO3MOXHO NosydeHne MHOopMaumMm O MPOeKTe U BbIMOSIHEHUE
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PasNYHbIX [EWCTBMM B 3aBUCMMOCTM OT 3Tana npoekta. [Ansa o6paboTku HEKOTOPbIX AENCTBUA
Nnosb30BaTeNsl UCMONb3YKTCA MOTOKM aBTOMaTU3aLMKU, KOTOpble 0becneymBaloT 06paboTKy TeKyLlero
[IeACTBUS N OBHOBNEHME AAaHHbIX B 3aBUCMMOCTM OT MCxoaa obpaboTku. 3aTeM AaHHble BO3BpaLlaloTCs
Nnosib30BaTesNto.

0
-4 REPLY  project Approval App O
ALL PROJECTS
New Project Search by Project Name, Project Leader, Location Q My Actions List
Project = 4 4
Number Location = Project Name = Project Leader = Status =
DF22-011 All Terminals Raw Materials Purchase Danny Anil Initiated =
DF22-012 Region 2 Refrigerator Replacement Shellyn Tunggara Issued for Record
DF22-013 Terminal 2 Packaging redesign Shellyn Tunggara Initiated
DF22-014 Corporate Technical Support need for Region Danny Anil Design
2
DF22-015 Terminal 2 Product Quality Check Adam Watson Issued for Construction
DF22-016 All Terminals Plant Maintenance Project Danny Anil Issued for Construction
DF22-017 All Terminals Technology Supplies Survey Danny Anil Design
DF22-018 All Terminals Telecommunications Support Karina Arakelyan Initiated
DF22-019 All Terminals Health and Safety Equipment Karina Arakelyan Initiated
purchase
N78-100 All Terminals Coffee Machine Maintenance Danny Anil Issued for Record
All Terminals Pump Replace 1 New N

PucyHok 3 — UHTepdeiic rnaBHOV CTpaHWLbl NMPUIOXKEHUS

Mpn co3gaHnM HOBOro MpPOEKTa MOoJSib30BaTeNlb MOMAJAET Ha CTpaHuUy 3anonHeHus dopMbl, rae
€CTb BO3MOXHOCTb BBOAA MEPBUYHONM MHGOPMaUmmn o npoekTe (CM. pucyHok 4). Mocne oTrnpasku hopMbl
nonb30BaTeNlb YBUAUT yBeAoM/ieHMe 06 ycnewHoW OTrnpaBKe WM OWMOKY, MOSICHSIOWYIO MPUYMHY, MO
KOTOpOW 3anpoc He 6bin OTMpaBneH. Takxke BO BCEM MPUNOXEHUW NpedyCMOTPeHa Banuaaums BXOAHbIX
[AHHBbIX.
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4 DASHBOARD

@ Questions? Project name:

Enter text

Check out our FAQs

Project Sponsor:
Karina Arakelyan
Project Created Date:

April 11, 2023

Location:

O All Terminals
O Corporate
O Region

O Terminal

Background:

‘ Enter text l

=3

PucyHok 4 — HTepdeiic hopMbl MHMLMALMK NpoekTa

Takoke Nonb3oBaTeNlb UMEET BO3MOXXHOCTb HaXaTb Ha HAaMMEHOBaHME NPOEKTa Ha FMaBHOM 3KpaHe,
YTO NpUBESET ero Ha CTpaHULy C AeTansMU NpoeKTa, TEKYLIMM CTaTycoM, HEO6XOANMbIMU AEVCTBUSIMU U
UCTOPUEN NPOMAEHHBIX 3TanoB (CM. pUCYHOK 5).

WHTepdeiic ByaeT oTnMYaTbCs B 3aBUCMMOCTM OT POMM TeKylero nosb3oBaTens. Hanmpumep,
rMaBHOMY MHXXEHepYy Ha BKNaake AeTanein npoekta OyaeT AOCTYMHa BO3MOXHOCTb pPedaKTUPOBaHWUS U
COXpaHeHusi AeTanei npoekTa.

Ha Bknagke «Actions» nonb3oBaTenb YBUAMT AOCTYMHblE A1S HEro AEMCTBMS Ha AaHHOM 3Tane
npoekTa. MNepBbiMK 0TOBpaXxaloTCs 06s13aTeNbHbIE A1 BLINOHEHWS! AEACTBUS, @ 3aTeM Heobsi3aTesNbHbIe,
Takue Kak CMeHa BeayLlero MHXeHepa, 3anpoc Ha M3MeHeHWe AaTbl OKOHYaHWS NpoekTa, AobaBneHune
KOMMeHTapveB U1 Tak aarnee.

X
Project Details Actions History

Project #: Location: =

DF22-012 Region 2
Project Name: Project Status:

Refrigerator Replacement Issued for Record
Project Sponsor: Project Created Date:

Chelsea Yang November 28, 2022
Background: Successful Completion Criteria:

Background goes here 2nd Successful Completion Criteria goes here 2nd
Project Constraints: Budget Estimate:

Project Constraints goes here 2nd $ 5000
Budget Status: Budget Type:

Budgeted RM
Project Type: Project Leader:

Go to Actions

PucyHok 5 — MHTepdelc cTpaHuLbl MEHEIKMEHTA NPOeKTa
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JlOCTOMHCTBaMM CUCTEMbI SIBASIKOTCS: NPOCTOTA M YAO6CTBO MHTepdeica, BOSMOXHOCTb BbIMOSIHSATH
[AENCTBMSI Had MPOEKTaMW, peanusaumsi No COBPEMEHHLIM CTaHAapTaM MpOrpamMMMpOBaHMs M Xopoluas
MaclTabnupyemocTb.

CnMncoK NCnonb30BaHHbIX UCTOYHUKOB:
1. Intelligent Process Automation: The engine at the core of the next-generation operating model [9nekTpoHHbIli pecypc]. —

Pexxum poctyna: https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/intelligent-process-automation-the-
engine-at-the-core-of-the-next-generation-operating-model
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UDC 621.391
AN AUTOMATED SYSTEM OF MANAGING THE PROJECT LIFECYCLE

Arakelyan K.N.

Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus

Shevchuk O.G. — PhD in technical sciences, associate professor

Annotation. This article provides an analysis of the benefits of automating business processes and describes the development of a
Business Process Management system based on the Microsoft Power Platform for a manufacturer and distributor of agricultural fertilizers.

Keywords. Business process automation, Microsoft Power Platform, Low-code system.
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YAK 621.391
BEKTOPHbIN ®UNbTP KANTbMAHA

AxankuHa A.M.*, kypcaHm 2p. 033701

Benopycckuli eocydapcmeeHHbIl yHU8epcumem uH@opMamuku U paduosnekmpoHUKUL
2. Munck, Pecrniybrniuka benapyce

QunbyeHkosa T.M. — Mmazucmp. mexHU4YeCcKUXx Hayk

AHHOTaumsA. B aaHHol cTaTbe npuBefeHbl TeopeTuyecKkne CBeeHNs U NpakTUYecKne pesynbTaThl BbINOMHEHWS] BEKTOPHOMO duibTpa
KanmaHa, KOTOprVI NO3BONAET CTPOUTb OLIEHKU NOABWXHOW MOAENWN U TEM CaMbIM onpenenaTb €e MECTONONIOXEHNE B NMPOCTPaHCTBE
OTHOCUTEJIbHO TpEX ocei.

KnouyeBble crioBa. oueHka, punbTp KanmaHa, MapkoBckasi Moaenb, WyM, ocu, GPS, maTpuua

AKTyanbHO OnpeAeneHne MECTOHAXOXAEHUSI MOABUXHBLIX 06bEKTOB (MalMH, CaMOJSIETOB, NOAEN)
KaK ANns 4acTHbIX, Tak M ANs rocyaapCTBEHHbIX CTPyKTyp. OnpeaeneHne MecTonoOXEHWS BKIKOYaeT B
cebs Tpu 3Tana: HenocpeacTBEHHOE onpeaenieHe MeCTOMOSIOKEHWE, nepeaaya AaHHbIX M ynpaBieHus,
06paboTka AaHHbIX.

CaMbIM onpeaenarumMMm 3TarnoM ABNAETCA HENOCPEACTBEHHOE OMpEAENEHNE MECTOMOJIOXKEHUA
ABMXyLlerocs obbekTa, Beflb €C/IM Ha Ha4anbHOM 3Tane onpeaenunTb ero HeBEpHO — NocneayoLmne sTtansl
6y,qu b6eccMbICieHHbl. Tak Xe He MeHee BaXXHbIM 3TaroB SBSETCH nepefada AaHHbIX U ynpaBlEHUA
noaABMXHbIMU O6‘beKTaMVI, KOTOprVI HE AO0/MKEH 3aTpayvynBaTb MHOIro BpEMEHMN.

Bo MHormm cuctemax GPS ucnonb3yeTcsa KanMaHOBCKMA MOAXOA, WMEKLWMIA HAaUMEHbLLYIO
NorpeLwwHoCTb.

B HeM ucnonb3lyeTcs anropuTM OLEHKW Cpas3y No TpeM MpPOCTPAHCTBEHHbIM OCAM, rae npoueaypsbl
BbIMOJIHAKOTCA HE3AaBUCMO OT Ka>l<,qoﬁ:

B =u(zy, Ha)

Fp =ulzp.Ppq) k=123

Z =”[Zs:=§s;—1:'

(1)

rae u(o) — KaIMaHOBCKUI anropuTM NOCTPOEHMUS TEKYLLEN OLEHKM.
Tak Kak BCe TpU KOOPAMHATHI MPaACTBansioT COOOM TOYKY B TPEXMEPHOM MPOCTPAHCTBE, TO
M3MeHEeHWe MNosioXXeHe 06bekTa yaobHee NpeacTaBUTb BEKTOPHO-MAaTPUYHOM MapKOBCKOWM MOAENbIO:

s L UR N | ik
Yo |=| 0 o O || S
Zk 0 0 T 21 éx.i: (2)

W1, B TAKNX OYEBMAHBIX 0603HAUEHUSIX:
=R g+
(3)

Ecnn npeanonoxutb, YTO BCE Cly4YalHble COCTaBAAOIIME MOAYMHSIOTCS HOPMasibHOMY 3aKOHY
pacnpeaeneHnsi C HyneBbIM CPEAHUM M HEKOTOPLIMU AnchepcusiMu. Hanpumep, ans
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‘:x.i: g?)‘ 0 0
= ET
M{E B =m0 bulnban | |G =] 0 GG, 0 |20
S 0 0 o
' : @)
Mogenb HabnaeHns, COOTBETCTBEHHO, ONpeaenseTcs BEKTOPOM Z:
Tk i ok
Zu}'.i.'- = y.‘.’- + H.J"'i-‘
Zak %k Mk (5)
WK, B BEKTOPHOM BUAE:
3aecb ancnepcun wymos 6yayT 06pa3oBbIBaTh AMArOHaNbHYIO MaTpuLy:
ok ai" 0 0
= T
M[”k'”k}:M Ry '[”xksﬂykﬂxk] = 0 gfw 0 |=F
ok 0 0 az
) = (7)

iMeeM BEKTOpHYIO MapCKOBCKYID MoOAenb M3MeHeHUst o6bekTa B NPOCTPaHCTBE U BeEKTOp
HaboAeHUI TeKYLLEro MeCTOMNOSIOXKeHMs! 06bekTa (PUCYHOK 1):

79



59-51 HayyHasi KOHghepeHUUs acriupaHmos, MasucmpaHmos u cmydeHmoe bI'YUP, 2023 e.

GPS

PucyHok 1 — BekTopHas MapkoBcCKas MoAesSlb U3MEHEHMS MECTOMOJIOKEHUS cCaMoneTa

Korga Ha Bxop NPMEMHUKA NpuUxXoauT CaMoO€ NeEpPBOE Ha6mo,quV|e, TO Nydlwlasa OueHKa — 3TO

(8)

3Ha4yeHne camoro HabnogeHus:

A
Il
]

9

C Avcrnepcuen oWwnboK OLieHNBaHUS:
F=W

B cnegytolmii MOMEHT BpeMeHW Moaenb (CaMONET) HEMHOMO MEHSIET CBOE MECTOMOJIOKEHWE U Ha

Bxog, GPS-npuveMHuka npuxoanT ovepeaHoe HabnogeHue:
(10)

80



59-51 HayyHasi KOHghepeHUUs acriupaHmos, MasucmpaHmos u cmydeHmoe bI'YUP, 2023 e.

GPS

PucyHok 2 — BekTopHasi MapkoBCKasi MoAenb (CaMoneT) B CleayoLii MOMEHT BpeMeH!

B maHHOW cuTyalmmn nNpu NOCTPOEHMM OLIEHKM TEKYLLEro MECTOMOJIOXKEHMSI BOCTONb3YEMCA ABYMS
HabnoaeHnamMu. MNepBoe — BEKTOp Z7, @ BTopoe HabnoaeHne 6epeTcst Kak NPOrHO3 TEKYLLEro NMoJIOXKEHNs
U3 npeablayLei OUeHrM X1, UICNO/b3ys MAapKOBCKYHO MOZENb ABMKEHUS:

x32= Rxl (11)

3aTeM BbIUMCNSETCA AMCNepcns OLWKMOOK NPOrHo3a, KOTopas paBHa:
B, :M[(xz—ﬂxl) ]: M[(Rxl +E - R | ] =

_ me T r
=RM[(x1—x1) ]R +V, =R B RT+V,
(12)

B pesynbTaTe uMetoTcs Bce HeobxoaMMble AaHHbIe Ans NOCTPOEHUS OLIEHOK KOOpAMHAT Ha TeKyLleM
Liare € nomMoLLbo BekTopHoro dunbTpa KanmaHa. Ucnonb3ysa dopMynbl ckanspHoro dunbtpa:

B, . gt . . R .
ﬂ;=—;k+;, x.i::xa.i:_'_?k'[z.i:_xa.i:)
3 & (13)
O6O6LLEHHO ANSi BEKTOPHO-MATPUYHOIO Cyyas:
-1 o o~ 1 f— )
B=Fp Vi (Fa Vi), xs:=xss;+ﬁ:'{‘"s;_'(zs;—x3k) (14)

B maHHOM cniyyam dopManbHO nNpeobpasoBaHO CKansiPpHOE BblpaXXeHWE B BEKTOPHOE W MOJTyYEHO
BO3MOXHOCTb CTPOUTb BEKTOPbI OLEHOK. B 3TOT COCTOWUT OAHO M3 JOCTOMHCTB BEKTOPOB M MaTpuL: OHO
Mo3BONSIIOT Nerko 06061WaTh 3a4a4n Ha MHOFOMEPHBI CyYaii.

Ha BTOpOM Liare uMeroTca cneayrowme BblUNCTIEHUS:
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-1 = L3 -1 - =
B=Py Vg (Fa+la) x2=x32+P2'P§1'(32—?f32)

k]

(15)

BbluncneHns Ha nocneayowWwmx Warax BblUUCIAIOTCA peKyppeHTHo no dopmynam (15).

[ina peanusauum BeKTOpHOro dunbTpa KanmaHa Ha Python Heo6xoanMo ydecTb, UTO Mpy YCIoBUM
HEKOPPESIMPOBAHHOCTU U LIYMOB M HE3ABUCMMOCTM MEPEMELLEHMI MO KaXA0W M3 KOOPAUHAT, MOJTy4YeHO
THM HE3ABMCMMbIX KaHasla OLIEHUBaHWS NapaMeTpoB X,Y,Z:

“xk OnennBanne mo ocu X X,
=y OnenuBaHue 1o ocH Y Xk
Tk OnenuBanHe 110 OCH 7 X

PucyHok 3 — HezaBucKMMble KaHarnbl OLEHMBaHUS NapaMeTpoB

OaHako, ecin MoaUGULMPOBaTbL MOAESb U YYECTb B HEN CKOPOCTU ABMXKEHWUS 06beKTa MO KaXKaoW
KOOpAMHAT, TO MOMYYUTCS B3aUMOCBA3b MeXay HabnioaaeMbiMM CKOPOCTSIMM UM COOTBETCTBYHOLLEN
KOOpAMHATI:

(] [1 oo 1 o o[xg ] [0 ]

» D10 0 1 0l|yg

| |00 10 0 1]z .\

Yy 000 r 0 0| vy Eoi

Vi 00 0 0 n 0f]vy Lot

v ] 1000 0 0 nllvey] [&m (16)

MpuyeM, BEKTOPHbLIN hunbTp KanamaHa aBTOMaTUYeCKM HauiyylwuM o6pa3oM CKOMOMHMPYET 3Tu
HablonaeHns Ans BbIYUCIIEHUS OMTUMASIbHON BbIXOAHOW OLEHKU B COOTBETCTBUMM C OMWUCAHHON MOAENbIO
nepemeLleHus. M 3To oveHb yaO6HO, Befib HE HYXHO pellaTb CUCTEMY JIMHENHbIX YPaBHEHWIN, HAaXOAUTb
onTUManbHble KoaddUUMEHTbI, BCE akKypaTHO pacnucbiBaTb. Bce 3To aenaeTcs aBTOMaTMyecku mnpu
BblYMCNEHUN 06paTHbLIX MaTpuL B unbTpe KanMaHa.

[Janee, ans BTOPOro BapvaHTa MaTpuubl ANCNEPCUMI NOPOXAAIOLWEro WyMa U LWyMa HabnioaeHui,
6yayT BbIrNAAETH CneayowmM obpasom:

o o O o o o
o o o o o o

o, e oo o
S oo oo
‘ODOOO%.
o oo o 9 o
DOD%OD
o o 8, o o o
o 8,0 o o o
H, o0 0 00

0
0
0
o
0
0

~
1]
o o O o o O

(17)

Becb ocTanbHOW anroput™ oLeHMBaHUS ByAeT NpeXxHUM:
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-1 & = _ =
B=Py Ve (B 402, &=M+ﬂiﬁ(%— )

Kok

(18)

PucyHok 4 — 3apaHue napamMeTpoB A1 NMOCTPOEHWS OLIEHOK

AE> Q=X B

Ocb X
N

Ocs Y

Ocb Z
&

PucyHok 5 — Pe3ynbTaT BbINOAHEHNS MPOrpaMMbl

Cnu1coK UCNoNb30BaHHbIX UCTOYHUKOB:

1. Mohamed Laaraiedh «Implementation of Kalman Filter with Python Language» // paper, 2012
2. bytkoBckuin, O.A «lpeaenbHble TeopeMbl Ans MapKOBCKMX NpoLueccos» // auccepTaums, 2013.

3.MyukoB, A.lO «Pa3paboTka MeTOAOB (puUNbTpaLMM B MOCTaHOBKE P. KasiMaHa B yCNOBUSIX CyYaiiHON AMCKpeTU3aumm
curHanos» // ancceptaums, 2019.
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YK 004.855

OB30P AKTYANIbHOIO COCTOSAHUA NCCNEOOBAHWIN B OBJIACTU
BbIYUCIIEHUA ONTUMAIJIbHOIO KOJIMYECTBA HEMPOHHbIX
CJ1I0OEB U HENPOHOB B CJ10E

Gapabaros M.FO., Abpamos N.0. masucmpaHm 2p.167001

Benopycckuli 2ocydapcmeeHHbIl yHUsepcumem UHgopMamuku U paduo3r1eKmpoHUKU
2. MuHck, Pecnybnuka benapych

Acmpoeckul I.U. — kaHd. mexH. HaykK

AHHOTaums. B JaHHOM CTaTbe NPUMBOANTLCA 0630p aKTyaslbHbIX UCCNEA0BAHMI MO TEME BANSHNSA KONMYECTBA HEMPOHHBIX C/IOEB U
HEMPOHOB B C/I0E Ha 06LLYI0 XapaKTepUCTUKY UCKYCCTBEHHOM HEMPOHHOM ceTu. HaliaeHbl Hanbornee pacnpocTpaHeHHbIE NOAXOAb.

KnioueBble cnoea. VICKycCTBEHHAs! HEMPOHHAs CETb, HEMPOHHBIN CNOM, MalLMHHOE 06y4eHne, 0630p.

MCKyCCTBeHHbIe HeVIDOHHbIe CETN ABNAKTCA MOLWHbIM MHCTPYMEHTOM AN PELWIEHUA Pa3/InyHbIX
3aflay, BKIOYas pacro3HaBaHMe 06pa3oB, KAcCMUKaLMIO, PErpeccuio, pacro3HaBaHWe peuwu,
MalUMHHBLIA nepeBod U T.4. OAHUM M3 KIOYEBLIX MAapaMeETPOB HEMPOHHOW CETU SIBNSIETCS KOIMYECTBO
HENPOHHBIX CIOEB M HEMPOHOB B KaXAOM c/o€. ONTMMAsIbHbIA BbIGOP KOMMUECTBA CIIOEB M HENPOHOB
MOXET CYLLECTBEHHO NOBINATbL Ha NPON3BOAUTENIbHOCTb VICKyCCTBEHHOl\/JI HEI\/‘IDOHHOI‘;I CETU N Ka4ecCTBO ee
paboTbl. O6 3TOM HanpsMyld MOXET CBMAETENbCTBOBATL Y/YYWEHUE JIMHIBUCTUYECKOW HENPOHHOM
moaenu GPT c kaxaon nocneaytolein sepcveit [1]: yBennmyeHne KonmyecTsa CrioeB NpoAEMOHCTPUPOBAHO
Ha puUCyHKe 1.

Model Name Nparams Mlayers Omodel Mheads @head Batch Size Learning Rate
GPT-3 Small 125M 12 768 12 64 0.5M 6.0 x 1074
GPT-3 Medium 350M 24 1024 16 64 0.5M 3.0x 1074
GPT-3 Large 760M 24 1536 16 96 0.5M 2.5x 1074
GPT-3 XL 1.3B 24 2048 24 128 IM 2.0x 1074
GPT-3 2.7B 2.7B 32 2560 32 80 M 1.6 x 104
GPT-3 6.7B 6.7B 32 4096 32 128 2M 1.2 x 1074
GPT-3 13B 13.0B 40 5140 40 128 2M 1.0 x 1074
GPT-3 175B or “GPT-3” 175.0B 96 12288 96 128 3.2M 0.6 x 1074

PucyHok 1 — [laHHble 06 ynydleHusx MMHrBMcTYeckoin mogeny GPT

MHorMe wccneaoBaHust 6biM MpoBeAeHbl ANs  OMNpeaeneHusl ONTUMANIbHOro  KOMMYecTBa
HENPOHHBIX CMIOEB M HEMPOHOB B KaXAOM cnoe. HekoTopble M3 3TUX WCCNEeAOBaHWMI OMUCHLIBAOT
onpefeneHHble METOAbI U 3BPUCTUKK NS Bbibopa KONMYECTBA C/IOEB U HEWPOHOB, B TO BPEMS KaK Apyrue
MccneoBaHns CpaBHUBAKOT pasfiMuHble apxutekTypbl MHC, uTo6bl onpeaennTb, Kakas U3 HUX siBAseTcs
HaunyJlien ans AaHHOW 3adaun.

CylLecTBYeT HECKOMbKO MOAXOA0B K OMNpefeneHnto onTUManbHOMO KOMUYECTBa C/I0EB U HENPOHOB.
OAuH 13 TaKMX NOAXOA0B - 3TO SMMNUPUYECKUIA METO/, OCHOBAHHBbIN Ha 3KCNEPUMEHTa/IbHOM TECTUPOBaHUN
pasNYHbIX KOHMpUrypaumin cetei. OaHaKo 3TOT METOA SIBNSIETCS AOBOJSIbHO 3aTPaTHbIM MO BPEMEHU U
pecypcaM, Tak Kak B HEKOTOPOM CMbIC/le OCHOBaH Ha yaade noadopa AaHHbIX.

[Apyroi noaxon OCHOBaH Ha MaTeMaTMUECKUX MOAENsiX, TakuX Kak Teopust uHgopMauum u Teopus
CNOXHOCTU. B 3TUX Mogensx onTuManbHOE KONMYECTBO C/I0EB W HEMPOHOB OMpPeaensieTcs C Y4YeToM
CTATUCTUYECKUX CBOWCTB AaHHbIX, Ha KOTOpbIX 6yaeT pabotatb ceTb. OAHAKO 3TW MoAenu MoryT 6biTb
JIOCTaTOYHO CNOXHbLIMU U TPYAHLIMU NS NOHUMAHWUS.

OQHVMM M3 OCHOBHbIX KPUTEPWUEB KOSIMYECTBA HEMPOHHLIX C/IOEB [0JIrOe BpeMsi bblfa TeopeMa
LIbI6eHKO, OHa e yHMBepcanbHasi TeopeMa annpokcumaumu. [JaHHas TeopeMa, AokasaHHas [IKopaxeM
Libi6eHko B 1989 roaly, YTBEPXAAET, YTO UCKYCCTBEHHAsH HEMPOHHAs CETb NPSIMOI CBSA3U (B KOTOPbIX CBA3U
He 00pasyloT UMK/IOB) C OAHMM CKPbITbIM C/IOEM MOXET anmnpoKCMMMPOBATb OBYI0 HEMNpepbIBHYIO
(DYHKUMIO MHOTMX MEPEMEHHBIX C /60 TOYHOCTbIO. YCIOBUSIMU BbIMOSTHEHUS SIBNSIKOTCS: AOCTATOYHOE
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KO/IMYECTBO HEMPOHOB CKPbLITOrO C/osl, yAauHbi1 Nogbop BECOB HEMPOHOB CKPLITOFO M BbIXOAHOIO
HeMpOoHa, a TakXXe CMELLEHUS BECOB BXOAHOMO clos. [2]

OpHako, 6onee HOBble UCCNEAOBaHUS NOKa3asv, YTO MCMOMb30BaHWE HECKOSIbKMX CKPbITbIX Cl0eB
MOXET NPUBECTM K NydlMM pe3ynbTaTaM Afs HEKOTOpbIX 3aday. [3] XoTs 3Ta Teopema yTBepXAAEeT, UTo
[OCTATO4HO OJHOMO CKPLITOr0 HEMPOHHOrO Cos Ana Ntoboi 3aziaum, OHa He FOBOPUT HUYEro O BPEMEHU
TpebyeMoe Ha 0byyeHWe 3TOW CUCTEMbI U KOSIMYECTBO HEMPOHOB BHYTPW CKPbLITOrO CNOSI, YAC/IO KOTOPbIX
MOXeT noTpeboBaTbCs 3HauuTenbHO 6onblle, YeM B apxuTekType C AByMA WU 6onee CKpbITbIMM
HENPOHHBIMK CIIOSIMU.

[lonroe BpeMsi UCMOJIb30BaNICA TOMbKO OAWH CKPbIThIA HEMPOHHbIN CMION MO NPUYNHE TEXHUYECKO
OrpaHNYeHHOCTN B 06y4YeHun 60bLIOro KoMyecTBa cnoes. M3ameHeHne npomsowso B 2006 rogy nocne
Bbixofa pabotbl Hinton u Osindero, oCHOBHOM OCO6EHHOCTbIO KOTOPOW SIBASIETCA anroput™M 6bICTPOro
06yueHus rnybokux ceteit. [4]

[Hanee, B ctatbe [2] 6bIIO MPOBEAEHO WCCIEAOBAHME OMTUMASIBHOIO KOJIMYECTBa HEMPOHOB B
CKPBbITbIX CNOsSIX ANs Knaccudmkaumm usobpaxkeHuii. ABTOpbl paccMoTpenu Habopbl AaHHbiX MNIST u
CIFAR-10 v uccnepoBany NpoM3BOAUTENBHOCTb HEMPOHHBIX CETEN C Pa3NNYHbLIM KONMYECTBOM HEMPOHOB
B CKpbITbIX Closix. OHM MOKasanu, YTO OMTMMasibHOE KOMIMYECTBO HEMPOHOB MOXET BapbUpPOBaTbCA B
3aBMCMMOCTM OT KOHKPETHOW 3aZiauv 1 Habopa fAaHHbIX.

[Jpyrve nccnepoBaHusl CpaBHMBAKOT pasnMyHble apXMTEKTYPbl UCKYCCTBEHHBLIX HEMPOHHBLIX CETEMN,
Takue Kak MepcenTpoH, MHOMOC/OMHBLIN MEepCenTpoH, CBEPTOYHAs HEWpPOHHasi CEeTb M peKkyppeHTHas
HelipoHHasi ceTb. Hanpumep, B ctaTbe "ImageNet Classification with Deep Convolutional Neural Networks"
aBTOPbI WCMOb30BaIM CBEPTOYHbIE HEMPOHHBIE CETU AN Knaccudukaumm nsobpaxkeHuii Ha paTtacere
ImageNet n [OCTUIMM 3HAUMTENBHOrO Y/ydlEeHWs pe3yfbTaToB MO CPaBHEHMIO C TPaAWMLMOHHBIMMI
METOAAMW, BK/IOUYasi MHOTOC/IOMHbIE NepcenTpoHbl. [6] Takum 06pasoM, BaXKHO MOHMMaTb He TOJbKO
CNOXHOCTb paboThl HEMPOHHOW CeTU AN ONPeaenieHns KOIMYECTBA C/I0EB, HO TaKXKe U €€ apXUTeKTypy,
TaK KaK pasHble HEMPOHHBIE CIIOW MOTYT MO-pa3HOMy 06pabaTbiBaTb HYXXHbIE TUMbl AAHHbIX.

Hanbonee yactble pekomMeHZaummn, ynomsiHyTble B ceTu VIHTEepHET, No onpeaeneHnto KonnvecTsa
HEWPOHHLIX CIOEB A5 CO34aHUSt HEMPOHHOM CeTW NPOAEMOHCTPMPOBaHbI B Tabnuue 1.

Tabnuua 1 — Obwme cBeaeHbA 0 KOSTMYECTBE

Konuuyectso MNpumeHeHue

CKPbITbIX

cnoes

0 Tonbko cnNocobHO NpeacTaBnsaTb IMHENHbIE pa3aenuMble MYHKUMK UK peLleHus
1 MoxeT annpokcMMmMpoBaTb Nt0byI0 YHKLMIO, KOTOpas COAEPXKUT HenpepbiBHOE

0TO6paXeHMe U3 OAHOr0 KOHEYHOMO MPOCTPAHCTBA B APYroe

2 MoXeT NpeACTaBNsiTb NMPOM3BOJIbHYIO FPaHULY PeLLeHUs] C MPOU3BONBHOM TOYHOCTLIO
C pauMoHanbHbIMU (YHKUMSAMU aKTMBaLMM U MOXET annpoKCMMMpoBaTb Jitoboe
rnagKkoe oTobpaxxeHme c Ntobo TOUHOCTbIO.

Bonee 2 [ononHuTenbHble CNoM MOMyT M3ydaTb CI0XKHbIE NpeAcTaBneHms (CBoero poga
aBTOMaTU4eckasi pa3paboTka NpM3HAKOB) ANS CNOEB CIOEB

Ba)HO MOHMMaTb, YTO ONpeAesieHNe YNC/a C/TIOEB HEMPOHHOW CETU HELOCTAaTOUHO ANt MOCTPOEHMS
HEMPOHHON CeTW, BaXKHO TakxXe ONpeaennTb KOIMYECTBO HEMPOHOB B KaXkAOM c/oe. Yalle BCero B 3agadax
perpeccun v pacrosHaBaHusl, KOSIMYECTBO HEMPOHOB C KaXXAbIM NOC/EAYIOWMM C/TIOEM YMEHbLUAETCSl, YTO
cnegyet u3 paboTbl ceTn. OAHAKO He BCe 3aAayun CBOAATCS K TakoMy poaa pabote. M3 Hambonee yacTbix
pekoMeHaaLuiA No onpeaeneHnio KoMYecTBa HEMPOHOB MOXHO HAWTV crieayolme:

—  KonmyectBo CKpbITbIX HEMPOHOB AOHKHO ObiTb MEXAY Pa3MEpOM BXOAHOMO Cosl U
pa3MepoM BbIXOAHOrO C/10S1.;

—  KonmuectBo CKpbITbIX HEMPOHOB AO/HKHO COCTaBASTb 2/3 pa3Mepa BXOAHOro Crosi Moc
pa3Mep BbIXOAHOMO Cosl.;

—  KonnyecTBO CKPbITbIX HEMPOHOB AOSHKHO OblTb MeHee YeM B [Ba pasa bonblie pasMepa
BXOZHOrO C/osl.

PesynbTaTbl, KOTOpbIE MOrYT 6bITb MOMYYEHbl HA OCHOBE HEMPOHHLIX CETEN C pa3HbiM KOIMYECTBOM
CNOEB MOTYT CUMBHO OT/IMYaTLCA, TaK KaK CETU NOy4YnB OAMHAKOBOE KOMMYECTBO 06y4YaeMoro matepuana
Nno-pa3HOMy CMOTYT afanTMpoBaTbCs K HEMY. OnacHbIM MOXET 6bITb HE TOILKO HEA00bYUYEHME CETH, HO U
nepeobyyeHne, koraa NOCTPOEHHast MOAENb XOPOLLIO 06BSICHAET NpUMepbl U3 obyyatoLlei Bolibopku [7][8],
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HO OTHOCUTESIbHO M/I0X0 paboTaeT Ha NMpuMepax, He y4acTBOBABLUMX B 06y4yeHuW. HarnsaHee npouecc
nepeobyyeHnst MOXXHO YBUAETb Ha PUCYHKE 2.

overtrained well trained

PucyHok 2 — Pe3ynbTaTbl NepeobyyeHHON 1 XOpoLo HaTpeHupoBaHHON VMHC

MMeHHOo NO3TOMY TaK Ba>XHO onpeaeneHne Koan4yectea HeVIDOHHbIX CNoeB n HeVIDOHOB B cnoe angd
,qaaneVlmero Cco3a4aHMNA U TPEHUPOBKK B CETU, BEAb KaK MaJiO€, TaK U YpPE3MEPHOE KOJINYECTBO C/NOEB U
HENPOHOB MOTYT NPUBECTM K HEYAQYHbIM pe3y/bTaTaM.

B uenom, onpeneneHne onTUManbHON KOHMUIypaLMuM HEMPOHHOW CETU - 3TO CIOXHAas 3aJaqa,
KoTopasi TpebyeT c6anaHCMpOBaHHOIO NMOAX0Aa M yYeTa MHOXKECTBA (hakToOpoB. V13 MHOrMX UCCIeA0BaHui,
NpoOBEAEHHbIX B obnactu onpeaeneHnsa onTuMasibHOro Konm4yecrea HeVIDOHHbIX CcnoeB “ HeVIDOHOB, MOXXHO
cAenaTtb BblBOA, YTO HET YyHMBEpCanbHOro npasuna ans Bblbopa apxuTtekTypbl MHC. HecMoTpsa Ha 3To,
“ccneaoBaTeNIn NPOAo/HKAOT paboTaTh HaA Pas3/IMYHBIMK METOAAMM M MOAXOAAMM ANS PELIEHWUs 3TOM
3aflaun. ONTUManbHOE KOMMYECTBO C/IOEB U HEMPOHOB 3aBUCUT OT KOHKPETHOM 3adayu, o6beMa AaHHbIX
W apyrux (akTopoB, NMO3TOMYy HEO6XOAMMO NPOBOAWTL TLLATENbHBLIA aHaNU3 C PerynsipHoN MpOBEPKON
CUCTEMbI SMMUPUYECKUMU pE3YNbTaTaMW.

CnUCoK UCNonb30BaHHbIX UICTOYHUKOB:

1. Tom B. Brown, Benjamin Mann, Nick Ryder // Language Models are Few-Shot Learners - 2020. P. 6

2. Approximation by superpositions of a sigmoidal function [9neKTpoHHbIN pecypc] — pexuM AocTyna:
https://web.archive.org/web/20151010204407/http://deeplearning.cs.cmu.edu/pdfs/Cybenko.pdf

3. LeCun, Y., Bengio, Y., & Hinton, G.// Deep learning. Nature 521(7553), — 2015 - P. 436-444.

4. A fast |learning algorithm for deep belief nets =+ [3neKkTpoHHbIM pecypc] — pexuMm  [ocTyna:
https://www.cs.toronto.edu/~hinton/absps/fastnc.pdf

5. Srivastava, N. // Dropout: a simple way to prevent neural networks from overfitting. The Journal of Machine Learning
Research Srivastava, N., Hinton, G., Krizhevsky, A., Sutskever, 1., & Salakhutdinov, R. - 2014 - P.15

4. Zhang, W., & Du, Y. // An empirical study on the optimal number of hidden neurons in neural network. IEEE Access — 2018
— P. 4850-4862.

6. ImageNet Classification with Deep Convolutional Neural Networks [9neKTpoHHbIN pecypc] — pexum gocTyna:
https://proceedings.neurips.cc/paper_files/paper/2012/file/c399862d3b9d6b76c8436€924a68c45b-Paper.pdf

7. Simonyan, K., & Zisserman, A. //. Very deep convolutional networks for large-scale image recognition. — 2015 — P. 1409-
1556.

8. Muhammad Uzair. Effects of Hidden Layers on the Efficiency of Neural networks Muhammad Uzair, Noreen Jamil. // IEEE
23rd International Multitopic Conference — 2020
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YK 53.047

MOOENMPOBAHWE BO3OEUCTBUA ANEKTPOMAIHUTHOIO
N3NYYEHUA HA TKAHU TENA YEJTIOBEKA YACTOTOUN 2.4 1Ty

Gekabaee [.4., macucmpaHm 2p.167001, Casuukut B.A. — macaucmp. mex. Hayk, acrnupaHm

Bernopycckuti eocydapcmeeHHbill yHU8epcumem UHopMamuKu U paduoseKmpoHUKU
2. Munck, Pecrniybrniuka benapyces

Lllegyyk O.I". — kaHO. mex. HayK

AHHOTaums. B cTaTbe paccMaTpyBaeTCsl BAMSIHAE 3M1EKTPOMArHUTHOIO U3y4YeHUst Ha TKaHW YENIoOBEYECKOro Tena YyactoTon 2,4 Iu.
MpuBeLEHbI AM3NEKTPUYECKUE NapaMeTpbl YENOBEYECKMX TKaHel Ans JaHHOW YacToTbl, @ Takke hU3MKo-TEpMUMYECKUe CBOWCTBA CII0EB
KOXM.

KnioueBble crnoBa. 3/1eKTPUYECKOE Mosie, MarHUTHOE Mosie, 3/1eKTPOMarH1Toe rnose, 3NeKTPOMarHMTHOE U3NyyYeHne

Xapaktep B3aumogeicTeuss IMI  (3NEKTPOMArHUTHONO MOMs) C  Pas/IMYHbIMKA - TKaHSIMM
ONpefensieTcs Ux 3NeKTPUYECKUMU U MAarHUTHBIMU CBOWCTBAMW. MapaMeTpaMu 3TUX CBOWCTB SIBMSIOTCS:
yAenbHas 31eKTPOnpOBOAHOCTb G, XapaKTepu3ylowasl KOHLUEHTPaumio W MNOABMXKHOCTb CBOBOAHbLIX
3apSHKEHHBIX YacTUL, BUMONIONMYECKUX TKaHeM, a Takke UX auanekTpudeckas (€) v MarHutHas (M)
npoHMuaemMocTb. OHWM OTpaXkatoT CTEeNeHb YMEHbLUEHWUS CUSIOBbIX XapaKTEPUCTUK 3NEKTPUYECKOro U
MarHWTHOMO MOJIEN B Pa3/iMYHbIX TKaHSX NO CPAaBHEHUIO C BakyyMOM. Ha oCHOBe 3TUX NMapaMeTpoB MOXHO
paccunTaTb CWUIOBbIE XapaKTEPUCTUKN 3MEKTPOMArHUTHOMO MO B TKAHAX M KOANMYECTBEHHO OLIEHWUTb
MpoLecchl, NpoOuUCXoAsLne npu Bo3aedcTBuvM SMI Ha TKaHW. B cocTaB pas3nuuHbIX TKaHENW W cpen
opraHuMaMa BXOAST MOHbl, MPOCTPAHCTBEHHO OPWUEHTUPOBAHHbIE MONSIPHbIE W HEMNOMsIpHblEe
MaKpOMOJEKYbl PasfiMYHbIX JIMHEWHbIX pa3sMepoB M AMMONM BOAbl. PasHble TKaHM cofepxaT WX B
HEOAMHAKOBOM MPOMOpUMKM, MO3TOMY KaXkfas M3 HUX 00najaeT pasvyHbIMUA - AMSNIEKTPUYECKUMM
CBOWCTBaMM W 3/1EKTPONPOBOAHOCTbIO.

DNEeKTPONpPOBOAHOCTb XXMBbIX TKAHEN ONpeaensieTcsl KOHUEHTpaUWEN MOHOB M UX NOABUXKHOCTbIO. B
MEXK/IETOYHON XKMAKOCTM C MaKCMMasibHbIM COAEPXKaHWEM HOCUTENENM TOKa — WOHOB — YyAenbHas
3N1EKTPONPOBOAHOCTb AOCTATOYHO BbICOKA M cocTtasnseT 1 Cm/M. B umto3one, cogepkalieM opraHensbl
M KpynHble 6enkoBble MAKpPOMOSEKYSbl, HanpoTuB, OHa mnoHwxaetcd Ao 0.003 Cm/M. YpenbHas
3M1EeKTPONPOBOAHOCTb M/1A3MOSIEMMbl M BHYTPUKIIETOYHbIX MeMbpaH, coctasnsiowmx Ao 50 % maccol
knetky, ewe Hmxke: (1 — 3) 1011 CM/M. DnekTponpoBOAHOCTbL KOXMW 3aBUCUT OT €€ TOJILWMHBI, COCTOSIHUS
[lep1BaToOB U coaepXaHus BoAbl. ToMWMHa anuaepMmca 6onblUMHCTBa y4acTkoB Tena cocrasnset 0,07 —
0,12 mm.

M3-3a Manoro KonM4yecTBa MEXKIETOYHOW >XMAKOCTM W BbIPAXXKEHHOM KOMMapTMeHTanmsauum
(Hannums MEMBPaHHBIX SIYEEK) LMTO30/s. CYLLECTBEHHO OrpaHMYMBAIOLLEN NOABUXXHOCTb COAEpXKaLLMXCS
B HEM WMOHOB, yAeNbHas 3/1EKTPOMPOBOAHOCTb LEMbIX OPraHoB M TKAHEW 3HaUYUTENbHO MEHbLUE, YeM
COCTaBASAOLWUX UX Cpes.

[nanekTpryeckas NPOHMLAEMOCTb XapaKTepu3yeT CNOCOBHOCTb K MPOCTPaHCTBEHHOMY CMELLEHMWIO
CTPYKTYp TKaHelh M 0b6pa3oBaHUO O6BEMHOIO AMMNOMLHOrO MoMeHTa (monsipusauum). OHa obycrnoBneHa
NPenMMyLLECTBEHHO CBS3aHHLIMW 3apsifaMu, MOASIPHbIMU U HEMOMSPHBIMM MAaKPOMOJIEKY/laMU Pa3fINYHbIX
NIMHEWHBIX Pa3MepPoB U AUMNONAMU BOAbl. OTHOCUTENbHAs AMANIEKTPUYECKAs MPOHULAEMOCTb Pas3fMUHbIX
TKaHEN ANS MOCTOSIHHOMO 3/IEKTPMYECKoro nons coctaBnseT 103 - 106, KapauHanbHOW OCOBEHHOCTbLIO
OopraHu3aMa uYesioBeka SBASIETCS HaNMuMe YacTOTHOM  3aBUCMMOCTM  (AMCMEPCUMM)  MACCUMBHbIX
3NEKTPUYECKNX CBOWCTB TKaHEM, CBSA3aHHbIX C HEOAMHAKOBLIM COCTOSIHUEM 3apshKEHHbIX 4acTul, Npu
BO3AencTBUMN MM pa3IMUYHON YacToThl.

B oTnnune ot anekTpuyeckoro nons buonornyeckne TkaHW ocrabnsioT BHELWHee MarHUTHOE nosne B
o4yeHb Manoi creneHn (nopsiaka 0,001%). BONbIIMHCTBO M3 HUX OTHOCSATCA K AMaMarHeTvkam (cymma
opbuTanbHbIX M CMUHOBbLIX MArHWTHLIX MOMEHTOB COCTaBASIOWMX MX OGMONOrMyeckMx Monekysn pasBHa
Hyn0), KoTopble cabo npeobpasyloT 3HEPruld MaArHWTHOrO Mons. DHeprusi MarHWTHOro Mons,
rorsoLlaemMasl, Hanpumep, niasMoneMMon. He npeBbiaeT 1026 k. MarHUTHas NPOHMLIAEMOCTb KIETOK
M NPaKTUYECKM BCEX XUAKOCTEN opraHn3Ma coctasnsieT 0,99995. JInilb HEKOTOPbLIE MOJIEKY/bI, BXOASLIME
B COCTaB Pas/iMuHbIX CTPYKTYp OpraHu3aMa (MONEKYNsipHbIA KWUCNOPOA, COMM Kenesa, HeKoTopble
rmaponepekncn M pagvkanbl), UMEHT CyMMapHbI MarHUTHbIA MOMEHT, HEe 3aBUCSILUMI OT BHELIHEro
MarHMTHOro nons. Takue HU3KOMOSEKYNSPHblE COeAUHEHUS OTHOCAT K napamarHeTvkaMm, MarHWTHas
MPOHMLIREMOCTb KOTOpbIX cocTaBnsieT 1,00005. Pasnnume MarHWTHbIX MPOHULIAEMOCTEN Aua- U
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MapaMarHETUKOB CYLLIECTBEHHO HE W3MEHsIeT XapaKTepa B3aUMOAEWCTBMSI MOCNEAHUX C BHELWHUM
MarHWTHbIM MOJIEM, TaK KakK UX BEIMUMHbI UMEIOT OANHAKOBbLIN MNOPSIAOK.

M3BECTHbI WCCNEeAoBaHMS MO SMEKTPUYECKUM  XapaKTEPUCTMKAM PasfIyHbIX TUMOB TKAHEN
opraHusma []. B 60MbLIMHCTBE C/lydYae pesynbTaTbl MCCNEeAoBaHUA 6bliv ONy6IMKOBaHbl C yKa3aHWEM
KOHKPETHBIX YaCTOT M/ AMana3oHOB YacToT. BblfNo NoKa3aHo, YTO 3M1IEKTPUYECKNE XapaKTEPUCTUKN TKaHeN
OpraHmM3Ma 3aBWUCAT OT 4acTOThbl, U MNP MOAE/IMPOBAHWM 3HAYEHWE 3TN XapaKTEPUCTUK AOMKHbI ObiTb
WHTEPMNOSIMPOBaHbl C YY4ETOM YaCTOTbl U TUNa TKaHeN opraHu3Ma.

[ns MoAenupoBaHWUs MHAYLUMPOBAHHOW MIOTHOCTM TOKa WAM APYrUxX MapaMeTpoB, TakuX Kak
M/IOTHOCTb NMOTOKa 3HePruK, SAR 1 BO3AENCTBUE MOMEN, MOXHO TaKXKe MUCMOJb30BaThb YMNPOLLEHHYIO GopMy
OOHOPOAHOrO Tefla C  paBHOMEPHOW  YAENbHOW  3MIEKTPOMPOBOAHOCTHIO.  MoaxoasawmMu — ans
MOAENMPOBaHUS Tefa YenoBeka SIBNAIOTCS BbITAHYTbIE ccheponabl U ogHopoaHble Moaenu Tena. MNpoctble
ANCKN 1 KyBoubl TaKXKe YacTo UCMOSb3YIOTCS B KaYeCTBe METOAOB ANs NMOATBEPXKAEHUS BbIUUCIIEHMI, Tak
KaK reoMeTpuio M CUTyauuio BO3AEWCTBUM Nerye CMOAENMPOBaTb, @ 3aTEM CPaBHUTb C W3BECTHbLIMU
pe3ynbTaTaMu U TEOPETUHECKMMM AAHHBIMM.

,ElmaneKTpmquKme CBOWCTBA TaKoM MOAENN YacCTo ABNAKOTCA YCpeAHEHHbIMW ANA BCEro Te€Ma Ha
pacCMaTpuBaEMbIX 4aCToTax, HO MOryT, HanpoTus, 6bITb TUMUYHBIMU ana oTAaenbHbIX yacten Tena wau
TUMNOB TKAHEN opraHusMa, B Tabnuue 1 npeacTaBneHbl 3HaUeHMsl NapaMeTPOB ANSNEKTPUYECKUX CBOMCTB
C/T0EB YENI0BEYECKUX TKAHEMN.

Tabnuua 1 — AuanekTpuyeckme CBOMCTBA C/IOEB KOXM

2,4TTy
TkaHb
[OunanekTpnyeckas NpoHMLAEMOCTb, &€ MposogumocTb 6, CM/M
anuaepmuc 3,39 0,3
LepmMa 4,28 18,2
MOAKOXHbIN XUp 3,76 7,1
MbILwybl 24,4 33,6

PeakuMn TkaHei opraHu3Ma Ha TepMuyeckue hakTopbl ONpeaenstoTcs WX Tennoduandeckumm
cBoicTBamu. MapaMeTpbl TENNOMU3NYECKUX CBOMCTB TKaHEl opraHM3Ma npvBeaeHbl B Tabnuue 2

Tabnvua 2 — PU3NKO-TEPMUUECKME CBOWCTBA C/IOEB KOXM

YaenbHas YaoenoHas
TkaHb TENNoEMKOCTb TennonposoaHocTy | TVIOTHOCTb P, kr/mM3 |  TonwmHa x, M
C, Mx/xr * K K,BT/M*K
Snuaepmmc 3600 0,235 1190 0,00008
Oepma 3300 0,445 1116 0,002
MOAKOXHBIN XUp 2700 0,185 971 0,01
MbiWwubl 4000 0,5 1000 0,03

Moaenb KOXM, COCTOSILLAs U3 YETbIPEX PasHbIX C/IOEB, @ UMEHHO: 3NMAEPMUC, AepPMa, NMOAKOXHbIN
XMUP W MblliUbl MOABEPraloTCA BO3AEUCTBUIO 4YacTOTbl MOBWUMbHOM cBA3M 2.4 [Ty (pucyHok 1).

Mwukpononockosas

dHTEeHHa

pacnonaraeTtcd Ha

PacCTOsiHMM

2 CM OT cnos

anuaepMuca.

DNEKTPOMAarHUTHas 3HEPrUs NepeaaeTcs BO BXOAHOW NMOPT aHTEHHbI, Aallee B OKPY>KatloLLee NPOCTPaHCTBO
W NOrNoLWaeTc MHOrOC/IOMHON KOXXHOW TKaHbIO.
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Dnuaepmuc

[ToKOXKHBIN KHUP

MI/IKpOHOHOCKOBa}I AaHTCHHa

Hepma

MEBIHIIIEL

BxomHoii mopT aHTEHHBI

PucyHok 1 — CxeMaTuyeckasi reoMeTpusi MHOFOC/TIOMHOM KOXXHOM TKaHM C NaT4y aHTEHHOW

CTpyKTypa MaT4y aHTEHHbl MPeACTaB/ieHa Ha PUCYHKE 2, @ ee NapaMeTpbl A/t BbiIGpaHHOW paHee
YacToTe NpeacTaBneHbl B Tabnuue 3.

Tabnuua 3 — MNapaMeTpbl NaTy aHTEHHbI

Ground plane

PucyHok 2 — CTpyKTypa naT4y aHTEHHbI

[OunanekTpuyeckas TonwmHa LLInprHa aHTEHHbI [nnHa aHTeHHbI L,
YactoTa, MU | npoHuLaeMocTb & W, MM MM
AnanexkTpuka h, MM
2,4 4,7 0,2 37,0 28,8

Ha ocHOBaHWU npuBeaeHHbIX paHee AaHHbIX NPOBEeAEeHO MOAENMPOBAHUE B MPOrpaMMHOM NPOAYKTE
CST Studio Suite, nonyyeHHble pe3ynbTaThl NPeACTaBAEHbl HA PUCYHKAX 3 U 4.
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pWicm#2
73.9

60
50

40

30

20

PucyHok 3 — lNNOTHOCTb NOTOKA SHEPTUM 3MIEKTPOMArHUTHOMO M3/yYEHNS B TKAHAX TeNa YesloBeKa
npy Bo3aencTBum Yactoton 2.4 Iy

37.197

37.18
37.16
37.14
37.12

371
37.08
37.06
37.04

37.02

37

PucyHok 4 — HarpeB TKaHeli B pe3ynbTaTe BO3AENCTBUS SNIEKTPOMArHUTHOrO U3MyUYeHUs B TKaHSX
Tena yenoBeka Npv Bo3aencTaum Yactoton 2.4 My

HarpeB anuagepmunca v AepMbl, NpU BO3AEWCTBUM 3/IEKTPOMArHWTHBIM W3JTyYeHUEM YacToTon 2.4
Ty coctasun 0,2 rpagyca, Nnpy 3TOM MJIOTHOCTb NOTOKAa SHEPrnu 3neKTPoMarHuTHoro msnydexus (MMN3)
coctaBuna 73,9 MKBT/cM2. B cooTBeTCTBUM C [3] Npy NPOAO/IKUTENBHOCTM BO3AeNCTBUS MeHee 3,0 YacoB
AaHHOEe BO3AEWNCTBUE 3MIEKTPOMArHUTHLIM U3MyYeHWEM Ha TKaHW Tena YenoBeKka A0MnyCcKaeTcs.

CnUCOK UCNONb30BaHHbIX UICTOYHUKOB:

1. TWrMeHnyeckasi oUEHKa 3MEKTPOMArHUTHBIX M3MyYeHuii : ydebHo-MeToamyeckoe nocobre / W.B. Ckopoboratas,
3./ NeoHoBuY. — MuHck : BIMY, 2018. -39 c..

2. IEC Committee Draft (CD) 85/214/CD: Measurement and evaluation of high frequency (9 kHz yo 300 GHz) electromagnetic
fields with regard to human exposure.

3. CaHuTapHble HOpMbl M NpaBunia «TpeboBaHMst K 3NEKTPOMArHUTHLIM M3MyYeHWUsIM paaMoYacTOTHOrO AManasoHa Npu ux
B/I3AENCTBMM Ha Yenoseka oT 05.03.2015.
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YAK 621.317.3

METOAUKA NMOBEPKWU NMPUBOPA KABEJIbHOIO UPK-NMPO TrAMMA

Banoea U.H., macucmpaHmka epynnbsi 267041

Benopycckuti eocydapcmeeHHbIl yHugepcumem UHhopMamuku U paduo31eKmpoHUKU
e. Munck, Pecniybnuka benapyco

Genowuuykud A. .. — kaHOUGam mexHU4ecKux Hayk, doueHm

AHHOTauusa. B pabote onucaHbl MeToaMKM noBepku kabenbHoro npubopa WPK-MPO amma. MpuBoasTcs MeTponoruyeckve
XapaKTEpUCTUKM NoBepsemMoro Npubopa 1 BbI6paHHbLIX 3TanoOHHbLIX CPEACTB NMOBEPKWU, CXEMbI NMOBEPKU N 3HAYEHWS MOBEPSIEMbIX TOYEK, a
Takxe Cnocobbl OLiEHKN NOrpeLIHOCTEN N3MepeHUIA.

KntoueBble cnosa. MeToauka, noBepka, Npubop, kabesbHbIi.

Mpy cTponTenbCTBE KabenbHbIX IMHWIM CBA3WN U AanbHENLLEN MX HAAEXHOMN 3KChnyaTauum 60MbLuyo
ponb urpaeTt MeTtposiornyeckoe obecnedenve (MO). OaHOM M3 BaXKHbIX 3adady MO SBNSIETCA KOHTPO/b
METPOJIOrMYeckmnx xapaktepuctnk (MX) MCnonb3yeMbiX U3MEPUTENbHBIX NMPUOOPOB, KOTOPbIM Ha pasHbIX
CTaAMSAX XXM3HEHHOIO LKA NpUbOPOB OCYLLECTBASETCS MpW NMPOBEAEHWUN FOCYAAPCTBEHHbLIX UCTIbITaHWMN,
MoBepKM, KanMbpoBKM M METPOSIOMMYECKOM 3KCNepTU3bl. TV BUAbI PaboT MO METPOSIOrMYecKon OLeHKe
BbIMOJHSKOTCS C UCMO/Ib30BAHMEM CMEUManbHO pa3paboTaHHbIX Hay4YHO-060CHOBAHHbBIX METOAMK.

B cTaTbe paccMaTpuBaeTca MeToamnka nosepku (M) npmubopa kabenbHoro MPK-MPO Namma. MI
pa3paboTaHa B cooTBeTCTBME C TpeboBaHusMm [1].

Mpnbop MPK-TIPO lamMMa npefHa3HayeH ANs onpefeneHust pacCTosHWUS A0 MecTa WM3MEHEeHWs
BOJTHOBOIO COMPOTUBIEHMSI BCEX TUMOB Kabenei, U3MepPeHUs: CONMPOTUBIIEHNS U30MSLMKN, COMPOTUBIIEHMS
wnenda 1 aNeKTpPUYECKo eMKOCTU Kabens, onpeaesieHVsi OMUYECKON acMMMETpUK, a Takxke paboTy B
peXxuMe MUMMYNbCHOro pedrieKTOMETpa, NpeAHa3HaYeHHOro A1s OnpefeneHusl paccTosiHUiA [0 MecT
COCPeAOTOYEHHbIX HEOAHOPOAHOCTEN.

Mpun noBepke npubopa ONpeaenstoTCs ero cneayrolme ocHoBHble MX: onpeaeneHne abcontoTHOM
MOrpeLHOCT  U3MEPEHUsI  COMPOTUMBAIEHUS  U30MSUMKM, OnpeaeneHMe  abConioTHOM  MOrpeLlHOCTM
W3MEPEHUs1 COMPOTUBNEHUS LWneida, onpeaeneHne abCcoMOTHOW  MOMPELHOCTU  OnpeaeneHus
paccTosiHMs [0 MeCTa NOBpeXAeHWusi M30onsiumMn kabensi, onpegeneHne abCconoTHOM MOrpeLHoCcTy
n3MepeHusi SNeKTPUYECKO EMKOCTU kabensi.

Ona onpepenenns 3Tnx MX npu nosepke npubopa 6binn BbIGpaHbl Creaylowme 3TasloHHbIe
cpeAcTBa MOBEpKM: MarasuH conpotueneHuit P40104, pauana3oH 100 — 1000 MOM; MarasuH
conpotuBnenuii P40103, amanasoH 1 MOM — 10 FOM; MarasuH conpotmBnenuii P40102, amvanasoH 0,01 —
100 MOM; marasvH conpoTuBneHuii P4831, amanasoH 0,01 — 110000 Om; MarasuH emkoctent P5025,
avanasoH 0,0001 — 111 mMko®.

Ha pucyHkax 1, 2, 3 npuBeaeHbl CXxeMbl NOBEPKM AS11 KOHTPOSS Bbile YKa3aHHbIX MX.

Ae — — — — |
MPK-TIPO Famma B F===== Marasuh
CI conpotTuBaeHUN
| P40103 (P4831)

PucyHok 1 — CxeMa coeiMHEHUS NPUBOPOB NpU ONpeAeneHnr abcosOTHON MOrpeLLIHOCTH
U3MEPEHMUSI COMPOTMBEHUIA U30NSALMK 1 Wneiida
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Marasud

conpotueneHni M1

UPK-IPO
flamma

MarasuH

conpoTtusneHnis M3

= =l =
—.—p—[

MarasuH

conpoTusneHnin M2

PucyHok 2 — CxeMa coeIMHEHUS NpUBOpPOB Npu onpeaesieHun abconioTHOM NOrpeLLIHOCTH
onpefeneHnsl paccTosiHMs A0 MeCTa NoBpeXxaeHus nsonaumm kabens

.
lamma ; P5025

PucyHok 3 — CxeMa coeiMHeHVsi NpUG0OPOB Mpu onpeaeneHny abCcontoTHOWM NOrPeLLIHOCTM
U3MEPEHWS SNEKTPUYECKON EMKOCTU Kabens

OnpegeneHne MX noBepsieMoro npubopa.

1. OnpepeneHune abcontoOTHOW NOrpeLHOCTU U3MEPEHNST COMPOTUBEHUS U30MISLMN.
[aHHy0 onepauunio NOBEPKWN BbIMOSHAOT MPU BK/IIOYEHHOM MPUIIOXKEHUN «MOCTOBbIE N3MEPEHNS» B
pexwuMme paboTbl npubopa «U3onsums». B COOTBETCTBMM CO CxeMOM pucyHka 1 ko Bxopam B n C
npubopa noaknoyaloT MarasuH  conpotuBneHuii  P40103. Ha marasuHe  COMpOTUBNEHWI
yCTaHaBnMBaloT nocnegosatensHo: 10; 100; 500 kOMm;1; 5; 10; 50; 100; 500; 1000; 10000 MOM.
[ns kaXkaoro BbICTaBIEHHOMO Ha MarasuHe CONpPOTMBIIEHNS N3MEPEHNs NpoBoaATCs h pa3 (n=3).

ABCOMIOTHYIO MOrPELHOCTb M3MEPEHMUSI CONMPOTMBIIEHNS] U30ISILMK ANS1 KaXXAOW MOBEPSIEMOIN TOUKU
noeepsieMoro npubopa onpegensoT nNo popmyne:
n

AR=" R _R.
u _Z ui M (1)

niz

roe Ru — n3MepsieMoe 3HaueHMe COMpPOTUBIIEHUS; N — KOMMYECTBO M3MepeHui; Rm — 3HauyeHune
CONPOTMBEHWI, BLICTABNSIEMbIX HA MarasvHe COMPOTUBIIEHNSL.

Pe3ynbTaTbl MOBEPKM CUYWTAIOTCS  YAOBNETBOPUTESbHLIMUA, €C/IM  MOJYYEHHbIE  3HAYEHUS
abCoMOTHOM NOrPELLUHOCTM HE NPEBbLILLAT 3HAYEHWIA, YKa3aHHbIX B Tabnuue 1.
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Tabnuua 1 — Mpenmenbl AOMyckaeMoWl abCOMOTHOM MOrpelHOCTM W3MEPEHMS COMPOTUBIIEHMS
n3019LUMK

Rm 10 100 500 1 5 10 100 500 1 10
KOM KOM kOM MOmM MOM MOmM MOmM MOmM oM oM

ARy +2 +11 +51 +100 +500 +1 +10 +50 +100 +1
KOM KOM kOM KOM kOM MOmM MOmM MOmM MOmM oM

2. OnpepneneHne abcontOTHOM MOrpeLiHOCTU U3MEPEHUS COMNPOTUBIEHUS Lneida.

Onepaumio NOBEPKM BbIMOJTHSAOT NPU BKJIKOYEHHOM MPUSIOXEHUM «MOCTOBbIE N3MEPEHUS» B PEXMME
paboTsl npubopa «LUneid». B cooTBETCTBME CO CXeMOM pucyHka 1 ko BxoaaM A u B npubopa noakntoyatoT
MarasuvH conpoTueneHuin P4831. Ha 3TOM MarasuvHe YCTaHaB/IMBAOT MOCAEAOBATENbHO Cleaytolime
3HaueHus conpotuenenus: 1,0; 0,5;1; 10; 50; 100; 500; 1000; 1900; 5000;9900 OM. [llposoasT
noBepsieMblM NPMBGOPOM U3MEPEHMSI YCTAHOBNEHHBIX CONMPOTUBEHUI.

PacueT abcontoTHOW MOrpeLlHOCTY U3MEPEHNS COMPOTUBIEHMS LWinelda onpeaenstoT no dopMyne
(1) npu 3ameHe ARy Ha ARy, a. RuiHa Rui.

Pe3ynbTaTbl MOBEpPKM CUYWTAKOTCS  YAOBIETBOPUTENbHBIMM, €C/IM  MOJIYYEHHbIE  3HAYEHUS
abCoMOTHOM NOrpeLLIHOCTM HE NPEBbLILLAOT 3HAYEHWIA, YKa3aHHbIX B Tabnuue 2.

Tabnvua 2 — [pepenbl AonyckaeMol abCoMOTHOM MOrpewwHoCT WM3MEpPEHUsI COMPOTUB/IEHUS
wnenda

Ru,, 0,1 0,5 1 10 50 100 500 1000 1900 5000 | 9900
OmMm

ARy, | £0,1 +0,1 +0,1 +0,1 +0,1 +0,2 +0,6 +1,0 +1,9 +100 | +10
0]V 0

3. OnpeneneHne abCOMNOTHOM MOrpeLIHOCTM ONpedeNieHnsl PacCTOsHUS [0 MecTa MOBPEeXAEeHMs
kabens.
Onepaumio NoBepKkX BbIMOAHAIOT MPU BKIIOYEHHOM NPUIOXKEHUN «MOCTOBbIE U3MEPEHUS» B peEXMMEe
paboTbl Npubopa «YTeuka». Mpnbopbl COEAMHSIIOT B COOTBETCTBME CO CXEMOWN pUCyHKa 2. B kauyecTBe
MarasvHOB COnpoTuBneHnii M1 n M2 ncnonb3ytoT ABa MarasuHa P4831, a M3 — P40102. Ha MarasuHax
CONPOTMB/EHWI YCTAHAB/IMBAIOT MOCEAOBATEIbHO 3HAYeHWUsl COMPOTUBNEHMM W3 Tabnuubl 3.
MpoBOAAT M3MEPEHNS PACCTOSAHUS [/1S1 BCEX YCTAHOBJIEHHbIX 3HAUYEHUI.
A6CONIOTHYIO MOrpeLLIHOCTb U3MEPEHNS PaCcCTOSHUS A0 MecCTa noBpexaeHns kabens onpegensiort
no ¢opmyne (1) npu 3ameHe , ARy Ha AL, a RuiHa Lui.
Monyyaemasi NorpelHocTb AL He Ao/MKHA MpeBbIWaTh 3HAYEHUI AOMYCKaeMol NOrpewwHoCcTU ALy,
yKasaHHoW B Tabnumue 3.
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Tabnuua 3 — [lpenensl AOMNYCKAaeMOW MOrPELHOCTM MPU M3MEPEHWM PACCTOSHMS A0 MecTa
NOBPEXIEHNS U30MALUMM Kabens

M1, Om M2, Om LLneiid, Om Ly, M Mpenensl AonyckaemMoi abconoTHOM
norpewHoctu ALy npu M3=0,1,2,3 MOM

100 0 100 0 2 M

50 50 100 1000 3 M

500 0 500 0 2 M

250 250 500 1000 £3 M
1000 0 1000 0 2 M

500 500 1000 1000 £3 M

3. OnpeaeneHve abCconOTHON NOrpeLHOCTM U3MEPEHUST SNEKTPUYECKON EMKOCTM Kabensi.

Onepaumio NoBepKM BbINOMAHSAKOT NPY BKIHOYEHHOM NPUIOXKEHUN «MOCTOBbIE U3MEPEHUS» B PEXUME
paboTbl npubopa «EMKOCTb». B COOTBETCTBMM CO CXemMoW pucyHka 3 ko BxogaMm B u C npubopa
noAKo4aloT MarasuH emkocteit P5025. Ha MarasvHe eMKoCTel MocneaoBaTeNbHO ycTaHaenmeatoT: 0,1;
1; 10; 100; 500; 750 H®; 1; 1,5; 1,95 mMk®. MpoBOAAT U3MEPEHUS A BCEX YCTAHOB/IEHHbIX 3HAUYEHUIN HA
MarasuHe.

ABCOMIOTHYIO MOMPELHOCTb U3MEPEHUS SNEKTPUYECKON eMKOCTU kabensi onpeaenstoT no gopMyne
(1), npn 3amMeHe ARy Ha ACu, @ Rm Ha Cu. MNonyyeHHas norpelHocTb AC He fo/mkHa NpeBbiwaTh npeaena
AonycTumoii norpewHocty ACy,, ykasaHHow B Tabnumue 4.

Tabnuua 4 — Mpeaensl AONYCKaeMon NOrpPELHOCTM U3MEPEHUSI EMKOCTM Kabensi.

Cm, 0,1 1 10 100 500 750 1000 1500 1950
HO

AC,, +0,1 +0,2 +0,3 3 +11 +16 +21 +31 +40
HO

CnuncokK Mcnonb30BaHHbIX UCTOYHUKOB:

1. MocTtaHoBneHue FocctaHaapta N240 oT 21.04.2021r. «06 oCyWeCTBNEHUM METPOSIOrMYECKoM

OLIEHKM B BUAe paboT Mo rocyaapCTBEHHON NOBEPKE CPEACTB U3MEPEHUI».
2. PykoBoacTBa no akcnnyaTauumn npubopos UPK-MPO Mamma, P340104, P40102, P4831, P5025.
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YAK 621.391

NMNAHUPOBAHUE VPN-TYHHEJIEU MPU UCMOJIb3OBAHUU METOOA
MHXWUHUPUHIT'A, OCHOBAHHOI'O HA NMPUCBOEHUU
KO3®®ULUMEHTOB PACIMNPEOENEHUA MOTOKA TPA®UKA B CETU
ANEKTPOCBA3U CMNMEUMNAIIBHOIO HASHAYEHUA

Bpyb6nesckuti C.C., a0boHKM

BoeHHasi akademusi Pecniybnuku benapycb
2. MuHck, Pecniybniuka benapycb

MawkuH E.B. — kaHO. mexH. HayK

B paboTe npeanoxeH METOA UHXWHUPUHIa Tpaduka, OCHOBAHHOIO Ha MPUCBOEHNN KO3(MULIMEHTOB pacnpeaeneHns noToka Tpaduka,
XapaKTepy3yoLLEro Ao Tpadvka, Npy nnaHUpoBaHuM VPN-TYHHENEN B CETSX 3/IEKTPOCBSA3M CreumanbHOro HasHaueHus. MNokasaHo
4TO, MCMOJb30BaTh BCE BO3MOXHbIE MapLUPYTb 45151 NaHupoBaHust VPN-TyHHenell He NpeACTaBsieTcsl BO3MOXHbIM, Tak KaK OTAembHble
pebpa SABNATCSA COCTaBHbIMU 3/1EMEHTaMW Pa3INYHbIX MapLLPYTOB.

MpenoctaBneHne COBPEMEHHbIX  WMH(OKOMMYHWMKAUMOHHBIX YCIYr B CETU  3/1EKTPOCBA3N
cneumanbHOro HasHadeHuss (COCH) npepnonaraeT LWMPOKOE WCNOJSb30BaHus  IP-wumdpatopoB wm
KPMMNTOMapLUPyTM3aTOPOB COBMECTHO C TEXHOMOMMeN BMpTyanbHblX 4YacTHbix ceTei (Virtual Private
Network, VPN).

Mcnonb3oBaHue IP-TexHonoruin aenaet COCH BO MHOMOM CXOXWMW C CETbIO 3/1IEKTPOCBA3M 06LLEro
nonb3oBanHus (C30I1), ogHaKko MOXHO BblAENUTb OTANYMTENbHYK 0COBeHHOCTb: B ceTu goctyna B CICH
€CTb BbICOKOCKOPOCTHbIE Yy4aCcTKM B AECATKM M COTHM MOWUT/C, @ Ha TPaHCMOPTHOM ypOBHE MPOMyCcKHas
CMOCOBHOCTb MOXET CYLUECTBEHHO CHMXATbCA (A0 NMPOMYCKHOM CMOCOBHOCTY 3KBUBANEHTHON LUMBPOBOMY
notoky E1 — 2048 kbut/c), uto co3gaeT 3dhdeKkT «OyTbINOYHOro ropribilika», TeM CaMbiM YyXyALlas
rnokasaTesin KayectBa OOCNYyXuBaHUS nNonb3oBaTenei. CrnegoBaTenbHO, HEO6X0AMMO MNPUMEHSITb
JOMONHUTESbHbIE METO/bI, YYMTbIBAKOLLME HANNYME HU3KOCKOPOCTHbLIX yvacTkos B COCH u nossonsiowme
MaKCMManbHO
1 cbanaHcMpoBaHHO MCMOJIb30BaTb BECb PeCypC CETH, @ He TOMbKO Pecypc OTAE/bHbIX KaHanoB CBS3U.

B Teopun nocTpoeHnst NHPOKOMMYHUKALIMOHHBIX CETEN AaHHbLIN KiacC METOAOB MOJTyYns Ha3BaHUe
Traffic Engineering (TE — MHXWUHUPUHT Tpadmka). Ha ceroaHAWHWI AeHb He CYLLIECTBYET YHUBEPCAbHOIO
W CTaHOApTU3NPOBAHHOMO NoaxoAa NPUMeEHeHUs AaHHbIX MeToAoB He Tonbko B COCH, Ho 1 B CI0T1.

MeTtoabl TE MO3BONSIOT HE TOMbKO ONpeaenuTb ONTUManbHbIM MapwpyT Afns MNoToka Tpadwka,
HO ¥ pe3epBupYyIOT ANsl HEro NPOMYCKHYO CNOCOBHOCTb pecypcoB CETU, HaXOASALMXCA B 3TOM MapLupyTe
[1].

M3 cywecTBytowmx MeToaos TE B NpeanoXXeHHON Moaenn NPUMEHEH METOA, B KOTOPOM MCXOAHbIMM
AAHHBIMU AN MHXUHUPUHIA SBASIOTCS XapaKTEPUCTUKK CETU, FAe B KayeCTBe pecypca CeTM UCMNOMb3yeTcs
NPOnyckHas cnocobHOCTb.

Ucxogs w3 KoHuenumu  TE, mMexay Mapwpytmsatopamum i u j B C3CH cywectsyeT

ol

B 06LLUEM C/lyYae He OAWH OMTMMAaNbHbIN MapLUPYT, @ MHOXECTBO MapLUpyTOB

Iol<ij>
i ng>

p (1)

~

el ]

péij> ={ifq,.., j}| — MapLUPYT MEXAY MapLUPYTM3aTOpaMU i U .

rae

95



59-51 HayuyHasi KOHghepeHUUs acrupaHmos, MasucmpaHmos u cmyderHmoes bI'YUP, 2023 e.

| <ii>|
Mpu 3Tom kaxaomy mapwpyTy |Pe '| npucsamsaeTcs kostduumeHT pacnpeseneHns noToka

Tpadwmka

(e} = {ifg...j}
ki =k

, XapaKTepu3ytowuii fonto Tpadmka, nepeaaBaeMoro no AaHHOMy MapLupyTy.

KoacdhduumeHT pacnpeaeneHns notoka Tpadvka Ans MaplipyTa paBeH OTHOLIEHWUIO MUHUMAJIbHOW

I'IpOI'IYCKHOﬁ cnocobHocTH MapuipyTa K MaKCUManbHOM I'IpOI'IYCKHOl\;I CnocobHocTH ceTu qijz Mexay y3namum

i U j, onpeaeneHHoln B pe3ynbTaTe pelleHns 33a4M 0 MakcuMalbHOM noToke [2]. MpumMep onpeaeneHus
JaHHOro koadduumeHTa NpeacTaBneH Ha pucyHke 1.

PucyHok 1 — MNMpoxoxaeHne noToka Tpadumka Mexay TOUKaMK i U j

MoTok Tpactuka Mexay TOYKaMU i U j MPOXOAMT MO TPEM MapLLpyTaM: |{|,n, J}l,l{ht,l}l,l{', J}l, KaXKAoMy
NPpUCBanBaETCA CBOW KO3 MUUMEHT pacripeaeneHns noToka Tpaduka, KOTOpbIA pacCUMTLIBAETCA Kak

q{lv n, J}
iy =i |

]
Qi

q{ivtv J}
ity =i

]
Qi

i)
k{i,j}‘l_u

J
q i,

rae

gtin i} = min{q
ij in

. (2)

(3)

Q)

ity =mi {1} =
’qnj}|, |qij mln{qit’qtj}|, i~ Uj| - MuHuManbHbie nponyckHble

CNocobHOCTV MapLIpyTOB {in, i} / (it ' {i , COOTBETCTBEHHO.

Mcnonb3oBaTb BCE BO3MOXHble MapwpyThl Ans nnaHupoBaHus VPN-TyHHenel He npeactaBnsieTcs
BO3MOXHbIM, TaK Kak OTAesNbHble pebpa SBNSIOTCA COCTaBHbIMM 3M1IEMEHTAMM Pa3fIMYHbIX MapLUpyTOB.
CnepoBaTenbHO, NO Mepe HacbiweHns pebep nnaHvpyembiMu VPN-TYHHENSAMU, KOIMYECTBO MapLUpyTOB
6yaeT yMeHbLIaTbCsl, 0 TEX NOP, NOKa He CTAHET paBHbLIM HYNI0. YKaszaHHas UTepaTuBHas npoueaypa
npeacrasneHa BbipaxeHuem (5),
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{1}

ijs !

q;,()=q

qujz (2)=q

iz

(5)

d;, (€)=qy, (e-1)- Qij{;} =0,

F,El,e|qiiz (e)l — CyMMapHas MponycKkHasi CNocoBHOCTb MeX/ly TOUKaMU i U j Ha Luare e, paBHast pa3HOCTM

CYMMapHOI MPOMYCKHOM CMOCOBHOCTU Mexay TOUKaMM i U j Ha Liare ¥ MUHUMAJIbHON NMPOMYCKHOM
CNocobHOCT MapLIpyTa e Mexay TOYKaMu i U j;

€ — KOJIMYEeCTBO MapLLpPYTOB.

MpumeHeHne metogoB TE B COCH npu nnaHupoBaHun VPN-TyHHeENen no3BonvUT 06ecneynTb
cbanaHcmpoBaHHylo 3arpy3ky cetm (oo 100 % pecypca ceTM) B CpaBHEHWW C TPaaULUMOHHLIMM
oAHoMapLupyTHeIMM npoTokonamm RIP n OSPF (obecneunsatoT ucnonb3osaHue o 40 % pecypca cetn).

Cnuncok ncnonb30BaHHbIX UCTOYHUKOB:

1. Onudep, B. I'. KoMnbloTepHble ceTu. MprHUMNLI, TEXHOIOrMK, NPOTOKONbI : yyeb. / B. I'. Onudep,
H. A. Onudep. — 5-e nza. — CM6. : MNurtep, 2015. — 992 c..

2. Xapapu, ®. Teopus rpacos / ®. Xapapu ; nog pea. I'. 1. FaBpunosa. nep. € aHrn. — 2-e u3g. — M.
: Eantopuan YPCC, 2003. — 296 ¢
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YAK 621.391

BbIBOP MNIIAT®OPMbl BUAEOKOH®EPEHLICBA3WU ANA YHEBHOIO
NMPOLIECCA: CPABHUTEJIbHbIN AHAJIU3 OCHOBHBbIX
NAPAMETPOB

Loezynesuy E.B., macucmpaHm 2p.267041

Bernopycckuti eocydapcmeeHHbill yHU8epcumem UHopMamuKu U paduoseKmpoHUKU
2. Munck, Pecrniybrniuka benapycs

Llesuyk O.I. — kaHA. mexH. HayK, QoueHm

AHHOTaums1. B JaHHOM Te3aunce NpoBeAeH CPaBHUTENbHbIN aHanM3 OCHOBHBIX MApaMeTPOB NNaTdopM BUAEOKOHMEPEHLICBSA3M ANs
yue6Horo npotecca.

KnioueBble cnoBsa. BuaeokoHdepeHLCBA3b, 061auHble CEpBUCH BUAEOKOH(EPEHLICBSA3M, MapaMeTpbl BUAEOKOH(EPEHLICBA3M.

CeroaHsi BMAEOKOH(MDEPEHLCBSA3b SBNSETCS HEOTHLEMIEMOW YACTbi0 MHOMMX OpraHv3auuii, B TOM
yucne n ydyebHbiX yupexxaeHuit. OgHVMM K3 KITIOYEBbIX WHCTPYMEHTOB OHJANH-0BYYeHUsl SBMSETCS
nnatdopMa BUAEOKOHMEPEHLCBA3M, MNpU BbIGOPE KOTOPOM HEOBXOAMMO Y4YMTbIBaTb  MHOXECTBO
(akTopoB, TaKMX Kak (YHKUMOHANBbHOCTb, KayeCTBO nepedays BMAEO W r0f0Ca, HAAEXHOCTb,
6e30nacHOCTb, COBMECTMMOCTb MPOrpaMMHOro obecneyeHusi, yaobCcTBO UCNONb30BaHUS, CTOMMOCTb. B
[aHHOM Te3uce OyaeT nNpoBeAeH CPaBHUTENbHBLIM  @HanM3 OCHOBHLIX MapaMeTpoB  naTdopM
BUAEOKOHEPEHLICBA3N ANns yyebHoro npouecca.

B nepBylo ouyepenb crnefyeT onpeaenuTb MapaMeTpbl, MO KOTOpbIM Aanee 6yaeM aHanu3npoBaTb
nporpamMMHble NpoaykThl. [OCKONbKY paccMaTpuBaTb B pPaMKaxX OAHUX U TEX e KputepueB 06nayHbIX
cepencoB (cloud-based) u nokanbHbIX (On-premise) HEKOPPEKTHO, TO ANs CpaBHEHUS BO3bMEM
UCKNIOUNTENBHO 06/1ayHble pelleHnsl. OHM Ha TEeKYLIM MOMEHT MpeaoCTaBnsioT Hanbonee LUMPOKMi
(yHKUMOHanN 1, KpoMe Toro, He TpebyloT OT OpraHM3auuM annapaTHbIX PecypcoB ANs pa3BepTbiBaHus, a
3HAUMT COOTHOLLEHMNE CKOPOCTM MX BHEAPEHWUS U HEOOXOAMMBIX ANt 3TOrO YCUSIMIN Hanbonee onTUMasbHO
[1]. Cpean cepBucoB BUOEOKOH(EPEHLCBS3M, KOTOpble LWMPOKO UCMONb3YHTCS B 06pa3oBaHMK, MOXHO
oTMeTUTb ZoOom, Microsoft Teams, Google Meet, Cisco Webex, Skype.

MepBbiM KpuTepueM [ANS CPaBHEHUS ABNSeTCs (YHKUMOHaNbHOCTb nnatdopmbl. Mpu Bbibope
CUCTeMbl BMAEOKOHMDEpPeHLUCBSA3N HeobxoanMo ybeamTbCs, YTO OHa MoAaAepXMBaeT BCe Heobxoaumbie
yHKUMKM.  BO3BMOXHOCTb MPOBEAEHUSI  OHMAMH-3aHATMM U OCyLLecTBfieHMe ob6MeHoM  chaiinos
MOALEPXMBAIOT BCE MNEPEYNCTIEHHbIE CEPBUCbI  BMAEOKOH(MEPEHLCBS3N. BaxkHON dyHKUMen ans
CTYAEHTOB, KOTOpbIE He MOryT noceLlaTb 3aHATUS B peXnMe peanbHOro BpeMeHU SBNSETCS BO3MOXHOCTb
3anucu  3aHSTWK, NpejocTaBnsieMasl BCEMM  YKasaHHbIMM - Bble  niaTdopmamu.  [NpoBeaeHue
napannenbHbIX 3aHATUI ANs pasHbIX rpynn, ynpasfieHWe AOCTYNOM CTYAEHTOB K MaTepuasiaM 1 3aHSTUSM,
BO3MOXHOCTb ~ MOAKOYEHMS  BOMbLIOrO  KOMMYEeCTBA  YYaCTHWMKOB — MO3BOMSIOT  CEPBUCHI
BMAeokoHdepeHUcBs3n Zoom, Microsoft Teams m Cisco Webex. Wcxoasa M3  BblenepeymcieHHbIX
(byHKUMIA, MOXXHO CAeNnaTb BbIBOA, YTO BCE MNNATHOPMbI MMEIOT CXOXME 6a30Bble PYHKLIMN.

BTopbiM KpuTEepueM £BNSETCA Ka4vyeCTBO nepedayyM BMAEO W ronoca, 06ycnoBnvMBaemMoe
pa3fiMyHbIMK (haKTOpaMu, TaKMMK Kak NPOMyCcKHasi CMOCOBHOCTb KaHana CBsA3u 1 UCMOb30BaHNE KOAEKOB.
Cucrembl koHdepeHucasian Cisco Webex n Microsoft Teams, nogaepxusatoT nepegadvy BMAEO M ronoca
BbICOKOIO KayecTBa AaXke MpW HU3KOM MpOMycKHOW CMOCOBHOCTM KaHana cesisu. Google Meet u Zoom
UMEIOT ONMTUMM3aUMI0 BMAEO M ayaMo NOTOKOB B 3aBMCMMOCTM OT KayeCTBa KaHana CBSI3M Ha CTOpOHe
KOHEYHOro nonb3oBatens. B uenoMm, BCe CUCTEMbl KOH(EpeHLCBs3NM CTpemMaTcs obecneunTb
MaKCMManbHOE KauecTBO Nnepeaayn AaHHbIX NPy UCMoNb30BaHWM AOCTYMHbIX PECYpPCOB.

BaxkHbIM MapamMeTpoM npu Bbibope nnatchopMbl BUAEOKOHMEPEHLICBA3N SBASeTCS obecneyeHne
MHhOPMaLIMOHHON 6e30MacHOCTH, B YaCTW Kacalowencs 3almTbl OT MepexBaTa AaHHbIX, YrpaBfieHus
[JOCTYMOM W XpaHEHUS| MONb30BaTeNbCkoW MHbopMaumn [2]. AHanu3 6e3onacHOCTM MporpamMMm Ans
BMAEOKOHMEPeHUMA 0603HauUMN Creaylolme BaXHble MOMEHTbI, Ha KOTopble HeobxoaMMo obpallaTtb
BHMMaHWe npu BblbOpe CUCTEMbl — 3TO  HaAuuMe CKBO3HOMO  WudpoBaHMs, 3aluTbl  OT
HECaHKUMOHMPOBAHHOrO  JOCTYna, Hanuuve ABYyXaKTOPHOM  ayTeHTUMKAUMM UM KOJIMYECTBO
ySI3BMMOCTEMN.

Bce cepBucbl BMAEOKOHMEPEHLCBA3M MNPUAEPXKMBAIOTCS BbICOKMX CTaHAapToB 6e3omacHoCTU.
Kaxxablil cepBMC MMEET CBOM MPEUMMYLLECTBA M HEAOCTaTKWN, W Jlydlle BCEro BblbMpaTb, OCHOBLIBASCH Ha
notpebHoctTM u TpeboBaHus opraHu3aumn. [Ans yaobCTBa OCHOBHblE MapaMeTpbl, Kacawlmecs
6€30MacHOCTV NPUIIOXEHUIA ANS BUAEOKOHMEpeHUMI NpeacTasneHbl B Tabauue 1.
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MpoaHanuamposas 6a3y aaHHbIXx MITRE no ys3sumoctsiM B MO (CVE - Common Vulnerabilities and
Exposures) 3a 2021-2022 roapl 661710 06HapyXXeHO, UYTO B MpunoxeHusix Zoom, Microsoft Teams 6b110
3aperncTpmMpoBaHo He MeHee 5 yasBuMocTel 3a 3T1oT nepuog, Cisco Webex He MeHee 4 ySI3BUMOCTEW.
OTO AEMOHCTPUPYET, YTO B NPWUIOXKEHUSX ObliM 0BHapyXXeHbl HEKOTOpbIE YSI3BMMOCTM, KOTOPble MOryT
noBMMsiTb Ha 6e30MmacHoCTb nosib3oBaTeneil. OfHako O6bIYHO KOMMaHWM BbIMYCKAOT MCNpPaBieHusl Ha
Takue ysI3BMMOCTU B CBOMX 0BHOBNeHUsix. B Google Meet He 3aperMcTpupoBaHO yS3BMMOCTEN 32 3TOT
nepvoa. Ho 3To He rapaHTUpYeT, UYTO TaKMX YS3BMMOCTEN He 6bl10, MOTOMY YTO HE BCE YS3BMMOCTH,
BO3HMKatwLwwme B M0, MoryT 6bITb 3aperncTpupoBaHbl B 6a3e aaHHbIx MITRE [3].

Tabnuua 1 — OCHOBHbIE NapaMeTpsbl, Kacatolmecst 6e30NacHOCT NPUNOXEHUN AN BUAEOKOHMEPEHLIMNA.

MpunoxeHus | Zoom Microsoft Teams Cisco Webex Google
Meet
OcHoBHble
napameTpbl
LLindppoBaHme aaHHbIX AES 256-6uTtHoe | AES 256-6utHoe | TLS 1.2/AES | TLS 7]
lwndposaHue wndposaHue 256-6uTHOE SRTP
wndposaHne
AByxdakTopHas ecTb ecTb ecTb eCcTb
ayTeHTUdUKaums
BO3MOXHOCTb  ynpaBneHust | HeT ecTb HeT HeT
NnepcoHasnbHbIMM  AaHHbIMU
Ha cepsepe
BO3MOXHOCTb  ynpaBneHus | ecTb ecTb ecTb ecTb
nepcoHasnbHbIMM  AaHHbLIMU
Ha CTOPOHe K/IMeHTa
Hannune KOMHaTbl | eCTb ecTb ecTb eCcTb
oXnaaHns
CootBetctBMe craHpgapTtaM | HIPAA,GDPR, HIPAA, ISO | SOC 2, ISO | SOcC 2, 1sO
6e3onacHocTK FEBRA, SOC 2, | 27001, SOC 1 wn | 27001, HIPAA, | 27001 "
ISO 27001 S0C2 PCI DSS wu | HIPAA
GDPR
B  3akntoyeHue, NpoBeAEHHLIN CPpaBHUTENbHbIN a@HanM3  OCHOBHbIX napamMeTpoB

BMOEOKOHMEpeHUCBS3n ans yd4ebHOro npouecca MNO3BONSET cCAenaTb BbIBOA4 O TOM, 4TO BblGop
nnatdopMbl AO/MKEH OCHOBbLIBATbCA Ha psage (akTopoB, BKIOYAS AOCTYMHOCTb (PYHKLUMOHAsbHbIX
BO3MOXHOCTEN, a Takxe 6e30MacHOCTb U KOHMUAEHUMANBHOCTb AaHHbIX. HeobxoaMMo yunTbiBaTb, YTO
Kakgas nnatgopma MMeeT CBOM AOCTOMHCTBA M HeAOCTaTKu, M Bbibop Ao/mKeH 6biTb 060CHOBaHHbLIM U
OCHOBbIBAaTbCS Ha KOHKPETHbIX TpeboBaHMsIX M 3afdadvax. TakKe, CTOMT YUWUTbiBaTb, YTO TEXHONOMMUM
BMAEOKOH(EPEHLICBS3M NPOAOC/KAIOT Pa3BUBATLCA W YNy4dllaTbCs, MO3TOMY BaXHO CNeavTb 3@ HOBbIMU
TEHAEHUMSIMU 1 OBHOBMIEHMSIMW, YTOBbI BblIGUMpaTh Haubonee noaxoasiive peweHus ans 3¢pdheKTMBHOM
opraHmsaumu y4yebHoro npovecca.

CnucoK ucnosib308aHHbIX UCIMOYHUKOS:

1. BKC dns1 KopriopamugHO20 UCrob308aHUsI: YmMo 8bIbpamb U Kak cpasHUmb? [OnekmpoHHbIl pecypc]. Pexum docmyna:
https://slddigital.com/article/vks-dlya-korporativhogo-ispolzovaniya-chto-vybrat-i-kak-sravnit/.Jama docmyna: 05.04.2023.

2. CpasHeHue cepaucos 8UOeO0KOHhepeH Ul ¢ moYKu 3peHus ux bezonacHocmu. [OnekmpoHHbIl pecypc]. Pexxum docmyna:
https://www.anti-malware.ru/compare/Video-conferencing-software-security. Jama docmyna: 10.04.2023.

3.Search CVE List. [OnekmpoHHbiti pecypc]. https://cve.mitre.org/cve/search_cve_list.html. Jama docmyna: 03.04.2023.
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METOAWKA BbIMONTHEHUA U3MEPEHU ONTUYECKOW OJNUHbI
JINHUU (BOJNTOKNA) ONTUYECKUM PE®PJIEKTOMETPOM MTP6000

Koearnés [].B. macucmparHm ep.267041, Opexos A.K. masucmpaHm 2p.267041

Benopycckuli eocydapcmeeHHbIl yHUsepcumem uHgopmamuku U paduoanieKmpoHUKU
2. MuHck, Pecnybnuka benapych

Genowuukud A. Tl. — kaHOUGam mexHU4YeCKUX HayK, doueHm

[Joknag nocBslWEH pa3paboTke METOAWKM BbIMOHEHUS U3MEPEHUN OMTMYECKOW ANMHbI NIMHWIA (PacCTOsiHUS A0 HEOAHOPOAHOCTM)
onTnyeckum pednektoMetpom MTP6000. B MeToavKe MpUBOAATCS OMMCAHME MeToda U CXeMbl U3MEpeHUsi, MeTponornyeckue
XapaKTepucTuku penekToMeTpa, NopsAOK NPOBEAEHNS U3MEPEHUI U MOAENb U3MEPEHUS.

[nsi QOCTMXXEHUSI BbICOKMX 3KCMJTyaTaLUMOHHbIX NOKasaTeNen BOIOKOHHO-OMTUYECKUX JIMHWI CBSA3M
(BONC) 6onbluyto ponb urpaet MeTponorudeckoe obecneyeHne (MO) nmpu ux CTpouUTENbCTBE M
akcnyataumn. OfHoW M3 BaxkHbIX 3agady MO sBnsieTcs pa3paboTka METOAMK BbIMOSHEHUS WU3MEPEHUN
(MBW) no3BonslOWMX OMpeaensaTb nokasatenu kadectBa BOJIC ¢ HeobxoaMMOM TOYHOCTBIO U
[LOCTOBEPHOCTbIO.

B noknage paccMatpusaetcs MBU onTuyeckoin AnMHbI NUHUK (PacCTOsIHUS 10 HEOAHOPOAHOCTEMN
JIMHUK) C UCMOJIb30BaHMEM onTuyeckoro pednekrtomeTtpa MTP6000.

M3MepeHusi ONTUYECKON ASIMHBI BOJIOKHA ONTUYECKOro kabens BbiNosHsT cornacHo FOCT 26814-
86 MeToAOM MpsIMbIX U3MEPEHMWI MPU MPOXOXAEHWM MO OMTUYECKOMY BOJSIOKHY MOLLHOMO OAMHOYHOMO
OMTWUYECKOro MMMynbca. MeToa MpsiMbIX M3MEPeHW OCHOBaH Ha perncrpaumu 06paTHO paccesiHHOro
N3/Ty4eHNs1 B OMTMYECKOM BOJSIOKHE MPY NMPOXOXKAEHUWN Yepe3 Hero onTUYecKoro UMnysbca M U3MepeHum
3aBUCMMOCTM OT BpPEMEHM MOLHOCTM 3TOr0 M37ydeHus. MeTtoa npurogeH Aans  onpeaeneHuns
pacrnpeaeneHnst onTMYeCKUX NoTepb Mo ASIMHE BOMOKHA, 3aTyXaHWsl BOMIOKHA, HeogHopoaHocTel (06pblIB,
MEeCTO CBapkW U T.A4.), 3HaYEeHUsi NOTEPb Ha HEOAHOPOAHOCTSIX, @ TAKXKE OMNpeAeNeHNs ONTUYECKON ANMHBI
BO/IOKHA M PaccTosiHUS A0 MecTa obpbiBa. M3MepeHne ONTUYECKOM ANWMHBI ONTUYECKOrO BOMOKHA WM
pacCTosiHMA A0 MecTa obpbiBa ONTUYECKOro BOJIOKHA METOAOM MPSIMbIX M3MEPEHUIA NMPOU3BOAST MO CXEME,
n306paXKEHHOM Ha pUCyHKe 1.

OonTuyeckui OnTUYecKnii
Edgrdé%%lggMeTp CoeanHUTENb

PucyHok 1 - CxeMa NoAKIoHeHNst ONTUYECKOrO BOMIOKHA K pedhsieKTOMEeTpY.

HacTosuas MeTtoauka o6ecrneuvBaeT BbINOMHEHWE WU3MEPEHU OMTUYECKOW ASIMHLI ONTUYECKOro
BOJIOKHa (paccTosiHMs Ao MecTa obpbiea) BOJIC npu Mcnonb3oBaHUM onTudyeckoro pednektometpa MTP
6000, METPONOrMYECKME XapaKTEPUCTUKN KOTOPOro NpvBeAeHbl B Tabnuue 1.
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Tabnumua 1 - MeTponormyeckne xapakTepucTuky ontuyeckoro pednekrometpa MTP 6000

XapakTepucTukm BennuunHa

[nVHbI BOMH M3ny4YeHns (1310 £ 20) HM, (1490 £ 20) HM, (1550 £ 20) HM 1
(1625 + 20) Hm.

[nanasoHbl U3MEepSIEMbIX PacCTOSHUIA 2; 5; 10; 20; 40; 80; 120; 160 1 240 kM.

Mpeaenbl AOMYCKAEMOro 3HaUYeHWst abCOIOTHOM AL = +(0.5 + Ap + 3 * 10-5L);

MOrpeLIHOCTN U3MEPEHNS PACCTOSAHWUIA
Ap - paspewenue 0,16; 0,32; 0,64; 1,3; 2,5; 5,1; 3,8
1 7,6 M. B 3aBUCMMOCTM OT AMaNas3oHa U3MepeHuit

L - usmepsieMoe pacCcTosHue, M.

Mpn U3MepeHUN OMTUUECKOW ANMHbI (PAacCTOsIHUA) A0 HEOAHOPOAHOCTU MApKep YCTaHAB/IMBAETCS
Ha ee NEeBbI Kpai (CM. pUCYHOK 2). PaccTosiHMe Npu 3TOM yKa3blBaeTCs B KMNOMETPaXxX B BEPXHEN YacTu
Mapkepa. [ns 6onee TOYHOrO M3MEPEHMSI pPaCCTOSIHWUS pPEKOMEeHAYEeTCS MaKCMManbHO pacTsaHyTb
pecdnekrorpaMmmMy Mo rOpU30OHTaM W BepTUKanW. TO4YHOCTb OnpefeneHusl  paccTosiHMs Mo
pecdnekTorpaMmmMe 3aBUCMT, B YaCTHOCTW, OT MNPaBWbHOCTM YCTAHOBKM 3HA4YeHMsl MoKa3aTens
npenomnenmss OB. ECM OHO HEW3BECTHO, @ M3BECTHa TOYHO ASvHa u3MepsieMoro OB, TO MOXHO
YCTaHOBUTb Nt060I Mapkep Ha KoHel OB M OCyLLECTBUTb KOPPEKTMPOBKY MoKasaTessi NPesioMieH s Tak,
yTo6bI ANMHa OB, M3MepeHHas no pedrekTorpaMme, coBnagana c M3BECTHON.

as23 -
X: 0.05 kenjfdiv |
Yi L13 dBfdiv

PucyHok 2 - N306paxkeHne 3kpaHa pednekToMeTpa B peXnMe N3MepeHusi pacCcTosiHuS.

Ans cocTaBneHns Mofenu WU3MEpPEHWsl OMTUYECKOW ANMHbI C MOMOLbI0 pediekToMeTpa 6binu
NpoaHanM3MpPOBaHbl  UCTOYHWMKM  HEOMPEAENEHHOCTU  M3MepeHUn.  OCHOBHbIMM  WCTOYHMKAMM
HeonpeaenéHHOCTU M3MepeHuii ANns OaHHOW W3MEpPUTENIbHOM 3ajauv  SIBASIOTCS:  HenpaBuibHas
YCTQHOBKA ANMHbI BOJIHbI U3NyUEHUs, ASIMTENBHOCTU UMMNyJbCa, KO3ULUMEHTA MPENTOMIEHNS], OLIMBKa
orepaTopa, paspellalollasl CnocobHOCTb M MOrpeLlHOCTb M3MepeHus pednekTomeTtpa. Mpy NpaBUIbHOM
BbI6Ope AJIMHBI BOJSHbI, AIMTENIbHOCTU MMMNY/IbCa U KOPPEKTHOM BbLIMO/IHEHUM M3MEPEHUI MnepBble TpU
COCTaB/ISIOLLME HEOMNPEAENEHHOCTM B MOZENM U3MEPEHNSI MOXXHO HE YYUTbHIBATD.
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[nsi OLEHKM TOYHOCTHBIX XapaKTEPUCTUK AaHHOVW MBW 6bina paspaboTaHa MeToaMKa OLIEHKU
HeonpeaenéHHOCTU M3MepeHuit. B 3Toll MeToamke 6blna NpeanoXeHa cneayrowas Moaenb U3MepeHust

Los = Lp + AL + Axn + Ap (1)1

rae, Log- OnTuyeckas anvHa OB, M;
AL- NonpaBka Ha NOrpeLHOCTb U3MEPEHNS! PacCTOSIHWUSA pedhIEKTOMETPOM, M;

A~ MONPaBKa Ha HETOYHOCTb YCTAHOBKM NOKa3aTensi MPenoMieHus, m;
Ap- NOMNpaBKa Ha PaspeLLaoLLyo CMOCOBHOCTb pedriekToMeTpa.

PaspaboTaHHass MeToaAMka BedeHMsl M3MEpeHWM obBecreynBaeT  BbIMOSHEHWE  U3MEPEHUIA
onTuyeckon anuHbl OB 1 cTpouTtenbHblX AnnH BOJIC, a Takke onpeaensiTb pacCTOsiHUS 1O MOBPEXAEHUI
(06pbiBa) ONTUYECKOrO BOSIOKHA C HEO6XOANMOM TOYHOCTBIO U IOCTOBEPHOCTBIO.

Cnu1coK NCcnosib30BaHHbIX UCTOYHUKOB:

1. FTOCT 26814- 86. Kabenu ontnueckne. Metoabl namepeHus napametpos — M.: M3g-Bo craHaapTtoB, 1986. — 32c.
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YAK 621.391

OLEEHKA KAHECTBA KOMBMHUPOBAHHbIX ACM-I{I305PA)KEHI/II7I
HA OCHOBE JIOKAJIbHOU KOPPENALMOHHOU METPUKH

JlesoHeHko U.U., cmydeHm ep.160801; floseukut M.FO., acriupaHm

Benopycckuti eocydapcmeeHHbil yHugepcumem UHhopMamuku U paduo31eKmpoHUKU
e. Munck, Pecniybnuka benapyco

L{eemkos B.FO. — 0.m.H, npogbeccop

AHHOTauus. PaccmaTpuBaeTcs 3afjaya B3BELIEHHOrO CIIOXKEHWUS KOMMOHEHTHbIX M306paXXeHWi aTOMHOMO CMI0BOrO MMKpOCKOMNa
(ACM). MosnyyeHbl 3aBUCMMOCTU NOKaNbHOW KOPPENSILMOHHOMW METPUKM OT pa3Mepa OKHa KOPPENsLMOHHOIO aHanu3a M Bkiaja
KOMMOHEHTHbIX ACM-U306paXeHuii B pe3ynbTupytoLiee KOMGMHUpoBaHHOe ACM-M306paxeHuit.

KnioueBble crioBa. ATOMHasl CMI0Basi MMKPOCKONMS, OLEHKA KayecTBa KOMOMHMPOBAHUS M306paXeHn, rnobanbHas koppensuus
U306paXKeHwii, ToKanbHasi KOppenaLUus U306paXKEHM.

BBeaeHune

ATtoMHo-cunoBast Mukpockonust (ACM) noBepXHOCTM MaTepuana UCronb3yeT HECKOMBbKO NapasienbHbIX
CMHXPOHM3MPOBaHHbIX M3MEPUTENbHBIX KaHaNI0B AN1s Pa3fINUHbIX U3NUECKUX BETMYNH (BbICOTbI, BA3KOCTU U
XKECTKOCTU MoBepxHoCTH, paedopMaumMnm 30HAA W paccemBaHus 3Heprumn). dopMmupyemble B 3TUX
N3MEPUTENbHbIX KaHaslax 3HauYeHMsl KOMMOHYIOTCS B HECKOMBbKO ABYXMEPHbIX MaTpuL, UMcen, NpeacTaBisieMblX
MHOrokaHanbHbIMU ACM-1306paXKeHUsIMM, B KOTOPbIX SIPKOCTU MUKCENEN KaXKAOro KaHasla OTpaXkatoT 3HaueHUs
nsMepsieMot (pU3nYeCcko BeNMUMHBI B COOTBETCTBYIOLWMX TOUKax MoBepXHOCTWU. [ns 3cdeKkTMBHOMO
BM3yaslbHOro aHanMsa MHorokaHasbHblXx ACM-u306paxkeHuii HeobXoAMMO 06BLEAMHSTL UX KaHanbl Ans
OTOOpaXeHUs1 Ha CTaHZAPTHbIX MOHWUTOPaX, MMEILWNX OTHOCUTENIbHO Y3KUA AMHAMUYECKUA AManasoH, C
MWUHUMabHbIMU UCKAXXEHUSMU U NOTEPSIMK AeTanel. B AgaHHON paboTe paccMaTpuBakoTCsl KOMOMHMPOBaHHbIE
nonytoHoBble ACM-n306paxxeHnst Ha OCHOBE ABYX U3MepUTENbHbIX KaHasoB.

[ns  obbeanHeHWs1 M306paXKeHWIn WCMOMb3YIOTCS MOAXO0Abl, OCHOBaHHblE Ha  B3BELUEHHOM
CNOXXEHUWU, METOAE NaBHbIX KOMMOHEHT [1], ANCKPETHOM BeMBneT-npeobpa3oBaHun [2], oAHAKO OHM
CneuManbHO He OPMEHTMPOBaHbl Ha 06beAMHEHWE W306paXkeHuin, (OPMUPYEMbIX B M3MEPUTENbHBIX
KaHasax aToOMHOro CWMMI0BOro Mukpockorna. OTCyTCTBYIOT peKkoMeHaauum no Bbibopy anroputma ans
3 dekTnBHOro HopMMpoBaHNs KOMBUMHUPOBaHHbLIX ACM-u3obpaxeHunin. Ans ux paspaboTku Heobxoamma
OLEHKa KayecTBa KOMOGWMHMPOBAHHBLIX M306pakeHuid. M3BeCTHble nokasaTenn KadyectTsa M306paXkeHui
OCHOBaHbl Ha aHanuse kpaes [3, 4], B3auMHOM MHopMaumm [5], oueHKke KonmyecTBa MHcbopMauun B
n306paXkeHnn [6], oLieHKE TOUYHOCTM BU3YyasnbHOM MHMDOPMaLMK B pa3nnyHbIX MaclliTabax npeacraBneHus
nsobpaxkeHus [7], 04HAKO OHW CrneumanbHO HE OPUEHTUMPOBAHBLI HA OLEHKY KayecTBa KOMBUHMPOBAHHBIX
ACM-un306pakeHnin. OTHOCUTENLHOM MPOCTOTOM BbIMUCIEHUIM OTIMYaETCs KO3IMMUUMEHT KOppensiLum,
UCMONb3YIOWMI  CPEeAHUE 3HAYEHUsI U30OpPaXKEeHWUM, HO HEe Y4YMTbIBAIOLWMI floKasibHble O0COBEHHOCTM
pacnpegeneHuns sipkoct. [ns oueHkn kadectBa ACM-u306padkeHui, OTAMYAIOLMXCS CyLLEeCTBEHHbIMU
NTOKanbHbIMM HEOAHOPOAHOCTAMM pacnpeaeneHns SpKocTy, NpeacTaBisieT MHTEpec MeTpuKa KadecTsa
KOMOMHMPOBAHUS ~ KOMMOHEHTHbIX ~ ACM-u306paxeHuWit Ha ocHoBe KO3(@UUMEHTOB  NOKanbHOM
KOppensumn, yuuTblBarowas BKIAA KaXAoro M3 KOMMOHEHTHbIX ACM-M306paXkeHuin B pe3ynbTupytoLlee
KoMbrHMpoBaHHOe ACM-u3obpadkeHue U KOppensaumio Mexay KOMMAOHEHTHbIMM ACM-u3obpaxeHusmu.
JlokanbHas koppensuus obecneuvBaeT 60nee BbICOKYID TOYHOCTb OLEHKWM KayecTBa KOMOMHMPOBAHUS
ACM-un306paxkeHUin NO cpaBHeHMIO C rnobanbHOM KoppensiuMen, HO ee 3Ha4yeHust 3aBUCAT OT pa3Mepa
OKHa aHanusa.

Llenblo paboTbl SIBMSIETCS ONpeAesieHne BKIAI0B 3HAYeHWM MUKCenel KOMMOHEHTHbIX ACM-
nsobpaxeHuii, obecneunBalomMx nepepadvy B KOMbUHMpoBaHHoe ACM-u3obpaxkeHune Havnbonee nosnHom
nHdpopmMaumum 06 0b6beKkTax onpeaeneHHoro pasMepa.

dopmupoBaHue KOM6MHMpoBaHHbIX ACM-usobpaxeHun

Mcxoass M3  MpeanosnoXeHUs O He3aBUCMMOCTU  3(GEKTUBHOCTM  METOAOB  06beAMHEHUS
N306paxkeHU M TOYHOCTM MoKa3aTeNlen KayecTBa KOMBMHMPOBaHHbIX M306paXeHuin ans popMnpoBaHus
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KOMBUHMPOBaHHbIX ACM-n306paXkeHnin BbIGpaH NpPOCTENLINIA METOA B3BELUEHHOro crioXeHusi. CornacHo

JaHHOMY  MeTofly  3HAYeHUs  MUKCenei mc(y,X) KOM6bUHMpoBaHHOro  ACM-n3o06pakeHus

Mec :”mC(y’X)”(y:m,x:O,x,l BbIYMCISIIOTCS Ha OCHOBE 3HaueHwii nukcenel ACM-u306paxeHuit

M, = "nl(y, X) Nyzmxzom nepsoro u|Mz2= |r”2 (¥.x) h(y:mxzom BTOPOrO U3MEepUTENbHbLIX KaHasoB

dTOMHOIo CUJ1I0BOIro MMKpOCKOMa C NOMOLLbIO BblpaXXeHU4

mo (y,x)=[km:(y,x) +(1-K)mi(y,%)] | 1)

npu|y =0 1| [x=0,x 1],

roe k — koachduuMeHT, onpeaensitowmin BKNaa 3Ha4eHUA NKCenen Kaxxaoro KOMNoHeHTHoro ACM-
]

n3o06paxeHns VI B 3Ha4eHus1 NuKcenei koMbmHupoBaHHoro ACM-m3obpaxeHnst , 0<k<1

; Y, X — pa3mepsl (B NUKCENsIX) KOMMNOHEHTHBIX 1 KOMOMHMPOBaHHOrO ACM-1306paXkeHmnit No BEPTMKAIN U

ropu3oHTanu; [ ] — onepaumsi OKpyrieHns 3HauYeHMn NKcenein ao 6rvkanlLero Lenoro.

MeHblune 3HauveHusi koddduumeHTa k Ha puc. 1 COOTBETCTBYIOT MEHbLUE OTHOCUTENbHOW A0NM
Mc| o

3Ha4YeHU KOMMOHEHTHoro ACM-n3o6pakeHust Mg KoMbrHupoBaHHOM ACM-u306paxkeHnm

CPaBHEHMIO C KOMMOHEHTHbIM ACM-u306paxeHune M-

OueHka kayecTBa kKOMOMHMpoBaHuss ACM-nsobpaxeHnn Ha ocHoBe ko3achduumeHTa
JNoKarnbHOM Koppensauum

MoBbILLEHME TOYHOCTM KOPPENSILIMOHHOM OLIEHKM KauecTBa KOMBMHMPOBaHWSt ACM-M306paXkeHni A0CTUraeTcs
3a CYET YUEeTa JI0KasTbHbIX 0COBEHHOCTEN pacnpeaeneHnii 3HaUEHNM MUKCENEN B KOMMOHEHTHBIX 1 KOMBMHUPOBAHHOM

ACM-un306paxeHusix. Ansg aToro ucnonb3yercst KoapduumeHT r.(AB)| nokanbHoit koppenauun asyx ACM-

M3O6pa)KeHVI+A = ||a( Yi X)||(y=m, x=0%-T) [ Y B= H)( y:X) uyﬂ,ﬁxzo‘ﬁ) , BbIUMCNISEMbII C MOMOLLbHO BbIPKEHNS

> faly, %) —a, (v, x, p)llo(y, x) ~b_(y,x, p)|
r.(A,B, p) = gt , (2)

S (aly0-a (x ) Y3 (b(y 0 b (y.x p))

y=0 x=0 y=0 x=0

rp.ei a (y,X p) ”bL(y! X, p)l — CpeAHvie 3HayYeHns ApKOCTeN nukcenen n3obpaxeHnin A n B B OKpeCTHOCTH

1 . .
MUKCenst C KOOpAMHaTaMu pasmepom nukceneit, |2 (Y, X, p)=Fiia(y+ Jx+i)|

i=0 i=0

b.(y.x, p)=#iib(y+ x|,

=0 i=0

[ns oueHkM KayecTBa KOMOBWHMpoBaHUS ACM-U306paXxkeHnn C YYETOM KOppensumMn Mexay
KOM6UHMPOBaHHLIM ACM-1306paxeHneM U KaxablM M3 ABYX KOMMOHEHTHbIX ACM-1306paxkeHnin, a Takxke
MexXay KOMMOHEHTHbIMU ACM-1306paXKeHNSIMU MOXET UCNONb30BaTLCA SIOKaNbHash KOpPeNnsuMOHHas

METPUKa DL (k) , Bblincnaemasa ¢ NOMOLWbIO BblIpaXXeHUA (qu 6onblue ee 3Ha4yeHNE, TEM nque)

D, (k)= r (M, M, K) +1, (Mc,M,,K)
M MR - (MM, R (M, M, 05) |1 (3)
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JlokanbHaa  KoppensumoHHas  MeTpuka | DL (k)l Nno3BONSIET oOnpefenuTb  3HayeHne Kk,

obecrieuvBalollee  Siydlee  COOTHOLIEHME  BK/IAAOB  KOMMOHEHTHbIX  ACM-u306paxeHuii B
KOM6UHMpoBaHHoe ACM-1306paxxeHne Mo CPaBHEHMIO C rN106aNbHON KOPPENALIMOHHON METPUKON.

3aBUCUMMOCTU METPUKU Ka4yecTBa KOMOMHUPOBaHUSA KOMNOHEeHTHbIX ACM-n3obpaxeHun ot
pa3mepa oKHa KoppensuMoHHOro aHanusa

Ha puc. 2 npuBeaeHbl 3aBUCMMOCTM 3HAYEHU METPUKK |DL (k)l OT pasMepa p OKHa
KOPPENALMOHHOro aHanmsa u koadduumenta k ans 10 koM6MHMPOBaHHbIX ACM-u306paxkeHnid. U3 puc. 2
CneayeT, YTo N1 NIOKasbHbIE MaKcUMasibHble 3HaveHns metpuku | Dy (k) 3aBMUCAT OT 3HaueHus p. Ha puc.

3, 4 npuBeaeHbl KOMNOHeHTHble ACM-1306paXkeHuns, NoyYeHHbIe NPU PasnMyHbIX 3HaYeHUsX K.

Mpy HeobxoAMMOCTM nepefayuM B KOMOMHMpoBaHHble ACM-u306paxkeHunst Haubonee mNOMHOM
nHcbopMauum o Menkux obbvektax (p = 3) KOMMNOHEHTHbIX ACM-1306paXxkeHnii He0bXoAMMO UCMONb30BaTb
3HaueHus k, pasHble 0,7, 0,7, 0,5, 0,5, 0,7, 0,7, 0,5 ansa ACM-usobpaxeHuii 1-5, 9, 10 cooTBETCTBEHHO. B
3TOM crnyyae Bbl6op 3HauveHns k ans ACM-n3o6paxkeHnin 6—8 He UMEET CyLLECTBEHHOrO 3HaYeHUs.

10000 10000
——DI(0.7) ——DI(0.7)

ol —Dl(0.6) bl ——DI(0.6)

1000 DI0.5) 1000 DI(0.5)
—DI(0.4) /\ ——DI(0.4)
e DI(Q.3) 100 e DI{0.3)

10 @ 10 “)< >§

T T 1
1 10 100 p 1000

a o
10000 10000
——DI(0.7) —DI(0.7)
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10000 10000
——DI(0.7) ——DI(0.7)
DI | ——DI(0.6) DI | ——DI(0.6)
1000 0] 1000 0]
——Dl(0.4) ——Dl(0.4)
100 / ——Dl{0.2) 100 / ——Dl{0.2)
10 — ?Eé 10 — ?Eé
1 . : : 1 . : :
1 10 100 [+ 1000 1 10 100 [+ 1000
oHC 3
100000 625
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Dl DI
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——DI(0.5) 125 ———DI(0.5)
——DI(0.4) ——DI(0.4)
1000 |
——DI(0.3) ——DI(0.3)
25
100 | -
5 1
10 |
1 : - 14
1 10 100 p 1000 1 10 100 p 1000

u K

Puc. 2. 3aBMCMMOCTM 3HaY€HWUI NIOKaJSIbHON KOPPENSIUMOHHON METPUKM OT pa3Mepa OKHA KOPPESSILMOHHOMO
aHanu3a Ansi KOMMOHEHTHbIX ACM-u306paxeHuii: a — ACM-1; 6 — ACM-2; B — ACM-3; r — ACM-4; g — ACM-5; e —
ACM-6; x — ACM-7; 3 — ACM-8; n — ACM-9; k — ACM-10

Puc. 3. KombuHupoBaHHble ACM-1306paxkeHust npu 3HadeHusx k=0,7 (BepxHuit paa), k=0,5 (cpeaHuin pag),
k=0,3 (HwxHWI psig): a — ACM-5; 6 — ACM-6; B — ACM-7; r — ACM-8
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Mpu HeoBX0AMMOCTM nepeaayn B KOMBMHNPOBaHHbIE ACM-u306paxxeHusi Hanbosnee nosiHou
nHdopMauumn o bonee KpynHeix obbvekTax (p > 3) HeobxoaAMMO MCMOb30BaTh pas/iMyHble 3Ha4YeHus Kk,

obecneunBatoLLmMe Anst pasnnyHbiX ACM-U306paeHmit Hanbonbluve 3Haderus meTpuku | Do (k) .

Puc. 4. KombuHMpoBaHHble ACM-1306paxkeHns npu 3HadeHusix k=0,7 (BepxHuit psaa), k=0,5 (cpeanuii paa),
k=0,3 (HwxHWiA paa): a — ACM-1; 6 — ACM-3; B — ACM-9; r— ACM-10

W3 puc. 2 cnepyeTt, 4To NO rn06aan0My MaKCMMa/lbHOMY 3HA4Y€HUIO NTOKaJIbHOM KOppeﬂﬂLlMOHHOVI

METPUKU DL (k) BO BCeM [AMana3oHE W3MEHEHUA 3HA4YeHUA p MOXHO ONnpeaesinTb 3HadeHue K,

obecneunBalollee nydwuve yCcnoeus ANS  nepegadM B KOMOuHMpoBaHHoe — ACM-usobpaxeHue
uHbopMaumm 06 0b6bekTax KOMMOHeHTHbIX ACM-u306paxkeHui, uMelowmx Haubonee 4YacTo
BCTpeyatowmecs pa3mepbl. C y4eToM AaHHOrO CBOMCTBA paspaboTaHa cxeMa afanTWBHOIO B3BELLEHHOrOo
CNOXKEHUSI  KOMMOHEHTHbIX ACM-u3obpaxkeHuit (puc. 5) C aBTOMaTU4eCckuM BbIGOPOM 3HaueHus K,
onpesensomMM BKMa4 3HAYeHWU NUKcenel KOMMOHEHTHbIX ACM-u3obpaxkeHuii B KOMBUHMPOBAHHOE
ACM-nzobpaxeHue.
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Puc. 5. Cxema aganTMBHOro hopMMpoBaHns KOMbUHMpoBaHHOro ACM-1306paxxeHns Ha OCHOBe
B3BELUEHHOMO C/IOXKEHMSI KOMMOHEHTHBIX ACM-1306paXkeHnin ¢ aBTOMaTUYECKUM onpeaeneHme Bknaaa 3HayeHui
nuKcenei KOMMOHEHTHbIX ACM-1306paxkeHuin B KOMBUHUPoBaHHOe ACM-1306paxeHune

3aknroyeHue

MonyyeHbl 3aBUCMMOCTM 3HAUYEHMIN NOKaNbHOM KOPPENSUMOHHOM METPUKM OT pasMepa OKHa
KOPPEeNsiLMOHHOrO aHanM3a M BKada KOMMOHEHTHbIX ACM-u3obpaxeHuii B KOMOBUHMpoBaHHoe ACM-
n3obpaxxeHne. Mo AaHHbLIM 3aBUCMMOCTSM YCTAHOBMIEHbI BKMaAbl 3HAUEHMIN MUKCENen KOMMOHEHTHbIX
ACM-u306paxeHunii, obecrneumBalolumx nepedadyy B KoMbuHUpoBaHHOe ACM-u3o6paxkeHue Haubonee
nosHoM uHgopMaumn o6 obbekTax onpeaeneHHoro pasmepa. [lpeanoxeHa cxeMa afanTUBHOMO
B3BELUEHHOTO C/TOXKEHMSI KOMMOHEHTHbIX ACM-1306paxkeHnii ¢ aBTOMaTUUYECKUM onpeaeneHneM BKaja
3HaYeHUIN NUKceneln KOMMOHEHTHbIX ACM-1306paxxeHunin B KoM6uHMpoBaHHOe ACM-1306pakeHue.
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UDC 621.391

QUALITY EVALUTION OF COMBINED AFM IMAGES BASED ON
LOCAL CORRELATION METRIC

I.I. Levonenko, student gr. 160801; M.Yu. Lavetski, PhD student

Belarusian State University of Informatics and Radioelectronics?, Minsk, Republic of Belarus

V.Yu. Tsviatkou — Doctor of Engineering, professor

Annotation. The problem of weighted addition of component images of an atomic force microscope (AFM) is considered. The
dependences of the local correlation metric on the size of the correlation analysis window and the contribution of component AFM images
to the resulting combined AFM images are obtained. A scheme for adaptive weighted summation of component AFM images is proposed.

Keywords. Atomic force microscopy, image combination quality assessment, global image correlation, local image correlation.
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YAK 621.391

OCOBEHHOCTU NCNOJIb3OBAHUA METOOA HAMUMEHbBLUUX
KBAAOPATOB B CTATUYECKUX 3AO0AYAX

Jlecelida E.l1. 2p.263101

Bernopycckuti eocydapcmeeHHbill yHU8epcumem UHopMamuKu U paduoseKmpoHUKU
2. Munck, Pecrniybrniuka benapyces

QunbyeHkosa T.M. — cm. nperniodasamersb Kah. KT

AHHOTaumA. B AaHHOl CcTaTbe paccMOTpeHa TeMa METOA HaMMEHbLUMX KBAAPaToB B CTAaTUCTUYECKUX 3ajavax 06paboTku pesynbTaToB
usMepeHwii. NpeacraeneHa MeToanka 06paboTkM Pe3ynbTaToB U3MEPEHUI C UCMOMb30BAHWEM METOAA HaUMeHbLUMX KBaApaToB.
MpuBeaeHbl NpUMepbI NPUMEHEHNS METOAA HAVMEHbLUMX KBaZpaToB.

KnioueBble crnosa: meToa HavMEHbLUMX KBaApaToB, CTAaTUCTVKA, 06paboTka pesynbTaToB WM3MEPEHMIA, OLEHKa MOrpeLiHoCTU
N3MEPEHUN.

Mpy NpoBeaEHUN N3MEPEHUIA B DU3UKE, UHXKEHEPUU, SKOHOMUKE M PYrMX HAYKaxX BaXXHO HE TONbKO
MoJTlyuYnTb YMCNOBbIE Pe3yNbTaTbhl, HO U OLUEHWUTb MX TOYHOCTb. OAWH M3 OCHOBHBLIX BOMPOCOB, KOTOpPbLIE
BO3HUKAOT Mpu 06paboTke 3KCMEpPUMEHTAsbHBIX AaHHbIX, — 3TO OMpedesieHMe Hanbonee BEPOATHOrO
3HAYeHUs1 UBMEPSIEMOI BENNYMHBIL. B 3TOM foknaje paccMaTpuBaEeTCs METOA HaMMEHbLUMX KBaapaTos,
KOTOPBbI LUIMPOKO UCNOMb3YETCS ANt PELUEHUS! 3TON NPO6EMbI.

MepBbiil War B ONpeAeneHu BEPOSTHEMLIErO 3HAYEHWUSI U3MEPEHHOM BEJIMYMHBI - 3TO OLIEHKA
MOrPELUHOCTY U3MEPEHMI. 3Ta MOrPEHOCTb MOXET 6biTb Bbl3BaHa PasfMuYHbIMK (hakTopaMu, BKJIKOYast
HETOYHOCTb U3MEPUTESIBHOrO NMpUbopa, HECTabWIIbHOCTb YCIOBUI SKCMEPUMEHTA, OLWNGKKM onepaTopa M
apyrve. Ytobbl yYecTb 3T NOrPELHOCTU, 06bIYHO NPOBOASIT HECKO/IbKO M3MEPEHMUI U BLIYUCNSIOT CpeaHee
3HauyeHMe.

OOHako Aaxe NpU  WUCMONb30BaHMM MHOFOKPATHbIX W3MEPEHWI OCTaeTCcs HeonpeaesneHHOCTb
OTHOCMTENBHO TOrO, Kakoe 3HauyeHue SIBNSieTcs Haubonee BEPOSATHbIM. [N1S peleHns 3Toi npobnemsl
NCNONb3YyEeTCS METO/ HAaUMEHbLUMX KBAAPaTOB.

MeToa HamMMeHblmx kBagpaToB (MHK) — 3To cTaTUCTUYECKU METOA, KOTOPbLIN UCMONb3yeTc ans
HaXOXAEHUS1 HaWydlleld NMHENHON annpOKCMMALMKW 3KCMEePUMEHTaNbHbIX AaHHbIX. OH OCHOBaH Ha
MUHUMM3ALMM CYMMbl KBaAPaTOB OTKJIOHEHWUI MEXY MCXOAHbIMW AaHHBLIMU 1 NPSIMOW NIMHUE, Hambonee
6/IM3KOMN K 3TUM AaHHBIM.

MpeanonoXumM, YTo Yy Hac ecTb HAbop AaHHbIX, NpeAcTaBnsitoWMiA coboli Habop 3HAYEHUA X U
COOTBETCTBYIOLUMX UM 3HAY€EHMI Y. Mbl XOTUM HalTU YpaBHEHWUE NTMHENHON (hYHKLIMKM, KOTOPAsi HAUMYYLLNM
06pas3oM OMUCHIBAET 3TN AaHHbIE. YpaBHEHME NIMHENHON (PYHKUMM UMEET CrIeAYIOLWNIA BUA:

y=ax+b

YToBbl HAWTWM HaWNyYLIYIO JIMHEMHYIO anmnpoOKCMMauMio, Mbl WILEM 3HayeHUss a M b, koTopble
MUHUMU3UPYIOT CYMMY KBAJpaTOB OTK/IOHEHWM MEXAY WCXOAHbIMW AaHHBIMU U JIMHWEW. DTa cyMMa
KBaZpaTOB OTK/OHEHWI BbIrNSANUT CrieayowmM 06pasoMm:

n

Z(yl — ax; — b)z

rae n — KoOJIn4eCcTBo TOYEK AaHHbIX.

AN MUHMMM3aUMM 3TOW CyMMbl KBaZpaTOB MOXHO MNPUMEHWUTb MeToa AuddepeHUnanbHOro
WCYMCNEHNS U HAWUTM 3HAYEHUs a U b, NpupaBHSB MPOM3BOAHBLIE MO @ U b K Hyno. 3TO NpUBOAUT K
CNneayowwmM YpaBHEHUSM:
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y=3.14x- 2.18

TakMM 06pasoM, Mbl MOSyYaeM ypaBHEHWE JIMHEMHOW YHKLMKM, KOTOPOE HauaydlwmMm o6pasom
annpoKCUMMPYET NCXOAHbIE AaHHbIE.

OfHMM M3 NpenMyLLEecTB METOAA HaMMEHbLUMX KBAAPaTOB SIBSIETCS TO, UTO OH MO3BOJISIET OLEHUTb
TOYHOCTb BEPOSITHEMLLErO 3HayeHus. [ns 3TOro MUCMosib3yeTcsa cpeaHekBaapaTuyeckasl owmbka (Mean
Squared Error (MSE)), koTopasi onpeaensieTcs Kak CpefHee 3HauyeHue KBaJpaTOB OTKIIOHEHWUA Mexay
NCXOAHBIMW AAHHBIMU U IMHENHOW annpoKcUMaLnei:

n

1
MSE = ;Z(yl — ax; — b)z

i=1

CraHpapTHas owmbka oueHkn (SE) MoXeT 6bITb BblUMCIIEHA KaK KBaZpaTHbIA KopeHb 13 MSE:

n

Z(yl — ax; — b)Z
i=1

SE=+v
n—2

STa owmnbKa OLEHKM MOKa3blBAET, HACKOMbKO TOYHO SIMHENHAs anmnpoKCMMaumMsi COOTBETCTBYET
NCXOAHBbIM AaHHbIM. YeM MeHbLle SE, TeM 60/1ee TOUHA NIMHEHas annpoKCMMaLms.

3aknoyeHre. MeToa HaMMEHbLMX KBAApaToB  SIBASETCS  MOLWHBIM - MHCTPYMEHTOM  Ans
onpefeneHns BEPOSITHEMLLErO 3HAYEHUS U3MEPEHHON BEMMYMHBI U OLIEHKU €ro TOYHOCTW. DTOT MeToA
LUMPOKO MCMOJNb3yeTcS B (PU3MKE, MHXEHEPUM, SKOHOMUKE M ApYyr Mx obnactsax, rae Heobxoammo
annpoKCMMMPOBaThb [aHHble NIMHENHOW dyHKUMeH. Kpome Toro, MeTos HavMeHbLUMX KBaapaToB MOXET
6bITb 0606LLUEH Ha Apyrne TUMbl PYHKUWUIA, TaKne Kak NOMHOMBI M SKCMOHEHUManbHble GyHKUMK. B 3Tux
Cfly4asix npouecc MWMHUMM3aUMM CyMMbl KBaApaTOB OTK/OHEHUN aHanornyeH, HO WCMONb3yHTCS
COOTBETCTBYOLWME DYHKLUNOHASbHBIE (DOPMbI.

HecMoTps Ha BCe npeuMyllecTBa MeToAa HauMMeHblUMX KBagpaToB, creayeT MOMHUTb, YTO OH
npearoniaraeT JfIMHEMHYI0 3aBUMCMMOCTb MeXAy MepeMeHHbiMU. Ecnn  3aBUCMMOCTb He  sBNsieTcs
NMHENHON, pe3ynbTaTbl METOAA MOMYT ObITb HETOUHLIMU UM HENPUTOAHBLIMU ANS UCMONb30BaHWMS.
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YAK 621.391

PACYET KPUTEPUEB TOYHOCTU PE3YJIbTATOB
PABHOTOYEYHbIX U HEPABHOTOYEYHbIX USMEPEHUA

Mamenerok M.C. 2p.263101

Bernopycckuli eocydapcmeeHHbill yHUgepcumem UHhopMamuKu U paduo3neKkmpoHUKU®
2. Munck, Pecrniybrniuka benapyces

QunbyeHkosa T.M. — cm. nperniodasamersb Kah. KT

AHHOTauusA. B fgaHHOM cTaTbe paccMOTpeHa TeMa pacyeT KpUTepueB TOYHOCTU pe3ynbTaToB PaBHOTOYHLIX M HEPaBHOTOYHbIX
u3MepeHwii. MpeacTaBeHbl ANs pacyeTa KpUTepUU TOUHOCTU pe3ysibTaToB PaBHOTOUHBIX U HEPABHOTOUHbIX M3MepeHUiA. MpuBeaeHbl
NPUMEPbI MPYUMEHEHMSI KDUTEPUEB TOYHOCTU PE3Y/IbTAaTOB PABHOTOYHbBIX U HEPABHOTOYHbIX U3MEPEHWIA.

KnioueBble crnoBa: paBHOTOUHbIE M3MEPEHNS], HEPABHOTOUHBIE M3MEPEHMS, KPUTEPUIA TOUHOCTM, HOPMasbHbIi 3aKOH pacrpeaeneHns,
OLLMBKMN.

PaBHOTOYHbIMKM  (paBHOpACCEAHHLIMM)  HA3bIBAIOTCA  HE3aBUCKMMbIE  M3MEPEHMSt  MOCTOSIHHOW
BEJIMYMHBI, Pe3yNbTaTbl KOTOPbIX MOMyT PacCMaTpUBaTbCA KaK ClyvaiiHble, pacnpeaeneHHble No OAHOMY
M TOMy e 3aKOHy. B 6oMblUMHCTBE CyyaeB Npu 06paboTKe PaBHOTOUHLIX W3MEPEHWUN WCXOAAT U3
NpeanonoXeHNss HOPManbHOMO 3aKoHa pacnpeaeneHus pesynbTaToB M C/lydaliHbiX MOrpeLlHoCTeN
n3mepeHuin. MNpu 06paboTke pe3ynbTaToB U3MEPEHWUIA, ECNIN U3BECTHA CUCTEMATMYECKas MOrpeLlHoCTb, B
KaX/blii U3 pe3ynbTaToB U3MEPEHWUIA BHOCAT NMonpaBKy. MockobKy cucTeMaTUyeckast NorpellHOCTb TakUM
06pa3oM ycTpaHeHa M3 pe3yNnbTaToB M3MEPEHWIA, TO ANCTEPCUS MOrPELIHOCTU ABNSIETCS OAMHAKOBOW Ans
BCEX U3MEPEHUIA. PaBHOTOYHbIE M3MEPEHUS BLIMOJHAIOTCA OIHAM M TEM € CPEICTBOM U3MEPEHWM.

MHOroKpaTHble U3MEPEHWSI OHOMO MOCTOSIHHOTO pa3Mepa BeJIMUMHBI MO FpaflyMpOBaHHbIM LUKaNaM
WHTEPBA/IOB M OTHOLLEHWI BIMOMHAIOTCS B NOCIEA0BATE/ILHOCTU, NOKa3aHHOM Ha puc. 1.

1. Ananus anpHopHO#H HEGOPMalHK, ONpeaeNeHHE NONPaBkH O,

l

2. I[OH}I‘ICIIHC N HEe3aBHCHMBIX 3HAUCHHH OTCUeTa X

l

3. [lepeson Beex x; B 3HavueHHs nokazanua Xi=x;(Q)

4. Buecenne TIOTIPABOK H ITOIYYCHHE HE3ABHCHMBIX 3HAYCHHI
pesyabTaTa H3Mepenna O =X, +0;
i

5. OueHka cpejiHero 3Ha4CHHs PE3YNILTATa H3IMEPEHH
- 1 n
- n n 5 i

!

6. Oucuxa CPEeHEKBAIPaTHYECKON0 OTKIOHCHHA PE3yIbTaTa
H3MEPEHHA

1 u - 2
So=4—- > (0-0
(.) n—l Z(—i —n)

i=1

)

PucyHok 1 — NopsinoK BbINOMHEHUS MHOTOKPATHOrO M3MEPEHUS Mpu PaBHOTOYHBLIX 3HAYEHUSAX
OTCYETa
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Mepen BbINOMHEHMEM W3MEPEHUI HEOBXOAMMO NPOBECTU TLLATENbHbIA aHanu3  anpuopHOM
uHdopmauuun. Mpexae Bcero, Npu HEO6XOAMMOCTM, AOMKEH ObITb pacCMOTPeH BOMNPOC 06 UCKIIOYEHUH,
KOMMEHCaUMM MM yyeTe BAnsowmx (akTopoB. [pyv MOAroToBKE K M3MEPEHUSM MPUHUMAKOTCS Takue
MEepbl, KaK TepMOCTaTMpoBaHWe (KOHAMUMOHWPOBAHWE), 3KPAHMPOBAHME TMOMELLEHWUN, a TaKke
aMopTu3auusl CpeacTB M3MepeHWn. BaxkHbIM [eMCTBMEM MOArOTOBUMTENBHOMO 3Tana SIBMSETCA aHanus
BAMSAOLLMX (DAKTOPOB U onpeaeneHune cnocoba nx NCKYEHS.

Fpy6oi oWwKnBKON MM MPOMaxoM SIBMISIETCA 3HAYEHWE OTCYETa, CYLLECTBEHHO OT/MYaloLleecs OT
OXWAAEMOr0 3HaYeHWs1 MPU [aHHbIX YCIOBUSIX MPOBEAEHUSI U3MEPUTENIbHOrO 3KCrepuMeHTa. OO6bIYHO
rpybble OWWOKM SBNSIIOTCS CNEACTBMEM 3HAYWUTENbHOrO (MHOrAA BHE3arnHoro) WM3MeHeHWsl YCIoBWI
3KCNepuMMeHTa: BPOCKN HaMPsHKEHUS! UCTOYMHUKA 3NEKTPOMUTAHUS, HEYUTEHHOE U3MEHEHUE OKpYXKatoLLen
TEMMepPaTypbl, @ TAKKE HENPABWIIbHLIA OTCYET NOKA3aHWUI CPeACcTBa U3MEPEHWI UM ONMUCKU B MPOTOKOJIE
3KCMEepUMEHTa. [laHHble OLWKMOKKM, COrNacHO TEOPUM HAAEXHOCTM 6OMbWMX CUCTEM, MOIYT MWMETb
CYLLEeCTBEHHbIE BEPOSITHOCTU WX MosiBNeHusl. MHoraa oTnvMuMe pesynbTaToB M3MEpPeHW HacTONbKO
BEMMKO, YTO OlWMBKa SABNSETCS SBHO BMAMMOW. B 3TOM criyyae Heob6XOAMMO BbISICHATb W YCTPaHUTb
MPUYMHY OTKSIOHEHWUI MM OTEPOCUTbL 3TOT pe3y/bTaT Kak 3aBefOMO HEBEPHbIM. Ecnn oTnnums He Tak
BE/IMKK, TO 3TO MOXET OblTb CNEACTBMEM KaK OWMOKM, Tak M paccemBaHusi oTcyeTa. o3ToMy OKMbKK
MOXXHO OTHECTU K KaTEropum CrlydaiiHbIX MOrPELHOCTEN U A4J1st UX BbISIBNIEHWS CIEAYET NPUMEHSTb METOAbI
MPOBEPKM MMNOTE3 TEOPUM BEPOSITHOCTEMN.

Hanbonee npocTbiM M NpPOM3BOAUTENBHBIM METOAOM OOHapy)XeHuWs OWWOOK B MaccuBax
3KCMEPUMEHTANIbHBIX AaHHbLIX SIBASIETCS NPaBUIO  «Tpex curM». CylHOCTb MpaBuia COCTOUT B
cnepytoweM. Eciv npu MHOMOKPaTHOM M3MEPEHWWM OAHOW M TOW XK€ BENMYMHbI MOCTOSIHHOMO pa3Mepa
COMHUTENbHOE 3HAYeHWe pe3ynbTaTta U3MEPEHUs OT/IMYAETCS OT CPeAHEero 3HaveHust bonbLue YeM Ha Tpu
BE/IMYMHBI CPEAHEro KBaApaTUYECKOrO OTK/TIOHEHUS, TO C BEPOSTHOCTLIO 0,997 OHO SIBNSETCS OLUIMG0YHBIM
1 ero cnepyet oTbpocuThb.

Mpy OCYLLECTBNEHWUMN TOUYHBIX M3MEPUTENbHBLIX KCNEPUMEHTOB M M3BECTHOM (HOPMasibHOM) 3aKOHE
pacrnpeaeneHnst MorpeLiHoCTen pe3ynbTaToB M3MEPEHU WUCMONb3yeTcs ApPYron MeTon ObHapyXeHus
owmrbok, siBnsiloWmMNcs MoamduKaumMen npaBuia «Tpex curm». B 3TOM cnyyae npoBepsieMasi rmnoTesa
COCTOMT B TOM, YTO HEKOTOPbLIN pe3ynbTaT He COAEPXWUT rpyborM MOrpewHoOCT W MPUHAANEXUT
COBOKYMHOCTM BO3MOXHbIX 3HAUYEHUI Pe3y/bTaTOB M3MEPEHUI C AaHHBIM 3aKOHOM pacrpeaeneHusl.

HepaBHOTOYHBIMM SABNAIOTCS M3MEPEHUS, B KOTOPLIX CpeaHue apudMeTUYecKne 3HavyeHus B psigax
W3MEPEHUN ABNAIOTCS OLEHKaMM OAHOrO WM TOrO XK€ 3HAYEHWsl M3MepSieMON BENMYMHBI, @ OLEHKU
ANCNEPCUIA CYLLIECTBEHHO OTNMYAlOTCA Apyr OT Apyra.

HeobxoamMMocTb 06paboTkn pe3ynbTaToB HEPABHOTOUYHBIX PSIAOB U3MEPEHWUIA BO3HUKAET, MMaBHbIM
06pa3oM, Mpu peleHun U3MEepUTENbHOW 3aAayuM  BbISIBNIEHUS HE WCKIHOYEHHbIX CUCTEMATUYECKMX
norpewHocTen. B 3TOM cniyyae W3MEpeHUst OAHOM M TOW XKE BESIMUMHBI MPOBOASTC HECKOSIbKUMM
onepaTopamu pas/IM4yHbIMM METOAAMU U Pa3HOTUMHBLIMKU CPEACTBaMU, UMEIOLMMI Pa3HYK TOYHOCTD.

Ecnn B chopMMpoBaHHbIX pspax pe3ynbTaToB MOyYEHHbIE CpeaHue apudMETUYECKNE 3HAYEHUS
pa3fiMyaloTCs HECYLLeCTBEHHO M HE BbISBASKOTCA CUCTEMATUYECKME MOFPELLIHOCTU W3MEPEHWUl, TO
LienecoobpasHo 06bEANHNUTL BCE pe3ynbTaThl B €4UHbLIN MAacCuB C LeNbo NosyyeHus 6onee AOCTOBEPHOM
OLIEHKN N3MEPSIEMON BENMNUYMNHDI.

Ecnun cpegHve apudMeTnyeckme 3HaueHUst KOPPEKTHO NPOBEAEHHbIX U3MEPEHUIN OAHON U TON Xe
BE/IMYMHBLI PA3/IMYHBIMKM METOAaMM U CPeACTBAMM OT/IMHAIOTCSA CYLECTBEHHO, TO MO BbIYMCIEHHBIM
3HaYEHUSIM ONpeaensieTcs cucTeMaTyeckasl MOrpeLHOCTb METOAA MW CPEACTBa U3MEPEHMSI.

HeobxoaMMocTb 06paboTkM pe3ynbTaTOB HEPABHOTOUHLIX WM3MEPEHWUA BO3HWKAET TaKXe, ecnu
KOHTPOSIb UM3AENWiA MPOBOAMTCS B PasHbix JlabopaTopusiXx pPas3NYHbLIMM  METOAAMM U MOJYyYEHbI
oTMYalolmecss Apyr OT JApyra 3KCNepuMMeHTasbHble fdaHHble. B AaHHOM cnyyae, MCnonb3ys BCe
MMeloLMECs pe3ynbTaThl N3MEPEHUIA, HEO6X0AMMO MOy4nTb 60slee AOCTOBEPHOE 3HAUYEHNE BETNYUNHDI.

[JlaHHas oueHka SBASETCS CpeAHEB3BEWEHHOW, a obpaTHble AMCNepCUU pSAaoB  U3MEpeHui
BbLICTYNAIOT MPU 3TOM KakK Beca OTAENbHbIX CpeaHMX apudMeTuyeckmnx. Beca xapakTepusytoTcs CTeneHbo
[0BEPMSI K COOTBETCTBYIOLIMM HabntoaeHusM. YeM 6onblue HabnioaeHUin B KakaoM psgy U YeEM MeHblue
aucnepcust pesynbTaToB, TeM 60Mblue CTEMEHb A0BEPUSt K MOSTYYEHHOMY CpeaHeMY apudMeTUYecKoMy
psga v TeM ¢ 60MbLUMM BECOM OHO YYMTLIBAETCS MPU OMNpeAesieHnn UCTUHHOMO 3HAYeHusl U3MepsieMoM
BE/TUYMHDI.

[lo cux nop Mbl FOBOPWAM O pesysibTaTax U3MepeHUiA, TOYHOCTb KOTOPbIX (CTemneHb AOBEPUS K HUM)
6bina oanHakoBas, BecbMa 61m3kas no BenuumHe. CTporo roBopsi, B MpUpoAe U3MepeHuii He CyllecTByeT
PaBHOTOYHbLIX BeMYMH. O6ecneunTb 3TO BeCbMa C/IOXKHO, Aa BO MHOTMX CIyyasix M HET B 3TOM
HeobxoaMMOoCTU. K paBHOTOYHBIM U3MEPEHUSIM MOXHO OTHECTU BCE Pe3y/bTaTbl, MOrPeLHOCTM KOTOPbIX
He BbIXOAAT 3a npeaenbl JOMYCTUMOW BeNWYMHBLI, HanpuMep, [ABOWHOW CpeaHel KBafpaTU4ecKoi
NOrpeLHOCTH.
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Yacto npuxoamuTcs MMEeTb Aeno C PasHOPOAHbIMM BenNWuMHaMU. Hanpumep, npu BbIMOSHEHWUN
reof1e3M4YecKnX U3MEPEHUIA UCMONb30BaTh Pe3yNbTaTbl AJIMH NIMHUN, KOTOPbIE 3HAYUTENbHO OT/IMYAKOTCA
Mo BeNMYMHE, NMNB0 U3MEPEHbI pa3HbIMU MO TOYHOCTM NpU6opaMun, MM60 OAHOPOAHBIE BEMMYMHLI B Ipynne
n3MepeHbl PaBHOTOYHO, HO C pa3HbiM YMC/IOM M3MEPEHUI B rpynnax u T.n. B aToM cryyae, npu oueHke
TOYHOCTW, FOBOPST O HEPABHOTOUYHbIX MU3MEPEHUSIX.

Ecnu B KauecTBe Beca pesynbTaTa U3MEpPEHUs B3STb YMCIIO, KOTOPOE XapaKTepU3YeT TOYHOCTb, TO
Mo CMbIC/Ty C/IOBa BEC MOXHO CKa3aTb, YTO, YeM 6osblle BeC pe3y/ibTaTa, TEM BbIlle €ro TOYHOCTb (TeM
MEHbLLE MOrpellHOCTb, C KOTOPOW MOMy4YeH [AaHHbIA pe3ynbTaT). T.e. BEC HaxoauTCcs B 06paTHO
NponopLMOHANbHOW 3aBUCHMOCTY OT MOrPELLHOCTY pesybTaTa.
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YAK 621.391

OBPABOTKA LIM®POBbLIX U30OEPAXEHMU NOCPEACTBOM
CBEPTKU

Mamycesuy 1.A.*, Cypsurno N.C.*, Typno A.B.*cmydernmsi 2p.060801

Bernopycckuli eocydapcmeeHHbill yHU8epcumem UHhopMamuKu U paduo3ieKmpoHUKU®
2. Munck, Pecrniybrniuka benapyces

QunbyeHkosa T.M. — cm. nperniodasamersb Kah. KT

AHHOTauus. B faHHoOl cTaTbe paccMOTpeHa TeMa CBEPTKU LMPOBbIX M306paxeHnit. OnncaHbl OCHOBHbIE MPUHLMMbBI CBEPTKU U
NMpUMeHeHKe 3Toro MeToaa Ans 06paboTky M306pakeHUi. PaccMOTpeHbl NONynsipHbIE siapa A1t CBEPTKU U 06bSICHEHbI UX pasnuymsl.
MpuBeAeHb NPUMEPhLI MPUMEHEHWSI CBEPTKU 1 0603HaYeHbI MPenMyLLECTBA 3TOro MeTofa 06paboTkM 306paXKeHMIA.

KntoueBble cnosa. CBEpTKa, 06paboTka M306paxeHuii, AP0 CBEPTKM, 3hdeKTbl CBEPTKYM, MPUMEHEHNE CBEPTKM.

M306paxeHns, co3paHHble C MOMOLbI0 UMMPOBbLIX TEXHOMOMMIM, BCTPEYAOTCS MNPAKTUYECKU
noBceMecTHO. Kak cneacTBue, BaXKHOCTb Hay4yHbIX WCCNeAoBaHWM B 3TOM 06nactM, B CBSI3U C
pacnpoCcTpaHeHNeM KOMMbIOTEPOB, CUCTEM MALUMHHOIO 3pPEHUs M MHCTPYMEHTOB Ans 06paboTkm wm
XPaHEHUS faHHbIX 1 M306paXkeHuii, 3HauMTeNIbHO Bo3pocsa. CBepTKa M306paXKeHni SABNSETCS aKTyabHOM
1 BaXKHOW TexHosorvel B 06nactn 06paboTky n3obpaxeHuit.

CBepTka MCNoMb3yeTcs BO MHOrMX 06/1aCTsIX, OAHMMUN M3 OCHOBHbIX SIBASIIOTCS:

1. KomnbloTepHOe 3peHune: CcBepTKa MCNONb3yeTcs A5 0bHapyXXeHus U BblaeneHns 06beKTOB Ha
n306pakeHnn, pacrio3HaBaHns 06pasoB, CErMEHTaALUMN M306paXKeHWIN, YCTpaHEHUS WyMa U T.4.

2. ObpaboTka curHanoB: CBepTKa WMCNOMb3yeTcs Ans GpuabTpauum CUrHanoB, YCTPaHeHUs LWWyMma,
OKaTWS AaHHbIX, aHa/M3a crnekTpa 1 T.A4.

3. ®duHaHChI: cBepTKa UCMOSb3yeTCs AJis aHanM3a BPEMEHHbIX PSAOB, TakMX Kak KOTUPOBKU akumi,
KypCOB BasoT U T.A.

4. CeTn nepegayn AaHHbIX: CBepTKa MCnonb3yeTcs Ans obpaboTku CMrHanoB B CETAX Mepeaayu
[aHHbIX, HanpuMep, Ans AeKOANPOBAHMWS CUrHAN0B, YCTpaHeHUs WwyMa 1 T.4.

5. MawunHHoe obyyeHune: cBepTKa UCNOsb3yeTcs B ry6oKoM 0byveHun ans u3BneyveHns NpmM3HaKkos
13 n306paxkeHni, ayamo 1 BMAEO, U ANs Knaccudukaumm 1 pacnosHaBaHusi 06bEKTOB.

B paHHOM paboTe Haubonbluee BHWMaHWe 6yAeT yAeneHo cBepTKe Wu3obpaxkeHuid. CBepTka
n306paxkeHni i — 3TO MaTeMaTuyecKkas onepaumsi, KoTopasi NO3BOMSET NPUMEHATb AP0 (MK GUNLTP) K
KaXKOOMY MUKCENI0 M306paXeHns, 4Tobbl NOayunuTb HOBOE M306paXKeHME C U3MEHEHHLIMU CBOMCTBaMMW.
Anpo ceepTku (Mnn GUNbLTP) — 3TO MaTpuLa KO3pPULNEHTOB, KOTOpPasl NepeMeLLaeTcs No N306paXkeHunio
C onpepeneHHbIM WwaroM (Wwar cBepTku). Kaxkablil 3neMeHT sapa YMHOXaeTCsl Ha COOTBETCTBYHOLLMIM
3NeMEHT U306paXkeHns, Ha KOTOPOM OHO HAaXOAMUTCS, @ 3aTeM BCE 3TW NMPOM3BEAEHUS CYMMUPYIOTCS. DTOT
npoLecc NOBTOPSIETC ANS KaXXAoM Mo3vuMK siapa Ha M306paXkeHuu, Moka Bce u3obpaxkeHue He Gyaer
nponaeHo cBepTkoh. Pasmep M 3HaueHus koaddUUMEHTOB siapa onpeaensiioT, kakon addekt byaert
UMETb CBepTKa Ha u3obpaxkeHwe. Hanpumep, ecnn UCNonb30BaTb A4pP0O, KOTOPOE COAEPXKMWUT BbICOKME
3HaYeHUs B LEHTPE M HU3KME 3HAYEHUS NO KpasiM, TO cBepTKa byaeT BblAeNsaTb KOHTYpbl 06BHEKTOB Ha
n3obpaxeHmn. Ecnn mcnonb3oBaTb S4p0 € oTpuuaTenbHbiMM koadduumMeHTamm, TO cBepTka byger
OCYLLECTBNSATb MHBEPCUIO LIBETOB Ha M306paxkeHun.

PasnunuHble gaapa MoryT ObiTb MCMNONb30BaHbl AN AOCTUXKEHUS pasfnuuHbiX 3d@ekToB npu
06paboTke M306paXkeHNI, TakMX Kak unbTpaums WyMa, YBENMUYEHNE Pe3KOCTH, ObHapy)XeHMe Kpaes U
TekcTtyp, u T.4. KpoMe TOro, ans onpefeneHHblX 3adadv, Takux Kak obHapyxeHue O6BLeKTOB Ha
nsobpaxxeHun, MoryT 6bITb MCMONb30BaHbl crieunansHo obyyeHHble sapa. B uenom, s4po cBepTku
ABNSIETCS OAHUM U3 Hambosnee BaXXHbIX 311eMeHTOB Npu 06paboTke M306paXKeHM ¢ NOMOoLLbI0 cBepTku. OT
NpaBuSIbHOMO BbibOpa sApa 3aBUCUT, Kakyld MHMOPMaUMIO MOXHO M3BfeYb M3 M306paXkeHus U Kakyto
3afa4vy MOXHO pewunTb. CyllecTBYeT MHOXECTBO pa3/iMyHbIX FOTOBbIX fA4ep AN CBEPTKM, Kakaoe M3
KOTOPbIX MOXeT OblTb MCMOMb30BaHO Ans 06paboTku M306pakeHnin B 3aBUCMMOCTM OT 3aaaun. Huke
nepeyncneHbl HEKOTOpble M3 Hanboee NoNynsipHbIX sAep ANs CBEPTKU U306paXkeHui:

1. dgpo Cobens — 3TO a4p0 MCNoOnb3yeTcsa Ans ObHapyXeHusi KpaeB Ha u3obpaxeHun. OHO
COAEPXMUT 3HAYEHUs, KOTOpbIE NO3BONSIOT ONpeaesiMTb HanpasBeHne Kpas U ero MHTEHCMBHOCTL. lNpumep
paboTbl AaHHOrO sApa NpeAcTaB/ieH Ha pucyHke 1.

2. Sapo Maycca — 3T0 S4p0 MCMONb3YeTCs ANS Pa3MbITUS U306paXKeHUs UAN YMeHbLUEHUS LyMa.
OHO coAepXuT 3HauyeHusl, KOTOpble WMEIOT pacnpegeneHne laycca BOKPYr LEHTPanbHOro MuKcens.
MpuMep paboThl Tak Xe NpPeaCcTaBieH Ha pUCYHKe 2.
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3. Appo MpronTTa — 3TO 94P0 TAKXKe UCNOJb3yeTcs Anst obHapy>XeHns KpaeB Ha n306pakeHnn, HO
OHO 60nee YyBCTBUTENBHO K YIiiaM U coaepXuT 6onblue nHdopmaumm ob yrne kpas.

4, Slgpo Jlannaca — 37O S4pO MCNOAb3YeTCS ANsl 06HapPY>XEHUs TEKCTYp Ha m3obpaxeHun. OHO
COAEPXMWT 3HAYEHMS], KOTOpbIe BblAeNAoT 06/1aCcTH € pa3fMyHbIMU MHTEHCUBHOCTSIMM.

5. Slapo mMeanaHHOro gunbTpa — 3TO A4PO0 UCNOMb3YETCH ANS YAANEHUS LWIyMa Ha M306paXkeHuu.
OHo 3aMeHsIeT KaXkabli MUKCENb Ha MEAMAHHOE 3HAYEHNE B OKPECTHOCTM 3TOMO MUKCETS.

PucyHok 1 — MNMpumeHeHne sapa Cobensi kK n306paXkeHuto.

PucyHok 2 — MNpumeHeHmne aapa MNaycca Kk nobpaxeHuto.

TakuM 06pa3oM npuMeHsis pa3HoobpasHble UAbTPbI M MX KOMOMHAUMM MOXHO [A06MTbCS
Tpebyembix 3dpdekToB. CaMbIMM 4YacTo MCMONb3yeMbiMu 3ddektamm  06paboTkM  U306paXkeHUin
ABNSAIOTCA:

1. CrnaxxmBaHue n3obpaxxeHunsi. 3To 3(PhEKT, KOTOPbIA UCMONb3YETCS ANS CMSIrYeHNs N306paXkeHns
W ydaneHus Menkux AeTaned, YTo NnoMoraeT caenaTb u3obpakeHne 6osee NpurogHbiM ans o6paboTku.
CrnaxuaHme MOXeT ObITb NONE3HO, KOrAa HY>XXHO YMEHbLUMTb LWYM B M306paxeHWn unu caenatb ero
6onee ogHOPOAHbIM.

2. YcuneHve kpaes. MNpuMeHseTcs ANna BblAENEHUS rpaHuL, 06bekTOB Ha n3obpaxkeHnn. YcuneHue
KpaeB MoXeT ObiTb MonesHbiM, Koraa Tpebyetca caenatb o6bekTbl 6onee ApKMMM U KOHTPACTHBIMK, U
BblAENUTb UX Ha (oHe.

3. VsMeHeHMe KOHTpacTa M SpKOCTU. 3TO 3deKT, KOTOpbIA MCMOMb3YeTCA AN U3MEHEHUS
KOHTpacTa 1 SApKOCTU n3obpaxkeHnsl. MoXXHO Mcnonb3oBaTb 3TOT adpdekT, 4Tobbl caenatb n3obpaxeHue
6onee SpKUM UM TEMHBIM, YBEMUUTL KOHTPACTHOCTb, M cAenaTtb UuBeTa 6onee HacbIWeHHbIMM U MeHee
APKUMUN.

4. N3meHeHne pa3mepa n30bpaxkeHust - UCMob3yeTcs A1 U3MEHEHUs pa3Mepa m3obpaxkeHus. C
MOMOLLIbIO CBEPTKN MOXHO YMEHBLUMTD UM YBENNUYUTb n306paxkeHne, 4yTobbl OHO CcTano 6onee NpUrogHbIM
[ANS UCMOJIb30BaHMS B PA3/IMYHbIX KOHTEKCTaX.
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5. YpaneHue wyma. 3710 acddeKkT, AN yaaneHns Menkux AeTanen u Apyrux 3/EMEHTOB, KOTopble
MOrYT BbIMMISIAETb KaK LWYyM.

6. BolaeneHne Tekcrta. Micnonb3yeTcs Ans BblAENEHUS TeKCTa Ha m3o0bpaxkeHun aenas ero 6onee
YETKMM N KOHTPACTHbIM, YTO MOMOXET YNy4LlIMTb ero YATaeMoCTb.

7. OetekTpoBaHve rpaHuu. ddeKT, KOTOpbi MCNOMb3yeTcs AJs BbIACNEHWUS TPaHUL Mexay
obbekTaMmn Ha n3obpaxkeHuu.

8. OcBeTneHMe M 3aTEMHEHWE OnpefeneHHbIX obnacteil usobpaxkeHus. MNpumeHsieTcs ans
W3MEHEHMS IPKOCTU U KOHTpacTa onpeaesieHHbIX obnacTtei Ha nsobpaxxerHum [1].

B pamkax crtatbu, 6blna pa3paboTaHa nporpaMMHas peanu3aums CBepTku. B Hee Bkto4YeH
aNropuTM UTEpPaTUBHOIrO nepebopa KaXxaoro afieMeHTa n3obpaXKeHns U3 KaXkaoro KaHasa, pacydeT CBEPTKM
C WCMNONb30BaHMEM siApa B LIEHTPe KOTOPOro HaxoAMTCS SIKOpb U NMpUMeHeHue 6bICTPOro anropvtMa,
OCHOBa@HHOro Ha 6biCcTpoM npeobpa3oBaHun ®ypbe. Becb 3TOT yHKUMOHaN Obll MOMEWEH B OAHY
noagnporpaMMy. B KauecTBe apryMeHToB, AaHHas (QYHKUMS MPUHMMAET TPEXMEPHbLIN MaccuB,
npeacTaensowmii coboi pasaeneHHoe Ha KaHanbl 306paXxxeHne, aApo CBEPTKU, ABNstOLEeECs GUILTPOM
Nno OTHOLWEHUID K MHOroKaHaJibHOMY M306pa>|<eHmo, N OONOJIHUTENbHbLIE OTBEYAKOLWNE 3a BHYTPEHHIOO
paboTy noanporpaMMbl ONUUN.

B paMkax uTepaTMBHOrO anroputma nepebopa, nepeaBuXeHWe WMAET MO CTPokaM W ctonbuam
MaccMBa pasHbiX kKaHaNoB. [1s nonyvyeHusl 3HavyeHmsl, KOTopoe 3anuweTcs B MaTpuuy oThunbTpOBAHHOMO
N306paXKeHNs, YMHOXAIOTCSl 3HAaUYEHMs] OAHOMO M3 KaHasfoB Ha sSApPO CBEPTKWU. [aHHbIM anroputM UMeeT
cneayowmii Bua:

new_image = full([new_image_height, new_image_width, new_image_channels], 1)
image_str_num (new_inage_height):
inage_pixel_num (new_image_width):
image_channel_num (new_image_channels):
new_image_pixel = sun(image[image_str_num:inage_str_num + kernel_height,
image_pixel_num:image_pixel_num + kernel_width,

image_channel_num] * kernel)

new_image[image_str_num] [image_pixel_nun][inage_channel_num] = new_inage_pixel

PucyHoOK 3 — ANropuTtM CBEPTKM

[ns peanusaummn 6bICTPON CBEPTKM WU, COOTBETCTBEHHO, GLICTPONM (UNbTPaLMM U30OpakeHUs 3a
OCHOBY B35TO bbIcTpoe npeobpasoBaHne Dypbe. B anroputMe BLIYUCASETCS CMEKTP KaXaoro U3 KaHanos
n306pa>xkeHns 1 No OTAENBLHOCTY YMHOXAKOTCA Ha CNekTp sapa cBepTku. Kaxaoe nonyyeHHoe 3HaveHue

3anucbiBaeTcs B MaTpuuy, KOTopas W SBAsSieTCA  MNpeacTaBfleHMeM HOBOro, OT(WIbTPOBaHHOIO
n3o06paxkeHus:
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(8, new_image_height - 1), (0, new_image_width - 1)))

channel_num (new_image_channels):

channel.append(re: t agef[:, :, dim channel_num])*fft_kernel)

e_height, new_image_width = new_image_channel[0].shape

new_image Ull([new_image_height, new_image_width, (new_image_channel)], ©.

new_ims channels >

age hannel_num] = \
new_image_channel[image_channel_num][ima str_num][image_pixel_num]

new_image = new_image_channel[0]

PvicyHok 4 — ANropuTM 6bICTPO CBEPTKU

Mcnonb3yss oAMH W3  BbIWEMNEPEYNUCIEHHBIX  anropuTMOB, MOMyYaeTcss  OTUILTPOBAHHOE
n306paxxeHne, BbiBoAsLLeecs B rpaduyecknii MHTepdeinc nonb3oBatens B ¢opMaTte «ao-nocne», rae
NneBoe M306paxkeHMe - UCXOAHOE, @ NpaBoe - OTGUILTPOBaHHOE K NpuMepy, NMPUMEHWB CrNaXXMBatOLLMIA
¢unbTp Maycca, ¢ pa3mepoM aapa ceepTkn 13x13, nonydaeTcs cnegytoLlee nsobpaxkeHue:
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PucyHok 5 — MNMpumep paboTbl anroputmMos

MoaBOAS UTOT, MOXHO CKa3aTb, UTO CBEPTKA SIBNSIETCA MOLLUHbIM MHCTPYMEHTOM AN 06paboTku
N306paxkeHU, KOTOPbI MOXET WMCMO/b30BaThCA ANA CO3[aHWsa pasnnyHbIX 3(PHEKTOB U YyULlEHUS
KauecTBa u3obpaxeHunid. C eé NoMoLLbI0 MOXHO M3MEHSATb APKOCTb, KOHTPACTHOCTb, LIBETOBYIO ramMMy U
ApYrMe napaMeTpbl M306paXKeHusi, a Takke O06HapyxuBaTb rpaHWULbl OOGLEKTOB Ha M306paXkeHuu,
ynydliaTb pe3KoCTb W AeTanu3aumio n3obpaxkeHns. Bcé BbllenepeuncieHHoe [0Ka3biBaeT, YTO CBEPTKA
- aKTyanbHas M BaXKHas TEXHONOrMS B 06paboTKe W306paXeHUH W CUrHanoB, a ee MNpUMEHEHUE
NPOAO/KAET PACLUMPSATLCS B Pas3/IMYHbIX 06/1aCTAX HAYKU U TEXHOOMUIA.

CnMUCOoK MCnornb30BaHHbIX UICTOYHUKOB:

1. loHcanec P. Lndposas o6pabotka nsobpaxeHnuit / MoHcanec P., Byac P. // Mockea: TexHocdepa, 2005.
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YAK 621.391
ATAKA YHEPBOTO4YU1HbI B MOBUJIbHbLIX AD-HOC CETAX

HeyeH Y.T, mazucmpaHm 2p.215101

Benopycckull eocydapcmeeHHbIl yHUsepcumem UHgopMamuKku U paduo3r1eKmpoHUKUT
2. Munck, Pecniybniuka benapycs

Lleemkos B.FO. — [Jokmop. mex. HayK

AHHoTaums. [laHHas CTaTbs MpeACTaBnsieT 0630p aTaku YepBOTOUMHbI Ha MoBunbHble ad-hoc ceTu. B cTaTbe onuchiBalOTCs
OCHOBHble XapaKTepUCTUKW W NOCNEACTBUS 3TON aTakn U MeTofbl, KOTOPblE 3/10YMbILLEHHUKM UCMON3YIOTCS ANS BbINMOMHEHWS TakoM
aTaku.

KnioueBble cnoBa. MANET, aTaka 4epBoToumHbl, ad-hoc.

BBeaeHue. B HacTosiee BpeMsi 6ecrnipoBOAHble CETU LUMPOKO WCMOMb3YIOTCA B PA3/IMYHbIX
obnacTsix, B TOM yucie n B MobunbHbix ad-hoc cetax (MANET). OpgHako, B CBSI3U C UX OTKPbLITON
CTPYKTYPOW U AMHAMUYHOCTbLIO, OHM CTAHOBSITCS Bonee ysi3BMMbIMU sl aTak U yrpo3 6e30nacHoCTy.
OpaHol u3 cepbesHbIx yrpo3 6e3onacHocT MANET sBNsieTcs aTaka Y4epBOTOYMHBI. ATaka YepBOTOUMHBI
MANET npeacTaBnsieT coboil ataky Ha NMpoToKosbl Maplpytusauum B MANET, koTopas ocyLiecTBAsieTcs
C NMOMOLLbI0O BHEAPEHMUSI 3/TOHAMEPEHHLIX Y3/10B B CETb. B 3TOW aTake 3/10yMbIWIEHHUK UCMOSb3YyeT
ySI3BMMOCTb B MPOTOKOJIE MapLUpyTU3aLumu, YTobbl BHEAPWUTL CBOM 3/I0HAMEPEHHBIN y3en B ceTb. ITOT y3en
3aTeM MOXET 3axBaTblBaTb MHMOPMaUMIO, NepexBaTbiBaTb NakeTbl AaHHbIX UAW HapywaTb paboTy ceTtu.
Llenb naHHoOM cTaTby ABNSIETCA NpeAcTaBieHneM 063op aTaku yepBoToUnHbl MANET Ha MobusbHble ad-
hoc ceTn. B cTtatbe 6yayT onncaHbl OCHOBHbIE XapaKTEPUCTUKM W MOCNEACTBUS 3TOM aTaky, a Takxke
npvBeAeHbl METOALI A5 BbIMOSIHEHWS 3TON aTaku.

OcHoBHasl 4YacTb. ATaka 4YepBOTOYMHbI HampasfieHa Ha MNOACAyLIMBaHWE WHbOPMaUUKM, WMHOrAa
XaKepbl YCTpamnBaloT aTaku, YTobbl HAPYLWIMTb NPOM3BOAMTENBHOCTb CETU. NS aTakm Xakepbl UCNOMb3YyoT
ABa BPEAOHOCHbIX Yy3/1a, KOTOPblE€ COEAMHANOTCA APyr C APYroM 4e€pe3 YacCTHYKO CCblIKY, Ha3biBaeMylo
TYHHENMPOBAHWEM UM C UCMOSIb30BAHWEM MEXAHM3MOB MHKaNCynsumMmn. ATakm yepes 4epBOTOUMHbI MOTYT
BbIMOSHATLCS B [ABYX PEXMMAX: CKPbITOM pPEXMME U pexxuMe npucoeanHenmns [1].

Mcnonb3oBaHWe YacTHOM CCbIKU: ANst aTaKu Xakepbl UCMOMb3yloT 2 BPeAOHOCHbIX y3na (M, M,),
KOTOpblE COEAMHSIIOTCA APYr C APYrOM Yepe3 YacTHbl MyTb, Ha3blBaeMblid TyHHeneMm [2, 3]. Monyuus
3anpoc MapLpyTtusaumm RREQ, 3noHaMepeHHbIv y3en M, nepecbinaeT nakeT RREQ K M, Yepes TyHHenb,
M, npopomkaeT nepecbiiate RREQ Kk MecTy HasHaudeHus. MNonyume nakeT RREQ, y3en HasHayeHus
otnpaBnseT nakeT RREP uyepe3 TyHHeNb K UCTOYHWMKY. B pesynbraTe MCXOAHbIM y3en ycTaHaBnuBaeT
MapLUpyT 4Yepe3 TyHHesb, MOCKONbKY 3TOT MapLUpyT CTOWUT MeHblue, YeM dakTuueckuin mapwpyT. Ha
pucyHKke 1 onncaHa aTaka YepBOTOUMHbI C MCMOJIb30BAHWMEM YaCTHOM CCbISIKU.

\
B Q41
39 18 11)((’1\'8 Destination

Ny Ny 1511

PucyHok 1 — aTaka 4epBOTOYMHbI C UCMON30BaHMEM YaCTHOW CChINKM

OnwncaHuWe npouecca, NOCPEACTBOM KOTOPOr0 MCXOAHLIV Y3en N; 0bHapy)XMBaeT MapLipyT K MecTy
Ha3HayeHnst Ng B TOMOMOMUW CETU C ABYMS BPEAOHOCHbIMW y3namu (M, M,), COEAMHSIOWMMUCA Yepes
TYHHENb. MIcxoaHbIv y3en N, lWMpoKoBellaTenbHo nepeaaeT nakeT RREQ Ansi o6Hapy»XeHust MapLupyTa K
LueneBoMy Y31y Ng. [epBbii nakeT RREQ K MeCTy HasHayeHusl Ha TyHHENbHOM MapLupyTe:
{Nix M;x M,xNg}. Korga naket nonyyaet naket RREQ, 3n0HaMepeHHblii y3en M, A06aBnsieT HOBYO
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3anucb B Tabnuuy MapuwpyTtusaumu, 4Tobbl NpeacTaBuMTb MaplpyT K UCTOYHWMKY N1, MHdOpMaums o
3anucn: Node= N, NH = N;, HC = RREQ.HC+1=1, SN=35. TO4YHO Tak e 3710HaMepeHHbI y3en M,
fobaBnseT HOBYIO 3anucb B Tabnuuy MapupyTusaumu, 4Ttobbl NPeacTaBUTb MapLIpyT K MCTOYHWUKY Ny,
yepes creaytowmin nepexoa M,, uHdopmaums 3anmcn: Node =N,, NH=pM,, HC=RREQ.HC+1=2, SN=35.
HakoHeu, nocne nonyyeHust naketa RREQ y3en HasHauyeHus Ng A06aBnsieT HOBYKO 3anucb B Tabnvuy
MaplupyTu3aummn, 4Tobbl NpeacTaBWTb MaplwpyT obpaTHO K N; Yepe3 Cneaylowmnii nepexoa M,
nHdopmauma 3anucn: Node= N,, NH= pm,, HC=RREQ. .HC+1=3, SN=35, 1 y3en HazHaueHus N4 OTBEYaeT
Ha MapLupyT, nocbinas naket RREP B HanpaBnennn {Ngx M,x Mx N,}. Kpome Toro, BTopoi naket RREQ
Talke AOCTUraeT MNyHKTa HasHayeHus no mapwpyty {N;—>N,—>N;—>N¢—>Ni;—>N;;—Ng}. HO y3en
Ha3HayeHust Ng OTOpacbiBaeT BTOPOK MnonydyeHHbll nakeT RREQ, NOCKomnbKy OH yxe obpaboTaH. [detanu
ynpaBnsioLwero naketa u Tabanubl MapLpyTM3aumMmn nepeuncneHsl B Tabnmue 1.

Tabnuua 1 — Pe3ynbTaT 06HapYXeHUs MapLUpyTa Npy aTake YepBOTOUMHbI

WHdopmMaums o nakete Tabnuua mMappyT1saumm
Maket Y3en
[LH] [TPsrc, IPast, HC, SN] Node | NH HC SN

Ny [N4] [Ny, Ng, 0, 35] NULL

N, [N,1 [Ny, Ng, 1, 35] Ny N, 1 35

N3 [N3] [Ny, Ng, 2, 35] N, N, 2 35

N, [N4]l [Ny, Ng, 3, 35] N, Nj 3 35

N MNakeT RREQ He nonyyeH

Ng [Nel [N1, Ng, 1, 35] Ny Ny 1 35
RREQ N, [N;] [Ny, Ng, 2,35] N, N, 2 35

Ng [Ngl [Ny, Ng, 3, 35] Ny M, 3 35

Ny [Nol [Ny, Ng, 3, 35] Ny N, 3 35

Ny [N1o]l [Ny, Ng, 4, 35] Ny Ny 4 35

N [N11] [Ny, Ng, 5, 35] Ny Nio 5 35

M [M][N1, Ng, 1, 35] Ny N4 1 35

M, [M,] [Ny, Ng, 2, 35] Ny M, 2 35

Ng Munumanuszaums naketa RREP [Ng] [Ng, N, , 0 ,45]

M, [M3] [Ng, Ny, 1, 45] Ng Ng 1 45
RREP

M, [M1][Ng, Ny, 2,45] Ng M, 2 45

N, [N4][Ng, Ny, 3,45] Ng M, 3 45

Mcnonb3oBaHne WHKanNcynsuuMn: 3TOT METO4 MCMOoMb3yeT 2 BPEAOHOCHbIX Y3fa, KOoTopble
oTobpaxkatoTcsl B ceT Kak 06blyHble y3sbl. Monyuns naket RREQ, 3/10HaMepeHHbIN y3en UHKancyImpyeT
ero nepepa nepegadert naketa RREQ monyyatento yepes Apyrme npoMeXyTouHble y3/bl. MHKancynsums
BbIMOJIHSIETCS TakuMM e obpa3oM npu nonyyeHun naketa RREP. Llenb coctout B TOM, 4TOBBI CHU3UTB
CTOMMOCTb MakKeTa YynpasfieHus nyTeM, YCTaHOBUB 3HayeHne nonsd HC pasBHbiM 0. Kpome ToOro,
3710HaMepeHHbIN  y3en yBenuuuBaeT 3HadeHuwe nons ID_broadcast naketa RREQ, uT0obbl Cocen
cornacuncs obpaboTaTtb NakeT, eC/iM OH YXXe NOYUYn ero TOT Xe NakeT OT Apyroro coceaa. Llenb cocrout
B TOM, YTOGbl MCXOAHBIN Y3e/ YCTaHOBWI MyTb MO MapLUpPYTYy, COAEPXKALLEMY BPELOHOCHbLIN Y3€es, NOTOMY
YTO CTOMMOCTb HUXeE, YeM (haKTMUECKUIn MapLipyT. B 3aBUCMMOCTU OT MECTOMONOXEHUS MapLLpyT
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COAEPXWT OAMH WNM ABa BPEAOHOCHbIX y3na [2, 3]. ATaka C MCMOb30BaHWEM MeToAa MHKancynsaumm
OnMcaHa Ha pUCYHKe 2.

Destination

PVICYHOK 2 — Ataka 4epBOTOYUHbI C NCMOTb30BaHMEM UHKaNCynaunmn

Ha pucyHke 2. nokasaHbl ABa BpeJOHOCHbIX Y31a M, U M., UCNOMb3YoWMe UHKANCyAaumIo Ans aTaku
Ha ceTb. Y3en N, nonydaet oba naketa RREQ OT ucTouHWKka N, Mo mapwpyTty {N,;—N,x N,} n {N,;—>
Negx Mq}. Y3en N, OBHapyXuBaeT, YTO pacxod MOMCKa Yepe3 creaytlowmii nepexoa M, coctaBnsieT 1
nepexof, NoToMy 4to 3HavyeHne HC naketa RREQ MOBTOPHO MHUUMANU3UPYETCA Npu Nepecbliike yepes
M, . Takum 06pa3oM, N, yCTaHaBIMBAET 06paTHbIM MapLIPYT K MCTOYHUKY Yepes creaytowwmin nepexoa M,
fobaBnsas HOBYIO 3anucb B Tabnuuy MaplupyTu3aummn, wHdopmaums o 3anucn: NODE=pN,, NH=pM,,
HC=RREQ.HC+1=1, SN=35. MakeTbl RREQ, nocrynatowue oT N7, He NPUHNMAIOTCS U3-3a 60NEeE BbICOKOM
CTOMMOCTU. Y3en Ha3HayeHus Ng nonyyaeT 2 naketa RREQ, npuxogswmx OT y310B Ny, U M,, MAaKET,
NpuXoasWni OT Ni; MUMEeT CTOMMOCTb 3 MepexofoB, MOCKOMbKY OH JO/KEH nepeckliaTbcs uyepes 3
NPOMEXYTOUHbIX Y3na, BKMoYvas {No, Nio, Nii}, B TO BpeMs kak nakeT RREQ noctynaer ot M, cTouT 1
nepexoa. CnefoBaTenbHO, Y3eN Ha3HauyeHUs! YCTaHaBMBAET MapLUpyT K UCTOYHWUKY Yepes crieayowmi
nepexoa M, , AobaBnas HOBYIO 3anucb B Tabnuuy MaplpyTtusaumm, uHdopmaums o 3anucu: NODE=N,,
NH=M,, HC=RREQ.HC+1=1, SN=35. Maker RREQ, noctynaiowue OT N;;, HE MPUHUMAIOTCA M13-3a
60/IbLUNX HaKNaAHbIX PacXOAoB. Y3en HasHauyeHusl Ng OTBEYAEeT Ha MCXOAHbIN MapLipyT, Mocbifas nakeT
RREP B HanpasneHun {Ng—>M,—>N,y—>Ny—>M;—>Nz—>N}. BCe MpoMexxyTouHble y3/bl COXPaHSIOT MapLUpyT
K MeCTy HasHauyeHusi Ng Kaxxablii pa3, korga OoHu nonyyatoT naket RREP, u nepecbinatoT nakeT RREP
06paTHO K MCTOYHUMKY, MCMOMb3ys 3anucb B Tabnvue MapwpyTusaumu. B pesynstate ucxogHblit y3en N
yCTaHaBNMBaET MaplUpyT K MeCTy HasHaueHus uyepe3 crefylowmnii nepexoa N; CO  CTOMMOCTbHIO
Ha3HayeHus 2 nepexopa, 3TOT MapLlIpyT COAEPXUT ABa 3/0HaMepeHHbIX y3na M; U M,, Kak noapobHo
onucaHo B Tabnuue 2.

Tabnuua 2 — Pe3ynbTaT 06HapY>KeHUs MapLLpyTa Npu aTake YepBOTOUMHBI

MHdopmauma o nakete Tabnuua MaplpyTm3aumm
MakeTt Y3en
[LH] [IPsrc, IPdst, HC, SN] Node NH HC SN
N1 [Ny [Ny, Ng,0,35] NULL
N2 [N2] [N1, Ng, 1, 35] N1 N1 1 35
N3 [N3] [N1, Ng, 2, 35] N1 N2 2 35
Ny [N4] [N1, Ng, 3, 35] N1 N3 3 35
RREQ
Ns C
Ne [Ne] [N1, Ng, 1, 35] N1 N1 1 35
M1 [M1] [N1, Ng, O, 35] N1 Ne¢ 2 35
N7 [N7] [N1, Ng, 2, 35] N1 N2 2 35
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NHdopMaums o nakete Tabnuua MaplupyTU3aLmm
MNakeT Y3en

[LH] [1IPsrc, IPgst, HC, SN] Node NH HC SN
ANy Ao 6 35

Nsg [Ns] [N1, Ns, 6, 35]
N1 M 1 35
Ay N7 3 35

N9 [N9] [N11N813135]
N1 M1 1 35
NlO [NlO] [N11N814135] Nl N9 4 35
Nip [N1ol [N1, Ng, 5, 35] N1 Ny 5 35
M2 [M2] [N1, Ns , 0, 35] N1 Ny 3 35

Ng NHnumanusauus naketa RREP [Ng] [Ng, N1, 0, 45]
M2 [M:] [Ng, N1, 0, 45] Ns Ns 1 45
Nio [N1ol [Ns, N1, 1, 45] Ns M 1 45
RREP No [Nol [Ng, N1, 2, 45] Ng Ny 2 45
M1 [M1] [Ng, N1, 0, 45] Ns No 3 45
Ns [Ne]l [N, N1, 1, 45] Ns M1 1 45
N1 [N1] [Ns, N1, 2, 45] Nsg N> 2 45
3aknto4eHue. B cTaTtbe npeacraBsneHbl ABa MeToAa daTakKu 4YepBOTOYUHDI, KOTOpble

3/I0YMBILINEHHUKN UCMONb3YIOT ANS aTaku. B TyHHENbHOM pexuMe ynpasnsiolwuii NakeT He M3MEHsEeTCA
Nnpu NPOXOXAEHUM 4Yepe3 BPEAOHOCHLIA Y3€es, MO3TOMY pelleHuss no obecrnedyeHunio 6e3omnacHocTy,
UCMONb3yloLME MPOBEPKY LENOCTHOCTM MNakeToB, He 6yayT paboTaTb. B MexaHusMe WHKancynsuum
3/IOHAaMEPEHHBIV Y3€n U3MEHWUN MapaMeTpbl NakeTa, NO3TOMY MOXET MCMOMb30BaTb MEXaHW3M NPOBEPKM

LEeNoCTHOCTU NaKeTa, 4YTObbI onpeaennTb, 6blna m ceTb aTakoBaHa.
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YAK 621.391

MOJAENIMPOBAHUE NMPOKOOB MAPLUPYTU3ALIUU NP ATAKE
YEPHOW ObIPbl B MOBUJIbHbLIX AD-HOC CETAX

Heyer Y.T, mazucmpaHm ep.215101

Bernopycckuli eocydapcmeeHHbill yHUgepcumem UHhopMamuKu U paduo3neKkmpoHUKU®
2. Munck, Pecrniybrniuka benapyces

Lleemkos B.FO. — [Jokmop. mex. Hayk

AHHOTaums. B ctaTbe npeacTaBnieHo MoAeNMpoBaHMe NPOTOKOIOB MapuwpyTu3aumm: AODV, IDSAODV B MobunbHbIx ad-hoc ceTtax
npu aTake YEPHON AbIpbI.

KnioueBble cnosa. ATaka YEpHOM Abipbl, AODV, IDSAQDV.

BeegeHue. MNpu atake 4é€pHoi Ablpbl [1] 3N1OHAMEPEHHbLIN y3en YTBEPXAAET, YTO Y HEro ecTb
AEVCTBUTESbHBIN MapLUPYT KO BCEM APYrMM y31aM B CETU ANist nepexsaTa Tpadvka mMexay y3namu. Mocne
nony4eHns nepeaaHHbIX AAHHbIX OH He MepecbiiaeT, a oTbpackiBaeT BCe 3TM MakeTbl. CneaoBaTenbHO,
3TOT y3€en YEPHOMN AbIpbl MOXET OTC/IEXMBATL M aHANM3UPOBaTh TPahUK BCEX Y3/0B B CETU, HA KOTOPYHD
OH Hanan.

AODV (Ad hoc On-demand Distance Vector) — 3T0 npoTOKOa MapLpyTu3aumnmM C OAHUM MapLUpPyTOM,
MCMOSb3YIOLWMI NPOAKTUBHOE OBHapYy>XeHe MapLpyTa. MicxoaHblii y3en 06Hapy>XMBAET MapLUpPYT TOSbKO
TOraa, Korga eMy Hy)KHO MepecnaTth AaHHble. pu KaXxaoM OBHapYy>XEHUM MaplupyTa MCXOAHbLIN y3en
YCTQHaBNMBAET YHWKaNbHbIN MapLUPYT K MECTy Ha3HaYeHWs M UMEET Hausyullylo CTOMMOCTb MapLipyTa.
Pacxoabl MapuwpyTuzaumm npotokona AODV onpegensieTcs Ha OCHOBE KONMYeCcTBa NepexofoB Ans
[IOCTUDKEHMS! MYHKTa Ha3HauyeHus. MNpoTtokon AODV 4acTo CTaHOBWUTCS XXepTBOW aTak YEpHoW Aablpbl. B
KaXKaoM nakeTe MapupyTusaumm AODV HekoTopble BaXKHble NOSs, Takue Kak Konmyectso nepexonos HC,
MOpsIAKOBLIN HOMEp HasHaueHusi, SN UCTOYHMKa M MonyyaTens, 3aronosok IP, IP-agpeca WCTOYHMKA M
nonyyatens AODV, upaeHTUUKaUMOHHbIM HoMep RREQ. Owubku B Nt06OM U3 BblLENepeYnCieHHbIX
nonen Moryt npuBect k cboio AODV. [ns BbINOSHEHUS aTaku YEPHON Ablpbl B npoTokone AODV
3/10HaMepeHHbIN y3en »aeT naketa RREQ, oTnpaBneHHoro ot ero coceaei. Koraa oH nonyyaer naket
RREQ, OH HeMeasleHHO OTrpaBnsieT oTBET Ha nakeT RREP ¢ NOXHbIM COAEPXWUMbIM, YCTaHaB/IMBas caMoe
BbICOKOe 3HayeHne SN 1 MUHMManbHoe 3HaveHne HC, He BbiNoNHAS NpoBepKy Tabnuubl MapLipyTusaumu,
4yTObbI YBUAETD, CYLLECTBYET NI MapLUpyT K MECTy Ha3HaYeHus1, npexae YeM Apyrue y3nbl OTApaBsaT OTBET
0 MapupyTe. 3ateM ntobble AaHHbIe, NepeAaBaeMble OT MCXOAHOrO y3/1a K Y37y Has3Ha4yeHWus, NOSHOCTbIO
0T6PACHLIBAOTCA  3/TOYMBILLSIEHHUKOM, BMECTO TOro, YTOObl NMepecbiaTbCsl B COOTBETCTBYIOLMIA MYHKT
Ha3HayeHus.

Mpotokon IDSAODV (Intrusion Detection System Ad hoc On-demand Distance Vector ) — 3T0
6e30MacHbI MPOTOKOS MapLipyTU3aumMM NpOTMB aTak YépHoi Abipbl. MpoTokon IDSAODV ocHOBaH Ha
naee, Yto paboumini MexaHu3M npoTokona AODV 3akntoyaeTcs B NpoBepke HoMepa SN OTBETHOro nakeTta
RREP. Ecnu B ceTU NPUCYTCTBYET y3€/ YEPHOM Ablpbl, TO 3TOT y3€/ YEPHOMN Ablpbl HEMEASIEHHO OTBETUT
Ha nakeT RREP ¢ HauBbLICLUMM MPUCBOEHHBLIM HOMEpPOM SN M, KOHEYHO e, HeEMeANeHHO OTBETUT Y3/y-
WCTOYHMKY, oTnpaBuBlieM 3anpoc RREQ. CnepoBaTenibHO, HEO6XOAMMO TONIbKO OTOPOCUTb MEpPBbIN
nonyyeHHbI nakeT RREP v npuHaTb BTopol nakeT RREP ¢ HavBbiclunM SN, 4TOObl YCTAHOBUTbL MapLUpyT
CBS3M C UCMONb30BaHNEM MexaHu3Ma bydepusaumm nakeTos.

B 31Ol cTaTbe MpeacTaBneHo MoaenupoBaHue rnpoTokonoB AODV n IDSAODV npu atake YEpHOi
Ablpbl  C MOMOLWbI MporpaMMHOro obecnedeHns pans  mogenuposaHus NS2. 3ateMm cpaBHuTe
NpOV3BOAUTENBHOCTb MPOTOKOSIOB MapLUpyTM3aUMM Ha OCHOBE MapaMeTpa KoaddduumeHTa ycnewuHon
poctaeku naketos (Packet Delivery Ratio) n HaknagHbIxX pacxooB Ha MapLIpyTU3aumio.

OcHoBHast 4acTb. CuUeHapuil MOAeNMpOBaHMS NOCTpoeH Ha 20 y3nax Co  Ciy4YalHbIM
pacrnoioXXeHWeM MHMLMANu3aumn B reorpaduyeckoin obnactn pasamepom 1000 M x 1000 M ¢ AaNbHOCTbIO
paguonepegaun kaxgoro y3na 250 ™M (pagmyc). KoopavHaTbl Kaxgoro y3na B MecTte obnactu
mMoAenupoBaHna uMeloT dopmy (X, Y, z), rae z uMeet 3HadeHwe 0. Y3/bl ABUraloTcs B COOTBETCTBUM C
mMozenbto Random Waypoint [2], 4To 03Ha4aeT, uTo y3en cHayana 3aHWMaeT Cly4yalHoe MOoSIoXeHWe B
obnactm MogenuMpoBaHUs M OCTAeTCs TaM B TeYeHMe Mepuofa, Ha3blBAaeMOro BpemMeHeMm nay3bl. [1o
WCTEYEHUN 3TOrO BPEMEHHOTO WHTEPBana ys3en c/yyaiiHbiM 06pa3oM BbIGMPAET MyHKT Ha3HayeHus B
obnactu MoAenuMpoBaHUS U CKOPOCTb, KOTOpasi paBHOMEPHO pacrnpedensiercs mexay [MWH. CKOpOCTb,
MaKC. CKOPOCTb]. 3aTeM y3en nepemeLlaeTcsl B HOBOE MECTO C BblGpaHHOM CKOpOCTbio. Mpu AOCTUXEHUN
HOBOro MeCTOMOJIOXKEHUS y3en AenaeT nay3y Ha BbibpaHHbIN Nepuos BpeMeHW COrnacHo paBHOMEPHOMY
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pacnpegenenvio  mMexagy [Pmin, Pmax],

a 3ateMm BO306HOBNSET npoLecc.

Mpn ™MopenupoBaHuu

WHULMANM3aLMa NO3ULIMIA Y3/10B U MPOLIECC [ABMXKEHWUS B COOTBETCTBUM C MPUBEAEHHON BbilE€ MOAENbIO
BbIMOJIHAETCA C MOMOLLbI0 WMHCTPyMeHTa «./setdest» — WHCTPYMeHT, KoToppbl 6bll yCTaHOBNEH B
amynaTope NS-2. 3anycka setdest ana cosmaHus TONoAOrMM CETU C Pas3/IMUHLIMK CKOPOCTSMU ABVKEHUS

10, 15 m/c. MapameTpbl MOAENNPOBaHNS NPeAcTaBfeHsbl B Tabnmue 1.

Tabnuua 1 — MNMapameTpbl MOAENMPOBaHWS

MapameTpbl 3Ha4veHus
Ob6nactb MoaenMpoBaHus 1000 M x 1000 m
Konun4yecTso y3nbl 20
Pagmnyc nokpbITus 250 M
KoHTpakT Tpaduka CBR
KonuyectBo coeanHeHwi 10
CKOpOCTb AOCTaBKM NaKeToB 4 nakeTa/c
CKOpOCTb ABMXEHUS 10, 15 m/c
KonnyecTtBo 3/10HaMepeHHbIX Y3/10B 0,24
Pa3mep nakeTtoB 512 bytes

ANs  KaXaon CKOpOCTU ABWMXXEHWS 6yayT YCTaHOB/EHbI

npotokonibl AODV u IDSAODV c¢

YBEJIMYEHMEM [AONM Y3/0B YEPHON Ablpbl MO CPaBHEHUIO C O6LIMM KOMWYECTBOM CETEBLIX Y3/10B.
Pe3ynbTaTbl aHann3a NpOTOKO/IOB C YY4ETOM CKOPOCTU ABMXEHUS Y3/10B CETU U YBEIUYEHUS SONWN Y310B-
YEpPHBIX Ablp B 06LEM KONNYECTBE Y3/10B NPEeACTaB/eHbl Ha pUCyHKax 1, 2, 3, 4.

Packet Delivery Ratio

K —8— AODV
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3.0 3.5 4.0

PucyHok 1 — KoabhMUMEHT ycnelHoM 10CTaBKu NMaKeTOB NPy ABMXEHWUM y3noB 10 M/c
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PucyHok 2 — KoadULMEHT ycnewHo A0CTaBKM MaKeTOB Mpy ABMXKEHUM y3710B 15 M/c
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PucyHok 3 — Pacxoabl Ha MapLupyTU3aumio, Koraa y3sbl nepeMeLLatoTcst co ckopoctbio 10 mM/c
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PucyHok 4 — Pacxofbl Ha MapLipyTM3aumio, KOraa y3/bl NepemMeLlaioTcs Co CKOpoCTbio 15 m/c

Korga B ceTM HeT aTaKylwmux YEpHbIX Y3noB. KoadpUUMEHT ycrewHoW AO0CTaBKM MAKETOB
npotokona AODV Bbiwe, YyeM y npotokona IDSAODV. B cnydae y3n0B, ABMXYLIMXCS CO CKOPOCTbiO 15
M/C, BEPOSITHOCTb YCMELHON AOCTaBKW MAKETOB sl BCEX MPOTOKOMOB CHWDKAETCS, Ans npoTokona AODV
— 74,19 %, pns npotokona IDSAODV — 67,53 %.

Korga B ceT ecTb aTakylowme YéEpHble y3nbl. KoadhdUuMeHT ycrnelHon AOCTaBKyM NAKeTOB ABYX
NPOTOKOMIOB  MapLUpyTU3aLUuM  3HAYUTENbHO CHWxkaeTcd. [lpotokon IDSAODV uMeeT  nydwyio
KO3((PUUMEHT yCMEeLHON AOCTaBKM MaKeToB, YeM npoTokosn AODV, nockosnbKy KOMMYeCTBO Y3/10B aTaku
4yépHOW AbIpbl B CETU yBennumBaeTcs. o Mepe yBenuuyeHus KONMMYeCTBa Y3/10B aTaku YEPHOM Abipbl,
pacxofbl Ha MapLpyTuaumio npoTokosna IDSAODV Takxe yBennmymsaeTcs.

3akntoueHue. ATaky YEPHOM Aplpbl OKa3biBAlOT 6OMbLIOE BAMSHME Ha KO3(MOUUMEHT YyCMELHOW
AOCTaBkM nakeToB. Mpu aTake 4YépHOM Abipoit npotokosn IDSAODV umMeeT nydwmint KoadduuMeHT
YCMELIHON [OCTaBKM MaKeToB, YeM npoTokosn AODV, HO HeHaMHOro. CKOpOCTb ABWXEHMUS Y3/10B Takxke
CYLLUECTBEHHO B/USIET Ha KO3(MUUMEHT YCMELWHON AOCTaBKU MaKeToB B ceTu. OrpaHuyeHne nNpoTokona
IDSAODV 3ak/o4aeTcs B TOM, YTO B HEKOTOPbIX C/lydasix He Bceraa 6bIBaeT Tak, YTo nepsbiit nakeT RREP
C Hanbo/bLLNM NOMYYEHHBbIM 3HavyeHneM SN Takke NMocTynaeT K3 y3na YEpHON Ablpbl, TO €CTb KOraa y3en
Ha3Ha4YeHWs UM NPOMEXYTOYHBIN y3en oTBevaeT Ha MakeT RREP ¢ Hanbonblimnm SN pacnonoxeH 6nmke
K Y37y Ha3HaueHusl, YeM K y3ny YEPHON AbIpbl.
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YK 004.3.049.77

UCIMNOJIb3OBAHUE METOOOB TEMATUYECKOIO 3
MOOENMMUPOBAHUA NMPU PASPABOTKE NMPOEKTHbIX PELLUEHUA

Hosukoe A.A., maaucmpaHm

Benopycckull eocydapcmeeHHbIl yHUsepcumem UuHbopMamuku U paduo3/1eKkmpoHUKU*
2. MuHck, Pecniybrniuka benapych

CmepxaHos M.B. — kaHOUOam mexHU4YeCKUX HayK

AHHoTauus. MpaKTUYECKUA OMbIT NPUMEHEHUS] MHOFOYMCITIEHHBIX aITOPUTMOB TEMATUYECKOrO MOAENNPOBaHUS y6eXxaaeT, uTo
TeMaTuyeckue Moaenu obagaloT OrpoOMHbLIM «3anacoM peLleHuin», B TOM Umcre Npu pa3paboTke NPOEKTHbIX PELLEHWI B pa3fMUHbIX
obnacrtsx Hayku. lNpu UCCNeaoBaHUM METOAO0B TEMATUUECKOrO MOAENMPOBaHUS MpY pa3paboTke MPOEKTHbIX PEeLUeHUi Takxke
uccneayeTcs BOSMOXHOCTb NepeHoca anropuTMOB HEKOTOPbIX METOA0B Ha si3blk NMporpamMMupoBaHue Python. B pamkax uccnenoBaHus
npeanoxeHa NpUMepHasi NocNeA0BaTeNbHOCTb LIAroB, HEOH6XOANMBIX U AOCTATOUHBIX AJ1si NPeABapuTeNbHON 06paboTku AaHHbLIX Ha
npuMepe NoCTPOEHWsI TEMAaTUYECKOrO NPOMUIS HALUMOHANbHBLIX MHTEPHET-CMU.

KntoyeBble cnosa. MHTEJ'IJ'IEKTyaJ'IbeIﬁ aHaM3 AaHHbIX, TEMaTUYECKOE MOAENNUPOBaHME, TEMaTUYECKaa MOAENb, BEPOATHOCTHbIE
TemaTuyeckune moaenu, ambeaanHr, TOKeHn3aums.

B HacTosiwee Bpems, 6narogaps rnobanbHOMy pacrnpocTpaHeHuio ceTr MHTepHeT 60MblLUMHCTBO
rnosib3oBaTesielt MOMyYnIM BO3MOXHOCTb B HEBMAAHHbIX paHee 06bEMAx MosyvyaTb M FeHEpPUPOBATb
nHbOpMaLmio. ITO CTano He Tonbko 6naroM, HO M nopoanno psa nNpobneMm, CBsA3aHHbLIX CO CO6OpOM,
aHanM30M WU cucTeMaTu3aumein MHbopMaumMu. AHaNWUTUKK, OCYLLECTBAAIOLIME CBOK AESTENbHOCTb B
pa3fnyHbIXx 061acTaX, BbIHY>XAEHbI MCMNOMb30BaTb COOTBETCTBYIOWME 3TUM YCII0BUSIM HOBblE MOAXOAb! K
cbopy, aHanun3y u cucTtemaTm3aumnmn MHTepecyoWmX AaHHbIX.

[N onucaHusi HOBOroO CBOMCTBA TaKWMX [AaHHbIX, KOTOpble OTIMYaloTC 60/blMM 06BLEMOM,
BbICOKOWM CKOPOCTbK POCTa U OFPOMHbIM MHOrOO6pasnemM cBoux (opM, 6bln BBEAEH TEPMUH «6OsbLUME
daHHble» (big data). ®eHoMeH «b6onbWMX AaHHbIX» CcHOpMMpOBan NOTPeEOHOCTb B HOBbLIX METOoAax
06paboTkM M aHanusa, CNOCO6HbIX M3BMEKaTb U3 3TUX, KaK MPaBWSIO, HECTPYKTYPUPOBAHHbLIX AAHHbLIX
nonesHoe «3epHo», 3HaHWe. COBOKYMHOCTb TakMX METOA0B 0603HAYaeTCsl TEPMUHOM «UHTENNEKTYaNbHbIN
aHanu3 gaHHbix» (data mining).

/3 3TOM COBOKYMHOCTW BbIAENSETCS MOAMHOXECTBO, CreLManM3npyroLLeecst Ha aHaIn3e TEKCTOBbIX
[aHHbIX - <MHTENNEKTYabHbIA aHaIn3 TEKCTOBbIX AaHHbIX» (text mining). Kpome Toro, BbigensieTcs rpynna
METOAOB, KOTOpble BbIMOMHAKT 3ajayy TEMaTUYECKOro MOAENMPOBAHUS - MOCTPOEHUS CTaTUCTUYECKUX
MoZenei, onpeaenstowmnx TeMaTUYECKYH NPUHAANEXHOCTb KaXaoro AOKYMeHTa 13 kopnyca.

TemMaTyeckoe MOAENUPOBaHME — 3TO OAHA W3 COBPEMEHHBbIX TEXHONOrMM  06paboTku
ectecTBeHHoro si3bika (aHrn. Natural language processing, NLP), akTMBHO pa3BuBatolascs ¢ koHua 90-x
rogos. TemaTnyeckast Moaesib KOMneKUnn TEKCTOBbIX 4OKYMEHTOB onpeaenseT, K KakKuM TeMaM OTHOCUTCS
KaXkabll OOKYMEHT, M Kakue cnoBa 00pasyloT Kaxaylo TeMy. TeMaTMyeckoe MOAENUPOBaHWE He
npeTeHayeT Ha NOSIHOLEHHOEe MOHMMaHWe eCcTecTBEHHOro s3blka (aHrn. natural language understanding,
NLU), ogHako BbisiBieHME TEMATUKN MOXKHO CYUMTaTb ONpeAenéHHbIM LaroM B 3TOM HanpasneHum [1].

TemaTuyeckoe MOAENUPOBaHME MNPUHSATO OTHOCUTb K MalMHHOMY 0bydeHuio 6e3 yuuTens,
MOCKOJIbKY TEMbI CTPOATCS aBTOMATMYECKW, HO TEKCTOBbLIM AaHHbIM. [IHS 3TOro He TpebyeTcs H1 pa3MeTKu,
HW cnoBapen, HY 6a3 3KCNepPTHbIX 3HaHUW. CyLLECTBYIOT NPOABUHYTbIE TEMATUYECKME MOAESM, CNOCOOHbIE
YUUTBIBATb TAaKOr0 PoAa [laHHbIE [HS YITYYLIEHUS TEM U pelleHust TPYAHbIX 33434 TEKCTOBOW aHaNUTUKMK.
Takve Moaenn ToXe PaccMaTpUBalOTCs B AHHON KHUre.

TeMaTnueckasi Mogesb, Kak U HelmpoceTeBasi, MPeobpasyeT TEKCT B BEKTOPHOE NpeACTaBleHNe Uin
ambeaauHr (embedding). Moa smbeAANHIOM NOHMMAETCS BO3MOXHOCTb YMEHbLUEHNS Pa3MePHOCTU Taknx
MPVU3HaKoOB paau  MOBbLIWEHMS  MPOM3BOAUTENBHOCTM  Mogenu. [lpexae 4Y4eM roBOpUTb O
CTPYKTYPUPOBaHHbIX Habopax AaHHbIX, nonesHo byaeT pa3obpaTbCs C TeM, Kak O6blYHO MCMONb3YOTCS
ambeaauHrn.

HelipoceTeBble 3MBeAAMHIM HE WHTEPNPETUPYEMbI, Mbl HE MOHMMAeM CMbICIA WX KOOPAMHAT.
TemMaTuueckmin aMbeaanHr — 3TO BEKTOP BEPOSITHOCTEN TeM. B kaxaol TeMe ecTb Haubonee YacTOTHble
C0Ba, 1 ecny MoAesb NOCTPOEHA XOPOLO, TO OHU OKa3blBalTCS CBA3AHHBLIMU MO CMbICAY. NS48 HA HUX,
MOXHO CKa3aTb, O YEM 3Ta TeMa, COCTaBUTb €& TEKCTOBOE OnucaHue, AaTb el Ha3BaHue. Haubonee
LlEeHHOE CBOWCTBO TEMATMYECKMX MOAENEeN B TOM, YTO KOJIEKUMSI caMa COBoM KnacTepusyeTcss Ha
WHTEpnpeTupyeMble TeMb.

TeMaTuyeckoe MOAEeNMPOBaHME MOXOXKE Ha KracTepmsaumio AOKyMeHToB. OTAnyme B TOM, YTO Mpu
06bI4HOM «KEcTkon» knacTtepusaumn (hard clustering) AOKYMEHT LENMKOM OTHOCUTCS K OIHOMY KNacTepy,
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TOrAa Kak TeMatudeckas Mogesb OCyLeCcTBASeT MSArKyro knacrtepmsaumio (soft clustering), pacnpegensis
CoAEepPXMMOE AOKYMeHTa MO HECKONbKMM KracTtepam-TeMaM. TeMaTuyeckoe MOAENMpOBaHWE HasbiBaloT
TaKKe MArkov bu-knacrtepusaumen, NOCKOSbKY KaX/A0e CI0BO TakXKe pacrnpeaensiercs no TeMaMm.

BeposiTHocTHass Tematudeckass Mmogenb (aHrn. Probabilistic topic model, PTM) onpegpensiet
BEPOSITHOCTM TEM B KaXAOM [JOKYMEHTE W BEpPOATHOCTM C/IOB B Kaxaon Teme. Takue Mogenu
NpeacKasbliBaloT BEPOSTHOCTU MOSIB/IEHUS C/I0B B AOKYMEHTaX, HO AeNatoT 3TO HE HACTONbKO XOPOLO, Kak
rnybokve HenpoHHble ceTv Tuna BERT wmnm GPT-3, HO M HaMHOrO Mpole M 0651aaatoT CBOMCTBOM
WHTEpNpeTUpyeMoCTy.

BepoATHOCTHbIE TEMaTMYecKne MOAENIM HaxoAsT MHOXECTBO MNPUMEHEHMIN. ITO  BbiSIB/IEHWE
TPEHOAOB B HOBOCTHbIX MOTOKAX, MAaTeHTHbIX 6a3aXx, Hay4yHblX nybnuMKaumsx, MHOMOsI3bIYHbIN
MHMOPMALIMOHHBIA NOUCK, KaccudumKkaums M KaTeropysaums AOKYMEHTOB, TeMaTuyeckasi cerMeHTaums
TEKCTOB, CyMMapu3auusi TEKCTOB, MOUCK TeMaTMYEeCKMX COOBLLECTB B COUMANbHbLIX CETAX, TerMpoBaHue
Beb-cTpaHuu, obHapy>xeHue TeKCToBOro cnama. B Tom uncne, TeMatnyeckoe moaenvMpoBaHme MOXeT HbITb
YCNELWHO WCMNOMb30BaHO ANS peLleHusl coumonormdecknx 3agad. C mx MOMOLLblO, HanpuMmep, MOXHO
OMpefennTb pasHULy B OCBELLEHMWN OAHUX U TEX XKe COBbITUIM M (aKTOB HaLMOHAMIbHBIMU U MHOCTPAHHbIMK
CpeacTBaMM MaccoBOM MHGOpMaUMM C UCNONb30BaHMEM [N106anbHON KOMMblOTEPHOW ceT WHTepHeT
(nanee — mHTepHeT-CMU) [1] nnn yBUAETb, Kak MEHSANOCb OTHOLWEHWE MHTepHET-CMU K KOHKpeTHOMY
COBbITHIO, 06BEKTY, CYOLEKTY U T.A., B ONPENENEHHbIi BPDEMEHHOW UHTEPBA.

TeMoii [a@HHOrO WCCNEeAoBaHWUs SBMSETCS M3yyeHue pa3Hoobpasvsi MeTOAOB TeMaTU4ecKoro
MOZENIMPOBaHMsl NpU pa3paboTKe MPOEKTHLIX PELLEHWI, NEPEHOC anropUTMOB HEKOTOPbIX METOAOB Ha
My/IbTUMapaAMrMeHHbIN  S3blK  MporpamMMupoBaHust  Python. B kayectBe mnpvMepa MOKasblBAETCS
MocneAoBaTe/IbHOCTb LWAroB, HEO6X0AMMBIX AN NMpeaBapuTesibHON 06paboTKM AaHHbIX, 4SS MOCTPOEHMS
TEMaTMYeCcKoro npoduns HaunmoHasnbHbIX UHTepHeT-CMU. O60CHOBbIBaeTCS BbIGOp KONMyecTsa TeM A4
NOCTPOEHUSt MOAENN TEMATUYECKOr0 MOAENMPOBaHUS.

OcHoBHble 3Tanbl HeEOBXOAMMbIX A5 MOCTPOEHUS TeMaTU4yeckoro npoduns  HaumoHaNbHbIX
nHTEepHeT-CMU.

C6o0p AaHHbIX

Ha paHHOM 3Tane npegnonaraeTca OMpeaenuTb COBOKYMHOCTb B MOCTPOEHWM TEMaTU4ecKoro
npodwns HauuMoHanbHbIX WHTEpHeT-CMW. OcHoBY uccneayeMoro Myna COCTaBAT HOBOCTHblE CTaTbM
nHTepHeT-CMU, onybnukoBaHHble B uccneayemblii nepuog (uMctekwwmin 2022 rog). WHTepHeT-CMU, B
Lensix MOCTPOEHNUs yKa3aHHOro npodwns, cuntaeTcs Beb-calT, CTaBslWMiA CBOEW 3ajadeli BbIMOMHEHNE
(yHKUMM cpeaCcTBa MaccoBOWM MHGOPMaLMKM B ceT VIHTEPHET 1 OPUEHTUPOBAHHbLIN Ha NIOAEN, XUBYLLUX B
Pecnybnuke benapych.

HoBocTHasi cTaTbsl - He MpOCTO TEeKCT. 3TO AOKYMEHT B 3/IEKTPOHHOM BMAE, MO3BOMSOLLMIA
YCTQHOBUTb €r0 LENOCTHOCTb M MOASIMHHOCTb, KOTOPLIA MNOATBEPXAEH MyTeM uaeHTUdMKauMn ero
NPUHAANEXHOCTU K O(UUMaNbHOMY 3aperMcTpupoBaHHOMY, B YCTaHOBNEHHOM 3akoHOM Pecnybnuku
benapycb nopsigke WHTEpHeT-pecypcy, BbICTYMalWMM B ponn UHTepHeT-CMU, wumelowmnii  CBOIO
CTPYKTYpy. B ero cTpykType unHTepeC NpeAacCTaBAsioT Takue 3f1eMEHTbl, KaKk COBCTBEHHO TekcT (Teno
CTaTbM), HasBaHWe, AaTa NybnvkaumMn, KOMMEHTapuu U NPUHAANEXHOCTb K HaUMOHaNbHOMY WMHTEPHET-
CMMI.

Ons  cbopa crater OymeT MCnonb3oBaH nNapcep Ha  MynbTUNapagurMeHHOM  si3blke
nporpamMmupoBanusi Python. MpeanonaraeMoe KonmMyecTBo cobpaHHbIX TakuM 06pas3oM cTaTell CoCTaBUT
6onee 10 TbiC. eanHUL,.

MpeaBapuTenbHasa o6paboTka AaHHbIX

O6paboTka AaHHbIX — Ype3BblYaMHO BaXHbIA 3Tan MHTENIEKTYaNbHOrO aHanM3a TekcTa Ans
NOCTpOeHUst TemaTuyeckoro npodunsa. Ha 3ToM 3Tane npoucxoauT YAaneHWe HeCyleCTBEHHbIX W
BHOCALLMX MOMEXM AaHHbIX U NpeobpasoBaHue AaHHbIX K YA06HOMY Ans aHanvsa suay.

Take Ha [AaHHOM 3Tane OCYWeCTBASETCS YAalleHMe U3  KaXkaoW CTaTbW  YHMKasbHbIX
(cneumduyeckmx) NpU3HaKoB, CBMAETENbCTBYOWMX O €€ NMPUHAANEXHOCTU K KAKOMY-1MbBO MUCTOYHMKY.
BHMMaTenbHOE M3y4YeHWe MoslyYyaeMblX TEKCTOB CTaTell Mnokasan, YTo peaakumu kaxaoro CMU
yCTaHaBNMBalOT COOCTBEHHbIE MpaBuia OdOPMIEHNS CTaTel. DTWM MpaBuia KacaloTcs crnocoba
0hOPM/IEHNSI UCTOYHMKOB AaHHbIX, CCbISIOK Ha YNOMMHaHUS UMEH aBTOPOB CTaTel, creumduyecknx ans
AaHHoro CMU ycnoBHbIX 0603HaYeHNiA U T.4.

Mocne WCKIIYEHUS YHUKANbHOM (crneunduyeckon) MHGOPMaUMKM  AaHHbIE M3 PasfiM4YHbIX
WCTOYHMKOB O6BEANHSIOTCS B €AMHBIA KOPMNYC W NOABEpraloTcs AanbHenwen 0b6paboTke.

TokeHu3auusa
TokeHu3aums — 3TO CBOEro poaa npeasaputensHas obpaboTka; nageHTMdukaums 6a3oBbix eamHul,
noanexalunx obpabotke. bes aTux YeTKO pasaeneHHbIX 6a30BbIX €ANHUL, HEBO3MOXHO MPOBECTU KaKoM-
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nMbo aHanu3 WM reHepaumio. MaeHTUdMKauMs eauHul, KOTOpble He HYXXAATCS B AasbHenLein
AEKOMMNO3ULMM ANS nocneaytollein 06paboTku, ABNSETCA Upe3BbIYANHO BaXXHON. OWMOKKM, ceNaHHbIE Ha
3TOM 3Tane, Bbi30BYT 60/blie OWKW60K Ha 6onee No3aHMX 3Tanax 06paboTkyM TekcTa. MMEHHO TOKEHBbI
ABNAOTCA TEMM NEPBUYHBIMU 3/IEMEHTAMU, KOTOPblE HEMOCPEACTBEHHO YYaCTBYIOT B NPOLIECCE aHaNun3a.

[1Ba OCHOBHbIX MNpK3HaKa TOKEHa:

NIVHIBUCTUYECKAsi 3HAYMMOCTb;

METOA0MI0rMYecKasl NonesHoCTb.

[lns TOKEHM3aLMM MOTYT UCMOJb30BaTh Pa3fiMuHbIE anropuTMbl, Hanpumep Pattern.

JlemmaTusauus

MNMocne TOKeHM3auuW U YyOaneHUst HEHYXKHbIX TOKEHOB, SBASIOWNXCA 3HAKaMW MNpernuHaHus,
JOKyMeHTbl 6yayT npeacTtaBfieHbl OT Habopa HEKMX CMMBOJIOB K [OKYMEHTaM, MpeaCTaBfiEHHbIM B BUAE
Cnvcka cnoB. JanbHenwmre Hawuy warn 6yayT HanpaBfieHbl Ha YMEHbLUEHWE AJIMHHBI 3TOrO CrucKa, T. €.
Ha CHUXEeHMe 06LLEero KomyecTsa TOKEHOB. Llesib TaKMX LAroB - CHUXXEHWE BblYMC/IUTENIbHOM CITOXHOCTU
aHanusa AaHHbIX.

[na KoMnbloTepa pasnuyHble OpMbl OAHOMO M TOrO Xe C/0Ba SBASAIOTCA COBEPLUEHHO PasHbIMU
cnoBamu. CylLeCTBYeT fABa crocoba NpUBEAEHNUS Pa3nnyHbIX CIOBO(OPM K OIHOM NIEKCEME: CTEMMUHT U
neMMaTtm3aums.

[Ona peweHnst 3aga4y MOCTPOEHUST TemaTuyeckoro npoduns uenecoobpasHee WCNONb30BaTb
NemMMaTm3aumio, NOCKOMbKY Noslydaemble B pe3ynbTaTe 3TOro NpoLuecca N1eMMbl MHTEPNPETUPOBaTL flierde,
YyeM yCeUYEHHbIE OCHOBbI C/TOB (CTEMMUMHI), 3HAaYEHNE KOTOPbIX HE BCErAa JIerko BOCCTaHOBUTD.

JleMMaTu3aums — 370 NpoLEecc NpUBeAeHUst CrTIoBOOPMbI K TIeMMe — eé HopMasibHOW (CTIoBapHOWA)
dopme. B pycckoM s3bike HOpManbHas (popMa MMEHW CYLLECTBUTENbHOTO UMEET MMEHUTENbHBLIN Majex
N eOVHCTBEHHOE 4MCI0, ANS npunaratenbHbiX Aobaensercs TpeboBaHMeE MYXCKOro poga, a rnarosbl,
AeenpuyacTmsi U NpUYacTusi B HopManbHON opMe A0/MKHbI CTOSTb B MHDUHUTUBE.

YpaneHue cton-cnos

JanbHelwmre ycunmMsi No  YMEHbLUEHUIO KOMMYECTBa TOKEHOB CBs3aHbl C yJaneHueM Tak
Ha3blBaeMbIX CTOM-C/I0B. DTW C/10Ba, CaMu No cebe nouTM He Hecs MONe3HOro CMbiCNa, TEM He MeHee
HeobxoauMMbl AN HOPManbHOrO BOCMPUSATUS TekCTa. Yalle Bcero K paspsgy CTon-CfoB OTHOCATCA
cnyxebHble YacTu peun - Npeanoryn, Cowa3bl, YacTuupbl. Byayun LWMPOKO pacnpoCTpaHEHHLIMU B NHOObIX
TEKCTax, OHWM Masno MOryT CKasaTb O ero creurduke, a cnegoBaTenbHO, U O TEME.

B kayectBe 6a3bl Ans cnucka CTOM-CAOB NpeAnosiaraeTcs MCNonb3oBaTb PYycCKUe CTOM-CnoBa U3
nporpammbl NLTK (nnatdopma ansa co3gaHus nporpamm Python anst paboTbl C A@HHBIMU eCTECTBEHHOMO
a3blka). OAHAKO TAKOWM CMMCOK HENMb3si CYMTaTb AOCTATOYHO MOJIHbIM, OH BKJIOYAET (MO COCTOSIHWIO Ha
01.01.2023) B cebsa 301 cnoBo, MOKpbIBasi NUWb CaMble OCHOBHble Ciy4yaun (3mo, komopsbil, makod,
Hekomopsll, dpyaol, mom u dp.) [3].

TemaTn4yeckoe mogenupoBaHue

MocTpoeHne TeMaTUYEeCKOM MOAENM MOXET paccMaTpuBaTbCsl Kak 3ajayva OAHOBPEMEHHOW
Knacrepusauum AOKYMEHTOB W CI0B MO OAHOMY U TOMY XX€ MHOXECTBY K/1acTepoB, Ha3blBAEMbIX TEMAMM.
B TepMMHax knacTepHOro aHanu3a Tema — 3TO pe3ynbraT buknacrepusaunn, TO eCTb OAHOBPEMEHHO
KnacTepusaumm 1 CfoB, U AOKYMEHTOB MO UX CEMaHTMYeckoi 6am30cTi. OBbIYHO BLINONHAETCSH HeYéTKast
KflacTepusaums, TO eCTb AOKYMEHT MOXET MpUHAANEXaTb HECKONbKMM TeMaM B pa3/IMYyHOM CTEMEHM.
Takum o06pa3oM, OkaToe CeMaHTUYecKoe OnucaHve C/IoBa WM [OKYMeHTa npeacTaBnser cobon
BEPOSITHOCTHOE pacnpefesieHMe Ha MHOXecTBe TeM. [pouecc HaxoXAeHWs 3TUX pacrpeaeneHunin u
Ha3blBAETCA TEMATUYECKNM MOAENMPOBAHUEM.

YTO KacaeTcs KOHKPETHbIX METOAOB TEMaTUYECKOro MOAENUpPOBaHUs, TO B adHHOM UCCNeaoBaHnu
6yoer ucnonb3oBaH MeTod naTeHTHoro pasmeweHuss Aupuxne (latent Dirichlet allocation, LDA).
Co3gaHHblt B 2003 1. [4], ceiuyac LDA, 6e3ycrioBHO, NMAMPYET Cpeau [ApYrMX BEPOSTHOCTHbIX
TEeMaTUYECKUX MoZENeN.

Ha Bbixoge nocne ofyyeHns ™openu LDA nonyyaloTcs BeKTOPbl, MOKasblBaloWMe, Kak
pacnpefeneHbl TeMbl B KaXAOM AOKYMeHTe, W pacnpepeneHus, rnokasbiBalowme, Kakue cnosa 6onee
BEPOSATHbl B TEX MW WMHbIX TeMax. Takum obpa3oM, us pesynbtatoB LDA nerko nonyynTb Ans Kaxaoro
AOKYMEHTA CMMCOK BCTPEYAIOLWMXCS B HEM TeM, a A/19 KaXKAoW TeMbl - CMCOK XapaKTePHbIX Ans HEE CoB,
T.€. haKTMyYecKn onncaHme TeMsol.

[ns TeMaTM4eckoro MoAenMpoBaHMs nNpeanosaraeTcs NCnosib3oBaTb nNporpammel Gensim n Mallet.

OpHako npexae, YeM NpucTynaTb K TEMaTUYECKOMY MOAENNPOBAHMIO, HEOBX0ANMMO NPON3BECTM
npeasapuTenbHyto 06paboTKy AaHHbIX, cneunduyHyo Ans AaHHOro 3Tana, a MMEHHO yAasieHne peako

BCTPEYaloOLLMXCSl TOKEHOB. YaanéHHble TOKeHbl NpeacTaBasioT coboin cnosa ¢ owmubkamu, umdpsl,
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TMNEePCCbIIKK, aHrUcKmne CioBa (B TOM YMCNIE HaMMCaHHbIE TPAHC/IUTOM), MMEHA COBCTBEHHbIE U MPOCTO
peakue cnosa.

Onpe.qenel-wle onTUumMmanbHOrIro Konm4yectTBa TeM

OnpepgeneHne onTUManbHOMO YMCIa TEM — BaXKHasl MoA3ajadva B TEMATUYECKOM MOAENMPOBaHMM,
MOCKOJIbKY €€ pelleHne CyLLECTBEHHO BJSIMSIET Ha OCMbIC/IEHHOCTb MOJTy4aeMoro Habopa TeM. 3aHuXkeHue
yucna TEM MNPUMBOAWUT K 4pe3MepHO obWwMM pesynbTaTaM. 3aBbllleHME MNPUBOAMT K HEBO3MOXHOCTU
pa3yMHOW MHTepripeTaumn. ONTUMasbHOE YNC/IO TEM 3aBMCUT OT YMCNa [OKYMEHTOB B aHanv3npyemMoMm
Kopryce: B ManblX KOprycax ONTMMasbHbIM SIBMISIETCS, KakK MpaBusio, MeHbluee Ynucio TeM. OgHako He
CYWeCTBYET OAHO3HAYHOrO MeTOoAa OnpeaeneHnss OMTUMAaNbHOMO KOMYeCcTBa TeM, M 4acTo 3TO
KOJIMYECTBO OMNpeaensieTcs «Ha rna3ok», UCX0As M3 JIMYHOrO MHEHWUSt UCcneaoBaTens.

TeM He MeHee MOXHO roBOPUTb O TOM, YTO CaMblM PACMpPOCTPAHEHHBLIM CNOCOOOM SIBNISIETCA pacyéET
nepnnekcun. [aHHas Mepa OCHOBaHa Ha 3HAa4yeHMM npaBaonogobusi, MMeHHO OHa MCMonb30Banach B
OpvIrMHanbHOM nccnegosaHuu [4], roe Bnepsble 6611 NpeactaBneH metoq LDA.

MonynspHOCTb TEM y YnTaTenen

3Has KOMMYeCTBO KOMMEHTapueB K HOBOCTHbIM CTaTbsiM, Mbl MOXEM oOnpefenuTb camble
PE30HaHCHbIE TEMbI, MOACUYNTAB, CTaTbM Kakol TEMATUKM KOMMEHTUPYIOT Yalle BCEro, a Kakow - pexe.

Mbl MOXXEM MOMYYMTb NOKa3aTelb KOMMEHTUPYEMOCTU TeMbl NYTEM COXEHUS PacCUUTaHHbIX AN
KaXXAoro AOKYMeHTa NpoM3BeAEHWU BEPOSITHOCTUM MPUCYTCTBUSI TeMbl B AOKYMEHTE Ha KOMMYeCTBO
KOMMeHTapueB B A@aHHOM AOKyMeHTe. lNonyyeHHoe TakuMm obpa3oM 3HadeHue caMo no cebe Huuero He
3HAYMT, BAXHO JIMLb TO, KaK OHO pas/iMyaeTcs oT TeMbl K TeMe. [03TOMy Ang HarnsgHOCTU Mbl MOXEM
6e3 nocneacTBUA NPUHATbL Hanbosbllee 3HauyeHe KOMMEHTUPYeMocTU 3a 100 %, a ANng ocTalnbHbIX TEM
paccyMTaTh 400, KOTOPYH OHM COCTaBNSAoT oT 3Tux 100 %.

OOHako, MOCTPOEHME  TEMATMYECKOM MoAenu  SIBNSIETCS  HEKOPPEKTHO  MOCTaBJIEHHOW
ONTUMU3ALIMOHHOW 33/1a4el, UMeloLLen 6eCKOHEYHO MHOro pelleHui. CornacHo Teopuu perynsapusaumm
A.H. TuxoHOBa, pelleHne TakoW 3afiayv BO3MOXHO JOOMpeaenuTb U caenaTb YCTOWUMBLIM. s 3Toro K
ONTUMMU3ALMOHHOMY  KpuTeputo  f06aBnsieTcs  peaysnspu3amop —  AONONHWUTENbHBbIA  KpUTEPUR,
YUUTBIBAOWMIA  crieumduryeckme 0COBEHHOCTM [AaHHbIX WM MpeaMeTHOM obnactu. MoxHo A06aBuTb
perynsapusaTop, CU/IbHO Y/TyYLIMB OAMH KPUTEPUI KauyecTBa, 3aTeM A06aBWTb BTOPOM M YyULIUTb MOAENb
no Apyromy KpuTepuio, 1 Tak HeCKOosIbKO pas.

MocTaHOBKa ONTUMM3aLMOHHOM 3a4a4yn MaKCMMyMa arnocTepUOPHOM BEPOSITHOCTM (aHrn. Maximum
a posteriori, MAP) no3BonseTr WHTepnpeTupoBaTb forapudM anpuopHOro pacrnpefeneHns  Kak
BEPOSITHOCTHbIN perynsipu3aTop, OTAENMUTb ero OT KOHKPETHOM MOAENN U UCNOMb30BaThb B APYrMX MoAensiX.
ADOVTVBHOCTb PErynsipu3aTopoB MPUBOAWUT K MOAY/IbHOW TEXHOSIOMMKM TEMAaTMYECKOrO0 MOAEIMPOBaHUS,
KOTOpasi peanv3oBaHa B npoekTe BigARTM [5].

BigARTM — 370 6MbnMOTEKA C OTKPbLITHIM KOAOM, OCHOBaHHas Ha Teopun ARTM. OHa umeer
pacLUMpSIEMbI BCTPOEHHbIA Habop perynsipu3aTopoB M METPUK KauecTBa, peanu3yeT OHMANHOBLIA U
o nanHOBbIA MHOMOMOTOYHBIA MakeTHbIM EM-anropuTM, obecneuvBatolnii BbICOKYIO 3(DhEKTUBHOCTb
06paboTky BONbLIMX KOMNEKUMIA HA OAHOM KOMMbIOTEPE.

ApauTuBHas perynspusaumns TeMatndeckux mogenei (aHrn. Additive regularization of topic models,
ARTM) — MHOrOKpUTEPWAsbHBIN MOAXOA K MOCTPOEHWUIO BEPOSTHOCTHBLIX TEMaTUYeCKMX Moaenen
KOMMEKUMIN TEKCTOBbLIX A0KYMeHTOB. OxBaThblBAeT Hauboriee W3BECTHble TemMaTudyeckne mopenu PLSA,
LDA n MHorve baiiecoBckue Mogenu. SIBNSieTCsl anbTepHaTMBON 6alecoBckoMy 0BYYEHWMIO TeMaTUYeCcKmX
Mozaenen.

BeposiTHOCTHBIV NaTEHTHbIN ceMaHTMJeckuit aHanus (aHrn. Probabilistic Latent Semantic Analysis,
PLSA) - BEpOATHOCTHas TemMaTuyeckas MoAenb NpeacTaBeHns TeKCTa Ha eCcTeCTBEeHHOM a3blke. Moaenb
Ha3blBaeTCs NaTEHTHOW, TaK Kak mpeanonaraeT BBeAeHWE CKPbITOro (N1aTeHTHOro) napameTpa - TeMbl.
MNpuMeHsieTcs B 3aaye TeMaTUYECKOro MoAeNnMpoBaHns.

Latent Dirichlet Allocation (LDA) — nonynsipHbii anroput™M MOAENMpPOBaHWsl TEM peasiu3oBaHHbIe B
TOM uucne B nakeTe Gensim. OcHOBHas 3agadva anroputmMos TM, 3aKIO4AETCA B TOM, YTO6bI MOyYeHHbIe
TeMbl 6b1IM XOpOLUEero KayecTBo, MOHATHbIMKW, CAMO3HAYMMbIMU U pa3aeneHHbIMU,

Mpun pelweHnn npuknagHbIxX 3aga4 KOMOMHNPOBAHME FOTOBbIX PeErynsapu3aTopoB NO3BONSET CTPOUTH
MOZenM C  3ajaHHbIMM  CBOMCTBaMM 6€3  JOMOSHUTENbHLIX  MaTeMaTUUECKMX  BbIKMAAoK U
nporpamMmMmpoBanusi. CosgaHune Takol TEXHOOrMKM B paMkax 6alecoBCKOro noaxoda efsa i BO3MOXHO.
B otnnume ot baiiecoBckoro obyueHuns, ARTM cTaHaapTM3MpyeT peanu3aumio TeMaTUueckux Moaenei B
BUZE MOZY/IbHON pacwmpsieMoin 6ubnuoTekn perynsipu3aTtopoB. [lpoueaypbl XpaHeHust U nepefaum
AaHHbIX, pacrnapannenmBaHns EM-anropuMTMa, OLEHVMBAHWUS KayecTBa Mopesnen SBAstoTcs obwmmu ans
LUMPOKOIO KJlacca MoAenern 1 ux KoMnoauumi [6].

3akniouveHune. Takum 06pa3oM, UCCNeAOBaHME MHOXECTBA BEPOSTHOCTHBIX — TeMaTUYeCKUX
MogZeneil nokasas BbICOKMI MOTEeHUMan pasHOO6pasHbiX BapWaHTOB WX MPUMEHEHWSI B MPaKTUYECKOM
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(NpUKnagHoM) NIOCKOCTM, B TOM 4uMcCiie Npv paspaboTKe MPOEKTHbIX PELLUEHUA B PasfiNYHbIX 06nacTsx
Hayku. [p1 3TOM TeMaTUYECKME MOAENN MOTYT BbICTYNATb YHUBEPCANbHLIM 6a3MCOM C rMOKOW CTPYKTYpPOM,
afanTUBHOM K KOHKPETHOMY MPOEKTY, NMnbo 3agade B pas3nmuHbix obnactsx (CMU, coumonornyeckue,
MapKETUHIOBbLIE U MHbIE UCCNeaoBaHUs). B kayecTBe npumepa no (popMUMpoBaHMIO Takoro poaa 6a3ncHom
CTPYKTYpbl MpeasioXkeHbl OCHOBHble 3Tanbl, HeobxoauMMble W  AO0CTaTOYHble, AN MOCTPOEeHUs
TeMaTU4eckoro npodunst HaunoHanbHbIX MHTEpPHET-CMU.

MccnepoBaHus No aaHHOM TeMe 6yayT NpoAo/HKEHbI, B TOM UMCNEe B 06/1aCTV NepeHoca anropuTMoB
HEKOTOPbLIX METOAOB Ha My/bTUMNAPaAMIMEHHbIN A3bIK MPOrpaMMupoBaHus Python.
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YAK 621.391

TOHOBOE OTOBPAXEHWUE HA OCHOBE YIMNJIOTHEHUA
TMCTOrPAMMbI U IMHEMHOIO NPEOBPA30BAHUSA

Pob6ayesckuti A.[l.*, cmydenm 2p. 160801

Bernopycckuli eocydapcmeeHHbill yHUgepcumem UHhopMamuKu U paduo3neKkmpoHUKU®
2. Munck, Pecrniybrniuka benapyces

LIsemkoe B.FO. — 3.m.H., npogheccop

AHHOTaums. [puBeaeHbl pe3ynbTaTbl aHanM3a 4YyBCTBUTESILHOCTU rokasaTenell kayectBa TOHOBOrO oTobpaxkeHns K BblbOpy
aNropuTMOB OKaTus AMHAMWMYECKOro Auana3oHa, WX napaMeTpoB WM TWUMOB WMHMbpaKpacHbIX M306pa)KeHVIl7I. MNMokazaHo, u4TO
MHTEpBasibHbIE MOKa3aTen MMET 60MbLUYI0 YYBCTBUTENBHOCTD K YC/IOBUSIM TOHOBOIO OTODpaXXeHUs B CpaBHEHUM C rnobanbHbIMK
noKasaTensamu.

KnioueBble cnoBa. YMeHblUEHWE [AMHAMMUYECKOrO0 [AMANa3soHa W306pAKeHWI, MOBbILIEHWE KadyecTBa BOCMPOM3BEAEHUS
U306paxeHuit, MHPaKpacHble N306paKeHNs], BbIPABHUBAHWE MMCTOrPaMMbI, ynipae/eHue hopMoii FMCTorpamMMbl.

BBeaeHune

CxaTve [AMHaMMYecKkoro pAuanasoHa C MUHWMalnbHbIMM  MOTEPSAMM MHGOPMauUMM O AeTansax
nHdpakpacHblx (UK) n306paxeHWin SIBNSIETCA aKTyaNnbHOM 3afayeit AnsS MHOXECTBA MPUNOXEHWUN.
Bnarogaps 4OCTaTOYHO BbICOKOMY KayecTBy hopMupyembix NK-M306paxkeHunin 1 OTHOCUTENbHOW NpocToTe
peanu3aumMu LWIMPOKOE pacrnpoCcTpaHeHWe Mony4usa anroputM TOHOBOro OTOOpaXkeHWs Ha OcHOBe
BblpaBHMBaHMs ructorpamMmbl (Histogram Equalization, HE) [1]. [aHHbI anropuT™, Kak M OCHOBaHHbIE Ha
HeM 6onee crnoxHble 6/104YHbIE @anropuTMbl aAanTUBHOMO BblpaBHMBAHWUS MMCTOMPaMMbl, HE MO3BOSISKOT
M3MEHSTb NapaMeTpbl Npeobpa3oBaHusi, KpoMe kak u4epe3 ¢OpMy WHTErpanbHoOM  hyHKLMM
pacnpegeneHus spkocTel. Takast yHKUMS CTPOUTCS MO MMCTOrpaMMe SIpKOCTU Mukcenen ncxogHoro MK-
n306paxkeHns;, Ho MOXeT ObITb BMAOM3MEHEHA ANS Koppekuun opMbl MTMCTOrpaMMbl NpeobpaszoBaHHOMo
NK-u306paxkeHns. YCTaHOBNEHME CBA3N Mexay HeobxoaumbiM npeobpasoBaHuneM Ans KOHKpeTHoro UK-
M306paXkeHUsl C LWMPOKUM  AMHAMWMYECKMM  AMana3oHOM W OpMOW  MHTerpanbHOM  hyHKLMM
pacnpegeneHusl sIBISIETCS CIOXKHOW 3afdayeil. Ha nmpakTuke 4acTo MCMonb3yeTcs 3apaHee W3BecTHas
nHTerpanbHas dyHKUMS pacrnpeaeneHnst Kakoro-HUbyap 3TanoHHOro usobpaxkeHusi. TakoW noaxod He
Bceraa obecneyvBaeT NpueMnemMoe KayecTBo TOHOBOro OTobpaxeHus.

Llenbio paboTbl SBNSETCA MOBbILEHWE KayeCTBa YNpaBiseMoro okaTus AMHaMM4eckoro AuanasoHa
UK-n306paxkeHnit Npy COXpaHEHUM OTHOCUTENBHO HU3KOW BbIYMCIIUTENbHON CIOXHOCTM NpecbpasoBaHusi.

AnropuTm ynpasnsieMmoro ToHoBoro oto6paxenus UK-nsobpakeHui

[ns obecneyeHnst BO3MOXXHOCTM WM3MEHEHMSI CTEeMEeHWM OKaTUs AMHAMMYECKOro auanasoHa MK-
n3obpaxxeHui npepnaraetca anroputM TCLHC (Thresholding, Compaction and Linear Histogram
Compression) ynpaBisieMoro TOHOBOrO OTODpaXeHWsi Ha OCHOBE MOPOroBOi 06pes3ku, YMIOTHEHUS U
NUHENHOro oxkatus ructorpammel. AnroputM TCLHC cocTouT 13 cneayrowmx Lwaros.

1) ®opmMmpoBaHMe rMcTorpaMMbl SPKOCTU ncxogHoro MK-m3obpakeHnst ¢ WMPOKUM AMHAMUYECKUM
[ANanasoHoM.

2) OnpepeneHune nopora TR NOBTOPSIEMOCTM 3HAYEHMI Nkcenein no opMe rmcTorpamMMbl SIPKOCTU
ncxopHoro MK-nzobpaxkeHuns (B py4HOM pexuMe Ha OCHOBE BU3YasibHOMO KOHTPOJS) C YY4ETOM TOro, YTO
3HaYeHUs peako BCTPEYatoLMXCS MMKcenen ByayT 3aMeHeHbl 6avbkailMMM 4acTo BCTPeYaloLMMmUCS
3HaYeHNSaIMM.

3) [MMoporoBasi obpe3ka rMCTOrpaMMbl. 3HauyeHuss nukcenein ucxogHoro WK-nsobpaxxeHus,
COOTBETCTBYIOLUME 3HAYEHWUSM TMCTOrpamMMbl, MeHbLUMM 3HAYEHUsI MOpora MOBTOPSEMOCTH, 3aMeHSIOTCA
6nvkailumMmn  3HaueHusMU nvkcenen ucxopHoro WK-uzobpaxeHus, COOTBETCTBYIOLMMU 3HAUYEHUAM
rMCTOrpamMmbl, paBHbIM WK H0NbLINM Nopora NOBTOpsSieMOCTU. B pesynbTate dopmupyeTcs 3arpybneHHoe
NK-n306paxkeHne, Ha rmcTorpaMMe KOTOPOro YBENMYMBAETCS KOTMYECTBO HYMEBbIX 3/1EMEHTOB.

4) Mouck Hynenm u ynnoTHEHWe TUCTOrpammbl 3arpybneHHoro MK-uzobpaxenus. CneBa HanpaBo
OCYLLECTBNSAETCS MOUCK HYNEBbIX 3HAYeHW ructorpamMmbl 3arpybneHHoro MK-uzobpaxenus. Eciu
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HyneBoe 3HayeHWe TUCTOrpaMMbl HaWAeHO, TO BCE 3HAYeHUs FUCTOrpaMMbl CrpaBa OT HYNEeBOro
COBWUraloTCa Ha OAHO 3HadeHue BneBO. B pesynbTaTe rmcrorpaMma ynsoTHSETCS 3@ CYET MCKIIOYEHUS
HYNEBbIX 3NEMEHTOB U GopMmupyeTcs ynnoTHeHHoe WK-usobpaxeHne c 6onee y3kMM AMHAMUYECKUM
[AManasoHoM No CPaBHEHMIO C MCXOAHbIM UK-n306paxeHunem.

5) JlnHeinHoe npeobpasoBaHue YMnoTHeHHoro WK-usobpaxeHust K TpebyeMoMy [AMHAMUYECKOMY
AManasoHy. 3TO MOXeT 6blTb OKaTWe WM PacTsXKEHUE TUCTOrpaMMbl SIPKOCTEN B 3aBUCMMOCTM OT
COOTHOLLEHUS TPebyeMol LMPUHBI AMHAMUYECKOrO Auana3oHa pesynbTupytowero MK-usobpaxxeHus u
MaKCMManbHOro 3Ha4YeHusl IPKOCTU, YNnoTHeHHoro MK-nsobpaxeHnus.

OueHKa KayecTBa TOHOBOIo OTOGpa)KeHVIﬂ

[lns oLeHKKN KavyecTBa TOHOBOro O0TOBpaXeHWsl UCMob30BaHbl Tpy TecToBbiX UK-n3obpaxkeHus (MK-
1 — WUK-3) ¢ aMHaMnyeckuM ananasoHoM 65536 ypoBHel sipkocTu. Ha pucyHke 1 npvBeaeHbl pesynbTaTbl
TOHOBOIO OTOBpaXeHUsi 3TUX TPEX TECTOBbIX M306pPaXXeHW B AMHAMUYECKUM AManasoH 256 ypoBHel
SIPKOCTU C NoMoLLbto anroputMa HE.
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PucyHok 1 - UK-n306paxkeHns n nx ructorpaMmma nocne BblpaBHUBAHUS TMCTOMPAMMbl C MOMOLLbIO anroputMa
HE: a - VK-1; 6 — UK-2; B — UK-3

Ha pucyHkax 2 u 3 nNpuBefeHbl Pe3ynbTaTbl TOHOBOO OTOBPaXXEHUS TECTOBbIX W306paxeHuin NK-
1 — UK-3 B AMHaMMYeCcKMin aManasoH 256 YpOBHEW SIPKOCTU C MOMOLLbIO MPEASIOXXEHHOMO anropuTMa
TCLHC npu HECKONbKUX 3HAUYEHMSIX NOpPOra NOBTOPSEMOCTY.
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0 50 100 150 200 250 0 50 100 150 200 250 0 50 100 150 200 250

a o 8

Puc. 2. NK-n306paxkeHns 1 ux ructorpaMmma nocse BblpaBHUBAHUA TMCTOMPAMMbl C MOMOLLbIO anroputMa
TCLHC npu 3HayeHun nopora nostopsiemoctu 50: a — UIK-1; 6 — UK-2; B — UK-3

B Tabnuuax 1 v 2 npuBeaeHbl NOKasaTeNM kayecTBa Npeobpa3oBaHHbIX TECTOBbIX M306paXKeHN C
nomotupbto anroputmMos HE n TCLHC.

o 50 100 150 200 250

PucyHok 3 - UK-n3o6paxkeHns n ux ructorpamMma nocse BblpaBHMBaHMS TMCTOrPaMMbl C MOMOLLbIO anropuTMa
TCLHC npm 3Ha4eHnmn nopora nosropsiemoctu 25: a — UK-1; 6 — NIK-2; B — UK-3

[ns  oueHKM KayecTBa TOHOBOro OTOBpaxeHus WCMonb30BaHbl rnobanbHble MoKasaTenw,
NO3BONSAIOLWME OLEHWUTb KOHTPACT (CTaHAAPTHOE OTKIOHEHWE Dgp U CPEAHWI TPAANEHT G 4), SHTpONUS E,
KOIMYECTBO NOKasbHbIX IKCTPEMYMOB Nz, CTATUCTUYECKAs ECTECTBEHHOCTb N [2], CTPYKTYpHas TOUHOCTb
F [3], KauecTBo TOHaNbHOM KapTbl I1y, [4], @ Takke npeanoxeHHbie B [5] MHTepBabHbIE U MHTEPBa/IbHO-
6/104Hble MOKasaTenu, MO3BONSIOWME OLEHUTb: MOTEHUMANbHYKO pa3fnyalowylo CrnocobHOCTb P, Ha
BbI6paHHOM WHTEpBane AMHAaMUYecKoro AuanasoHa npeobpa3oBaHHOrO n3o0bpaxeHus; notepu E, Ep
pa3IMYeHNss  COCEAHWX MMKCENeM Ha  BblOpaHHOM  MHTEpBane  AMHAMMYECKOro  AManasoHa
npeobpa3oBaHHOro  n306paxkeHnsi, O6YCNOBMEHHble TOHOBbLIM  OTOBpaXKeHWeM; BEMUUHY  Eyg
HENTMHENHBIX UCKAXXEHWUIN OKaTUS AMHAMUYECKOro AMana3oHa Ha BblGpaHHOM MHTepBasne AMHAMUYECKOro
AnanasoHa npeobpa3oBaHHOrO M306paXxeHUst OTHOCUTESNIbHO JIMHEMHO Npeobpa3oBaHHOIrO M306paXxxeHus;
paBHOMEPHOCTb [/ WCMOMb30BaHWS  AMHAMUYECKOro  Avanas3oHa Ha BblI6paHHOM  WMHTepBane
OVHAMUYECKOro AuanasoHa npeobpasoBaHHOMrO M306paXkeHusi OTHOCUTENbHO 6a30BOro MHTEpBana;
HEOAHO3HAYHOCTb L,y TOHOBOro OTO6paXkeHus, OOYCNOBNEHHYIO  pasnnuumsMu  nepeaaTouHbIX
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XapaKTepucTuk 670KOB B WHTEpBasie AMHAMUMYECKOro Amana3oHa npeobpa3oBaHHOro M3obpaxkeHus,
COOTBETCTBYIOLLEro MHTEPBasly NPOPEeXeHHOro AMHAMMYECKOro AmanasoHa UCXOAHOro Wn30bpaXkeHus;
BENIMYMHY [, HENIMHENHBIX WCKaXEHWW, CBA3aHHbIX C HEOAHO3HAYHOCTbIO TOHOBOro OTOOpaXeHus, B

WHTEpBasie AMHAMMUYECKOro AManasoHa nNpeobpasoBaHHOrO M306paXkeHusl, COOTBETCTBYIOLLErO MHTEpPBay
NPOPEXEHHOrO IMHAMMUYECKOrO AMana3oHa UCXOHOMo N306paXkeHus.

MeHblUMe 3HAYeHUs! P, U E; CBUAETENbCTBYIOT O 60nee BbICOKOW pasnunyatolleit CnocobHOCTU U
MEHbLLUNX NOTEPSIX pa3fMyeHns CoCeAHUX NUKCENel Npeobpa3oBaHHOMO M306paxeHusi. MeHbLLEe 3HaYeHUS
Eys TOBOPAT O MNpubAMXEHWM MepefaToyHbiX XapakTepucTuk 6510koB (MM Bcero usobpaxeHuns) K
NVHENHBbIM. Bnskne K eanHuue 3HayveHue [, CBMAETENbCTBYIOT O 60onee paBHOMEPHOM pacrnpeneneHnm

SpKOCTE/ Ha BbIGPAHHOM MHTEpBasie OTHOCMTENbHOrO 6a30BOro WMHTEpBana W 6/M30CTU TOHOBOTO
OTOBpaXKeHUs K JIMHENHOMY MPU PAaBHOBEPOSITHBIX 3HAYEHUAX MUKCENen. bn3ocTb K eanHMLUe 3HaYeHwii

Lpy TOBOPUT O MEHblUEN HEOAHO3HAYHOCTb TOHOBOIO OTO6pa)KeHM9|. MeHblUMe 3HayeHus Lpp

CBUAETENbCTBYIOT 06 YMEHBLUEHWM HENMMHEMHBIX WCKAXXEHUIW M3-3a HEOAHO3HAYHOCTU TOHOBOMO
0TOBpaXxeHUsl. 3HAYEHNS MHTEPBaNbHbIX NOKA3aTeNelN BbIMMCNAIOTCS ANa nepekpbiBatolmxcs nesoro (L),
ueHTtpanbHoro (C), npaBoro (R) WHTepBanoB rucTorpamMMbl M BCEr0 AMHAMMYECKOro Auana3oHa

n3obpaxeHus (uHTepsan T).

Tabn. 1. 3HauyeHus rnobanbHbIX NMokasatenei kadyectsa MK-n3obpaxeHuit

3HayeHust rnobanbHbIX NokasaTenein Ans anropuTMoB
HE TCLHC, TR = 50 TCLHC, TR = 25 TCLHC
lNokasaTesnb
MK-1, | K-2, | NIK-3,
MK-1 | UK-2 | UK-3 | UK-1 | UK-2 | UK-3 | UK-1 | UK-2 | UK-3
TR=80|TR=60 | TR=80
N 0,060 | 0,064 | 0,083 | 0,021 | 0,026 | 0,030 | 0,034 | 0,054 | 0,042 | 0,055 | 0,073 | 0,054
Fg 0,824 0,837 0,829 | 0,715 | 0,668 | 0,642 | 0,778 | 0,777 | 0,680 | 0,819 | 0,819 | 0,704
Iimg 0,782 0,787 | 0,791 | 0,736 | 0,724 | 0,717 | 0,760 | 0,767 | 0,733 | 0,779 | 0,785 | 0,745
Dgr 35,712|35,407|28,087|20,749 20,424 | 24,276 | 26,838 | 30,546 | 26,173 | 34,802 | 38,152 | 27,276
Gy 5,239 | 5,723 | 5,960 | 2,924 | 3,156 | 3,504 | 3,849 | 4,781 | 4,149 | 5,024 | 5,898 | 4,700
E, 6,297 | 6,351 | 6,104 | 5,523 | 5,427 | 5,522 | 5,856 | 5,898 | 5,697 | 6,150 | 6,066 | 5,757
Nyg 34202 | 28360 | 43929 | 32521 | 24455 | 42001 | 33832 | 26516 | 42849 | 33438 | 26957 | 43146
Tabn. 2. 3HaueHUs HTEePBasIbHbIX MoKa3aTenei kayecTea MK-nsobpaxeHuit
3HayeHns MHTepBasbHbIX MoKa3aTenen Ans anropuTMoB
Mokasa-|1HTep HE TCLHC, TR = 50 TCLHC, TR = 25 TCLHC
TeNnb | -Bas UK-1, | UK-2, | UK-3,
UK-1 | NK-2 | UK-3 | UK-1 | UK-2 | UK-3 | UK-1 | UK-2 | UK-3
TR=80|TR=60{TR=80
Pp 3,17, -0,27| -4,83 2,70, -1,71) -0,34/ 2,96, 1,24/ -0,10,0 2,43 0,43 0,36
Ep 23,89 8,52| -33,90| 44,33| -78,48| -9,11| 83,34| 45,97| 42,04 37,55 55,08 -20,27
Eys . 19,91| 24,95 22,77\ 20,09 20,32| 28,94| 22,84| 21,46/ 29,69 23,39 21,56 28,04
Uy 0,99 099 0,99 0,55 0,27 081 0,720 1,16/ 1,21 0,78 1,27 1,32
Lpy 1,00, 1,000 1,000 1,000 1,000 1,000 1,000 1,000 1,000 1,000 1,000 1,00
Lp, 0,01 0,01 0,01 o001 o003 0,01 0,01 0,01 0,00 0,01 0,01 0,00
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3HayeHns MHTEpBabHbIX NMoKasaTenei Ang anroputMoB
Moka3a-|HTep HE TCLHC, TR = 50 TCLHC, TR = 25 TCLHC

TeNnb | -Ban UK-1, [ UK-2, | UK-3,
NK-1 | UK-2 | UK-3 | UK-1 | UK-2 | UK-3 | UK-1 | UK-2 | UK-3
TR=80|TR=60|TR=80

Pp -5,85| -14,92| -0,66| -2,19| -4,53| -2,82| -4,18| -11,22| -1,40, -5,52| -14,16| -3,06
Ep -41,33| -111,2| -10,31| -30,13| -133,5| -22,19| -81,44| -397,6| -87,20, -183,0| -585,7| -90,97
Eys c 4,31 895 6,63 8,25 6,58 2,18 6,97 10,64 2,99 5,14 7,11 3,60
Uy 1,01 1,01 1,01 244 3,34 1,720 1,65 1,28 0,78 1,14 1,01 0,74
Lpy 1,000 1,00, 1,000 1,00, 1,000 1,00 1,00f 1,000 1,00 1,000 1,00 1,00
Lpy, 001 o001 0,01 o001 o001 o000 0,01 o001 0,01 0,01 0,01 0,01
Pp 1,000 9,86 087 -1,28 6,32 2,18 -0,24 6,62 1,32 1,17/ 8,80 2,46
Ep 3,03 63,90 13,72| -24,71| 175,5 23,56| -30,31| 213,3| 101,3] 81,58|326,33| 110,46
Eys R 0,57, 1,11 0,73 1,16, 091 0,56 0,99 1,09 0,71 0,84 1,23 0,75
Uy 1,000 1,00f 1,00 0,28 033 0,36 049 040 1,34 097 0,70 1,37
Lpy 1,000 1,00, 1,00 1,00 1,000 1,00, 1,000 1,000 1,000 1,000 1,00 1,00
Lpy, 0,01 o001 0,01 0,024 0,03 0,01 0,01 0,03 0,00 001 0,02 0,00
Eys 10,58, 9,45 10,31 9,91 745 13,69 10,63 12,85 13,03 9,57 12,11 12,76
Lpy T 1,000 1,00, 1,000 1,00, 1,000 1,00, 1,000 1,000 1,00 1,000 1,00 1,00
Lp, 0,01 o,01 0,01 o0,01 0,01 o0O,01 0,01 0,01 0,01 0,01 0,01 0,01

Cnu1coK UCnosnib30BaHHbIX UCTOYHUKOB:

1. Nithyananda C.R., Ramachandra A.C., Preethi // 2016 International Conference on Electrical, Electronics, and Optimization
Techniques (ICEEQT). — Chennai, 2016. — P. 2512-2517.

2. Mante V., Frazor R. A., Bonin V., Geisler W.S., Carandini M. // (2005) Independence of luminance and contrast in natural
scenes and in the early visual system. Nat Neurosci, 8, 1690-1697.

3. Wang Z., Simoncelli E. P., Bovik A. C. // (2003) Multiscale structural similarity for image quality assessment. 37th Asilomar
Conference on Signals, Systems & Computers. Pacific Grove, CA, USA, 2, 1398-1402.

4. Yeganeh H., Wang Z. // (2013) Objective Quality Assessment of Tone-Mapped Images. IEEE Transactions on Image
Processing, 22(2), 657-667.

5. nry

141



59-51 HayuyHasi KOHghepeHUUs acrupaHmos, MasucmpaHmos u cmyderHmoes bI'YUP, 2023 e.

UDC 621.391

THRESHOLDING, COMPACTION AND LINEAR HISTOGRAM
COMPRESSION

Robachevskiy A.D., student gr. 160801

Belarusian State University of Informatics and Radioelectronics?, Minsk, Republic of Belarus

V.Yu.Tsviatkou — Doctor of Engineering, professor
Annotation. The results of sensitivity analysis of tone mapping quality indicators to the choice of dynamic range compression

algorithms, their parameters and types of infrared images are presented. It is shown that interval indicators are more sensitive to tone
mapping conditions in comparison with global indicators.

Keywords. Image dynamic range reduction, image reproduction enhancement, infrared images, histogram equalization, histogram
shape control.
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ANTOPUTM MATEMATUYECKON OBEPABOTKU PAOA
PABHOTOYHbIX U3MEPEHWUN
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Benopycckuti eocydapcmeeHHbil yHugepcumem UHhopMamuku U paduo31eKmpoHUKU
e. Munck, Pecniybnuka benapyco

QunbyeHkosa T.M. — cm. nperniodasamersb Kah. KT

AHHOTauusi. B faHHOW cTaTbe paccMOTpeHa TeMa anropuTM MaTeMaTuyecko 06paboTkM psina PaBHOTOYHBIX W3MEpPEeHWI.
MpeacTaBneHo MosTanHoe onucaHue anroputMa. MpyBeaeHsbl NpUMEpPbl NPUMEHEHUS anropuTMa MaTemMaTuyeckol 06paboTky psaa
PaBHOTOYHbIX U3MEPEHUIA.

KnioueBbie cnosa: MaTeMaTnyeckasi 06paboTka, paBHOTOUHbIE U3MEPEHUS], MOrPELLHOCTb U3MEPEHUIA.

M3MepeHus — 3TO CpaBHEHWE 3HayeHWl onpeaensieMblX NMapaMeTpoB C 3TaNOHHbIMU MPY MOMOLUM
CreumanbHbIX U3MEPUTENbHBIX YCTPOMCTB M NpubopoB. B MapKluenaepckon npakTuke U3MEPEHUs UrpatoT
MEpPBOCTENEHHYIO POJSib, HA MX OCHOBE BbLIMOJIHAIOTCA BCe BWAbl paboT. Mapklleiaepckue n3MepeHus
MPOM3BOASTCA KaK Ha 3EMHOM MOBEPXHOCTK, TaK U B MOA3EMHbIX BbipaboTKax. Pe3ynbTaTbl NogBepratTcs
MaTemMaTuyecko 06paboTke, KOTOpasl [O/MMKHA YyNydlwaTb WX KayecTBO M 0OcCnabnsite  BAWsHUE
MorpeLLUHOCTeN 3MepeHni.

MaTemMaTuyeckass 06paboTka pe3ynbTaToB MNpeAcTaBnseT cobol  3aKMOUUTENbHBIM  3Tan
n3MepeHusi, 3a4adveil KOTOporo SIBASIETCS OKOHYaTeNIbHOE OLEHMBAHWE UCTUHHOIO 3HaYeHWs U3MepeHHOM
BENMYMHBI, OnpeaesnieHne TOYHOCTU U3MEPEHMI M TOYHOCTM MOMYYEHHBIX OLIEHOK.

Llenbto 06paboTkn pe3ynbTaToB WU3MEPEHWI SIBNSIETCS YCTaHOBSIEHME 3HAYeHUs WM3MepsieMoM
BE/TMYMHDI, U OLIEHKA NMOrpeLIHOCTM NOYYEHHOrO pe3y bTaTa.

3ajauM MaTemaTuyeckoh 06paboTkM pes3ynbTaTOB WM3MEPEHUA BO3HMKAOT M MOMYT PeLumnTbCS
TONBKO MPW HaNMUMKU M36LITOYHLIX M3MEPEHUI, BLINOTHEHHBLIX CBEPX HEOOXOAMMOrO KOMMYECTBA, YTO, C
OZIHOM CTOPOHbI 0becneunBaeT KOHTPO/Ib U HAAEXHOCTb PE3yNbTaToB, @ C APYrol CTOPOHLI, MPUBOANT K
MOJSTYYEHNIO HECKOJIbKMX 3HAYEHUIA OAHOM M TOW e BEIMYMHBI, YNCIIEHHO Pa3NNYatOLLMXCS U3-3a BANUSHUS
MorpeLLHOCTeN 3MepeHuni.

MaTeMaTnyeckasi 06paboTka pe3ynbTaToB U3MEPEHMUI BbIMOSHAETCA A1 PELLEHNS ABYX OCHOBHbIX
3ajay:

1) nony4eHns ofHO3HaYHbIX pe3yNbTaToB, OCHOBAHHLIX Ha U3BbITOYHOW MHMOPMaLMK, HAWUYYLLINM
06pa3oM NpuBAMKAIOLWMXCS K HEU3BECTHLIM UCTUHHBIM 3HAYEHWUAM U3MEPSIEMbIX BEMUMH U UX DYHKLMIA;

2) KOHTPONS Ka4YecTBa M OLIEHKM TOYHOCTU U3MEPEHHBIX BEMIMYMH U UX (DYHKLIWIA.

MepBasl 3agaya pellaeTcs MpU MOMOWM METoAA HaMMEHbLUMX KBaApaToB, KOTOPLIA MOMMMO
HaX0XAEHUS ONTUMAsIbHbIX 3HAYEHUWA M3MEPEHHBIX BEIMUMH MO3BOMSIET OLEHUTL MX TOYHOCTb U KauecTBo
BbINOMHEHHbIX U3MEPEHWUIA, T. €. PELUMTL BTOPYIO 3a4ayvy MaTeMaTUUYeCcKon 06paboTkn N3MepPEHU.

Mo TOYHOCTM U3MEpPEHHbIE OAHOPOAHbIE 3HAYEHUS NOAPA3AENsOTCS Ha PaBHO- U HEPABHOTOYHbIE.
9To noapaspjeneHWe OCHOBLIBAETCS Ha aHanu3e YCnoBUWA W3MEepeHWW, MOoA KOTOPbIMU MOHUMAlOTCS:
06bEKT M3MEPEHU, BHELLHAS cpefa, CPeAcTBa M3MEpeHuid, HabnogaTenb U MeTon M3MepeHui. Ecnn
YCI0BUSI U3MEPEHUS OAHOPOAHbLIX BEIMYMH ObIINM OANMHAKOBLIMM, TO 3HAUYEHMS! STUX BEIMUMH MOJYYaroTCs
PaBHOTOYHbIMU. [paKTUYECKM XKe K PaBHOTOYHbIM OTHOCST 3HAYEHMWs, NOSyYEHHbIE MPU Pa3ny4valoLLMXCs B
HEKOTOPLIX NpeAenax yYCnoBusIX U3MEPEHUIA.

PaBHOTOUHbIE W3MEPEHMSI XapaKTEpU3YIOTC OAMHAKOBOW AN BCEX Pe3y/bTaTOB U3MEpeHui
CpefHel KBaapaTUYeCKomn OLLIMGKON.

Ha puc. 1 npeacraBneH anropuTM (opMMpoBaHUS pesynbTata Mpu MpsMbiX HEPaBHOTOYHbIX
MHOIOKPaTHbIX M3MepeHusx (Ha npuMepe ABYX rpynn HabntoaeHwi). MockonbKy CoBMecTHast obpaboTka
pe3ynbTaToB CEepuil BO3MOXHA MpPW YC/IOBMM, YTO MX 3HAYEHUS OAHOPOAHbI, YTO OLEHWBAETCs C
NCNONb30BaHNMEM METOAOB MaTEMaTUYECKOM CTaTUCTUKW. OnpefeneHne «OAHOPOAHbIE» B CTAaTUCTUKE
03HauaeT «ABMAIOLMEC OLEHKON OAHOr0 U TOrO e napameTpa». [pynnbl HabMoAEHU NpYU U3MEPEHUIX
(cepvm) HasblBalOTCS OAHOPOAHLIMM, €C/IM COCTOSIT M3 3HAYEHWI, MOAUYMHSIIOLMXCS OOHOMY M TOMY Xe
3aKOHY pacnpegeneHns BeposSTHOCTU. B NpOTMBHOM Ciyvae cepuM CUMTalOTC HEOAHOPOAHbLIMM.
MpoBepka OAHOPOAHOCTU sBNsieTca 06sa3aTefnibHON npu Bblbope cnocoba COBMECTHOM 06paboTku
pe3ynbTaToOB HECKONbKUX Cepuii n3MepeHui. Mpu Takoi NpoBepke CpaBHUBAKOTCA Mexay coboi cpeaHue
apudmMeTnyeckne 3HayeHUss CepuUM, OWUCMEPCUMM U PACCUUTLIBAETCS AOBEPUTENbHbLIM WMHTEPBAs OLEHOK
CpeaHeKBaapaTUYHOro OTK/IOHEHWS.
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Maccus (rpyuna pesyasraros nabaogenmii)
Xy1s Xy20 Xgg0 X N =M,
Maccus (rpynna HCNpasJaeHibIX PeayasTaTtos HabaoeH i)
(n,‘,.,,l, =My = My, )

Maremariyeckue ouenky: Llenrp pacnpenenenns (X).
CKO nabmoaennii (5), CKO manmepennit (5;)
- v

Y
' Bec (crenens posepus) 1-it rpynnwt, Py ‘

v

\ Josepuresnnsie rpanpust -0t rpyimnn ]
Peayavrar uamepennit 1-51 rpynnst
BHIGOPOUHOE cpeatee apidMeTHICcKoe
e ——
< Peasyavrar namepennit (X) “>
e T SOUACTAT ISP AR)
A
1
Peayavrar mamepennii 2-it rpynnnt
BuIGOpOUHOE cpeanee apudmeriieckoe
Jlopepnreavnnie rpanuust 2-i1 rpynnm l
A
1 ,
, Bec (crenens aopepua) 2-it rpynnw, Py I

Maremariieckue onenkit: Llentp pacnpeacaenis (.—\'._,).
CKO unabmoacunii (5,), CKO uanmepennit (55)

)

Maccus (rpynna HenpasaeHnbix pesyabtaTos HabaoaeHit)

(Mgyeqp. = My — My, )

Maccus (rpynna pesyiasraros nabaioaennii)
.\2‘: \_)_;. X;,{l ....\'3“; n= "l‘_.

PucyHok 1 — AnroputM hopMMpOBaHns pesynbTaTa npy NpsMbIX HEPABHOTOYHbLIX MHOMOKPATHbIX
nsMepeHusx (Ha npuMepe AByX rpynn HabnoaeHmn)

MycTb BLINOHEH Psf MHOFOKPATHbIX, HE3aBMCMMbIX PAaBHOTOYHBLIX M3MEPEHMWI OAHONM BESIMYMHDI,
WCTMHHOE 3Ha4eHne X KOTOPOM HEM3BECTHO. B pesynbTaTe M3MepeHuli NosTyYeHbl 3HaYeHNS Xi, CBOBOAHbIE
OT CUCTeMaTMYeckux owmbok (310 o3HayaeT, yto M(x)=X). Moa MaTeMaTuuyeckolt obpaboTkon psaaa
PaBHOTOYHbLIX W3MEPEHWI, KOTOpasi BbIMOSIHAETCS C WCMOSIb30BAaHWEM [ANS OUEHMBAHUS OCHOBHbIX
napaMeTpoB METOAA MakCMMasIbHOro NpaBAonoA0bus, NOHUMaIOT:

1. onpepeneHve Hambonee HaA&XHOro 3HayYeHMS| M3MEPSIEMON BENUYMHBLI (Haumydwel OLEeHKu
HEN3BECTHOMO MCTUHHOIO 3Ha4YeHus1 X) — NpoCToi apudMEeTUUYECKON CPeanHbI.

2. onpedeneHue cpeaHelN KBaApaTUYECKOM OWMOKM OTAENbHOro pesynbTaTa M3MEPEHMI No
dopmyne beccens (oueHKa HEM3BECTHOrO NapameTpa oX).

3. onpeaeneHne cpeaHeln KBapaTUUYECKON OLMOKM NPOCTON apudMETUYECKOWN CPEAUHBI.

4. NOCTpOeHME AOBEPUTENILHOrO WHTEpBana, C 3a4aHHON BEPOSITHOCTbIO B HaKpbIBaKOLWWEro
HEen3BECTHOE UCTUHHOE 3HayeHue X.
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PA3PABOTKA WEB-CTPAHUL bl MPOEKTA «COXPAHAA NAMATb O
NMPOLUJIOM, CTPOUM BYAYLLUEE!»

LLikped A.B. 2p.260801

Benopycckuti eocydapcmeeHHbil yHugepcumem UHhopMamuku U paduo31eKmpoHUKU
e. Munck, Pecniybnuka benapyco

QunbyeHkosa T.M. — cm. nperniodasamersb Kah. KT

Web-paspaboTka caliToB M MaKeTOB CalTOB 3akstovaeT B cebe HTML u CSS Kkoabl, a Takke CKpUNTbI
COBLITMIN Ha s3blke nporpamMupoBaHuns JS. HTML u CSS sBRstOTCS HEOTLEMMEMOW YacTbio N060M
CTpaHMUbl. JS Xe UCMOoNb3yeTCs pexe, MO NPUYMHE EF0 HE CTOJb CyLLECTBEHHON HEOBX0AMMOCTU Ha caiiTe
W Harpyske onepaTMBHOW MaMSATU YCTpPOMCTBA nosib3oBaTens. HTML oTBevyaeT HEMNnoCcpeACTBEHHO 3a
BbiBeleHWe WHGOPMaLUMM Ha CalT, @ TaKXE 3a CTPYKTYpupoOBaHME caMoro caita. CSS oTBeyvaeT 3a
onpefeneHnss pasnnyHbIX CBOMCTB 0bbekTaM W co3faHue 6Gonee ApyxenobHoW cpeabl  Ans
nonb3oBatens. JS HeobxoauMM ANs AManora canta C MoSb30BaTeNeM U peakuMel Ha ero AelcTBus Ha
caite. MNpu pa3paboTke HOBOW BEPCUM CalTa CleAyeT y4uuTbiBaTb TO, YTO MOSIHOE OBHOBJIEHME BCEX
3/IEMEHTOB CTPaHWLbl MOXXET HEraTUBHO OTPa3vTbCsl Ha MOCNEAYIOWEM AOMNOSIHEHMN U PedaKTVPOBaHWUM
nHdopMauum Ha caiite. Mo 3ToW NpuUYMHE paspaboTKy HOBOWM CTpaHWUbl caliTa CleayeT paccMaTpuBaThb
KaK OBHOB/IEHME Y)KE UMEIOLLIMXCSH KOHCTPYKLMIM TEKCTOBOM M rpachuyeckor HdopMaumnm ¢ CO3aaHneM ansi
Hee HOBbIX (OopM M CBOMCTB. HoBasi Bepcusi caliTa He SIBASIETCS KOHEYHOM Bepcuel, a npeactaBnsier
cob0ii MaKeT C yXKe 3arosIHEHHbIMU CTPYKTypamu. doTorpadum 1 TeKCT 6blIn B3SThl U3 HaualbHOW BEPCUM
caviTa, Mbo B3ATbl Kak MPUMEP C APYrvX CTpaHUL, MO CXOXel TeMaTuke (puc. 1).

Mmasnan » Maonog@xian nammimka » MNpoexT «Coxparas NavsiTs 0 Npouom, cTponm Gyyuieets

TTPOEKT «COXPAHSAA TTAMATD O TTPOLIAOM, CTPOMM BYAVILEE!»

COBMECTHBI NPOEKT CTyAeHTOB hakynsTeTa nhdopmaymorHon besonacHocTv BIYUP ¢ apxvTeKTopoM-CKynbiimopoM,
naypearom Jlenunckon npemuy, npemun JlennHckoro komcomona benapycun Banentunom [Nasnosuuem 3aHkosuiem

F 51 C LENbIO COX[ Ky/IETYPHOIO HACNIEAUS! HAWE! CTPaHbl ¥ Nepesaya ero HyayLM NOKONEHUAM B
pamkax paboTbl BONOHTEPCKO#M rpynnbi Sporters.

Pykosoputens npoexTa - 3amectuTtenb Aekada OUb, MarmcTp TEXHUYECKUX HAYK, MAruCTP yNPasnexust,
KOOPAUHATOP BONOHTEPCKON rpynnsl "SPORTERS" Ouneverkosa ([anenko) TatesHa MuxaitnosHa.

B pamkax npoeKTa CTYAEHTHI M3YHaloT UCTOPUIO ropoaa Murcka, NPoBOAs NEWEXOHBIE U BENOIKCKYPCHM, NOCELLas
YCTAHOBNEHHBLIE B rOPOAE CKyNbNTypbl Benopycckoro ckynbnmopa B.I1.3ankosnya. Uctopust Benukon OteuectserdHon
BOVHbI NPECTABNEHA B MacTepckoin Banertuna MNasnosuya.

Banentur Masnosuy 3aHKosny

ApxuTekTop-ckynbnTop, naypear JleHuHekon nnp n oro
KOMCOMONA, LWUMPOKO U3BECTEH He TONbKO B Benapycu, Ho v 3a ee npeaenamm.
Begpb pabotbl Mactepa no npasy HAsLIBAKOT «BU3UTHOM KAPTOMKON» MHOMMX
Benopycckux ropofos.

Banentun lNasnosuy poguncs 8 1937 r. 8 ropoge Muticke, benapycs. 3akoHunn
Benopycckuit nonurexHuueckuin HCTUTYT B 1959 r; no cneumansHocTv —

apxuTekTop v benopycckuit TeatpanbHo-XyA0XKECTBEHHbIN MHCTUTYT B1975r, no
cneynanbHocTv — ckynbntopa. C 1960r. no 1970r. pabotan 8 rocyaapCTBEHHOM

PucyHok 1 — BHewWHuiA BUA cTapolt cTpaHuLbl (AECKTOMHas BEpCUs)
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Cnalimep — 3TO CrneuuanbHbii  31eMEHT Beb-AM3aiiHa, npeacTaBnsowmin  coboin 6ok
onpeaesnieHHoNM LUMPWHDBI, Yallle BCEro B LIanke Be6-CTpaHuubl. [MaBHas ero guiika B U3MEHSIOLMXCS B
PYYHOM MM @aBTOMATMYECKOM peXMMe 3M1eMeHTaxX — KapTUHOK, TEKCTOB M CCbINOK. MIMEHHO MHTEpaKTMB
cnavaepa MOMOraeT 3aMHTEpecoBaThb Mosib3oBaTeNs. [axe ecnM Hekas cofepxkallascsa uHdopMaums
6yaeT eMy He MHTEpeCHa, AyMalo, OH He npoyb 6yaeT “nourpaTbcs” € KHOMOYKAMN U CMEHSIIOWMMIN OAHa
OfIHY KapTUHKaMKU. MHoW 6bInv noaobpaHbl poTorpadun M3 nctoprorpadun AaHHOrO NpPoeKTa U cobpaHbl
B Cranaep, pa3MeLLEHHbIN B LLANKe Moeit Be6-cTpaHuubl. Ha AaHHbI MOMEHT B HEM HaxoauTcs 7 ¢oTo,
HO BCEraa MOXHO 4TO-TO A06aBUTb NM60 ybpaTb. Craiaep aganTMBeH Mo Ntoboi pasMep 3KpaHa: Kak
JECKTOMHbIN, TaK U MOBUIbHBIN (puC. 2).

PucyHok 2 — MepenuctbiBaHne doTorpaduii Npon3BoaMTCs 3a CUET cTpernodek “Ha3an” v “Bnepén” nnéo
TOYeK BHU3Y cnanaepa

CBEPHYTbIA KOHTEHT

MHoras uHdopMaums MoxXeT bbiTb TakXKe HeMHTepecHa nonb3osBaTtento. OgHako, ecTb nuua,
KOTOpbIM 6yaeT WHTepecHO eé noumTaTb. CrnepoBaTefibHO, Aabbl He 3arpyxaTb CalT 60sblIMM
KOMMMYECTBOM TEKCTa, €r0 MOXHO CBEpHYTb. B Moell paboTe ecTb ABa Takux 6510Ka KOHTEHTa, OHM byayT
npeacTaBneHbl HWXe. Bce 610km Takxke aaanTUBHbI.

Bnok npeacraBnsieT cobol Hayano KOHTEHTa+MHOrotouMe M KHonky “Yutatb panee”. Mocne
HaXxaTus Ha Heé MHOroTovMe nponajaeT, NokKasbliBaeTCs BCE coAepxaHue 6/10Ka M HaanmuCb Ha KHOMKeE
MeHsieTcs Ha “CkpbITb”. Takke paboTaeT u B 0bpaTHOM nopsiake (puc. 3).
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PucyHok 3 — BapuaHTbl peanu3aunmn cBEPHYTOro KOHTEHTA
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OOBABJIEHUE BU3YANIbHOIO KOHTEHTA

Monb3oBaTeNnb NOOUT rnasamu. [pocToli TEKCT €ro He O4YeHb-TO MHTEPECyeT, a BOT YXe
npeacTaBfieHMe ero BMeCTE C M306paXKeHUsMM Kak npuMepamn nnbo oblueln TeMaTWKU BepOsiTHee
3aMHTEPECYIOT ero cusbHee. Mo3ToMy MHOM 6blfI0 MPUHSATO PelleHMe MOKasaTb HeKoTopble M3 paboT
B.[M.3aHKOBMYa 1 OCTaBUTb BCE CCbINIKM HA HUX.

Take A pewuna Bce CCbIKM Ha paboTbl BaneHTuHa [MaBnoBuya BbIAeNUTb B OAMH 610K Ans
komcopTa Nomcka 1 BU3yanbHOro Bocnpustus (puc. 4).
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PucyHok 4 — BapuaHTbl peanusauun onuum «pobasneHne BU3Ya/IbHOIMO0 KOHTEHTa>»

UMHTEPAKTUBHbIN KANEHOAPb

MIMEHHO 3Ty YacTb MOel Beb-CTpaHWLbl 1 CYATAIO FNaBHbIM HOBOBBeAEHWMEM. puLLNIOCh HEMHOIO
nopasaymMaTb Haj TEM, BO 4YTO & ODEpHYTb 3TOT NaBHbI W CaMblli MAcCMBHbIA MNAcT TeKCTa Ha
CTpaHuue. Ha npoctopax MHTEpPHETa A Hallfla YTO-TO NMOAOBHOE Ha TO, YTO MMEl ceivac, U peluunna
BOMMOTUTb 3TY UAEIO B XM3Hb. B UTOre Nonyumncs MHTEPaKTUBHBIN KaneHaapb, Ha KOTOPbIA MOXHO K/IMKaTb
M OH BYZEeT pa3BopauMBaTbLCA M CBOpauMBaThCs. TOMBKO S peLunia HEMHOTO COKPaTUTb KO/IMUYECTBO AaT U
Bblbpana caMble Ha MoW B3rnsif BaxkHble. Ho, Kak U B c/lyyae co crnaepoM, BCE HeaocTalollee Bceraa
MOXHO A06aBUTb.

Kaxpgas M3 sueek KaneHpaps npeactaBnseT coboi AaTy M Hayano TekCTa, npeacTaBleHHoe
Moslynpo3payHbiM LIBETOM. [py HAaBEAEHWM HA BEPXHIO YaCTb SYEWKU €€ BEpXHSAS rpaHuLa U MEecTo Mo
CYETY U3MEHSAIOT LIBET, NOSIBNISIETCA KypCop pointer, cnefoBaTelbHO, MOXHO Ha)XUMaTb.

Mocne HakaTust Hayano TekcTa NPonagaeT U MNOSIBASETCS MOSIHOE onncaHue cobbiThs, CBS3aHHOE C
3Tol AaToi. Takxke CTpesnoyka B NPaBOM BEPXHEM YI/ly NMOMEHSIET HarnpaBrieHne. Takke BCE paboTaeT v B
obpaTHOM nopsiake.

147



59-51 HayuyHasi KOHghepeHUUs acrupaHmos, MasucmpaHmos u cmyderHmoes bI'YUP, 2023 e.

[VBbI C AYeKaMmn Takke aaanTuBHbl. Ha AEeCKTOMHOW BEPCUMU OHU CTOSAT TpU B psid, Ha MOBUBbHOW
OfHa MnoJ OAHOW.

3AKIMIOYEHUE. Web-paspaboTka — 3TO TPYAOEMKWIA NMPOLIECC, KOTOPbIM BK/OYAET B cebsi Kak
AM3aliH, TaK W NpOrpaMMMPOBAHME, HO SIBASIETCS OAHOM W3 CaMblX HeobXOAUMBbIX OTpacnen
nporpamMMupoBaHusl B Hawe Bpemsi. TpebywoTtcs xopowwne 3HaHus HTML, CSS wu 1S ana peanusauuu
MOJSIHOro MoTeHuMana web-caiToB M YMEHWUS afanTMpOBaTb CTPaHWUbl MOA HYX/Abl BCEX MOb30BaTENEN.
Co3paHue HOBbIX BEPCUIA CaUTOB M CTPaHUL, YTO MO CyTU SIBNISIETCA UX OBHOB/IEHMEM, TAKOKE SIBIISIETCS
OYeHb 3aTpaTHbIM MO BPEMEHM WM CWIaM MPOLECcoM, T.K. MOMMMO CO3faHMs HOBbIX hopM M 6n0koB
nHdOpMaLMK TaKxke HeE0BXOAMMO COXPaHUTb OCHOBHYIO MHOPMaLIMIO caiiTa U ero KOHLUENLMIO.
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YAK 621.391

AN AUTOMATIC SEEDED REGION GROWING ALGORITHMBASED ON
CONTOUR PROCESSING FOR GRAYSCALE IMAGES

Anb-®ypatioxu O. [Ix. M2, Anb-Mancypu X. A2, Lisemkos B. 1O.

YHueepcumem LLlamm Anb-Apa6t, 2. bacpa, Upak

Benopycckull eocydapcmeeHHbIl yHUsepcumem uHgopMamuku U paduoanekmpoHUKU?3, 2. MUHck,
Pecnybnuka benapycb

Anb-®ypaidxu O. [Dk. M. — k. m. H., GoueHm Kkaghedpa uHGhopmamuku

L{eemkoe B.FO. — 3.m.H., npogheccop

AHHoTaumsa. In this paper, an automatic seeded region growing algorithm based on contour processing for grayscale images is
proposed. In which, the grayscale image is first read. After that, the image is subjected to contour processing. The contour image is then
segmented using simple SRG by assigning labels to each pixel in a specific segment. The segmented image is then compared to original
input image to find the suitable seed in the segment depending on the average brightness of pixels forming the segment. Then these
seeds are used again to generate segments using SRG algorithm. The proposed algorithm is shown that it is more accurate in finding
number of segments than traditional segmentation algorithms.

KntoueBsle cnoBa. Image segmentation, Seeded Region Growing, Contour processing, Region of interest, Pixel brightness.

Segmentation refers to the process of partitioning a digital image into multiple regions (sets of pixels).
The goal of segmentation is to change the representation of an image into something that is more
meaningful and easier to analyze. More precisely, image segmentation is the process of grouping an image
into units or categories that are homogeneous with respect to one or more characteristics. The result of
image segmentation is a set of segments that collectively cover the entire image, or a set of contours
extracted from the image.

In 1997, C. Revol and M. Jourlin proposed an image segmentation algorithm with a homogeneity
criterion based on an adequate tuning between spatial neighborhood and histogram neighborhood [1]. In
2001, I. Grinias and G. Tziritas introduced a semi-automatic method for moving object segmentation and
tracking. The method is suitable when a few objects have to be tracked, while the camera moves and fixates
on them [2].

In 2005, 1.I. Kwak, [et al.] developed a rate-distortion (RD) based seeded region growing (SRG)
algorithm for extracting an object such as breast tumors in ultrasound volumes which contain speckle noise
and indistinct edges. In which, region growing proceeds in such a way that the growing cost is minimized
which is represented as the combination of rate measuring the roughness of a region contour and distortion
measuring the inhomogeneity of pixels in a region [3].

In 2007, O. Gomez, [et al.] suggested an automatic seeded region growing algorithm called ASRG-
IB1 that performs the segmentation of color (RGB) and multispectral images. The seeds are automatically
generated via histogram analysis; the histogram of each band is analyzed to obtain intervals of
representative pixel values [4]. In 2009, M. del Fresno, [et al.] introduced a hybrid 3D image segmentation
method which combines region growing and deformable models to obtain accurate and topologically
preserving surface structures of anatomical objects of interest [5].

In 2010, J. -L. Rose, [et al.] proposed a new framework using a variational approach that is called
Variational Region Growing (VRG). Variational approach is commonly used in image segmentation
methods such as active contours or level sets, but is rather original in the context of region growing. It relies
on an evolution equation derived from an energy minimization, that drives the evolving region towards the
targeted solution [6]. In 2012, M. Mary Synthuja Jain Preetha, [et al.] presented an automatic seeded region
growing algorithm for segmenting color images [7].

In 2015, M. Fan and T.C. M. Lee developed new modifications to SRG so that the constant grey
value assumption is relaxed. Since the growing strategy of SRG does not impose any constraints or
restrictions on the shapes of the growing regions, quite often SRG would produce very rough segmentation
boundaries even the true boundaries were smooth. Also, they proposed a stabilized SRG that encourages
smoother boundaries and prevents the so-called leakage problem [8]. In 2018, Y. Ge, [et al.] developed a
modified region growing (MRG) algorithm, which is characterized by more efficient grow criterion, and was
used to recognize discontinuities from the point cloud [9].

In 2020, M. F. Ramli and K. N. Tahar introduced a study to evaluate the height of oil palm tree based
on crown diameter by using a multi-rotor Unmanned Aerial Vehicle (UAV). Digital Elevation Model (DEM)
and orthophoto were generated by using Agisoft software, while oil palm tree crown diameter was

149



59-51 HayyHasi KOHghepeHUUs acriupaHmos, MasucmpaHmos u cmydeHmoe bI'YUP, 2023 e.

delineated by using seed generation with Quantum Geographic Information System (QGIS) and Seeded
Region Growing (SRG) segmentation methods in the System for Automated Geoscientific Analysis (SAGA)
[10].

In 2021, X. Hu, [et al.] proposed a region growing segmentation method based on microparticle color
and grayscale information, in which the fuzzy contrast enhancement algorithm is used to enhance the color
information of micro-particles and improve the discrimination between the micro-particles and background.
In the HSV color space with stable color, the color information of micro-particles is extracted as seed points
to eliminate the influence of light and reduce the interference of impurities to locate the distribution area of
micro-particles accurately [11].

The aim of this paper is to automatically find the seeds which represent the center of segment, based
on the average pixels’ brightness of region of interest in the input image. These seeds then grow according
to the simple SRG algorithm to find the segments of the input image. The grayscale image is first read, Fig.
1. After that, the image is subjected to contour processing, Fig. 2. The contour image is then segmented
using simple SRG by assigning labels to each pixel in a specific segment, Fig. 3. The segmented image is
then compared to original input image to find the suitable seed in the segment depending on the average
brightness of pixels forming the segment, Fig.4. Then these seeds are used again to generate segments
using SRG algorithm, Fig. 5. The proposed SRG algorithm described in the flowchart shown in Fig. 6, and
the proposed algorithm is depicted visually as shown in Fig. 7. The resulted seeds and their pixel values
are given in Table 1.

Figure 2 — Contour images

Figure 3 — Resulted labeled segmented images
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Figure 4 — Resulted seeds based on the average brightness of pixels in the segment

Figure 5 — Generated segments from seeds

Initialize reference
data

Read grayscale
image

Image contour
processing

Initialize
segmentation
matrix n

Call SRG
segmentation
function

Figure 6 — The proposed SRG algorithm flowchart
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Contour image

Finding 47 segments, using
simple SRG

Finding 47 seeds

5 B o)
Generating Segments from
Seeds

Figure 7 — The proposed SRG algorithm visual description

Table 1 — Resulted coordinates of seeds and their pixel values, for test image Fig. 1(b).

Segment number Average pixel value in the segment Rows Columns
1 76 319 479
2 252 62 479
3 81 90 339
4 47 116 132
5 137 120 327
6 71 161 154
7 16 120 140

93 175 348
9 20 128 355
10 34 140 319
11 48 128 166
12 48 130 156
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Segment number Average pixel value in the segment Rows Columns
13 7 136 174
14 21 134 154
15 41 142 357
16 85 145 318
17 145 219 182
18 16 241 192
19 11 239 186
20 100 187 174
21 247 237 250
22 37 197 350
23 169 166 359
24 190 319 110
25 45 227 340
26 60 237 322
27 75 319 413
28 43 247 220
29 255 227 204
30 44 241 360
31 25 245 380
32 69 297 126
33 68 261 354
34 171 259 204
35 195 319 380
36 20 239 348
37 69 261 402
38 26 257 198
39 37 247 226
40 70 265 198
41 32 263 202
42 29 283 394
43 66 315 144
44 208 311 150
45 38 319 150
46 155 319 174
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Segment number Average pixel value in the segment Rows Columns
47 39 319 138
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TEXTURE FEATURE EXTRACTION METHOD BASED ON GRAYSCALE
RECOGNITION

Chen J.K., gr.167011, master

Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus

Tsviatkou V.Yu . — Doctor of Sciences

AHHoTaums. The quality of feature extraction has a great impact on the accuracy and efficiency of image recognition. Traditional image
texture feature extraction consumes a long time and the efficiency is low. Therefore, a new method based on gray image is proposed in
this paper. The texture feature image is collected, and then the gray processing is carried out, so the image texture feature extraction
based on gray recognition is realized. Through a large number of experiments, the results shows that the new method has high speed
and efficiency.

KnroueBble crnoBa. Grayscale recognition; texture features; feature extraction.

Currently, there are very many kinds of image features, and image texture features are one of the
most basic ones. In image recognition technology applications, technicians can efficiently recognize images
based on their texture differences. At present, image texture recognition techniques are widely used in
industrial and agricultural production, etc [1]. The purpose of image texture recognition is to extract the
texture features of different images. The texture features of images are very complex, and the traditional
texture feature extraction methods are slow and have low extraction efficiency. Grayscale recognition is a
special feature extraction technique that can greatly improve the extraction efficiency of image textures.
Therefore, this paper designs a grayscale recognition based image texture feature extraction method.

The captured color image pixels are composed of 3 color components: red, green and blue. In order
to reduce the complexity of the image to be processed, the acquired color image needs to be grayed out to
reduce the difficulty of image processing and shorten the recognition processing time. In this paper, the
grayscale transformation method is used to grayscale the image to be processed and convert it into
grayscale image digital information to reduce the storage space occupied by the original image. Although
the grayscale processed image reduces the difficulty of feature extraction, there is still a pixel point
transformation problem. Therefore, this paper designs a grayscale co-occurrence matrix to increase the
effectiveness of texture feature extraction by further judging the position relationship between pixel points.
From the relationship between image pixels, it is known that there is a joint distribution factor between
adjacent pixels, which can be used to determine the spatial relationship between pixels, and the quality of
grayscale processing of the image can be further ensured by judging the information difference between
pixels through the design of a symbiotic matrix [2].

Before the image texture feature extraction is implemented, the image needs to be binarized and
edge detected. The values of the pixel points in the image are uniformly set to a fixed data format, and the
binarization segmentation is performed using the thresholding method to ensure that the threshold value is
within the pixel target range at this point. While retaining the original features of the image, the texture
features of the image are initially extracted in order to further reduce the image complexity.

In order to verify the extraction effect of the image texture feature extraction method based on
grayscale recognition, it is compared with the traditional image texture feature recognition method. The
simulation experiments were conducted by Matlab 2020a software using a computer with Intel(R) Core(TM)
i7-7200U@2.50 GHz CPU and 20 GB memory, and the specific experimental steps are as follows.

400 raw photos of chip images captured by industrial cameras were randomly selected for texture
feature extraction test. The pixel size of the raw images was uniformly adjusted to 200x200 and normalized,
and the normalized data were subsequently used as the data set. The home-made color images of the chip
are selected as the data set, and uniform standard experimental parameters are set. To ensure the test
images match the actual extracted information to the maximum extent, information processing is performed
on the acquired images. All images are divided into grid blocks of the same pixels, and a nearest neighbor
classifier is used to verify the validity of the evaluated color texture images. The experiments were cross-
validated using the leave-one-out method, i.e., all the sample images were used as the training set except
for one sample left as the test set image. After repeating the experiment 5 times, the average value is taken
as the final result. In this experiment, three types of images are selected as the original images, the first
type is the color image of the building surface cracks taken by ourselves, the second type is the image on
the randomly selected color chip data set, and the third type is the image in the standard data set Colored
Bordatz. The extraction results of the three types of images are compared below, and the results are shown
in figure 1, figure 2, and figure 3.
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Figure 3 — Extraction results of the third type of image

Tests were performed on the standard color dataset Colored Bordatz, which contains a large amount
of color and texture content. It consists of 1792 samples of size 160X 160 pixels, divided into a standard
data-set consisting of 112 texture classes (16 samples drawn from each class). A total of 112 image
samples containing different texture classes are selected for the experiment, and 10 images to be tested
are extracted for detection. If the detection length value is higher than 0.1, it is proved to meet the
subsequent testing requirements. The size detection results of serial numbers 1 to 10 are 0.565, 0.366,
0.264, 0.367, 0.547, 0.632, 0.469, 0.355, 0.415 and 0.326, respectively, which are all higher than 0.1 and
prove that the selected images meet the requirements of the testing experiment and the texture features
are extracted reasonably.

The experiments were performed on three color images with grayscale transformation and
binarization, respectively. For extraction convenience, the technicians performed edge detection on the
images and feature extraction. The experimental results show that the grayscale based recognition method
helps to extract the features of the images to be detected.

Cnu1coK UCnosib30BaHHbIX UCTOYHUKOB:

1. A multi-scale partitioned Uniform LBP-based image texture feature extraction method / C. Gen [et al.] // Journal of Chengdu
Normal University, 2020. — P. 98-106.

2. Image texture feature extraction based on grayscale co-occurrence matrix Feature Extraction / L. Guangyu [et al.] // Science
and Technology Wind ,2021. — P. 61-64.
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Annotation. This work demonstrates a high-performance FPGA implementation using VHDL. The implementation includes multiple error
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In digital communication systems, errors can occur during data transmission due to noise,
interference, or other factors. Error correcting codes are used to detect and correct these errors, ensuring
the accuracy and reliability of digital communication. One popular error correcting code is the Hamming
code, developed by Richard Hamming in the 1950s.

Hamming code works by adding extra parity bits to the original data bits. This creates a unique
pattern of 1s and Os that can detect and correct errors that may occur during transmission. The parity bits
are added in a way that creates a unique pattern for each possible combination of single-bit errors that
might occur during transmission. When the receiver receives the code, it checks the parity bits and
compares them to the expected pattern. If there is an error, it can use the unique pattern to determine which
bit has been flipped and correct the error.

The 2D Hamming code, also known as the Hamming product code, is an extension of the original
Hamming code that is used for error detection and correction in two-dimensional arrays of data. This code
adds extra parity bits to each row and column of a two-dimensional array, allowing it to detect and correct
errors that may occur in both the horizontal and vertical directions. The 2D Hamming code is particularly
useful in applications that require reliable transmission of data in two-dimensional formats, such as image
or video data.

In this work, we implemented the Hamming product code on a Field Programmable Gate Array
(FPGA). Our implementation is in a modular design, the overview of the whole system is shown as Figure
1. below.
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Figure 1 - System modules and structure block diagram

The decoder module plays an adapter of different algorithm, for now, the implementation come with 3 different
algorithms: BaoV3, SHPC, EHPC. The different decoder algorithm has different extra feature support shown in Table
1 below.
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Table 1 - Algorithm unit performance and capability

Error
Algorithm Codeword _ HARQ
Correcting

BaoVv3 8 Bit 4 Bit Support

SHPC 8 Bit 4 Bit Optional

EHPC 7 Bit 3 Bit Optional
Encoder 8 Bit 4 Bit -
Encoder 7 Bit 3 Bit -

The design of this system supports installation multiple parallel workers to accelerate the decoding
process. Table 2 below shows the unit resource usage and a typical performance at Fmax, which is an
estimated value from four types of FPGA typical working conditions: combination of 0°C and 85°C at
1100mV. The average speed is calculated from the total clock cycles and the typical Fmax.

Table 2 - Algorithm unit resource usage

Algorithm Logie utlization (in Total registers Fmax Avg. Speed
ALMs)
BaoV3 278 120 95 MHz 13 MB/s
SHPC 882 224 45 MHz 6.1 MB/s
EHPC 753 215 60 MHz 8.1 MB/s
ENCODE 70 141 300 MHz 40 MB/s
ENCODE 68 135 350 MHz 47 MB/s
Reference:

1. Elias P. // In Transactions of the IRE Professional Group on Information Theory. 1954. Vol. 4. P. 29-37.
2. Lin. S., Costello D.J. Error Control Coding, 2nd edition. USA, 2004.
3. Bo F., Ampadu P. // 2008 IEEE International SOC Conference. 2008. P. 59-62.
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Annotation. The continuous advancement of smartphone sensors has brought more opportunities for the universal application of human
motion recognition technology. Based on the data of the mobile phone's three-axis acceleration sensor, using combining a double-layer
Long Short Time Memory (LSTM) and full connected layers allow us to improve human actions recognition accuracy, including walking,
jogging, sitting, standing, and going up and down stairs. This is helpful for smart assistive technology. It is shown that physical activity
classification accuracy is equal to 98.4 %.
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Traditional sensor devices are bulky and expensive. With the continuous development of smart
phones in recent years, the acceleration sensors of mobile phones have also continued to improve. It has
the obvious advantages of small size, high penetration rate and lower price, which provides a new idea for
the application of intelligent assistance technology and so on. Recognition of human activities from sensor
data is at the core of intelligent assistive technologies, such as smart home, rehabilitation, health support,
skills assessment or industrial environments [1]. For example, the project of Inooka et al. predicts the energy
consumption of users by recognizing their activities [2], and Mathie et al. judges whether users are safe or
not by recognizing their actions [3]. This work is motivated by two requirements of activity recognition:
improving recognition accuracy and reducing reliance on engineered features to address increasingly
complex recognition problems.

Human Activity Recognition (HAR) is based on the assumption that specific body movements
translate into characteristic sensor signal patterns, which can be sensed and classified using machine
learning techniques. We use data collected from accelerometer sensors. Almost every modern smartphone
has a three-axis accelerometer that measures acceleration in all three spatial dimensions.

We selected the data set from the Wireless Sensor Data Mining (WISDM) project, which collected
1,098,207 experimental data generated from 29 volunteers carrying smartphones to perform specified
actions every 50 ms, and each piece of data consists of 6 parts: Username, specified action, timestamp
and accelerometer values for x, y and z axis.

Before feeding the raw data into the network model, we need to perform preprocessing and feature
generation operations on it. Due to the impact of environmental changes in the data collection process, the
data from the mobile phone accelerometer inevitably has a lot of measurement noise. The main method to
eliminate these noises is to filter the original data with a low-pass filter, which helps to improve the accuracy
of model recognition. The reason why the low-pass filter can be used is based on the following two
conditions: 1. The noise is mainly concentrated in the high-frequency band; 2. When the human body is
moving, the accelerometer measurement value is only related to gravity and human body acceleration, both
of which are of small magnitude.

As a low-pass filter with a maximum flat amplitude response, the Butterworth filter has been widely
used in the field of communication and electronic measurement, and can be used as a filter for detecting
signals. The first-order Butterworth filter has an attenuation rate of 6 dB per octave and 20 dB per decade.
A second-order Butterworth filter has an attenuation rate of 12 dB per octave, a third-order Butterworth filter
has an attenuation rate of 18 dB per octave, and so on. The Butterworth low-pass filter can be expressed
as the square of the amplitude |H(jw)| and the frequency w as formula (1):

1 1

HGwWE = 5= : e
) 1+g(w )™
Wwc wp

where w, - cutoff frequency, that is, the frequency at which the amplitude drops to -3db, w, - passband
edge frequency, ¢ - damping ratio.

We experimented with Butterworth filters of different orders and cut-off frequencies. The Butterworth
filter with a third-order cut-off frequency of 4 performed best. The graphs before and after filtering the raw
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data of 200 three-axis accelerometers with label of sitting in the dataset using a Butterworth filter with a
third-order cutoff frequency of 4 are shown in Fig. 1 and Fig. 2. After filtering, the graph is visibly flattened.
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Figure 1 - Three-axis accelerometer plot labeled as sitting before filtering using a third-order 4 Hz
Butterworth filter
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Figure 2 - Three-axis accelerometer plot labeled as sitting after filtering using a third-order 4 Hz Butterworth
filter

We use a window of size 200 with an overlap of 90 % to divide the x, y and z axis accelerometer
and label part in the original data, store them as acceleration data and label data respectively for
preprocessing. We get 54901 windows and split both data into a training set (80 %) and a test set (20 %).

We trained a double layer LSTM neural network (implemented in TensorFlow) for HAR from
accelerometer data with the purpose of providing an algorithm with higher recognition accuracy. The trained
model will be exported/saved and added to the Android app. The network model consists of double layer
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LSTM network layers and double fully connected layer (FCL), and predicts the corresponding human
actions from the x, y and z axis acceleration count values from the data set. The proposed algorithm

achieved 98,4 % accuracy and a loss of 0,2 on the test set.

Reference:

1. Tracking and sharing daily activity levels with unaugmented mobile phones. / I. Anderson. [et al.] // Mobile Networks and

Applications, 2007. —P. 12.
2. Development of advanced portable device for daily physical assessment. / H. Inooka. [et al.] // SICE-ICASE International

Joint Conference, 2006. — P 5878-5881.
3. Classification of basic daily movements using a triaxial acceler ometer. / M. Mathie. [et al.] // Medical & Biological

Engineering and Computing, 2004. — P. 42
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Annotation. An effective way of synthesizing high dynamic range images is to shoot the same scene under a set of different exposure
time conditions to obtain a set of multi-exposure images, and then extract, organize, and analysis to synthesize a luminance image
that represents the original scene light distribution.
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The images taken by ordinary digital cameras are very different from the real scene, but it is difficult
to generate images with high dynamic range by using ordinary digital cameras. Properly use the camera's
exposure time to take multiple shots of the same scene, and each shot has a different exposure. By
adjusting the ISO setting, a group of images with different exposures can be captured at different exposure
times, and high dynamic range images can be effectively synthesized by using the full details of each
image.

The details of the synthesized high dynamic range image are fully preserved, and the details of the
high-exposure image and the low-exposure image can be well blended in one image. The visual effect of
the synthesized image is enhanced, the recognition of the image is improved, and the details of the image
can be better observed with the naked eye. This method of image synthesis can be widely used in digital
video surveillance, remote sensing technology, real-time railway surveillance, medical imaging equipment,
etc.

In a specific scene, the exposure area of a digital image is different, divided into three areas:
overexposure, underexposure and normal exposure. Different exposure times will affect the shooting effect
of the image. For an image with a long exposure time, the image shooting effect of the low-exposure area
is better. Conversely, for an image with a short exposure time, the image shooting effect of the over-
exposed image area is better. Taking advantage of this phenomenon, a series of exposure images can be
obtained by changing the exposure time by shooting the same scene. Based on such a group of exposure
images, the image information of different brightness regions can be extracted for each image, and finally
a high dynamic range image is synthesized by using the detail information of this group of images [1].

To synthesize an HDR image, we divide the LDR image into the same region according to the
exposure time, and then sum the normalized image pixels in the relevant range, however this is not
straightforward to do because most cameras pass the sensor The process of collecting incident light by the
circuit is nonlinear [2]. Such a nonlinear process of the camera is called the camera response function. By
inverting it, the response function of the synthetic high dynamic range image can be obtained.

If the response function of the camera is known, then the nonlinear response function of the camera
can be negated, and the response function of the camera is usually kept secret, and the camera
manufacturer will not publish it [3]. Then in recent years, some algorithms have been developed to restore
the response function of the camera. These algorithms use multiple images of the same scene with different
exposure times to create the response function. Once the response function is restored and reconstructed
through an image sequence, it can be Used to linearize other images taken with the same camera.

After calculating the camera's response function .nd weight function |WJthe final irradiance ||_p|
of the pler|E| obtained by calculating the weighted average of the pixel values in the relevant area of
- consecutive frames [4]. As shown in Formula 1:

S f l(|oa) w(p,)
=2+

a=1

/Z (Pa) (1),

In the formula, | f_ll represents the inverse of the camera's response function, is the pixel value

in image El, and |'a| is the exposure time of image El If the HDR synthesis process based on the exposure
value is accompanied by noise, then the synthesis process of the high dynamic range image may produce
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a noisy image. In fact, the weight function is applied to the HDR synthesis process. In many cases, this is
not unsatisfactory. And the resulting image will be rendered unusable. Therefore, in order to improve the
quality of HDR, it is necessary to remove the noise in the synthesis process, further play the role of the
weight function, and analyze the noise influence mode and principle of the high dynamic range image
synthesis process, which is very important for the following work.

For the noise problem of HDR images, there are two types of methods to solve it: the first type of
method is to perform noise processing after HDR image synthesis, treat HDR images as ordinary images,
and use classic image denoising algorithms, such as mean filtering, etc. . The disadvantage of this type of
method is that the details of the image are sacrificed, making the image blurred, and even this cannot
completely remove the noise. Since the noise processing occurs after image synthesis, a large amount of
image information has been lost, and the real information of the original image cannot be restored, and
denoising will cause the image to further lose information. The second type of method is to perform noise
reduction processing on the image group before HDR synthesis, and then obtain the noise-filtered image
and then synthesize the HDR image. This method can greatly improve the quality of the image.

Reference:

1. High dynamic range image and color scale mapping operator / K. H. Yang, 1. Ji, J. J.Guo // Acta Automatica Sinica, 2009. —
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Annotation. The wearable reflective photocapacitance plethysmograph (PPG) sensor can be integrated into the watch or strap to
provide instantaneous heart rate (HRs), causing minimal inconvenience to users. However, the existence of motion artifacts (MAs)
leads to inaccurate heart rate estimation. In order to solve this problem, I propose a new deep learning neural network to ensure
accurate estimation of HR in high-intensity exercise.The average absolute error of the algorithm for all training data sets and test
data sets is less than 1.5 bpm, including 1.09 bpm for training data sets and 1.46 bpm for test data sets.
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Reflective photoplethysmography (PPG) sensor measures the intensity change of skin reflected light
and provides PPG signal representing the change of arterial blood volume between systolic and diastolic
phases of the heart cycle. The reason why the sensor is concerned is that it can be installed in a watch or
wrist strap to measure and monitor instantaneous heart rate (HRs), minimizing the inconvenience to users.
However, the sensor is sensitive to motion artifacts (MAs), which come from the pressure and motion
exerted on the wrist of the PPG sensor. Motion artifacts will eventually lead to inaccurate heart rate
estimation. A few years ago, Zhang and others shared the data set of acceleration and PPG signals
measured simultaneously in [1] motion, which prompted people to study the use of acceleration signals to
eliminate motion artifacts in PPG sensors. However, despite the efforts and progress of algorithms, these
methods do not always provide accurate results.

In this paper, the purpose is to measure heart rate more accurately,so I propose a new deep neural
network based on multi-class and non-uniform multi-label classification for human heart rate estimation. In
the proposed algorithm, I consider two power spectra from the input layer of PPG and acceleration signals.
In addition, I use the acceleration signal strength in the input layer. I assume that the acceleration signal
strength can provide information about the recent HR changes: high intensity represents intense exercise,
which may change HR. The proposed algorithm includes two convolution layers, two LSTM layers, one
connection layer and three full connection layers (including one softmax layer). In the proposed algorithm,
the power spectrum from PPG and acceleration signals is fed to two convolutions to provide MA
cancellation in the PPG power spectrum. The output is flattened and connected to a fully connected layer,
which is then connected to the acceleration signal strength. Then, the output is fed to two LSTM layers,
and then to other full-connection layers including softmax.
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Figure 1. The architecture of the proposed algorithm; 2D convolution layer, 1D convolution layer, a full connection
layer,a concatenation layer two LSTM layers and a full connection layer are structured in sequence

164



59-51 HayuyHasi KOHghepeHUUs acrupaHmos, MasucmpaHmos u cmyderHmoes bI'YUP, 2023 e.

The LSTM layer uses minimum outliers to track HR tracking. In this algorithm, I also propose a new scheme
to modify the real HR value to Gaussian distribution to evaluate the loss value. The performance of the
proposed algorithm is evaluated by comparing with the results of [1] - [18] previously reported.

I used two data sets to evaluate the proposed HR estimation algorithm - the IEEE Signal Processing
Cup (ISPC) 2015 data set (n=23) and the direct measurement data set obtained by the developed
equipment (n=48). These two sets of data include multi-channel PPG signal and three-axis accelerometer
signal, which are measured by the equipment on the wrist during high-intensity physical exercise. At the
same time, ECG signals ire measured in the chest as real HR reference.

The data includes 12-minute three-channel PPG signal and 50-Hz sampling three-axis acceleration
signal. The dataset is divided into two groups, BAMI-I and BAMI-II.

During every 4 minutes of running and walking, the subjects walked or ran with a treadmill stick in
the last two minutes. I designed this link to reflect the heart rehabilitation exercise of patients with heart
disease who have poor exercise ability. They usually walk or run with a treadmill stick. There are 17 males
and 6 females, with an average age of 22.0%1.7 years. The whole exercise process is also carried out on
the treadmill. For these two data sets, the reference real heart rate was measured by ECG data recorded
simultaneously by 24-h the ambulatory ECG monitor (SEER Light, GE Medical, Milwaukee, WI, USA).

In this study, I selected the ISPC data set (n=23) as the training data, because it includes various
movements, such as waking up, running, resting, jumping, push up, shaking hands, stretching, pushing
and boxing. I also added the own dataset BAMI-I (n=25) to the training data to increase the size of the
training data, and used another dataset named BAMI-II (n=23) to test the training algorithm. For all data
sets, the ecg-based HRs are calculated using an 8-second window, with a 2-second offset (6-second
overlap) to obtain the HRs every 2 seconds. In the whole study, the same window length (8 seconds) and
shift (2 seconds) are used to evaluate the performance of the proposed algorithm relative to the existing
algorithm.

Figure 1 summarizes the architecture of the proposed algorithm. It consists of eight layers: two
convolutional layers, two LSTM layers, one tandem layer and three full connection layers, including a
softmax layer. More specifically, a 2D convolution layer, a one-dimensional convolution layer, a flat layer,
a splice layer, a fully connected layer, two LSTM layers, and a fully connected layer folloid by a softmax.

For the input layer, the power spectrum from PPG signal and acceleration signal is divided into two
(size 2 x 222): the top signal is from PPG (Ps (i)), and the bottom signal is from acceleration (Pa (i)). Note
that the power spectrum is based on each 8-second window and then shifted for 2 seconds (6-second
overlap). Input layer input to 32 2 X 37 cores, two-dimensional convolution with a step of 4, and then perform
the nonlinear function leaky corrected linear unit (ReLU) and 1 X 2 max pooling, in steps of 2. The resulting
size is 1 X 28 X 32.The characteristic diagram of 32 shows the intermediate PPG power spectrum after MA
cancellation.

Send characteristic map into 64 1 x 5-core, one-dimensional convolution with a side of 1, and then
carry out leaky ReLU and 1 with a side of 2 X2 max pooling, get other sizes of 1 x 14 x 64, showing the
PPG power spectrum of MA elimination. The resulting feature map is spread evenly to 896 nodes, which
are fully connected to 512 nodes with leaking RelLU.

Subsequently, the acceleration intensity (I) is connected with 512 activations. I assume that the
acceleration intensity represents how the current HR value will change in the near future. For example, high
acceleration intensity means high intensity exercise, which may increase HR. 513 connected nodes are
sent to two LSTM layers. These two LSTM layers act as HR tracking algorithms by considering the local
HR tracking mode. Due to the existence of LSTM layer, even if the signal to noise ratio (SNR) of PPG signal
is extremely low, the dominant frequency corresponding to HR will not deviate seriously in the continuous
window. The first layer LSTM contains 512 nodes, each node has 6 time steps, and all nodes are connected
to the second layer LSTM. Note that six time steps provide the best accuracy. The numerical analysis of
the effect of time step will be introduced. The second LSTM layer also includes six time steps, each of
which provides an output with a length of 222. Then, only the output from the last time step is fed to the full
connection layer, which is connected to 222 nodes with leaking ReLU. In the frequency range of 0.6-3.3
Hz, the frequency resolution is 0.012 Hz, and the result of the final PPG power spectrum after MA
cancellation is 222 activations. The activation is input to the softmax layer, which provides the final
probability of the real HR value.

To avoid over-fitting, I applied dropout to two convolution layers and two LSTM layers. For
convolution layer, the exit rate is set to 0.3. For LSTM layer, the drop rate of input linear transformation is
0.3, and the drop rate of loop state is 0.2.

List of used sources:
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Annotation. In response to the problems of low recognition accuracy and large computation of traditional neural network algorithms, a
gesture recognition detection model is designed by using human skin color features and SVM model with gesture classification recognition
as the target. The method adopts bilateral filtering and other graphical processing to smooth the edges of the palm, detect and binarize
the skin color of the region, and filter the binarized image to smooth the edges. The skin color space is transferred from the RCB space
to the YUV space under which the gesture region is separated from the background, and morphological processing techniques are
introduced in terms of gesture integrity to effectively fill the black hole region and remove the white dot region in the gesture picture, and
directly edge the gesture picture. After obtaining the standardized image, the feature values are obtained. The experimental results show
that the method improves the accuracy of gesture recognition compared with traditional algorithms.

Keywords. Gesture recognition, OpenCV library, Support vector machines.

Introduction

The main purpose of gesture recognition is to make it easier for users to communicate with machines,
especially for people with disabilities who are physically challenged. Early scholars mainly used sensors to
collect gesture data, and although this method can obtain a high accuracy rate, the hardware is generally
expensive. In recent years, the technology in the field of computer vision has developed rapidly, and scholars
from various fields have started to flock to the embrace of computer vision. Research can be broadly divided
into two categories, one is based on artificial feature extraction gesture recognition "", this method requires
human to extract gesture features, and then processing, this method is susceptible to the impact of external
factors, the background color changes will also bring a large error on the results; the other is based on deep
learning gesture recognition research P, using deep convolution and recurrent neural network to achieve, the
method uses four deep convolutional layers to automatically perform feature learning in the original data.

System Design

The first step of the gesture recognition system is to extract the contour lines of the hand after recording
the gesture from the computer camera, and then program the image pre-processing process by using the
OpenCV computer vision library to improve the API to denoise the image. The denoised gesture images are
subjected to skin color detection and color space conversion, as well as binarization of the images, and then
further processing such as erosion and expansion is done to finally extract the overall contour of the target
object. The overall flow chart is shown in Figure 1.
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Figure 1. Flow chart of gesture segmentation
Get gestures and denoising

Due to the complex and diverse background environment of the captured images and the different
performance of the capture devices, the raw gesture images captured directly from the computer camera
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contain a lot of noise interference, and usually need to perform pre-processing operations to maintain the
integrity of the raw image information.

The OpenCV environment is configured in the PyCharm compiler, and the gesture image is recorded
in the main.py source file, and the video Capture function is called to capture the camera and obtain a live
gesture image from the camera. The directly acquired gesture images are affected by environmental factors,
such as light intensity, gray background, etc., and need further processing to ensure that the images have
valid information and key feature points, as well as to remove features from the original images [1] that have
an impact on the effect or are not relevant to our target information. The noise reduction of the original image
is also called filtering, and the more commonly used filtering algorithms in current research are mean filter,
Gaussian filter, bilateral filter and so on. Here, the bilateral filtering algorithm is chosen to perform noise
reduction on the original image.

The essence of bilateral filtering is to combine the space of pixel fields and intervals with similar pixel
values to achieve the purpose of edge preservation and denoising. The closer to the center point of the
coordinates of the pixel point of the gray value accounted for a greater weight, to ensure that the boundary
will not be blurred out, it is a simple, non-iterative and local algorithm. Bilateral filtering method achieves the
purpose of edge pixel point keeping and noise reduction by setting the corresponding function internally.

Gesture Skin Tone Detection and Binarization

To achieve the ultimate gesture recognition, one of the more important steps is gesture segmentation,
which is a prerequisite for gesture recognition. Here, we use the method of skin color detection to segment
the gestures. There are many gesture features [2], among which hand color is an important feature and has
strong robustness, which is an inherent feature of the hand.

OpenCV uses the cvColor() function to convert to RCB space, and then uses the split() function to
obtain the RGB value of each pixel in the image, which is a two-dimensional matrix split into a three-
dimensional matrix. If not, the mask is set to black. In addition to the RGB color space model, there is also a
more common color space is YUV, OpenCV cvtColor function parameters to CV_YUV2BGR_I420, the color
space will be converted to YUV space.

SVM model-based gesture recognition

For a limited number of learning samples, by continuously reducing the structure of the problem, the
learning machine can obtain the best classification ability and finally can use statistical methods to
successfully predict unknown outcomes. The generalized world can find the best function in the same kind of
function set, but it is difficult to find other kinds of functions. The above problem can be better solved by
choosing a partial set SVM of the eigenvectors of the sample group instead of the SVM of the sample group
partition [3]. The SVC classification is trained as follows.

SVC function parameters are used.

'kernel':('linear', 'rbf'), 'C: [1, 3,5, 7, 9, 11, 13, 15, 17, 19].

'‘gamma':[0.00001,0.0001,0.001,0.1,1,10,100,1000] which, C is the penalty term, the larger its value,
the more it will directly affect the penalty value, the training samples will also get higher accuracy; kernel
indicates different kernel function types; gamma indicates kernel function coefficients, the parameters are not
fixed.

Comparative analysis of experimental results

The dataset and training set are imported into the SYM model and ANN for training and testing, and
the accuracy of each round and the final average accuracy are obtained as shown in Table 1 and Table 2.

Table 1- Recognition accuracy of the training and data sets for SVM

Round/Accur | Roun | Roun | Roun | Roun | Roun | Roun | Roun | Roun | Roun | Round

acy di d2 d3 d4 ds dé6 d7 ds d9 10
Training 0.987 | 0.984 | 0.991 | 0.987 | 0.997 | 0.987 | 0.987 | 0.987 | 0.987 | 0.987
accuracy

Test
accuracy | 0972 | 10 | 0944 | 10 | 0943 | 1.0 1.0 1.0 | 0971 | 1.0
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Table 2- Recognition accuracy of the training and data sets for ANN

Round/Accur | Roun | Roun | Roun | Roun | Roun | Roun | Roun | Roun | Roun | Round
acy d1 d2 d3 d4 ds dé d7 ds do 10
Training | 4997 | 0,997 | 0.997 | 0.991 | 0.997 | 0.997 | 0.997 | 0.771 | 0.997 | 1.0
accuracy
Test 1.0 1.0 1.0 1.0 1.0 1.0 1.0 | 0771 | 1.0 | 0.971
accuracy

From Table 1 and Table 2, the recognition accuracy of SVM is 0.983 and 0.988 for training and test
sets. 0.974 and 0.973 for training and test sets of ANN. SVM has higher recognition progress than ANN.

Conclusion

The experimental results show that the method has improved the accuracy of gesture recognition
compared with the traditional algorithm. The gesture segmentation using the skin color recognition technique
is susceptible to interference in complex real-world situations, and objects with similar skin color and shapes
similar to the gestures are likely to appear in complex environments, which affects the accuracy rate to a
certain extent. Only nine common hand gestures were analyzed, and there are limitations in the application
scope. In the future research, the model can be further improved and extended to train more gestures to
improve the adaptation range.
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Annotation. With the continuous progress of communication technology, LDPC codes have become one of the key technologies in
channel coding with their superior error correction performance and efficient decoding algorithms. Among them, multivariate LDPC
codes perform better in high-order modulation and burst error channels, especially in short to medium code length conditions, but
there are also shortcomings [3]. In order to better reconcile band utilization with BER and reduce decoding complexity, this paper
discusses the construction and decoding of multivariate LDPC codes, focusing on their development history and research status.
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Around the 1960s, Gallagher started to construct multivariate LDPC codes using finite fields while
proposing binary LDPC codes, but only from the idea of multivariate codes. It was not until 1998 that
Mackay and Davey successfully demonstrated that LDPC codes constructed randomly based on finite fields
outperformed binary LDPC codes, with good iterative decoding performance in both Gaussian white noise
(AWGN) channels and binary erasure channels (BEC).

In fact, the construction methods of multivariate LDPC codes can be divided into two categories,
namely randomized construction methods and structured construction methods. The PEG [1] algorithm is
one of the commonly used randomized construction methods, where the connection between the check
node and the variable node can be established step by step under a known degree distribution, and is used
to build Tanner graphs of multivariate LDPC codes with large ring lengths. The approximate extra-ring
message degree (ACE) algorithm is also one of the well-known computer-based stochastic construction
algorithms, which increases the influence of overlapping rings on the decoding code by considering the
rings as a way to improve the flow of extra messages during decoding iterations. The above random
construction method requires a large number of computer search operations, and the constructed code
words are irregular. Although the randomly constructed LDPC codes have good performance, the coding
complexity is high.

Using algebraic theory, knowledge of finite geometry and the theory of matrix operations as the main
structured construction method can be used to construct a class of multiplexed LDPC codes with regular
structure of the check matrix. The structured construction method can be used to construct a class of
multiple LDPC codes whose check matrices have a regular structure. By using sets of special structures,
such as perfect difference sets, prime sets and good codes, a class of LDPC codes with regular structure
can be constructed, which This effectively improves the performance of the waterfall region and brings
some performance gains. Constructing multivariate LDPC codes can be combined with "good" codes to
bring structural optimization, including generalized RS codes (GRS) [2] and Irregular Repeated
Accumulation (IRA) codes. By combining other code The optimization of the checksum matrix of
multivariate LDPC codes, in combination with other code features, allows for efficient encoding and easy
to implement in hardware and further increase encoder throughput. Finite geometric knowledge is one of
the most important ways to construct LDPC codes is to use the relationship between points and lines at the
earliest. It is possible to obtain code word structures with a minimum distance and a better trap set, with a
very low error leveling. The mask technique is used more often in matrix operation theory, and the mask
technique is mainly The mask technique is mainly used by multiplying a check matrix of known structure
with a certain mask matrix to change the original matrix structure, reducing the number of short loops while
making the degree distribution better and the sparsity The mask technique is mainly used to change the
structure of the original matrix by multiplying the known structure with a certain mask matrix, reducing the
number of short loops while making the degree distribution better and sparser.

In addition, there are many measures of code word merit, including ring distribution, minimum
distance, trap set, etc. Several of the structured construction methods mentioned above also start from
these measures. One of them is for the existence of rings, especially short rings, which tend to bring about
correlation between variable nodes, making the outer information return to its own node after only a few
passes, which is not conducive to accurate decoding, such as the PEG algorithm which focuses on
designing code words with larger ring lengths. The greater the minimum distance, the less it is affected by
noise and the easier it is to decode, which is also one of the key factors affecting the decoding threshold
and performance curve waterfall area. As multivariate LDPC codes are defined over a finite domain, their
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check matrix consists of elements within the domain, so optimization of measures such as the ring can be
achieved from the perspective of optimizing the set of coefficients.

In summary, for the problem of constructing multivariate LDPC codes, the core objectives are
optimize the metrics that measure the structure of the code word so as to quickly and accurately construct
a structured checksum matrix, which facilitates accurate decoding at the receiver. For the decoding of
multivariate LDPC codes the core objective is to optimize the metrics for measuring the code word structure
so that a well-structured check matrix can be constructed quickly and accurately to facilitate accurate
decoding at the receiver. The decoding problem of multi-dimensional LDPC codes requires an analysis of
the decoding rules of the two types of nodes to reduce the algorithm of the two types of nodes can be
reduced without degrading the error correction performance.

List of used sources:
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In signal processing, noise is a general term for unwanted (and, in general, unknown) modifications
that a signal may suffer during capture, storage, transmission, processing, or conversion.

Sometimes, it can also mean signals that are random (unpredictable) and carry no useful information; even
if they are not interfering with other signals or may have been introduced intentionally, as in comfort noise.
Noise reduction, the recovery of the original signal from the noise-corrupted one, is a very common goal in
the design of signal processing systems, especially filters. The mathematical limits for noise removal are
set by information theory, namely the Nyquist-Shannon sampling theorem.

Noise may arise in signals of interest to various scientific and technical fields, often with specific features:
Noise is unwanted sound considered unpleasant, loud or disruptive to hearing. From a physics standpoint,
noise is indistinguishable from desired sound, as both are vibrations through a medium, such as air or
water. The difference arises when the brain receives and perceives a sound.

Acoustic noise is any sound in the acoustic domain, either deliberate (e.g., music or speech) or unintended.
In contrast, noise in electronics may not be audible to the human ear and may require instruments for
detection.

Background noise or ambient noise is any sound other than the sound being monitored (primary
sound). Background noise is a form of noise pollution or interference. Background noise is an important
concept in setting noise levels.

Background noises include environmental noises such as water waves, traffic noise, alarms, extraneous
speech, bioacoustics noise from animals, and electrical noise from devices such as refrigerators, air
conditioning, power supplies, and motors. The prevention or reduction of background noise is important in
the field of active noise control. It is an important consideration with the use of ultrasound (e.g. for medical
diagnosis or imaging), sonar, and sound reproduction.

Comfort noise (or comfort tone) is synthetic background noise used in radio and wireless communications
to fill the artificial silence in a transmission resulting from voice activity detection or from the audio clarity of
modern digital lines.

Some modern telephone systems (such as wireless and VoIP) use voice activity detection (VAD),
a form of squelching where low volume levels are ignored by the transmitting device. In digital audio
transmissions, this saves bandwidth of the communications channel by transmitting nothing when the
source volume is under a certain threshold, leaving only louder sounds (such as the speaker's voice) to be
sent. However, improvements in background noise reduction technologies can occasionally result in the
complete removal of all noise. Although maximizing call quality is of primary importance, exhaustive
removal of noise may not properly simulate the typical behaviour of terminals on the PSTN system.

The result of receiving total silence, especially for a prolonged period, has a humber of unwanted effects
on the listener, including the following:

- the listener may believe that the transmission has been lost, and therefore hang up prematurely;

- the speech may sound "choppy" (see noise gate) and difficult to understand;

- the sudden change in sound level can be jarring to the listener.

To counteract these effects, comfort noise is added, usually on the receiving end in wireless or VoIP
systems, to fill in the silent portions of transmissions with artificial noise. The noise generated is at a low
but audible volume level, and can vary based on the average volume level of received signals to minimize
jarring transitions.

Electromagnetically induced acoustic noise (and vibration), electromagnetically excited acoustic
noise, or more commonly called coil whine, is audible sound directly produced by materials vibrating under
the excitation of electromagnetic forces. Some samples of this noise include the mains hum, hum of
transformers, the whine of some rotating electric machines, or the thrill of fluorescent lamps. The hissing of
high voltage transmission lines is because of corona discharge, not magnetism.

The phenomenon is additionally called audible magnetic noise, electromagnetic acoustic noise, lamination
vibration or electromagnetically-induced acoustic noise, or more rarely, electrical noise, or "coil noise",
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looking on the application. The term electromagnetic noise is usually avoided because the term is employed
within the field of electromagnetic compatibility, managing radio frequencies. The term electrical noise
describes electrical perturbations occurring in electronic circuits, not sound. For the latter use, the terms
electromagnetic vibrations or magnetic vibrations, that specialize in the structural phenomenon are less
ambiguous.

Acoustic noise and vibrations due to electromagnetic forces can be seen as the reciprocal of
microphonics, which describes how a mechanical vibration or acoustic noise can induce an undesired
electrical perturbation [1].

In telecommunications, an interference is that which modifies a signal in a disruptive manner, as it travels
along a communication channel between its source and receiver. The term is often used to refer to the
addition of unwanted signals to a useful signal.

Noise is a form of interference but not all interference is noise.

A solution to interference problems in wireless communication networks is interference alignment, which
was crystallized by Syed Ali Jafar at the University of California, Irvine. A specialized application was
previously studied by Yitzhak Birk and Tomer Kol for an index coding problem in 1998. For interference
management in wireless communication, interference alignment was originally introduced by Mohammad
Ali Maddah-Ali, Abolfazl S. Motahari, and Amir Keyvan Khandani, at the University of Waterloo, for
communication over wireless X channels. Interference alignment was eventually established as a general
principle by Jafar and Viveck R. Cadambe in 2008, when they introduced "a mechanism to align an
arbitrarily large number of interferers, leading to the surprising conclusion that wireless networks are not
essentially interference limited." This led to the adoption of interference alignment in the design of wireless
networks.

In many cases noise found on a signal in a circuit is unwanted. There are many different noise
reduction techniques that can reduce the noise picked up by a circuit.

Faraday cage — A Faraday cage enclosing a circuit can be used to isolate the circuit from external noise
sources. A faraday cage cannot address noise sources that originate in the circuit itself or those carried in
on its inputs, including the power supply.

Capacitive coupling — Capacitive coupling allows an AC signal from one part of the circuit to be picked up
in another part through the interaction of electric fields. Where coupling is unintended, the effects can be
addressed through improved circuit layout and grounding.

Ground loops — When grounding a circuit, it is important to avoid ground loops. Ground loops occur when
there is a voltage difference between two ground connections. A good way to fix this is to bring all the
ground wires to the same potential in a ground bus.

Shielding cables — A shielded cable can be thought of as a Faraday cage for wiring and can protect the
wires from unwanted noise in a sensitive circuit. The shield must be grounded to be effective. Grounding
the shield at only one end can avoid a ground loop on the shield.

Twisted pair wiring — Twisting wires in a circuit will reduce electromagnetic noise. Twisting the wires
decreases the loop size in which a magnetic field can run through to produce a current between the wires.
Small loops may exist between wires twisted together, but the magnetic field going through these loops
induces a current flowing in opposite directions in alternate loops on each wire and so there is no net noise
current.

Notch filters — Notch filters or band-rejection filters are useful for eliminating a specific noise
frequency. For example, power lines within a building run at 50 or 60 Hz line frequency. A sensitive circuit
will pick up this frequency as noise. A notch filter tuned to the line frequency can remove the noise.

The noise level in an electronic system is typically measured as an electrical power N in watts or dBm, a
root mean square (RMS) voltage (identical to the noise standard deviation) in volts, dBuV or a mean
squared error (MSE) in volts squared. Examples of electrical noise-level measurement units are dBu, dBm0,
dBrn, dBrnC, and dBrn(fl — f2), dBrn(144-line). Noise may also be characterized by its probability
distribution and noise spectral density NO(f) in watts per hertz.

A noise signal is typically considered as a linear addition to a useful information signal. Typical signal quality
measures involving noise are signal-to-noise ratio (SNR or S/N), signal-to-quantization noise ratio (SQNR)
in analogue-to-digital conversion and compression, peak signal-to-noise ratio (PSNR) in image and video
coding and noise figure in cascaded amplifiers. In a carrier-modulated passband analogue communication
system, a certain carrier-to-noise ratio (CNR) at the radio receiver input would result in a certain signal-to-
noise ratio in the detected message signal. In a digital communications system, a certain Eb/NO (normalized
signal-to-noise ratio) would result in a certain bit error rate. Telecommunication systems strive to increase
the ratio of signal level to noise level in order to effectively transfer data. Noise in telecommunication
systems is a product of both internal and external sources to the system.

Noise is a random process, characterized by stochastic properties such as its variance, distribution, and
spectral density. The spectral distribution of noise can vary with frequency, so its power density is measured
in Watts per hertz (W/Hz). Since the power in a resistive element is proportional to the square of the voltage
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across it, noise voltage (density) can be described by taking the square root of the noise power density,
resulting in volts per root hertz. Integrated circuit devices, such as operational amplifiers commonly quote
equivalent input noise level in these terms (at room temperature).
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Annotation. Human activity recognition (HAR) is a prominent application of advanced Machine Learning (ML) and Artificial
Intelligence (AI) techniques that utilizes computer vision to understand the semantic meanings of heterogeneous human actions. This
paper describes a supervised learning method that can distinguish human actions based on data collected from practical human
movements. This study proposes a HAR classification model based on a Convolutional Neural Network (CNN) and uses the collected
human action signals. The model was tested on the WISDM dataset, which resulted in a 92 % classification accuracy. This approach
will help to conduct further researches on the recognition of human activities based on their biomedical signals.
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There are several approaches to collect HAR data from the participating subjects; broadly, they fall
into one of the two categories — nhamely camera-based recording or sensor-based recording [1]. In the
former approach, one or more video cameras are set up to record the activities of a subject for a certain
amount of time, and then the recognition is performed using video analysis and processing techniques. The
later one utilizes various types of sensors to track the movements of the subject. This approach can be
further classified based on the type of sensors used, whether they involve wearable body sensors or the
external ones [2]. External sensors are placed in predetermined points of interest on the subjects’ body,
whereas wearable sensors require to be attached to the subject while collecting data. Each of these
techniques has its advantages, shortcomings, and apposite applications. Some recognition techniques
even combine multiple recording techniques to collect more relevant data and make the corresponding
actions more interpretable to the machines. The applications of HAR include intelligent surveillance,
haptics, human-computer interaction, motion or gesture-controlled devices, automatic health-care
monitoring systems, prosthetics, and robotics. Despite many advancements, HAR is still a challenging task
because of the articulated nature of human activities, the involvement of external objects in human
interactions, and complicated spatiotemporal structures of the action signals [3]. Success in recognizing
these activities requires advanced signal and image processing techniques, as well as sophisticated ML
algorithms. Since the absolute performance is yet to be achieved, HAR remains a tending field to the
researchers.

The WISDM dataset contains mobility information that was collected from 30 people of different ages
(ranging from 19 to 48 years), genders, heights and weights using a wrist-mounted smartphone. The
smartphone has integrated accelerometer and gyroscope. Action data was recorded using these sensors
while each of the subjects was performing six predefined tasks, which according to the jargon of ML,
represent six different classes. Three-axial linear acceleration and three-axial angular velocity data were
acquired at a steady rate of 20 Hz. The collected samples were labeled manually afterward. Before putting
in the dataset, the samples were pre-processed using a median filter for noise cancellation and a thirdorder
low-pass Butterworth filter having a 20 Hz cutoff frequency.

This study aims to classify the HAR signals of the WISDM dataset employing a CNN model, as shown
in Figure 1. The training stage requires a set of data samples containing various attributes measured from
subjects while performing various predefined activities. The supervised learning technique then try to make
some "sense" out of the data, find out how the samples that belong to the same class are similar to each
other while samples from different classes are diverse, then builds one or more internal models focusing
on the crucial attributes that can highlight those contrasting properties to carry out the classification [1]. In
the training stage, a preordained portion of the dataset is used to train the machine and build a feasible
model, which is then evaluated over the remaining samples.

175



59-51 HayyHasi KOHghepeHUUs acriupaHmos, MasucmpaHmos u cmydeHmoe bI'YUP, 2023 e.

Fully
Connected
Layer With

Input ‘

Sensor CT’\;nL;);/Zer —»| Pooling CNN La;;fer }_’ Ayerage Dlr_opout ~
Data L—/ 3 and Pooling Layer ayer iy

Activation

Figure 1. Block diagram of the proposed CNN-based HAR algorithm

The data has been preprocessed in such a way that each data record contains 80 time slices (data
was recorded at 20 Hz sampling rate, therefore each time interval covers four seconds of accelerometer
reading). Within each time interval, the three accelerometer values for the x axis, y axis and z axis are
stored. This results in an 80x3 matrix. The data must be passed into the neural network as a flat vector of
length 240. The first layer in the network must reshape it to the original shape which was 80x3. The model
is tested on the human behavior pose dataset WISDM. We selected 80 % of the data in the WISDM dataset
for model training and 20 % for model testing. Using Adam as optimizer, batch size equals to 400, epochs
equal to 50 (training for 50 rounds).

Accuracy is a measure for how many correct predictions your model made for the complete test
dataset. It is measured by the following formula:

Accuracy = (TP + TN)/(TP + TN + FP + FN), (1)

where TP — True Positives, FP — False Positives, FN — False Negatives, and TN — True Negatives.
The model learns well with accuracy reaching above 92 % and loss hovering at around 0,39.

List of used sources:
1. Human activity recognition: using wearable sensors and smartphones. / M. Labrador, Y.O. Lara // CRC Press, 2013.
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Annotation. Wearable devices for monitoring human physiological parameters have become popular, and due to their low cost, the most
common method of monitoring human information in such devices is the use of photoplethysmography (PPG) signals. Nevertheless, the
accurate estimation of the PPG signal recorded from the subject's wrist during various physical exercises is often a challenging problem
because the initial PPG signal is heavily corrupted by motion artifacts. Long Short Time Memory (LSTM) is built to recognize activities.
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Accurate estimation of the wrist-recorded PPG signal is often a difficult problem when the patient
is wearing the wearable device during exercise, because the original PPG signal is strongly affected by
motion artifacts (MAs), mainly due to the relative motion between the PPG springs and the skin of the wrist
[1]. To reduce MAs, a number of signal processing techniques based on data from different types of
sensors, especially ACC data, have proven to be very useful.

ACC provides information about the acceleration of the human body during motion. In smartphones
and smartwatches, the integrated three-axis ACC is probably the most commonly used sensor for activity
tracking. A combined approach to retrieve PPG and acceleration data is available directly on smartphones
and smartwatches [2]. HAR can be viewed as a pattern recognition problem where machine learning
techniques have been particularly successful. Several machine learning models have been developed for
HAR. The main goal of this paper is to maintain the good performance of the RNN framework in terms of
detection accuracy [3], and an RNN for human activity detection using four-dimensional ACC and PPG data
has been developed.

PPG signals are continually captured during activities from the wrist using Maxim Integrated
MAXREFDES100 device. To guarantee a perfect fit of the sensor unit to the skin surface, a specific
weightlifting cuff, adjustable by tear-open closure, is used to hold the sensor in place by fully tightening the
strap with a cable protruding from the back end of the strap. The PPG signal value is equivalent to the
output of an ADC (Analog to Digital Converters) photodetector with a pulse width of 118 ps, a resolution of
16 bits and a full scale of 8192 nA, illuminated by a green LED (Light-Emitting Diode). The ACC signal
values on the three axes correspond to MEMS (Micro-ElectroMechanical System) outputs with 10-bit
resolution, left-aligned, and a scale of £2 g.

For analysis, a recently published data set consisting of 105 PPG signals (15 per subject) and 105
corresponding triaxial ACC signals recorded at 400 Hz from seven different subjects was used. The seven
adult subjects were three males and four females, ranging in age from 20 to 52 years, who performed five
sets of resting, squatting, and stepping activities. The signals were recorded simultaneously and the dataset
contains 210 audio clips with a total duration of 17,201 seconds.

The individual PPG signal values for the same subject are highly variable from series to series, and
vary considerably over short periods of time within the same series. Normalization allows for better
separation of the PPG signal from motion artifacts using the following equations:

PPG,, = PPG%
, 1

)

1 &
Hepg = WZPPGi
i=1

wherelLGCa', is the calculated PPG data, |LG', means PPG value of the i-th data.

The accelerometer is affected by the low noise level, the gravitational acceleration is in three spatial
axes, so the data usually has some bias, remove it by subtracting the average from the data, the procedure
gives a fine filtering of the signal with the following equation:
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|ACCa =ACC —pace|

(3)
1N
Hacc = N ZACCi
i-1

4)

wherel&’ is the calculated ACC data, Mmeans ACC value of the i-th data.

The network model used in the publication is shown in Figure 1. It is based on a widely used
architecture for time-based sensor data and consists of a combination of fully connected layers and LSTM
modules [4]. The input data has three acceleration axes, and PPG generates a four-dimensional timeline.
The data is then transmitted to the network in a window, where the parameter is the time point size of one
data window.

.| Fully Connected Batch o -
Input Sensor Data Layer I Normalization » LSTMI > Dropout I
v
R .| Fully Connected . Predicted .|  Performance
LSTM T > Dropoutll Layer I1 "| Physical Activity | | Estimation

Figure 1-The network model for training dataset

The first layer is fully connected layer and aims to identify the relevant features in the input data. In

this layer, the general neuron produces an output value

|y= f ([Wl,Wz,...,Wn][xl’Xz’“.’xn]T +b)

' ©)

X w, f
where the|—”|inputs to_the layer and thel—”’ neuron weights in association with each input, is the

activation function and the bias value.

The batch normalization layer, which normalizes the mean and standard deviation of the global data,
operates on individual batches of data with training. Then, the recurrent neural network is represented at
its core by two cascaded LSTM layers, with the LSTM followed by a dropout layer that randomly discards
some of the inputs to reduce overfitting.

In the end, there is a fully connected layer of size 3 which, together with the sparse class cross-
entropy loss function assigned to the network, classifies one of these three classes of layers. The loss
function represents the error that must be minimized by the training process. The representation of the error

I (W)

varies upon the given function of the network allotted to it. For a categorical cross-entropy function
, the error function is as follows:

1 N
I (W) ==y 31y logy; +(1-y,)log(L- ;)]

(6)

where is the set of model parameters, is the number of input test features and Y are the true
and predicted classes respectively, expressed numerically.

The virgin PPG signal has been severely corrupted by MAs, mainly due to the relative motion
between the PPG source and the wrist skin. In order to reduce MAs, the ACC data and PPG were integrated
into four-dimensional data, which were processed and analyzed. In an investigation of Python based data
analysis of PPG and ACC signals, the study completed the design of functions such as importing data and
analysis of signals.
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Annotation. A deep learning framework for activity recognition based on smartphone acceleration sensor data, convolutional neural
network (CNN) and long short-term memory (LSTM) is proposed in the paper. The proposed framework aims to improve the accuracy
of human activity recognition (HAR) by combining the strengths of CNN and LSTM. The CNN is used to extract features from the
acceleration data and the LSTM is used to model the temporal dependencies of the features. The proposed framework is evaluated
on the publicly available dataset, it includes 6 different actions: walking, walking upstairs, walking downstairs, sitting, standing, laying.
The physical activity recognition accuracy has reached 94 %.

Keywords. HAR, CNN, LSTM, Acceleration sensor.

With the rapid popularity of smartphones and the rapid development of micro sensors, various MEMS
sensor devices are embedded in people’s smartphone. The main advantages of MEMS sensors are small
size, light weight, low power consumption, high reliability, high sensitivity, easy integration, etc. And the
research on human behavior recognition based on sensor-based intelligent devices has become an
emerging research topic in recent years, traditional machine learning algorithms extract feature vectors
from data to distinguish between classes of activities, and researchers have done a lot of research work in
this area. FGD Silva [1] used two methods, FDR and PCA, to extract 19 features from the data and used
SVM method to classify the activities, VNT Sang [2] applied KNN, ANN and SVM algorithms for
classification and recognition of human behavior, R Singh [3] et al. proposed an algorithm for human state
recognition activity using decision tree C4,5 by data mining algorithm. Since traditional machine learning
algorithms require manual extraction of features in the data, and it is difficult for non-professionals to extract
effective feature sets, manual extraction is also subject to human error and time-consuming, all of these
methods which will reduce the accuracy of classification and recognition, but neural networks greatly
compensate for the lack of manual feature extraction in traditional machine learning by building a multi-
level automatic feature extraction architecture.

Data acquisition for human behavior recognition is basically divided into two categories, video image-
based data acquisition and wearable sensor-based data acquisition. In this paper, we focus on human
activity recognition based on wearable sensing data. This paper uses the built-in acceleration sensor of a
smartphone for data collection.

The network model consists of three convolutional layer and LSTM network layers, fully connected
layer, and one Softmax layer, and predicts the corresponding human actions from the data set. The
proposed algorithm’s accuracy achieved 94 % and the loss is about 0,02 at the test set.

The algorithm which we proposed consists of six different layers: three 1D convolutional layers,
LSTM network layer, fully connected layer, and Softmax layer. The structure diagram of the algorithm is
shown in Figure 1.

Three 1D Fully Connected
Input Sensor .|  Convolutional | LSTM Layer Layer
Data > >
Layers
Predicted l
Performance P Activity From 6 Softmax Layer
Estimation Class Labels

Figure 1 — The block scheme of physical activity recognition algorithm based on CNN-LSTM neural network
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We tested the recognition accuracy of the algorithm using data from the publicly available dataset
UCI-HAR. In this dataset, 70 % of the volunteers was selected for generating the training data and the
remaining 30 % is used to test the data. We set the training set to 100 and train on the training set for 50
epochs. The loss value and the accuracy values are shown in Figure 2.

/u\/\/mf/\w

M—w\mm

Figure 2 — Loss and accuracy rate of the CNN-LSTM model

In the second experiment, to predict human activities, we used only a pure LSTM algorithm for
comparison with our algorithm. This choice was made because human activities are sequences of actions,
and LSTMs are known for their effectiveness with time series sensor data. By capturing temporal
dependencies from this data, the LSTM model was able to achieve an accuracy of 92.98%. The
experimental results are illustrated in Figure 3, which displays the training and validation loss.
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Figure 3 — Training and validation loss of LSTM

We conducted experiments using different optimizer such as stochastic gradient descent (SGD),
Adagrad, RMSprop and Adam. We decided to use Adam as an optimizer based on our preliminary results.
Experimental results showed the accuracy of 94 % which outperformed different forms of LSTM models
used in this dataset. The adding of additional layers did not show any significant accuracy improvement but
only increased the computational cost. Therefore, we decided to keep our CNN-LSTM algorithm simple by
keeping three 1D convolutional layers and one LSTM network. The experimental results showed the
advantages of using hybrid model over pure and other forms of LSTM models. We also compared our

181



59-51 HayyHasi KOHghepeHUUs acriupaHmos, MasucmpaHmos u cmydeHmoe bI'YUP, 2023 e.

results with state-of-the art LSTM models proposed on same dataset. The comparison of performance of
other LSTM models on UCI HAR dataset is given in the Table 1.

Table 1 — Performance comparison on UCI HAR dataset

Algorithm Accuracy
LSTM-CNN 94,00 %
LSTM 92,98 %
Bidirectional LSTM [4] 92,67 %
Res-LSTM [5] 91,60 %
Baseline LSTM [5] 90,80 %

The performance comparison table shows the effectiveness of our CNN-LSTM model compared to
state-of-the-art methods used for LSTM, Bidirectional LSTM, Res-LSTM and Baseline LSTM model on
same UCI HAR dataset. The CNN-LSTM model yield better recognition score than applied LSTM model
and outperformed other forms of LSTM used for activity recognition in the same dataset.
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Annotation. Scale-space-based denoising approaches adopt scale space filters before the binarization stage to smooth the potential
noise. These kinds of methods can simultaneously suppress both inner noise and border noise. Thinning framework that based on
the scale space technique to automatically extract skeletons from images without manual-tuning. The proposed framework can
increase the robustness of the thinning algorithm, it not only can suppress the boundary noise, but also can alleviate the inner noise.
These two types of noise generally cause the appearance of the abundant of the unwanted branches in the outcome of the thinning
algorithm, which arise the difficulties of the later recognition or matching process in skeleton.

Keywords. Skeleton. Robustness. inner noise. boundary noise.

Skeletons information can be used in many fields, such as image matching [1], sketch-based modeling
[2], and medical image segmentation [3]. And in recent years, hand gesture recognition and human action
recognition based on skeletons are attracted much focus. For the task of recognition or classification, since
the later recognition depends on the extracted skeleton, it is very important to extract a stable skeleton.
There are two main approaches to obtaining skeletons, which are hardware approaches and software
approaches. The hardware approach uses a depth camera such as Kinect. These skeletons obtained from
Kinect are robust to lighting, shade, and color changes, so these skeletons can be deemed stable. The
software approaches use traditional skeletonization to extract the skeleton from the normal camera. Since
existing skeletonization methods are sensitive to noise, the skeleton may be altered according to the noise;
it is necessary to adopt denoising strategies to make the skeleton more stable.

Conventional skeletonization algorithms extract skeletal images from input binary images composed
of foregrounds and backgrounds. Skeletons are extracted from those foregrounds area. Generally, images
obtained from a standard camera are colorful images instead of binary images. Therefore, several
preprocessing is needed before skeletonization, including converting the RGB images to grayscale images
and then following binarization on grayscale images to acquire binary images. From the perspective of
binary image, there are two types of cases in which even tiny changes may significantly alter the result of
the skeletonization algorithm; since stable skeletons are expected to reflect the overall structure instead of
small structures, these two cases are considered as border noises and inner noise according to their
position, respectively.

Pruning methods [4] are proposed in the past decade for removing the redundant branches. These
methods can dramatically improve the thinning algorithm robustness against to the border noise. These
methods are generally applied directly on the skeleton that extracted by the thinning procedure from the
original pattern. However, one of the limitations of these methods is that it fails to suppress the inner noise.

A scale-space method for thinning both grayscale and binary images has proposed by Hoffman and
Wong [5]. This method first produces filtered versions of an input image and then extracts skeleton by
searching some special pixels from it, which includes peak, ridge, and saddle pixels. These pixels are
named as the most prominent ridge line pixels (MPRL) by authors and they are used to form the skeleton.
In the image scale space pyramid, each MPRL pixel is a pixel such that all ridge-line pixels have greater
second derivatives in sub-pyramid. The robustness of the skeleton against to the noise strongly depends
on a parameter, which requires manual tuning.

In this paper, an improved thinning framework based on Houssem's method is presented. The
framework uses different scales to blur the original image so that internal and boundary noise can be filtered
out. Then, we pass the blurred image to the binarization procedure, the skeletonization procedure and the
evaluation procedure in turn to obtain an ideal skeleton. The whole framework is described as follows.

Input: Original grayscale image |I|, maximum scale |0max| increase step |GinitJ

Output: The best skeletonl Ibestl

Step 1: Initialize the scale of the Gaussian filter Lo vith 0;
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Step 2: use Gaussian filter with a scale of|§| to blur the image |I| and obtain a grayscale image II_Gl;
Step 3: Binarize I'_el to generate a binary image ||_B|;
Step 4: Extract the skeleton IM from II_Bl using the FPSA thinning algorithm;

Step 5: Calculate the sensitivity measure Iil of the skeleton M and record it in the memory;

Step 6: If the sum of@ and the |0init |is less than |0max|, increase El with a given step |°init| and go

to the step 2; Otherwise, go to step 7;

Step 7: Find the smallest Iil and then obtain corresponding skeletonl Ibestl

Experiments and results

Obviously, in the figure below, the skeleton extracted by FPSA has many redundant branches caused
by internal noise. Both Houssem's method and the proposed method can eliminate this branch very well.
But Houssem's method cannot preserve the original topology because some important skeletons are lost.
The method proposed in this paper can basically get a good skeleton.
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Conclusion

It is experimentally demonstrated that the proposed method in this paper can suppress internal noise
and boundary noise and has better performance than the existing Houssem framework in terms of topology
preservation and connection preservation.
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Abstract. The hearing-impaired people in China account for about 20% of the world s hearing-
impaired people, and increase year by year. Chinese sign language is an important auxiliary tool for
communication between the hearing impaired and the outside world. Finger language is a part of sign
language, the number of it is not large and it is easy to learn and remember. Therefore, this thesis takes
Chinese letter sign language as the research object, studies Chinese letter sign language in different
backgrounds, and researches the skeleton extraction of gesture images, the presentation and recognition
of skeleton descriptors based on computer vision.

The main research content of this thesis is Chinese letter sign language recognition based on skeleton
features. Firstly, gestures are extracted. Secondly, on the basis of the extracted binary image of gestures,
an improved gesture skeleton extraction method based on distance change is proposed to make the
extracted skeletons have connectivity.

Keywords: sign language recognition; skeleton; probabilistic neural network.

Introduction

The main research content of this thesis is Chinese letter sign language recognition based
on skeleton features. Firstly, gestures are extracted. Secondly, on the basis of the extracted
binary image of gestures, an improved gesture skeleton extraction method based on distance
change is proposed to make the extracted skeletons have connectivity; then, an improved
invariant moment is proposed to describe the skeleton; finally, probabilistic neural network is used
to classify the value of the obtained invariant moment to achieve the purpose of recognizing
gestures. To sum up, this thesis mainly conducts research work from the following two aspects:

(1) A gesture skeleton extraction method combining distance transformation and
morphological watershed algorithm is proposed. This method uses the distance field and
watershed algorithm to obtain the skeleton potential map containing the gesture skeleton, uses
the active contour model to determine the skeleton endpoint, and trims the redundant skeleton
through the A * algorithm to obtain the final skeleton. Experimental results prove that the skeleton
obtained by this method not only solves the problem of disconnection of the skeleton extracted
by the skeleton extraction method based on distance transformation, but also ensures the single
pixel of the skeleton and conforms to the target topology.

(2) An improved invariant moment is proposed to describe the gesture skeleton and apply
it to the field of gesture recognition. First, it proves that Hu invariant moments are not fully scale
invariant in digital images. Then, on the basis of Hu invariant moments, circumvent the limited
invariant moments, eliminate their regional factors, and derive Iimproved invariants moment
describing the skeleton of the gesture, and finally combined with probabilistic neural network for
sign language recognition. The experiment proves that the improved invariant moment proposed
in this thesis changes the eigenvalue of the gesture skeleton when it rotates and scales. The
accuracy is improved by 5% when it is combined with probabilistic neural network for sign
language recognition.

Sign Language Recognition Research

Sign language is a "language" spoken by people who are hard of hearing or otherwise
unable to communicate verbally. In sign language recognition research, researchers usually use
different kinds of algorithms to recognize sign language. Sign language can not only be expressed
through hand movements alone, but also can be expressed with the help of external things, such
as directions. Generally, sign language recognition can be divided into static sign language
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recognition and dynamic sign language recognition. Static sign language recognition refers to the
recognition of the information expressed by individual sign language gestures at a certain point
in time; compared with static sign language recognition, the recognition of dynamic sign language
is more complicated, and dynamic sign language recognition needs to recognize the information
expressed by gestures within a certain period of time , for dynamic sign language recognition, the
information to be expressed must be recognized under the premise of correctly capturing dynamic
gestures.

Gesture Segmentation

Compared with the computational complexity of converting an RGB image to the HSV color
space, the computational complexity of converting an RGB image to the YCbCr color space is
lower.[1] The conversion method of YCbCr is more direct and convenient, and there is no need
to consider the calculation method according to the situation. Also, in the YCbCr color space, the
distribution of skin tones is tighter and less sensitive to light. Therefore, in this article, the RGB
image is converted to the YCbCr color space.[2]

Basic Idea Of Skeleton

Regarding the skeleton, it can be approximately regarded as the central axis of the object.
After the skeleton theory was proposed, because the skeleton of the object is not only concise
and clear, but also can represent the topological structure of the object very well, especially when
there is a cavity inside the object (such as a water cup with a handle), the contour information
cannot represent the water cup and the handle. There are holes between them, and in the case
that the topological structure of the object can also be represented, the number of pixels required
by the skeleton is much less than the number of pixels required by the outline, so the skeleton is
often applied to life Not only the image field, but also other fields, such as: archaeology [3],
literature [4], sorting of materials [5] and information storage and retrieval [6], etc.

Skeleton Recognition

Skeleton recognition is the last step of object recognition.Comparing the processed skeleton
with the skeleton in the library,it can retrieve the graphics corresponding to the graphics library by
the matching degree of object skeleton. Therefore, the key step of shape retrieval is to perform
effective bone matching[7].At present, there are several common skeleton matching
methods,such as skeleton graph matching based on path similarity,skeleton matching based on
clustering and affine invariant of image feature matching algorithm.

Conclusion

The research in this paper adopts sign language recognition based on computer vision: the
image of sign language gestures is captured by the camera, the image is preprocessed to extract
the binary image of the gesture, and then the skeleton features of the gesture are extracted, and
the skeleton features of the gesture image are extracted using the improved invariant moments.
It is represented by feature quantity, and finally, the calculated feature quantity information is
classified (that is, recognized) by using a probabilistic neural network.
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