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SQL INJECTION ATTACKS AND PREVENTION
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Annotation. The paper discusses SQL injection, a common editing language used to inject malicious SQL commands into input forms or
queries in order to gain access to a database or manipulate its data. Corresponding precautions for each SQLI are considered.

Keywords. SQL language injection, attacks, query, prevention methods.

Introduction. A web application is a software system that provides an interface to its users
through a web browser on any operating system (OS). Despite their growing popularity, web
application security threats have become more diverse, resulting in more severe damage. Malware
attacks, particularly SQLI attacks, are common in poorly designed web applications. This
vulnerability has been known for more than two decades and is still a source of concern. This
highlights the need to develop effective methods to protect data from unauthorized access. In this
context, we need an effective self-detection method for prevention.

The main part. To grasp how SQL language can be abused, SQLI attackers and defenders
need to understand how it functions [1]. The queries must be prepared in the SQL language and
adhere to specified syntax to retrieve data from databases or modify the data, such as:

“SELECT * FROM authortable WHERE book _name = "Advanced Database Systems ™"

The aforementioned search will provide all books with book name "Advanced Database
Systems." The queries are typically typed into a web browser and sent to the database management
system [3].

What if the attacker in this case extends the original SQL query?

For example:

“SELECT * FROM authortable WHERE book name = ‘Advanced Database Systems’ OR
1=

The above query will return all book names in the database, not just the book names labeled
as "Advanced Database Systems," because the sentence ‘1=1" is always true. If the stored list of
book names is not a secret and the previous example might not pose a problem [4]. If successful, it
might return sensitive data, such as passwords, bank accounts, trade secrets, and personal
information, which might be regarded as a privacy breach among other negative effects. However,
it could be applied to value using different syntax.

By using SQL injection, the attackers can alter the SQL statement by replacing user’s
supplied data with their own data as shown in Figure 1. Thus, the attackers can have direct access to
a database server to retrieve confidential information. However, the impacts of the SQL injection
attacks are far reaching and they vary depending on the database applications. Some of these
impacts of a successful SQL injection attacks include authentication bypass, information disclosure,
compromised data integrity, compromised availability of data, and remote command execution.
Authentication bypass enables an attacker to access database application by using fake username
and password. Information disclosure allows an attacker to obtain sensitive data from the database.
Compromised data integrity assists an attacker to change some contents of the data in the database.
Compromised availability data enables an attacker to delete some information from the database.
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Remote command execution allows an attacker to affect the host operating system [3].
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ATTACKER SERVER INFECTED SERVER
Figure 1. How SQL injection attacks work

Most common attacks on SQLI. As we know, SQL is a programming language that is used
to create, update, and access data in a database. A hacker can intentionally cause the application to
fail, delete data, steal data, or gain unauthorized access by carefully crafting SQL commands [5]. To
address the aforementioned issue, we provide a detailed overview of the various types of SQLI
attacks discovered to date. For each type of attack, we provide explanations and examples of how
such attacks can be carried out.

Tautology attack

The attacker attempts to use a conditional query argument to test always true in the tautology
attack, such as (1=1) or (— —). The attacker injects the condition and transforms it into a tautology
that is always valid using the WHERE clause. This type of attack is commonly used to access
databases without requiring authentication on websites [1].

Union query

In this category of attack, the UNION operator is only used if both queries have the same
form, the attacker constructs a SELECT statement that is similar to the original query [5]. To do so,
it must be known that the correct table name, as well as the number of columns and their data types
from the first query. As a result, two conditions may be satisfied, or an attack on the union query
will be launched, and each query returns the same number of columns [6]. If the data type of a
column is incompatible with string data, the injected query will fail.

Piggybacked query

The piggybacked query attack concatenates more query statements onto the initial query
[1]. This technique is especially risky since it enables an attacker to insert virtually any SQL
command. Data extraction, addition or modification of data, denial of service (DoS), and remote
command execution are all examples of determined attacks [16]. In this type of attack, an attacker
attempts to inject additional queries into the original query. Unlike other forms, attackers attempt to
add new and distinct queries that "piggyback™ on the original query rather than changing it [3].

Illegal or incorrect query

This kind of attacker takes advantage of a database query that was improperly executed [1]. It
will show database error messages, which frequently provide crucial facts that enable an attacker to
learn the application’s database specifics. The attack goal includes identifying injection parameters,

12
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performing database fingerprinting, and extracting data. This attack assists an attacker in gathering
critical information concerning the nature and function of the back-end database of a web
application [8]. The attack is thought to be a practice run for future attacks aimed at gathering
information. This attack takes advantage of the fact that the default error pages on application
servers are frequently excessively descriptive [7].

Stored procedure query

Here, an attacker can use this technique to modify the database’s stored procedures [1]. Both
authorized and unauthorized users will receive true or false results from the process. The users can
save their features and use them whenever they want. A collection of SQL queries is provided with
the feature to use it. The intruder uses malicious SQL codes to execute the database’s built-in stored
procedures [8]. This leads to cause the cached stored procedure query plans being recompiled. A
stored procedure’s constraint is that it can only be used in the database.

Inference query

In this attack, the query is recast as an operation and executed based on the answer to a true or
false question about database data values [10]. For this method of injection, attackers attempt to
break into a site that has been sufficiently protected that when an injection is successful and there is
no accessible feedback in the form of database error messages. Since database error messages are
not available to provide feedback and attackers must rely on another approach to get a response
from the database.

Existed prevention methods. This section provides an overview of the existed approach and
explains the rationale for detecting SQL injection.

A. Any comment character is present

Having a single or multiple lines comment character in a statement generated from an
application is not a common practice by the programmers. The reason is that when a user executes
her/his query in the applications, she/he never includes a comment with it. On the other hand, the
attackers use this approach to include a comment character after their malicious command to let the
system neglect the rest of the query maintained by the application.

B. Number of semicolons

The SQL statements are terminated with one semicolon at the end of it. When an attacker
injects her/his malicious commands in the middle of the statement, she/he places a semicolon and
then comments the rest of the statement, which result in having multiple semicolons. As we are
dealing with it as a string and not command, we can identify if multiple semicolons are present or
not.

C. Presence of always true conditions

Always true conditions rarely can be found in the benign SQL statements while they are the
most common terms used by attackers in their injection to make the condition always satisfied after
the OR operator. Researchers have considered this approach; however, they only have considered
the checking for number1=numberl, variablel=variablel, and ‘string’=’string’. In our approach, we
add the checking for numberl!=number2, variablel!=variable2, and ‘stringl’!="string2’ so that it
will also always return a true value.

D. The number of commands per statement

Regular queries generated by applications usually consist of one request only such as
SELECT. When an attacker injects her/his code in the original SQL statement, it results in having
one statement with more than one requests.

E. Presence of abnormal commands

When an application reads the input from a user and inserts it into a statement, it usually uses
SELECT, INSERT, or DELETE requests. Having statement coming from the application with
DROP, CREATE, COMMIT, ROLLBACK, GRANT, REVOKE, and DECLARE, requests may
indicate that a malicious action is happening.

F. Presence of special keywords

Having a statement coming from an application, which is operated by a user requesting for the
version of the SQL server, could indicate a malicious action. A set of similar keywords are used to
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be checked in the statement through the developed features identifier code. If any of the keywords
Is present, the program will detect it.

Conclusion. This paper involves SQLI statements and analyzes them based on their
principles to detect whether malicious commands are injected into the system and protect the
system from this type of attack.
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Annotation. This project demonstrates how to build a speaker recognition system using deep
learning techniques. The system uses MFCC to extract features from audio data and capture
spectral and time domain information of speech. After comparing traditional classification
methods and neural network classification methods, then chooses a recurrent neural network
(RNNS) to process of sequence data using. The project was trained and evaluated on the famous
audio dataset VoxCelebl to train and evaluate various speaker recognition models using python.
The system achieved a test accuracy of 93%. This result demonstrates that the system is able to
effectively distinguish between different speakers.

Keywords: Speaker Recognition, MFCC, Deep Learning, Recurrent Neural Networks

Introduction. Speaker recognition is a biometric technology that utilizes the voice
characteristics of a speaker to verify or identify his or her identity. Traditional speaker recognition
systems rely on manually created features and machine learning algorithms that can be limited in
terms of accuracy and robustness. Deep neural networks can learn complex data representations and
have achieved state-of-the-art results in various speaker recognition tasks.

In this paper, we introduce different classification methods and compare the limitations of
traditional classification methods compared to neural networks. In recent years, deep learning has
become a powerful tool for speech and audio processing tasks. Therefore, we propose a deep neural
network-based speaker recognition system. In this system, the audio recordings are segmented into
different segments, preprocessed to remove noise, features are extracted from the audio data by Mel
Frequency Cepstrum Coefficients (MFCC), and then the sequence data is processed using Recurrent
Neural Networks (RNN). We evaluated our system on the VoxCelebl dataset and tested it with 93%
accuracy. Deep neural networks can learn complex representations of speech data and can be used to
build robust and accurate speaker recognition systems.
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Main Part. The collected speech information is first removed from the muted portion and then
noise reduction is performed using adaptive filtering or spectral subtraction to facilitate further
subsequent processing. MFCC stands for Mel-Frequency Cepstral Coefficients, and it is a technique
for extracting features from audio signals that are useful for speech recognition and other tasks. Here
is the MFCC process:

1. Pre-emphasis. The first step is to apply a pre-emphasis filter to the audio signal, which boosts
the high-frequency components and reduces the effect of noise. The pre-emphasis filter is a first-order
high-pass filter, and it can be expressed as:

y[n]= x[n]—ax[n-1]

Where x[n]is the input signal, y[n]is the output signal, and a is a constant between 0.9 and 1.0.

2. Framing and windowing. The next step is to divide the signal into short frames of equal
length, typically 20 to 40 milliseconds. This is done because the frequency spectrum of the signal
changes over time, and we want to capture the local characteristics of the signal. The frames are
usually overlapped by 50% to avoid discontinuities at the frame boundaries. Each frame is then
multiplied by a window function, such as a Hamming window, to reduce the spectral leakage caused
by the finite length of the frame. The window function can be defined as:

w[n]=0.54-0.46 cos(ﬂj
N -1
Where w[n] is the window function, N is the frame length, and n is the sample index.
3. Fourier transform. The third step is to apply the discrete Fourier transform (DFT) to each
frame to obtain the frequency spectrum of the signal. The DFT can be computed as:

X[k] = Zx[n]vv[n]ej;’[“

Where X[k] is the DFT of the frame, x[n]is the signal, w[n]is the window function, N is the
frame length, k is the frequency index, and j is the imaginary unit.

4. Mel filter bank. The fourth step is to apply a set of triangular filters to the frequency spectrum
to approximate the human perception of sound frequency. The filters are spaced according to the mel
scale, which is a nonlinear scale that relates the perceived pitch of a sound to its actual frequency. The
Mel scale can be defined as:

f
m=2595log, | 1+ —
gl"( 700)

Where m is the Mel frequency, and f is the linear frequency. The filter bank consists of a
number of filters, typically 20 to 40, that cover the entire frequency range. Each filter has a triangular
shape, with a peak at the center frequency and zero values at the edges. The filter bank can be
represented as a matrix, where each row corresponds to a filter and each column corresponds to a
frequency bin. The filter bank can be applied to the spectrum by multiplying it element-wise and
summing up the results. This produces a vector of filter bank energies, which represent the amount of
energy in each filter.

5. Logarithm. The fifth step is to take the logarithm of the filter bank energies to compress the
dynamic range and mimic the human loudness perception. The logarithm can be expressed as:

S[m]=log[K21H[m,k]| XIK] |2j

k=0
Where S[m] is the log filter bank energy, H[m,K] is the filter bank matrix, X[k] is the spectrum,
m is the filter index, k is the frequency index, and K is the number of frequency bins.
6. Discrete cosine transform. The final step is to apply the discrete cosine transform (DCT) to
the log filter bank energies to obtain the MFCCs. The DCT can be computed as:

C[n]= &MZlS[m] cos(%n(m +%D

Where C[n] is the MFCC, S[m] is the log filter bank energy, n is the cepstral index, m is the
filter index, and M is the number of filters. The DCT reduces the correlation between the filter bank
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energies and decorrelates the features. Usually, only the first 12 or 13 coefficients are kept, as they
contain most of the relevant information. The MFCCs can also be augmented with the energy of the
frame and the first and second derivatives of the MFCCs to capture the temporal dynamics of the
signal.

A cornerstone in speech processing, MFCCs approximate the frequency resolution of the

human auditory system. Through mathematical transformations applied to the frequency spectrum,
MFCCs distill complex information into a compact yet expressive representation, crucial for nuanced
speech pattern recognition. The resulting MFCC features are a compact representation of the speech
signal that captures important information about the speaker's voice.
Feature extraction is the method and process of using computers to extract characteristic
information in sound signals. During the speech recognition process, the text will be converted into
a coded form and separated into syllables, phonemes, etc. Feature extraction is a crucial phase in the
speech recognition process, involving the distillation of pertinent information from the preprocessed
speech signal. This section delves into specific techniques employed to extract distinctive features,
laying the groundwork for subsequent model training and recognition. Speaker recognition system
whole workflow as Figure 1.

[ |
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Feature Extraction
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Unknown
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Figure 1 — Speaker recognition system workflow

Spectrum Analysis

Spectrum analysis is an important part of feature extraction, aiming at revealing the basic frequency
characteristics inherent in speech signals. The process of MFCC feature extraction is as follows:
firstly, the speech signal is divided into several segments according to the time; then, the fast
Fourier transform is performed on each segment of the signal, and the optical spectrum can be
obtained after the transformation; according to the energy envelope of the optical spectrum, the
energy envelope is discretized, and a vector can be obtained. This vector is the MFCC vector.

And the peaks and modes in the spectrogram can represent specific frequencies or modes in the
audio signal. For example, a formant in speech can be recognized as a concentration of energy at a
specific frequency.

Temporal Feature

Determines the fundamental frequency of the speech signal, representing the perceived pitch of the
speaker's voice. Pitch extraction aids in capturing intonation patterns and is valuable for recognizing
emotions and nuances in speech.

Zero Crossing Rate: Quantifies the rate at which the speech signal crosses the zero-amplitude axis.
This feature is useful for discerning voicing characteristics and is applied in various speech analysis
tasks.

Statistcal Feature
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Extract statistical measures such as mean, variance, skewness, and kurtosis from the speech signal.
These measures offer insights into the distribution and characteristics of the signal.
Energy Computation: Compute the energy of the speech signal over different frequency bands.
Energy features help in distinguishing between voiced and unvoiced segments of speech.
The combination of spectral, temporal, and statistical features creates a comprehensive
representation of the speech signal. These features collectively capture the nuanced patterns and
variations essential for accurate speech recognition. To enhance computational efficiency and
reduce redundancy, dimensionality reduction, the technique of Principal Component Analysis
(PCA) is applied to the feature set. This step retains the most relevant information while minimizing
the number of features.
Effective feature extraction transforms raw speech signals into compact, informative
representations, laying the groundwork for subsequent stages in the speech recognition process.
These features serve as the input to models, such as Recurrent Neural Networks (RNNs), fostering
accurate and efficient recognition of spoken language.
This system uses Librosa (a Python package for audio analysis) provide tools to analyze and
visualize audio data, including functions for optimizing feature extraction, time-series
representation, and visualization of audio signals. It is commonly used in the field of music
information retrieval and audio signal processing.

Speech recognition technology classification
The first category is model matching methods, including vector quantization (VQ), dynamic time
warping (DTW), etc;
The second category is probabilistic statistical methods, including Gaussian Mixture Model
(GMM), Hidden Markov Model (HMM), etc.;
The third category is discriminator classification methods, such as support vector machine (SVM),
recurrent neural network (RNN), deep neural network (DNN), etc., as well as various combination
methods.
Speaker recognition is actually a process of encoding first and then decoding. Signal processing and
feature extraction are the encoding process. In other words, it is a pattern recognition based on
speech feature parameters. That is, through learning, the system can classify the input speech
according to a certain pattern, and then find the best matching result based on the judgment criteria.

Neural networks

Recurrent Neural Networks (RNNs) are neural networks that process sequential data, such as
speech or text. In speech recognition, RNNs can learn the contextual information of the speech to
improve the accuracy of the recognition. The role of MFCC is to extract relevant features from the
audio data and then feed these features into subsequent layers of the RNN for higher level
processing and interpretation. This integration improves the overall performance of the speech
recognition model. Because of its ability to model sequential dependencies and capture temporal
patterns in the data, the RNN is well suited for some aspects of speaker recognition. RNNs can also
be used to model the variability in speech patterns, which is essential for robust speaker recognition
systems.

When defining the RNN model, ReLu and SoftMax are activation functions used in different layers
of the neural network model. ReLU (Rectified Linear Unit) is an activation function commonly
used in hidden layers of neural networks. Mathematically, it is defined as (f(x) = \max (0, x)), which
means that the output is zero for negative inputs and equal to the input for positive inputs. ReLU
helps introduce non-linearity to the model, allowing it to learn complex patterns.

SoftMax is an activation function used in the output layer of a neural network for multi-class
classification problems. It converts the raw output scores (logits) into probability distributions over
multiple classes. The output of the SoftMax function is a vector where each element represents the
probability of the corresponding class. The class with the highest probability is predicted as the
final output. In the below model architecture, the last layer uses SoftMax activation to obtain
probability distributions over the different classes (speakers) for the final prediction. The preceding
layer uses relu activation for introducing non-linearity in the hidden layer. The choice of activation
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functions depends on the nature of the problem and the desired properties of the network.

What’s more, different types of loss functions serve different purposes, and the choice often
depends on the nature of the problem you are trying to solve, this system uses Binary Crossentropy,
Categorical Crossentropy, Sparse Categorical Crossentropy to evaluate the result.

Conclusion. The proposed system implements a speaker recognition system based on Neural
Networks using python. In experiments using the audio dataset VoxCelebl as the training set and
test set, splitting the data into 70% train and the remaining will be split equally into validation and
test datasets. The training parameters are set to learn at a rate of 0.001, and the optimizer uses
Adam.

The training process monitors the classification accuracy and loss function changes. The
project used accuracy, precision, recall, and F1-score as evaluation metrics. The results of the
project showed that the neural network model performed the best on all metrics, achieving 0.95
accuracy, 0.93 precision, 0.95 recall, and 0.98 F1-score. The test results on the validation set can
reach nearly 90% accuracy. In summary, the system achieved a test accuracy of 93% on the
VoxCelebl dataset. It is shown that the use of neural networks combined with MFCC features is
effective for speaker recognition tasks.

0.5 —— Training Loss

Validation Loss

0.4 1

0.3 4

Loss

0.2 1

0.1

Epochs

Figure 2 — Speaker recognition implementation and train results

Of course, it has many shortcomings and needs to deal with the effects of multiple factors,
such as noise, accent, speech rate, intonation, and context. These factors can lead to changes and
interference in the speech signal, reducing the accuracy and robustness of speech recognition.
Therefore, algorithms and techniques for speech recognition need to be continuously optimized and
improved to adapt to different speech scenarios and requirements.
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AHHOTaumsA. [lokasaH noaxoa K MOCTPOEHMIO CUCTEMbl Pacno3HaBaHUS AMKTOpa C
NCNonb3oBaHNeM METOAOB rnybokoro obyyeHus. Cuctema WUCMONb3yeT Men-4acTOTHbIe
KencTpanbHble KO3hMdUUMEHTbI B KayeCTBE XapaKTepUCTUK ayanoaaHHbiX. [MpoBeaeHo
CpaBHEHME  TPaAMUMOHHBIX  METOAOB  Kiaccudukaumm w Knaccudukaumm ¢
NCMONb30BaHWEM HEMPOHHbLIX CeTell, MO pe3ynbTaTaM CpaBHeHWs Anst 0bpaboTku
peYeBbIX CWUrHanoB BbIGpaHbl pekyppeHTHble HelpoHHble cetn (RNNs). Mopens,
peanu3oBaHHasl Ha $3blke MporpammupoBaHns Python, 6bina obyuyeHa Ha paartacete
VoxCelebl. TouHOCTb pacno3HaeBaHus (accuracy) coctasuna 93%, 4TO NO3BONSET
mMoaenu 3pdeKTUBHO pacno3HaBaTb PasfMyHbIX AMKTOPOB.

KnroueBble cnoBa: pacrno3HaBaHue auktopa, MFCC, rnybokoe ob6yueHue,
PEKYPPEHTHbIE HEMPOHHbIE CETU
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Annotation. The report presents the results of the justification and development of the
technique

of vulnerabilities searching and analyzing in information systems. This technique is based
on the use of the OpenVAS vulnerability scanner and Windows or Kali Linux operating
system.

Keywords: vulnerabilities, scanner OpenVAS, network security, CVE, NVD, Windows,
Kali Linux.

Introduction. Vulnerabilities, in the context of cybersecurity and software engineering,
refer to weaknesses or flaws within a system that could be exploited by attackers to
compromise

the security of the system. These vulnerabilities can exist in various components of
software, hardware, networks, or even human processes. They create opportunities for
unauthorized access, data breaches, denial of service attacks, or other malicious activities.
Vulnerabilities have been registered by MITRE as a CVE (Common Vulnerability or
Exposure), and assigned a Common Vulnerability Scoring System (CVSS) score to reflect
the potential risk it could introduce to your organization. This central listing of CVEs serves
as a reference point for vulnerability management solutions.

A vulnerability scanner is a software tool designed to assess computers, networks,
or applications for security weaknesses or vulnerabilities. These tools typically automate
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the process of identifying potential vulnerabilities by scanning for known security flaws in
software, configurations, or network infrastructure. Vulnerability scanners can be either
passive or active. Passive scanners observe network traffic and analyze it for potential
vulnerabilities without interacting with the target system directly, while active scanners
actively interact with the target system to identify vulnerabilities.

Several well-known commercial vulnerability scanners are widely used in the cybersecurity
industry to assess the security posture of networks, systems, and applications: Nessus,
GFI LANguard, XSpider (MaxPatrol). These scanners offer advanced features,
comprehensive vulnerability databases, and professional support services. Unlike the listed
scanners, OpenVAS, which stands for Open Vulnerability Assessment System, is an open-
source vulnerability scanning and management tool. OpenVAS conducts comprehensive
scans of network infrastructure, including servers, endpoints, and network devices, to
identify security vulnerabilities. It employs various scanning techniques, including remote
and authenticated scanning, to detect vulnerabilities in both online and offline systems.
The  OpenVAS vulnerability  database includes about 52,000 checks,
the so-called Network Vulnerability Tests (NVTs), as well as a connection to the CVE
database, which describes known vulnerabilities. OpenVAS integrates with the National
Vulnerability Database (NVD) and other sources of vulnerability intelligence to maintain an
extensive database
of known vulnerabilities. This enables it to provide up-to-date information on security
flaws

in software, operating systems, and third-party applications. Due to the indicated
advantages

of OpenVAS compared to other vulnerability scanners, this software tool was chosen as a
tool

for developing the technique [1-5].

Main Part. The OpenVAS vulnerability scanner can be installed using VirtualBox as a
virtual machine. To do this you need to follow these steps.

Step 1. Set the following parameters of the virtual machine to be installed in
VirtualBox: operating system — Other Linux, RAM — 5120 MB, processors — 2, video memory
— 9 MB, media — downloadable OVA file, network — network bridge.

Step 2. Complete the virtual machine installation process.

Step 3. Start installed machine and log in using the following login information: login —
admin, password — admin.

Step 4. Create a new web administrator account.

Step 5. Open the web browser and enter the IP-address of virtual machine.

Step 6. Log in with the web administrator account created during the installation of the
virtual machine.

The OpenVAS vulnerability scanner can also be installed in the Kali Linux operating
system distribution. To do this, you need to follow the following steps.

Step 1. Completely upgrade your Kali Linux system by using the: sudo apt update &&
sudo apt upgrade -y command.

Step 2. Run the following command to download OpenVAS: sudo apt install openvas.

Step 3. Run the OpenVAS installer by running the following command: sudo gvm-
setup.

Step 4. Generate a password for the first login.

Step 5. Check the OpenVAS settings by using the following command: sudo gvm-
check-setup.

Step 6. Generate a new administrator password.

Step 7. Open the web interface: http://localhost:9293 or http://127.0.0.1:9392.
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Step 8. Log in using the following credentials: username — admin, password — the new
administrator password generated during installation

Generally speaking, the appliance can use two different approaches to scan a target:
Simple scan or authenticated scan using local security checks. The following steps have to
be executed to configure a simple scan:

Step 1. Creating a target.

Step 2. Creating a task.

Step 3. Running the task.

Conclusion. During testing of the developed technique on 4 computers with
operating systems Window 7 and Window 10, 4 vulnerabilities were discovered: 2 high risk
vulnerabilities: SMB Brute Force Logins with Default Credentials (username and password
are the same), Microsoft Windows SMB Server Multiple Vulnerabilities-Remote (Microsoft
MS17-010); 1 medium risk vulnerabilities: DCE/RPC and MSRPC services enumeration
reporting; 1 low risk vulnerabilities: TCP timestamps.
It should be noted that OpenVAS provides the ability to generate reports based on the
results of the scan performed. Reports can be displayed in the web interface and
downloaded in a variety of formats making it easy for developers to use to fix vulnerabilities
as well as monitor.
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A structural diagram of the process of identifying an announcer using a neural network is considered. A method of identifying the voice of an
announcer based on a neural network with a three-layer perceptron architecture is disclosed.

Today, one of the priority tasks for ensuring information security is to protect the speaker's speech. The
solution of this problem is carried out using passive and active methods of information protection

In cases of protection of premises using active methods, white, pink and speech-like noise generators are
used. In a number of experiments, it has been proven that the best masking effect is obtained using
vibrations similar in spectral composition to the speech signal. Accordingly, in order to protect voice
information, it is advantageous to give preference to speech-like interference protection systems.

In order to increase the efficiency of voice information protection, and thereby reduce the speaker speech
intelligibility, it is proposed to use an announcer identification module for reconnaissance equipment using a
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neural network, which will allow generating speech-like interference in the future in accordance with the
voice features of the announcer.
The essence of identifying a speech announcer is to select, classify, and then respond to human speech
from the input audio stream [1].
Announcer identification is the process of identifying a person from a voice pattern by comparing a given
sample with patterns stored in the announcer database.
All speech recognition systems can be divided into two classes: -

1. narrator-dependent systems; -

2. systems independent of the announcer.
Given that human speech is highly variable, high-efficiency real-time identification of announcers requires
high-speed computing. One way to solve speech identification problems is to use neural networks.
In any speech recognition system, there is always a step of comparing the input signal with the available
standards. Regardless of the presence or absence of pre-processing of the signal (highlighting the main
features, converting to another form in the new parametric space, etc.), the signal is a vector in the
established parametric space, which will later be compared with vectors stored in memory to determine its
belonging to a certain class.
Main stages of speech signal classification:
1. Extracting features from the input speech signal.
2. Build the narrator model (template) based on the feature vectors obtained in the previous step [2].
The procedure for identifying the announcer taken into account in the system by the input voice signal in all
methods consists in selecting the most suitable saved model based on any criteria.
At the moment, there are various methods for classifying the speech signal, which allow solving the problem
of identifying the announcer by voice. The most common are:

- dynamic programming method;

- vector quantization method;

- method of Gaussian mixtures;

- support vector method;

- hidden Markov model.
It is proposed to identify the announcer according to the scheme indicated in the figure below
(Figure 1).
On an entrance of the module of voice identification of the announcer the audio signal arrives record of
which happens via the microphone connected to an entrance of the sound card of the computer or already
earlier written down signal is used. The acoustic component will transform a signal to a digital form with the
set sampling frequency parameters. Then cleaning of a signal from noise, removal of the sites which are not
bearing information is carried out, normalization of a signal and its splitting into the fixed intervals in a time
domain on whom characteristics will be defined is carried out. In the block of allocation of characteristic signs
there is an allocation of characteristic signs of a signal by means of Gilbert's transformation - Huanga. On an
entrance of the "neural network" block the result from the previous block gets, further actions depend on the
choice of an operating mode.

Signal to Digital

o | Feature Extraction
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Unit

P Pre-treatment side > neuronet

Announcer P
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l
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Figure 1. Block diagram of the narrator identification process
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When choosing "training," data is transmitted to the training unit of the neural network, where it is trained and
transmitted to the database. When choosing the "recognition" mode, the data goes to the identification unit,
and data from the database unit with already stored data also comes to this unit. Then there is identification
and classification (determination of belonging to a certain class), then the result of the announcer type is
sent.

It is worth considering that before starting work, the user must add a database of announcers and train a
neural network.

A neural network is a computational system or machine created to simulate analytical actions performed by a
human brain and is a structure of neurons connected to each other and characterized by their internal
properties, individual topology (architecture), as well as learning rules for obtaining the desired output signal.
Neural networks are models based on machine learning, that is, they acquire the necessary properties in the
learning process, which consists in iteratively adjusting the network weights according to some rule called
the learning algorithm.

One of the stages of the neural network functioning is training, during which data from the training set is
alternately received at its input in order to adjust the weight coefficients of synaptic connections to obtain the
most adequate signal at the output of the neural network. Training is carried out by sequential presentation
of input vectors with simultaneous adjustment of weights in accordance with a certain procedure. During
training, the weights of the network gradually become such that each input vector produces an output vector.
There are three learning algorithms: "with teacher,” "without teacher" (self-study) and mixed. In the first case,
the neural network has the correct responses (network outputs) to each input example. Weights are adjusted
so that the network produces answers as close as possible to the known ones. Teaching without a teacher is
associated with such a concept as a pattern - by processing significant amounts of data, the algorithm must
first independently identify patterns. At the next stage, based on the identified patterns, the machine
interprets and systematizes the data. In mixed learning, some of the weights are determined through
teaching with a teacher, while the rest is obtained through self-learning.

To solve the classification problem, it is proposed to use a neural network with a three-layer
perceptron architecture. Its advantages include a comparative simplicity of analysis and a fairly high
classification efficiency. By using the continuous excitation function, such networks are capable of
generalizing the training set.

In conclusion, it is worth noting that the proposed method of identifying an announcer using a neural
network with a three-layer perceptron architecture will reduce the time and resources spent, which in turn will

increase the efficiency of the voice protection system.
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FACE RECOGNITION SYSTEM BASED ON
PRINCIPAL COMPONENT ANALYSIS
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Annotation. Principal component analysis is a commonly used feature extraction
technology in face recognition. It can reduce the dimension of data while trying to retain
the characteristics of the original data. Face images can be reduced in dimension through
principal component analysis, which can effectively reduce the number of features and
simplify the model. the complexity. The application of support vector machines in face
recognition is based on its powerful classification ability that can effectively find decision
boundaries in feature space and distinguish different categories (i.e. faces of different
people). Based on the respective advantages of principal component analysis and support
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vector machine, this article will discuss a face recognition method based on
a combination of principal component analysis and support vector machine support
vector machine method, and implement the system through MATLAB.

Keywords: face recognition, principal component analysis, support vector machine,
MATLAB.

Introduction. In recent years, with the rapid development of smart devices, facial
recognition technology has become more and more widely used. At the same time, in the
research field, various face recognition methods are emerging in endlessly. Among many
methods, face recognition methods based on PCA and SVM are mainstream methods.
Principal component analysis (PCA) [1], the discrete K-L transform, is the best orthogonal
transform in image compression. PCA is a dimensionality reduction technique mainly used
in the preprocessing stage of data. It transforms the original data into a new coordinate
system through linear transformation, maximizing the variance of the data on the first few
coordinate axes of the new coordinate system. Support vector machine (SVM) is a
supervised learning method mainly used for classification and regression analysis. It
separates different classes of data as accurately as possible by finding the best hyperplane in
the feature space [2, 3].

In the process of combining PCA and SVM for image recognition, PCA is first used to
reduce the dimensionality of the original high-dimensional data, extract the most
important features, and then use SVM for classification. This combination takes advantage
of the advantages of PCA in data preprocessing and feature extraction, and the efficiency
and accuracy of SVM in high-dimensional data classification, making the entire recognition
process both efficient and accurate. This paper implements a face recognition system
based on PCA and SVM through MATLAB, and conducts experiments using the ORL face
library. The recognition rate during training is as high as 94 %.

Main Part. In the face recognition system based on PCA and SVM, the PCA method is
first used to reduce the dimensionality of the image, which not only reduces the data size
but also retains key features, thereby improving the efficiency of subsequent processing.
Then, the SVM model is used to train and predict the dimensionally reduced data to achieve
accurate face recognition. This process effectively combines the data reduction advantages
of PCA and the powerful classification capabilities of SVM, making it an ideal choice for
processing high-dimensional data and identifying complex patterns. Figure 1 shows the
workflow of the entire system. This system will use the ORL face database as the training
set and test set. This data set contains 40 directories, each directory has 10 images, and
each directory represents a different person. All images are stored in PGM format, and each
image is a 92x112 pixel, 256-level grayscale image. For the images in each directory, these
images were collected at different times, under different lighting conditions, with different
facial expressions and facial details. In the experiment of this system, 5 images of each
person will be randomly selected as training images to form a training set of images, and
the remaining 5 images form a test set.
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Figure 1 — PCA-SVM face recognition system workflow

The PCA method is an effective feature extraction method and is widely used in the field
of pattern recognition, especially in face recognition research. By converting mrn-
dimensional two-dimensional face images into one-dimensional vectors, for example, a
92x112 image in the ORL face database can be regarded as a 10304-dimensional vector.
In the high-dimensional space represented by these vectors, due to the similarity of the
face structure, it can be effectively represented by a lower-dimensional subspace. This
subspace is called “face space”.

The main idea of PCA is to find those vectors that best describe the distribution of images
in image space. These vectors can define the "face space". The length of each vector is
mn, describes an image of mn, and is a linear combination of the original face image,
called an “eigenface”. For a face image of mn, connect each column to form a column
vector of size D= mn dimension. D is the dimension of the face image, that is, the
dimension of the image space. Assume N is the number of training samples; x, represents
the face vector formed by the /" face image; v is the average image vector of the training
samples, equation (1) represents the calculation of ¢, then the covariance matrix of the

required samples is equation (2):
N

2%

u= J:N : (1)
S, = AAT =i(xj —u)(x; —u)". (2)

j=1

According to the K-L transformation principle, the new coordinate system to be obtained
consists of the eigenvectors corresponding to the non-zero eigenvalues of the matrix AA4'.
The calculation amount of direct calculation is relatively large, so the singular value
decomposition (SVD) theorem is used to solve the eigenvalues and eigenvectors of AA'.
According to the SVD theorem, let / (/= 1, 2, ..., r) be the r non-zero eigenvalues of the
matrix AAT, and v be the eigenvector of AA" corresponding to 4. Since the larger the
eigenvalue is, the greater the contribution of the corresponding eigenvector to image
recognition is. Therefore, the eigenvalues are arranged according to size with use of
equation (3):

p=min| 21— |>09,k<r. (3)
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Select the eigenvectors corresponding to the first p eigenvalues to form the dimensionally
reduced eigenface subspace. Then the orthogonal normalized eigenvector v of AA™. Tis
according to the equation (4):

=2 o102 . (4)

N
The eigenface space is according to the equation (5):
W = (u,u,,Us,...,u.). (5)

Project the training sample y into the “eigenface” space Wto obtain a set of projection vectors Y,
equation (6) represents the calculation of ¥, which constitutes the training sample database for
face recognition.
Y=WTY. (6)

After PCA transformation and dimensionality reduction of the image, an SVM classifier
needs to be used for training and testing. The working principle of the classifier is to first
learn the samples, pre-discriminate the samples, and learn and classify the extracted
feature vectors. After classifying the classes, the test objects can be classified and
discriminated by passing the test objects through the classifier. For this system, face
recognition is also realized. The classification idea of SVM is based on structured risk
minimization, taking into account the minimization of training error and test error, which is
specifically reflected in the selection of classification models and model parameters. It can
effectively guarantee the classification accuracy in small sample problems. The key to
nonlinear support vector machines is how to map from low dimensions to high
dimensions. This mapping relationship is called the kernel function and theoretically needs
to satisfy Mercer's theorem. This system uses the currently mainstream RBF (radial basis
kernel function), which implements a support vector machine classifier based on RBF [4].
This system directly uses the libsvm toolbox for SVM classification [5]. The libsvm toolbox
is a simple, easy-to-use SVM pattern recognition and regression machine software
package developed by C.JLin and others at National Taiwan University. This software
package uses convergence The algorithm was improved based on the performance proof
results and achieved good results. libsvm implements a total of 5 types of SVM; C-SVC, u-
SVC, One Class-SVC, e-SVR and v-SVR, etc.
When training SVM, the impact of kernel functions and related parameters on model
performance should be considered. This article uses the default RBF kernel function. First,
the cross-validation method is used to find the best parameter ¢ (penalty factor) and
parameter g (variance in RBF kernel function), and then the best parameters are used to
train the model. It is worth mentioning that when the performance of the models is the
same, in order to reduce the calculation time, it is preferable to choose a parameter
combination with a smaller penalty factor ¢ This is because the larger the penalty factor ¢
the more support vectors will be obtained in the end, and the amount of calculation will
increase. The larger the value, the trained SVM model can be directly used for face image
classification. The best accuracy obtained through cross-validation during the SVM training
process is 94 %. After completing the SVM classification training, we have the SVM model,
and we can use the trained SVM model to test the test set.

Conclusion. The proposed system implements a face recognition system based on
PCA and SVM methods through MATLAB. In experiments using the ORL face database as
the training set and test set, the PCA-SVM method's face recognition achieved the best
accuracy of 94 % through cross-validation during the SVM training process, and in the test
on the test set The recognition rate is 85.5 %. The function implemented by this system is
only the face recognition function. The complete face recognition process also includes the
face detection part. If occlusion, posture transformation, etc. are involved, the recognition
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method may still need to be adjusted.
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CUCTEMA PACNO3HABAHUA JTINLL HA OCHOBE
AHAJIN3A TMABHbIX KOMMOHEHTOB
N METOA ONOPHbIX BEKTOPOB
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HayuHbid pykosogutesis: bovinpas O.B. — KaHANAAT TEXHUYECKUX HAYK, JOLEHT Kagesaps! 31

AHHOTaUMA. AHaNM3 rNaBHbIX KOMMOHEHTOB — 3TO LUMPOKO MCMOSib3yeMasi TEXHOMorms
M3BNEYeHMs1 MNPU3HaKoB Mpu pacnos3HaBaHuM vy, OHa MNO3BONASIET YMEHbLIWTb
pa3MepHOCTb aHaNM3NPYEMbIX AaHHbIX NPU COXPaHEHNW UX XapaKTepUCTUK. B yacTHocTu,
npyv WCMNoSb30BaHUM 3TOr0 MeTOAa MOXHO YMEHbLUUTb pa3Mepbl aHaIu3npyeMbIxX
N306paXKEHNA NULL U 33 CYET 3TOro 3(PEKTUBHO YMEHBLUUTb KOMMYECTBO (YHKLMIA,
HeobxoAMMbIX AN aHanu3a, M ynpocTUTb MoAefb W CAOXHOCTb 3TOro mnpouecca.
lNpvMeHeHne MeToAa OMOpHbIX BEKTOPOB B pacrno3HaBaHMM /ML, OCHOBAHO Ha
BO3MOXHOCTM 3((EKTUBHO HaXoAWTb C €ro  WCMOSIb30BAaHWEM TPaHULbl  peELLIEHWIA
B NPOCTPAHCTBE MPU3HAKOB U pasnnyaTh pa3Hble kaTeropuu (T. €. nua pasHbIX Jlogen).
B cTtaTbe npencTaBnieH peanv3oBaHHbIn ¢ nomollbto MATLAB MeToa pacrnosHaBaHus v,
OCHOB@HHbI Ha COYETAHWM aHaNnM3a [NaBHbIX KOMMOHEHTOB W METOoAA OMOPHbIX
BEKTOPOB.

KnroueBble csioBa: pacrno3HaBaHWe N, aHanu3 rnaBHbIX KOMMOHEHT, MeTo[ OMOPHbIX
BekTopoB, MATLAB.
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Hay4Hble pykosogutesm.: benoycoBa E.C.— KaHAMAAaT TEXHUYECKUX HAYK, AOLIEHT Kageapbl 3U;
Marbyes B.J1. — 3aBEAYOLMI 71860paToOpun «UHGOPMALIMOHHAS 6E301acHOCTb»
HaumoHaibHOro 4eTcKoro TexHornapKa

AHHOTaumA. B MaTepranax goknaga npeactaefeHbl pe3ynbTaTbl pa3paboTku cpeacTsa
M30MMPOBaHHOro 3anycka npunoxeHui VinDoctor. Ha ocHoBe u3yueHus obLiei cxembl
paboTbl coBpeMeHHbIX SandBox W aHanmMsa WX [AOCTOMHCTB W HEeJOCTaTKOB 6bin
pa3pabotaH anroput™M paboTbl M NOMb30BaTeNbCKMMA  UHTepdenc  cpeacTsa
M30NMPOBAHHOrO 3arnycka npunoxenun VinDoctor. TecTupoBaHue pa3paboTaHHOro
cpeactBa nokasano, u4to VinDoctor He okasblBaeT BAMSIHUS Ha paboTy Bceit
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OI'IepaLlMOHHOﬁ CUCTEMbI B LIEJSIOM NO CPpaBHEHUIO C CYLLECTBYOWMMIU aHanoraMmun.

KnroueBble cnoBa: SandBox, cpeacTBO M30IMPOBAHHOIO 3arycka, BpPeAOHOCHbIE
(alnbl, CbEMHBIN HOCKTENb

BBegenne. CpenctBo  M30/IMPOBAHHOMO  3anycka  npunoxenun  (Sandbox,
necoyHMua) — 3TO BblAeNeHHas annapaTHas WM annapaTHO-NporpaMMHas cpeda ans
NCMoNHEHNs ¢annoB nporpamMMm. Takask TEXHONOrMS NMPUMEHSIETCS, KaK MpaBwio, Ans
3MynSiUMM  paboTbl MOAO3PUTENBHOrO MPOrPaMMHOINO KOoAa B M30/IMPOBAHHOW cpeae C
Lieibl0 CHKEHUSI BEpOSITHOCTU HapyLeHus paboTbl MpOAYyKTUBHBIX CUCTEM.

Obuwasa cxema paboTbl SandBox BkOYaET cneayrowme 3Tanbl:

1 Hayano paboTbl. 3anyck, WHUUMANM3AUMS OKPYXKEHWUS, MpoBepKa AOCTYMHOCTH
CUCTEMHbIX pecypcoB.

2 W3onaums npoueccoB. Co3aaHMe W30/MPOBAHHONO KOHTEWHEpA, OrpaHuyeHune
AocTyna K ¢anonBon cucteme.

3 KoHTponb goctyna. OnpegeneHve noNUTUK KOHTPONS AOCTyna ANs ynpaBneHust
AEVCTBUSIMU NMPUNTOXEHNS.

4 MoHuUTOpUHr. OTCNeXuBaHWE aKTUBHOCTU MPWIOXEHUS B peanbHOM BpEMEHW,
perncTpaums nonbiToK AOCTyNa K pecypcam n U3MEHEHMAM B CUCTEME.

5 ObHapyxeHune u npenoTepalleHne yrpo3. Peanusaums MexaHM3MoB OBHapy>XeHUs
BPEAOHOCHBIX AencTBui B SandBox.

6 3aBepLueHne paboTbl. OCTaHOBKa M 3aBepLUeHNe N30JIMPOBAHHOIO OKPYXXEHWS.

Takum 06pa3oM, MCMoNb30oBaHME CPeACTBa M30/IMPOBAHHOMO 3amycka MpPUIOXKEHWUN
NO3BOMISIET BbLISIBUTb HEM3BECTHble TuMbl KubepaTak Ha OCHOBAHWW MOBeAEeHYEeCKOro
aHannsa BpPeAoHOCHOro NporpaMMHoOro obecneyeHus.

CerogHs Ha pbiHKe Sandbox npov3BoaAUTENM npeanaratdT HECKONbKO BWAOB
peanu3auuMm CpeacTB W30/IMPOBAHHOIO 3arycka MpPUIOXEHUI: pelleHne Ha 6ase
annapaTHon nnatgopMbl WK peleHne Ha 6ase obnavHoro cepsBuca. CpaBHUTENbHbIN
aHanu3 coBpeMeHHbix Sandbox (Comodo Free Antivirus, 360 Total Security) nokasan, 4to
OHM SIBNSAOTCS He3hEKTUBHBIMU MpPU MPOBEPKE BPEAOHOCHbLIX (alifioB Ha BHELUHMX
CbEMHbIX HOCUTENSX, COAEPXALMX HEU3BECTHblE CUrHaATypbl W WUCMONb3yeMble Ans
peanusaumn kmbepartak Tuna zero-day. Tak, HanpuMmep, Comodo Free Antivirus Boobuie He
onpeaenun Ha CbEMHbIX HOCUTENSX BpeaoHOCHble dannbl, a 360 Total Security
onpeaensieT TOMbKO CUrHATYpHble BUPYCbl, HO MPWU 3TOM MPOMYyCKaeT BpPeAOHOCHbIE
ainnbl, NOCPeACTBOM KOTOPbIX HapyLIMTENb MOXET MOSyYUTb AOCTYN K OnepauvoHHOM
CUCTEMY U ynpaensaTb ee 3neMeHTamu. [lo3TOMy Ha OCHOBE MpOBeAEHHOro aHanu3a
cywectsyrowmnx SandBox pelueHui 6bi10 copMynMpoBaHO MNpeanoXxeHne paspaboTtaTtb
HOBOE CpeACTBO M30/MPOBAHHOMO 3arnycka, B KOTOPOM He 6yaeT Bcex npeacTaBieHHbIX
Bbille HeAOoCTaTKOB, KOTOpoe 6yaeT CnocobHO BbisIBNATL BPeAOHOCHbIE (ainbl pa3HbIX
BMAOB.

OCHOBHasi 4YacrTe. [N peanu3aumm CpeactBa  M30/IMPOBAHHOMO  3anycka
npunoxerui VinDoctor 6611 pa3paboTaH anroputM paboTbl NporpaMMbl (PUCyHOK 1).
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PvcyHok 1 — AnropuT™ paboThl CpeacTBa M30AMPOBaAHHOIO 3anycka npunoxeHuit VinDoctor

C nomoLlbio A3blka nporpaMmmupoBanust Java (JDK21) 6bin co3gaH 3proHOMUYHbIN
NOSIb30BaTENbCKUA  MHTEpdENC CpeacTBa  M30/MPOBAHHOrO  3arycka MpUIOXKEHUI
VinDoctor, npeactaBneHHbli Ha pucyHke 2. CkaHep ANS BHELHWX Hakonutenem 6bin
HanucaH Ha a3blke nporpammmpoBaHue Python 3.9.5.

PucyHok 2 — Monb3oBaTenbckuii MHTepdENC CpeacTBa U30MPOBAHHOMO 3arycka npunioxexuit VinDoctor

[Ana npoBeAeHWs TECTMPOBAaHWS MPOrpaMMHOro pelleHus 6bin paspaboTaH koA Ha
a3blke Python 3.9.5. Llenb TecTmpoBaHusl 3aknioyvanacb B CUCTEMATUYECKOM WM3MEpPEHUs
Harpy3ku Ha LeHTpanbHbI npoueccop (LiM), onepaTvBHyto NnamaTb 1 Anck npy paboTe co
CPeAcTBOM  M30/IMPOBAHHOIO 3anycka npuioXeHun. Mpu npoBeaeHMM TeCTUpPOBaHMS
MoSb30BaTeNb aKTMBHO B3auMoAeWcTBoBan ¢ nporpammoit VinDoctor, ucnonb3ys Bce eé
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BO3MOXHOCTM, @ UMEHHO: M3MEHS/T HAaCTPOMKM MPOrpaMMbl, OCYLLECTBAS/T CKaHMPOBaHWE
BHELLUHEr0 HOCUTENSI C BPEAOHOCHBLIM (hanyioM u ap.

3arkmoyeHne. B pesynbTate TecTMpoBaHuMs Obl0  YCTAHOBMEHO, YTO MNpwu
CKaHMPOBAHUWN BHELLUHErO0 HaKOMUTeNsi ¢ BPeAoHOCHbIM arnoM nporpammont VinDoctor
He3HaunTesNbHO YBennuMBaeTca Harpyska Ha L. MonyyeHo, 4To cpeaHss Harpyska Ha LMl
coctaBnset 8,27 %, mMakcumanbHas — 24,9 %, 4TO roBopuT O TOM, YTO pa3paboTaHHoe
CPeACTBO W30/IMPOBAHHOrO 3anycka npunoxeHuin VinDoctor He oka3blBaeT BMSIHME Ha
paboTy BCEN OMEepauMoOHHOM CUCTEMblI B LEOM MO CPaBHEHMIO C CyLLECTBYHOLWMMU
aHasoramu.

Cnincok simreparypbsl
1. Tepexos, C.TexHonorns Sandbox KaK CpeacTBo 06ecrieHeHns] KO6EPOE30racHOCTU /IEKTPOHHBIX MOCYAapPCTBEHHBIX YCITyr
/ C. Tepexos, 4. LLmbipes /) CONNECT. Mup uH@opMaLmoHHsix TexHorormi. — N@ 9, 2017. — C. 106—-109.
2. AHTUBUPYCHBIE TECOYHULIbI [INIEKTPOHHBIM pecypc]. — Pexum goctyna . https.//habr.comy/ru/articles/105581/—- fara AocTyrna
:11.02.2024.
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VINDOCTOR — ISOLATION LAUNCHING APPLICATIONS INSTRUMENT
Vinokurov A.A., Docenko E.V.
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Belousova E.S. — PhD (Tech.), associate professor at the information security department;
Maltsau V.L. — Head of the information security laboratory at National Children's Technopark'

Annotation. The results of developing for Isolation Launching Applications Instrument
VinDoctor was presented in this article. The operating algorithm and user interface for
the VinDoctor isolated application launcher were developed based on a studying of the
general operating scheme of modern SandBoxes and an analysis of their advantages and
disadvantages. Testing of the developed instrument VinDoctor showed that it does not
affect the operating system in comparison to analogues.

Keywords: SandBox, Isolation Launching Applications Instrument, malicious files, flash
memory card
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NMPOrPAMMHbIA MOAYJ1b OBHAPY)XEHUSA YIPO3 VIH¢OP]}4AL|MOHHOV1
BE3OMNACHOCTU B PEECTPE ONEPALMOHHbLIX CUCTEM CEMEUCTBA WINDOWS
boposey H.O.

2p. 367241

benopycckmvi rocyAapCTBEHHbIN YHUBEPCUTET MHBOPMATUKYU U PAANOS/IEKTPOHMKMY,
r. Murck, Pecriy6rimka besapyce

Hayurbivi pykosogutesb: [lysiko T.A. — KaH4. TEXH.HAYK, AOLEHT

AHHOTaumA. [aHHas cTaTbsl MpPeACTaBnsieT 0630p MPOrpaMMHOIO MOAY/S, KOTOPbIN
6ynet paspaboTaH ans obHapyXeHust yrpo3 MHAOPMaLMOHHON 6e30MacHOCT B peecTpe
OonepauMoHHbIX cucteM  cemeinctBa Windows. Moaynb  cneunanusvpyeTcs  Ha
0bHapyxeHun HeXenaTenbHOro NoAKI0YEHUS MOBUNbHBIX  TenedoHOoB "
He3aperncTpupoBaHHbix USB-HakonuTenen B OKasbHOM CETU OpraHu3aumM, KoTopble
MOryT MpeAcCTaBnsaTb Cepbe3Hylo yrposy ans 6e3onacHocTM wHdopmauun. AHanus
OCHOBHbIX Mpo6neM 6e30nacHOCTM, CBSA3aHHbIE C TaKMMK YCTPOWCTBaMW, U npeanaraloT
pelweHne B BMAe NPOrpaMMHOIO MOAYMsl, OCHOBAHHOrO Ha MOHWTOPUHIE peecTpa
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Windows n aHanuse VILI,eHTMd)MKaLMOHHbIX AaHHbIX NOAKNHOYEHHbIX YCTpOVICTB.

KnioueBble cnoBa: MporpaMMHbIA  MOAYfb, JIOKajibHasi BbIYUCMTENbHAS CETb,
onepaLunoHHble cucTeMbl ceMelicTBa Windows, agMUHUCTpaTop, A3bIk Python.

BBegerne. B coBpeMeHHOM UMdpoBOM MUpe, rae MHPOpMaUNOHHbIE TEXHOMOMMN UrpatoT
KJIIOYEBYIO pOSib B AESTENBLHOCTU OpraHM3auuii, obecneyeHne 6e30nacHOCTN MHGOPMaLIMK
CTaHOBUTCS HEOTLEMJIEMOM 3agayer Ans nwboro npeanpustusi. OCo6eHHO aKTyaslbHbIM
ocTaeTcs obecrnedeHne 3awmTbl OT BHYTPEHHUX Yrpo3, TakKUX KaK HexenaTenbHoe
NOAK/OYEHNE MOBWNbHBIX YCTponcTB M USB-HakonuTenem K KOpnopaTMBHBLIM CETSIM.
MMeHHO 3pecb BCTaeT 3adaya  pa3pabotkm  3PEDEKTUBHbIX WMHCTPYMEHTOB  ANS
obHapy>xeHusa 1 npefoTBpaLLeHns NoA0OHbIX Yrpo3.

OgHuM 13 Hambonee pacnpoCTpaHEHHbIX CPEACTB XpaHeHUs1 KOHdWUAeHUManbHOM
NHGOPMaUMK N HaCTPOeK ornepaunoHHor cucteMbl Windows aBnsieTcs ee peectp. VIMeHHO
B 3TOM K/IHOYEBOM KOMMOHEHTE CUCTEMbI CKPbITbl MOTEHLMANbHbIE Yrpo3bl, CBSI3aHHbIE C
HeXXenaTesbHbIM [AOCTYMOM W BHECEHMEM W3MEHEHUMW. B CBSA3M C 3TUM BO3HMKAET
HeobxoaMMOCTb B pa3paboTke MpoOrpaMMHOrO  MoAyns,,  CNOCOBHOrO  HaAeXHOo
06HapyX1BaTb Yrpo3bl MHMOOPMALIMOHHOW 6€30NMacHOCTU B PEECTPE OnepaLMOHHbIX CUCTEM
cemenicta Windows.

OcHoBHas1 Yacre. Llenbio pa3paboTkn nNporpaMMHOro MoAy s SIBASIETCA NpeaocTasieHne
aAMUHUCTpaTopaM  MHdOpMauMM O MOAKIOYEHHBIX  YCTPOWCTBAX, MpPOBEPKa WX
NErMTUMHOCTN N obecneveHne 6e30MacHOCTN MH(OPMALIMOHHOM Cpeabl OpraHM3aLui.
Pabota Moayns 6yaet uMeTb cnegyowme 0ocobeHHOCTU, OH MOXeT paboTaTb Kak B pPy4YHOM
pexuMe, T.e agMUHWUCTPATOP 3anyckaeT MoAy/lb BPYYHYKD 4epe3 WHTepdenc wunm
KOMaHAHYI0 CTPOKy. Moaynb HaumHaeT cBow paboTy no aHanuidy peectpa Windows wm
cbopy MHMDOPMaUMM O MOAKIOYEHHBIX YCTPOMCTBaX W CETEBbIX MNapaMeTpax. Moaysb
ckaHupyet peectp Windows Ha Hanuume 3anucert O MOAK/OYEHHbIX YCTPOMCTBAxX M
CETEBbIX HACTpoOMKax KoMMbioTepa. [locne 3aBeplueHus aHanusa, Moay/lb W3BJEKAET
HeobxoaMMy0 MHMOPMALUMIO O BPEMEHM MOAKIOYEHUS MOBUNbHBLIX TenedoHoB n USB-
HaKoMUTENEN, a TaKXKe O CETEBbIX MapaMeTpax KOMMboTepa, Takux kak IP-agpec u MAC-
aflpec, ero WMeHM B JIOKaNbHOW CeTU opraHusauun. [onyyeHHas wWHdopMaLms
NpeacTaBnsSeTcss aAMUHUCTPATOPY B YAOOHOM opMaTe, BO3MOXHO, 4epe3 WHTepdeic
NporpaMMbl UM BbIBOA B KOHCOSb. B 3aBUCMMOCTM OT HacTpoek Moaynsl, aaMUHUCTpaTop
MOXET BbIMNOSIHATb [IOMOSIHUTENbHbIE AEWUCTBUS, TaKMEe KaK COXpaHeHue pe3yNnbTaToB B
cann.
Takke ™Moaynb MOXeT paboTaTb, Kak M B aBTOMAaTUYECKOM peXWMEe COBMECTHO C
YCTa@HOB/IEHHbIM @HTUBMPYCHOM MpOrpaMMHbIM  obecneyeHneM Ha npeanpusaTnmn (K
npumepy, Kaspersky Endpoint Security), raoe co3paetcs 3agada Ha OCHOBAHWUM KOTOPOM
MOAY/1b 3anyCKaeTCs Ha BCEX KOMMbIOTEpax OpraHn3aumu, rae yCtaHoBAeH aHTUBUPYC.
TekCcToBOE ONMCaHue anarpammbl BApMaHTOB UCMONb30BaHUS MOAYNS OBHApY>KeHWUS yrpo3
B peectpe Windows:

- AAMMHUCTpaTOp yCTaHaBMMBaET N HACTpamMBaeT MoaySb;

- AOMUHUCTpaTOp onpeaensieT napaMeTpbl MOHUTOPUHIA peecTpa;

- AAMWHWCTPATOP HacTpaMBaEeT XYpPHaNMpoBaHUE AEUCTBU MOAYNS;

- Moaynb MoHuTOpUT peectp Windows Ha Hanuume HOBbIX 3annce O MOAKIIOYEHHbIX
yCTpOMNCTBax;
Moaynb aHanu3upyeT MAeHTUMDUKALMOHHBIE AaHHbIE HOBbIX YCTPOWCTB;
Moaynb NpoBepsieT NpaBa AOCTYMNa K NOAKIHOYEHHBIM YCTPOMUCTBaM;
Moaynb aHann3npyeT akTUBHOCTb MOAK/OYEHHBIX YCTPOWUCTB;

Moaynb cCpaBHMBaeT WAEHTUMUKALMOHHbIE [aHHble C  3aperMcTpupoBaHHLIMU
yCTPONCTBaMMU;

31



60-51 Hay4YHasi KOHEPEHUMSI aCMMPaHTOB, MarnMCTPAHTOB M CTYAEHTOB

- Moaynb BeAeT XypHan AeNCTBMI AN Nocieayowero aHanmsa.

Jlnst peanu3alii TMOCTABJICHHBIX LT NMPHHATO pelieHne o0 HCIOJIb30BAHWU B paboTe
s3pIKka mporpamMmMmupoBanus Python. JlanHoe pemieHne oOyCIIOBJIEHO TEM, YTO JaHHBIM S3BIK
nporpaMMHupOBaHuAd JISTKUU B OCBOCHHHU C MIPOCTBIM U ITOHATHBIM CHHTAKCHCOM. 3TO II0O3BOJISCT B
MNEPCHCKTUBC YHOPOCTHUTHL IMPOLCCC COIMPOBOXIACHHUA HWTOIOBOIO pPCHICHHA, B CJIyda€ CMCHBI
pa3zpaboTuuKa.

SarsroyeHne. PaspaboTka U BHeapeHMe NporpaMMHbIX Moaynen anst 0bHapyXeHus
yrpo3 nHgopmaumoHHon 6e3onacHocTn B peectpe Windows SIBNSIETCS BaXXHbIM LLAroM ans
obecneyeHnss 6e3omacHOCTM MHMOPMaUMM B COBPEMEHHOM 6u3Hece. ITn  Moaynu
obecneunBaloT HeMpPEpbIBHbIA  MOHUTOPWUHI  CUCTEMbI, a@HANM3UPYKOT aKTUBHOCTb U
MAEHTUDUUMPYIOT NMOTEHUMaNbHbIE Yrpo3bl, YTO MO3BOJISIET OMNEPaTUBHO pearnpoBaTb Ha
BO3MOXHbIE WMHUMAEHTbI M MWHUMM3NPOBATb PUCKM ANS  OpraHv3auun. [daHHbIN
NporpaMMHbIA MOAYNb pa3pabaTbiBaeTCs Ha s3blke NporpaMmMupoBaHus Python.
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Annotation. This article provides an overview of a software module that will be developed to detect
information security threats in the registry of Windows operating systems. The module specializes in
detecting unwanted connections of mobile phones and unregistered USB drives on the enterprise local
network, which can pose a serious threat to information security. They analyze the main security problems
associated with such devices and offer a solution in the form of a software module based on monitoring the
Windows registry and analyzing the identification data of connected devices.
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Hayurbii pykoBogutess: LLlapoHoBa E. . — Begymii nrxxerep-riporpammuct OCTO LINP
AHHOTauMsa. B HacToswee BpeMsa 3awmuTta MHMOpMauMM B aABTOMATU3MPOBAHHbIX

cucteMax 06paboTkM MHOPMaLMK ABMISIETCA KPUTUUECKM BaXKHOM, TaK KakK MHOXECTBO
JaHHbIX XpaHUTCA M 06pabaTbiBaeTCsl B 3/EKTPOHHOM (opMe, M UX YyTeuyka Wau
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KOMMpOMeTaumsi MOXET WMeTb Cepbé3Hble MNocneacTeus. B paHHoOM  cTaTbe
paccMaTpMBalOTCS OCHOBHbIE Yrpo3bl kMbepbe3onacHOCTH, MeToAbl MO MX MpeoaoseHNto
1 3awmTe nHdopMauuu.

KnroueBble cnoBa: 3awmTta MHGOpPMaUMM, aBTOMaTU3MPOBaHHbIE CUCTEMbI 06paboTku
nHdopmauum, wndposaHne

BBegeHne. B coBpeMEeHHOM Mupe 3awuTta MHPOpPMauMM B aBTOMAaTU3MPOBAHHbLIX
cucteMax 06pabotkm nHdopmauun (ACOUN) aBnseTca BaxKHbIM BONPOCOM, Tak kak ACOU
cogepxaTt 60nbloe KONMYecTBO KOHMMAEHUMANbHbIX AaHHbIX. [peuMyliectBa Takux
aBTOMATM3MPOBAHHbLIX CUCTEM  BKIOYAOT  yBenunyeHne 3hheKTUBHOCTM  paboThbl:
aBTOMaTU3aumMs MO3BONSIET BbLIMOMHATL 33a4aun ObiCTpee M TOYHee, MO CPaBHEHWUIO C
PY4YHbIM BBOAOM W 06paboTKOM WHGpOpMauMn. ABTOMATU3aUMS MNOMOraeT YCTPaHATb
ownbKkM, CBSI3aHHbIE C 4yenoBeyeckMM (HakToOpoM, TakMe Kak onevyaTKu unv HeBepHoe
BHECEHWE AaHHbIX, YTO Y/y4llaeT Ka4yecTBO M HaaéXHOCTb MHdopMaummn. JaHHas cucrema
TaKKe MO3BONSET CHWM3UTL 3aTpaTbl Ha pydHyld 06paboTKy [AaHHbIX M Ha
[IOKYMeHTO060poT. B uenoMm, aBTOMatTM3MpoBaHHble cucTeMbl 06paboTkn MHGopMauum
NOMOralT ynyywmnTb 3hGHEKTUBHOCTb M HAAEXHOCTb paboTbl, YCKOPUTb MNPOLECChl U
CHM3UTb PUCKM OLIMOOK, OHM CMOCOOCTBYIOT YNYULIEHUIO MPUHATUS PELUEHUA U
KoopAuHaumu paboTbl B opraHusaumm [1].

OaHako Hapsagy C BbllenepeyncieHHbIMU NpenMyLLECTBAMM CyLLECTBYET MnepeyeHb
npobneM, BO3HMKAKOWMX B CBA3M C yBenn4veHneM o06bLEMOB WHbOpMaumMmM U
BO3pacTalowmmMmn yrpo3amm B cepe kmbepbesonacHocTu. MiIMeHHO noatoMy obecneuveHue
HaAEXHOM  3alMUTbl  MHGMOPMALUMN  CTAHOBUTCS  XXMU3HEHHO BaXHbIM W OCOBEHHO
aKTyasbHbIM.

OcHOBHasi 4Yactb. Bce yrpo3bl B aBTOMaTU3MPOBaHHbIX cuCTeMax 06paboTku
MHhOpMaUMKM, KaK MOKa3aHO Ha puUCYHKe 1, [OenaTrca Ha HenpeaHaMepeHHble U
npeaHaMepeHHble. MNepBble Yalle Bcero cBssaHbl ¢ hakTopaMm BHELLUHEN Cpeabl, @ BTOpbIE
— C HE3aKOHHbIMW AEUCTBUSIMU 3/10YMbILLNIEHHUKOB. [peaHaMepeHHbIe Yrpo3bl ABASIKOTCA
Kyaa 6onee onacHbIMKW, YeM HernpeaHaMepeHHble, TaK Kak AaHHble MOryT OblTb He TONbKO
YHUUYTOXEHBI, HO eLé 1 3axBayeHbl 3/10YMbILLIEHHUKAMM.

PucyHok 1 — Yrposbl knbepbesonacHoctu

[Hanee noapobHee paccMoTpuM camble pacrnpocTpaHéHHbIE yrpo3bl
knbepbesonacHocTu:

1. ATaka Ha KOHMWMAEHUMANbHOCTb: Hanagawowue MOryT nblTaTbCd MONYYUTb
HECaHKLUMOHMPOBAHHbIMA AOCTYN K KOH(PUAEHUMAbHBIM AaHHbIM;

2. ATakm Ha UENOCTHOCTb: 3/10YMBbIW/IEHHUKM MOTyT M3MEHSTb MW MOAAENbIBaTb
[laHHble B aBTOMAaTU3NPOBAHHbLIX CUCTEMAX;
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3. Ataka Ha [OOCTYNHOCTb: UeNnbld TakKMX aTaKk SBNASETCA  HapylueHue
(PYHKUMOHMPOBaHNS aBTOMATU3MPOBAHHbLIX CUCTEM, 4YTOObI NMWKUTL WX MNOMb30BaTeNen
AOCTYMa K CepBMcCaM Wn pecypcam;

4. BupycCbl M BpedOHOCHblE MPOrpaMMbl: aTakylolwme MOryT BHeApsTb BUPYCbl U
Apyrve BpedoHOCHble MporpaMMbl B aBTOMATU3MPOBAaHHblE CUCTEMbI AN MNOSyYeHus
KOHTPONS Hag HUMU WK ANS HAHECEHWUSs Bpeaa.;

5. Ataka Tuna «oTkaz B obcnyxmaHun» (DDOS): 3710YMbIWAEHHUKM MOryT
ncnonb3oBatb 60T-ceTW, 4TOGLI CO34aTb OrpOMHOE KONMYECTBO 3arnpoCOB Ha cepsep,
neperpy»as ero v Bbi3blBasi 0TKa3 B 06CNY>XMBaHMWN ANS NErMTUMHBIX NOMb30BaTeNIeEN, UTo
MOXXET NPUBECTU K BPEMEHHOW HEAOCTYMHOCTU CUCTEMbI UK CEPBUCA;

6. CeTeBas aTaka: B3/IOMWMKM MOryT MOMNbITaTbCd MNOAYYUTb AOCTYN B
aBTOMATM3NPOBAHHbLIE CUCTEMbI Yepe3 CeTeBble YA3BMMOCTW. 3TO MOXET BK/OYaTb
nepexBaT AaHHbIX, NOAAENKY NMAKETOB MW B3/1IOM CETEBbLIX YCTPONCTB [2].

Bce Buabl nepeuncneHHbIX yrpo3 BrEKyT 3a COb6OM MOTEPH WM YTEYKY AaHHbIX,
(VMHaHCOBblE MOTEPU WM HapylleHWe paboTbl CUCTEM. ITO MOXET HAHECTU CEpPbE3HbIN
ywepb 6usHecy nnm NpMBecTn K HEMPaBW/IbHLIM peLleHNsIM, OCHOBAHHbIM Ha UCKaXXEHHbIX
[aHHbIX. [103TOMY HeobxoAMMO NpUHMMAaTL psA Mep MO 3awuTe aBTOMATU3UMPOBAHHbIX
cUCTeM.

BoicTpavBas  cucteMy  3awmTbl  MHGOpMauum B aBTOMATU3MPOBAHHbIX
WH(MOPMALMOHHBIX — cUCTeMax — Kopropaumu, IT-cneuManuct  MOXET  UCMNOJb30BaTb
pasfMyHble MeToAbl, OAHOBPEMEHHOE TMpPUMEHEHWE KOTOPbIX MO3BONSET pelwaTb
nocTaBneHHble 3aga4n. OHM AensaTcs Ha cneaytowme noarpynnbl:

1. 3awmTa AaHHbIX OT YTpaTbl B pe3ynbTarte aBapui unu cbos obopyaosaHus;

2. KOHTpo/nb BO3MOXHOCTM (PU3MYECKOro [OCTyrna K annapatype, MaHensm
yrnpaBfeHns U CeTAM, B pe3ynbTaTe KOTOPOro BO3MOXHO MoBpexaeHwe o06opyaoBaHus,
XMLEHME WHGOPMaUUM, HaMepeHHOe CO3A4aHMe aBapPUMHBLIX MW HELWTATHbIX CUTyauun,
YCTaHOBK@  3aKNMafHblX  YCTPOMCTB,  MO3BOMSIIOWMX  CUMTbIBAaTb  3BYKOBblE U
3N1EeKTPOMArHUTHbIE BOJIHbI;

3. AyTeHTudUKaumst Nonb30BaTeNen, NPorpaMM, CbEMHbIX HoCcUTenen nHhopmauuu;

4. Kpuntorpadwus: ncnonb3oBaHune WndpoBaHNa AaHHbIX U UMMPOBLIX NOANUCEN ANS
obecneyeHns LenoCTHOCTN U NOASIMHHOCTW AaHHbIX;

5. 3awmMTa ceTed WU CBSA3aHHbIX C HUMW PEeCypcoB OT HECaHKLMOHWPOBAHHOMO
AOCTyMna, 4YTO BK/IOYAeT B cebs MCMonb30BaHME CETEBbLIX (haliepBOOB, LWNMMPOBAHUS
ceTeBOro Tpadmka, obHapyxeHue BTOPXKEHWUI;

6. AyauT M KOHTPOSb: perynsipHoe npoBefeHWe ayauMTOB CUCTEMbl ANS BbISIB/IEHUS
BO3MOXHbIX YSI3BUMOCTEW M CNabblXx MECT, @ TakXXe MOCTOSIHHbIA KOHTPOSIb U MOHWUTOPUHT
AOCTyNa K MHOPMauUMKn 1 AeNCTBMI NONb30BaTeNen;

7. Pe3epBHOe KONMpOBaHWE W BOCCTAHOBMIEHWE B Crlyyae NoTepu MU NOBPEXAeHUS
[3].

Bce 3™ Mepbl AO/MKHbI ObITb KOMOMHMPOBaHbLI U MOACTPOEHbI MOA KOHKPETHblE
TpeboBaHNA M XapaKTEPUCTMKN aBTOMATM3MPOBAHHOM CUMCTEMblI 06paboTKM MHGOpMaumm
ANs Haunydwero obecneyeHus 3awwmnTbl MHDOPMaLUN.

PaccMOTpUM OaMH M3 HagéXHbIX CnocoboB 3awmTbl MHpOpMaLMn — eé wndpoBaHue.
LLincdbpoBaHMe AaHHbIX — 3TO Npeobpa3oBaHve MHGOPMaUuK, Aenatolee e€ HeYnTaeMom
AN nocTOpoHHMX. CyllecTByeT [Ba OCHOBHbIX BuAa WW(HPOBAHUA: CUMMETPUYHOE W
ACMMMETPUYHOE.

CuMMeTpuyHOoe WwundpoBaHne aAng  WKPpoBaHUS W AewudpoBaHUS  AaHHbIX
MCNONb3yeT OAMH M TOT Xe KpunTorpaduyeckuii Knod. Takor MeToa npocT B paboTe u
MOHUMaHWMK, TexXHUYecKas Harpyska Ha obopyaoBaHMe HeBenuka, W TakuM 06pasom
obecneunBaeTCca BbICOKAs CKOPOCTb W HAAEXHOCTb WudpoBaHusa. K HegocTaTkam
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OTHOCMTCH  C/NIOXKHOCTb ObMeHa  Kw4YaMu: nNpu YCrewHoM rnepexeate  Kaw4a
3/10YMBILWIEHHUK MONYYUT HEOrpaHUYEHHbIM AOCTYN K 3awmndpoBaHHOM WHGOpMaLmK.
Advanced Encryption Standard (AES) — 3TO CMMMETPUYHbLIA aNrOpuUTM LWNGPOBaHMS,
MCNONb3YyOLWMM  KNtoYeBoe npeobpasoBaHMe ANs 3aluTbl AaHHbIX. OH obecneumBaeT
BbICOKYIO CTeneHb 6€30nacHOCTN 1 3(PEKTUBHOCTb.

AcMMMeTpUYHOE WndpoBaHmne — 3TO MeToA WNdPOBaHNA AaHHbIX, NpeanonaratoLwmii
MCNONb30BaHWE ABYX KJOYEN: OTKPLITOrO W 3aKpbiTOro. OTKpPbIThIA (MYOANYHBIN) KoY
npuMeHseTcs Ans  WndpoBaHns MHMOPMaUMM W NPOBEPKM  INEKTPOHHOW  MOAMUCHU.
3aKkpbITbid (NPMBATHBINA) K04 NPUMEHSIETCS ANS NOAMMCAHUS U pacliMdpPOBKM AAHHbIX,
3aWNPOBaAHHbIX OTKPbITbIM KAOYOM. RSA (anroput™ WndpoBaHUS C OTKPbITbIM KS1HOUOM)
- 3TO ACMMMETPWUYHBIN ANrOpUTM, KOTOPbIM LUMPOKO MCNOMb3yeTcs Anst WundpoBaHus
obMeHa kntoyen 1 umdposon noanucu [4].

BHe 3aBMCMMOCTM OT BblbpaHHOro BMAa WNMPOBAHUS, HU OOMH U3 HUX HE ABSIeTCS
rapaHToOM CTOMpoLEeHTHON 6e30macHOCTU. MO3TOMYy Hy)XHO MOMHMTb, YTO Nto6on noaxon
HY>XHO KOMBUHMPOBaTL C APYrMMK CpeaCcTBaMn MHADOPMALIMOHHOW 3aLUUTbI.

3aksmroyeHne. [aHHas CTaTbs MOMOXET UMTATENSIM  MOHSATb, Kakue Mepbl
HeobxoanMbl Ansi obecneyeHmst 6esonacHocTn MHpopMauum B ACOW, 1 HayumT NpUMeHsTb
COOTBETCTBYIOLUME METOABI MO e 3awmTe.
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AHHOTaumsA. B MaTepuanax Aokiafa paccMaTpyBaeTcs paspaboTka nosiHoMacluTabHol
CUCTEMBI YNPABNEHNS MHGOPMaLMOHHOW 6€30MacHOCTbIO, KOTOpasi BbIMOHSET yHKLMK
KOMM/IEKCHOrO YMpaB/iEHWsl, MOHUTOPUHIA M ayauTa MHGOPMAUMOHHON 6e30MmacHOCTy.
MpencTaBneHa cucteMa ynpasneHus UHMOPMALMOHHOM 6e30MacHOCTbI0, OCHOBAHHAs Ha
MPUHLMNAX KOHMUIYpPaLMOHHOTO YrpaBeHus.

KntroueBble cioBa: yrnpaB/ieHne, apxXnTekTypa CUCTEMbI

Beéeoenue. B HacTosmiee Bpems MPAKTUYECKH HU OJHA OpraHu3aius He O00XOIUTCS
0e3 ucnonbp3oBanus IT-texHonoruit. JlanHeie, oOpabaTbiBaeMble B MH(POPMAIIMOHHBIX CHUCTEMaX,
MOTYT UMETh BBICOKYIO LIEHHOCTh JUJIsi KOMIaHUU. B TakuXx ciydasx CTaHOBUTCS HENPHUEMJIEMbIM
HapyIICHHE TeX WM WHBIX XapaKTePUCTUK 0e30macHOCTH (KOH(UICHINAIBHOCTH, HEIOCTHOCTH
U JIOCTYITHOCTH) KPUTHYHOM HH(OpPMALIMU, TOCKOIBbKY 3TO MOXET MIPHUBECTH HE TOJBKO K
CepbEe3HOMY YlIEpOy, HO U ITOCTaBUTh 110J] COMHEHHE JlajbHEHIlIee CylIeCTBOBaHUE OpraHu3anuu. B
CBS3U

C OTHM TOSBJSIETCS HEOOXOAMMOCTh B OOECIIEYEHHMH 3amuThl WHpopManuu, oOpabdaThIBaeMOi
KOMIIaHHEM.

be3ycioBHO, HEOOXOIMMO  HCHOJB30BaTh  KOMIUIEKCHBIM  MOJIXOJ,  COJAEp Kaluil
B ce0e Kak MPUMEHEHHE OPraHU3alMOHHBIX MEp, TaK U UCIOIB30BaHUE TEXHUUECKUX (B TOM 4YHCIe
IPOrPaMMHBIX U allapaTHO-IPOrPaMMHBIX) CPEACTB 3alllUThl HH()OPMALIUH.

OcHoBHas Yacte. OCHOBHbIM COCOBOM 0becrneyeHnsi HenpepbIBHON AeSTENbHOCTU
npeanpuaTuA ABNAETCA opraHun3auus OTKa3OYCTOl71'~—IVIBOCTM 6VI3HeC-I'IpOLleCCOB,
MPOM3BOACTBEHHbIX MPOLIECCOB, 3KOHOMMYECKOM W ynpaBneH4yeckon cgepbl. OaHako B
CBA3M C POCTOM aBTOMAaTu3auunn 3a4a4, pPELlaEMbIX B paMKaX AEATENIbHOCTUN NpPeanpuaTug,
OCTpO CTOUT BOMPOC 06 obecneyeHun COXpPaHHOCTH KOH(bVID,eHLI,VIaﬂbHOﬁ MHCbOpMaLI,MM,

KOMMEpYECKOM " rocyaapCTBEHHOW TaWiHbl.
Ha psiay C npuvMeHeHMEM cCrneumanv3vpoBaHHbIX CPEeACTB MNPOTUBOAEUCTBUS  KpaXu
MHPOPMAUMOHHBIX pecypcoB (panee — WP) ™MoryT 6biTb  MCMONb30BaHbl CUCTEMA
yrnpaBneHns WHGOPMaLMOHHOMW 6e3onacHocTblo  (ganee — CYUB) wnnM  cucteMma

MOHUTOPUHIa 3awnwéHHoCcTn nHpopmaumm (panee — CMWN). BExxerogHoO AaHHble OTYETOB
BEAYLUMX KOMMaHUM 06 yTeukax UHGopMaunm 1 nx nocneacTBusix: YaCTUYHOE UK NOJTHOE
NPUOCTaHOBNEHME AEATENBHOCTM NPEAnpPUSTUIN, OrPOMHblE (DUHAHCOBLIE NMOTEPU, FOBOPST
0 HeobxoAMMOCTM He ToNbko obecneyeHust MHdopMaLmoHHON 6e3onacHocTn (Aanee —
MNB), BoccTaHoBNEeHUN MHpopMaumn nocnie cbost paboTbl cucTteMm, HO U 06 obecneyeHnn
KOMMJIEKCHOrO yrnpasneHusa Ub.

TakuM 06pa3oM cpeaHss yTeuka AaHHbIX (KOIMYECTBO AaHHbIX Ha OAMH Ciy4dait)
coctaBuna 2,93 MUAIMOHa 3anucei, 4to Ha 35,2% MeHble, Yyem B 2021 roay (4,52
MUINMOHA 3anucent). Ckopee BCero, peasibHbii «BeC» OAHOM YTEYKWM OKasasncsl Bbllle, Tak
KakK [oNnsi C/lyYaeB, Korga KOMMYeCcTBO YTEKLMX 3anucen bbina HenssecTHow, B 2022 roay
coctaBuna 58,8%. OgHako, B 2021 rogy AoNs TakMX MHUMAEHTOB 6blna elle Bblle —
63,2%. Pe3kuin pocT KONMMYEeCTBa yTeyeK AaHHbIX B MOCIEAHWE roAbl MMaBHbIM 06pa3oM
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6bin  cnpoBouMpoBaH  HecnpeueneHTHbIM  YBE/IMYEHMEM  AKTUMBHOCTM  BHELUHWUX
3/I0YMbILW/IEHHNKOB, B TOM u4ucne rmbpuaHbix atak. OTdeTr kKomnaHum InfoWatch
Mo pacnpeeneHnto yteyek MHdopMauum B MUPe MO BEKTOPY BO3AEWCTBMS 3a nepuog
2017-2022 rogbl, C Y4YeTOM HeonpeaeneHHblXx (TO eCTb KOraa WCTOYHUK YTEYKU
onpeaenuTb He NPeACTaBNSETCS BO3MOXHbIM), NpUBEAEH Ha pUCyHke 1.

8T SON

y ) sl L HY T DO A HADY TS N

il 1 b0 e pot MO LA TE

PucyHok 1 — Pe3ynbTaTbl UCCNeaoBaHus yTeuek nHdopmaumum komnanuen InfoWatch

MoXHO caenaTtb BbIBOA4, YTO, HE CMOTPS HaA YCOBEPLUEHCTBOBaHWE METOAMK MO
3awmTe nHdopMauuK, yayyleHne Kavyectsa cucTeM 3awmtbl MHDopmaumm (aanee — C3U),
XaKepCKMe HaBblKM MO ocyllecTsneHuio B3noMa C3M1 v BbiBOAY M3 CTPOS 3allmLLiaeMblX
MHMOPMALIMOHHBIX CUCTEM MO3BONSIIOT AOCTUrHYTb MM CBOEW LIENN: XULLUEHUSI KPUTUYECKM
BaXkHbIX WP. Tlpyv BbICOKOM UWMCNEHHOCTM YTeYeK KOHMAEHUMANbHOW WHbOpMaLmMK,
NOCNeACTBUS ANst NPeanpUSTUN KPUTUYECKUE: HEBO3MOXHOCTb HAaWTU BUHOBHOMO B KpaXe
nHdopMaumm, pUHAHCOBbLIE MOTEPU, POCT COLMANBHOW MHXEHepuu. Mo AaHHbIM Zecurion
Analytics 3a 2014 roa, MaKCMMasibHbIM ywepb
OT OAHOro MHumMaeHTa UMb B poCcCUMACKMX KOMMaHusix coctaBun 30 MWINMOHOB AO0J1APOB,
cpeaHuin yuepb B MMpe OT OAHOM yTeuku— 25 MUAIMOHOB aonnapoB. M3 uHgopmauum,
NpeacTaBNeHHON Bbile, CneayeT, UYTO Kpaxu M yTeuyku WP yBenuumBaloTcs, a ybbITKu,
HaHeCeHHble NpeanpuaTusaM, pacTtyT. AHanu3 nokasan, yto npumeHeHne CYUB n CMU
MO3BOMSIET  CHWU3UTb  PUCKM  HapyweHms Wb u  oka3aTb  NpPOTUBOAENCTBUE
HeCaAHKUMOHMPOBAHHOMY A0CTYny K mHdpopmauun. OfHAKO 4acTo COXHas peanv3aums
TakMx CUCTEM  NPUBOAMT K  TPYAHOCTAM,  BO3HMKAKOWWUM  NpU  BHEOPEHUU
M WCMONb30BaHMM MeXaHU3MOB YynpasneHus. Takum obpasoM, CYUBb n CMWU [omxHbl
obnagatb rMO6KMM MexaHU3MOM aAMUHUCTpUpoBaHus. CoBpeMeHHble CYWUB peluatoT
CcrneuManuM3vpoBaHHYl0 3aJa4dyy, a He COBOKYMHOCTb 3afa4y, 3TO He MNOo3BONdEeT
MCNONb30BaTb TEXHONIOMMIO  KOMMMEKCHOro ynpasneHusd. [ng npoekTMpoBaHus U
peanuzaumn CYUB npeanpuatus, crneumannctaMmm UCronb3yeTcs OnpeaenieHHbId MeToa
yrnpaBneHusi: KubepHeTuyecknii (OCHOBaAH Ha MpuUHUMMAX KUBEPHETUKM W  MoAenw
«YyepHoro ALWLMKA»), OpraHM3aLNOHHBII (yTBEpPXAEHHas nosnTUKa 715
M CUCTEMA BHYTPEHHUX AOKYMEHTOB, pernaMeHTUpYIOWMUX OCHOBHble nonoxexus WB),
MPOLIECCHbIN noaxoa (HeNpepbiBHOCTb (hYHKLIMOHMPOBAHMS! YNpaBieHYeCcKMX MPOLIECCOB),
ONTUMM3ALMOHHBIA (MOUCK M MPUMEHEHME OMTUMANbHbLIX (YHKUMK ynpaBnexus). Ans
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AOCTWXKEHUST 3dEKTMBHOrO ynpasnenns Wb, HeobxoaAMMO NPUMEHSTb KOMMIEKCHBIN
noaxoa, NpeacTaBNSioWmMA Cob0M COBOKYNMHOCTb METOAOB YNpPaB/EHMs, OMMUCAHHbIX BbilE.
B kauectBe wuccneayemon npobnembl npeanoxeHa CYWUB, apxuTekTypa KOTOpOW
NPeACTaB/IeHa Ha PUCYHKe 2.
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PUCYHOK 2 — ApXUTEKTYpa CUCTEMbI ynpaBfieHnst MHOPMaLMOHHOW 6e30MacHOCTLIO NPeanpuUaTUS

Tak kak C3W pacnpepeneHHble U MHOro3agadHble, npu paspabotke CYUB 6yper
MCMONb30BaTbCA  KOHUENnuMs KOHMUIYpauUMOHHOIrO YMpaBieHus. 3anfaHuMpoBaHHash K
paspabotke CYUB npeactaBnseT cobon KIMEHT-CepBEpPHYD cucTeMy. KnmeHTckas 4acTb
MO3BONSIET B3aMMOAENCTBOBATb Mosnb3oBaTento (cneumanucty no UB) ¢ CYUB no
CpPeAcTBaM MoJib30BaTENbCKOr0 MHTepdenca. Ans HarnsaHoro oTobpaxeHus yHKLWIA
ynpaBnexnuss B CYWUB 3anoxeHa noacuctema rpaduuyeckon Buayanusaumu. CepepHas
YyacTb BK/O4YaeT B cebs 6a3y AaHHbIX, KOMMOHEHT CUCTEMHOrO aHanu3a, KOMMOHEHT
AvcneTyepmsaumm U KOMMOHEHT MoHuTOopuHra. CYUB obbeanHsieT (yHKUMOHMPOBaHME
yeTblpex NOACUCTEM W wwecTn Moaynen. OTinume 3annaHMpoBaHHOM K pa3pabotke CYWUB
oT paHee npeanoXeHHbIX 3aK/4aeTcs B TOM,
4yTo Habop KOHMUrypauun, no3BonsieT chopMUpoOBaTb CUCTEMY MHOIrOYpPOBHEBOIO
yrnpasneHus.

SarsiroyeHne. Takum obpasom paspaboTka u BHegpeHus CYUB 1 nHpOpMaUMOHHBbIX
TEXHOMOMM HepaspbiBHO CBSi3aHbl CO CTaHAapTM3auMen NpoLEeccoB MX YyrpaBfieHus,
CO3aHMEM HOPMATMBHOW, METOANYECKOW U pernameHTupytowen 6asbl. Kpome toro, CYUB
OTBEYAET 3a N/IaHNPOBaHWE, UCMOMIHEHME, KOHTPOSIb U TEXHUYECKOE 06CNYyXXMBaHNE BCEN
NHbpPaCcTpyKTypbl 6e3onacHoCTU. hheKTUBHOCTb cuctembl b 1 Tpyaa agMMHUCTPATOpPOB
cpeactB b 6yaeT upe3BbldallHO HW3KOM MNpu OTCYTCTBUM CPeAcTB cbopa, aHanv3a,
XpaHeHus1 MHdOopMaUUM O COCTOSAHUM cucTeMbl UMb, UEeHTpanvM30BaHHOrO Yyrpas/eHus
BCEMW ee cocCTaBngalowmMn. [leno B TOM, YTO KaXKAoe CPeAacTBO 3aluTbl peanunsyer
HEKOTOPYIO COCTaBASIIOLLYO MOANTUKM 6e30MacHOCTM, KOTOopasi Ha YpoBHE MNOACUCTEM
3aAaeTcst HAbopoM NapaMeTpoB U TpeboBaHWI.
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KOHCTPYKLUNWN 3KPAHOB 3JIEKTPOMATHUTHOI O U3JTY4HEHUSA
HA OCHOBE rO®PUPOBAHHOU METAJIJIM3NPOBAHHOM NOJIMMEPHOM NJIEHKHA

nagmnHos A./.
acnupaum kageopul 3auumsl uHGopMayuu

benopycckmyi rocyAapCTBEHHBIV YHUBEPCUTET MHBOPMATUKY U PaFNOS/IEKTDOHMKY,
r. MunHck, Pecriybrimka beniapyce

Hay4Hbii pykoBogutess: boryiu B.A. — JOKTOD U3MKO-MATEMATUYECKUX HAYK, rpogeccop

AHHOTaumsa. B poknage npuBedeHbl pe3ynbTaTbl WCCNEAOBaHUS B3aUMOAEWNCTBUS
3/1EKTPOMarHUTHOro M3nydyeHnst CBY-ananasoHa ¢ TOHKOMIEHOYHbIMM 3KpaHaMu B BUAE
ropupoBaHHON MeTaNM3NPOBaHHOW NOSIMMEPHOW NMIEHKWU. DTN pe3ynbTaThbl BKIOYAOT
B cebs1 3aKOHOMEPHOCTU M3MEHEHMSI 3HaUYeHU KO3hdUUMEHTOB OTPaXeHUs U nepeaayu
3M1EKTPOMArHUTHOrO U3/y4YeHUst TaKUX 3KpaHOB B 3aBMCUMOCTM OT BbICOTbI rodpa.

KnioueBble C€NoBa: 3KpaHUMPOBAHWE 3NIEKTPOMArHUTHOMO U3/TyUYeHUsi, OTpaXKeHue,
nepefayva

BBegeHune. dnekTpoMarHMTHoe usnydyeHune (3MWN) noBCEMECTHO OKPYXXaeT YesioBeka
BO BCex cdepax ero AesiTeNbHOCTM U OKa3blBaeT B/IMSIHME KaK Ha Hero camoro, Tak M Ha
OKpY>KatoLme ero Ha pabote n B 6biTy u3aenus anekTpoHHou TexHukn (U3T). OCHOBHble
obnacTn NpuMeHeHUs 3N1eKTPOMarHUTHbIX KPaHOB NpuBeAeHbl Ha pucyHke 1 [1].
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NOBbIWEHHOM
NOMEeX03alUMILEHHOCTH

Pucynok 1 — OcHoBHBIE 00:1aCTH IPUMEHEHHUS SJICKTPOMArHUTHBIX SKPaHOB

lNepcnekTvBHbLIM HarnpasieHneM 3awuTtbl OT MU ABNSETCA COBEpPLUEHCTBOBAHWE
KOHCTPYKLMA M TEXHOMOrMM M3roToBNeHUs1 3KkpaHoB DMWU. Kpome Toro, Ansi noBbiEHMS
3(PPEeKTUBHOCTM IKPaAHUPOBAHNS HEOOXOAMMbI UCCNEAOBaHUS U MOUCK HOBbIX MaTepuanos,
KOHCTPYKLMA N TEXHOMOMMN MX U3roToBNEHUS. pUMeEHeHNe NoMMEpPHbIX MaTepuasnoB B
KayecTBe OCHOBbI A1 3KpaHOB MW no3BOMUT CHU3UTbL UX Maccy, TEM CaMbiM paclnMpuT
BO3MOXHOCTU MX UCMOJIb30BaHWs Npw 3awmTe ot DMU.

OCHOBHasi 4acTp. [Insi U3rotoBfieHns 3kpaHoB DMU 6bina BbibpaHa MHOrOCI0MHas
MMeHKa Ha NonuaTuNeHoBow ocHoee Kotar IZOFOLIX [2]. JaHHas nieHKa UMEET TOJLLUMHY
105 MKM ¥ npeacTaBnsieT MHOMOC/IOMHYIO CTPYKTYpPY, Ha OAWMH M3 BHYTPEHHMX C/I0EB
KOTOpOW HaHeceHa MeTannm3auus Al TonwmHon 150 HM. O6wmMi BUA NNEHKN NpUBEAEH Ha
PUCYHKeE 2.

Pucynok 2 — O6mmii Bun mnenku Kotar [ZOFOLIX

OKkpaHbl MW n3roTaBnAMBanMCb NyTeM ropupoBaHUsl YKa3aHHOM MNIEHKM, KOTOpoe
3aKM0YaNocb B CKNaAblBaHUM €€ B BWUAE «rapMOLWKWM» C pa3HOM BbICOTOW. [ns
nccneaoBaHuMin 6b11M BblibpaHbl BbiCOTbl rodpa, paBHblie 30, 60 u 90 MM, 06yCNOBNEHHbIE
KPaTHOCTbIO AJIMHE 3N1EKTPOMArHWTHOM BOSIHbI B TrMrarepLloBOM AMaNa30oHE YacTOTHbIX
n3MepeHuii. Pasmepbl 3kpaHoB cocTaBnsim 300x400 MM. CxeMa 31eKTpOMarHUTHBbIX
3KpaHoB C BbicoTon rogpos 30 n 60 MM M yrnoM npu BepwuHe 25° npeactaBneHa Ha
pUCyHKe 3.
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25°

25°

a b

PucyHok 3 — Cxema ro(hpHpoBaHHOTO 3JIEKTPOMArHUTHOTO 3KpaHa ¢ BhICOTOH (a — 30 MM, b — 60 Mm)

M3mepeHne 3HaueHMn KO3(PdOUUMEHTOB OTPaXeHWUS W nepeaayn M3roTOB/IEHHbIX
3kpaHoB JOMW npoBoamnocb B AuanasoHe u4actot 2,0..17 [Tu. lNpu uccnepoBaHUsX
MCNONb30BasICa M3MEpPUTENbHBLIM MoAy/b KO3(PhUUMEHTOB nepedaun u oTpaxkeHns SNA
0.01-18. Bce wu3MepeHuss nposoawMcb B 2 3Tana. Ha nepsomM 3Tane nposBoaunach
KannbpoBKa YCTaHOBKW ANsi U3MEPEHUI B 3ajaHHOM AMana3oHe 4acToT. Ha BTOpoM 3Tane
BbIMNONHSIUCL N3MepeHUst KOahHOULMEHTOB OTPaXKeHUs U Nepeaayn.

Mo pe3ynbTaTaM MNPOBEAEHHbIX WM3MepeHMn 6e3  WUCNOoNb30BaHWs  METaIMyYecKoro
OTpa)kaTens YCTaHOBMEHO, YTO B AuanasoHe 4acTtoT oT 2...17 Ty (pucyHok 4), 3Ha4yeHus
KoapdumumeHToB oTpaxkeHmss DMU 3kpaHa (c BbicoTon rodpa 30 MM M3MeHsieTCs B
AnanasoHe 3HadveHun ot — 0,3 ab po — 7 ab, ana rogpa BbicoToM 60 MM — B AManas3oHe
ot — 0,1 a6 no — 14 a6 v anga rodpa Bbicoton 90 MM — B AManasoHe ot — 0,5 ab ao — 14
AB. Tlpn 3ToM HabnopaeTcs xapakTepHOe pe30HAHCHOe YBenuMyeHue KoadduumeHTa
OoTpaxeHus B AnanasoHe vactoT 5...8 Ty, a Takke 11...14 Ty npun BCex BbICOTax rodp.
Mo pe3ynbTaTaM NPOBEAEHHbIX M3MEPEHWI C UCMOIb30BaHNEM METANINIMYECKOrO OTpaXaTens
YCTaHOBMEHO, 4YTO B Auana3oHe 4actor oT 2..17 [Ty (pucyHoK 5) 3HayeHus
KO3(pHMLUMEHTOB OTPaXXeHMS 3KPaHOB C BbICOTOM rodpa 30 MM U3MeHsIETCA B Npeaenax oT
— 0,1 b pno 11 ab, a 3kpaHoB C BbicoTOM rodpa 60 M 90 MM — COOTBETCTBEHHO B
npepenax ot — 0,1 po — 12 gb n oT — 1 go — 16 ab. Takxke HabnogaeTca ysenuyeHve
KoappuLmeHTa oTpaxxeHns B agnanasoHax vactot 3..51Mu, 7..9Muwn 13...16 ITu.

S11, nB

£ITh

—] m—) —+—3
PucyHok 4 — YactotHble 3aBucuMocTd Kodddunmenta orpakenust OMU B auanazone yacror 2,0...17 I'Ty (6e3 metanna)
Bricota rogpa, mm: 1 — 30, 2 - 60, 3-90
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Pucynok 5 — YactoTHbIE 3aBHCHMOCTH K03 durmenTa otpaxkeHns OMU B auamazone yactot 2,0...17 I'T' (¢ MeTamiom).
Beicora rodpa, mm: 1 — 30, 260, 3-90

Mo pesynbTaTaM M3MepeHu KoadduuneHTa nepeaayun B AuvanasoHe yacrtoTt 2...17 Ty,
(pucyHok 6) 6bI10 YCTAHOBMEHO, YTO €ro 3Ha4YeHnss U3MeHsIeTcs B AnanasoHe ot — 40 o —
18 ab. CpaBHeHMe 3HauyeHun Ko3pdULMeHToB nepeaadm skpaHoB MU ¢ BbicTon rodpa
30, 60 1 90 MM nokKasano, YTO U3MEHEHME BbICOTbI FOpa HE OKa3blBAET CyLLECTBEHHOrO
B/IUSIHUS HA BESTMYMHY KO3 durUmMeHTa nepeaayn.
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Pucynok 6 — YacToTHbIe 3aBHcHMOCTH K03 durmenta nepeqaun DMU B auanazone yactot 2,0...17 I'T.
Bricora rodpa, mm: 1 — 30, 2 - 60, 3 -90

3arsroyeHne. Ha ocHoBe MONyYeHHbIX pe3yNibTaToB MOXHO CAenaTtb BbiBO4 O TOM, 4YTO
rodpupoBaHue akpaHa MW M3 MHOroCNOMHOM MAEHKM Ha NONM3TUNEHOBOM OcHoBe Kotar
[ZOFOLIX oka3blBaeT BAWSHME HA BeJIMMMHY ero  KoadduuueHTa OTpaxkeHus
3/1EKTPOMArHUTHOrO M3/y4eHus B Aumanas3oHe 4vacTtoT 2...17 [Tu. YCTaHOBIEeHO, YTo Mnpu
yBenmyeHnn BbIcoTbl rodpa ¢ 30 4o 90 MM ko3 dULUMEHT oTpaxeHuss DMU Bo3pacTaeT B
2 pasa (u3mepenHunss 6e3 metanna) u B 1,45 pasa (u3MepeHuss ¢ MeTannoMm). [aHHoe
YBENIMYEHNE CBSA3QHO C YBE/IMYEHWEM UUCNA NEPEOTPAXKEHUA  SNEKTPOMArHUTHOMO
n3ny4yeHust ot 6OKOBbLIX MOBEPXHOCTEN rodpa. Moka3aHo, YTO rodpupoBaHMe 3KpaHa He
OKa3bIBAET 3HAYUTENIbHOMO B/IMSHWUS HA 3HAaYeHUs ero KoadduumeHTa nepegaym SMN.

Cnincok nimreparypsi
1. A6acos, P. K. [IpuMeHeEHUE yI/IEPOAHbIX MATEPUAE/IOB B IKPaHUPOBaHWU 3/IEKTPOMarHuTHbIX nosed / P. K. Abacos //
TMonmrmnyeckmi MonogexHsivt xypHaa. — 2016. — N2 5, —C. 1 7.
2. MzonsaumorHas @onsra IZOFOLIX [SnekTporHbii pecypc] — Pexum goctyna :  https.//www.kotar.pl/ru/oferta/folie-
izolacyjne/108-folia-izolacyjna-izofolix-rus. — fJara gocryna : 14.02.2024
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DESIGNS OF ELECTROMAGNETIC SHIELDS
BASED ON CORRUGATED METALLIZED POLYMER FILM

Gladinov A.D.
Postgraduate student of Information Protection Department
Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus

Bogush V.A. — Doctor of Sciences (Physical and Mathematical), Professor

Annotation. The report presents the results of study of microwave electromagnetic
radiation interaction with thin-film shields in the form of corrugated metallized polymer
film. These results include patterns of changes in the values of electromagnetic radiation
reflection and transmission coefficients of such shields depending on the height of the
corrugation.

Keywords: electromagnetic radiation shielding, reflection, transmission
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METOAMKA KOHOUTYPALIMM KOHTPOJIJIEPA IOMEHA 151 OBECNEYEHUS BE3ONMACHOCTH
JIOKANNIbHOIA CETU

TpuropsH O.11., lMuckyrHosa E.C.
ep.161401

benopycckmyi rocy4apCTBEHHBIV YHUBEPCUTET MH@OPMATUKY 1 PAaNOSIEKTDOHUKY,
r. MunHck, Pecriybrimka beniapyce

HayuHbid pykosogutesis.: benoycosa E.C. — KaHAMAAT TEXHUYECKUX HaYK, AOLEHT Kagespbl 3M

AHHOTaums. B MaTepuanax AoKnaZia paccMaTpuBaeTCs KOHMUIypauusi KOHTponsiepa
JOMeHa Ha ocHoBe Active Directory, KOTopoe NO3BOJISIET LEHTPANIM30BaHHO YNpaBsTh
nonb3oBaTeNsMK, FpynnamMuM M KOMMbIOTEPAMU B CETU. Peanu3aumsi AaHHOW CNyx6bl
no3BonseT aaMUHUCTpaTopaM 3(MdEKTMBHO yNpaBnsaTb 6€30MacHOCTbIO B CETH,
onpeaenss npaea A0CTYyNa Mo/b3oBaTesNel K pasnMyHbIM pecypcam

KmoueBble cnoBa: obecneyeHne 6e3onacHoctn, Active Directory, KOHTponnepbl
[OMEHOB

BBegenne. C yBenuvyeHmeM uucna yrpos kubepbesonacHOCTM W pa3BUTUEM
LUMpPOBLIX TEXHONOMMI obecneyeHme 6e3onacHOCTN MHDOPMaLMK U CeTeN CTaHOBUTCSA BCe
6onee KpUTUYECKM BaXkKHbIM AN OpraHM3aumi, MOCKOMbKY yTeuyka KOHdMAeHUMaNbHbIX
[AHHbIX WK HapyleHus B paboTe CeTn MOryT MoB/eYb cepbe3Hble nocneacTsuns. OgHuM
M3 QyHOAMEHTaANbHbIX 3M1EMEHTOB WMHPPacTpykTypbl cetn B cpege Windows Server
sensercs Active Directory, koTopbii obecneuvBaeT LEHTPaNM30BaHHOE YrpaBieHne WU
BbICOKMI YpOBEHb MH(OPMaLMOHHON 6e30nacHOCTM CeTHU.

Active Directory — 310 cnyxba kaTanoros, KOTopasi UCNOMb3yeTcs Ans YnpaBieHns
pecypcamy B JIOKa/IbHOW CETM opraHm3aumn. Opyrummn cnoBamu, Active Directory — 310
LueHTpanbHass 6as3a [aHHbIX, B KOTOPOM XpaHWUTCA WHMOpMauMs O MNOnb3oBaTens,
rpynnax, KoMnbloTepax M Apyrux ceTeBblx ycTponcTBax. Active Directory npepoctaBnsieT
Cnyx6sl ayTeHTudukaunm 7 aBTOpU3aLuun, no3Bonss nonb3oBaTenam
ayTeHTUPULMPOBATLCA Ha YCTPOMCTBAX M MOJyYaTb AOCTYN K pecypcaM B COOTBETCTBUM C
nx npaBaMn. OCHOBHbIMW 3M1EMEHTaMM CTPYKTYPbl YMpaBleHUs CETU ABNAIOTCA AOMEHbI,

43



60-51 Hay4YHasi KOHEPEHUMSI aCMMPaHTOB, MarnMCTPAHTOB M CTYAEHTOB

KOHTpOepbl AOMEHOB, AepeBbs W fleca AOMeHOB. [IoMeHbl — 3TO Jlormyeckue rpynnbl
06BbEKTOB, KOHTPO//iEpbl AOMEHOB XPaHAT WHMOPMaUMO M ynpasnsioT AOCTYNOM K
pecypcaMm, a AepeBbsl M leca AOMEHOB NPeACTaBnsoT cobov nepapxmyeckne CTPyKTypbl,
obbeanHsIoLWme CBA3aHHble JOMEHbI N AePEBbS B €AMHYI0 CUCTEMY ynpaBreHns. B pamkax
cetn, wucnonbaytowen Active Directory, cepBepbl DHCP (Dynamic Host Configuration
Protocol) u DNS (Domain Name System) wurpaioT BaxHyl0 ponb B obecneyeHuu
6ecnepebonHon pabotbl cetn. Cepsep DHCP npeaHasHayeH Ansi aBTOMATUYECKOro
Ha3Ha4yeHus IP-aapecoB yCTPOMCTBAM B CETM, YTO YNpOLLAeT AOCTYN K CETEBLIM pecypcaM,
B TO BpeMsa Kak cepBep DNS oTBeyaeT 3a paspelleHne MMeH y3/10B B ceTn B IP-agpeca,
obecneumBas npaBubHYIO agpecaumto U AOCTyn K pecypcam.

MpoBeaeHne HayyHoOM paboTbl MO AAaHHOM TeMe Ha MNPaKTUKE MO3BOSUT BbISIBUTb
onTUMasbHble CTpaTerMm n metoabl obecneyeHms 6e30MacHOCTU C Ucnonb3oBaHneM Active
Directory. 2TO noMoXeT OpraHvM3aumsM MOBbICUTb YPOBEHb 3alUTbl CBOMX AaHHbLIX M
CETEBON UHPPACTPYKTYPbI, YTO SIBNISETCA KPalHE aKTyaslbHbIM B HalLe BPeEMS.

OcHOBHasi 4acrtb. [nsa peanu3aumm cnyxbol  Active Directory B ponu
aAMVHUCTPATOpa MCMOMb3YeTCs BWpTyanbHasi MallMHa C CEPBEPHOM OrnepaLMoHHOM
cuctemor Windows Server, a B ponu nonb3oBaTenss — BMPTyaJibHas MalnHa C
onepauunoHHon cuctemont Windows 10.

[lnsi nepBOHa4YaNbHON KOHMUIrypaumMm KOHTpPO/epa HeobxoaAMMO co3aaTb AOMEH WU
obecneunTb CBA3b MeXAy aAMMHUCTPATOPOM W nofb3oBaTeneM. [ns opraHusaumm
BbIYNCIIUTENBHON CeTU ycTaHoBneHbl Active Directory Domain Service (AD DS), DHCP-
cepeep u DNS-cepsep. Ha pucyHke 1 w30bpaxkeHa MaHenb MOHUTOPUHra BCeX
YCTaHOBJIEHHbIX CEPBEPOB.

B Ancneruep cefsepor

[uncnetuep cepeepos * [laHesib MOHUTOPUHTA @1V vopserewe Cpercrea  Bux  Copamna

B Naviens MowwTopysIra Bac npuBeTCTBYeT AUCneTUep CepBepOB

§ Nokanswsiii cepsep

i Bce cepeepui . s y .

2 _ HactpouTtb 3TOT 0KanbHbIN cepBep
i§ ADDS

18 DHce Buacrpait sanycx

& ONS 2 [lobaents f

W} Oaiinosuie cryxGel u ... b

Moapobres
POV U FPYNINbI CEPBEPOB

== Dainosble cnyxOol n
jm Oainosbie yXObi

1 § Jlokanshbiii cepee 1
cnyx6bl XxpaHUMILa . i

il ADDS 1 1§ DpHcp 1 & DNs 1

@ Ynpasnsemocts ® Ynpasnsemocts @ Ynpasnsemocts @ Ynpaensemocts @ Ynpasnsemocts
Cobumua Cobumua Cobumua Cobumua Cobuun
Cryx6et Cryx6et Cryx6et Cryx6e1 Cryx6u1
TMpoussoauTeNsHOCTS MpowasoauTensHOCTS MpossoauTensHoCTs MpovasoauTensHOCTS MpovagoauTensHOCTS

Pesyabtatel BPA Pesybtatel BPA Pesyabtatel BPA Pesyabrarsl BPA Pesyntatel BPA

ii Bce cepseps! 1

Ynpasnsemocts
Cobemus

Cryx6ei
MpousecauTensHoCTs

Pesybtatel BPA

PucyHok 1 — MaHelb MOHUTOPUHIA YCTaHOBMEHHbIX CEPBEPOB

Cneayowmii Wwar HacTpolku — AobaBneHVe Nonb3oBaTenel M pasrpaHMYeHue WX
npas. Ha pucyHKe 2 npeacraBnieHa HayanbHas CTpaHWUa BXo4a B CUCTEMY MONb30BaTens,
rAe yKkasaH y)e HaCTPOEHHbIN aoMeH GP.

44



60-51 Hay4YHasi KOHEPEHUMSI aCMMPaHTOB, MarnMCTPAHTOB M CTYAEHTOB

[vcnetuep cepsepos * NaHenb MOHUTOPUHTA @I F |»

©aiin feiicrme  Bug  Cnpasxa

G b {0l X H rm| % % % % Ceocrea: Onsra Mpuropan ? X
= Momsosarenw w komnsioTepst 4| Ynaa Tun Unerpyn  Bromune sscve  Cpeas Ceawcal  Yaanewewe ynpasnenwe
Caipsien sampicu B DnsAdmins  Mpynna Geson. Mpogmns cyx6 yasnerseix paows CTonos COM+
v 3 GP. !B(JKT\ 82 DrsUpdateP... Tpynna Geson Ofume Amec Yeenmassawce [poowne Tenegows  Oprassaus
uiltin
it B Protected Us... Fpynna Geson. A
B Domein Controllers & Agmmsncrp..  Nonssoeatens Pr— eGPiocal
ForeignSecurityPrincipal e F— rens inpea:Windows 2000
Managed Service Accour Ipyrins Gachi st :NM e T
Aol a Tpynna Geson GP grgeryan
 Agmusunctp...  [pynna Geson
B Anamsmcrp...  Tpynna Geson. SmSen v Boare.
B Agammnctp... Tpynna Geson.
8 Bnagensusi-... Mpynna Geson. ] Pastnoxposam ywenso samcs
82 focrw aomena [pynna Geson.
Boroen MNonssosarens Mapametpns yaemoh sarmce
w B rpynna c3a.. Tpynna 6eson [ Toetomams cmere napons npw creayowen sxone 8 cncremy A
ﬂ‘pyrom nosb30BaTeb 88 Toyoa cpa... Tynna Seson [GESS i ——
@ Eerernma M. Monssoearens [ Cpox aeicTus napons e orpareness
B Wsgavenm ce... Tpynna Geson. [ Xpastms napons, uenons3ys 06paTeoe umdposare v
B Knonupyem... Tpynna Geson. .
B Komnsiorep... Tpynna Geson, ® oo
£ Korrponnep... Ipynna Geson. ~45)
8 Kowrponnep... [pynna Geson VITREROY, .
B Konrponnep... Mpynna Geson,
Bxoa B: GP & Oneralpur... Monssoearens

B Nonssoeate... Mpynna Geson,
Kak 2 MOFy BOATH B APYTOil AOMEH? B Noscaass.. . Tiaros Sioe Omeia Crpasxa

B Cepoepus RA... Tpynna Geson... Cepsepst & 370 rpynne.

< > eephi 1

Cobbitun

Pesynstatel BPA

PucyHok 2 — Bxoa nonb3osaTens B AOMeH
Takke HeobxoauMmo HacTpouTb pasgady IP-agpecos no npotokony DHCP. Ha
pucyHKe 3 oTobpakeH pe3ynbTaT paboTbl cepeepa.

[ucnetuep cepeepos * [laHenb MOHUTOPUHIA

B Komananas crpoka & DHCP
(c) Kopriopauua Maitkpoco¢T (Microsoft Corporation). Bce npasa 3awMueHbi. Quitn (Aocuns| B Copeecs
- ¥ @ 7]
C:\Users\grigoryan>ipconfig /all 2 DHCP IP-aspec kmenta  Mn creuenme cpoxa 3
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Mma komnbloTepa . . . . . . . . . : Windows1®© = DNS Apenaceanmsie aapeca
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NS-c\ ¢ . 1
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o s o e v @ e s ¢ TmbpuaHbin Monurinkn
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WINS-NpOKCH BK/IOMEH . . . . . . . : Her R
£ Ownstpsl
Mopspok npocmoTpa cydpukcos DNS . : GP.local B IPv6
Apantep Ethernet Ethernet:
<
DNS-cydpukc nogknwyeHms . . . . . : GP.local
ONUCRING. = & ‘v % & % » o @ o s 3 & 1(R) PRO/1@0@ MT Desktop Adapt
OU3nYeckuin agpec. . . . . . . . . . ©08-80-27-25-6C-55 e
i§ Aapps 1
DHCP sknioqeH. ettty
ABTOHaCTpOWKa BK/OYEHA. . . . . . @ ® Ynpasasemocts
T ~aAPeC. . .« « +« « « + « « « . : 192.168.1.210(OcHOBHOI) Cotiivi
MBCKE NIOACETN <. o o. a0 = o o -2 o a 55.255.255.0 s
A Cayx6st
ApeHpa MOAYHMeHa. . . . . . . . . . & ¢despans 2024 r. 1:50:14 4
Cpok apeHgpl UcTekaeT. s : 24 despann 2024 r. 1:50:42 Hpowasomemsacie PONIRO/pETRAGHOCTS
OcHOBHOM WmMo3. . . . . . . . . : 192.168.1.254 Pesynetatel BPA Pesynstatel BPA

DHCP-cepsep. . . . . . . . . . . : 192.168.1.8

DNS-cepeepbl. . . . . . . . . : 192.168.1.8
NetBios wepes TCP/IP. . . . . . . . : Bkw4eH

: R i: Daitnosbie cayxObl n i NloxansHuiii cepeep
ers\grigoryan> cnyx6bl xpaHuauwa

PucyHok 3 — PesynbTaT pabotel DHCP-cepBepa

3arsroyernne. NpyMeHeHe METOANKN KOHMUIypaLmuy NO3BO/IUT MOBLICUTL YPOBEHb
6e30MacHOCTU NOKaNbHOW CETU M 3alMTUTh MH(OPMALIMOHHBIE Pecypcbl OpraHu3aumm ot
yrpo3 v atak. B ganbHeiweM nnaHMpyeTcs BHeAPEHME pa3inyHbIX MOMTUMK 6e30MmacHoCTy
cetM, a Takke pAobaBfeHME MWHbIX OMEepPaUMOHHbIX CACTEM B [OMEH, YTO MO3BONUT
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Cnincok simreparypbi
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DOMAIN CONTROLLER CONFIGURATION METHODOLOGY FOR SECURING THE LOCAL
NETWORK

Grigoryan O.P., Piskunova E.S.
gr.161401

Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus
Belousova E.S. — PhD (Tech.), associate professor at the information security department

Annotation The article discusses the configuration of a domain controller based on
Active Directory, which allows centralized management of users, groups and computers
in the network. The implementation of this service allows administrators to effectively
manage security in the network by defining user access rights to various resources

Keywords: security assurance, Active Directory, domain controllers
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CUCTEMA OBHAPY)XEHUA NEPBOHAYAJIbHOIO A1OCTYINA HAPYLUUTENA B
NMH®OPMALIMOHHYIO CUCTEMY

Henxos B.H,
ep.367241

benopycckmyi rocy4apCTBEHHBIV YHUBEPCUTET MHBOPMATUKY U PAFNOS/IEKTDOHMKY,
r. MunHck, Pecriybrimka beniapyce

HayuHbiv pykoBoguTesib: bop6oTbko T.B. — JOKTOP TEXHUYECKUX HAYK, 3aBEAVIOLMA Kagpheapor 3aLmnTbl
UHGOpMaLmu

AHHOTaumA. B MaTepuanax Aokiaja paccMaTpyBalOTCS OCHOBHbIE MPUMHUMNGLI paboTsl,
APXWUTEKTYPbl U TEXHONOMMU, 3afayum U Uenn cucteM obHapyxeHusi BTopxeHuid (IPS) u
npeaoTBpalleHns BTopxxeHuin (IDS).

KnroueBble cnoBa: cucteMbl obHapyxeHus BTopxeHui (IPS) v npepoTBpalLeHus
BTOpXxeHui (IDS).

BBegenne. CucteMa O6HapyXXeHUsi MNepBOHaYasbHOro A0CTyna HapywuTens B
MH(OPMALMOHHYIO CUCTEMY  SIBNISIETCS  BaXHbIM  KOMMOHEHTOM  3alUMTbl UM POBON
MHDPACTPYKTypbl OpraHuM3auMn, B XOAE YEro aHanuM3uMpyeTcs NpuHUMN paboTbl U
(YHKUMOHaNbHbIE  BO3MOXHOCTM  TaKOW CUCTEMbI, KOTOpasi npefgHa3HayeHa Aans
06Hapy>XeHWs NOMbITOK HECAHKLIMOHMPOBAHHOMO A0CTyNa K MH(OPMaLMOHHON CUCTEME Ha
paHHMX cTagusix. B gaHHOM goknage obcyxaaroTcst MeToabl M anropuTMbl, UCNOMb3yeMble
B TaKMX CUCTEMAX, BKJ/IOYAs yYeT NoBeAeHYECKMX aHOManui, aHan3 ceTeBoro Tpaduka um
obHapy)XeHVe aTak Ha OCHOBE CUrHaTyp. Takxke MpuMBOAATCA MpPUMEpbl NMPaKTUYECKOro
NPUMEHEHNS TaKMX CUCTEM U MX ponib B obecneyeHun 6e3onacHOCTU MHMOPMALMOHHOM
MHPPACTPYKTYpbl OpraHmn3aumn. MNoauyepkMBaeTCs BaXXHOCTb MOCTOSIHHOrO MOHUTOPWHIA U
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OOHOBNEHUS Takux cucteMm, 4Tobbl 6biTb 3hGhEKTUBHBIMU B OBHApy>XeHWW HOBbIX W
NPOABUHYTLIX METOAO0B aTaKMu.

Cucrtema obHapy>xeHusi nepBoHaYasnibHOro A0OCTyna HapywmTens B MHOOPMaUNOHHYIO
cuctemy (aHanuzatop, IDS) — 3TO MHCTPYMEHT, MpeAHa3sHA4YeHHbIN ANS BbISIBNEHUS U
pearMpoBaHMa Ha MOMbITKM HECAaHKUMOHMPOBAHHOIO AOCTYMNa K KOMMbIOTEPHbLIM CETAM U
NHMOpMaL M.

3afayen Takon CUCTEMbI BNSIETCS ObHapY)XeHWe 1M aHanu3 ceTeBoro Tpaduka u ero
CpaBHEHVE C npeaonpeaeneHHbiMM npaswnamMum 1 wabnoHamn. [Mpu  0bHapy>xeHun
NoA03pUTENbHON aKTUBHOCTU CUCTEMA CUrHanu3MpyeT 06 MHUMAEHTE U MPUHMMAET Mepbl
no ero 6/J0KMPOBaHUIO UM pearMpoBaHUIO Ha HEro.

OcHoBHass uUenb  cuCTeMbl  OBHapyXeHWsi  nepBOHayanbHOro  Aoctyna —
NpeaoTBpaLleHNe BTOPXKEHUW, @ TakXkKe CBOEBPEMEHHOE BbISIBIEHME W YCTpaHeHue
ys3BUMOCTENM B WMHQOpPMaUMOHHOM cucTeMe. OHa cnocobHa O6HapyXuBaTb pPas/iMyHble
BMAbl aTaK, BKAOYas BHeApeHWe BpPefoHOCHOro KoAa, CKaHMpoBaHWe rnopTos, noabop
naponen n aApyrme MeToabl HeECaHKLIMOHMPOBAHHOMO AOCTYNa K CUCTEME.

Mnocbl  MCNONb30BaHUSA  CUCTEMbI  OBHapPY>XeHUs  NepBOHAYyanbHOro  AO0CTyrna
BKJ1HOYAIOT:

- BO3MOXHOCTb ObHapyxeHust 1 6NOKMpOBaHWUA aTak Ha paHHUX CTagusx, nomoras
npeaoTBpaTUTL ywepb 1 HeraTMBHbIE MOCNEACTBUS ANS OpraHM3aunn.

- MoBbllWweHe ypoBHS 6€30MacHOCTM U 3aWMTbl CUCTEMbI NyTEM 0H6HaPY>XEHWNSI HOBbIX
M HEM3BECTHbIX aTak, KOTOpble MOryT 060MTH TpaaMLMOHHbIE CPEACTBA 3aLLMThI.

- YnydweHne BO3MOXHOCTEM pearnpoBaHMsi Ha WHUMAEHTb 6e30nmacHOCTM U
npoBeAeHne AeTanbHOro aHan3a NpousoLleawwnx cobbITMN.

- CokpalleHve BpeMeHW, 3aTpayuMBaeMoro Ha ObHapyXeHue W pearMpoBaHWe Ha
HapyLueHnss 6e30nacHOCTH.

OpaHako, cnefyeT yyecTb, YTO cucTeMa obHapyXXeHus nepBoHa4asbHOro A0CTyna He
SIBNSAETCS MaHaleen Anst BCeX Yrpo3 u ysssumocten. Ee 3dpdekTMBHOCTb MOXET ObITb
orpaHuyeHa, O0COBEHHO B C/lydae HOBbIX W HeW3BeCTHbIX Yyrpo3. [loaTtomy, Aans
MOSTHOLEHHON 3almTbl MH(POPMALMOHHON CUCTEMbI, PEKOMEHAYETCS KOMOWHMpOBaTbL €e
MCNoNb30BaHMe C ApPYruMyM MeToaamMmn n cpeacTesamm 6€30nacHoCTy.

OcHoBHas1 yactb. PaccMoTpum cuctemsl IPS m IDS.

IDS pacmudpoBbeiBaercs kak Intrusion Detection System — cucrema oOHapyXeHuUs
Bropxkenuit. IPS, unu Intrusion Prevention System, — cuctema npenoTBpaiieHus: BTop:keHui. 1o
CpaBHCHHIO C TpaJULIUOHHBIMH CpCACTBAMU 3alllUThl — QAHTHUBHUPYCAMHU, CHH.M-(i)I/IJIBTpaMI/I,
daiieporamu — IDS/IPS o6ecnieunBaroT ropasio 6ojiee BEICOKUN YPOBEHb 3aIUTHI CETH.

AHTHBHUpYC aHamu3upyeT Qaiisl, cnaM-QWIbTp aHAIM3UpPYeT MNHcbMa, (alepBon —
coenurenus o [P. IDS/IPS ananu3upyroT gaHHbIE U ceTeBOE MoBeaeHue. [Ipogomxas aHamoruio ¢
XpaHUTEISIMA TPaBONOpPAIKa, (aiiepBoi, MOYTOBbIE (MIBTPHI M AHTHUBUPYC — 3TO pPsIOBBIE
COTPYJIHUKHU, pabOTaIONINE «B MOJIE», & CUCTEMBI OOHAPYKEHHS U TPEIOTBPALICHHS] BTOPKEHUI —
9TO CTApUIUC IO paHTy O(I)I/ILlepLI, KOTOPELIC pa6OTaIOT B OTACJICHUU. PaCCMOTpI/IM 9T CUCTEMBI
nosipoOHee.

Apxutektypa n texHonorus IDS.

[Tpuntun padotsr IDS 3akimodaercst B onpeieieHUH yrpo3 Ha OCHOBAHHUM aHalu3a Tpaduka,
HO ﬂaﬂLHeﬁMHe HCﬁCTBHﬂ OCTAarOTCA 3a aIMUHHUCTPATOPOM. Cucrewmsl IDS ACJIAT Ha THUIIBI IO MCCTY
YCTAaHOBKHU U MPUHIUITY IICIZCTBHH.

Buge! IDS no mecTy ycTaHOBKW.
I[Ba CaMbIX pacCIIpOCTPaHCHHBIX BHU1ad IDS o MCCTY YCTAHOBKH:
« Network Intrusion Detection System (NIDS);
« Host-based Intrusion Detection System (HIDS).
[TepBast paboTaeT Ha ypOBHE CETH, a BTOpasi — TOJBKO Ha YPOBHE OTJEJIbHO B3SITOI0 XOCTA.
CeteBble cuctembl 06HapyxeHus BTopxkeHusa (NIDS).
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Texnonoruss NIDS paeT BO3MOXKHOCTh YCTAaHOBUTH CHUCTEMY B CTPATETMUYECKH BaXHBIX
MecTax CeTH M aHAIM3MPOBATH BXOAIMI/MCXoaamui Tpaduk Bcex ycTpoicTB cetd. NIDS
AHATM3UPYIOT TpaUK HA MIYOOKOM YpOBHE, «3ariisifblBash B KaX/blil MaKeT ¢ KaHAJIbHOTO YPOBHS
JI0 YPOBHS IIPWIIOKEHUM.

NIDS oTnmuaercs oT MEXCETeBOro sKkpaHa, uiu ¢aiepsona. daiiepBon GUKCHPYET TOIBKO
aTaku, IOCTYIAIOIINE CHAPYX U CETH, B TO Bpems kak NIDS crioco6Ha 0OHapyXKUTh U BHYTPEHHIOKO
yrposy.

CereBble cUCTEMBI OOHAPYKEHUSI BTOPXKEHHH KOHTPOJHPYIOT BCIO CETh, YTO IMO3BOJIAET HE
TpaTUThCA Ha AonoiaHuTeNbHbIe pemieHus. Ho ects Hegocratok: NIDS oTciexuBaroT BeCh CETEBOM
TpauK, MOTpeOIIsisi OOIBIIOE KOIMYECTBO pecypcoB. Uem Oombiie o0beM Tpaduka, TEM BHIIIE
noTpedHocTh B pecypcax CPU 1 RAM. D10 npuBOAMT K 3aMETHBIM 3aJIepKKaM 0OMeHa JaHHBIMH U
CHIDKEHHIO CKOPOCTH PabOThl ceTd. bomnbioil 00beM MHGOpMALUN TAKKE MOXKET «OIICIOMHTHY
NIDS, BbIHYJIMB CUCTEMY MPOIYCKATh HEKOTOPHIE MAKETHI, UTO JEIACT CETh YA3BUMOII.

XocToBasi cuctema obHapyxeHusi BTopxxeHun (HIDS).

AJbTepHATUBA CETEBHIM CHCTEMaM — XOCTOBBIE. Takue CUCTEMBbl YCTAaHABIUBAIOTCS HA OJIUH
XOCT BHYTPU CE€TH U 3amuiiaioT Toibko ero. HIDS rtaxke ananusupyloT Bce BXOAAILIUE U
UCXOJSIINE MAaKeThl, HO TOJIBKO i oAHoro ycrpoiictBa. Cucrema HIDS pabGotaer mo mpunHuuiy
CO3JIaHUs CHAINIIOTOB (aliJIOB: JIEIaeT CHUMOK TEKYIeH BEPCHH M CPAaBHUBAET €ro C MPEIbIAYIICH,
TE€M CaMbIM BBISBIISIS BO3MOXHBIE yrpo3sl. HIDS mydiie ycTanaBiuBaTh Ha KPUTHYECKH BaKHbIE
MAIlIMHBI B CETH, KOTOPBIE PEIKO MEHSIOT KOH(UTYpAIHIO.

Apyrne pasHoBugHoctn IDS no MecTy yCTaHOBKM.

Kpome NIDS u HIDS, nocrymusl takxe PIDS (Perimeter Intrusion Detection Systems),
KOTOpBIE OXPAHSIOT HE BCIO CETh, @ TOJIBKO IPAHUILIBI U CUTHAIM3UPYIOT 00 UX HAPYILIECHHUU.

Eme oana pasnoBunnocts — VMIDS (Virtual Machine-based Intrusion Detection Systems).
OT0 pa3HOBUAHOCTh CUCTEM OOHApPYKEHHUS yrpO3bl HA OCHOBE TEXHOJIOTUN BUpTyalu3auuu. Takas
IDS no3Bonser o6oiTuch 0€3 pa3BepThIBAHUS CUCTEMBI OOHAPYKEHUSI Ha OTJEIbHOM YCTPOMCTBE.
JloctaTouHO pa3BepHYTH 3alIMTY Ha BUPTYAIbHOW MallnHe, KoTopas OyIeT OTCIEKHUBATh JIFOOYIO
MOJI03PUTENBHYIO AKTUBHOCTb.

Buabl IDS no npuHUmnny gencreus.

Bce cuctemsl oOHapyxenus arak IDS paboraioT mo oHOMY HNPHUHIMIY — MOUCK YTPO3bI
nyreM aHanu3za Tpaduka. OTauuus KporwTcs B caMoM Iporecce aHanuza. CyliecTByeT TpHU
OCHOBHBIX BHJIa: CHTHATypHbIE, OCHOBAaHHbIE HA AHOMAJIUSX U OCHOBaHHbIE Ha MpaBUIIaX.

CurnaTtypHble IDS.

IDS »51oli pa3sHOBHIHOCTM pabOTAIOT IO CXOKEMY C AaHTUBHUPYCHBIM IPOrpPaMMHBIM
obecrieuenueM mpuHIUIY. OHU aHATM3UPYIOT CUTHATYPHI M COMOCTABIISIIOT MX ¢ 0a30ii, KOTOpas
JIOJKHA MTOCTOSITHHO OOHOBIIATBCA JUIsl o0ecnedeHns: KoppekTHOH paboThl. COOTBETCTBEHHO, B 3TOM
3aK/II0YaeTcsl TJaBHBIM HenocTtaTok curHaTypHeix IDS: ecnm mo kakum-To mpuyumHam 0Oasa
HEIOCTYIIHA, CETh CTAHOBUTCS YS3BMMOM. Takyke €ciii araka HOBas M €€ CUTHaTypa HEU3BECTHA,
€CTh PHUCK TOTO, UTO yrpo3a He OyAeT oOHapyx eHa.

Curnarypnsle IDS cnocoOHbI oTcaeKuBaTh ma0I0Hbl WK cocTosHus. [1labnonsl — 310 TE

CUTHATYpbl, KOTOpBIE XpaHATCS B MOCTOSIHHO OOHOBIsieMoil 0a3e. COCTOSHMSI — 3TO JIOOBIE
JENCTBUS BHYTPU CUCTEMBI.
HauanbHoe cocTosiHME cHcTeMbl — HOpManbHasg pabora, oTcyrcTBHe araku. llocne

YCIICIIHOW aTakh CUCTEMa IEPEXOAUT B CKOMIIPOMETHPOBAHHOE COCTOSHHUE, TO €CTh 3apa)KCHUE
nponio ycrmemHo. Kaxkmoe neiictBue (HampuMmep, YCTaHOBKA COCIMHEHHS IO TPOTOKOJY, HE
COOTBETCTBYIOIIEMY TMOJUTHKE O€30MacHOCTH KommaHuu, aktuBuianus [1O u T.4.) cmocoOHO
u3MeHUTh cocrtosiHue. Iloaromy curnatypueie IDS orcnexxuBaioT He NEHCTBUS, a COCTOSHUE
CHUCTEMBI.

Kak MO’KHO MOHATH M3 onucaHus Beine, NIDS wame orciexuBaroT madnonsl, a HIDS — B
OCHOBHOM COCTOSIHUSI.

IDS, ocHOBaHHbIE HA aHOManusXx.

Jannas pasHoBuaHOcTh IDS mo mpuHmmmy paboThl B 4eM-TO CXOXka C OTCJIEKHBAHUEM

COCTOSIHHM, TOJIbKO MMeeT OOJIbIINI OXBarT.
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IDS, ocHOBaHHBIE Ha aHOMAIMSX, HCHOJIB3YIOT MAalIMHHOE oOydeHue. [[ns mpaBmiIbHON
paboThl TakKUX CHCTEM OOHapy>KEHHs Yrpo3 HeoOXoauM TNpoOHBIH Tepuo] OO0ydeHHUS.
AJIMUHUCTpAaTOpaM pPEKOMEHAYETCS B TEUYEHHE IMEpPBBIX HECKOJIbKUX MECSIEB IOJHOCTHIO
OTKJIFOYMTH CUTHAJIBI TPEBOTH, YTOOBI crcTeMa oOydanack. [locie TecToBOro nmeproja oHa roroBa K
pabore.

Cucrema aHaiu3UpyeT pabOTy CETH B TEKYIIMH MOMEHT, CPABHMBAE€T C AaHAJIOTMYHBIM
MEPUOJOM U BBISIBIIIET aHOMATUU. AHOMAJIUU JEJATCS Ha TPU KaTEerOpHU:

. CTaTVICTM‘-IECKVIe;
e dHOMAJIMN NPOTOKOJ10B,
» aHOManuu Tpaduka.

CraTucTHdecKne aHOMaJIMU BBIBIAIOTCS, Koraa cuctema IDS cocraBnser nmpoduinb mratHon
aKTHBHOCTH (00BEM BXOJAIMIETO/MCXOAIIETO TpaduKa, 3amycKaeMble MPWIOKEHUS W T.JO.) H
CPaBHHUBACT €ro C TeKyImHM npoduieM. Hampumep, A KOMIIAHUU XapaKTEpeH pocT Tpaduka 1o
Oynuum nHaM Ha 90%. Ecnm tpaduk Bapyr Bospacter He Ha 90%, a Ha 500%, To cucrema
OTIOBECTHUT 00 yrpo3e.

Jlns BeIsiBIeHUA aHOMaiuii mportokonoB IDS-cuctema aHanmm3upyer KOMMYHUKAIMOHHBIC
IIPOTOKOJIBI, X CBSI3U C MOJIb30BaTENIIMU, IPUIIOKEHUSAMU U cocTaBiseT npodpuiu. Hanpumep, BeO-
cepep noimkeH padorate Ha mopty 80 mns HTTP u 443 gna HTTPS. Ecnm ans nepenaum
unpopmanuu o HTTP wumu HTTPS Oyner wucnonb3oBatees npyroit mopt, IDS mnpunuier
yYBEIOMJICHHE.

Taxxe IDS criocOOHBI BEISBIISITH aHOMAJIHH, JIFOOYI0 HEOE30IMaCHYIO WITH JTaXe yTPOKAIOIIYIO
aKTUBHOCTH B ceTeBoM Tpaduke. PaccMoTpumM, k npumepy, ciydaid DoS-ataku. Ecnu nmonbitatses
IPOBECTH TAKyI0 aTaKy «B JI00», €€ pacro3HaeT M OCTAaHOBUT aaxe aiiepBon. KpeaTuBHBIC
3MOYMBIIUICHHUKH MOTYT pacchUiaTh MakeTbl ¢ pas3HbiX agpecoB (DDoS), uto yxke crnoxHee
BBISIBUTH. TexHonoruu IDS ananm3upyroT ceteBoil Tpaduk U 3a0IaroBpeMEHHO MPEAOTBPAIIAIOT
MO/I00HBIE aTaKH.

3akniouenue. B Xone MaHHOTO J0KJIaAa Oblla paccMOTpeHa MpoOjemMa OOHapyKeHus
MEPBOHAYAIILHOTO JOCTYTa HAPYIIUTENs B UH(POPMALIMOHHYIO CHCTEMY. BT U3ydeHbl pa3nudyHbIe
METOJIbl M MOJAXO0JIbl K OOHApYKEHUIO TaKUX yrpo3, a TaKkKe PacCMOTPEHbI OCHOBHBIE IPHUHIIMIIBI
(YHKLIMOHUPOBAHUS CUCTEM OOHAPY>KEHUSI.

OddexTuBHOE  OOHapy)KEHHME  IE€pBOHAUAJIBHOIO  JIOCTYNA  HapyluTens  TpedyeT
KOMILJIEKCHOT'O MOJX0/a, BKJIIOYAIOLIET0 B ce0sl KaKk TEXHUYECKUE CPEICTBA, TaK U IPOILECCHI
MOHMTOPHMHTa W aHajau3a JaHHbIX. Kpome TOro, BaKHbIM (aKTOpOM SIBIISIETCS OOHOBJICHHE U
COBEpPILEHCTBOBAHUE CUCTEM OOHAPYKEHUS B COOTBETCTBUU C MOSIBIISIOLIMMUCS YIPO3aMH.

OO6HapyxeHue MepBOHAYAIbHOIO JOCTYNAa HApyLWIUTeNls B HMHQOPMAIMOHHYIO CHUCTEMY
SBIISIETCS KPUTUYECKM BAKHBIM JSTalioM B oOOecreueHUM Oe30MacHOCTH JaHHBIX U 3allUTe OT
kuOeparak. Pa3BuTue M COBEpIIEHCTBOBAHHME CPEICTB OOHAPYKEHUS SBISETCS HEOOXOIMMBIM
mrarom Jtst 9 PeKTUBHOM 3aUTh HHOOPMAIIMOHHBIX PECYPCOB.

HecMmotpss Ha ciokHOCTBH 3afauu OOHApYKEHMsI NEPBOHAYAIBHOIO JOCTYNa HapyIIUTE,
COBPEMEHHBIE TEXHOJIOTUM U METOAMKH MO3BOJIAIOT CO3/aBaTh Oojee HajeKHble U 3PPEKTUBHBIE
cucTeMbl OOHapyxeHus. JlampHeWne WCCIeNoBaHUs W Ppa3pabOTKH B 3TOW OOJACTH MOTYT
3HAYUTEJIBHO YIYULIUTh YPOBEHb O€30MAaCHOCTH HH(POPMALIMOHHBIX CUCTEM.

Cnimcok sin TEeparTypbI
1. DS  /IPS (Intrusion Detection and Prevention System) [nekTpoHHEWT  pecypc]. —Pexum  gocryna.
https.//cloudnetworks.ru/inf-bezopasnost/ids-ips/ - fata gocryna: 14.02.2024.
2. Cybersecurity and Technology Controls [371eKTPOHHBIV pecypc]. —Pexum Agocryna:
https.//www.mitre.org/publications/technical-papers/cybersecurity-and-technology-controls [ara gocryna: 16.02.2024.
3. IPS / IDS cucmemsr. O6napysicenue u npedomepauwienue emopicenuii [SNeKmMpoHHbIU pecypc]. —
Pexxum docmyna: https://www.securityvision.ru/blog/obnaruzhenie-i-predotvrashchenie-vtorzheniy/  Jama
docmyna: 16.02.2024.
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AHHOTauusA. B MaTepmanax foknaga npeacraBfieHbl pe3ynbTaTbl aHanim3a ysa3BUMOCTH
ARP-npoTokona u peanu3aumsi kubepatakum ARP-spoofing B cMoaennpoBaHHOW
JTIOKaNIbHOM CETU B BUPTyanbHoW nabopatopun PnetLAB. Mpeanaraetcs pa3paboTaHHbIN
MaKeT BMPTyanbHON NabopaTopun UCNONb30BaTb [ANS Pa3BUTUSI 3HAHUA U HaBbIKOB Y
CTYAEHTOB pa3HbIX crneuunanbHocTei, B ToM uncne 1-98 01 02 «3awmta MHGopMaumn B
TENEeKOMMYHMKaLMAX>.

KnroueBble cnoBa: ceteBble knbepataku, ARP-spoofing, PnetLab

BBegenne. ARP (Address Resolution Protocol) 6bin  pa3spabotaH JlopaHoM
[bKoHCOHOM B Hadane 1980-x rogoB C Lenbio pelleHus npobnembl conoctasneHus IP-
a[lpecoB Y3708 ¢ ux punsmnyecknmMm MAC-agpecamm B KOMMbIOTEPHBIX CeTSAX. [MpoTokon 6bin
Briepeble onpegeneH B RFC 826 B 1982 rogy. OH cTan KOYEBBLIM 3/1EMEHTOM
COBPEMEHHbIX KOMMbIOTEPHLIX CeTelr, obecneunBast 3PPEKTUBHYIO KOMMYHMKALUIO U
06MeH AaHHbIMK MeXAYy YCTPOUCTBAMU B JTIOKANbHbIX CETSX.

AKTyanbHOCTb nNpobneMbl ceTeBblX aTak, TakuMx kak ARP-spoofing, ctaHOBUTCS BCe
6onee KpUTUYHOM B YCNOBUAX GONBLIOrO MCMOSIb30BaHUSI NTOKANIbHbLIX CETEN B Pas/iM4YHbIX
cepax xm3HuU. ARP-spoofing 3T1o kubepaTaka, OCHOBaHHasi Ha BAUSIHAM Ha nepepaqy
ARP-kagpoB. B xoae kubepaTakum HapylwmnTesnb CKaHUPYET ceTb U nogMeHsieT MAC-agpeca.
3TO NO3BONSET €My MoAAeNbiBaTb M MEepeHanpaBnaTb CETEBOM TpaduK, YTO MPUBOAUT K
Cepbe3HbIM MOCNEACTBMAM, TakKMM KaK nepexesaT WHdopMaumMuM, ee noaMeHa wnu
HapyLUeHne HOpManbHOro (yHKUNOHUPOBAHNS CETH.

Llenb gaHHOM HayyHOW paboTbl 3akntoyaeTcs B pa3paboTke 3pdekTUBHbIX METOAOB
3aWmTbl OT KnbepaTtak Ha OCHoBe u3ydeHus cueHapweB ARP-spoofing. PesynbTaThl 3TOro
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nccneaoBaHMsl MOryT CTaTb OCHOBOM Ans  pa3paboTkM  NOMMTUK  6e30macHoCTM U
obecneunTb YCTOMUYMBOCTb K NOAOOHBIM Yrpo3aM B SIOKASIbHbIX CETSX.

OCHOBHas 4acrp. [1ns N3y4yeHns npuHUMNoB nepeaaym ARP-kaapoB 1 ys3BMMOCTEN
ARP-npoTokona 6bina co3faHa fokanbHas CeTb B BUpTyanbHOM nabopatopumn PnetlLab,
KOTopasi MpefoCTaBAsieT BO3MOXHOCTM MPOEKTUPOBAHMSA NOKanbHbIX ceTen Ha 6ase
YCTPOWNCTB pa3/fINYHbIX NPON3BOANTENEN B PEXMME peasibHOro BPEMEHM.

MNMocTtpoeHHas BupTyanbHas nabopatopus B PnetLab npuBeaeHa Ha pucyHke 1. B
Hee BXOAWT cneaytollee obopyaoBaHue:

— W03 NOAK/oYEHUs K BHewHen cetn (Network);

— mapwpyTusatop Cisco c7200 (Router);

— kommyTaTtop Cisco I10S L2 (Switch);

— KoMnbtoTep Hapywwmtens ¢ OC Linux (Ubuntu);

— KoMnbtoTep xepTebl ¢ OC Linux (Ubuntu_victim);

— KOMMbloTep ¢ orpaHuyeHHon OC (VPC).

A—
A@'

——=4

> VPC
) = ]
—(fat9)- (50r0) [ —_—

Network P Router P Switch » Ubuntu_victim

» Ubuntu

PucyHok 1 — Tonosorus fokanbHoW CETU B BUPTYyasibHOM nabopatopun PnetlLab

Ha ocHoBe u3yyeHus npuHumMna nepegayn ARP-kagpoB 6binn BbiSiB/IEHbI HECKOIbKO

ya3BuMocTen. B cBa3n ¢ TeMm, 4yto ARP-3anpoc coaep)uT LimpokoBellatenbHbii MAC-
aapec, To Takon ARP-kaap MOXET MonyynTb 060e YCTPOMCTBO B LUMPOKOBELLATEIbHOM
cermeHTe. [103TOMY BO3HMKAET OAMH U3 BapuaHTOB KubepaTakm — MOCTOSIHHAs OTrpaBka
ARP-kagpoB ¢ MoauduumpoBaHHbiM MAC-agpecoMm. Yctponcteo Ubuntu_victim nonyyaer
ARP-0TBET OT yCTpOWCTBa HapywwuTtens. [anee npoucxoauT nepeHanpasneHne Tpaduka
Ha YCTPOWCTBO Hapywwutens. BTopo BapuaHT aTakM — peanu3aunsi KunbepaTaku
«yenoBek-nocepeanHe» € nomowbo noameHol MAC-agpeca nopta MaplpyTusatopa Ha
MAC-agpec ycTpoucTBa-Hapywutens B Tabnuue ARP Ubuntu_victim. Bbino npuHaTo
pelleHne n3y4yeHust BTOporo BapuaHta peanusaumm kmbepatakm ARP-spoofing.
B Tononormuu Tononorus nokanbHOM CETU B BUPTyanbHOW nabopaTtopum Pnetlab (pucyHok
1) yctponcteo Ubuntu_victim (MAC-agpec 50:00:00:24:00:01) nonyumuno no DHCP IP-
aapec 192.168.50.4/24, a ycrtpouctBo Ubuntu (MAC-agpec 50:00:00:37:00:01) -
192.168.50.2/24.

[anee Ha yctporctBe Ubuntu 6bln1  yCTaHOBNEH WHCTPYMEHT arp-scan Aans
obHapyxeHust IP- n MAC-agpeca BCcex YCTPOMCTB B JIOKASIbHON CETU C MOMOLLbIO KOMaH/bl:
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admin@Ubuntu:~$ sudo apt install arp-scan —interface=ethl1 --localnet

B pesynbTaTe HapywuTenb nonydaet uHgopmaumio o MAC- u IP-agpecax Bcex
ycTponcTts. Pacnonaras nonyyeHHon nHgopMaumnen, HapywmTenb peanusyeT Knbepataky
ARP-spoofing ¢ noMoLLbi0 KOMaHAbI:

root@Ubuntu./home/admin# arpspoof -i eth0 -t 192.168.50.4 192.168.50.1

Ha pucyHke 2 npeactaBneHa ARP-Tabnuua Ha yctpounctee Ubuntu_victim go u nocne
peanusaumm KomaHabl arpspoof.

:~$ arp -a :~$ arp -a
? (192.168.50.2) at 50:00:00:37:00:01 ? (192.168.50.2) at 50:00:00:37:00:01
? (10.177.0.1) at 02:42:13:82:c8:78 [e ? (10.177.0.1) at 02:42:13:82:c8:78 [¢
? (192.168.50.1) at ca:21:14:b6:00:00 ?2 (192.168.50.1) at 50:00:00:37:00:01
a 6

PucyHok 2 — Copepxumoe ARP-Tabnuubl Ha ycTporictee Ubuntu_victim go (a) u nocne (6) peanusaumu knbepataku ARP-
spoofing
Takum 06pa3oM, MOXHO cAenaTb BbiBOA, YTO Oblna nNpoBeAeHa ycnelwHas 3aMeHa
MAC-agpeca MaplipyTu3aTtopa Ha U3NYEeCcKUA aapec YCTpoWCTBa Hapywutens. [ns
NPOBEPKN NepeHarnpasneHus Tpaduka mcnonb3osanacb nporpamma Wireshark (pucyHok
3).

[ [iemp = - +

No. Time Source
453 142.318887266 192.168.50.

estination Protocol Lengtt Info =
IcMP 98 Echo (ping) request 1id=8x015a, seq=192/49152, ttl=63 (no res..
ICcMP 98 Echo (ping) request id=0x0815a, seq=193/49408, ttl=64 (no res..
ICMP 98 Echo (ping) request 1id=6x@15a, seq=193/49408, ttl=63 (no res.
ICMP 98 Echo (ping) request 1id=8x015a, seq=194/49664, ttl=64 (no res..
ICMP 98 Echo (ping) request 1id=0x015a, seq=194/49664, ttl=63 (no res..

8
455 143.323953896 192.168.50. 8
8
8
.8
.8 ICMP 98 Echo (ping) request id=0x0815a, seq=195/49920, ttl=64 (no res..
.8
8
8
s

4
4
456 143.323978723 192.168.50.4
458 144.325031932 192.168.50.4
459 144,325050524 192.168.50.4
462 145.326829550 192.168.50.4
| 463 145.326846561 192.168.50.4
465 146.328789833 192.168.50.4
466 146.328810997 192.168.50.4

Frame 466: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface eth®, id ©
Ethernet II, Src: 50:00:00:37:00:01 (50:00:00:37:00:01), Dst: ca:21:14:b6:00:00 (ca:21:14:b6:00:00)
Internet Protocol Version 4, Src: 192.168.50.4, Dst: 8.8.8.8

Internet Control Message Protocol

ICHP 98 Echo (ping) request 1id=8x015a, seq=195/49920, ttl=63 (no res.
ICMP 98 Echo (ping) uest 1d=0x0815a,
ping eque 1d=0x015a

tt1=64 (no res..
tt1=63 (no res..

o@mmmooonn @

5eq=196/56176,
5eq=196/50176

PucyHok 3 — AHanu3 Tpadmka Wireshark

Ha pucyHke 3 BuMaHo, yTo Tpadwuk, maywmi ot yctporctea Ubuntu_victim (IP-
agpec  192.168.50.4/24) nepeHanpaBneH Ha  ycTtpouctBo ¢ MAC-agpecom
50:00:00:37:00:01, 4TO COOTBETCTBYET YCTPOMCTBY HapywuTens Ubuntu.

Ha ocHOBe nosy4eHHbIX pe3ynbTaToB, MOXHO CAeNnaTb BblBOA O TOM, YTO HECMOTPS
Ha aKTyaslbHOCTb M 3HA4YMMOCTb MpOTOKona ARP B COBpeMeHHbIX JIOKasbHbIX CETSAX OH
Nnerko MoxeT 6blTb MCMonb30BaH Ans peanusauun kubepaTak W nepeHanpasfieHus
Tpaduka. Mo3TOMy cnegyeT MCNONb30BaTb HEOOXOAMMblE CPeACTBa 3aluMTbl HA CETEBOM
obopyanosaHuu.

BO3MOXXHbI HECKOMIbKO BAapyaHTOB 3awuTbl OT ataku ARP-spoofing:

1. Cratnyeckmne ARP-tabnuupbl.

2. 3awmta KOMMyTaTopa. BONbLIMHCTBO YnpaBnsieMblX KOMMYTaTOPOB OCHaLLEHbI
yHKUMAMKM NpenoTBpalleHns kubepatak ARP Poisoning, AMHamuuyeckon npoBepku ARP
(Dynamic ARP Inspection, DAI).

3arsiroyeHne. Ha 0OCHOBE NpOBEAEHHbIX  WCCNefoBaHWM  npeanaraercs
peann3oBaTb MakeT BUpTyasbHOM NabopaTopuu Ha ocHoBe nnatdopmbl PnetLab ans
u3yyeHus ysizBuMocter ARP-npoTokona, peanusaumm  kubepatakm  ARP-spoofing,
KOHUrypaummn yHKUUA NpeaoTBpalleHnst knbepatak. Takon MakeT No3BOUT pa3BMBaThb
3HaHMWA M HaBblkKM Y CTYAEHTOB pas3HbIX CrneuuanbHocTei, B ToM uucne 1-98 01 02
«3almTa UHdopMaLnMnN B TENEKOMMYHUKALNSX>.

(3"11CZNK4”IITE¥&BT}12bI
7. babur C. A. MHcTpymeHTapmi xakepa. / babmH C. A. — CaHkT-lleTepbypr, 2014, — 240 c.
8. OtpasrieHmne ARP: 4tO 3TO Takoe M Kak npegorspatuts ARP-criygumHr [SnekTpoHHbI pecypc]. Pexwvim goctyna:
https.//habr.com/ru/companies/varonis/articles/562144/. — fara goctyna: 02.02.2024.
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UDC 069.271.2 — 021.131:044.056.5
THE LAYOUT OF THE NETLAB VIRTUAL LABORATORY
TO STUDY THE ARP-SPOOFING CYBERATTACK
Ivanov A.P.,, Kisel A.V.
gr.161402
Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus

Belousova E.S. — PhD (Tech.), associate professor at the information security department

Annotation. The report presents the results of an analysis of the vulnerability of the
ARP protocol and the implementation of the ARP-spoofing cyberattack in a simulated LAN
in the virtual laboratory PnetLAB. It is proposed to use the developed layout of the virtual
laboratory to develop knowledge and skills among students of various specialties,
including 1-98 01 02 "Information security in telecommunications".

Keywords: network attacks, ARP-spoofing, PnetLab.

YOK 004.777
AHANTN3 U XAPAKTEPU3ALUNA TEXHUYECKUX KAHAJI0B YTEYKU UHOOPMALIN
Kequk 1.P.
ep. 367241

benopycckmvi rocyAapCTBEHHBIN YHUBEPCUTET MHBOPMATUKY U PASMOS/IEKTPDOHMKMY,
r. MuHck, Pecriybrimka benapyce

HaydHbii pykoBoauTesb.: BpyoneBckmi M.A. — KaHANAAT TEXHUYECKUX HAYK, AOLEHT Kageqpsl 3U

AHHOTaumsA. [loknaa paccMaTpuBaEeT pas/iMyHble METOAbl M CPeACTBa, KOTOpble MOryT
6bITb  UCMOMb30BaHbl AN HECAHKLIMOHMPOBAHHOrO [OCTyna K KaHanaMm nepeaayu
KoHdMAeHUManbHOU MHbopMaumn. MprMBoaAMTCS 0630p OCHOBHbIX MPUYMH U MOCNIEACTBUIA
yTeuek WMHbOPMaLUMM, aKUEHTUPYETCS BHMMAHWE Ha 3HAYMMOCTM NpeAoTBPALLEHMS U
06HapYXeHNs TaKMX yTeyek Ana 3almuTbl KOHMOUAEHUMANBHOCTU AaHHbIX. OMUChIBAIOTCS
pa3NnYHble TEXHUYECKME KaHasbl YTEUYKM MHGOpMaLmK.

KnwoueBble cnoBa: YyTedka WHdoOpMaumMM, TEXHUYECKME KaHanbl, CpeacTBa
BbIUUCTTUTENBHOW TEXHUKU

BBegernne. B coBpeMeHHOM Mupe Bce 6onblie MHdopMaumm obpabaTtbiBaeTcs C
NOMOLLbIO NepCOHaNbHbIX  31EKTPOHHO-BbIYNCIIUTENbHbIX MaLUVH (N>BM) n
OCYLLUECTBNISIETCA  3NMEKTPOHHbIN  AOKYMeHToo60opoT. Kak cneactBue, 3TO  Bbi3blBaeT
HeobXoAMMOCTb yaensTb 0coboe BHMMaHWE 3almuTe MHpopMauun, obpabaTbiBaeMoi Ha
M3BM. 2TO CBS3aHO C TeEM, 4YTO (PU3NYEeCKMe MNPOLECChl, MpPOXoAsme B TEXHUYECKUX
yCcTpoicTBax npu 06paboTke WHGoOpMauuM, CO3AaA0T B OKPYXKAlOLWEM NPOCTPaHCTBE
NO6OYHbIE 3N1eKTPOMarHUTHbIE, akyCcTUYeckne n apyrue nsnydenuns. MNogobHole nanyyeHms
MOryT OBHapy>XuBaTbCA Ha [AOBOJSIbHO 3HAYUTEsIbHbIX PAaCCTOSAHUSX WM, CnefoBaTesibHO,
MCNONb30BaTbCA  3/I0YMbIWIEHHUKAMK,  MbITAOWMMUCS  NOAYyYUTb  AOCTYNn K
KOHdMAeHUMansHON MHGpopMauun.

NCTOYHMK WMH(MOPMATMBHOIO CUrHana, TeXHMYeckoe CpeacTBo, OCyLlecTBAsioLlee
nepexBaT WHdopMaumm u  dusmyeckass cpeda, B KOTOPOM  pacnpocTpaHsieTcs
MHPOPMATMBHBIA CUTHaM, Ha3bIBAETCH TEXHUYECKMM KaHanoM YyTeuyku MHbOopMaumu.
MoaToMy, yTeuka MH@OPMaUMM MO TEXHUYECKMM KaHanaM — 3TO HEKOHTponupyemoe
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pacnpocTpaHeHne MHMOPMATUBHOMO CUrHana OT ero UCTOYHMKa Yepe3 PU3nYecKyto cpeay
[0 TEXHUYECKOro CpeacTBa, OCYLEeCTBASOWeEro nepexsat nHopMaumu.

Llenb gaHHOro goknaga npeacTtaBUTb CUCTEMHBLIM 0630p COBPEMEHHbIX TEXHUYECKUX
KaHanoB YyTeuykn MHopMauun. [poBeAeHHbIM aHann3 TEXHUYECKUX KaHANOB YTEYKM
nHgopMaumMM NOMOXeT chopMMPOBaTb MOHUMAHME Yrpo3bl U MPUHSATb COOTBETCTBYIOLIME
Mepbl 415 3aWmMTbl MHOpMaLmu.

OCHOBHasi 4acTb. TEXHNYECKME KaHasbl YTEYKN MHMOPMaUUN NPUHATO AeNUTb Ha
cnegyrowme Tnnbl (PUCYHOK 1):

— OMTMYECKME KaHanbl — 3NEKTPOMArHUTHbIE M3/Ty4eHnst B MHMPaAKPacHOW, BUAMMON
M ynbTpadroneToBon Yactu cnektpa. OCHOBOW BM3YyanbHO-ONTUYECKOrO KaHasa sIBNSEeTCS
onTMYecKoe u3NydeHne unn ceeT. BusyanbHo-onTuuyeckoe HabnwaeHve sBNsSeTCs
Hanmbonee W3BECTHbIM, [AOCTAaTOYHO MPOCTbIM, LMPOKO pPaCApOCTPaHEHHbIM METOAO0M
pa3Beaku. B HacTosiwee BpeMs Ans nepexsata MHGOpMauMu No BU3YyanbHO-ONTUYECKUM
KaHanam mcnonb3ytoTcsa hOoTo- U BUaeoKaMepsbl;

— aKyCTMYecKMe KaHanbl — pacnpocTpaHEHME 3BYKOBbIX KkonebaHun B NO60M
3ByKOMNpoBoOAsLEM MaTepuane. NCTOYHMKOM 06pa3oBaHMsa aKyCTUUECKOro KaHana yTeuku
NHOpMaUMK ABNAIOTCA BUOpUpYytoLWwne, konebniowmecs tena n MexaHusmel;

— 2MIEKTPUYECKME KaHasbl — HAMNpPsKeHUs U TOKU B PasfIMUHbIX TOKOMPOBOASALLMX
KOMMYHMKaUMSIX. DNEMEHTbI, Uenu, TPaKTbl, COeAMHUTENbHbIE NPOBOAa W JIMHUWM CBSI3U
MOObIX 3NEKTPOHHLIX CUCTEM M CXEM TMOCTOSIHHO HaxoasTcs nog  BO3AEWCTBUEM
COBCTBEHHBLIX W CTOPOHHMX 3/IEKTPOMArHUTHbLIX TMOMEN Pa3IMYHOIO MPOUCXOXXAEHUS,
MHOYUMPYIOLWUMX WM HABOASAWMX B  HUX 3HAuUTesbHble HanpsbkeHus. [loaobHble
HenpeayCMOTPEHHbIE CBSI3W Ha3blBalOT MapasuTHbIMM CBSA3SAMW U HABOAKAMMW, KOTOpble
NpMBOAAT K 06pa30BaHMIO NIEKTPUYECKMX KaHANOB yTeukn nHdopmaumm;

— paguoKaHasnbl — 3MeKTPOMarHUTHbIE U3NydYeHus paauoamanasoHa. OTHOCATCA K
Hanbonee onacHbIM U LWMPOKO PacrnpoCTpaHEHHbIM KaHanaMm yTeykn nHdopmaummn. AHanums
(usmyeckon Npupoabl MHOTOYMCNEHHBLIX NpeobpasoBaTenel U usnydatenien MNo3BONSET
yTBEPXAaTb, YTO WCTOYHWMKAMKM OMacHOro curHana sSBNSATCA 3MEMEHTbl, Y31bl WU
MPOBOAHMKM TEXHUYECKMX CPEACTB, a TaKXXe paamo- M 3NEKTPOHHaa annapaTtypa. Kaxabli
MCTOYHMK OMACHOro CMrHana npu onpeaeneHHbIX YCoBUsIX MOXeT 06pa3oBbiBaTb KaHan
yTeukn nHdpopmaummn, a, cnefoBaTesibHO, Kaxaas 3/1eKTPOHHAs CUCTeMa, coaepXkallast B
cebe COBOKYMHOCTb 3/1EMEHTOB, Y3/10B M MPOBOAHWKOB, 0b6nagaeT HeKOTOpbIM
MHOXXECTBOM KaHasN0B YTEYKM.

Mo npupope o06pa3oBaHUS TeXHWYECKMe KaHanbl YTeYykn uHGpOopMaumMm MOXHO
pa3gennTb Ha eCTeCTBEHHble W CreumnanbHO co3faBaeMble (PUCYHOK 2). ECTecTBeHHble
KaHasnbl yTeukn uHdopmaumm obpasytotcs 3a cuet MNIMU, Bo3HMKaoWwmx npu obpaboTtke
nHdOpMaLMM B CpeacTBax BblUMC/IUTENbHON TexHUKKN (CBT) (3neKTpoMarHWTHbIE KaHasbl
yTeuKM nHdopMauun), a Takxke BCIeaCTBME HaBOAOK MHPOPMATUBHBIX CUrHAMOB B JIMHUSIX
anekTponuTanma CBT, coeanHUTENbHbIX JIMHUSX BCMOMOraTeNbHbIX TEXHUYECKUX CpeacTB
N CUCTEM M MOCTOPOHHUX NPOBOAHMKAX (3NeKTpUYecKne KaHasbl yTeukum nHgopmMaumm). K
cneuManbHO  CO34aBaeMbiM  KaHanaM yTeuykn MHMOpMauMM  OTHOCSATCA  KaHarnbl,
co3aaBaeMble nyTeM BHeapeHusi B CBT 31eKTPOHHbIX YCTPOMCTB nepexBaTa MHdopMaumm
(3aKnagHbIX YCTPOMCTB) M MyTEM BbICOKOYACTOTHOrO HaBsa3biBaHMs CBT[1].
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Texupuusckne KaHATE VTeYKH HEDOPAAITHH

demeckan npEpoIa R BpeMi VR——
HOCHTened bor HYHEKIHOHEPORAHEA L
—  AKVCTHYECKHE — umdopuarueEne | NOCTOAMHLIE —  OIHOKAHATLHELE
MATEDHATEHO-
- — - . |
=l IAT0HHGCPMATHEHEE MEPHOTHEECKHS COCTABHBIE
— ONTH9ECKHE — HeHHbOPMATHEHEE | '~ CayaiHEE
— PATHOWIEKTPOHHEIE

PucyHok 1 — Knaccudmkaums TEXHUYECKMX KaHaNoB yTeuku MHdopMaumm

HMHpOpMaTHBHBIA CUIHAN .
AN,
(N2MK, Hasogxu M2MIA) ﬂ'"'"-a > Momexw
i, . -
- 5,

Cpega pacnpocTpaHeHna - JExTamIechne
| HHGHHHK EESEEEENEEEEENEEEEEEEENEEEEEEEREEN IIIIIP EpEﬂcTﬂO
S CHMrHand CHrHana Nepexsdra

— | | —— S _ HHGOpMaLMK
et . TCP, CTC
P BOIOYWHAA CPena;
7 NUHWKW 3NeKTRONWMTaHWA ¥ 333EMINEHHA;
. . Mpannua
f.— NOCTOPOHHME NPOBOSHHKN; KOHTPONMPYEMOIt
-

CoeOMHWTENBHBIE NMHKK BTCC,
A c 20Mel 0BbexTa

PucyHok 2 — CxeMa TEXHMYECKOro KaHasna yTeuyku nHdopmaumm, obpabaTtbiBaeMoro
CpeACTBaMU BbIYNCUTENBHON TEXHUKM

JaKs1royeHmne.
TakuM 06pa3oM, aHaNn3 COBPEMEHHbIX TEXHUYECKMX KaHanoB YTEeUKU MHpOopMaLmm

55



60-51 Hay4YHasi KOHEPEHUMSI aCMMPaHTOB, MarnMCTPAHTOB M CTYAEHTOB

NO3BOMISIET NOHATb, KakMe MeToAbl M TEXHONOrMM MOryT OblTb MCMOIb30BaHbl AN AOCTyNna
K KaHanaMm nepegadv KoHduAeHUManbHbIX AaHHbIX. Pe3ynbTaTbl NpOBEAEHHOro aHanmsa
no3sonser pa3paboTuMkaM M OpraHusaumnsaM MpUHATb COOTBETCTBYHOWME Mepbl MO
NpeaoTBPALLEHNIO YTEYKM MHDOPMaUMN U 3alumTe KOHPUAEHUManbHOCTU. B Toxe BpeMms,
cnegyet OTMETUTb, YTO TEXHUMYECKMEe MeToAbl He MOryT MOMHOCTbIO rapaHTMPOBaTb
3aWnTy OT yTeuykn mHdbopmauun. MNMoatoMy 6e3 AomKHOro obyveHus U 0CBeAOMIEHHOCTM
COTPYAHMKOB, CyLLeCTBYET PUCK, YTO KOHMUAEHUMANbHbIE AAaHHbIE MOrYT OblTb yTpayeHbl
WM CKOMMPOMETMPOBaHbl. BOT moyeMy BaXKHbIM waroMm B obecrneveHnn 6e3onacHOCTU
nHpopMaumm  9BRSeTCa  ycuneHune obydeHMss M OCBEAOMJSIEHHOCTU  COTPYAHWKOB
OTHOCMTENBbHO MOTEHUMAsNbHbIX Yrpo3 W npaBun obpaweHns ¢ KoHdbuaeHUunanbHbIMU
AaHHbIMKW. CnefoBaTefibHO, MOHWMAHWE W WUCMOJSIb30BAaHWE COBPEMEHHbIX METOAOB W
TEXHONOMMIN ANsi NPeAoTBPALLEHUS YTEUKN MHDOPMALMKN ABNSIETCS BaXXHbIM KOMMOHEHTOM
B obecneyeHnn KoHdMAEHUMANbHOCTM M 6€30MacHOCTN AaHHbIX B HawuxX LMhPOBbIX
cpepax

Crnincok simreparypsi
1. Xenesrsk B.K. 3awmra nH@opmaLmm OT yTeYKU 10 TEXHUYECKUM KaHasam.: y4ebHoe rocobue. / B.K. Xenesnsk. — Cll6..
YA, 2006. - 188 c.
9. 3aviyes A.11.,, LlenynaHos P.B., Mewepskos P.B., Ckpbiib C.B., [0/1y6ATHUKOB U.B. TEXHMYECKHE CPEACTBA M METOAbI 3aLUNTHI
uHgopmaymn. / 3aviues A.11., LLlenynaros P.B., Mewepskos P.B., Ckpeuis C.B., [onybstHukos U.B. — Mocksa, 2009. — 508 c.
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ANALYSIS AND CHARACTERIZATION OF INFORMATION LEAKAGE TECHNICAL
CHANNELS
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Belarusian State University of Informatics and Radlioelectronics, Minsk, Republic of Belarus

Vrublevsky I.A. — candidate of technical sciences, associate professor at the department
of information security

Annotation. The report examines various methods and means that can be used for
unauthorized access to channels transmitting confidential information. An overview of the
main causes and consequences of information leaks is provided, with an emphasis on the
importance of prevention and detection of such leaks to protect data confidentiality.
Various technical channels for information leakage are described.

Keywords: information leakage, technical channels, computing facilities.
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AHHOTauusa. B MaTepuanax Aoknaga paccMaTpuBaloTCa Liaru pa3pa60TKM anropuntMma,
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HanpaBNEHHOrO0 Ha YynpaBlneHWe KOMMYyTaLUMOHHbIM 000pyAOBaHWEM Mpou3BOAUTENEN
Cisco n Huawei. torom fgaHHoOW paboThl [OMKHA CTaTb LEHTPANM30BaHHAs CUCTEMA,
MO3BOMAIOWAS ONTUMM3MPOBATb Pabounii MPOLECC aAMUMHWUCTpaTopa CeTM B 06/1acTy
NpefocTaBieHns AO0CTyNa K JIOKANbHOW CETU, a TaKXe HanpaBfieHHasl Ha MOoBbILLEHUE
o6L1ero ypoBHsl MH(pOpMaLMOHHONM 6e30MacHOCTU B NMPUMEHSIEMOM CErMEHTE.

KnioueBble cnoBa: /oKajibHash BbIYUCAWTENbHAS CETb, anropuTM  Yynpas/eHus
AOCTYMnoM, KOMMyTaTop, MapwpyTtunsaums, Access Control List, s3bik Python.

BBegernmne. PacwvpeHne noKanbHbIX BbIYUCIMTENbHBIX CEeTel, a Takke WX
perynsipHoe YCNOXHEHMe 3a CYeT peanu3auuMm HOBEWWKMX MeTodoB obecneyeHus
MHMOPMaUMOHHON 6€30MacHOCTM 3a4acTylo NpYMBOAWUT K TOMY, 4YTO B paMKax OAHON
IOKaIbHON  BbIYMCIUTENBHO CETU WUCMOJb3YIOTCA MNEPEAOBble KOMMYTAaTOpbl Pas/iNyHbIX
BEeHAOPOB. [aHHbl (haKT B 3HAYMTENIbHOW CTEneHM YCOXHSEeT paboTy crneumanncroB
OTBETCTBEHHbIX 33 aAMUHUCTPUPOBAHWE CETU, MOCKOJbKY Pa3/iMyHble MPOU3BOAUTENN B
CBOMX pELUEeHUsIX He BCerga WCNosnb3ylT eauHble Noaxodbl K UX peanusauun. Yem
CNoXXHee W1 pa3HoobpasHee CTAHOBWUTCA AMana3oH MPUMEHSEMbIX KOMaHz ynpaBneHus
ceTeBblM 060pyAOBaHWEM, TEM BblllEe LIAHC OWKNOKN CO CTOPOHbI aAMMHUCTPATOPA, YTO B
CBOID OYepedAb MOXET HEeraTMBHO CKa3aTbCs KaK Ha MH(MOPMaUMOHHOM 6e30MacHOCTM
AAHHOM CETU, TaK U Ha €€ PYHKUMOHMPOBaHMM B LenoM. Co3aaHne CUCTEM MO3BONSIOLLMX
pewaTb noaobHoro poaa npobnembl SABNSETCS BOCTpebOBaHHOM, MOCKONbKY C  MX
MOMOLLBLID C aAMUMHUCTPATOpa CHUMaeTcs (YHKUMS HenocpeaCTBEHHOro BBOAA KOMaHA,
yrnpaBneHus, YTo NO3BONSIET B 6OMbLUEN CTEMEHM CKOHLEHTPUPOBATb BHMMaHMe Ha 6onee
aKTyanbHbIX BoOMpocax. Lenbto paaHHOM paboTbl ABNSETCS HanuCaHve anropuTMa
yrpaBneHnss  JOCTYNOM K  JIOKanbHOM  BbIMMC/IUTENIBHOM  CETW,  MO3BOJISOLLENO
MAEHTUMUMPOBATL CETEBOE KOMMYyTauMOHHOe obopyaoBaHue npowussBoauTenen Cisco u
Huawei, ¢ npumeHeHveM HeobxoamMoro Habopa KOMaHA, XapaKTepHbIX KaXaoMmy u3
npov3BoanTENEN.

OcHOoBHas Yacrp. na pa3paboTKn UTOroBoro anroputMa HeobxoauMo pasobpatb nyn
KOMaHA ynpasneHua kKommyTtatopoB Cisco M Huawei, Cc uUenblo onpeaeneHus
3aKOHOMEPHOCTEW MX TMPUMEHEHMS, a TaKXkKe OTIMYMTENbHbIX OCOBEHHOCTEN KX
CUHTakcuca. [lonyumB [daHHYO MHQOpMauuio, HeobxoauMmo onucaTb NOruky paboTsl
anropuytMa, YyAenuB BHUMaHWe BOMpocy uAaeHTUhMKaumMmM obopyaoBaHus, a Takxke
NoCNeAoBaTENbHOCTU AEUCTBUA NO reHEepUpOBaHMIO KOMaHA ynpasneHusl. ToNbko mnocne
3TOr0 MOXHO OyAeT MpucTynaTtb K KOAMPOBAHWIO AAHHOTO anropuTMa C WUCMob30BaHNEM
A3blka MPOrpaMMMPOBAHUA U CO3L4AHUIO LIEHTPASIM30BAHHOW CUCTEMbI YrpaBfieHus
AOCTYNMOM K JIOKa/IbHOW  BblMMCIIMTENbHOM ceTW. Ha pgaHHOM 3Tane HeobxoamMo
peanu3oBaTh cneayowmn Habop dyHKUMNA:
— UeHTpanu3oBaHHas cuctemMa ydyeta IP-agpecos ncnonb3yemsix B J1BC;
— MOMCK MO CUCTeME yyeTa, B COOTBETCTBUMN C U3BECTHLIMW NapaMeTpamu;
— pa3rpaHMYeHne A0CTyna K CUCTEME LIEHTPaIM30BAHHOIO YNpaBieHNA MO Naposio;
— BBEAEHME JIOTMPOBaHUS BCEX [AEWCTBMM, BbIMOSHSEMbIX MOCPEACTBOM  CUCTEMBI
LEHTpann30BaHHOMO ynpaseHus;
— aBTOMaTMyeckoe onpeneneHus BeHAopa KOMMyTauumoHHoro obopynosaHus B JIBC go
MOMEHTa UCMOSIHEHUSA OTAENbHbLIX KOMaHA;
— aBTOMaTMyecKoe BbINOJIHEHNE KOMaHZ, HeobXoAMMbIX ANs yrnpasfeHus [OCTYroM K
J1BC;
— peanu3auma aBTOMATUYECKOro oOrpeaeneHus mac-agpeca ANns KaxAaoro ip-agpeca
aKTMBHOro 0b6opyaoBaHus, ucnosnb3yemoro B JIBC;
— peanu3aums  (QyHKUMOHaNa, MNO3BOMSIOWEro MPOM3BOAUTL pa3peLleHnsi/orpaHnyeHne
npoxoxzaeHust Tpadmka no JIBC ansi KOHKPETHbIX ip-aApecoB MOCPeACTBOM CTaTUYECKOM
MapLupyTu3aumu, a Takxe ncnonbdysa ACL-nCTbl;
— peanuzaumsa GyHKUMOHaNa OTBA3KM/NPUBA3KM mac-agpeca K KOHKpPETHOMY ip-aapecy;
— HanaguTb B3aMMOAENCTBME C CEPBEPOM aAHTMBMPYCHOrO 0becrneyeHus, C LUenbio
oTobpaxkeHnss Haubonee akTyanbHOM MWHGOPMAUMKN, OTHOCSLLENCS K aHTUBUPYCHOM
3awmTe 4719 KOHKPETHOro ip-aapeca;
— aBTOMaTM4ecKass CMHXPOHU3aLUMs BHOCMMOWM MHGOpMaUumM B CUCTEMY y4YeTa C CUCTEMON
y4eTa BbILLECTOSILLEN OpraHu3aumm.

I[J'ISI PEICHUA ITOCTAaBJICHHBIX 3a1a4 HCO6XOI[I/IMO OIPCACIINTHCA C IMOIMIAroBbIM aJITOPUTMOM
B3aHMOﬂeﬁCTBHH BCEX B3aMMOCBSI3aHHBIX DIIEMEHTOB: 0a3bl JaHHBIX, KOMMYTAallMOHHOI'O
060py2lOBaHI/I$I, CHUCTEMBI aHTHBprCHOﬁ 3aIllIuThI.
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Ha HauyanbHbIX 3Tanax pa3paboTkM HeobxoauMO OnucaTb CTPYKTYpy 6asbl AaHHbIX, C
Lenbo MaKCMMabHOM OoNTMMN3aUnMn AaHHbIX KOTOPpbIE ﬂOTpe6YPOTCFI angd naaneﬁLuel‘/'l
pa6OTbI, n3berass n3bbITOYHOCTU AOaHHbIX, KOTOpPblE HE AOJ/DKHbI D,Y6ﬂleOBaTbC$|, a Mpu
HEOBXOANMOCTH, U3 OAHMX AAHHbLIX MOSydYaTb APYrue YXXe HEemocpeAcTBEHHO B mpouecce
paboTbl MPOrpaMMmsbl, 6€3 NOCTOSAHHOIrO UX XpaHeHUs.

JIJis peanu3anui MOCTABJICHHBIX IIEJICH MPHHATO pelleHHe 00 HMCIOJIb30BaHUU B padboTe
s3pIKa TporpammupoBanus Python. JlaHHoe peleHre OOYCIOBIEHO TEM, YTO JAHHBIH S3BIK
IIPOrPaMMHUPOBAHHUS JICTKHH B OCBOCHUHU C MPOCTHIM M MOHITHBIM CHHTAKCHCOM. DTO TO3BOJIIET B
MEPCIIEKTHBE YIPOCTHTH IPOLIECC COMPOBOXKJICHUS HWTOTOBOIO PEIICHUSA, B CIydae CMEHBI
paspaborunka. Taxke Python mmeeT ogHy u3 cambIX OOJBIINX OMOIMOTEK, BKIIOYAS OMOIMOTEKH
JIJ1sL pabOThI C CETEBBIMH IIPOTOKOJIaMH, TaKUMHM Kak urllib3, telnetlib, pynetbox u T. 1.

bubnvoTekn 3HAYMTEIHLHO OOJIEr4aroT pa3padOTKy CETEBBIX NPHUJIOKECHUH M YIPaBICHHE
CETEBBIMH YCTPOMCTBAMH, OHH MOTYT HCIIOJIb30BAThCS JUISl YIPABJICHUS Pa3jIMYHBIMH CETEBBIMHU
YCTPOMCTBAMHM, BKJIIOYAs MapIIPyTU3aTOPbl, KOMMYTAaTOPbI, MEKCETEBBIC SKPaHbI, CEPBEPHI H T. 1.,
a TaKk)Ke MOTYT OBITh HMCIIOJIB30BaHbBI JUISi MOHUTOPHUHIA CETCBOW aKTUBHOCTH, aHAIHM3a JaHHBIX U
CO3MaHMS TIOJB30BATEIIBCKMX HHTEP(PEHCOB, MPEAOCTABISICT BO3MOXKHOCTH I aBTOMAaTH3aIlluU
ynpaBineHus. OH MOXET HCIIONB30BaThCS Il HANMCAHUS CLEHApUEB, KOTOPHIC BBITOJIHSIIOT
MOBTOPSIONIUECS 33Ja4d. DTO MMO3BOJISCT aJMHHUCTPATOPA CETH COKOHOMHTH BPEMs U YIYUIIUTh
3(PEeKTUBHOCTD CBOCH PabOTHI.

Bbina pa3pa60TaHa CXeMa B3aMMOﬂeﬁCTBMﬂ CETEBbLIX CEPBUCOB, KOTOpad HarndaaHo
NOKa3bIBAET Npouecc BBBMMOAEVICTBMH Mexay oTAeNIbHbIMU CETEBLIMU CEPBUCAMU, pa60Ta
KOTOPbIX Hamnpas/liEHa Ha obecneyeHne OTAENbHLIX 3/1EMEHTOB VIHCbOpMaLI,VIOHHOﬁ
6e3onacHoctn. ObbeanHeHne ux B OAHY €AUHYI0 CUCTEMY TMO3BOJ/IUT B 3HAYUTESbHEN
CTENneHn NnoBbICUTb ONEPATUBHOCTb MPUHATUA peLLIEHMﬁ B obnactm 3alWnThbl MH(bOpMaU,MM,
a TaKXe ynpocTtuUT npouecc yrnpaBineHna AO0CTYrNnoM K NOKaNbHOW BbIYUCIIUTENBHO CETU

(pucyHok 1).
A

Moneacearen
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PucyHok 1 — Oblias cxeMa B3aMMOAENCTBUSI CETEBLIX CEPBUCOB

3arsmroyeHne. licnonb3oBaHWe pa3paboTaHHOM CUCTEMbl  LIEHTPAIM30BaHHOIO
ynpaBneHust AOCTYMOM K JIOKaNbHOW  BbIMUCIIUTENBHON CETU  MO3BOMUT  MOBLICUTH
3(PPEKTUBHOCTb paboThbl CrneunanncTos OTBETCTBEHHbIX 3a OpraHu3aumio
MHOpMaUMOHHOM 6e30MacHOCTM, B paMKkax nNpefoCTaBNeHns [oCTyna K pecypcam
NOKaNbHOM BbIYUCIIUTENIbHOM CETU BENIEHOrO CEerMeHTa, a Takxke 6onee onepaTvBHO
pearnpoBaTb Ha BO3HWKAIOLLME YrPO3bl.

[aHHas cucTema paspabaTbiBaeTcsl Ha SA3blke nporpamMmupoBaHus Python, yTto B
nepcrnekTnee no3BonuT 6onee onepaTMBHO BHeApATb HeobXoAuMMble U3MEHEHUS B
CUCTEMY, a TaKXe NO3BOJIUT PacCLUMPSiTb €€ KOHEYHbIN (byHKLMOHA.

Cnncok sim TEpaTypbI
1. Mporpamma ceresovi akagemmm Cisco CCNA 3 u 4. BcriomoratesibHoe pykoBoacTso — 2008. — 994 c.
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2. bappwm lNon U3y4aem rniporpammupoBarmne Ha Python. — Skemo, 2020. — 624 c.
3. XKaH BasibpaH lNapex LLbsm KommyHukaumoHHele cetv. Kpartkoe Baegerne - MK [lNpecc, 2023.- 268c¢.
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Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus

Pulko T.A. — Ph.D. technical sciences, associate professor

Annotation. The report discusses the steps of developing an algorithm aimed at
managing switching equipment from Cisco and Huawei manufacturers. The result of this
work should be a centralized system that allows optimizing the network administrator’s
workflow in the area of providing access to the local network, and also aimed at
increasing the overall level of information security in the applied segment.

Keywords: local area network, access control algorithm, switch, routing, Access Control
List, Python language
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r. MunHck, Pecriybrimka beniapyce

Hayurbivi pykoBoguTesb.: benoycoBa E.C.— KaHAMAAT TEXHUYECKUX HAYK, AOLEHT Kageapsl 3M

AHHOTauMsa. B MaTepuvanax pfoknaga npeacTtaBneHbl  pe3ynbTaTbl  UCCNeoBaHUS
ysa3BUMOCTM npoTokona HTTP/2 (CVE-2023-44487), n3yyeHbl U peanv3oBaHbl MEXaHWU3Mbl
peanuzaumm DoS- un DDos-knbepbepatak, B 4actHocTu Rapid Reset Attack, Ha
BUPTYanbHOM MakeTe, cOCTosieM w3 Beb-cepBepa M YCTPOMCTBA HapyLuTens.
MpeanoxeHol MeTOAbl NWKBMAALMM  YS3BUMOCTM  Beb-cepBepa, MNOAAEPXKUBAKOLLMM
coeavHeHus no npotokony HTTP/2.

KnroueBble cnoBa: HTTP/2, CVE-2023-44487, DDoS, Nginx, Rapid Reset Attack

BBegenne. HTTP/2 — npotokon, pa3paboTaHHbii paboudein rpynnon Hypertext
Transfer Protocol working group. B Mae 2015 roga cneumdukaums HTTP/2 6bina
onybnukosaHa kak RFC 7540. HTTP/2 6bin co3agaH ansa peweHus npobnemMbl yBennyeHus
BPEMEHHOW 3aAepXXKN NMpu nepeaade AaHHbIX No npotokony HTTP/1. Mo cratuctuke Ha
AaHHbIM MOMeHT npoTtokonioM HTTP/2 nonb3ytotcs 6onee 50% Bcex Beb-pecypcos.
OcHoBHbIMK cocTaBnsitowmmMm HTTP/2 ctanu dpenmbl (Frames) n notoku (Streams). B
HTTP/2 ecTb ¢yHKUMS MYyNbTUNNIEKCMPOBaHUS: BCe MOTOKWM MocblnalTca B eaguHoMm TCP
coeanHeHun. Takxke B HTTP/2 ectb cneumanbHbin Tmn  dpernmoB RST_STREAM,
MO3BOMISIOLLMIA MpepbIBaTb OMNpeAeneHHbIn NoTok. [epeuncnenHble ¢yHkuum HTTP/2
MO3BONSIET OTKPbITb HECKONbKO OAHOBPEMEHHbIX MOTOKOB B oAHOM TCP coeauHeHuu.
OTMeHa noOTOKa peanu3yeTca nocpeacTtsoM oTnpaBkn RST_STREAM. [lpeumyliectsom
TAKOro coeavHeHUs ABMSETCA TO, UTO OT K/IMEHTA U cepBepa He TpebyeTcs cornacoBaHus
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OTMEHbI, OHa BO3MOXHa B OAHOCTOPOHHEM ropsiake. HecMOoTpsl Ha NpeuMmyLecTBa HOBbIX
dyHkunn npotokona HTTP/2, y HUX ecTb ys3BMMOCTW, oaHa u3 Hux CVE-2023-44487.
[laHHasa ysi3BMMOCTb SBNSIETCS aKTyaslbHOW, TaK Kak ANs ee peanv3aumnm He TpebytoTcs
3HaYUTESIbHbIE PeCcypChbl.

CVE-2023-44487 — 370 ya3BMMOCTb (yHKUMKM oTnpaBku dpenma RST_STREAM wu
QYHKUMN  MyNbTUMIEKCMPOBaHUS MOTOKOB npotokona HTTP/2, koTopass MOXeT 6biTb
3KCMNyaTUpoOBaHa MNyTeM OTKPbITUS  KAMEHTOM  60/MblOoro  KoAM4yecTBa  MOTOKOB
OJHOBPEMEHHO, YTO MPUBOAMT K OXWAAHMIO OTBETa OT CepBepa Ha KaXAablh MOTOK
3anpoca, NMpu 3TOM K/IMEHT HEMeANIEHHO OTMEHSIET KaXAabl 3anpoc. TakuMm o6pasom,
mMoryT 6biTb coBepleHbl DoS nnn DDoS kunbepataku, B ToM umcne Rapid Reset Attack,
NpeacTaB/ieHHbIE HA PUCYHKe 1.

OcHoOBHasi Yacrtb. [Ins nccnenoBaHust ysa3BMMOCTM npoTtokona HTTP/2 6bin co3aaH
MaKeT, KOTOPbIM BKJIKOYan B cebsi cneayowme BUpTYyasbHbIE MaLWHBI:

1 Beb-cepBep Ha ocHoBe onepatuBHOM cucteMe GNU/Linux Ubuntu Server 22.04
(O3Y 2 bamTa, 1 vCPU).

2 YCTpOMCTBO MOTEHUMANbHOMO HapylwuTens, ¢ aHanormyHon OC u paBHOE Mo
BbIYMCNIUTENBHOM MOLLHOCTM C CEPBEPOM A1 KOPPEKTHOCTU U HArNSAHOCTM CPaBHEHUS.

Ana paboTbl Beb-cepBepa 6b10 BbIOpaHO OAHO M3 CaMbIX pacipocTpaHeHHbIX 0
Nginx, 3a c4eT OTKPbITOr0 MCXOAHOrO KOAa, yaobCTBY YyCTaHOBKM M KOHMUrypaumn. [ns
ncnonb3oBaHns npotokona HTTP/2 HeobxoaMma noaaepxka wudpposaHus TLS
nocpeacTBoM  SSL-cepTM(MKATOB, 3a CYET 4ero OCyLIeCTBMSEeTCS WCNoNb30BaHWE
npotokona HTTPS. lo3aToMy Ha Beb-cepsepe 6bIM co3aaHbl camornoanucaHHole SSL-
cepTudukaTel M MpousBedeHa COOTBETCTBYOWaAs KoHdurypauus Nginx. [danee B
KOHUrypaumMoHHOM daine Beb-cepBepa B pasaene «Server» ykasblBaeTcsl CTpoka «listen
443 ssl http2», koTopas BkntoyaeT nogaepxxky HTTP/2.

HTTP/1.1 attack Standard HTTP/2 attack HTTP/2 Rapid Reset attack

j4ddddd

444444

Response #1

MAMD
(1
.

| ddddad

AddAdAdAAAMAAAAAAARAAAAAAARAAAAAAAS

4dddddddddddidadiaadddiddiddidadidaid

[11111Y
u

Response #3

PucyHok 1 — MexaHuambl peanusaumm DoS u DDoS kubepaTak € UCMOb30BaHMEM pa3nnyHbIX Bepcuid npoTokona HTTP

Ansa peanusauun DOS knbepaTaku ncrnonb3oBanacb YTUAUTA, HaNUCaHHas Ha sA3blke
Go «rapidresetclient», nossonswowas peanu3oBaTb uccneayemyro kubepataky. [Ons
KOHTPONA paboTbl YTWIUTbI M MPOCMOTPa OTMpPaB/sSEMbIX MAKETOB Obila MCNOMb30BaHa
nporpamma «Wireshark», KkOTOpasi NO3BONSET OTCNEAUTb KOMMYECTBO, 4acToTy MU
cogepxaHue HTTP-3anpocos.

YunTbiBas ucnonb3oBaHue npotokona HTTPS u ero ¢dyHKuumn wmudpoBaHus, ans
NPOCMOTPa COAEPXaHUSI MakeToB 6blN0 Heo6XO0AMMO OTPeAaKTUPOBATb MCXOAHLIN KOA
«rapidresetclient» pans coxpaHeHUs reHepupyeMbiX K/oYen  WKNGpPoBaHUS  Npu
yCTaHoBneHun HTTPS-coeaMHeHns 1 fanbHENLWEro NCMOb30BaHNS MX ANS paclumngpoBKu
nakeToB. Kak Moka3aHO Ha pUCyHKe 2, yTunuTa ucnpasHo oTtnpasnseTr GET-3anpocbl u
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3anpocbl ¢ ¢narom RST_STREAM noouepeaHo, wcnonb3yss npotokon HTTP/2, 4to u
aBnseTca peanvaumen Rapid Reset Attack.

» Frame 42: 458 bytes on wire (3664 bits), 458 bytes captured (3664 bits) on interface enp6se, id ©
» Ethernet II, Src: Giga-Byt ed:d8:ec (e0:d5:5e:ed:dB8:ec), Dst: HuaweiDe dd:7b:cd (54:71:dd:dd:7b:cd)
» Internet Protocol Version 4, Src: 192.168.0.107, Dst: 161.35.211.79
» Transmission Control Protocol, Src Port: 59118, Dst Port: 443, Seq: 2560, Ack: 1637, Len: 392
» Transport Layer Security
-~ HyperText Transfer Protocol 2
» Stream: HEADERS, Stream ID: 45, Length 18, GET /
«~ HyperText Transfer Protocol 2
» Stream: RST_STREAM, Stream ID: 45, Length 4
~ HyperText Transfer Protocol 2
» Stream: HEADERS, Stream ID: 47, Length 18, GET /
~ HyperText Transfer Protocol 2
» Stream: RST_STREAM, Stream ID: 47, Length 4
~ HyperText Transfer Protocol 2
» Stream: HEADERS, Stream ID: 49, Length 18, GET /
-~ HyperText Transfer Protocol 2
» Stream: RST_STREAM, Stream ID: 49, Length 4
~ HyperText Transfer Protocol 2
» Stream: HEADERS, Stream ID: 51, Length 18, GET /
~ HyperText Transfer Protocol 2
» Stream: RST_STREAM, Stream ID: 51, Length 4

PucyHok 2 — PesynbTaTt aHanusa naketos ¢ nomolbto Wireshark B xoae nposeaeHuns Rapid Reset Attack

Ansa cpaBHeHus 3deKTMBHOCTU KnbepaTtak bGbla nponsseaeHa knaccmyeckas DoS
knbepataka Ha npotokon HTTP/1.1 c noaaepxkon HTTPS. Pe3ynbTaThl CpaBHEHMS OABYX
knbepaTtak npeacraeneHol B Tabnuue 1. B Tabnuue 1 npuBoauTtcs 3HadveHve «load
average», KOTOpoe OToOpaXkaeT CpefdHIoO Harpysky cuctembl, rge «0» o03HavaeT
OTCYTCTBME Harpy3ku, «1» - OTCyTCTBME 3anaca MpOV3BOAUTENbHOCTU Ana 1-a4epHOoro
KOMMbIOTEPA, @ eCnn 3HavyeHue 6osblue, YeM KOMMYEeCTBO sSA4ep Mpoueccopa, 3HayuT
CUCTEMA 3HAUMTENbHO MEeperpykeHa W Mpouecchl OXWAAKT CBOEW o4epean Ha
NCNONIHEHME.

Tabmuua 1 — CpaBHeHue Harpy3ku npu peanuzanuu Rapid Reset Attack u kiaccuueckoit HTTP/1.1

kuOeparake
Kon-Bo Crenenp Crerett 3HaueHue
3HaueHHe Harpy3Ku
Tun 3alpoCcoOB |  HArpy3KH «load average» Ha
«load average» | mporeccopa Ha .
Knbeparaku B nporeccopa . yCTpoiicTBE
CeKyHIy | Ha cepBepe, % Ha cepuepe YCIPOHCTBE HapyIINTENs
’ HapymuTens, %
HTTP/2 Rapid
Reset Attack 8125 85-90 0,95-1,05 0,75-0,8 0,90
HTTP/1.1 DoS 234 84-86 0,60-0,65 86-90 44,5-48,0

SarsmroyeHnne. PesynbTaTbl CpaBHeHMs peanu3aumMm  Rapid Reset Attack wu
knaccnyeckon DoS  kubepaTake mMokasanu, YTO C TOYKM 3peHust TpeboBaHMA K
BbIYNCNIUTENBHOM CMOCOBHOCTN YCTPOMCTBA HapyluuTens, knbepataka Ha HTTP/2 HaMHOro
a(pdeKkTnBHee.

Ha ocHoBe u3y4yeHWss MexaHW3MOB peanu3aumm DoS kubepaTtak Ha BebH-cepsepa,
NnoAaepXXuBarolumMe coeavHeHne no npotokony HTTP/2, 6binn npeanoXxeHbl Cnocobbl
nvkeuaauum yassumoctn CVE-2023-44487:

1 OrpaHuMyeHVe KONMYecTBa OTKPbITbIX COEAMHEHWMN W KONMYECTBa OAHOBPEMEHHO
OTKPbITbIX MOTOKOB B paMKax OHOro COeiMHEHUSI.

2 MNepexop Ha HTTP/3.
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3 CBoeBpeMeHHOe 0H6HOBIEHNE CEPBEPHOro NpPorpaMMHOro obecneyeHus.

Heobxogumo OTMETUTb, 4YTO MNEpBbIM CNocobd He MpUMEHUMM K CepBUCaM,
obpabaTtbiBaloWwMM  60MbLIOE  KOMMYECTBO MNOMb30BaTeNeM  OAHOBPEMEHHO. Takxke
CyLLeCcTBYIOT KoMMepuyeckne pewenuss ot Cloudflare wn  apyrux opraHusauuin,
NpeaoCcTaBnaloWmX ycnyrm B obnactn kubepbesonacHocTy.
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Annotation. The HTTP/2 vulnerability (CVE-2023-44487) research was presented in this
article. Mechanisms for implementing DoS and DDos cyber attacks, in particular Rapid
Reset Attack, have been studied and implemented on a virtual model consisting of a web
server and an intruder device. Methods for eliminating vulnerabilities of a web server that
supports connections via the HTTP/2 protocol have been proposed.
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AHHOTanusi. B Marepuanax craTbu paccCMaTpUBAETCs TAKOM BUJ MHTEPHET-MOILIEHHUYECTBA KaK
(UImMHT, €ro TUIBI, OCHOBHBIE METOJABI OOpbObI ¢ HUMH. 3amuTa OT (UIIMHTA B TPUOPUTETE
CTaBUT WH(QOPMHUPOBAHHOCTH IIOJIB30BATEICH O TaKOM BHAE aTaKH C IEJIBI0 HCKIIIOYCHHS
gesoBedyeckoro axkropa.

KiroueBble cjioBa: GpUIIMHT, IpOrpaMMHOE 00ecTiedeHre, 3amuTa nHPOpMauu
Beeoenue. B coBpeMeHHOM MUPE CTPEMUTEIBHO MTPOUCXOAUT Tporiecc nudposuzaruu. Kak
pe3yibTar, Bce cdepbl KHU3HU TMOABEPIIUCH H3MEHEHUsM. Jlake MpecTyIUIeHus Tenepb
coBepuIatoTcsl mocpencTBoM cetd MHTtepHer. OJHUM M3 caMblX PacHpOCTPaHEHHBIX MPUMEPOB
MOXHO Ha3BaTh ¢uIIMHT. PummHr (phishing) (BblyKHUBaHME WACHTU(PHUKATOPOB) — CIOCOO
MOJIyYEHUsI UJIEHTU(PUKATOPOB IMOJIb30BATENS MH(GOPMALMOHHBIX CUCTEM HapyIIUTENEM, KOTOPbII
OCHOBAH Ha IPEJI0OCTABICHUH MOJIH30BATENI0 TaKOW HH(POPMAIUY U CO3AaHUU HAPYLIUTEIEM TaKUX
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YCIIOBUN €€ BOCHPUATHSA, MPH KOTOPHIX MOJb30BaTEIb MPUMET OLIMOOYHOE pEIIeHHEe U B
pe3yJbTaTe Yero BHIMOIHUT HEKOTOPOE ACHCTBUE, KOTOPOE SIBISETCS BHITOJIHBIM HAPYLIUTEIIO.
Ocnosénaa uacms. IlpobGnema QuiiMHra KpailHe axTyajgbHa Cpeaud  OOBIYHBIX
MOJIb30BaTENCH, aKTUBHO HCIOJB3YIONIMX WH(GOPMAIMOHHBIE TEXHOJOTHH B ObITOBOW cdepe. K
npumepy, B 2023 rogy moutu mnojoBuHa (43%) Bcex yCHENIHBIX aTak Ha OpraHu3alui ObLIU
TIPOBEJICHBl C HMCIOIb30BAaHHEM COLMANbHON HHKeHepun® (79% W3 HUX OCYIIECTBISINCH Yepes
anekTpoHHyto nouty, CMC-cooO1ieHus, coluanbHble CETH U MECCEHKEPHI).
CyIIecTBYIOT CJIEIYIOIINE BUIBI (DUITUHTA:
e TlouToBBIiI — cOOOIIEHHUS, KOTOPbIe (POPMUPYET HAPYIIUTENb, MEPEAAIOTCS MTOCPEICTBOM
AIEKTPOHHOU MOYTHI. Takue cooOIIeHHs] KpOMe TeKCTa COJIepKaT, BIIOKEHUS B BUJie (aiina
WIH TUIEPTEKCTOBOM CCBHUIKM Ha (aiis, 3arpy3ka KOTOPOTO WM MEPEeXOJ MO KOTOPOM
MPUBOAMT K 3arpy3Ke U YCTAHOBKE BPEAOHOCHOM MPOrpaMMbl Ha YCTPONUCTBO MOJIb30BATENS;
e OunaitHOBBIN — COOOIIEHUS, KOTOPbIE (GOPMUPYET HAPYIIUTEINb, IEPEIAIOTCS TOCPEACTBOM
AIIEKTPOHHOM MOYTHI. Takue cooOIIeHns KpoMe TeKCTa COJiepKaT, BIOKEHUS B Buje (aiina
WIM TUIEPTEKCTOBOM CCBHUIKM Ha (aily, 3arpy3ka KOTOPOrOo HIIM MEpPexXoj] MO KOTOPOi
MPUBOJUT K 3arpy3Ke U yCTAaHOBKE BPEIOHOCHOM MpOrpamMmbl Ha YCTPOHCTBO MOJIb30BATES;
e [llenenanpaBnennslii — (cnuapumuHr, Spear - TapiyH) - COOOIIEHHUS, KOTOpHIE
dbopMupyeT HapyIIUTENb, MEPEAAIOTCS IMOCPEACTBOM JJIEKTPOHHOM MouThl. WX TeKcT
aZipecoBaH KOHKPETHOMY YEJIOBEKY, TaK KaK HapyIIUTEeNlb JO COCTABICHUS TaKOTO
COOOIIIEHHUsI CMOT TIOJTYYUTh AOCTYI K EPCOHAIBHBIM JIaHHBIM 3TOTO YEJIOBEKa;
e Bummar — peanusyercs ¢ nomoinsio cpeacte IP (IP —internet protocol) Tenedonun
(MecceHKephl) — ATO TO3BOJSIET CKPBITh aAPEC HAPYIIMTENS W YIPaBJISATh JIEUCTBUSMU
YeNI0BEeKa C MOMOIIBIO PEYH.

LleneHanpapiieHHbIH (QUIIMHT SBISETCS CaMbIM ONACHBIM, TaK KakK IOJyYCHHBIC 3apaHee
JTAHHBIC O JKEPTBE BBI3BIBAIOT y Hee JoBepHe. UTOOBI MPOTHBOCTOATH (DUINUHTY BaXKHO 3HATh KaK OH
paboraet. Ilernouka coOpITUI NpHU peanu3auu GUIIMHIOBONW aTakh MOXKET OBITh pacCMOTPEHA Ha
npumepe mupoko ussectHoi Mojenu araku Cyber-Kill Chain [crates «The Industrial Control
System Cyber-Kill Chain» aBropctBa Maiikia k. Accanra u Pobepra M. Jlu]|. Cuenapuii, 1o
KOTOpOMY pa0oTaeT 3J0yMBIIUICHHUK, BKIOYaeT B cebst cOop wHpopmamuu 00 aTaKyeMoM
00BEeKTe, BHEJPEHHE B CUCTEMY (HampuMep, 3arpy3ka U yCTaHOBKA BPEIOHOCHOTO MPOTPAaMMHOTO
oOecrieueH!s) ¥ aKTUBAIHsI BPETIOHOCHBIX JICHCTBUH.

Pucynok 7 — Cpasuenune mozenu Cyber-Kill Chain u ¢pummnrosoit

Ha pucynke 1 mbl moxem Buaerb cpaBHeHue wmojenu araku Cyber-Kill Chain u
¢umuaroBoit ataku. OHH MPOUCXOIIT Mo cxoaHomy mpuHnuny. Kak u Cyber-Kill Chain,
(UIIMHTOBas IIeTIOYKa HAYMHACTCS C TOATOTOBKM HapymwmTens (cOOp KOHTAaKTOB, IOATOTOBKA
UHPPACTPYKTYp), 3aTeM HAPYIIUTEIb BO3JEHCTBYET Ha AMOIMOHAIBHOE COCTOSHHE J>KEPTBHI H

! COIII/Ia.IIbHaH HHKEHEPHUS - METOI YIIPABJICHUA ,Z[Gf[CTBI/IS[MI/I II0JIB30BaTCJIA I/IH(l)OpMaIII/IOHHOf/'I CUCTCMBI,
OCHOBaHHEIN Ha BBCJICHHHU €I'0 B OMOIIMOHAJIBHOC COCTOSAHHUEC TaKUM 06p330M, YTOOBI HeﬁTpaﬂPBOBaTB €TI0 KPUTUYCCKOC
MBIIIIJICHWE HAa TO BpEMA, KOTJa OH 6y,I[CT COBEpIIATHh BHITOAHOC JIEUCTBHE o YIIPaBJICHUEM HAPYIINUTEIISA
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HpEANPUHIUMAET HEKOTOPbIE JEMCTBUS IS MOJyYEHHs ero UIeHTU(UKATOPOB (0OMaH, KIIMK, BBOJ
JAHHBIX). Y CHeNIHas peain3alus 3TUX MYHKTOB HEM30EKHO MPUBOAUT K peaTn3alun aTaku (Kpaxa
JTAHHBIX, 1eHCTBHE).

Jig 3ammThl OT MOJOOHOrO poja aTak CYLIECTBYIOT DPa3HbIE IOAXOJbI, IO3BOJISIOLINE
pa3opBaTh LEMOYKY COOBITH, 3alyIIEHHBIX 3JI0yMbIIUIEHHUKOM. [Ipu 3TOM, 4eMm panblie Oyner
oOHapykeHa yrpo3a, TeM >3(QdeKTHBHEE MOXHO IIPOTHBOCTOATH (GUIIMHTY. YTOOBI HE CTaTh
KEpTBOW (DUIIMHIA, 3a4acTyl0, JOCTATOYHO COXPAaHATh KPUTUYECKOE MBIIIJIEHHE M YMETh
pacro3HaBaTh MOJO3PUTENbHBIE COOOIIEHUS U CCBUIKM. DTO KaK pa3 U MO3BOJIUT Ha MEPBBIX dTarax
OCTaHOBUTh PA3BUTHE ONACHBIX JJIs1 KOH(UACHINAIBHOW HH(POPMALIUK TT0JIb30BATENsl COOBITUH.

Jpyroii moaxoa  MCHOJB3YET  ABTOMATU3UPOBAHHBIE  CHUCTEMbI,  aHAJIM3UPYIOLIUE
cojepkuMoe (HaiyioB, IMOYTOBBIX MHMCEM M JAPYrOoro KOHTEHTa, KOTOPBIH MOXKET COJAEp’KaTh
BPEIOHOCHBIM KOJ WJIM CCBUIKY Ha Hero. Takke CyIIeCTBYIOT HpOTrpaMMHOE oOecredyeHue,
npeJHa3HauYeHHoe A 3auuThl oT (ummHra. Cpeau HpoYMX, MOXKHO BBIICIUTH OTICIIbHBIE
npuMepbl Takux rporpamm [https://1csoft.ru/catalog/programmy-dlya-zashchity-ot-fishingal:

e Dallas Lock — ceprudunupoBanHas cucrema 3aluThl KOH(MUICHIMATIBHON U CEKPETHOI
(o YPOBHS COBEpPILEHHO CEKPETHO BKJIFOUMTEIIBHO) uH(popMauu oT
HECAaHKIIMOHUPOBAHHOTO JIOCTYIA HAKJIAJHOIO TUMA B MEPCOHAIBHBIX KommbloTepax ¢ OC
cemeiictBa Windows. ObecnieunBaeT: 3allUTy OT PYTKUTOB, 3aLIUTY OT (UILMHIA, 3AIIUTY
USB-yctpotictB, DLP-cucTeMsl, 3alIUTy OT YTEUKH TaHHBIX, MEKCETEBOM IKpaH.

e NANO Anrtusupyc Pro — HaaexHbI 1 y10OHBIN IPOAYKT OT POCCUHCKOT0 pa3paboTUuKa,
NpeJHAa3HAYCHHbI A 3alUThl I[E€PCOHAIBHOIO KOMIIBIOTEpA 0]l  YIPaBICHUEM
ornepaunoHHOM cucrtembl Windows OT BceX THIOB BpEIOHOCHBIX IpOrpaMM —
MU (POBAIBIIUKOB, OJOKUPOBILMKOB SKpaHa, OAHKOBCKUX TPOSHCKHUX IPOrpamm,
HNOTEHIMAJIBHO HEXKENATEeNbHBIX IPOrpaMM, PEKJIAMHBIX MPOrpaMM, NMPOrpaMM-IIIHOHOB U
T.1. Cenuanu3upyercss MMEHHO Ha 3alluTe OT (PUIIMHTA.

e PRO32 Ultimate Security — KOMIUIEKCHOE pEIICHHE TMpEeMHyM-Kjiacca  JUIs
nHpopmarnmonHoit 6e3onacHocTH. ObecneunBaeT 3amuTy ycrpoiicte Windows u Android
OT COBPEMEHHBIX KHOEpyrpo3 M BPEJOHOCHBIX MPOrpaMM, BKIIIOUAET (PYHKIMH PE3EPBHOTO
KOIIMPOBAHUS U BOCCTAHOBIICHUS IS IPENOTBPALICHMSI IOTEPHU JaHHBIX.

e AmnrtuBupyc Kacnepckoro st ¢aitioBeix cepBepoB — 3(p(GEKTUBHO 3amumiaer (ainosbie
cepBepsl, paboTaromue oA yrnpasieHueM Microsoft Windows, Linux u Novell NetWare, ot
BCEX BHJIOB BPEIOHOCHBIX MPOrpaMM. AHTUBUPYCHAs 3alllUTa CETEBBIX XPAaHWJIMIL OOIIETo
JIOCTylla OY€Hb Ba)kHa, MOCKOJBKY OJMH-EIMHCTBEHHBIH 3apakeHHbIM (aiim Ha cepsepe
MOJKET CTaTh HMCTOYHUKOM 3apa)K€HHsl BCEX KOMIIBIOTEPOB Balleil KOPIOPATUBHON CETH.
CoBpemeHHble TpeOOBaHUS K pPELIEHUSM JUIsl 3alIUThl (PaIOBBIX CEPBEPOB BKIIOYAIOT
CTaOUIILHOCTH PabOTHI MPOAYKTA U 3PPEKTUBHOE UCITIONB30BAHUE CUCTEMHBIX PECYPCOB.
3aknrwouenue. Kak Mbl BUIUM, B COBPEMEHHOM OOIIECTBE CO3/1aHbl OJIArONPUSATHBIE YCIOBHS

JUIst 3alIUThI OT ummHra. TexHosornu kubepaTak COBEPIIEHCTBYIOTCS, KaK M METOAbI OOPHOBI C
HUMH. Torga Kak ICHUXOJIOTHS YeJOBEKa 3aJI0KeHa NPUPOIOH, MOITOMY IJIaBHOH mpobieMoit
OCTAeTCsl JIMIIb HEOCBEIOMJIEHHOCTh JIIOAEH O MeTOoJax NpPOTUBOACHCTBUAX eMy. Hapymmrenn
MOCTOSIHHO CO3JIal0T HOBBIE CIOCOOBI OOMaHa, MOITOMY HEOOXOJUMO pPEryJsSpHO MOBBILATH
YpOBEeHb HHOOPMHUPOBAHHOCTH JTFOJICH.
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HayuHbivi pykosogutess: lletpos C.H. — KaHauAaT TEXHUYECKUX HAYK, AOLEHT

AHHOTaumsa. B mMaTepuanax [Joknaga paccMaTpuBaloTcs  pesynbTaTbl  aHanusa
ySI3BUMOCTEM  MPOrpaMMHbIX  MPOAYKTOB,  WCMONb30BaHHbLIX  MpWU  peanusaumu
MHTErpUpOBaHHON MHOPMaLMOHHONM cucTembl BIYUP. Ya3BMMOCTM B MHDOPMALMOHHOM
CUCTEME MOTYT MPMBECTM K HECAHKLMOHWPOBAHHOMY JOCTYNy K KOHdbMAEHUMaNbHOM
MHGOPMaUMK, ee yTeuke UK U3MEHEHMIO. AHaNU3 YSI3BMMOCTEN UrpaeT KoYEBYHO pPosib
B 0obecneyeHmmn 6e3onacHOCT MHPOPMALIMOHHON CUCTEMBI.

Kntouesble cnoa: MNC BIr'YWP, yassumoctun, CVE, mofens yrpos

BBegenne. VIHTerpupoBaHHas wHdoOpMaumMoHHas cuctema (MUC)  BIYWUP
OpPUEHTUPOBaHa Ha aBTOMATM3aLMIO y4ebHbIX MpoLEeccoB M obneryeHme B3aUMOAENCTBUS
COTPYAHWKOB U CTyAeHTOB. Mcnonb3oBaHne MNC no3BonseT ynpoctuTb y4eT nHdopmaunm
O CTyAeHTax, y4debHbIx rpynnax, ydebHbix nnaHax cneuuanbHocten. B pamkax WUC
dyHKUMOHMPYeT noacucteMa «CTyaeHTbl», B KOTOPOWA XpaHATCS M obpabaTbiBatoTcs
nepcoHanbHble AaHHble cTyaeHToB. CornacHo 3akoHy Pecnybnuku benapycb oT 7 Mas
2021 r. N2 99-3 «O 3awmTe nepcoHanbHbIX AaHHbLIX», onepaTop obs3aH obecrneuvBaTb
3aWMTY NepCoHanbHbIX AaHHbIX B Npouecce ux obpabotkn. Onepatop 06s3aH NpuHUMaTh
NpaBoOBble, OpPraHM3auUMOHHbIE W TeXHWYeckne Mepbl MO0 obecrneyeHuto  3awuThl
NEepPCOHAsbHBIX AaHHbIX OT HECAHKUMOHMPOBAHHOMO MM CNy4YalHOro AOCTyMNa K HUM,
U3MeHeHus,, ONOKMPOBaHWS,  KOMWPOBAaHWS,  PacnNpoOCTpPaHeHusl,  NpeaoCTaBNneHus,
yAaneHusi NepCoHanbHbIX AaHHbIX. OBbHapy)XeHWe ysS3BUMMOCTEN noacucTeMbl «CTyAEHTbI»
NNC BrYWUP HanpaBneHo Ha AOCTMXXEHWE STON LEeNu.

OcHoBHasi 4acrtsp. VIHTerpypoBaHHas MH@OpMauMoHHas cuctema BIrYUP coaepxut
cnepyrowme pasgensl: PacnucaHue; PacnucaHune kadeapsl; MNoapasgenenvs; CTyaeHTbl;
PenTtuHr; MepeyeHb avcumnnuH; TenedoHHbIN cnpaBoYHKK; Texnoaaepxka [1].
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Moacuctema «CryaeHTbl» WWUC BIYWUP copepxut cneaywolwme pasaenbl: JIMYHbIN
kKabuHeT; CnMCOK COTPYAHMKOB; KOHTMHreHT; XXypHan Tekywen ycnesaemoctu; OTyeTbl;
CnoBapw; MNnaHbl; YyebHas Harpy3ka; YuebHbin npouecc [2].

MNoacuctema «KabuHeT coTtpyaHuka» UNC BIYUP copepxuT cneaytowme pasgensi:
XypHan ycneBaemoctun; O6baBnenus; JinuHas ctpanuua; JomkHocty; Hactporikm [3].

MNpu peanuzaummn UAC BI'YUP ncnonb3ytoTca cneayowmne TeXHO0rmu:

Angular. 3To OTKpbITas 1 cBobogHas nnatdopMa ana pa3paboTkn BEG-NPUNOXKEHUNA,
HanMcaHHas Ha s3blke TypeScript, paspabaTtbiBaeMasi KOMaHAOM M3 KoMMaHun Google, a
TaKXXe COO06LECTBOM pa3paboTuMKoB U3 pa3nnyHbix komnaHun [4]. B UNC npumeHseTcs
ans popMmnpoBaHna MHTepdelica nonb3oBaTensl.

Spring Framework. 3T0 yHMBepcanbHblil PPENMBOPK C OTKPbITbIM UCXOAHLIM KOAOM
Ansa Java-nnatgopmbl 0T KomnaHun VMware [5]. B MUAC mncnonb3yeTcs npy peanusaumm
NOrMKM paboTbl CUCTEMBI.

Docker. 3710 nporpamMmHoe obecneyeHve ANs aBTOMATM3auMM pas3BepTbiBaHUSA W
yrpaBneHUst MPUNOXEHUAMU B Cpedax C MOAAEPXKKON KOHTEMHEpU3auuuM OT KOMMaHuu
Docker Inc. [lo3BonsieT «ynakoBaTb» MNPWUIOXKEHME CO BCEM €ro OKpYXXEHVWEM U
3aBUCUMOCTSIMU B KOHTEWHEpP, KOTOPbIA MOXET 6biTb pa3BepHyT Ha Nntobon Linux-cucteme
C NOAAEPXKKOW KOHTPOMbHBIX FPynn B AApe, a Takke NpefoCcTaBnseT Habop KOMaHA Anst
yrnpaBneHns 3TUMK KOHTeWHepamn [6]. B UNC npumeHsieTcs ansi KOHTeMHepu3auuu
Angular n Spring Framework.

PostgreSQL. 310 cBO60AHAs 06BLEKTHO-pENsLMOHHas cuctema ynpasneHust 6asamu
AaHHbIX (CYBA) [7]. B UUC ucnonb3yeTcsa Ans XpaHeHUs AaHHbIX CUCTEMBI.

Nginx. 910 Be6-cepBep M NOYTOBbIA NPOKCU-CepBep, paboTarowmii Ha Unix-nogobHbIx
onepaumoHHbIX cucteMax ot komnaHmm NGINX Inc [8]. B MNC npuMeHsieTcs B KadvecTse
peBepC-NPOKCKU ANs OTAENEHNS NOMb30BaTeNIeN OT cpeabl BbINOHEHNS.

OAHOM M3 OCHOBHbIM Yrpo3 MH(OPMaLMOHHON 6e30NacHOCTM ANt MHTErpuUpoOBaHHOM
nHdopMaumoHHoON cucteMbl BIYUP aBnsieTcs yrpo3a yTeuyku KOHDMAeHUManbHOM
nHdOpMaLmmM, HanpuMep, NepCcoHaNbHbIX AAHHbIX CTYAEHTOB. TakXXe BEPOSITHOM Yrpo30M
MOXeT OblTb HapyleHue AOCTYMHOCTU WHGMOPMAUMOHHBIX CEPBUCOB  BCeACTBUE
NnpoBeAeHMsl aTakm Tuna «oTka3s B obcnyxueaHum» (DoS, DDo0S). 3ayacTyio oTKa3 B
06Ccny>XnMBaHUN ABNSIETCS OAHUM M3 HayalbHbIX 3BEHbEB LIEMOYKM AENCTBUM HapyLuMTens,
NpUBOASLLEN K HECAHKLMOHMPOBAHHOMY AOCTYNYy K KOH(UAEHUMANbHOW MHMOPMaUMn u
KaK CreCTBME ee yTeuke.

Yrpo3a MoOXeT 6bITb peann3oBaHa yepe3 YSA3BMMOCTM B MPOrpaMMHbIX MPOAyKTaXx,
annapaTHoM obecneyeHnn 1M HegoCTaToOYHO 3awmeHHble 6a3bl AaHHbIX.

CVE (Common Vulnerabilities and Exposures) — 310 6a3a AaHHbIX, KOTOpas COAEPXUT
MHGMOPMALMIO O pPasfINYHbIX YS3BMMOCTSX B MPOrpaMMHOM obecneyeHun W Apyrux
KOMMOHeHTax MHGOpMaUMOHHbIX cucteM [9]. Ncnonb3oBaHne CVE no3BonsieT onpeaenuTb
NOTEHUMarnbHble Yyrpo3bl Ans WMHMOPMALMOHHOM CUCTEMbI, @ TaKXe OUEHUTb WX
CEepbE3HOCTb U BO3MOXHbIE NOC/IeACTBUS.

Mpouecc ucnonb3oBaHusi CVE BkoyaeT B cebs onpeaeneHune ysi3BUMOCTEN B
KayectBe nepsoro wara. Wcnonblys CVE, MoXxHO wuaeHTUOMUMPOBaTL YSA3BUMOCTH,
KOTOpble MoryT 6bITb MCMNOJIb30BaHbI HapyLwuTensamm ans nosyyYyeHns
HECaHKLUMOHMPOBAHHOMO  AOCTyNa K CUCTEME MM YTEUKU  KOHDMAEHLMANbHOM
nHcpopmaumm [10].

Mownck ysi3BuMocTen B 6ase CVE no 3anpocy «Angularjs» nokasan 8 ys3BMMocTen 3a
nepuopg BpeMeHn ¢ 2019 no 2024 rogb: CVE-2023-26118; CVE-2023-26117; CVE-2023-
26116; CVE-2022-25869; CVE-2022-25844; CVE-2020-7676; CVE-2019-14863; CVE-2019-
10768.

MocneaHss Ha CEroAHsWHWIA AeHb ya3BUMocTb CVE-2023-26118. Bepcun nakeTa
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angular, HaunHasa ¢ 1.4.9 no 1.8.3, ysa3BuMbl K Regular Expression Denial of Service
(ReDoS) uepe3z anemeHT <input type="url"> wu3-3a ucnonb3oBaHuss Hebe3omnacHoro
PErynsipHOro BblpaXeHuss B (yHKUMOHanbHOCTM input[url]. Skcnnyatauust 3ToOM
YSI3BUMOCTWM BO3MOXXH@ C MOMOLLbIO 60MbLUMX MPOAYMaHHbIX BXOAHbLIX AAHHBIX, YTO MOXET
NpUBECTN K <«KaTacTpodMyecKkoMy BO3BpaTy», CUTyauum nNpu KOTOPOW perynspHoe
BblpaXkeHne «noAaselmBaeT» MHTepnpetatop u notpebnser 100% pecypcos npoueccopa.
Takasi yI3BMMOCTb OTHOCMTCS K KaTeropum «oTka3 B 06cnyuBaHumn». CornacHoO penTuHry
CVSS, Bo3aencTBME yS3BMMOCTM Ha AOCTYMNHOCTb HU3Kas.

Mownck ys3BumocTen B 6a3e CVE no 3anpocy «Postgresql» nokasan 154 ys3sumocTu
3a nepuoa BpeMeHn ¢ 2002 no 2024 roabl, M3 HUX 17 ya3BumocTen ¢ pedtuHrom CVSS
Bbie 9 (KpuTuyeckme ys3BuMOCTH). YsasemMmocTb CVE-2024-24213, onybnukoBaHHast 8
deBpanss 2024, umeeT pedTUHr 9.8 M oTHocuTcs K Kateropum Sql Injection. Umeer
BbICOKOE B/IMSIHWE Ha KOH(PMAEHUMANbHOCTb, AOCTYNMHOCTb W LIENOCTHOCTb. Supabase
PostgreSQL v15.1 (on x86_64-pc-linux-gnu) coaepxuT ys3BMMOCTb AN BHeapeHus SQL
yepe3 KOMMOHeHT /pg_meta/default/query.

Mouck ysasemmocTen B 6ase CVE no 3anpocy «Spring Framework» nokasan 16
ys3BMMOCTU 3a nepuog BpemeHn ¢ 2020 no 2024 roabl, U3 HUX 3 ySA3BUMOCTU C PEUTUHIOM
CVSS 8 wu Bblwe (KpuTuyeckne ys3suMOCTM). Ya3suMocTb CVE-2022-22965,
onybnukoBaHHas 1 anpensi 2022, uMeeT penTUHr 9.8 C BEPOSITHOCTbIO WCMOJSIb30BAHUS
97.46% w1 cBa3aHa C yAaneHHbIM BbiMonHEHWEM Koga. locnegHasa yassumoctb CVE-2024-
22233, CBsI3@aHHAs C TeM, 4YTO cneuuanbHO co3aaHHble HTTP-3anpocbl MOryT Bbi3BaTb
oTka3 B 0b6cnyxxmsaHum (DoS), onybnvkoBaHa 22 sHeaps 2024.

Mouck ysizBumocten B 6aze CVE no 3anpocy «NGINX» nokasan 7 ys3BMMOCTM 3a
nepuopg BpemeHn ¢ 2022 no 2024 roabl. Yassumoctb CVE-2023-44487, onybnvkoBaHHas
10 okTa6psa 2023, uMmeeT BepOATHOCTb mcrnonb3oBaHnsa 70.59% OTHOCUTCS K KaTeropuu
«OTKa3 B 06Cny>xMBaHMM» U CBA3aHa C TeM, YTO OTMEHa 3anpoca MOXeT bbICTpo COpOCUTL
MHOrMe MOTOKW. JTa YS3BMMOCTb aKTUMBHO MUCMOJIb30Banach C aBrycra rno okts6pb 2023.

Ncnonb3oBaHne pasnuyHbiX CcpeactB UM 6ubnmoTek CTOPOHHUX pa3paboTyMKOB,
0COBEHHO MOMYASIPHbIX M C OTKPbITbIM MCXOAHBbIM KOAOM MPUBOAUT K TOMY, YTO B HUX
3/T0YMbILLNIEHHUKAMW aKTUBHO MLLYTCH W 3KCNyaTUPYHOTCA YS3BMMOCTW, KOTOpble MOryT
YCTPaHATLCA pa3paboTynkaMu B TedeHue AnnTenbHOro nepuoaa. Kpome 3toro, BO3HUKaeT
LOMNOSHUTENbHAA CIOXKHOCTb M3-3@a TOro, 4YTO Mocne Ob6HOBMEHWUs CpeacTtsa WM
6nbnnoTekn, OCOBEHHO €CIM  3TO  KOHTEMHEPU3MPOBAHO, MOXET  BO3HUKHYTb
HECOBMECTMMOCTb C AEWCTBYIOWMM MPOEKTOM U MHGOPMALMOHHAs CUCTEMA nepecTaHeT
MOSTHOCTBIO  WAM  YaCTUMYHO  BLIMOMHATE  CBOM  (yHKumMW. [lpuyeM  onpeaeneHuve
HEObX0ANMbIX M3MEHEHUI B KOAE NMPOEKTa ANl KOPPEKTHOM paboTbl MOXET 3aHSATb MHOMO
BpPEMeHU 1nn bbiTb BoobLle HeEBO3MOXHA. OTKa3 e 0T 0OHOBNEHWI NMPUBOAUT K BbICOKON
ya3BuMocTh. Co3daHME <«TECTOBOM» KOMWUWM MPOEKTa, Ha KOTOPOM MOXHO 6blfo 6bl
OTNaXkuBaTb W3MEHEHUS, KpaWHe CIOXKHO W Manodd@EKTUBHO M3-3a HEBO3MOXXHOCTM
CO3A@aHu1s1 Harpy304HbIX YC/TIOBUMN.

3arsroyeHne. TpoBeaeH aHanu3  ysa3BMMOCTEW  MPOrpaMMHbIX  NPOAYKTOB,
MCNONb30BaHHbIX MPU peanu3aunmn MHTErpMpoBaHHOM MHMOPMaLMOHHOW cucTeMbl BIYUP,
C TMOMOLUb0 OTKPbITOM 6a3bl AaHHbIX ys3BuMocTer CVE. PaccMOTpeHbl npuMepsl
KPUTWMYHBIX MM pPacnpoCTpaHeHHbIX YS3BMMOCTEW. bonee nomHbIM aHanu3 ys3BMMOCTEN
HenocpeactBeHHo UUC BIYWUP, BO3MOXEH C NMPUMEHEHWEM CKAHEPOB YS3BUMOCTEN, YTO
BO3MOXHO NWLLb C Pa3peLLeHns BnaaenbLa MHMOOPMaLMOHHOM CUCTEMBI.
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Annotation. The materials of the report discuss the results of the analysis of
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AHHOTALUSA. PaccmarpuBarores BOTIPOCHI HOPMAaTHBHO-IIPABOBOTO obecrnieueHus
nH}opManMOHHOH 0€3011acHOCTH, MO3BOJISIONIME 00OCHOBATH HEOOXOAMMOCTH (OPMUPOBAHUS
Mojenu  MH(OPMALMOHHOM O€30I1acHOCTH YYpexJeHHH oO0Iero cpenHero o0Opa3oBaHHs B
KOHTEKCTe IU(pPOBOi TpaHCcHOpMALIUH.

Karouesbie ciioBa: undopmanuoHHas 6e30MacHOCTh, HHPOPMAIIMOHHO-00pa3oBaTeIbHAs CPeja,
oOImiee cpeaHee 00pa3oBaHUeE, MPABOBOE 00ECIICUCHHUE.

Beeoenue. B coBpeMeHHBIX YCIOBHSX BceoOmel wuHpopMaTtuzauud U UIUGpPOBOMH
TpaHchopMalMK YCHIIMBAIOTCS YIPO3bl HALIMOHAJIBHON 0€301MacHOCTH B MH(GOPMALMOHHOM cdepe.
®opmupoBanue >PPEKTUBHOTO MexaHu3Ma olecredeHus HH(POPMAIMOHHOW 0e30MacHOCTH
TpeOyeT pa3paboTKu Mojenu UHPOPMALMOHHON 0€30MacCHOCTH U YUPEXJISHHH OOILIEero cpeaHero
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o0pa3oBaHHUsl C LENbI0 3alUThl JAHHBIX, a TaK)Xe IPOTHO3a, MPEIOTBPALICHUS IOCIEICTBUN
JT0OBIX HEONAroNpUSATHBIX BO3JCHCTBUN, KOTOpbIE MOTYT HAaHECTH yuiepd HH(pOpMaIMOHHO-
o0pa3oBaTenbHOI cpejie.

Ocnosnasn yacms. UHpopMalimoHHass 0€30MaCHOCTh BBICTYIIACT BayKHEUIIIEH COCTABIISIOIICH
HAI[MOHAJLHOW 0E€30MacHOCTH M HEOOXOJMMBIM YCIOBHEM peallu3allid CTPATerHuecKoro
HAI[MOHAJILHOTO TPUOPUTETA M OOMIETOCYAApCTBEHHOU 3amaun — (opmupoBanue B PecmyOmmke
benapycr uH(popmanmoHHoro oOmiecTBa, 00€ClEeYHBAIONIET0 JIOCTYNHOCTh HH(popManuu,
pacrpoCTpaHEHUE W MCIOIb30BAHUE 3HAHMN JUIS MOCTYNATEIBHOTO U MPOTPECCUBHOTO PA3BUTHAL.
Wndopmanronnas  6e30MacHOCTD oTpeenseTcs KaK  COCTOSHUE  3alUIIEHHOCTH
cOaaHCUPOBAHHBIX MHTEPECOB JIMYHOCTH, OOIIECTBA M TOCYJApCTBA OT BHEUIHHX W BHYTPEHHUX
yrpo3 B uH(GopMannonHoii chepe [1].

OgHuM W3 BaOXHEWIIUX COCTABISAIONIMX oOOecreueHuss HWHPOPMAIMOHHON Oe30macHOCTH
ABIISIETCS. HOPMAaTUBHO-TIpaBoBoe obecnieueHue. B Pecniybnuke benapycs ¢popmupyrorcst npaBoBbie
OCHOBBI obOecriedueHus: nHpopMaMOHHON Oe3omacHocTH. Tak, WH(GOpPMAMOHHBIE OTHOIICHHS B
enoM  perjamMeHtTupoBaHbl  3akoHOM «OO0 uHpopmanmu, uHGOpPMATHU3ALMU U  3alUTE
urdopmarmm» ot 10.11.2008 Ne 455-3 [2].

B memsax ofOecneueHuss peanu3alMd  [OCYJapCTBEHHOW MOJUTHKKM B 00IacTu
uH(popManMoHHOK Oe3omacHocTH moctaHoBieHueM CoBera besonacHoctn Pecrydnuku benapych
yrBepxaeHa Konnenuus nndopmanmonnoit 6ezomacuoctu Pecriyonuku benapycs ot 18.03.2019
r., No 1 (manee — Konneniust) [1]. Konnenmus obecnieunBaeT KOMIUIEKCHBIN TOJIX0/1 K Mpoodiieme
nH(}OPMAaILIMOHHON 0E30MaCHOCTH, CO3/1aeT METOJOJIOTUYECKYI0 OCHOBY JUIsl COBEPILIEHCTBOBAHUS
NESITeTPHOCTH TI0 €€ YKPEIUICHHIO, CIY)KUT OCHOBAaHUEM sl (hOPMHPOBAHUS TOCYIAPCTBEHHOMN
MOJIUTUKU, BBIPa0OTKH  Mep 0  COBEPILEHCTBOBAHUIO CUCTeMBbl  oOecredeHus
MHGOPMALIMOHHON 0€30MaCHOCTH, KOHCTPYKTHBHOTO B3aUMOJICHCTBHUS, KOHCOJIUAANN YCUIHHA U
NOBBIIICHUS 3()(HEKTUBHOCTH 3aIUThI HAITMOHATBHBIX HHTEPECOB B HHPOpMaIMoHHOM cdepe [1].

CraHoBnenne wuH(GOPMAIMOHHOTO OOIIECTBA OXBaThIBACT BCE CQEphl JEATEILHOCTH
YeNoBeKa, B TOM 4Hciie U chepy oOpa3oBaHusl, U OCHOBAHO HAa BHEJIPEHUH KOMITBIOTEPHOM TEXHUKHU
U HCIIOJIb30BaHUM ceTH VHTepHET B YUpEeKICHHSX OoOpazoBaHus. B Hacrosimee BpeMsi mepen
cucTeMoil 00pa3oBaHMs CTOUT HEOOXOAMMOCTh MO COBEPLICHCTBOBAHMIO BCeX 00Pa30BaTENbHBIX
IPOIIECCOB ITyTEM BHEAPEHUS NHHU(POBBIX TEXHOJOTHH, YTO B CBOIO O4YEpEIh OOYCIIOBIMBAET
HEOOXO/IMMOCTh aHAJIM3UPOBATh CUTYyallMI0 U (OPMHUPOBATh METOIBI M CIOCOOBI obecreueHus
nH(pOpMaITMOHHOM 0€30I1aCHOCTH. OTMeTHM, qT0 co3JaHue CHUCTEMEI
UHGOPMALIMOHHOM 0€30MacHOCTH B~ COOTBETCTBUM € COBPEMEHHBIMH  TpeOOBAaHUSIMHU
npeaycMoTpeHo ['ocymapcTBeHHON mporpammoit «OOpa3oBaHWe W MOJIOJIC)KHAS ITOJIUTHKA» Ha
2021-2025 romp» (mommporpamma 11 «OOGecrieyenne  (QyHKIIMOHUPOBAHUS  BBICIIETO
00pa30BaHUs») B KAUECTBE OJHOTO U3 BEKTOPOB, 00ECTIEUMBAIONINX JOCTHKEHHE BHICOKOTO YPOBHS
uHbOpPMATH3aIIMH CUCTEMBI 0Opa3oBanus [3].

Pacmmpenue cnekTpa cpeicTB mnepenaud MHGOpMalMM M JOCTyNa K HUM OOydJaromuxcs,
YBEIMYCHUE Pa3TMYHBIX (HOPM IHUCTAHIIMOHHOTO OOYUYEHHs BIICUET IOSBICHHUE HOBBIX PHCKOB,
yIpo3 U aKTyaJu3upyeT npodiieMy odecrieueHus] THPOPMALMOHHONW 0€30MacHOCTH B yUPEXKIEHUSIX
obmero cpemgHero ooOpaszoBaHus. Bompoc wuHpOpMaMOHHON 0€30MacHOCTH OOIIUX CPETHUX
y4eOHBIX 3aBEJCHUH SBJISETCS JOCTATOYHO HOBBIM M HEJJOCTATOYHO UCCIIEOBAHHBIM.

besycioBHO, ydpexkIeHus 00Iero cpeaHero o0pa3oBaHusi HE MOTYT OCTaBaThCs B CTOPOHE
0T I100aJIBHOrO Mpolecca MHpopMaTH3aMK U UPPOBU3AIMU, OJHUM U3 HANPaBIECHUH KOTOPOTO
BbICTYNaeT opMupoBaHue Oe30macHoi MHGOPMAIMOHHON 00pa30BaTeNbHON Cpebl yUpeKICHHS
o0Opa3oBaHusl.

Kaxnoe yupexnaenue oOmiero cpenHero oOpa3oBaHMs TOJKHO (OPMUPOBATH CHCTEMY
UH(POPMALIMOHHO-00pa30BaTENbHOM Cpefibl, KOTOpas KaueCTBEHHO BIHMSET Ha 0O0pa3oBaTeIbHBIN
npouecc. [Ipu aToM, cuctemy 6e30macHoil HHPOpPMAIIMOHHOM 00pa30BaTeIbHON Cpelibl POPMUPYET
Kak Oe3onacHas MH(oOpMaIMoHHas o0pazoBaTebHast cpe/ia CaMOro yUpexIeHus O0IIEro CpeaHero
oOpa3oBaHus, Tak U Oe3omacHas HH(OpPMAIMOHHAS Cpela YYaCTHUKOB 00pa3oBaTEIbHOIO
npoliecca 1 Mpexjie BCero, 00yJarommxcs.
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Takum oOpa3oM, B KOHTEKCTE oOecrieueHruss WHGOPMAIIMOHHONW O€30MacCHOCTH B YCIIOBHSIX
upoBol TpaHCHOPMALIUH, MPEICTABISCTCS AKTyaJbHBIM JajbHEWIIee MCCIEAOBAaHHE MPOoOIeM
obecrieueHnss THPOPMAIIMOHHON 0€30MaCHOCTH YUPEkKIACHUH 00IIero cpeHero oopa3oBaHusl.

CuntaeM HeoOXOAMMBIM  pa3zpaboTaTh  MoOjeNb  oOecrmeyeHus  HMH(POPMAITMOHHOU
0€30MacHOCTH YUYPEXACHHUM OO0ILero cpeaHero oOpa3oBaHUs, BKIIOYAIONIYIO0 CYOBEKTHI, YIPO3BI,
Mepel  obecrieueHust OesomacHocTH. Dopmupys Mozaenb obecriedeHHs HHGOPMAIMOHHON
0€30MacHOCTH Y4pekJIeHUH oOmiero cpenHero oOpa3oBaHUS HEOOXOAMMO YYHUTHIBATh, YTO
00pa3oBaTeNbHBIA MPOIECC B TEPBYIO OYepellb, KacaeTcsl yA3BHUMBIX, HaHMMEHEe 3aIIUIICHHBIX
Y4aCTHUKOB 00pa3oBaTeIbHOTO MIpolecca — odyvaromuxcs. [lostomy cucrema nHpopmManoHHOM
0€30MacCHOCTH YUPEIKIECHUHN OO0IEro CpeHero oOpa3oBaHus J0KHA OBITh HAIMIPABJICHA HE TOJIBKO
Ha COXPAHHOCTh 0a3 JaHHBIX, COJEPKAUINX KOH(HAECHIUAIbHbIE CBEJCHUS, HO M TapaHTHUPOBATH
HEBO3MOXXHOCTh JIOCTYIIa B YUPEXACHUS 00pa3oBaHus 000N WMHPOpMaLUHU, MpPEIrnoiararomei
HEraTHBHOE BO3JICHCTBUE HA CO3HAHUE OOYYAIOIIMUXCS B Y4EOHBIX 3aBEJECHUSX OOIIETO CPEeTHEro
o0OpazoBaHusl.

3akntouenue. C y4eTOM U3IOKEHHOTO CUMTAEM, YTO JOMUHUPYIOLUIUM CBOMCTBOM
dopmupyromieiics UHGHOPMAITMOHHO-00pa30BaTEILHON CpeAbl YUPESKISHUN OOIMIEro CpeaHero
o0pa3oBaHUsl B COBPEMEHHBIX YCIOBHSX SBIsIeTCS O€30MacHOCTb, KOTOpas BBIPAXKAETCs B:
0e30MMacHOCTH JIMYHOM HMH(GOPMAIMK YYaCTHUKOB O00pPa30BaTEIBLHOTO IIpoIecca; 0e30macHOCTH
pecypcoB HH(MOPMALMOHHONW 00Opa3oBaTeNbHOM Cpeabl; O0€30MacHOCTH YUpPeXACHUS OOIIero
CpexHero oOpa3oBaHMsI MPU B3aUMOICUCTBHH ¢ MHPOPMAITMOHHON 00pa30BaTeIbHON CPEIOM.
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Hay4Hbid pyKoBOAUTE b Bpy6ieBckmi U.A. —KaHAMAAT TEXHUYECKUX HAYK, JOLEHT Kagenpbl 3U

AHHOTaumA. B MaTepuanax Aoksiaga NpeacTaBieH aHanu3 METOAOB WM CPEeACTB 3aLUUThI
peyeBoit MHdopMaumn. CaenaH BbIBOA, YTO ANS 3aliUThl peuyeBol MHdopMauuu OT
YyTEUKM MO TEXHUYECKMM KaHanaM Ha o6bekTax MHAOPMALMOHHOW AEATENbHOCTU, Fae
UMPKYMpYeT uHdOpMaUMs C  OrpaHWYeHHbIM  [JOCTYNOM, HeobXoAMMO MpPOBOAUTHL
KOMMMEKC TEXHWYECKOW 3aWmuTbl  WMHdOpPMaUuM, KOTOPOM NpeacTaBnsieT  coboi
COBOKYMHOCTb OpraHn3auMOHHbIX, MHXXEHEPHbIX N TEXHUYECKUX Mep0I'IpI/IF|TI/Il\/‘I N CpeACTB.

KnroueBble cnoBa: 3almTa peveBoit MHhopMaLmm, akyCTUYeckuii, BUGpoaKyCTMYecKuin
KaHan

BBegeHnne. 3awpta COXPaHHOCTM WHEMOPMAUMOHHLIX pPecypcoB rocyaapcTea M
3aLUMLIEHHOCTN 3aKOHHbIX MpaB NIMYHOCTM M obliectBa B WMHGOPMALMOHHONM cdhepe
ABNSIETCS OCHOBHOW 3afayver MHGOpMauMOHHOM 6e30nacHOCTU. AKTyanbHOCTb 3ajad
3alUMTbl peyeBOM WMHMOPMAUMM OT YTEYKM MO aKyCTUYECKMM U BUOPOAKYCTUYECKUM
KaHanaMm CBsi3aHa C peyYyeBOM AEeATENIbHOCTbIO 4YesloBeKa M MO3TOMY 3aHMMAET BaXXHOE
MecTo B obnactn 6e3onacHOCTN uMHbopMaunn. B Toxxe BpeMs psig (hakTopoB, BAMUSIHOLLMX
Ha 3¢ dEeKTUBHOCTb 3alUTbl peyeBo MHMOPMaLMKM, 3a4acTylo OCTaeTca 3a npeaenaMu
BHMMaHUS MpW OpraHu3auumM CUCTeMbl WHQOPMaLMOHHOM 6e30MacHOCTN O6bLEKTOB,
pa3paboTke M MpPOM3BOACTBE CPEACTB 3alUUTbl PeYEeBON MHMOPMAaLMKN, MX MPAKTUYECKOM
npuMeHeHun. C Uenblo HaXOXAEHWS OMTUMANbHbLIX PEWEeHWU ANs 3alWuTbl OT PUCKOB
notepn WHGoOpMauum npoBeAeH aHanu3 MeToAOB W CPeACTB  3aliMTbl  peyeBon
MHGOPMaLMKM 1 NOKa3aHa UX BaXXHOCTb A1 CUCTEM 3almTbl MHOpMaLmn.

OcHOBHas YacTb. MeToabl U CPeACTBa 3alUMTbl peYeBON MHMOPMALIMK OT YTEYUKM
MO aKyCTMYecKoMy W BMOPOAKYCTMYECKOMY KaHanaM OCHOBaHbl Ha YMEHbLUEHWM
OTHOLUEHUS! «CUrHan/wym». MNpu 3TOM pas3nnyaloT NacCMBHbIE N aKTUBHbIE MeToAbI[1].

MaccuBHbIe MeTOAbl HanpasfieHbl HAa YMeHbLUEHWE YPOBHS MH(POPMATUBHOMO CUrHana
3@ CYET YNYULUEHUS 3BYKO- M BUOPOM3ONALUNM MHXEHEPHBIX KOHCTPYKUMM M YCTaHOBKM
UNbTPYIOLWMX YCTPOMCTB B NPOBOAHBLIX KOMMYHUKaLUAX.

AKTVBHblE METOAbl OCHOBaHbl Ha YBE/IMYEHWM YPOBHS LIYMa MO OTHOWEHWUIO K
eCcTecTBeHHOMY ((POHOBOMY) M peanu3yloTcs C MOMOLLbID TEXHUYECKUX CPeACTB, OCHOBY
KOTOpbIX COCTaBNAOT pa3fiMyHble reHepaTopbl LWyMa. Takxe ans 3TUX  Uenen
MCNONb3YETC aKyCTMYecKkasl MackumpoBka (pucyHok 1). MeponpusaTus akyCTUYECKOM
MacKMpOBKM MO3BONSAKOT o0becrneunTb creayrowme @yHKUMUM: Hey3HaBaeMOoCTb ronoca
AMKTOpPA; CYLIeCTBEHHOE CHMXeHME Hepa3bopumBOCTM peyn AMKTOpa; CKpbITb (akT
nepegayn peyeson nHgopmaumm[2].

AKTMBHblE METOAbl 3aliMTbl peyeBO WHGOPMaLUMM Yalle BCEro MCMoNb3ylT Tak
Ha3blBaeMble «6esbli», «pO30BbIN» U «peyenofobHbIi» WyMbl (PUCYHOK 2), (rpadukm 1,
2, 3 COOTBETCTBEHHO), pa3nuyatolmecs hopmon ormbatoLen cnektpa. Lienecoobpa3HocTb
MCNONb30BaHUS TOMO WM WHOrO BWAa MOMEX onpeaensieTca MHoruMmm aktopammn (B
YaCTHOCTM  npecnegyeMbiMM  UensMu:  MacKMpoBaHWe, wMuTaums, obecneveHune
MaKCMMaNbHON KOM@OPTHOCTM neperoBopoB W T.n.). Cneayer OTMETUTb, YTO ANA
obecneyeHnss MMHUMMYMa WHTErpanbHOro YpOBHA MOMeX, Haubonee 3hhEKTUBHOM
SABNSETCa peyenogobHas nomexa.
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TexHnyeckne cpeacTsa 3almTbl MpU NpoBeaeHnn KoHMUAEHUManbHbIX NeperoBopos,
C TOYKM 3pEeHMsl 3aliMTbl peyeBorM WHGOPMaUUM MOXHO pasaenuTb Ha ABe Tpynnbl:
CpeacTBa 3aWuMTbl MOMELLEHWI U CPeACTBa 3alMTbl COBCTBEHHO peyeBon MHGOpMaLNK.

K nepBov rpynne annapaTypa MNOCTAaHOBKW MOMEXM Ha rpaHuuUe 3alliMLLIAeEMOro
nomeweHns  («BAONb»  OrpaXkAaloWMX  KOHCTPYKUMM) OTHOCATCS — reHepaTopbl
aKyCTU4eckoro u BubpoakycTnyeckoro Lwyma. Ko BTopom rpynne — annapaTtypa
aKyCTUYECKOro 3allyMJIEHWs, pacrnonaratoLwascs B HENOCPeACTBEHHON 6M30CTM OT MecTa
HaX0XXAEeHMs1 y4aCTHUKOB NeperoBopoB.

B nepBoM cnyyae npu AOCTAaTOYMHO KOMMOPTHBLIX YCNOBUSAX AN HaxoAsLWMXCS B
MOMELLEHNN NIOAEN HE rapaHTUpYeTCs 3aluTa peyeBon MHMOpMauMn No BCeMy obbeMy
noMelLleHns (HanpuMep, OT YTEUYKM 3@ CYET CKPbITHO YCTAHOBMIEHHbLIX BHYTPU MOMELLEHUS
cneumanbHblxX TexHudeckmx cpeacts (CTC) Tvna paanoMnkpodoHOB, ANKTOMOHOB U T.1.).
MoaToMy, TpebyloTca  OOMONHUTENbHbIE  OPraHM3aUMOHHO-TEXHUYECKME Mepbl MO
BbISIBNIEHUIO M/unn 6noknposaHunio Takux CTC.

Bo BTOpOM cniyyae BEpPOSTHOCTb YTEUKN peyeBon MHdOopMaumm 3a cyeT ntobbix CTC,
coaep)xawmx MuKpodoHbl, 6am3ka kK Hynto. Ho B 3TOM cnydae BO3HMKaeT npobnema
obecneyeHnss KOMGOPTHOCTM NEPEroBOPOB, MOCKOSbKY YYaCTHUKM HaxoasaTcs noja
HeMoCpeACTBEHHbIM BO3AENCTBUEM aKyCTMUECKOrO LyMa.

AKycTHUECKAR
MACKHPOEKA
H3MeHeHHE TexHH4ecKoe ﬁ;}l’;:::
rojoca 3AKpPEITHE " MAPKAPOBKA
Coxpanenne
ECTECTHEHHOCTH Mn KIIHPOBAHHE B anamoroBbLIX CHIHATAX
o IBYUaNEA Ha pedeBoroe CHIHANA e T —
OCHOBE XAPAKTEPHCTHE ¢ moMexoi
ro10ci FMoBOPHIETD
Coxpanenme
3“}2212::[:2“ Mouapukcais B MaccHBAX TAHHEIX
* ocHOBE XApAKTEPHCTHE bomeTariecanit dymmEE
3AJAHHOTD FOI0COBOTD
ofipaa
KomiunapoBanaLIe N
Ee3 coxpanenns MHT{:!H B dopmaTax nanukx
ECTECTRENAOCTH
IBYUARHA

PucyHok 1 — Knaccudukaums METOAOB aKyCTUYECKON MacKMpOBKM
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3arsiroyeHne.

Moka3aHo, YTO B CBOEM MepBOHa4anbHOM BWAE PEYEBON CUrHaN B MOMELLEHUM
NPUCYTCTBYET B BMAE aAKYCTMYECKMX M BUOpaAUMOHHBLIX KonebaHui. PasnnuyHoro popa
npeobpa3oBaTenn aKyCTUYECKUX W BUOPALMOHHBLIX KONebaHun ABNSIOTCA BTOPUYHBLIMU
MCTOYHMKAMK. DTO TakKme Kak: rpoMKkoroBoputenn, TenedoHbl, MUKPOMOHbI,
akcenepoMeTpbl M T.A4. TexHWYeCKMe KaHanbl YTEeYKM peyveBod WHdopMmauum B
3aBMCUMMOCTM OT Cpeabl pacnpoCTpaHeHust CUrHanoB M CnocoboB KX nepexsaTa, MOXHO
pa3genuTb Ha cneaylowme TUMbl: akycTudeckue, BMbpauMoHHble (BMOpOaKyCTUYecKkue),
aKYCTO3/1EKTPUYECKME, OMTO3/IEKTPOHHbIE W MapaMeTpuyeckue. [ns 3alimTbl peyeBou
MHOpPMaLMM OT YTEUKM MO TEXHMYECKMM KaHanaM Ha obbekTax WHGOpMaLNOHHOM
LEATeNbHOCTU, rae UMpKYyNupyeT MHQOpMauns C OrpaHUYeHHbIM AOCTYNoM, HeobxoamMo
NPOBOAUTb KOMMIEKC TEXHUYECKOWN 3alnTbl MH(OPMaLMM, KOTOPOW MpeacTaBnsieT cobon
COBOKYMHOCTb OpPraHM3aLMOHHBIX, NHXXEHEPHBIX Y TEXHUYECKUX MEPOMPUSITUA U CPEACTB.
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Annotation. The report contains an analysis of methods and means of protecting
speech information. It is concluded that in order to protect speech information from
leakage through technical channels at information activity facilities where information
with limited access circulates, a complex of technical information protection is created,
which is a set of organizational, engineering and technical measures and means.
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NOJINTUKA NHOOPMALIMOHHOW BE3OMNACHOCTU B YYPEXXAEHUAX CUCTEMbI
BbICLUEIFO OBPA3OBAHUSA PECIYBJINKU BEJIAPYCb

lTerpos A./.
ep.367241

besopycckmit rocyAapCTBEHHbIN YHUBEDCUTET MHPOPMATHKU 1 PAANOSIEKTDOHMKMY,
r. MuHck, Pecriybrimka benapyce

Hayunbid pykosogutesb: [letpos C.H. — KaHAUAAT TEXHUYECKUX HAYK, JOLEHT KAQEAPHI 3aLUNThbI
UHGOpMaLmm

AHHOTaumMsA. B MaTepmanax aoknaga paccMaTpuMBaeTCs MeToaMka pa3paboTKuM NoOAMTUKK
nHdOPMaLMOHHOW 6€30MacHOCTM B YUPEXAEHUSIX CUCTEMbI BbICLIErO 06pa3oBaHust
Pecnybnukn benapycb ¢ yyetoM TpeboBaHui [Mpukasa OnepaTUMBHO-aHaNUTUYECKOro
ueHTpa npu Mpe3naeHTe Pecnybnukm benapyck ot 20 despanst 2020 r. N266.

KnioueBble cnoBa: nonvtvka WHGOPMaUMOHHON 6e30mnacHoCcT, MHQOpPMaLUMOoHHas
6e3onacHocTb

BBegenne. MNonntnka MHGOPMaLMOHHOM 6€30NacHOCTM UrpaeT K/IOYEBYIO pOSb B
obecneveHnn 3awmnTbl  MHMOPMAUMOHHBLIX AKTMBOB oOpraHu3aumMu. OHa no3BonseT
onpeaenuTb OCHOBHbIE HampaBfieHUs WM NpuopuTeTbl B 06nactM  MHMOPMaLMOHHON
6e30MacHOCTH, YCTaHOBUTb OTBETCTBEHHOCTb W 06A3aHHOCTU COTPYAHUKOB.

Monutuka MHGOPMaLMOHHOM 6e30nacHOCTM NO3BONSET pa3paboTaTb 3hEKTUBHbBIE
Mepbl NO  NpPeaoTBpalleHMIO, OBHapyXeHW0 W pearMpoBaHWIO  Ha  Yrposbl
NH(OpPMaLIMOHHOM 6e30MacHOCTH

PykoBoasme [OKYMEHTbl OKa3blBalOT 3HAYMTENbHOE BIMSIHWE HA COoAepXaHue
NONUTUKN MHPOPMaLMOHHON Be3onacHocT. OHKM onpeaensitoT TpeboBaHUS U CTaHAAPTHI,
KOTOpbIM  [JO/MKHA COOTBETCTBOBATb  CMCTeMa  WMHMOPMaUMOHHOW  6e30MacHOCTM
opraHusauun. Yka3s lNpesungeHta Pecnybnukn benapycb N2449 ot 9 pekabps 2019 roga
«O COBepLUEHCTBOBAHWM rOCyAapCTBEHHOrO  perynupoBaHvs B 0bnactu  3awmThbl
nHpopMaumm» [1] aBnseTca npuMEepoM TaKoro [AOKYMeHTa W yCTaHaB/MBaeT psf,
TpeboBaHWi M NpUHUMMNOB ANns obecneyeHns 6€30MacHOCTM MHOPMALMOHHBIX CUCTEM U
obpaboTtkn uHpopMauun. O Mepax no peanusaumm Ykasa [lpe3uaeHta Pecnybnunku
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benapyce ot 9 gekabpsa 2019 roaa N2449 noapobHo onucaHo B Npukase OnepaTuBHO-
aHanuTn4yeckoro ueHtpa npu lMpesmaeHte Pecnybnukn benapycek ot 20 despans 2020 r.
N266 [2].

OcHoBHas Yacrtb. COrnacHo NyHKTa 9 rna.bl 2 MOMIOXEHNUS O NOPSIAKE TEXHNUYECKOW
M Kpuntorpaduyeckon 3awutbl  MHPOpMauMM B MHGMOPMALMOHHBIX  CUCTEMAX,
npegHa3HayeHHblX AN o0b6paboTkn  uHdOpMaumn, pacnpocTpaHeHne wu  (nnaum)
NpeaoCTaB/iEHME KOTOPOW OrpaHMYEeHO MOAMTUKA MHGMOPMALMOHHOM 6e30MacHOCTH
OopraHusauui Ao/mMKHa CcoaepXaTb:

— Lenun 1 NpuUHUMNbI 3aWmnTbl MHGOPMaL MK B opraHmM3aumm;

— nepeyeHb MH(MOPMALMOHHBIX CUCTEM, OTHECEHHbIX K COOTBETCTBYIOLLMM KfaccaMm
TUMNOBbIX WH(MOPMAUMOHHBLIX CUCTEM, @ TaKXe OTAENbHO CTOSWMUX 3MEKTPOHHbIX
BbIYNCNIUTENbHbBIX MaLLUWH, UCMOMb3YEMbIX B OPraHM3auMn 1 NpuHaanexalmx erm Ha npase
CO6CTBEHHOCTM MM MHOM 3aKOHHOM OCHOBaHMM, C YKa3aHuWeM roapasfesieHns 3alimTbl
MHGpOpMaUMM WM MHOrO noapasaeneHus (A0MKHOCTHOrO fvua), OTBETCTBEHHOro 3a
obecneyeHne 3aWmnTbl MHGOPMaLMK;

— 0693aHHOCTI Nonb3oBaTenen MHPOPMaLUNOHHON CUCTEMBI;

— MOPSAOK B3aMMOAENCTBUS C MHbIMW MHAMOPMALMOHHBIMK cucTteMamn (B Cry4dae
npeanonaraeMoro B3anMoAENCTBUS), B TOM YNCE NPU OCYLLECTBIEHUN MH(OPMALMOHHBIX
OTHOLWIEHWI Ha MpaBax OMnepaTopoB, MOCPEAHWKOB, Mosb3oBaTenen WMHPOPMALMOHHbIX
cucTeM n obnagatenen nHgopmauun.

OCHOBHbIMW  LENAMM  MONUTUKM  MHGPOPMALMOHHON 6e30MacHOCTU  YUYpeXaeHWUI
CUCTEMbI BbICLLIEr0 06pa3oBaHMs ABNSIOTCS:

— COXpaHeHne KOHPUAEHUNANbHOCTU KPUTUYHBIX MH(POPMALIMOHHBIX PECYpPCOB;

— obecneyeHne  HenpepbiBHOCTM  AOCTYNa K  MHQOPMAUMOHHLIM  pecypcam
yupexXaeHu cMcTeMbl BbicLero o6pasoBanuns;

—3aWwmTa  LUenocTHOCTM MHbOopMauum C  Uenblo  NoAAepXaHWs  BO3MOXHOCTM
YUPEXAEHUA CUCTEMBI BbICLLIEMO 0Opa30BaHMA MO OKa3aHWKO YC/yr BbICOKOrO KayecTBa U
NPUHATUIO 3PDEKTUBHBIX YNPaBNEHYECKMX PELLEHUN;

— MOBbILLEHNE OCBEAOM/IEHHOCTM MONb30BaTENEN B 06MacTM PUCKOB, CBA3AHHbIX C
MHPOPMALIMOHHBIMU pecypcamn YUpEeXaeHUN CUCTEMbI BbiCLLEro 0b6pa3oBaHus;

— onpeaeneHMe CTeneHn OTBETCTBEHHOCTM M 06513aHHOCTEN COTPYAHWKOB MO
obecrneyeHnto NHGOPMaLIMOHHONM 6e30MacHOCTY;

— NpefoTBpalleHne U/UnK CHWXeHue yuepba OT WMHUMAEHTOB WMHMOPMaLNOHHOM
6e3onacHocTw.

OCHOBHbIMM 33fl@a4aMM  MONUTUKN WMHPOPMALMOHHON 6€30MacHOCTM  yUpeXaeHWN
CUCTEMbI BbICLLIEro 06pa3oBaHMs ABASKOTCS:

— pa3paboTka TpeboBaHMI No obecrnevyeHnto nHpopMaLMOHHON 6e30MacHOCTY;

— KOHTPO/lb  BbIMOSIHEHMSI  YCTAQHOBMEHHbIX  TpeboBaHu MO  obecrneyeHuto
NH(OPMaLIMOHHOM 6e30MacHOCTY;

— noBblWeHne 3(PHEKTUBHOCTN, HENPEPBLIBHOCTM, KOHTPONMPYEMOCTU MEPONPUSTUN
no obecneyeHnto 1 noaaepxaHnio MHhOpPMaLUMOHHOM 6e30nacHoCTy;

— pa3paboTka HOPMaTWUBHbIX [OKYMEHTOB ANns obecneyeHust WMHMOOPMaLNOHHOM
6e30MacHOCTM yupexxaeHun MHDOopPMaLMOHHOM 6e30nacHoCTH;

— BbISIBIEHNE, OLUEHKa, MPOrHO3MpOBaHWEe W NpeaoTBpalleHne peanu3aumu yrpos
NH(POPMaLIMOHHOM 6E30MACHOCTU YUpEXAeHWI BbicLLero 06pasoBaHuns;

— OpraHM3auusi aHTUBUPYCHOM 3alnTbl MH(MOPMALMOHHBIX PECYPCOB YUYpeXAEHUN
CUCTEMbI BbICLLIEro 0bpa3oBaHus;

—3aWmMTa WMHDOpMaUMM  yupexaeHuWnM CUCTEMbl  BbICLLEro 06pa3oBaHust  OT
HeCaHKLMOHMPOBAHHOIO AOCTYMA U YTEYKN MO TEXHNYECKUM KaHanaM CBsi3u;

— OpraHuM3auusi  MepuoaMYEecKorM  MpoBepKM  cobntogeHusi  MHGOpMaLMOHHON
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6e3onacHOCTM C nocneaylowmMM MNpeacTaBieHneM OTYeTa MO pe3ysbTaTaM  YKasaHHOM
NPOBEPKM PEKTOPY YUpeXAeHUs BbiCLero obpa3oBaHus.

Monutnuka MHGOPMaUMOHHOM  6e3onacHOCTM  obpa3oBaTeNbHbIX  yYpexaeHUn
HanpaefieHa Ha 3awuTy WHGOPMALMOHHBIX aKTMBOB OT Yrpo3, WCXOAsWMX OT
NPOTMBOMPABHbIX AENUCTBUM  3/10YMbILUIEHHMKOB, YMEHbLUEHUSI PUCKOB W  CHUXKEHUS
NOTEHUMANbHOrO Bpeda OT aBapui, HenpeaHaMepeHHbIX OWWOOYHbIX  AENCTBUK
COTPYAHMKOB 006pa3oBaTeNlbHOr0 yYpeXxaeHus, TeEXHNYEeCKnx cboeB aBTOMaTU3NPOBaHHbIX
CUCTEM, HENpPaBWJIbHbIX TEXHOMOrMYECKMX W OpraHM3auMOHHBbIX PEeLleHn B npoueccax
noucka, cbopa, xpaHeHus,, 06paboTkmn, NpeaoCcTaBAeHNs U pacnpOCTPaHeHUs MHQOopMaLmm
n obecneuyeHme n becnepeboiHOro npouecca AesTe/IbHOCTH.

HanbonbwmmMm BO3MOXHOCTSMM ANt HaHeceHus ywepba obnagaer co6CTBEHHbIN
NepCoHasn y4peXxXaeHUn CUCTEMbI BbiCLLEro obpasoBaHus.

PUcK aBapuil U TEXHUYECKNX CO0EB B aBTOMATU3MPOBAHHbLIX CUCTEMAX ONpeaenseTcs
COCTOSIHMEM annapaTHOro obecneyeHnsl, HaAEXHOCTbID CUCTEM 3SHEpProcHabxeHus u
TENEKOMMYHUKaLUMIA, KBanndbUKaUMEN COTPYAHUKOB U UX CMOCOBHOCTbIO K aIeKBATHLIM U
He3aMeaNUTENbHbIM AENCTBUSIM B HELUTATHOW CUTYaLUN.

Crtpaterus obecneyeHns MHMOPMALIMOHHON 6e3onacHoOCTH BbICLLMX
0bpa3oBaTeNbHbIX YYpeXaAeHU 3aKnio4YaeTcs B MCMOb30BaHMKM 3apaHee OTpaboTaHHbIX
MEp MPOTMBOAEWNCTBMSI aTakaM 3/10YMbILLNIEHHMKOB, @ TaKXXe MPOrPaMMHO-TEXHUYECKMX U
OpraHM3aLMOHHBIX PELLEHWUA, NO3BOMSIOWMX CBECTU K MUHUMYMY MOTEPU OT TEXHUYECKMX
aBapuii U OLMBOYHBIX AENCTBUIM COTPYAHMKOB BbICLLUMX YUYEOHBIX YUpEXAEHWN.

OCHOBHbIMM NpUHUMNaMm obecneveHmst MHPOpMaLMOHHON 6e30NacHOCTK:

— MOCTOSIHHbLIA U BCECTOPOHHMIN @HaNM3 aBTOMATM3MPOBAHHbLIX CUCTEM W TPYyAOBOro
npouecca C LENbl BbISIBEHUS YS3BUMOCTU MHMOPMALMOHHBLIX aKTUBOB Y4YpeXxaeHWi
BbICLLEro 0bpa3oBaHus;

— CBOEBpEMeHHOe ObHapyxeHue npobfieM, KOPPEKTMPOBKA MoAenen Yyrpos wu
HapywuTens;

— NepcoHndmMKaumns 1 pasaeneHne ponen n 0TBETCTBEHHOCTM MEXAY COTPYyAHMKAMM,

Ob6bekTaMM 3aLnTbl C TOYKM 3peHust MHDOPMaLIMOHHOW 6€30MacHOCTU SIBNSIOTCS

— MHOPMaLIMOHHBIN NpoLecc NpodeccnoHanbHON AESTENBHOCTY;

— MH(OPMALIMOHHbIE aKTMBbI yYpeXaeHui BbiCLIEro 06pa3oBaHus.

3awmiwaemasn nHdopMauus AenuTcs Ha cneayowmne Buabl:

— MHdopMaLmst No HDUHAHCOBO-3KOHOMUYECKON AEATENBHOCTM YYpEXAEHUI BbICLLErO
obpa3zoBaHus;

— MepcoHasibHble AaHHblE — INYHbIE CBEAEHWNS O YeNOBeKe, C MOMOLLbI KOTOPbIX ero
MOXHO MAEHTUdMUMPOBATL COrnacHo 3akoHa Pecnybnvkn benapychk oT 7 mas 2021 roaa
N299-3 «O 3awwmTe NnepcoHanbHbIX AAHHbIX>;

— apyras nHdpopmaumsl, He OTHOCALAsIC HU K OAHOMY M3 YKa3aHHbIX Bbllle BUAOB,
KoTopasi 0TMeyeHa rpudoM «[ns cny>xebHoro nosib30BaHUs».

YnpaBneHne WH@POPMaUMOHHON 6€30MacHOCTbIO YUYPEXAEHUA CUCTEMbI BbICLLEFO
obpa3oBaHusa BKOYAET B cebs:

— pa3paboTky M nogaepxaHne B AKTyalbHOM  COCTOSiHMM  [1OSIMTUKM
NMH(OPMaLIMOHHOM 6e30MacHOCTY;

— pa3paboTKy 1 nogaep)xaHue B akTyanbHOM COCTOSIHUM HOPMaTUBHO-METOANYECKMX
[AIOKYMEHTOB Mo obecneyeHnto MHDOpMaLMOHHON 6e30nacHoCTH;

— obecneyeHne  6ecnepeborHOro  (YHKLMOHMPOBAHUSI  KOMMJEKCa  CpeacTB
MHdOPMaLMOHHON 6e30MacHOCTH;

— OCylleCcTBNeHne  KOHTponss  (MOHMTOPUHra)  (YHKLMOHUMPOBAHMUS  CUCTEMBbI
MHdOPMaLMOHHON 6e30MacHOCTH;

— OLIEHKY PUCKOB, CBSA3aHHbIX C HapyLUEHNS MH(OPMaLMOHHOM 6e30MacHOCTW.
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Sarmroyernne. Nonutmka WHQPOPMALMOHHON 6e30MacHOCTN SIBNSETCS OCHOBHbLIM
AOKYMEHTOM  OpraHu3auum no obecneyeHnto UM opraHv3auum  MHMOOPMALMOHHOW
6e3onacHocTn. CobntogeHne TpeboBaHUM MOMUMTUKM MHGOPMALMOHHOM 6e30nacHOCTy
NO3BONSIET MWHUMM3NPOBATb PUCKM W Yrpo3bl MHGPOPMAUMOHHOM 6e30macHOCTU B

npouecce o06y4yeHuss abuTypueHTOB M paboTbl COTPYAHMKOB YYPEXAEHUA BbICLUErO
obpazoBaHus.
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AHHOTauMs. B MaTepuanax pgoknaga paccMaTpuBalOTCd OCHOBHblE MNPUHUMMNLL Y
KoHuenuun Mogenn MITRE ATT&CK, ee CTpyKTypy, OCHOBHble KaTeropum TakTUK W
TEXHUK, @ TakkKe MpuMepbl MUCMOMb30BaHUSA MOAENU B MpaKTUYeCKMX 3ajadvax, 4To
no3BonAnT yrnybuTb 3HaHMsS O MpuHUMNax knbepbesonacHOCTM M MeTodax 3aluTbl OT
knbepaTtak Ha npumepe TexHuk moaenn TA0002-TA0009.
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KnroueBble cnoBa: mogenn MITRE ATT&CK, TexHukn wmogenn TA0002-TA0009,
knbepbe3onacHOCTb.

BBegernne. B coBpeMeHHOM UMGDPOBOM MUpe WMHMOPMAUMOHHbLIE CUCTEMbI UrpatoT
K/IOYEBYKD POSib B MOBCEAHEBHOM [AEATENbHOCTM OpraHu3aumi M 4YactHbix nuy. OT
SNIEKTPOHHON  MOYTbl A0 OHNaWH-6aHKWHra, Mbl BCE WCMOMb3YEM  Pas/iMyHble
MHMOPMALMOHHbIE CUCTEMbI ANsi 0bMeHa WHdOpMaumen, npoBeAeHus onepauuin U
BeaeHnst 6usHeca. OgHaAKo BMeCTe CO BCEMWM MPEeUMyLLECTBAMM, KOTOPble MPUHOCAT HaM
MH(MOPMALMOHHbIE TEXHOSIOMMKN, BO3HWMKAIOT M CEpbe3Hble Yrpo3bl Anst NHGOPMaLMOHHON
6e3onacHocTw.

NHbopMaumoHHas 6e30nacHOCTb MH(OPMAUMOHHBIX CUCTEM CTaHOBUTCS BCe 6onee
aKTyalbHOW TEMOW B COBPEMEHHOM Mupe. YTeukn KOHMDMAEHUMANbHBLIX [aHHbIX,
KnbepaTaku, BpeAOHOCHOE NporpaMMHoe obecrneyeHue - BCe 3TO NOTeHUMasbHbIE Yrpo3bl,
C KOTOPbIMW CTafIKMBAKOTCA OpraHmMsauum M YacTtHole nuua. [loaToMy obecneyeHune
6e30nacHOCTM MHGOPMALMOHHBIX CUCTEM CTAHOBUTCS MPUOPUTETHOW 3adaden ans MHOrmx
KOMMaHMI 1 OpraHu3aLui.

B paHHOM poknage paccMoTpuMm mogenb Hapywwutens MITRE ATT&CK (Adversarial
Tactics, Techniques & Common Knowledge), koTtopas npeactaenseT cobon 6a3y 3HaHWUK,
KOoTopasi KnaccuuumpyeT pasfinyHble TaKTUKW, TEXHWKM WM MpouecChbl, UCMosib3yeMble
3/10yMbILWNIEHHMKaMKU  Npyu  npoBeaeHun kunbepatak. [laHHas Mogenb paspaboTaHa
komaHgon MITRE pnsi opraHmsaumm MHMOPMAUMOHHON 6€30MacHOCTU WU CIYXWUT Ans
NyYywero NMoHMMaHUs U aHanM3a NoBeAEHNS HapYLIUTENEN.

Mogenb MITRE ATT&CK BkntovaeT 6onee 250 TaKTUK M TEXHUK, KOTOPbIE MOMYT BbITb
MCMNONb30BaHbl MpU LefeHanpaseHHbIX aTtakax Ha MHQPOPMaUWOHHbIE CUCTEMblI U CETMW.
OTU TaKTUKM U TEXHUKKM pasaeneHbl Ha MaTpuubl ATT&CK, kaxkaas 3 KOTOpbIX ONUCbIBaeT
onpeaeneHHyo Lenb 1 crnocobbl ee AOCTUKEHNS.

Mogenb Hapywutena MITRE ATT&CK nomoraeTt opraHusauuaMm v cneuuanuctam B
obnactn knbepbe3onacHOCTU nyylle MOHSATb, KakMe MeToAbl U MHCTPYMEHTbl MOryT 6bITb
MCMNONb30BaHbl 3/10YMbILUIEHHUKAMM, U NPUHATb HEOBXOAMMble Mepbl MO 3awmTe OT TakuX
atak. OHa TaKxke MOMOraeT npu aHanmse yrpo3 u paspaboTke cTpaTernv 3awuTtbl AN
NpeaoTBpaLLEHNS UHUMAEHTOB MHMOPMaLUMOHHOM 6e30MacHOCTH.

OcHoBHas Yyactb. MITRE ATT&CK - 370 Mofenb TakTuK, TexHuK n npoueayp (TTP),
KOTOpasi OMWUCbIBAET LUMPOKUM CMEKTP METOAOB, KOTOPbIE 3/10YMbIWIEHHUKM MOTyT
MCNONb30BaTb MPW MPOBEAEHUN aTaK Ha KOMMbIOTEPHble CUCTEMbl. BOT HekoTopble M3
OCHOBHbIX TaKTUK, TEXHUK U npoueayp, sxoasawmx B mogens MITRE ATT&CK:

1. Wcnonb3oBaHWe nNpPOrpaMMHOM peanu3aumun: 3710YMbILIEHHUKA  UCMOMb3YOT
nporpaMMHOe obecneyeHne aAns OOCTVKEHUS CBOMX LENen, Hanpumep, YCTaHOBKA
BpeaoHocHoro MO, akcnaonTbl 1 06paTHble ABEPW.

2. JloxkHble narn: 3n0yMbIWAEHHMKM MOTYT MCMOSb30BaTb JIOXKHbIE CUrHanbl uau
nHdopmaumio, 4Tobbl 3anyTaTb 3alMTHbIE CMCTEMbI M HAMpPaBWUTb BHUMaHWe Ha ApYryto
obnacTe.

3. Kpaxa 1 1cnosib3oBaHME YYETHbIX AaHHbIX: 310YMbILWAEHHUKN MOryT MONyYnTb
AOCTYN K YYETHbIM AaHHbIM U UCMOMb30BaTb MX AN HECAHKUMOHMPOBAHHOrO BXO4a B
CUCTEMBbI U CETW.

4. bnokupoBka O6HapyXeHUsl: 3/0YMbIWEHHUKN MOrYT MNPUMEHSTb Pa3/INYHbIE
MeToAbl ANs NpeaoTBpalleHns 0bHapy>XXeHMsl CBOMX Omnepauui, TakMe Kak wudpoBaHue
KOMMYHMKaLWiA, MacKMpoBKa BpeaoHocHoro MO u yaaneHue cneaos.

5. YnpasneHue [AOCTYMoM: 3/10yMbILLSIEHHUKN MoryT nony4nTb
HECaHKLUMOHMPOBAHHbIMA AOCTYMN K CUCTEMAaM M CETAM, UCMOSb3Ysl YSI3BUMOCTU B MpoLieccax
ayTeHTUdUKaumm n asTopmsaunm.

6. MNoakapmnuBaHne W o6HapyxeHne WHPOPMaLMKN: 3/10YMbILAEHHUKN MOryT
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MaHUMNyNnpoBaTb, danbcnbuumpoBaTe WU yaansaTb WMHGOpPMaLMIO, 4TObbl 3aTpyaHUTb
obHapy>xeHue CBOen aKTMBHOCTM M C1e0B.

7. YcTaHOBK@ 3aepXKM W  MNEpPCUCTEHTHOCTWU:  3/IOYMbILSIEHHUKN  MOryT
YyCTaHaBIMBaTb MEXaHW3Mbl 33a4epXXKW W NepCUCTEHTHOCTWU, 4TOObI MpoAo/KaTb CBOK
AKTUBHOCTb MOC/E MHMLMALMW aTaKu.

DTO TOMIbKO HEKOTOPbIE U3 TaKTUK, TEXHWK U npoueayp, paccMaTpMBaeMbIX B MOAENN
MITRE ATT&CK. lOHMMaHWe 3TUX MEeToAO0B MOXET MOMOYb B 3alUUTe KOMMbIOTEPHbIX
CUCTEM U CETEN OT aTaK U NOBbICUTb YPOBEHb 6€30MacHOCTM.

B pamkax MITRE ATT&CK pasnuMyaloTcs pasnnyHble TeXHWKKM, 0603Ha4YeHHble
YHUKanbHbIMM naeHTUdUKaTopamMm. B pamkax AaHHOrO AoKMNaja pacCMOTPUM TEXHWUKM
moaenu TA0002-TA0009, cnocobbl Mx 06HapY>XeHNst U NPOTUBOAENCTBMSI.

1. TA00O2 - CkaHnpoBaHue ceTu:

- O6HapyeHne: MOHUTOPUHI CeTeBOro Tpaduka ans obHapy>XeHUs1 NOBbLILLEHHON
AKTMBHOCTU  CKAHWPOBaHWS,  OCOBEHHO  eCcnnM  3aMedeHbl  HeobbluHble  unu
HernoaaepXXuBaemble NopTbl NN NPOTOKOSbI.

2. TA0OO3 - OckopbutenbHas NOAroToBKa:

- ObHapyxeHue: CneanTb 3@ HEO6bIYHBIMM WM MOAO3PUTENBHBIMK ONepaumnsaIMm
COo34aHMsa U NONbITKaMK 3arycka UCMOMHAEMbIX (anfoB Ha KOMMbOTEpPAX B CETU.

3. TAOO0O4 - docTtaBka BpegoHocHoro M0:

- ObHapyxeHune: Ucnonb3oBaHMe aHTUBMPYCHbIX NPOrpaMM U UHCTPYMEHTOB ANS
0bHapy>eH1s BPeAOHOCHbIX NPOrpaMM Mpu A0CTaBKE Ha KOHEYHbIE YCTPOMCTBA MM TOUKM
BXOAa B CEeTb.

4. TAOOOS - YcraHoBka BpegoHocHoro [10:

- ObHapyxeHune:  MOHWUTOPWHI  aKTUBHOCTM  YCTAQHOBKM  MPOrpamMMHOro
obecneyeHnsi, 0cobeHHO npu  OB6HapyXeHunm HeOobblMHOro  MAM  3anpeLeHHOro
NporpamMMHOro obecrneveHus.

5. TA0006 - 3anyck BpeaoHocHoro [10:

- O6HapyxeHune: O6HapyxxeHne HeobblYHbIX MPOLEeCccoB, aKTUBUPOBaHHLIX B
cuUCTeMe, a TakXKe WCMosSib30BaHWE WMHCTPYMEHTOB MOHWTOPUHIA akKTMBHOCTM MpPOLIECCOB
Ans 06Hapy>XXeHns NoTeHUManbHO BpeaoHocHoro M10.

6. TAOOO7 - Mony4yeHne AaHHbIX:

- O6bHapyxeHue: CnexeHve 3a HeobblYHbIMM 3anpocaMn K anioBbIM CUCTEMAM,
6azamM [aHHbIX UM APYrUM UCTOYHMKAaM [aHHblX, @ TakKe€ MOHUTOPUMHIOM aKTUBHOCTU
ceTeBoro Tpaduka.

7. TAOOO8 - KoMMyHMKaumn 4yepes ceTb:

- O6HapyxeHue: Wcnonb3oBaHWE WHCTPYMEHTOB AN KOHTPONIs M aHanmsa
ceTeBOro Tpaduka C Uenblo 0OHapyXXeHWs aHOManbHOM  KOMMYHMKauuuM  Mnu
HECaHKLIMOHMPOBAHHOWN nepeaayn AaHHbIX.

8. TAOOQ9 - Bbixog, 13 CUCTEMBI:

- ObHapyxeHune: MOHWUTOPUHI aKTMBHOCTW MONb30BaTesNs, BKAOYAsA HeOobblYHble
MOMbITKA BbIXOAA W3 CUCTEMbI WNN MEPEKTIOYEHUS YUYETHbIX 3aMMcer, a Takxe
OTCNeXunBaHWe aKTUBHOCTW YAANEHHOMo A0CTYyNa K cucrteme [1].

O6Hapy>xeHne 3TUX TEXHUK YacTo OCYLLEeCTBASETCS NP NOMOLUN UHTENNEKTYasbHbIX
cucteM obHapyxxeHust BTopxkeHuit (IDS/IPS), aHanusa XXypHanoB COObITUA, MOHUTOPUHIa
ceTeBOro Tpadmka W  WUCNOMNb30BAHUS  CMEeUNanu3npoBaHHbIX WHCTPYMEHTOB AN
0bHapyXeH1s BpEAOHOCHbIX AEACTBMI U NMOBEAEHMS.

MpotuBoaencTeme TexHnkam mogenn TA0002-TA0O009 MOXHO OCYLECTBASTb MyTEM
cneayroLmnx AeUCTBUN:

O6yueHne coTpyaHUKOB: obecneyunTb COTPYAHMKOB KOMMAHUKN 3HAHMUSIMU N HaBblKaMm
MO pacrno3HaBaHWIO M NPeAoTBPALLEHNIO UCMONb30BAHUS TEXHUK U3 YKa3aHHbIX MOAENEN.
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BHegpeHve cuCTeM 3aWuTbl: peanu3oBaTb CUCTEMbI MOHUTOPUMHIA W 3aluThl,
KOTOpble MOryT 0B6Hapy>XnTb MOMbITKM WUCMOSIb30BaHUs 3TUX TEXHWK M NpeaoTBpaTUTb UX
AanbHENLIee NpUMEHEHME.

CospaHune npoueayp M nonutuk 6e3onacHoCTU: paspaboTtaTb M BHEAPUTb CTporue
npoueaypbl U NOANTUKM 6€30MacHOCTKN, KOTOPbIE MOMYT MOMOYb NPEAOTBPATUTL aTaku Npu
MOMOLLUM YKa3aHHbIX TEXHUK.

CuctemaTtuyeckoe 06HOBNEHME 3HAHWIA: CNeauTb 3@ HOBbIMU TEXHUKAMM M METOAAMU,
KoTopble MOryT ObiTb  MCMNONAb30BaHbl  3/10YMbIWAEHHUKaMK, U obecneunBaTb
nepuoanyeckoe 06HOBNEHME 3HAHWUI COTPYAHMKOB KOMMaHWUN.

CoTpyaHM4ecTBO C 3KCneptamn no knbepbesonacHOCTU: B Cllydae BO3HWKHOBEHUS
COMHEHMM WM  HEObXOAMMOCTM MPUHATUS PELUEHNS MO aTake C  WCMoSIb30BaHWEM
noaobHbIX TexHWK, obpawartbcsd 3a NOMOWbLID K crneuuManuctaMm B obnactm
knbepbeszonacHocTu [2].

Zarmouyenne. Mogenn MITRE ATT&CK TA0002-TA0009 npeactasnsioT cobow
Habop TaKTUYEeCKMX MPUEMOB M TEXHWK, UCMOSb3YEMbIX 3M0YyMbILLIEHHUKAMN B paMKax
kubepartak. 3T MoAenn NoMoralT aHaIMTUKaM U cneuunanmctaMm no knbepbesonacHOCTH
nyywie MNoHMMaTb WM NPOTUBOAEMCTBOBATb Pas/IMYHbLIM Yrpo3aM M aTakaM. Mcnonb3ys
mozenu TA0002-TA00Q09, kOMNaHMM 1 opraHu3aunm MOryT aHaansnmpoBaTb CBOM CUCTEMDI
M CeTM Ha NpeaMET BO3MOXHbIX YS3BMMOCTEM M ynydwaTb CBOM Mepbl 3aluTbl. DU
MOAENN MpeAcCTaBNsaioT CcobOM LEHHbIM pecypc Ans  0byyeHUss nepcoHana Mo
KnbepbesonacHOCTU, a Takxke Ans pa3paboTku cTpaTernii NpPOTUBOAEWCTBUSI Yrpo3aM B
ceTwn.

B uenom, mogenn MITRE ATT&CK TA0002-TA0O009 MOryt 3HauuMTenbHO MOBLICUTb
YpOBeHb KnbepbeszonacHOCTN opraHu3aumm U NOMOYb 3aWUTUTb MHPOPMALMIO U AaHHbIE
OT MNOTeHUManbHbIX aTak U yrpo3. OHU SBNASAIOTCA BaXKHbIM WMHCTPYMEHTOM B 60opbbe C
KM6epnpecTynHOCTbIO U NoAAep)KaHUM 6e30nacHOCT B LiMdpoBoii cpese.
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YK 534.2

CUCTEMA AKTUBHOM 3ALLUMTbI KOHTPOJIMPYEMOW 30HbI OT YTEYKWU PEYEBOW
NMH®OPMALIUN NO BUBPOAKYCTUYECKOMY KAHANTY

llpokoLumH M./,
ep. 367241

benopycckmvi rocyAapCTBEHHBIN YHUBEPCUTET MHBOPMATUKY U PASNOS/IEKTDOHMKMY,
r. MurHck, Pecriybrimka benapyce

Hay4HbIv pyKoBOAUTE b Bpy6/ieBckmi U.A. — KaHAMAAT TEXHUYECKUX HAYK, [JOLEHT

AHHOTaumsa. PaccmaTpuBaeTcs  pa3paboTka  CcUCTeMbl  3aliMTbl  BbIAENEHHOMO
(3aWyILaeMoro) NMoMeLLEeHNsT OT YTEUYKN peyveBoi MHGopMauMn No BUOBPOaKyCTUYECKOMY
KaHany. PaspaboTka [AaHHOM cuCTeMbl 3akoyaeT B cebe KOMMEKCHbIM noaxod K
obecneyeHnio 3alUTbl PEYEBON MHGOPMALMM UM COMPSXKEHA C  MPUMEHEHMEM
COBPEMEHHbIX TEXHOMOMMIA WM METOAOB, YTO MOCMOCOGCTBYET MOBLIWEHUD YPOBHS
6e30MacHOCTV BeAeHWs1 CEKPETHBIX NEPEroBOPOB.

KnroueBble cnoBa: 3auviaeMoe MoMelleHne, peyesass MHMOPMauMsl, akTUBHas
3awuTa, BUBpOaKyCTMUECKUiA KaHar.

BBegenne. CoBpeMeHHOe WHGMOPMaUMOHHOE 06LWecTBO BBMAY CTPEMUTENBHOrO
pa3BUTMSI TEXHONIOMUIA M PacnpoCTpaHEHNs MOBMIIbHBIX YCTPOMCTB (B TOM YMCNe CPeacTB
aKyCTUYECKON peyeBON pa3BeaKku) CTasKMBaeTCs C BO3pacTalolen Yrpo3on yTeuku
KOHdDMAeHUMANbHON peyeBo MHGOPMaUMKM  4Yepe3 TexXHUYEeCKMe KaHasbl, BKJOYas
BMOPOAKyCTUUYECKUIA.

Bubpoakyctuueckme KaHanbl yTeukn WH@oOpMauum MOryt 6blTb  MCMNOSb30BaHbI
3/10YMbIWIEHHMKAMM  ANS  MOAYYEHMs [OCTyna K  KOHMMAEHUManbHbIM  pa3roBopaM,
NPOBOAMMbIM BHYTPW MOMELLEHMIN. DTO MOXET ObiTb OCOBEHHO OMACHO B OpraHU3auMsiX,
roe o6cy)kaatoTcs KOMMepYeCKne TalHbl, FOCyAapCTBEHHbIE CEKPEThI MM NEePCOHANbHbIE
AaHHble. 3TO NoAYepKMBaET HEO6XOAMMOCTb pa3paboTkn 3PdEKTUBHBIX METOAOB 3aLUMUTHI
AAHHbIX OT HECAHKUMOHMPOBAHHOMO AO0CTyna. B JaHHOM KOHTeKCTe npeacTaBnsieTcs
aKTyanbHOM 3afjaya uccnefoBaHMss W paspaboTkM  CUCTEM  3aliMTbl,  CMOCOBHbIX
NpeaoTBpaTMTb YTEUKY MHGOpMaLum Yepe3 BU6POaKyCTUYECKMI KaHan.

OCHOBHasi 4acrb. MNpaMoi aKyCTUYECKUA, BUOPOAKYCTUUYECKUIA, aKyCTOOMTUUYECKNI
aKYCTO3/IEKTPUYECKNIA, U aKYCTO3NEKTPOMArHUTHBIN TEXHWYECKME KaHaNbl NpeacTaBnsioT
cobor noTeHuManbHble Yrpo3bl AN  KOHMMAEHUMANBbHOCTM peyveBor  MHdopMaumu.
D deKkTnBHbIE METOABI 3aLWMTbl MOTYT ObITb peann30oBaHbl Kak C MPUMEHEHNEM AKTUBHbIX
TEXHONOMMN, TaK U NaccMBHbIX NoaxoaoB. Cpean akTMBHLIX METOAOB BbIAENSAIOT:

- BUOPOAKYCTMYECKYI0O MAacKMPOBKY (CO34aHME MACKMPYHOLUMX aKyCTUYECKMX MOMeEX B
BO34yXOBOAAX, ABEPHbIX Tambypax, Orpakaalowwmx KOHCTPYKUMSIX, OKHaX, WHXXEHEepPHbIX
KOMMYHUKaUMSIX);

- IMHEAHOE  3NEeKTPOMarHUTHoe  3allymneHne  (Co3aaHuMe  HMU3KOYACTOTHBbIX
MACKMPYIOWMX  3NEKTPOMArHWUTHbIX LYMOBbIX MOMEX B  COEAUHUTENbHBIX  JIMHUAX
BCNOMOraTesibHbIX TEXHUYECKMX CpeacTB u cucteM (aanee — BTCC));

- NOAABMIeHNe CpeacTB nepexsata WHGopMaumu (nogasBneHve AUKTOMOHOB B
pexuMe 3anucu, noAaaBfieHWEe paaMo3aKIafoK, NoAaBNEHME CPeACTB COTOBOW CBSI3M,
noAaBneHne CeTeBblX 3aKNafoK, MNOAAaBNeHWe CpeacTB nepexeata MHdbOpMauuu,
NOAKMNIOYAEMbIX K TenedOoHHOW NNHUK).

MaccmBHbIE METOABI BKOYAKOT B Cebs:

- 3BYKOM3ONSILMIO  BbIAENEHHbIX  MOMELLEeHM  (3BYKOM3ONSUMIO  OrpakaaroLmx
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KOHCTPYKLWIA, ABEPEN, OKOH, BO3yXOBOAOB);

- YCTAaHOBKY  CheuManbHblX  YNpyrmx  BMOPOM3ONMpPYIOWMX  MPOKMaAoK B
Tpy6onpoBoAbl, BbIXOASALWME 3a Npeaesibl KOHTPONMPYEMOM 30Hbl;

- SKpaHMPOBaHME 3alUMLLAEMbIX TMOMELLEHUN; MOAAB/NEHME CUrHANOB CETEBbIX
3aKnagok (ycraHoBKa PUNbTPOB HMXKHUX YACTOT B JIMHUAX SN1EKTPONUTAHNS);

- NoJaBNieHne onacHbIX curHanoB B NMHUAX BTCC (ycTaHOBKa B COEAUHUTENbHbIX
nMHusAX BTCC punbTpoB HMXKHUX YACTOT);

- OrpaHuyeHne onacHbIXx curHanoB B siMHUAX BTCC (ycTaHOBKa B COEAUHUTENbHbIX
nuHnax BTCC orpaHn4MTEnen CUrHanoB Maaon aMnanTyabl);

- oTkntoveHne BTCC oT nuHumM (yCTaHOBK@ B COeAUHUTENbHbIX nuHMAX BTCC
YCTPOWMCTB 3aLMTbl, OTK/IOYaoWmxX npeobpasosaTtenn (MCTOYHMKM) OMACHbIX CUrHANOB OT
JIMHUN).

AHanun3 3HEKTUBHOCTM KaXaoro M3 MeTOAO0B 3aluTbl MO3BOAUT ONpeaenuntb Ux
NPUMEHNMOCTb B pasfiNyHbIX YCNIOBUAX. BaXXHO yunTbiBaTb KakK TEXHUYECKME acrneKTbl, Tak
N SKOHOMMYECKYIO Lien1ecoobpa3HOCTb NPUMEHEHMS KOHKPETHOrO MeToa.

Ana  Toro, 4tobbl cucTemMa 3aWuTbl 6blla He TONbKO 3(PdEKTUBHON, HO WU
95KOHOMMYeCKM O0OOCHOBaHHOW, B MEpBYD oyepeab HeobXxoAMMO  MCCneaoBaTb
3alMLIaeMoe MOMELLEHME Ha HanuuuMe YSA3BMMOCTEN, B TOM 4UCNE MECT BO3MOXXHOW
YCTaHOBKM TEXHUYECKUX CPEACTB aKyCTUYECKOW peYeBOM pa3BeaKM.

Ha pucyHke 1 wm306paxkeHbl pasnnyHble BapyiaHTbl BO3MOXHOIMO WCMONb30BaHNUS
TEXHUYECKMX KaHanoB YyTeyku wuHpOpMauMum Ha npuMmepe TUNOBOroO 0bbekTa
NMHOopMaTM3aLnN.

PucyHok 1 — TMNoBoI 06BEKT MHGOPMATU3ALMK

Ha paHHOM npuMepe MOXEM OTMETUTb BaXHOCTb Bblbopa M  0BycTpoicTBa
3alLMLIAEeMOro MOMeLLeHNs, a Takke HeobxoaMMOCTb UCMONb30BaHUS CPEACTB aKTMBHOM
3aLMTbl MHPOPMALIMKM OT YTEUKM MO TEXHUYECKUM KaHana.

PaccMoTpuM noapobHee aKyCcTUyeckMe W BMOPOAKYCTUYECKME KaHanbl  YTEYKM
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peyeBor MHGOopMaLUN.

AKyCTUYeckMe KaHanbl NpeacTaBnstoT cobon Te, MO KOTOPbIM MHQOPMaUMS MOXET
6bITb NepexeayveHa C NOMOLLbI0 MUKPOCOHOB BO3AYLUHOM MPOBOAMMOCTU MM MPOC/yLUaHa
HenocpeaCTBEHHO 4enoBekoM. BubpoakycTnyeckune — no KOTOpPbIM MHMOpMaUnUs MOXeT
6bITb CHSATA C MOMOLLBIO MUKPO(OHOB TBEPAOKW cpeabl (BMOPOMETPOB, akCcenepoMeTpoB).

Moa [encTBMEM  aKyCTMYECKMX KonebaHui B Orpaxaalowmx CTPOUTENbHbIX
KOHCTPYKUMSX M UHXEHEPHbIX KOMMYHMKAUMSX [MOMELLEHUs, B KOTOPOM HaxXxoauTCs
MCTOYHMK pe4vyeBo MHopMauun, B pesynbTaTe BMOpOaKyCcTU4eckoro npeobpasoBaHus,
BO3HMKAIOT BMOpauMOHHble konebaHusi. Cpefon pacnpoCTpaHeHUs CUIHAoB SABASIKOTCA
Orpa)xaarolne CTPOUTENbHbIE KOHCTPYKLMM MOMELEHUN (CTeHbl, MNOTOMKKM, MOMbl) W
WHXXEHepHble KOMMYHUKaummn (Tpybbl BOAOCHAbXeHWS, OTONIEHUS, BEHTUASUMKN U T.NM.).[1]
CurHan, CHMMaeMblil C BbiXxoaa BMOpoAaTyMKa, MOCNE YCUIIEHUS MOXET OblTb MPOC/YLLAH,
3aperncTpupoBaH Ha MalMHHOM HocuTene MHpopMauumM Uiu nepeaaH B MyHKT MpUeMa,
HaXoAsLWMNCA Ha yaaneHuM OT MecCTa MpOoCNylWMBaHWS, MO MNPOBOAHOMY, Paavo- WM
WMHOMY KaHany nepeaayn nHgopMaumu.

Hanbonbluytd OMacHOCTb MpeacTaBfstoT OKHA M TeXHOMOorMyeckue KaHanbl C
60NblIOM NNOWAAbIO MOMEPEYHOr0 CeYeHusl, Takue, Kak Kkopoba KOMMyHMKauui W
BO34yXOBOAbl BeHTUNAUMM. Ecnm nonepeyHble pasmepbl kopoba CpaBHMMbI C ASTMHOM
3BYKOBbIX BOJSIH, 3aTyxaHwe npuv pacnpocTpaHeHuu no Hemy 3Byka coctasnsetr 0,01...1
AB/M. Cneayowmnmm nNo CcTeneHy onacHOCTU ABNAIOTCA KaHasbl C pa3MepamMu, 3HaunTelbHO
MEHbLUMMWN ANMHbI 3BYKOBbIX BOJSIH, KaK OTBEpPCTUS 3NEKTPONpOBOAKK, LWEN U TPeLnHbI B
CTPOUTESbHBIX KOHCTPYKUMSX, HEMNJIOTHOCTU [ABEPHbIX W OKOHHbIX MpoeMoB. B Takux
KaHanax 3aTyxaHue 3Byka bonee 3HaunTesibHO U HaxoanTcs B ananasoHe 1...20 ab/m. [1]

O6wmn cnydan paboTbl BMOPOAKYCTMUECKOrO KaHana NpPeACTaBfeH CTPYKTYpHOM
CXEMOM, M306paXKEHHOM Ha pUCYHKeE 2.

PucyHok 2 — CTpyKkTypHasi cxeMa npsiMoro BM6poaKyCTMYeCcKoro KaHana

TakuMm 06pasoM, 4TOObl CHU3WUTb KO3MMDOUUMEHT CNOBECHOW pa3bopumBOCTY,
MPUHATBIN B KauyecTBe KpuUTepUs 3alUMLLEHHOCTM peyeBol MHbOpMauuK, MOMUMO
NPYMEHEHUS BO3MOXHbIX MACCMBHBLIX CNOCO60B 3aluThl, HEOOXOAUMO MPUHSTL Mepbl KO
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BBOAY B WHMOPMALMOHHLIM MOTOK [OCTAaTOYHOrO YPOBHSI (POHOBBLIX LIYMOB MU
BMBpokonedbaHnii. IhhEKTUBHOCTb NPUHATLIX Mep ByaeT onpeaeneHa sKCrnepuMeHTasbHO.
B kauyecTtBe M3MepuTenbHOro obopyaoBaHus 6yayT WMCNONb30BaHbl U3MEPUTENM LLyMa W
BMOpaumMM, aHanu3aTop CrnekTpa, aBTOMATU3MPOBAHHbLIM MPOrpaMMHO-annapaTHbIe
KOMM/EeKC.

3ZarsroyeHne. Pa3paboTka CUCTEMbl aKTUBHOWM 3aLUMTbl KOHTPOMMPYEMOW 30HbI OT
YyTEUKN pedeBon MHDOopMaLun 4yepe3 BUOPOaKyCTUYECKUA KaHan nNpeacTaBnsieT cobow
3HaUMMbIA  HAYYHO-TEXHMYECKMI MPOEKT, HaMpaBNeHHbIM Ha peleHne npobrem
KOHdDMAeHUMANbHOCTM M 6€30MacHOCTM  AaHHbIX. KnouyeBble OCOBEHHOCTM MpOEKTa
BK/IIOYAIOT KOMMJIEKCHBbIA MOAXOA K 3aluTte MHMOopMauun, NpUMEHEHUE COBPEMEHHbBIX
TEXHONIOMMIN M METOAOB, a TaKXe aHanM3 3hhEKTUBHOCTU U MPUMEHMMOCTU PasfIUYHbIX
METOA0B 3aLUUTHI.

[aHHas cuctema 6yaeT CrnocobCcTBOBaTb MOBBLIWEHWIO YPOBHS  6e30MacHOCTU
LUMPKYNISUMMA peyeBor MHMOPMaUnM M 06ecneynT HageXHyl 3aluTy OT YTeYKM AaHHbIX
yepe3 BUOPOAKYCTUYECKUI KaHan.
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Annotation. The materials of the report discuss the development of a system for protecting a
dedicated (protected) room from leakage of speech information via a vibroacoustic channel. The
development of this system includes an integrated approach to ensuring the protection of speech
information and is associated with the use of modern technologies and methods, which will help
increase the level of security of secret negotiations.

Keywords: protected room, speech information, active protection, vibroacoustic channel.
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AHAJIN3 U BAIIIUTA OT DDOS-ATAK B CETAX HA BA3E GNS3

Camaxe b.A.
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Bbenopycckuli eocydapcmeeHHbIll yHUgepcumem uHgopMamuku U paduosrieKmpoHUKUt
2. MuHck, Pecnybnuka benapycb

Hayunwuii pyxosooumenw: benoycosa E.A. — kanoudam mexnuueckux Hayx

AnHoTanusi. B jaHHOW cTaThe paccMaTpuBaeTCs OJUH U3 HAaHOOJIee PaCIPOCTPAHCHHBIX THIIOB aTak,
KoTophIii siBisieTcst DDoS-atak, koTopast HampaBlieHa Ha MEePErpy3Ky cepBEepoOB U ceTeil 00IbIINM 00beMOM
ceteBoro tpaduka. B manHo# ctathe OymeT mpoBeneH aHanu3 DDoS-aTtak U pacCMOTPEHBI CIOCOOBI MX
3aIlUTHI B CETAX, MOCTPOCHHBIX Ha 06aze cumynaropa ceteit GNS3.

Karouesbie cnoBa: DDo0S-arak, Hping3, wireshark, IP-anpec, nokanbHas ceTb.

Bseoenue. C puHaMu4yecKuM pa3BUTHEM TEXHOJOTMH MH(OpPMALMOHHOW  OE30MaCHOCTH,
KOMIIBIOTEPHBIE AaTaKU CTaHOBATCS Bce OoJiee CIOXKHBIMU M paspylIuTenbHbIMH. OnHUM K3 Haubolee
pacnpocTpaHeHHBIX TUNOB aTak sBisercs DDoS-ataku, koTopele HampaBieHbl Ha HapylIeHHE
HOopMalibHOTO Tpaduka cepBepa. OHM HampaBJeHbl HAa TO, YTOOBI MEPErpy3UTh YCTPOHCTBA, CIIY>KOBI MIIH
CeTb IMpeanonaraeMod 1enu (aiblIMBbIM HMHTEPHET-TpAQUKOM, CJEJIaB HUX HEJOCTYNHBIMU IS
nonb3oBareneit [1]. B manHoil cratee Oyaer mpoBeneH anHanmu3 DDoS-atak mocTpoeHHBIX Ha 0ase
cumymstopa cereir GNS3.

PaccmoTrpuMm  cuenapuil  ataku, Juid BeINOJNIHEHHMA DDos-atak, BOCIONB3yeMCS  CETEBBIM
uHcTpyMeHTOM Hping3, KOTOpbIil ABIsSETCS YTHJIMTOM KOMAaHIHOW CTPOKHM ISl CO3JaHMsl U OTHpPAaBKU
nojp3oBarenbckux makeroB TCP/IP. Oto yHuBepcaiabHbII HMHCTPYMEHT, IO3BOJISIONIMNA  BBINOJHATH
pasnuuHble 3amaud. A B KadecTBe aHanmu3aTtopa Tpaduka mns aHanu3za DDos-ataku BOCHOJIB3yeMcs
MHCTpyMeHTOM wireshark.

st mpoBepku DDoS-atak HeoO0Xx0aMMO ObUTIO CMOJIETHPOBATH JIOKATBHYIO CeTh. J{Jis 3TOr0 ObLT MBI
Bocnosib3oBauch nporpammoil GNS3. O ocHoBaH Ha Qemu u Dynamips u sBisercs rpaduyeckum
uHTepdeiicoM Ui co3/laHus JIOKaNbHBIX ceTel ¢ ucnonb3zoBanueM Qemu. B GNS3 ycrpoiicTBa pa3HbIx
MIPOU3BOIUTENCH MOXHO J00aBIATH camoctosiTenbHo. Takke GNS3 mpenocraBiser 0osee TOUHYIO
Mpe/iCTaBJIeHNE B HACTPOHKHU 000pyAoBaHuii [2].

Ha pucynke 1 npexncraBieHa Mozenb JOKaJIbHOW CeTH B IporpaMMHOM smyisitope ceth GNS3. B
CMOJICIMPOBAaHHON CETH BbIeTIeHO 4eThipe BupTyanbHble ceTd (VLAN),0onvH BeO cepBep Ha KOTOpPOM
Oyzer mpou3Be/ieHa aTaka, a Takke 000pyAoBaHHe KOTOpBIH OyaeT mpoBoauTh DDos-ataky ¢ MOMOIIbIO
Hping3.
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Pucynok 1 — Mozens TOKaIbHOH CETH ISl MOJCIUPOBAHNUS aTaKH

Ilocne moctpoeHne MOJEN, Ha PUCYHKE 2 IMpeJCTaBleHa KOMaHJa ¢ MOMOILIbI0, KOTOPOro Oyner
CreHepupoBaHo 6oubioe Koandectso nakeros ICMP Ha ykasannslii IP agpec.

glpi@Glpi:~% sudo hping3 -c 1eee@ -d 12@ -5 -w 64 -p 8@ --flood 192.168.15.2

[sudo] Mot de passe de glpi

HPING 192.168.15.2 (enp@s8& 192.168.15.2): 5 set, 4@ headers + 120 data bytes

hping in flood mode, no replies will be shown

PucyHok 2 — xoMaHza Juisl reHeprUpoBaHue GOJIBIIOro KoaudecTsa nakeros [ICMP

[Tocne reHepupoBaHHE TAKOTO OOJBIIOTO KOJIWYECTBO MAKETOB, CEpBEp OYyAET MEeperpy3oH 3TUMH
MaKeTaMH U BBIWJET U3 CTPOs, YTO MPHUBEAET K HEBO3MOXXHOCTHU JIPYTUM I0JIb30BaTEIAM MOJy4aTh JOCTYI
K cepBepy. PucyHok 3 mokakuBaeT aHOMAaJIBHBIN TpadHK, KOTOPBI MOXKET sABJsieTcsS mpu3HakoM DDoS-
aTaKy.
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Activités £ Wireshark 19 févr, 01:52
‘ *enp0s8 - X
Fichier Editer Vue Aller Capture Analyser Statistiques Telephonje Wireless Outils Aide
A4 = @“D&@Q\v//v-m-/u_,;-:--:--;-]:[
[M]Appliquer un filtre d'affichage ... <Ctrl-/>
No. Time Source Destination Protoco ™ Length Info =
9199 571.429512452 192.168.15.82 192.168.15.2 TCP 174 55176 — 88 [ Seq=@ Win=64 Len=120 [TCP segment of a reassem.
9200 571.429539923 192.168.15.2 192.168.15.82 TCP 58 80 — 55176 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460
9201 571.446650630 192.168. 192.168.15.2 TCP 174 55181 — 80 [SYN] Seg=8 Win=64 Len=120 [TCP segment of a reassem.
[

9202 571.446679598 192.168 192.168.15

9207 571.458957475 . .15. . -15. =64 Len=120 [TCP segment of a reassem.
1.4 8 =0 =1. =0 MS5=14

9213 571.483408558 . sk . =R 20 [TCP segment of a reassem..
9214 571.483444430 . .15. . .15. ACK] Seq=0 Ack=1 Win=64240 Len=0 MS55=1460
ion 4

9217 571.498032761 . -15. . galbie 57021 - 80
9218 571.498052643 . - . ol 80 - 57021

O ¥ wireshark_enp0s8GZXHJ2.pcapng Paquets : 9227 - Affichés : 9227 (100.0%) Profil : Default
Pucynok 3 — I[Ipmsnak DDoS-ataku

Ha pucynke Huxe npejcraBiieH pe3ynbrar ycnemnoi DDoS-ataku, nocie KoToporo HeT JocTyna K
cepBepy.

L

Le serveur a 'adresse 192.1€ 2 met trop de temps a répondre.

« Lesite est peut-étre temporairement indisponible ou surchargé
ivez & naviguer s i i

utorisé

PucyHnok 4 — Pesynbrar Beimonanerne DDoS-arak

CymiecTByeT HECKOIBKO METOAO0B 3ammThl oT DDoS-atak, oguH U3 crmocoO0B 3aIuThl - 3TO
HCIOJIb30BAaHNE MEXaHU3MOB OOHapykeHUs u guibTpanuu DDoS-tpaduka Ha ypoBHe cetu. st sToro
MOKHO HCIOJIB30BaTh CHEIUAIN3UPOBaHHBIE yCTpoiicTBa, Takue Kak (aepBosbl u IPS/IDS, xotopsie
MOTYT paclo3HaBaTh U OJIOKUPOBATH MOJI03PUTENBHBIN TpaUK.

Hpyrum MetonoM 3ammThl OT DDoS-atak sBisieTcsl pacnpelesieHHe Harpy3kd Ha HECKOJIBKO
CEpBEPOB WJIM Y3JIOB CETH. DTO MMO3BOJISIET CHU3UThH BEPOSITHOCTh OTKa3a B 00CIyXKHBaHUU B ciaydae DDoS-
aTaky ITyTEM PABHOMEPHOTO PACIPEAEIICHNs] HATPY3KH MEKy HECKOJIBKHMH Y3JIaMU CETH.
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3aknwuenue. DDOS-ataku NpencTaBiIsSiOT CEpbE3HYIO YIPO3y AJIsi CETed M CEepBEpOB, MOATOMY
HEOOXOIMMBI COOTBETCTBYIOIIME Mepbl 3ammuThl. Ha 06aze cumynsaropa cereit GNS3 MOXHO NpOBECTH
aHanu3 u 3aumty oT DDoS-atak, UCTIonb3ys pa3inyHble METO/Ibl, TAKWE KaKk OOHApYXEeHUE U (UIbTpanus
Tpaduka, pacmpeleleHue Harpy3Kd M ajJrOpUTMbl MaplIpyTHU3allMU. ODTH METOAbl TMOMOTYT CHHU3HTH
BEPOATHOCTH ycnemHoi DDoS-ataku u o6ecnieunTs cTabuIbHY0 paboTy ceTH.

Cnucok ucnoib308aHHbIX UCHOYHUKOB:
1. bozomonosa JIL.B. KIIACCUPUKALIUA DDOS-ATAK U UX PEAJIM3ALIUA. — Peowcum oocmyna : KIIACCUDUKAILIUA DDOS-ATAK U UX
PEAJIU3AIUA (cyberleninka.ru) . — Jama oocmyna : 19.02.2024.

2. Kynsbog /I. C. Cpeocmea moodenuposanus cemeli 0is yeaetl 06yuenus— pexcum oocmyna: Cpedcmea moderuposanus cemeil 015 yenei ooyuenus | /1.
C. Kynaboes (yamadharma.github.io). — Jama oocmyna: 25.03.2023.
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Annotation This article considers one of the most common types of attacks, which is DDoS attacks, which
are aimed at overloading servers and networks with a large volume of network traffic. This article will
analyze DDoS attacks and consider ways of their protection in networks built on the basis of the GNS3
network simulator.

Keywords: DDosS attack, Hping3, wireshark, IP address, local area network

Annotation. The materials of the report discuss the development of a system for protecting a dedicated
(protected) room from leakage of speech information via a vibroacoustic channel. The development of this
system includes an integrated approach to ensuring the protection of speech information and is associated
with the use of modern technologies and methods, which will help increase the level of security of secret
negotiations.
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NCMONb30BaHMK KOHTpOJ1/1EPOB JOMEHOB 0b6ycnoBneHo 0BHapy>XeHuo CoBbITHI
MHMOPMALMOHHOW 6€30MacHOCTM, BO3HMKAWWNUX B HUX Mpu  KubepaTake. Takoro poaa
BO3AENCTBUSI ABNSAIOTCS Pa3pyLUMTENbHbIMU M MPUBOAAT K Henpuemnemomy yuuepby. Mostomy
MOHWUTOPUHI NOAOBHOro poaa cCobbITMI sBNseTcs 06s3aTeNbHbIM MPOLECCOM B YNpaBieHUM
MH(OPMaLMOHHOW 6€30MacHOCTbI0 OpraHn3aLun.

KnroueBble cnoBa: cobbitusi Vb, cucrema moHutopuHra, Active Directory, MITRE ATT&CK

BBegernne. B ycnoBusix COBPEMEHHOW WH(OPMALMOHHOM cpedbl OAHWMM M3 KITHOYEBbIX
acrnektoB obecnedeHnss 6e30MacHOCTM KOPMOPATMBHBIX MHMOPMALMOHHbLIX CUCTEM SIBASIETCS
3(pEKTMBHOE MOHUTOPUHI U pearMpoBaHWe Ha CcobbITUSA, CBSI3aHHbIE C WH(OPMALIMOHHOM
6e3onacHocTbto. Active Directory (AD) kKak ueHTpanbHas cnyxba ynpasneHus [OCTYMNOM U
naeHTUdMKaUMM B KOPMNOPaTUBHBLIX CETSIX, MOABEPXKEHHbIN Pa3/IMYHbLIM Yrpo3aM, CTaHOBUTCS
06BbEKTOM MOBbILLEHHOrO BHUMaHMS1 BOMPOCOB MHPOPMaLMOHHON 6e30MacHOCTM!.

Llenbto nccnegosaHua aBnsieTcs aHanms knbepatak Ha AD u pa3paboTka cucTeMbl
MOHWTOpWHra cobbitnii B B AD. B paboTe 6yayT pacCMOTpEHbI OCHOBHbIE 3Tanbl KnbepaTakm Ha
AD B cootBetcTBUM C MITRE ATT&CK, OCHOBHbIE TEXHMKM, UCMOJSIb3YEMbIE HAPYLUUTENAMNU, a
TaKxe pasfnnyHble Buabl knbepatak Ha AD. 3aTeM byaeT npeacrtasneHa pa3paboTka CMCTEMBI
MOHUTOPWHra cobbiTuii UB B AD, BK/tOYast ee Lenu, 3agadn u Metoabl B COOTBeTCTBMM ¢ MITRE
ENGAGE.

OcHoBHas Yyacrtb. Kaxaas kmbepaTaka Ha Active Directory MoxeT 6bITb pa3geneHa Ha
HECKObKO 3TarnoB, KOTOPblE 3/10YMbILLIEHHNUKN UCNOMb3YIOT ANS AOCTUMXKEHMS CBOMX LIENEN.
MITRE ATT&CK Framework onpeaensier sTv 3Tanbl, NPeaocTaB/sis CUCTEMaTU3MPOBAHHbIN
noaxoA K aHanusy kmbepaTtak 1 ynyylleHMI0 CUCTEM 3aLlUMTbl, COCTOSLLMIA U3 TaKTUK U TEXHUK
(pucyHok 1).

TR

MITRE ATT&CK

https://attack.mitre.org/matrices/enterprise/
PucyHok 1 — matpuua MITRE ATT&CK

Ha atane pa3seaku (Reconnaissance) 3/10yMblwneHHNKN nccneaytot AD, cobupast
nHdopMaumio 0 Nonb3oBaTensax, rpynnax n pecypcax. Hanpumep, ckaHnposaHue SPN (Service
Principal Names), c6op AaHHbIX U3 06LLMX peCYpCcoB - CETEBbIE Nanku, hannosble cepeepa, 6asbl
AanHHbIX, NAS (Network Attached Storage), a Takke Takme nonb3oBaTesibCkue AaHHble (Npu
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Ha/IMYMKN NPUBWUNETUI) KaK YYETHbIE AaHHbIE MOSb30BaTENEN, SIOKaNbHbIE AAHHbIE,
nonb3oBatenbckue dannbl. Mpu Hannumm npusBmnerni, Microsoft Exchange 1 Outlook Takxe
MOryT 6bITb CKOMNPOMETUPOBaHbI [1].

Ha sTane pa3paboTka pecypcos (Resource Development), 3n10yMbIlWIEHHUKN CO34AK0T UK
KOMIMPOMETUPYIOT YYETHbIE 3annUcn 1 Apyrue pecypcbl, Kotopble 6yayT UCMob30BaThCs AN
aTaky Ha AD. 3To MOXET BKJIlOYaTb B Cebs1 co3aaHne (anblUMBBIX YYETHbIX 3anuncen unm
NCNONb30BaHNE YKPaAEHHbIX YYETHbIX AaHHbIX [2].

Ha stane HauanbHoro goctyna (Initial Access), 3n10yMbILLAEHHUKN UCNOAb3YIOT pas/inyHble
METOAbl, Takne Kak ULIMHI unn BpeaoHocHoe MO, YTobbl NONYy4YMTb NEPBOHAYabHbIN AOCTYN K
AD. 3To MOXeT BKIKYaTb B cebs 0TNpaBKy (PULLNMHIOBLIX MMCEM C BPEAOHOCHBIMWU BOXKEHUSMM
nnn ccolkamm [2].

Ha sTane BbinonHeHus (Execution), 310yMbILWNEHHWKM BbIMOMHAOT BPEAOHOCHbIV KOA UK
MO Ha CKOMMPOMETMPOBAHHOW CUCTEME. DTO MOXET BKJIOYaThb B cebs ncnonb3oBaHme
CKPUNTOBbIX S3bIKOB, Takmx Kak PowerShell, ons BbinoNHeHWs BpeaoHOCHOro koaa [2].

Ha stane 3akpennenns (Persistence), 3M10yMbILLIEHHUKN UCMOJIb3YIOT pa3/inyHble
MeToAbl, YTOObl COXpaHWUTb CBOM AOCTYN K AD. DTO MOXEeT BK/ItOYaTb B cebs cozaaHne cnyxod
Windows vnu 3agannii NNaHMpoBLUMKa, KOTOpble aBTOMATUYECKM 3amnyCcKaloT BPEAOHOCHbIN Koa
npv KaXkaoM Bxoae B cuctemy [2].

Ha atane ackanauwu npusunerui (Privilege Escalation), 3n10yMbIWNEHHWKM MCNONB3YIOT
pasnnyHble MeToAbl, YTObbI NOBLICUTL CBOM NpuBunernn B AD. ITO MOXET BKIOYaTb B cebs
M3BNeYeHne naposs NoKanbHOro agMmHucTpatopa n3 SYSVOL (obwenomeHHbin pecypc Active
Directory, kK KOTOPOMY Yy BCEX aBTOPM30BaHHbIX NOb30BaTENEN eCcTb AOCTYN Ha
yTeHue. SYSVOL coaepXvT cLueHapum BXoAa, AaHHble FPYNNOBOM NOIMTUKK U APYrUe AaHHbIE,
KOTOpble A0/MKHbI OblTb AOCTYNHbI BE34E, rAe pacnpoCTPaHAETCA NOMTUKA AOMEHA. ), Takxe
BO3MOXXHO MCMOMb30BaHWe MeToda aenernpoBaHuns Kerberos, 3arpy3ka dll 6ubnmotekn Ha DNS-
cepsep nonb3oBaTeneM, Bxoaawmm B rpynny DNSAdmins nnu obnagarowmM npaBamMm Ha 3anncb
B 06bekTbl DNS-cepsepa u ap. Metoabl [1].

Ha stane obxoaa 3awmtbl (Defense Evasion), 310yMbILUAEHHUKN UCNOAB3YIOT pasfinyHble
MeTOAbl, YTOObI M36exaTb OBHapYXXEHUS. ITO MOXET BK/IOHATb B Ccebs OTK/IIOUEHNE
AHTMBUPYCHOro NPOrpaMMHOro obecrneveHns nam naMeHeHne HacTpoek 6e3onacHoCTu [2].

Ha sTane goctyna K y4yeTHbIM gaHHbIM (Credential Access), 3N10yMbILNEHHUKN UCMONb3YIOT
pasninyHble MeToAbl, YTObbI NOYYMTb AOCTYN K YYETHbIM AaHHbIM. DTO MOXET BK/IOYaTh B cebs
Kpaxxy XaLlen naponen unun éunetos Kerberos, nonyyenne konum danna ntds.dit (6asa AaHHbIX,
B KOTOPOM XpaHuTcst nHdopmaums Active Directory) [1].

PaccMOTpeHHas 4acTb TaKTMK (3TanoB) NOKa3biBaeT, HAM YTO AN AOCTMXKEHMS Lienen
3/10YMbILSIEHHUK BbIMNOJTHSIET 60MbLIOE KONMYECTBO Onepauuii, KOTOpble HENMPEMEHHO OCTaBASIIOT
cneabl (apTedakTbl) B cUCTEME.
bnaropgaps HaaeHHbIM apTedakTaM M LensiM, KOTopble NpecneayeT opraHn3aums npu 3awuTe
CBOEN MH(PPACTPYKTYpbl MOXET OblTb MCMONb30BaHa MaTpuLa akTMBHOW 3alumTbl MITRE
ENGAGE. MITRE ENGAGE — 370 nnatdopma ans nnaHnMpoBaHusi U 06Cy>XaeHMs onepaumin no
B3aMMOAENCTBMIO C MPOTMBHMKOM, KOTOPasi MO3BOSIET B3aUMOAENCTBOBATb C NPOTUBHUKAMM U
AOCTUraTh Lenen B obnactm knbepbesonacHoCTH.

. OH OCHOBaH Ha MPOCTOM MPeAnOsIOXEHUN: NOCKOJIbKY KOMMNPOMETaLMs CETU YacTo
Hen3bexHa, 3alMTHUKN MOryT UCMNO/b30BaTb METOAONOMN BOBEYEHUS NPOTUBHMUKA, YTOObI
rapaHTUpOBaTb, YTO KOMMpPOMETAUMS HE O3HaYaeT noTepio. BoBneueHne NpoTMBHUKA
npeanaraeT 3alUTHMKaM BO3MOXHOCTb YBETMUNUTL CTOMMOCTb M YMEHbLUWUTb LIEHHOCTb Onepaumn
NpoTMBHMKA. PpenMBOpPK 6bi1 pa3paboTaH ans 06opoHbl OT knbepaTak. OH COOTBETCTBYET
perimBopky MITRE ATT&CK, 4TO NO3BONSIET CrieumanncTam bbiCTpo onpeaenvTb yS3BMMOCTH
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3/10yMbILLIEHHUKA NPU UCMOMb30BaHNM KOHKPETHOMN TexHukn ATT&CK 1 kak Mcnonb3oBaTh 3Tu
ys13BUMOCTU [3].

Ans obecneyeHns 6onee abheKkTUBHON 3aLLMTbl OT KMO6EPYrpo3 MOXeET 6biTb pa3paboTaHa
CUCTEMA MOHUTOPUHIa MHGOPMaUMOHHOM 6e3onacHocTu Active Directory, ocHoBaHHasi Ha MITRE
ATT&CK n MITRE ENGAGE.

Cuctema moHunTopuHra UbB Active Directory, ocHoBaHHast Ha MaTpuuax MITRE, moxeTt
BKJIOYATb Ceayowme KOMMNOHEHTbI:

- MOHWUTOPUHI ayTEHTUMDMKALMOHHbBIX CEPTU(PUKATOB, KOTOPbIA OTCNIEXMUBAET 3aMpOoChl
ceptudukaToB AD CS (EID 4886), a Takxe BblgaHHble ceptudmkatol (EID 4887) Ha npeameTt
AHOMasIbHOM aKTUBHOCTM, BK/IHOYasi HEOXXMAAHHbIE perncTpaummn ceptuduKkaToB 1 NpU3HaKu
3noynotpebnenus B atpnbyTtax ceptudmkarTa;

- MOHWUTOPUHI 6uneToB Kerberos, KOTOPbIA OTCNEXMNBAET aHOMasIbHYK aKTUBHOCTb
Kerberos, Takon kak aehopM1MpoBaHHbIE MAN NYCTbIE NOMS B COOLITUAX BXOAA/BbiIXoAa 3
Windows (EID 4624, 4672, 4634), wudposaHne RC4 B bunetax npenocrasneHuns bunetos
(TGTs) u 3anpocel bunetos npepoctasneHuns ycnyr (TGS) 6e3 npeasaputenbHbix 3anpocos TGT;

- MOHUTOPWHI afibTEPHATUBHbLIX MaTepuanoB ayTEHTUMUKAUNN: OTCNEXMBAHNE 3arnpocoB
HOBbIX 6MNETOB NpefocTaBneHns GMNeToB UM BUNETOB Ha YCNYrU K KOHTPOepy AOMEHa,
Takmx kak Windows EID 4769 vnnu 4768, KOTOpble MOryT UCMOMb30BaTh a/lbTEPHATUBHbIE
MaTepuvanbl ayTeHTUdMKaLMKM, TakMe Kak Xalun naponen, bunetobl Kerberos 1 TokeHbl 4oCTyna K
NPUIoXeHnsIM, YTObbl NepeMeLLaTbCs Mo cpeae n 06xoanTb 0bblUHbIE CUCTEMHBIE KOHTPOIN
Aoctyna.

SaxsmroyeHne. CUCTeM He OrpaHMYeHa OrnMcaHHbLIMM KOMMOHEHTaMN N MOXET OblTb
AononHeHa. PaspaboTaHHas cucteMa no3BonuT obHapy>XmBaTb aHOManMM U NOAO3PUTENbHbIE
AENCTBUS, OCHOBbLIBAsICb Ha TaKTMKaxX, MeTodax U npoueaypax, ornmcaHHbIX B MaTpuuax MITRE.

CrincoK Ucrnosib30BaHHbIX HCTOYHHUKOB:
1. Active Directory rnazamm xakepa. — CI1b.: bXB-lTerepbypr, 2022 — 176¢. — Ralf Hacker.
2. Enterprise Matrix [2nekTpoHHbIVi pecypc]. — Pexwum goctyna: https.//attack.mitre.org/matrices/enterprise/. — /[ara gocryna:
18.02.2024.
3.MITRE Engage: A Framework and Community for Cyber Deception [ZnekTpoHHbWi pecypc]. — Pexum goctyna:
https.//www.mitre.org/news-insights/impact-story/mitre-engage-framework-and-community-cyber-deception. — flata gocrtyna.: 18.02.2024.
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HACTPOMKA AYAUTA BE3OMACHOCTU
B ONMEPALIMOHHbBIX CUCTEMAX CEMEUCTBA WINDOWS

Cmorpyk I.C.
ep.367241

besopycckmit rocyAapCTBEHHbIN YHUBEDCUTET UHPOPMATUKU 1 PaaNOSIEKTDOHMKY,
r. MunHck, Pecriybrimka benapyce

HayqHbid pykoBoautess: lletpos C.H. — KaHANAAT TEXHUYECKUX HAYK, JOLIEHT

AHHOTaumMA. PaccMOTpeHbl HAcTpoWikM ayauTa 6€30MacHOCTM B OMEpaUMOHHBLIX CUCTEMA
cemeiictea Windows B COOTBETCTBUM C 3aKOHOAATENbCTBOM Pecnybnuku Benapycbk. MpaBuibHO
HaCTPOEHHbIA ayauT 6e30MacHOCTM UrPaeT BaXXHYl pofb Ans obecrneyeHns MHOPMaLMOHHOM
6e3onacHoCTL.

KnioueBble cnoBa: npukas OnepaTtmBHo-aHanuTudeckoro ueHtpa N2 130, ayaut
MHOPMALIMOHHOM 6€30MacHOCTM, ONepaLMOHHbIE CUCTEMBI

BBegenne. [Bapuatb natoro wmwona 2023 roga Bblwen [pukas OnepaTyvBHO-
aHanUTU4ecKoro ueHTpa npu npe3ungeHte Pecnybnukn Benapyce N2 130 «O Mepax no
peanusaunn Ykasa npesungeHta Pecnybnuku benapycbh ot 14 despansa 2023 r. N2 40» [1]. B Hem
noapobHO onucaHbl YCNoBus, HeobxoanMble Anst obecriedeHnss MHGOPMaLIMOHHON 6e30nacHoOCTY,
(bopManm3oBaHbl anropuTMbl AEACTBUA MNPU  BO3HUMKHOBEHMM KMOEPUMHUMAEHTOB, OMMUCaHbI
TpeboBaHuA K LeHTpaM knbepbe3onacHOCTU U UX TUNoBas CTPYKTypa.

MpvkasoM onpeaeneH nepeyeHb TUMMOB W 3anucen  cobbiTuit  MHGOPMALIMOHHOM
6e3onacHoOCTM,  KOTOpble  AO/MKHbl  LEHTpanM30BaHHO  cobupatbcs,  obpabaTtbiBaTbCH,
HaKanaMBaTbCs, CUCTEMATM3NPOBATLCS U XPaHUTBLCA HE MeHee OAHOro roga (aanee — nepeyeHsb).
A nx cbop A0/mKeH OCYLLEeCTBASTLCA B KPYr/IOCYyTOYHOM pexuMme.

OcHOBHass 4actb. [Ansl OnepaumoHHbIX CUCTEM BbllLEYKa3aHHbIM MNepeyeHb BbIrSAUT
cnegyrowmnm obpasom: 3anyck M (MNK) OCTaHOBKA CUCTEMbI; 3anyck W (MnmM) OCTaHOBKa
MPOLIECCOB; MOAK/IOUYEHNE CbEMHbIX MALUMHHbIX HOCUTENeN MHdOpMauUmK; MOAKIYEHNE WMHBIX
nepudepuiiHbiX YCTPOMCTB K nopTaM BBoAa (BbiBoda) (MOOMMbHbIE YCTPOWCTBA, CETEBbIE
ajanTepbl, 6ecnpoBoAHble MOAEMbl W WHble); YCTaHOBKA W YyAaneHue nporpaMMHOro
obecneyveHns (M3MeHeHMe KOMMOHEHTOB MpPOrpaMMHOro obecrnedeHuns); ayteHTUdUKaums (Bxon
n (nnn) BbIXOA) nosb3oBaTenen
B OMEPALMOHHON CUCTEME, YCMELWHbIE W  HeychnewHble MOMbITKU  ayTeHTUdUKauum;
MCNONb30BaHNE MPUBUIErMPOBAHHbLIX YYETHBIX 3annCcein Monb30oBaTeNen; co3aaHue, yaaneHue,
MoAM(MUKAUMS YYETHBIX 3anMcen Monb3oBaTenen; HeyaaBWMECS MW OTMEHEHHblE AEUCTBUS
nonb3oBatens v (MAM) NPOLIECChl; CO34aHME WM W3MEHEHWE MApaMETPOB 3adaHui B
NJaHUPOBLUMKE 3a4ady; YCTaHOBKa, yAaneHwe, nepesanyck, owubka 3anycka cnyxébl u (unm)
CepBUCa; M3MEHEHME CUCTEMHOM KOHMMUrypauun, B TOM YMUCNEe CETEBbIX HACTPOEK W CpeacTB
MEXCETEBOr0 3KPAHWPOBAHWUS; W3MEHEHME WNN MOMbITKM W3MEHEHUSI HacTpoeK M CpeacTs
yrpaBneHnsl 3aliuTON CUCTEMbI, B TOM YWC/IE @HTMBMPYCHOMO MNPOrpaMMHOro obecneyeHus,
CUCTEM OOHapyXeHust W NpeaoTBPALLEHNS BTOPXEHWW; KOHTPOSb HECAaHKLMOHWPOBAHHbIX
CETEBbIX COEAMHEHWW, B TOM YMCIE MOMbITOK HECAHKLUMOHMPOBAHHOIO YAANEHHOrO AOCTyna,
Co3AaHuns 0bLMX CeTeBbIX PeCypCoB, NCMONb30BaHUSA HEeCTaHAAPTHbLIX CETEBbLIX MOPTOB.

B COOTBETCTBUM C BbllleyKa3aHHbIM MnepeyHeM CpopMUpoBaHa MnonuTUKa ayauta [2],
npeacrtaeneHHas B Tabnuue 1.

Tabnuua 1 — Nonutuka ayauta 6esonacHoctn OC Windows
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KaTteropus ayauTa 6e30nacHoCT

NaoeHTndukaTopbl COBLITUI U UX ONUCaHNE

AyOUT U3MEHEHUS COCTOSIHUS
6e3onacHocTn

4608:
4609:
4616:
4621:

Windows 3anyckaetcst

3aBeplieHne pabotbl Windows

cucTeMHoe BpeMst BbiNo N3MeHeHO

agMuHUCTpaTop BocctaHoBun cucteMy u3 CrashOnAuditFail

AyauT co3aaHns rnpoLeccos

4688:
4696:

CO3/iaH HOBBbIV Npouecc
npoueccy 6bi/1 Ha3HaYeH NepBUYHBLIN MapKep

AyauT 3aBepLUeHnst NpoLEeccoB

4689: npouecc 3aBepLunncs

AyauT CbeMHOro HocuTens

4656:
4658:
4663:

3aMpoLLEH AECKPUNTOP 06beKTa
[ECKPUNTOP 06bEKTA 3aKPbIT
NpeanpUHATA NOMNbITKA A0CTYNa K 06BbEKTY

6416: HOBOE BHELLHEee YCTPOMCTBO 6bI/I0 PAacrno3HaHO CUCTEMOM

6419: 6bIn caenaH 3anpoc Ha OTKJIIOYEHME YCTPOMUCTBA
6420: ycTponcTBO 6bII0 OTKIIOYEHO
6421: 6bIn caenaH 3anpoc Ha BK/OYEHWE YCTPONCTBA
6422: yCTPOWUCTBO 6bIN0 BKIYEHO
Ayaut aktmusHoctn PNP ) o "
6423: yCTaHOBKa 3TOro YCTPOWCTBA 3amnpeleHa CUCTEMHOMU
MOSIMTMKON
6424: ycTaHOBKa 3TOrO YCTPOWCTBA Oblfla paspelleHa, Nocnie Toro Kak
paHee
6b1/10 3aMpEeLLEHO NOJIUTUKOM
4665: npeanpuHsaTa  NOMbITKA  €O34aTb  KOHTEKCT  K/MEHTa
NPUIOXEHNS

AyauT cobbITUiA, CO3AaBaEMbIX
MPUIOXKEHUAMM

4666: NpunoXeHWe NonbITasnocb BbIMNOHWUTL Onepaumio
4667: yaaneH KOHTEKCT K/IMeHTa MpuioXXeHus

4668: npunoxxeHve MHUUMANU3NPOBAHO

7045: B cucteMe ycTaHoBeHa ciyxba

11724: yaaneHune ycnewHo 3aBeplieHo

AyauT Bxoaa B CUCTEMY

4624: yyeTHas 3anucb YCNeLHO BbINO/HEHa
4625: He yaanocb BOMTU B YYETHYIO 3anucb

4648: npeanpuHaTa MOMbITKa BX0A4a C MCMOMNb30BaHWEM  SIBHbIX
YYETHbIX

JaHHbIX
4675: ngeHtudukaTopbl 6€30NacHOCTN HbINN OTMUILTPOBAHbI

Ay,Cl,VIT BbIX04a N3 CUCTEMDI

4634:
4647:

npouecc BbIXoaa 6bin 3aBeEpPLUEH A5 NoNb30BaTeENA
VIHVILI,VIVIpOBaHHbIﬁ NoJ1b30BaTENEM BbIXO4

AyauT NpoBEPKU YUETHBbIX
[aHHbIX

4774: yyeTHas 3anucb bbila conocTaBneHa Ans Bxoaa

4775: He yaanocb CONOCTaBUTb YUYETHYIO 3anncb Ans Bxoaa

4776: KOMMbIOTEP MbITaNCs NPOBEPUTb YUYETHbLIE AAHHbIE ANS1 YYETHOW
3anmcu

4777: KOHTPO/NIep AOMEHA He CMOI NPOBEPUTb YYETHbIE AaHHble Ans
yYeTHOM

3arnncum

AyauT cneumnanbHoOro Bxoaa

4964:
4672:

Ana HOBOIro BXo[da Ha3Ha4deHbl CneunanbHbl€ rpynnbl
cneunanbHblie NpuBuiernn, Ha3Ha4eHHble HOBOMY BXoAy

AyauT ynpaBneHust yY4eTHbIMU
3anncsMu nonb3oBaTenen

4720:
4722:
4723:
4724
4725:
4726:
4738:
4740:

CO3JaHa y4yeTHas 3anucb Nnosb3oBaTess
yyeTHas 3anucb rnosib30BaTess BKIOYeHa

npeanpuHATa NonbiTKa U3MEHUTb Napo/ib y‘-IeTHOI‘/'I 3anucm
npeanpuHaTa nonbiTka cépoca Naposs y4eTHOM 3anucu
yyeTHas 3anuncb rnosib3oBaTesNs OTKIIoYeHa

yyeTHas 3anucb rnosib3oBaTens yaaneHa

yyeTHas 3anucb nosb3osaTens bbina n3MeHeHa

y4yeTHas 3anucb nosib3oBaTens 3abnokumposaHa

4765: >xypHan 6e3onacHocTu 6bin AobaBneH B yYETHYIO 3anucb

4766: nonbiTka A06aBUTL XypHan maeHTUdMKaTopos HesonacHoOCTU
B YYETHYIO 3aMuCb 3aBepLUmnIach OLIMGKOW
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KaTteropus ayauTa 6e30nacHoCT

NaoeHTndukaTopbl COBLITUI U UX ONUCaHNE

4767: y4eTHas 3anucb nonb3oBaTtens bbina pa3bnokmpoBaHa
4780: crnincok ACL 6bin yCTaHOBMEH ANS YYETHBIX 3aMUCEN,

KOTOpbIE SIBASAOTCS YsieHaMU rpynn aagMUHUCTPATOPOB
4781: nMsi yYETHOW 3anuncu 6bI710 U3MEHEHO

AyauT goctyna K cnyxbe
KaTasioros

4662: c 06bEKTOM BbINOSIHEHA Onepaums
4661: 3anpoleH geckpunTop obbekTa

AyauT apyrux cobbITuiA aocTyna
K o6bekTaM

4691: 3anpolLeH KOCBEHHbIN [OCTYN K 06bEKTY
5148: nnatdopma dunbtpaunmn Windows obHapyxuna DoS-ataky u
BOLWW/A B
060POHUTENBHBIN PEXNM; NaKeTbl, CBA3aHHbLIE C 3TON aTaKoW,
Eyayt
OTOpOLLEHbI
5149: ataka DoS ytuxna, n HopMmanbHas 06paboTka BO306HOBNSIETCS
4698: 6bIna co3aaHa 3anaHMpoBaHHas 3afava
4699: 3annaHMpoBaHHas 3a4adva yaaneHa
4700: 6bina BKIOYEHa 3anlaHMpOBaHHas 3agaqa
4701: 3annaHnpoBaHHas 3afa4a OTK/IOHYEHA
4702: 3annaHMpoBaHHas 3a4a4a OH6HOB/EHA

AyauT ApYryX CUCTEMHbIX
cobbITUI

5030: He yaanocb 3anyctutb cnyxby 6paHamayspa Windows

AyauT paclUMpeHUst CUCTEMBI
6e30nacHoCTH

4697: B cncteme 6bina ycTaHoBMEHa cyxba

AyauT UEeNOCTHOCTU CUCTEMBI

4612: BHYTPEHHME  pecypcCbl, BblAeNeHHble A1  NOCTAHOBKM
CoobLIEHNI

ayauTa, MUcYepnaHbl, 4YTO MpUBENO K MOTepe HEeKOTOopbIX
ayanToB

AyauT U3MeHeHns NnonuTUKK
Ha ypoBHe npasun MPSSVC

4944: npn  3anycke 6paHamayspa Windows ©6bina  aKTMBHa
cneayowas

nonuTMKa
4945: npwu 3anycke 6paHaMayspa Windows 66110 yKa3aHo npasusio
4946: B CNWCOK MCKMOYeHMA 6paHamayspa Windows BHeceHO
U3MeHeHue

(6bIno poHaBNEHO NpaBWIO)
4947: B CMMCOK WCKNOYeHU 6paHaMayspa Windows BHeceHo
NU3MEHeHue.

(NnpaBuno 6bINM10 N3MEHEHOD)
4948: B CNUCOK WCKNOYEHUA 6GpaHamayspa Windows BHeceHO
N3MEHeHue.

(npasuno 6b110 yaaneHo)
4949: napameTpbl 6paHaMayspa Windows 6b1i1 BOCCTAHOBNEHBI

[0 3HAYEHMI NO YMONYaHUIO
4950: napameTtp 6paHamayspa Windows nameHeH
4951: npaBuno 6bII0O NPOMFHOPMPOBAHO, TaK KakK €ro OCHOBHOW
HOMep

BEPCMM He pacno3HaH bpaHamayspom Windows
4956: 6paHamMayap Windows M3MeHWUN akTUBHbIN Npodusib
4957: 6paHamayap Windows He npuMeHsin cneaytoLlee npasuio
4958: 6paHamaysp Windows He npuMMeHun cregytoliee npasuio, Tak
KaK OHO

CCbITAETC  Ha 3MIeMEHTbl, He HaCTPOEHHble Ha 3TOM
KOMMbloTEpE

AyauT U3MEHEHNS COCTOSIHUS
6e30mnacHoOCTH

4616: cucteMHoe BpeMsi 6biN0 N3MEHEHO

AyAUT U3MEHEHUS MONUTUKU
ayauTa

4715: nonutuka ayamta (SACL) ans obbekta 6bi1la u3MeHeHa
4719: nonuTuKa ayamTa cucteMbl bbina n3MeHeHa
4817: napaMeTpbl ayamTa 06beKkTa 6blsi M3MEHEHbI
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KaTteropus ayauta 6e3onacHoCTH NaoeHTndukaTopbl COBLITUI U UX ONUCaHNE

4902: cosgaHa Tabnuua NONUTUK ayamTa 415 KaXkaoro rnosib3osaTens
4906: 3Ha4eHune CrashOnAuditFail nsmenunocb
4907: napameTpbl ayanTa obbekTa 6bl1M M3MeHEHbI
490: Tabnmua BxoAa B creumasbHble rpynnbl M3MEHeHa
4912: nonvMTMKa ayauTa Ha nonb3oBaTens bbina n3aMeHeHa
4904: npeanpuHsATa NOMbITKa 3apPerncTpMpoBaTb UCTOYHUK COBbLITUI
6e3onacHocTn
4905: npegnpuHATa MNOMbITKA OTMEHWUTb PEerncTpaumio UCTOYHMKA
COBbITHI
6e3onmacHocTn

4670: n3amMeHeHbl paspelueHns ans obbekTa

4706: nns noMeHa 6b110 CO31aHO HOBOE A0BEpUE

4707: ynaneHo aooBepue K AOMEHY

4716: cBegeHUs1 0 AOBEPEHHOM JOMEHEe 6bl/iv U3MEHEHbI

4713: nonutuka Kerberos 6bina n3mMeHeHa

4717: poctyn K CWUCTeMHoOW 6e3omacHocTM Obll  npeaocTaBlieH

YyYETHOM
AyauT N3MeHeHUs MonuTUKU
3anmcu
NPOBEPKN MOASIMHHOCTK o o
4718: poctyn K cucTeMHoW 6e30macHOCTM 6bln yaaneH U3 y4yeTHoW
3anmcu

4739: nonuTMKa AOMeHa U3MeHeHa

4864: obHapyXeH KOH(MNUKT NpoCTpaHCTBa MMeH

4865: nobaBneHa 3an1cb CBEIEHUIA O JOBEPEHHOM Jiece
4866: ynaneHa 3anucb CBEIEHUA O IOBEPEHHOM Jlece
4867: n3MeHeHa 3anucb CBEIEHNI O I0BEPEHHOM JIECe

5140: pocTtyn Kk 06BEKTY ceTeBOW 06LLEN Nanku
AyuT obero hainosoro 5142: pobasneH 061>eU|<T ceTeuBoﬁ obLen nankm
pecypca 5143: obvekT ceTeBoun oben nanku 6ol M3MEHEH
5144: obbekT ceTeBOW 06Leit nanku 6bin yaaneH
5168: cboi npoBepku UMeHW cybbekTa-cnyxbbl ans SMB/SMB2

MpaBUNbHO HACTPOEHHbLIM ayauT 6€30MacHOCTU  ABNSIETCS  HEOTHLEMIEMOW  4acTblo
KOMMNIEKCHOW  CTpaTermm  MHbOpMaLUMOHHOM  6e3onacHocTu.  [peuMyliecTBa  NpaBUIbHO
HaCTpPOeHHOro ayamta 6e30nacHoCTy:

ObHapy>xeHne yrpo3 M pearmpoBaHuMe Ha WHUMAEHTbI: ayauT MO3BONSET OpraHu3aunsm
OTCNEeXNBaTb U PErncTpupoBaTb BCE BaXKHble COBbITMS 6e30nacHOCTU. 3TO MOMOraeT BbISBMAATb
NOAO3PUTENbHYID aKTUMBHOCTb, TaKylD KakK HEeCaHKUMOHWMPOBAHHbIE MOMbITKM BXOAa B CUCTEMY
WM U3MEHEHUSI B KPUTUYECKUX CUCTEMHbIX (haunax, YTO MO3BONSIET OpraHM3auusiM ObICTPO
pearMpoBaTb Ha NOTEHUManbHbIE Yrpo3bl.

BoisBneHne ys3BUMMOCTEW W ynydlweHMe 6e30MacHOCTU: ayauT TOMOraeT  BbISIBASITb
YS3BUMOCTU B cucTeMe 6e30MacHOCTM M MPUHUMaTb Mepbl MO UX YCTPaHEHUIO, NOBbIWas 06LLyto
3P heKTUBHOCTb MHDOPMALIMOHHOW 6€30MacHOCTH.

MpenoTBpalleHne Notepb M (UHAHCOBLIX MOCNEACTBUIA: 3(@EKTUBHBLIN ayauT MoOMoraeT
npeaoTeBpalwlaTb HapylweHus 6e30MacHOCTM U MUHUMM3MPOBATb WX MOCNEeACTBMSA, 3aluumuiast
opraHuM3aunm oT NoTepb AaHHbIX, GUHAHCOBLIX NOTEPb M penyTauMOHHOMO yliepba.

3arksmroyeHmne. [paBUIbHO HACTPOEHHbIM ayauMT 6e30MacHOCTU MO3BONSET BblOMpaATb
rNaBHblE U HYXHble COBbITUS 6e30MacHOCTW, MoaNexalme LEHTPaNM30BaHHON KOHCONMMAALMK
ANS NoCneayowero obpalleHns K HUM Npu paccnefoBaHMM MHUMAEHTOB MHMOPMALMOHHOM
6e30nacHOCTM. ITO NoMoraeT n3bexaTb COopa HEHYXXHbIX COObITUIA, KOTOPbIE MOTYT NEPErpy3nTb
CUCTEMY W 3aTPYAHUTb BbISIBIEHNE peasibHbIX Yrpo3. BHeapeHve W npaBuibHasi HacTpoiika
ayauMTa 6e30MacHOCTM AO/MKHbI ObiTb MPUOPUTETOM AN BCEX OpraHM3aumi, CTPEMSILLMXCS
3aWNTUTb CBOM MH(POPMALMOHHbIE aKTUBBI.
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SETTING UP A SECURITY AUDIT IN WINDOWS OPERATING SYSTEMS
Smotruk H.S.
gr. 367241

Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus

Petrov S.N. — PhD, associate professor

Annotation. The settings for security audits in operating systems of the Windows family are
considered in accordance with the legislation of the Republic of Belarus. A properly configured
security audit plays an important role in ensuring information security.

Keywords: Order of the Operational Analytical Center No. 130, information security audit,
operating systems
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METOAbI MNEPEXBATA NUH®OPMALIUU
B ONTOBOJIOKOHHbIX KAHAJIAX CBA3U

Cyxoukwmi B.B.
2p.261402

benopycckmi rocy4apCTBEHHBIV YHUBEPCUTET MHBOPMATUKY U PAFNOS/IEKTDOHMKY,
r. MuHck, Pecriybrimka benapyce

HayuHbid pykoogutesb: bovnpas O.B. — KaHAUAAT TEXHUYECKUX HAYK, AOLEHT Kageapsl 3M

AHHOTauma. B MaTepuanax gOokiaga paccMaTpyBalOTCA MeTodbl MepexBata MHbopMauum
B OMTOBOJIOKOHHbIX KaHanax CBA3u. BbisiBNeHne, oueHka 3 hEeKTUBHOCTM U HEAOCTATKOB AaHHbIX
METOZOB MO3BOSIMT pa3paboTaTb Mepbl MNPOTUBOAEWCTBMS MM M MOBLICUTL 6€30MacHOCTb
nHcbopMauuM, NepeaaBaeMon Mo TakuM KaHanam.

KntroueBble C/10Ba: ONTOBOJIOKOHHbIN KaHan CBA3KN, nepexesart MHCbOpMaLI,VIVI.

BBegerne. CoBpeMeHHble TETEKOMMYHMKALMOHHBIE KOMMaHWM NMEePexXoasT K MCMOb30BaHMIO
OMTOBOJSIOKOHHbIX KaHaNoB CBSI3W. DTO CBA3AHHO CO C/eAYHLWMMN BaXXHbIMU MPEMMYLLECTBAMU
TaKUX KaHanoB MO CPaBHEHUIO C KaHanaMun, OCHOBAHHLIMU Ha MeTaNIMYecknx kabensx:

— BbICOKas Aa/IbHOCTb Nepeaayy MHpopMaummn 6e3 ycunenus;

— BbICOKas NMPOMYCKHasi CNOCOBHOCTb;

— 60nblUME BO3MOXHOCTM MYSIbTUMIEKCMPOBAHUS.

Takke NPeMMyLeCcTBOM  OMTOBOSIOKOHHbIX —KaHaloB CBSI3W  SIBMISIETCS  TO, 4YTO  ANd
OMTOBOMIOKOHHbIX Kabenei He XapakTepHbl NOB6OYHbIE 3N1EKTPOMArHUTHbLIE U3/TYYEHUS| Y HABOAKM,
YTO [AEenaeT OYEHb CMIOXHbLIM BMELIATENBLCTBO HapyLWMTENs B TakuMe KaHanbl CBSI3W W nepexBaT
nHdopmMauum, nepegaBaeMon nNo HUM. OAHaKo NoCneaHVe UCCNeAO0BaHMSl AOKA3bIBAKOT, YTO 3TO
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BO3MOXHO. [103TOMY BaXHO MCCNeaoBaTh AaHHble MeToabl nepexsaTta MHGPOPMaUMU U MOHSATb UX
NPUHUMNBI, YTOBbI YMETb OBHapyXXmBaTb UX peann3aumio N NPOTUBOCTOSTb UM.
OCHOBHas 4acrp. PacCCMOTPUM CXeMy OMTOBOSIOKOHHOIO KaHana CBs3n (pUCyHoK 1).

4 5 4 4
L = :
7

-“ 1

. 1
1 — nepepaTuMK ONTUYECKOrO CUIHaNa; 2 — MPUEMHMK ONTUYECKOro CUrHana; 3 — obopyAoBaHMe MySbTUMIIEKCUPOBAHMUS;
4 — ONTOBOJ/IOKOHHbIN Kabesb; 5 — cBapHOe coeAMHEHME [ABYX OMTUYECKUX BOSIOKOH Ha MECTax CTblka CTPOUTENbHBIX A/NH;

6 — coeanHUTENbHas MydTa, B KOTOPYIO NOMELLAITCS CPOCTKM ONTUYECKUX BOJTOKOH;

7 — NYHKT pereHepauun/ ycuneHus onTM4YecKoro curHana
PucyHok 1 — Cxema onTOBOIOKOHHOMO KaHana CBS3u

Mecta 1, 2, 3, u 7 B ONTOBO/IOKOHHOM KaHane cBsian (pUCYHOK 1) siBnstOTCS Hambonee
3alUMLIEHHbIMM, TaK KaK pacnofiaraloTcs Ha pPeXUMHbIX 06bekTax, obecneumBalolmMX BbICOKWUIA
ypoBeHb 3awuTbl. CaM OMTOBOMIOKOHHLIA Kabenb 4 M CBapHOe coeaMHeHune 5 sBnsaTcs cnabo
3alWMLLEHHBIMM  YaCTSIMW  OMTOBOJSIOKOHHOIO KaHana CBA3W, TaK KakK BbIXOAAT 3a npegens
06bEeKTOB C BbICOKMM YPOBHEM 3aliMTbl OT HECAHKLUMOHWMPOBAHHOIO A0CTYNna, CeaoBaTesibHo, B
3TUX MeCTax MOXET MPOM30MTM CbeM MHDOPMauMn HapywuTenem. [losToMy K Haubonee
BEPOSTHBIM MeToAaM nepexsaTa MHGOPMaLMM B OMTOBOSIOKOHHBLIX KaHanax CBSA3W OTHOCHATCA
(pucyHoK 2):

1) KOHTaKTHbIN nepexeaTt, hopMUPYEMbIA MYTEM OTBOAA YaCTU MH(POPMALIMOHHOINO OMTUYECKOrO
CUrHana u3 KaHana CBsI3M B KaHan yTeuku, Aenawmincs Ha:

— A — nepexBaT C pa3pbiBOM OMTOBOJIOKOHHOIO Kabens u BCTaBKOW;

— B — nepexsaT € NpsiMbIM AOCTYMOM K ONTOBOSIOKOHHOMY Kaberto;

2) AUCTaHUMOHHbIM nepexsBaT, POPMUPYEMbIA MYTEM PErucTpaLnm ONTUYECKUX MHGMOPMATUBHBIX
CUrHanoB 6e3 UnKn ¢ BO3AENCTBMEM Ha KaHas CBS3W, NoApa3aensieMbli Ha:

— C — nepexBaT C pernctpaumen napasmTHbIX 1 CONYTCTBYHOLNX U3NTYUYEHUI;

— D — nepexBaT Ha OCHOBe NapaMeTpuUYecKnXx MeToa0B.
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PucyHok 2 — CxemMaTuyeckas unnioctpaumnst Hambonee BeposTHbIX METOLOB NepexsBaTa UHdopMaumm
B OMTOBOJ/IOKOHHbIX KaHanax CBA3un

Cnepyetr OTMETWUTb, YTO nepexBaT MHGOPMaUMM C pa3pbiBOM Kabens npolwie BCero
0b6Hapy>XuWTb, NO3TOMY €ro, CKoOpee BCEro, HapylwuTenu peako NpuMeHsoT. [ns 6e3pa3pbiBHOMO
nepexsata MHdOpPMaumMn 6e3 NpUHyAUTENbHOrO OTBOAA MOLLYHOCTU WCMONb3YEeTCs W3My4veHune,
BO3HMKAIOLEE eCTEeCTBEHHbIM 06pa3oM B pe3ynbTaTe paccesHnss cBeTa Ha MydTax,
COeAVHUTENNAX, YCTPOMCTBAX BBOAA M BbiBOAA OMTMYECKOM MOLIHOCTM, CaMOM OMTOBOJIOKOHHOM
kabene. [lns Toro, 4To6bl OCYLLECTBUTL OTBOA MH(OPMALMOHHOIO CUrHana c kabens Ha Kakom-
nmbo y4yactke 6e€3 ero paspbiBa, Yalle MCMONb3yeTcs JloKanbHOe BO3AENCTBME Ha €ero
BOJIOKOHHblE CBETOBOAbl. ITO MPUBOAMT K M3MEHEHMIO WX OMTUYECKMX CBOWCTB, Y4TO
o0bycnaBnmMBaEeT BbIXOA ONTUYECKOro M3MyYeHUs 3a Npeaesbl ONTOBOIOKHA. MeToabl BO3AENCTBUSA
Ha BOJIOKHO: M3rMb BOJSIOKHA, M3MEHEHWE AMAMETPa BOSIOKHA (HanpuMmep, NyTEM AABNEHUS),
MMUKPOM3rnbbl BOSIOKHA, BO3AENCTBUE XMMUYECKUMU peaKTUBaMu, BIUSIHUE 3BYKOBLIMU BOSTHAMMU.
OQHako Mpu U3MEHEHUWM [AMAMETPa BOJSIOKHA, XMMWYECKOM M aKyCTMYECKOM BO3AEWCTBUM Ha
BOJIOKHO CBETOBbIE BOJIHbl PACMpPOCTPAHAIOTCS W3 KaHana CBA3M MO-pa3HOMY, MO3TOMY WX
cnoxHee cobupatb. B cnyyae ke wm3rnba ONTOBOMIOKHA  3/1EKTPOMArHUTHbLIE  BOJIHbI
pacrnpoCTpaHAOTCS BAOMb OAHOIMO HamnpaBfieHUsi, MO3TOMY WX npolle cobupaTb C MOMOLLbIO
CUCTEM JIMH3 W [aHHbIM  cnocob 6onee MOMyNsipHbIA — CpeauM  HapyluTenen ans
HEeCaHKLUMOHMPOBAHHOIo A0CTyna.
3akitoueHune. MeToabl C UCMosb30BaHWEM M3rnba kabens yalle MCnonb3yTca A4S nepexeaTta
nHGOpMaLMM B ONTOBOJIOKOHHbIX KaHanax CBA3WM, 4YeM MeToabl 6e3pa3pblBHOMO MepexBaTa
C NPVHYAUTENbHBIM OTBOAOM MOLLHOCTW, B CBS3M C TEM, YTO NO3BONSIOT 6onee 3hheKTUBHO
cobupaTb CBETOBbIE BOSHbI B 0AHOM MecTe. CneaoBaTenbHO, Crocobbl NPOTUBOAENCTBUS TakUM
METOAaM Ha MPaKTMKE AOHKHbI Peann3oBbiBaTbCA B MPUOPUTETHOM MOPSIAKE.

Cnuncok nimreparypsl
1. XypHan «@OTOHUKA» [2nekTporHbii  pecypc]. - 08.2020. Pexum  goctyna
https.//www.photonics.su/files/article_pdf/8/article_8588_670.pdf. — fara gocryna : 17.02.2024. — 16 c.
2. Avaak, M. H. Merogsi HeCaHKUMOHMPOBAHHOIO AOCTyra K ONTUHYECKUM KaHasiaMm <MHorososiHoseix BOIMIC /
M. H. flyaak. — MuHck: BIYUP, 2020. — 14 c.
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UDC 004.056.53

METHODS OF INFORMATION INTERCEPTION
IN FIBER OPTIC COMMUNICATION CHANNELS

Suchotsky V. V.
gr. 261402
Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus
Boiprav O.V. — Cand. of Sci. (Tech.), Ass. Prof. of Department of IP

Annotation. The article discusses methods of information interception in fiber optic
communication channels. Identifying, evaluating the effectiveness and disadvantages of these
methods will allow develop measures to counteract them and improve security of information
transferred via these channels.

Keywords: fiber optical channel, information interception.

YK 004.056

AHAJIN3 NMPOIrPAMMHbBIX CPEACTB
ans AyanTA be3SOrnACHOCTU UH®OPMALUMUOHHbIX CUCTEM

Qusib4erkos [1.A.
Mazucmpanm Kageopwvl 3auumol uHpopmayuu 2p.367241

besopycckmi rocyAapCTBEHHbIN YHUBEDCUTET UHPOPMATHKU 1 PaNOITIEKTDOHMKM,
r. MuHck, Pecriybrimka benapyce

HayuHbivi pykoBoguTesb: bovinpas O.B. — KaHANMAAT TEXHUYECKUX HAYK, JOLEHT, AOLEHT Kageapbl 31

AHHOTaumMa. B wMaTepvanax Aokfaga npuBedEeHbl pesynbTaTbl aHanvsa  Haubonee
pacrnpoCTpaHEHHbIX U XOPOLWO 3apeKoMeHAO0BaBLUMX cebsi Ha NpakTUKe NPOrpamMMHbIX CPeacTB
ANs ayauta 6e30nacHOCTY MHGOPMaLMOHHBIX CUCTEM.

KntoueBble cnoBa: ayaut 6e30nacHoCcTu, MHbOpMaLMOHHas CUCTeMa, NPOrpaMMHOe CpeacTBo,
pUCKM MHOPMALMOHHOM 6e30NacHOCTK, yrpo3a 6e30MacHOCTy.

BBegenne. B HacTosillee BpemMsi MHQPOPMAUMOHHbIE CUCTEMbI  UCMOMb3YIOTCA B
AEATENBbHOCTM NPeanpusaTUiA BCEX OTpaciel 3KOHOMWMKW. OHM HeobxoauMbl ANs XpaHeHwus,
obpaboTkn u nepepayn uHbOpMaUuK. ITO 06CTOATENLCTBO 06YCNaBnMBAET aKTyanbHOCTb
peanu3aumm Mep no 3awmute MHAPOPMALMOHHBLIX CUCTEM. B uensx OueHKn 3dpdeKTMBHOCTU
peanu3aumm 3TUX Mep, a TaKXe KX MNPOBEPKM Ha COOTBETCTBME TpPebOoBaHWUSIM TeXHUYECKUX
HOPMaTMBHbIX M  MNPaBOBbIX aKTOB HeobXOAMMO  MepuoauMyecks  MpoBOAUTL  ayauT
NH(OPMaLMOHHON 6e30MacCHOCTN B LIEIOM M ayauT 6e30nacHOCTM MHGOPMALMOHHBIX CUCTEM B
yactHocTu. MNoag ayamtoM MHMOPMaUMOHHOM 6€30MacHOCTM MOHMMAKOT CUCTEMHBLIM Npouecc
nony4yeHnss o6bEKTMBHBIX KAYeCTBEHHbIX M KOMMYECTBEHHBLIX OLEHOK O TEKYLIEM COCTOSIHUK
NH(OPMaLMOHHON 6e30MacHOCTV NpeanpUaTUS/opraH13aumnm B COOTBETCTBMU C ONpeaeneHHbIMU
KputepusiMu 1 nokasatensmm besonacHoctu [1].

MpoBeaeHue ayamTa MHMOPMaLIMOHHOM 6E30MACHOCTN COCTOUT U3 CieaytoLmMX 3TanoB.:

— MHULMMPOBAHME npoueaypbl ayauTa,

— cbop MHbopMaLmKn, HeobxoaMMon Anst NPOBEAEHNS ayanTa,

— @Hanu3 AaHHbIX ayanuTa,
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— (hopMUpOBaHKE M COCTaBIEHNE pEKOMEHAALNN,

— MOAroTOBKa ayAUTOPCKOro OT4YeTa.

Mpu npoBeaeHnn ayauta MHMOPMaLMOHHOM 6€30MacHOCTM pacCMaTpUBAOTCS Crieaytowmne
BMAbl yrpo3 6e30MacHOCTU: OpraHu3auMOHHbIE, SKCMyaTauMOHHbIE, NMPOrpaMMHO-TEXHUYECKHNE,
a TakXke npoyne acnekTbl obecneyeHns MHMOOPMaLUMOHHOM 6e30NacHOCTM, KOTOpble HEO6X0ANMO
y4yecTb B Xofe NpoBedeHus ayauTa, ANs onpeaeneHvs ux npuoputetos [2]. Ana yBennyeHus
3(peKkTMBHOCTM npouecca ayauta 6e30macHOCTM MHMOPMALMOHHBIX CUCTEM Kak OAHOro U3
HanpaBneHun ayauta WMHMOPMAUMOHHON 6€e30MacHOCTM 4YacTo MCMOJb3YHTCA CreumanbHble
NporpamMMHbIe CpeacTBa, T. K. C UX MPUMEHEHWEM ayaUTOpY Jfierye OueHMBaTb Mepbl MO 3almTe
nMHGpOpMaUMM Ha NpeaMeT UX COOTBETCTBMS TpeboBaHUaM, onpeaensTtb 0bnactn, peannsyemole B
paMKax KOTOpbIX MeponpuaTus HeobxoaMMO COBEpLLEHCTBOBATb, obecneuymBaTb eanHoOoObpasune
peanusyembix npoueayp [3]. K HacTosiweMy BpeMeHn pa3paboTaHo 60sbluoe KOIM4YeCcTBO
NPOrpaMMHbIX CpeacTB, PEeKOMEeHAYEeMbIX [N WCMOoMb30BaHWSA B XOA4e MpoBeAeHus ayauTa
6e3onacHOCTM  MHOPMAUMOHHBLIX CUCTEM. Kaxaoe w3 TakuxX NpOrpaMMHbIX  CpeacTB
XapaKTepu3yeTcs  onpefeneHHbiM  HabopoM  (PYHKUMOHANbHbLIX  BO3MOXHOCTEW, KOTOpbIE
onpeaensitoT cnocobbl MX nNpuMeHeHus. B HacTosiwen paboTe npeacTaBneHbl pesynbTaThl
aHanm3a PyHKUMOHAIbHbIX BO3MOXXHOCTEN

OCHOBHasi 4acTb.

B HacTosiwee Bpemss Haubonee 4acTO WCMOSb3yeMbIMU MPOrpaMMHbLIMK  CPeaCTBaMM
ana ayauta 6e30nacHOCTM MH(MOPMAUMOHHBLIX CUCTEM aBRsOTCS Efros Defence Operations,
Alertix, Ankey SIEM NG, Kaspersky Unified Monitoring and Analysis Platform (KUMA), KOMRAD
Enterprise SIEM, MaxPatrol SIEM, R-Vision, RuSIEM. B Tabnuue 1 npuBeaeHO KpaTkoe onucaHue
N O0COBEHHOCTM 3TUX MpPOrpaMMHbIX MPOAYKTOB AN1s MpoBeAeHus ayauTta  6e30nacHoCTH
NHMHOPMALIMOHHBIX CUCTEM.

Tabnuua 1 — NporpamMMHble cpeacTBa ang ayamta 6e30nacHOCTM MHPOPMaLMOHHBIX CUCTEM

OKOHEYHbIX YCTPOWCTB, KOMMOHEHTOB Cpef
BMPTyanu3aumm), a Talkoke NpUKIagHOro
MNO: SCADA, RPA, CYB[. 1 Hosbps 2023
nonyuun Harpagy CNews Awards B
HOMMHaumK «3awmTa UT-nHDpacTpyKTypbl:
nnatdopma roga».

HanmeHoBaHKe
o KpaTkoe onuncaHne nporpaMmMHOro OcobeHHOCTN NpOorpaMMHOro
N | nporpaMMHOro
cpeacTea cpeacTtsa
cpeacTea
1 | Efros Defence | MHOrodyHKUMOHANbHBIM ~ KOMANEKC MO | KOHTposb KOHMbUrypaumin n
Operations 3awmTte UT-uHbpacTpykTypbl (CeTeBbiX W | TOMOMOrMKU CETH

KOHTpOnb LenoCTHOCTH U NPOBEPKU
COOTBETCTBMS XOCTOB U KOHEUHbIX
TOo4YeK

OnTUMMM3aLUMs U HacTpolika
MeXCeTeBbIX 3KpaHoB (aanee — M3)
AHanu3 ys3BMMOCTEN U MOCTPOEHNE
BEKTOPOB aTak

C6op un oTobpaxkeHne CTaTUCTUKK
Mo NOTOKaM AaHHbIX B CETU
LleHTpanu3oBaHHas ceTeBas
naeHTUdrKaums aAMMHUCTPATOPOB
W yrnpaBneHue AOCTYrNoM Ha
CeTeBbIX YCTPOMCTBAX, Y KOTOPbIX
Ha KIIMEHTCKOM YpOBHe
NnoAAepXXMBAOTCA NPOTOKOSbI
TACACS+ v (wnn) RADIUS
ABTOMaTu3auus ynpasnexdusa M3

100
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HavmeHoBaHue
KpaTkoe onncaHne nporpaMMHOro OcobeHHOCTM NMPOrpaMMHOro
N2 | nporpaMMHOro
cpeacTsa cpeacTsa
cpeacTsa
2 | Alertix Cucrema npeactaBneHa Ha pbiHke € 2019 r. | BIOKHOT aHanuTUKa;
B dhyHKUMOHabHbIE BO3MOXHOCTM cucTeMbl | OpraHunsaumsi B3auMoaencTBust C
Bxoaut  uHTerpauma ¢ HKUKW  anga | HKUKW; ynpasneHue
onepaTuBHOIO onoBeLyeHmst 06 | koHDUrypauven Sysmonw Beats
MHUMAeHTax Ha obbektax KUW. C6op | beccpoyHbie nMueH3mm
CO6bITUI  peannsoBaH  areHTCKMM U | [Mbkoe ynpaBneHue rinybuHom
HeareHTCKUMM cnocobamu. XpaHeHWs 1 apx1BaLun COBbITUI OT
NCTOYHUKOB
3 | Ankey SIEM OCHOBHbIMM KOMMOHEHTaMM MPOrpaMMHOrO | ABTOMaTU3MPOBaHHbIA MOHUTOPUHT
NG KOMMNfeKca SBRslOTCS cepBepbl  cbopa, | B 1 HenpepbiBHOE OTCNEXMBAHME
06paboTkKM U XpaHeHuss  CcobbITWiA, | M3MeHeHWl B UT-uHdpacTpykType
YNpaB/siloWmMN cepBep, CEPBEP KOPPENSAUMM | OpraHusaumm
" APM aAMUHUCTpaTopa. K | ABTOMaTU3MpoBaHHoe
JOMOSNHUTENbHBIM KOMMOHEHTAM OTHOCATCS | OBHapy>KeHne U3BECTHbIX
CcepBep XpaHEHWS 1 cepBep aHaIUTHKM. ySI3BMMOCTEN B NMPOrpaMMHOM
obecneyeHnmn akTMBoB (TpebyeTcs
[IOMOJSIHUTENbHBIA KOMMOHEHT Ankey
SIEM NG VM)
BoblisiBNeHWe MHUMAEHTOB cpean
60MbLIOro KONMYecTBa cobbITUIA 13
obnactn b
O6HapyxeHune cboeB B pabote UT-
n Ub-cucteM n pearmpoBaHue Ha
HUX
4 | Kaspersky MpeacraBneHa Ha pbiHKe ¢ 2020 r., 0gHaKo | DKOCMCTEMHOCTb ((YHKUMOHAbHbIE
Unified 3a HECKOJbKO NIET CTasa OAHUM U3 NMNAEPOB | MHTErpaunmn C ApyrumMn NpoayKTamm
Monitoring and | N0 KONWYeCTBY BHEAPEHWN B cermMeHTe | Kaspersky), RESTful API,
Analysis KpynHoro 6u3Heca. SBNSeTCS  4YacTblo | BO3MOXHOCTb B3aMMOAENCTBUS C
Platform akocucteMbl Kaspersky Symphony XDR, | nnatdopmammn pearmpoBanus (IRP

Kyda BXOAST Takxe Kaspersky EDR Expert,
Kaspersky Anti Targeted Attack, Kaspersky
ASAP v ppyrve. Bo3MOXHOCTb MHTerpauuv
6onee yem c 10 oTeyecTBeHHbIMM WbB-
cuctemamu.,

n SOAR)

ABTOMaTM3aLUMsl PYyTUHHBIX
[OEACTBUI Mo pearnpoBaHuio,
WHBEHTapM3aLMn XOCTOB,
oboraieHunto B-cobbiTuin
KOHTEKCTOM

MpoussoguTensHocTb 6onee 500
TbiC. EPS, npoBepeHHas Ha
peasnibHOM apXUTEKTYpe 3aKa3umka
MWHUManbHbIE CUCTEMHbIE
TpeboBaHus n rmbkas
ropu3oHTasnbHas
MacwTabmpyemocTb, noaaepKka
reorpacuyeckn pacnpeaenéHHom
WHCTaNNSLUMKM, PEXUMbI BbICOKOW
poctynHoctv (high availability) v
MynbTHapeHaHoctun (multi-tenancy)
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CKpUNTOB Ha Bash w Python, BCTPOEHHOW
BO3MOXHOCTbIO MHTerpaunn ¢ FocCOTKA.

HavmeHoBaHue
o KpaTkoe onncaHne nporpaMMHOro OcobeHHOCTM NMPOrpaMMHOro
N2 | nporpaMMHOro
cpeacTsa cpeacTsa
cpeacTsa
5 | KOMRAD Pazpabotka AO «DwenoH TexHomorun» | Bo3MOXHOCTb aBTOMaTU3auum
Enterprise obnagaer BM3yanbHbIM  KOHCTPYKTOPOM | pearMpoBaHWs Ha MHUMAEHTbI
SIEM npasun Koppensauum, BO3MOXHOCTbIO | BM3YyasnbHbI KOHCTPYKTOP NpaBui
aBTOMaTU3auUmm pearvpoBaHus Ha | Koppensumm
WHUMAEHTbl 3@ CYET  MCMNONb30BaHMsA | Hannume NOCTOSHHO 06HOBNSEMOrO

NakeTa 3KcnepTus: 6ecnnaTHoro u
pacLUMPEHHOrO, B paMKax
[IENCTBYIOLLIEN TEXHUYECKOW
NoAAEP>KKM

CB060AHO pacnpocTpaHseMblii
ANCTPUBYTUB C AEMOJIMLIEH3NEN

3TOro Knacca, OTCYMTLIBAET CBOIO UCTOPUIO
¢ 2014 r. Mpwn HeOHXOAMMOCTM MOXKET
[OYKOMMJIEKTOBBIBATLCSA APYrUMM
NpoayKTaMu BeHAOpa, TaknMu kak RUSIEM
IoC, RuSIEM Monitoring, RUSIEM Analytics.

6 | MaxPatrol SdBNseTca YacTblo JIMHEWKM TNPOAYKTOB | BCTPOEHHbIN MOAyb OBHApPYXEeHUs
SIEM Positive Technologies, kyna Takxe BXOAAT | NMOBeAEHYECKUX aHOManuin BAD
MaxPatrol VM, PT Network Attack Discovery | (Behavioral Anomaly Detection)
(PT NAD), MaxPatrol O2, MaxPatrol EDR v | UHCTpyMeHTapuit ans obecneyeHus
apyrve. MpaKTUYeCcKoN pe3ynbTaTUBHOCTY
B MaxPatro/l SIEM peanu3oBaHbl noaxoapl | paboTbl aHanuTuKa
ans obecneueHus npakTuyeckon | Pabota c notokamu 6onee 540 TbiC.
pe3ynbTAaTUBHOCTM MOHUTOPUHIa CobbITUI | EPS
Wb n ynpaBneHnst nHUMAEHTaMU. BO3MOXHOCTb NpUMEHeHNs B
pa3HbiXx UT-nHbpacTpykTypax —
Kak ManblX, TaK 1 Maclwrtaba
CTpaHbl
7 | R-Vision OanH “3 caMblXx MOMoAblX MPOAYKTOB Ha | BO3MOXHOCTb pacluimpeHus
pbliHKe. OH Bbiwen Tonbko B 2023 r. Mpu | hyHKUMOHANBLHOCTM 3@ CYET
€ro CO3AaHUM YYUTLIBASIMCb MHOTOMETHUI | MHTErpaunu ¢ ApyruMu
onblT R-Vision B pa3paboTke TEXHOMOMMI, @ | TEXHONOrMsIMU 3KocucTeMbl R- Vision
TaKkxe TPYLAHOCTH, C KoTopbiMK | EVO
CTaJIKMBAIOTCS NONb30BaTeNM Npu paboTe ¢ | Mpaduyecknin peaakTop KOHBeNepa
apyrumun SIEM-cucteMamu. 06paboTku CObbITUI
BO3MOXHOCTb pe3epBUpoBaHUS Mo
CXeMaM «aKTUB — naccne» U «N +
M
mbkasi Mofienb XpaHeHUs AaHHbIX
8 | RUSIEM OfHa 13 CTaperlunx poCCUMCKMX CUCTEM MuKpocepBuCHasa apxuTekTypa

Ipachmyeckunii KOHCTPYKTOp ANist
Co3[aHusi NpaBU KOppensaumm
BO3MOXXHOCTb MHTErpauum co
BHELLUHMMW CUCTEMAMM 3@ CUET
MCNoNb30BaHNsA NPUKITaaHOIo
nHtepdelica (API)

Moaynb ans paboTbl C aKTMBaMm

JarsiroyeHne. VIcnonb3oBaHWe CcrieumasnbHbIX MPOrpaMMHbIX CpeacTB B Xode ayauTa
6e30nacHOCTM MHC(OPMALMOHHBLIX CUCTEM CMNOCOOCTBYET CO3AaHWMIO YCNOBMM Anst cobntogeHust
TpeboBaHW, NpeabsBAsSeEMbIX K TaKOMy MPOLECCY, @ TakXe CnocobCcTByeT ero onTMMu3auum
M NOBBILEHNIO TOYHOCTU ero pesynbTaTtoB. OCHOBHLIM MPENMYLLECTBOM MPOaHANM3UPOBaHHbLIX
nporpaMMHbIX CpeacTs Efros Defence Operations, Alertix, Ankey SIEM NG, Kaspersky Unified
Monitoring and Analysis Platform (KUMA), KOMRAD Enterprise SIEM, MaxPatrol SIEM, R-Vision,
RUSIEM aBnsieTcs peann3oBaHHas B HUX YCOBEpPLUEHCTBOBAHHAas PYHKUMS OLEHKU pUCKa.
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AHHOTauma. B MaTepmanax p[oknaga pacCMaTpMBAaEeTC CUCTEMA MOHWUTOPWMHIa CO6LITUI
MH(OPMALMOHHONM 6e30MacHOCTM, MOCTPOEHHas Ha OCHOBE XaHWMOTOB, MpeAHa3HayeHHas Ans
CBOEBPEMEHHOIO M TOYHOro OBHAPYXXEHMSI HapyLIMTENs B MHGMOPMALIMOHHON CETU OpraHu3aumy,
a Takke AN UCMosb30BaHMs Ha obopyaoBaHuM unm B cuctemax (Hanpumep, ACY TM), roe
MCMosb30BaHWe TpaguUMOHHBIX cucteM, Takux kak EDR, AVP, DLP n T.4., He npeactaBnseTcs
BO3MOXHbIM.

KnroueBble cnioBa: cucteMa MOHUTOPUWHra, xaHunot, DDP

BBegenne. Hapywumtenn paHo Unm No3HO HaxoasT cnocob MPOHUKHYTL B MEPUMETP CETU
OopraHusauMn. 3aTeM HaYMHAEeTCs NEepuoA  CKPbITOr0 PacnpoCTpaHeHMsl, KOTOPbIA MOXET
npoAo/mKaTbCs A0 rofa, B 3aBMCMMOCTM OT pa3Mepa ceTW. B HacTosiee BpeMsi aTakylolme
CTapaloTCs He NPUMEHATb «LIYMHbIE» UHCTPYMEHTbl — aKTMBHOE CETEBOE CKaHMpOBaHWE, B3/IOM
naponen mMetoaoM nepebopa u T.n. OHU CTPEMATCS MaKCMMasbHO MCMO/b30BaTb MHGOPMaLMIo,
KOTOpyt0 MOryT cobpaTb Ha CKOMMPOMETMPOBaHHbIX pabounx CcTaHuusix (ponu, ceTeBoe
OKpY>XeHuWe, 3aknaaku, dannbl, nonb3oBaTenu n KoHdurypaumus cucrtem). MNpu 3ToM ncxomsrt u3
TOro, 4YTO 3Ta MWHGOpMauMs €BASETCS NOANMHHOM. B KayectBe o0AHOMO M3  MyTen
COBEpLUEHCTBOBAHNS ~ CUCTEM  MHAOPMAUMOHHON  6e30MacHOCTU  SIBNSIETCS  MPUMEHEHWe
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TEXHOMOrMM obMaHa, MO3BONSIOWEN KaK MOXHO paHblue 06HapyXWTb (akT MPOHWKHOBEHMWS B
NHMDPACTPYKTYpPY, MEPEKTIOYNTL BHMMAHWE HApyWWUTENs OT KPUTUYECKM BaXKHbIX 3/1EMEHTOB
NH(OPMaLIMOHHO-KOMMYTALIMOHHOM cetu
N 3apepXxaTb ero akTUBHble AeNCTBMS. B OCHOBE AQHHOW TEXHONOMMM NIEXMUT YETKOEe MOHMMaHue
TOro, 4to ntobast cnctema 3awwmTbl MOXKET bbITb NpeoaosneHa.

B HacTosiLee BpeMsi CyLLECTBYIOT COBPEMEHHbIE TEXHOIOMMN 0B6MaHa HapyluMTenemn, Takue
Kak nnatgopMbl ANs CO34aHUsl pacrnpeaeneHHon MHMPACcTPYKTypbl NoxHbIX uenen (Distributed
Deception Platform — DDP), koTopble SBASKOTCA pa3BuTMEM maen xaHunotoB (Honeypots) —
OTAENbHbIX XOCTOB ANS MpUBREYEHUs Hapywutens. OTAMUYUTENbHOM YEPTOM AaHHbLIX CUCTEM
SBNSETCS MMUTALMS HEe TOMIbKO CEPBEPOB M KOHEYHbIX CTaHLMW, HO U CETEBOM MH(MPACTPYKTYPHI,
a TaKkKe aBTOMaTM3auMs W LEeHTpanu30BaHHOEe ynpasfeHue. [aHHble nnathopMbl MOXHO
cuntaTb nocnegHuM pybexxoM O060pOHbl, T.K. HapylwuTeSlb YXe HaxXOAUTCS BHYTPU CeTMW.
Xotenocb 6bl OTMETUTb, UYTO TexHoMorMM obMmaHa He 3aMeHsIlOT CyLWEeCTBYIOWNX CUCTEM
ynpaBneHusi cobbitnamm (SIEM-cucTeM), CUCTEMbl 3alUUTbl KOHEYHbIX CTaHumi (endpoint
protection platform), a nuwb AONONHSAIOT UX.

OcHoBHas 4acrtb. CACTEMY MOHUTOPUHra cobbiTA MHMOPMaLUMOHHOM 6e30MmacHOCTN B
4acT TexHoNorMn obmaHa HapywmTenen NpeacTaBnsSeTCs LenecoobpasHbiM CTPOUTb Ha OCHOBE
TaKMX CpefcTB, KaK XaHWMOTbl, OHW >Xe MACCMBHble NIOBYLLKW, KOTOpble BCEeraa WUMEKT Aeno C
AEVCTBUSAMM HapywuTenen. Ecnm roBoputb 0 TakuMx cuctemax, kak EDR, TO OHM He crnocobHbl
onpeaenuTb, UCMONb3YET NIM BHYTPEHHWUM MHCANAep NErMTUMHYIO YYETHYIO 3anucCb CO 3/1bIM
YMbIC/IOM WM Yy HEro eCcTb 3aKOHHOe MpaBO Ha AOCTyn K aktmeaM. SIEM HacTpoeHbl Ha
obHapy>XeHne BpeAOHOCHOM aKTMBHOCTM C TMOMOLLbID 33JaHHbIX KOPPENSUMOHHLIX MpaBun,
KOTopble MOryT 6biTb HEAOCTAaTOYHO TOYHbLIMM U pa3pabaTbiBAlOTCA BPYYHYHO, YTO AenaeT 3ToT
npouecc ocobeHHO TpyaoeMkuM. B To e Bpems 3To He aenaet EDR, SIEM w gpyrue cuctembl
MeHee 3Ha4MMbIMU. XaHWMOTbl B CBOK O4Yepedb CrOCO6Hbl OB6HApPYXXMTb MOMbLITKY aTakn C
MUHMManbHbIM KOJIMYECTBOM JIOXXHOMOMOXMUTENbHbIX CpabaTbiBaHW. 3TO [NABHOE OT/IMYME U
NpeMMyLLecTBO [aHHOro Knacca peleHnnd. Takxke cneayeT OTMETUTb, YTO OHM MO3BONSAIOT
HaCTPOUTb MOHUTOPUHI XaKepPCKOM aKTUBHOCTM B TEX «Cpeaax», rAe yCTaHOBUTb ApPYyrue Knacchl
peweHnn (Hanpumep, EDR) 3auacTylo TeXHMYECKM HEeBO3MOXHO. B nocnegHee BpeMs
HanpaBNeHWe aTak HapyluTenen CKOHUEHTPUpPOBaHO 6onblle Ha  HETPaAULUMOHHbIX
noeBepxHOCTsX IT-aTak B Takux cepax, Kak 34paBOOXpaHEHME UM MPOMbIWSIEHHOCTb, TakK Kak
ncnonb3yemoe obopyaosaHue unm cuctemol (Hanpumep, ACY TI1) He noaaepXxmealoT nogobHoe
MO. YT06bl pa3MbITb MNOBEPXHOCTb aTaku, CO34aeTCs 3MYNAUUS NMPOrpaMMMpPyeMbIX STOrMYECKUX
koHTponnepos (IMJIK), MmeauuunHckoro obopyaosaHusl, 6aHKOBCKUX CUCTEM U T.4., B 3aBUCMMOCTH
OT KOHKPETHOW OpraHusauuu, rae npuMEHSIOTCS NOBYWKW. CTOMKHYBLWWUCL C OAHOM U3 HUX,
3/10YMbILWIEHHUK HE MOWMMET, rAe HacToslMe aKTMBbl, @ rae npuMaHku. C 6onbwwon ponen
BEPOSTHOCTM OH OLWMBETCS, 1 ero akTMBHOCTb byaeT 3admKcnpoBaHa.

O6MaHHble TEXHONOrMN B CUCTEME MOHUTOPUHIA MOTYT MPUMEHSATLCS Ha 3 YPOBHSIX.

1-h ypoBEHb — KOHEYHbIX YCTPOMCTB. B paHHOM cnyyae TpebyeTcs wCnonb3oBaHME
NMPUMaHKM, TaK Ha3blBaeMble XNiebHble KPOWKKN. K HWUM OTHOCATCS uMmutaums cookies, txt-cpann c
naponsamu, Kaw 6paysepa C YyBCTBMTENbHOM MHMOPMaUMEN — BCE, YTO MPUB/IEKAET BHUMAHWE
aTakyloLero.

2- ypoBeHb — ceTeBOM. Ha AaHHOM ypOBHE WCMOMb3YHTCS JIOBYLWKM — JIOXKHbIE LIENN
aTaky, 3aMacKMpoBaHHble o4 TakMe pecypcbl, Kak cepBepbl, pabouve CTaHUuM,
MapLupyTu3aTopbl. HekoTopble CerogHsilHME peLleHus MO3BONSKOT 3MyNnpoBaTb OaHKOMaThI,
MeauumHckoe obopyaosaHue u IoT.

3-11 YpoBEHb — UHTEPaKTMBHbIX noBywwek FullOS. OHM 3aHuMatoT ¢usnyeckue IT-pecypcsl,
KaK M HacTosiLmMe Nnosb3oBaTesnu.
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PeanusyeTcs 370 cneayowmM obpasoM. Hapywutenb, KOTopbii He obnagaeT AaHHbIMU O
CETU, B NMPOLIECCE pa3BeAKM HaxoaWUT NMPUMaHKM U HAYMHAET C HUMKU B3aMMOAENCTBOBaTb. Koraa
€ro 3amMHTepecyeT onpeaeneHHas 6a3a AaHHbIX, OH MOMbITAETCA NOAKIYUYNTLCA K ONEepPaLIMOHHON
CUCTEME W B3aUMOAEWCTBOBATb C HEW KaK C aKTMBOM, He MpeAanosnarasi, Yto 3TO 3MyNnsauus.
JlernTuMHble Nonb3oBaTeNIM He 3HAlT O CYLECTBOBaHMM TaKMX NOBYLUEK, N UM HET CMbICNa K
HUM noakno4vaTecs. CnegoBaTenibHO, (UKCMPOBAHME MOMbITKM MNOAKNKOYEHNUS, AOCTOBEPHO
CBMAETENLCTBYET O TOM, YTO [aHHble AENCTBUS CBSI3aHbl C AENCTBUAMWU HapylumTens. Takum
06pa3oM, OAHMM M3 rNaBHbIX AOCTOMHCTB TaKUX JIOBYLUEK SIBASIETCS TO, YTO OHM MpPaKTUYECKU
€MHCTBEHHbIM KNacC CpeAacTB  3alliMTbl C  HYNEBbIM MPOLIEHTOM  JIOXXHOMONOXKUTENbHbIX
cpabaTbiBaHU, B OTAnuYMe OT cucTeM knacca DLP, EDR, AntiAPT w T1.n. [JaHHble cpeacTBa
ABNSAIOTCA O4YeHb YAOOHbIMM B nnaHe agMUHUCTPUPOBAHUS, TaK Kak nobble cpabaTbiBaHUS B
CUCTEME aBTOMATUYECKM YKa3blBAalOT Ha MOMbITKM BPEAOHOCHOM akTUMBHOCTU. Cuctema
MOHWUTOPUHIra CobbITUM MHMOPMALMOHHOM 6€30NMacHOCT Ha OCHOBE XaHMMOTOB paboTaeT Ha
CTaAnn ropu30HTANIbHOIrO PacnpoCcTpaHeHUsl atakmn B ceTu (pPUCyHok 1).

PasBegKa Banom/o6xon 3akpennenue O6HapyxeHne

"nepmmerpa” B CETU uenn

ammra OO6Hapy Uccneno Crepxu
nepumeTpa KEeHHe BaHHE BaHHE /
Mununmuzanus
noTeph

@® TpaavumoHHble C3U
C1CTEMa MOHUTOPUHIa Ha OCHOBE XaHUMOTOB

PucyHok 1 — Mogenb AeiCTBUS HapyLUMTens

MpeacTtaenseTcs LenecoobpasHbiM MPUMEHEHNE BO3MOXHOCTU WHTErpauum C BHELIHUMM
cepBucamu, Hanpumep ¢ SIEM. T[lpu BHeapeHMM NOBYWIEK BaXXHEMWMM 3TanoM Ans
aAMMHUCTpaTopa ABNSIETCS COOp CBEAEHWA O TOM, KTO MMEHHO M B KaKyl SIOBYLUKY MOMasncs.
AaMUHUCTpaATOpy HeobxoauMMo 3adMKCMpOBaTb MOMbITKY ayTeHTUdMKaALUMM C  NIOBYLUKOM.
XaHUMOTbl YMEKT <«4uTaTb» JIOTM U3 WUHTErpUPOBAHHbLIX CUCTEM O HeyaauyHbIX MomMbITKaX
NOAK/IOYEHNST C MOACTABHbIMW YYETHbIMU AaHHbIMK. B cnyyae ¢ SIEM nyteM co3gaHus npasun
Koppenauum cobbITU MOXHO (MKCMpOBaTb (haKTbl MCMOb30BaHMS UHAOPMALMOHHBLIX TOKEHOB
3/10YMbILLIEHHUKOM. DTO MO3BOJSIUT MAaKCMMAsibHO TOYHO M MPaKTUYECKU MIHOBEHHO OMpeaenuTb
pa3BMBaIOLLYIOCS aTaKy.

CoBpeMeHHble CUCTEMbl XaHWUMOTOB Y)XXE 3HAYMTeNIbHO MPOABMHYNNCL B PasBUTUKM MO
CpaBHEHMIO C MX MepBOHA4asbHbIMK  BepcusiMK, Npuobpenn MHOXECTBO WHTEpPeCHbIX
BO3MOXHOCTEN. CaMble NepBble NOBYLLUKM MOITIM TONbKO 3MYNMPOBaTb CEPBMUCHI, @ B HacToslLlee
BPEMSI XaHWMOTbl ABTOMATMYECKM MACKMUPYIOTCA MOA4 aKTUBbl, MPUMEHSIEMbIE B KaXXAOW
KOHKPETHOM OpraHu3auuyM. XOopoLwni npuMep — Y4YeTHble 3anuMcu Mofb3oBaTene. B kaxaow
OpraHusauMm ectb Ccnyxba KaTanoroB, B KOTOPOM 3a4yacTylo MNpUMEHSIeTCS LWabnoH Ans
¢opMmpoBaHNS MMeHU Monb3oBaTens Ans COTpyAHWKa. Hanpumep, Bce nonb3oBaTenn AOMeHa
Co34aHbl MO WabnoHy C NCNoNb30BaHNEM UMEHU U (haMunuKn. B aToM cnyyae 6yaeT NpUMeHsTbLCS
€MHbIA WabnoH aapeca 3MEKTPOHHOM MOYTbl, HanpuMep C WCMONb30BaHWEM NepPBON OyKBbI
UMEHN, TOYKKN, pammnnmm, @ 1 goMeHa. CucteMa XaHMNOTOB aHaNU3UpyeT 3T NaTTepHbl U Npu
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COCTaB/IEHMN TMPUMAHOK TaKXe WX MpPUAEPXUBAETCS, TO €CTb (PerKoBble MNONb30BaTeNM,
CO3aHHble CUCTEMOWM MpPMMaHOK, OyayT OYeHb MOXOXW Ha Te, YTO WUCMOJb3YHTCA B JOMEHE
KoMnaHun [2].

JaksmroyeHne. XaHunotbl — OAMH M3 CaMblX HAAEXHbIX K1accoB pelleHnn. OHu
npakTnyeckn 6e30TKasHbl U NOMOralT NPeaoTBPaTUTbL WM OCTAHOBWUTL aTaky B CaMOM Hauvare,
MUHUMU3MPYS PUCKM YTEUKWM AAHHBIX U CBSI3@aHHbIE C HUMMK YObITKU. OHM NPOCTbI B HAaCTPOMKE U
paboTaloT (paKTUYECKM aBTOHOMHO, YTO JenaeT WX MoAXOASWMMM NpaKTU4Yeckn nobon
KOMMaHuM. TakuMm 06pa3oM, cUCTEMA MOHWUTOPUHra CO6bITUA MHGOPMALMOHHOM 6e30MacHOCTMH,
NOCTPOEHHAsi Ha TeXHonorMm obmaHa HapywuTenss C MCMosib30BaHMEM XaHUMOTOB, MO3BOMAMUT
CBOEBPEMEHHO MOTYYUTb AOCTOBEPHbIE AAHHbLIE O HAXOXAEHWUM HapyLIMTENs B MHMOPMaLMOHHON
CeT NpeanpusaTUs, @ TaKKe SKOHOMUTb (PUHAHCOBbIE, BPEMEHHbLIE M YeloBeYeCcKne pecypchbl rnpu
TEXHWYECKOMN NOAAEPXKKE N CONMPOBOXAEHUN AAHHOIO PELLEHMUSI.
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Kiawuepble ciaoBa: DDo0S-araka, MeTprKka OOHApy)KECHHs, MAIIMHHOE OOy4EeHHE, MOHHUTOPHHT, CETEBOM
TpaduK.

Beeoenue. DD0S-ataku, cymecTBys cO BpeMEHHM Hayajla MacCOBOI'O HCIOJIb30BAHUS INI00ATBHOM
CeTH, MO-TIPEeKHEMY OCTAlOTCI OJHOM U3 CaMbIX CepbE3HBIX yrpo3 ansi  Web-pecypcoB, UTO
CBHJIETEJILCTBYET O HEOOXOIMMOCTH Pa3BUTHUS CPEICTB 3aIUTHI OT ITUX aTak. |'paMOTHO OpraHu3oBaHHas
macmTabHas DDoS-aTaka B OOJBIIMHCTBE Cy4aeB MPUBOAUT K 3HAUYUTEIHHBIM (DMHAHCOBBIM IOTEPSIM CO
CTOpOHBI JKepTBbl. IIpu OTCYTCTBUM CpeICTB OOHapyKEHUs BTOPKEHHH pecypc HH(OpMaIMOHHON
CHCTEMBI TpaTUTCs Ha oOciyxuBanue DDoS 3ampocoB, mpu 3TOM CTOMMOCTH HCIIOJIB30BaHHS pecypca
MHOIOKpPaTHO BO3pacTaeT. Takue HamaJeHusi OTIMYAIOTCA IPOCTOTOM OpraHu3alud U BBICOKOH
¢ dexkTuBHOCTRIO. VIMEHHO 3T OcoOeHHOCTH mpuBlekaloT K DDoS BHMMaHue Kak CIENUAINCTOB II0
CeTeBOM 0€30MacHOCTH, TaK U 3JOYMBIIIJIEHHUKOB, YTO OOYCJIOBIMBAET AKTyaJbHOCTb HCCIEIOBaHUS
DDoS-arak. Metpukn oOHapyxeHus DDoS-atak SBISIFOTCS BaXHBIMH JUIS  3alIUTBI  CETEBOM
UHOPACTPYKTYpbl. OTO  MHCTPYMEHTBl M  METPUYECKHE  II0Ka3aTesid, KOTOpble  IOMOTaroT
UACHTU(PUIMPOBATh U OTCIICKHMBATH aHOMAJIBHOE IMOBEACHUE Tpaduka M moTeHuuanbHeie DDoS-araku.
OHM ciyxaT I YCTaHOBJEHHs Oa30BBIX IOKa3aTeied HOPMaJIbHOIO (DYHKIHMOHUPOBAHMUS CETU U
OOHapyKeHHsT aHOMAJIHMA, KOTOpble MOTYT YyKa3blBaTh Ha BO3MOKHBIC aTakh. MeTpHKH OOHapyKEeHUs
DDoS-atak no3BOJISIIOT MPEAYIPEkKAATh U pearupoBaTh Ha aTaKW B pealbHOM BPEMEHH, TOBBIIIAs YPOBEHb
0€30MaCHOCTH ¥ MUHUMU3UPYS HEraTUBHBIE TIOCIIEICTBHS.

Ocnosnaa uacmp. Metpuku s oOHapyxkeHuss DDoS-arak MoOryr BKIIOYaTh CIlEAYHOIIUE
ACIIEKTBHI:

1. Tpaduk: MeTpukH, cBA3aHHbIE C OOBEMOM M HHTEHCHUBHOCTBIO CETEBOrO Tpaduka, MOIYyT
UCIIOJIb30BaThCs Ul OOHapykeHusi aHomanuii. Hampumep, yBeiauueHue BXOISALIETO WM HCXOMSILErO
Tpaduka cBepxX 0OBIYHOTO YPOBHSI MOKET YKa3bIBaTh Ha BO3MOXKHYI0 DDoS-araky.

2. IlponyckHasi COCOOHOCTBh: METPHKH, CBSI3aHHBIE C MCIIOJB30BAaHUEM CETEBOM MPOMYCKHOM
CIOCOOHOCTH, MOTYT OBITh MMOJIE3HBI Ui oOHapyxeHuss DDoS-atak. Hampumep, peskoe yBennueHue
MCIOJIb30BaHUs IPOIYCKHON CIOCOOHOCTH MOXET yKa3biBaTh Ha DDoS-artaky.

3. YacToTa 3arpocoB: METPUKH, CBA3aHHBIE C YACTOTOM MOCTYIUIEHHSI 3allpOCOB HA CEPBEP, MOTYT
ObITh TOJIE3HBIMM ISl OOHapyxeHus DDoS-atak. Hanpumep, 3HauuTenbHOE yBENMYEHHE KOJUYECTBA
3aIpOCOB 3a KOPOTKOE BpeMs, IIOCTYMAIOIIUX C OJHOIO WM HECKONIBKUX [P-anpecoB, MOXKET yKka3bplBaTh Ha
DDoS-araky.

4. Pacnpenenenue IP-agpecoB: MeTpuku, cBsizaHHbBIE C pacnpezaeneHueMm [P-agpecos, Moryt
nomMouyb B oOHapyxeHun DDoS-atak. Hanpumep, HEOOBIYHO BBICOKAsl KOHIIEHTpAlMsl 3alpocoB C
onpezaeneHHbIX [P-anpecoB wim onpeeeHHoN oACETH MOKET yKa3blBaTh Ha DDoS-araky.

5. 3arpy3ka pecypcoB: METPHKH, CBSI3aHHBIE C HCIOJB30BAaHUEM PECYpPCOB CEpBEpa, TAKUX Kak
MIPOLIECCOPHOE BpEeMs, TaMATh U IUCK, MOTYT OBITh MOJIE3HBIMU [T 0OHapyxeHus: DDoS-arak. Hanpumep,
pe3Koe yBEJIWYEHHE 3arpy3kd pPEecypcoB CBEpX OOBIUHOTO YPOBHSI MOKET yKa3blBaTh Ha BO3MOXKHYIO
DDoS-araky.

6. Pacnipenenenue Tpaduka: METPUKH, CBSA3aHHBIE C paclpeleneHreM Tpaduka Mo mopraMm HIu
MPOTOKOJIaM, TaKXe€ MOTYT OBbITh HCIIOJIb30BaHbI g oOHapyxeHus DDoS-arak. Hanpumep, HeoObraHOE
yBenMueHue Tpaduka Ha ONpeAesIeHHOM MOPTY MOXKET yka3biBaTh Ha DDoS-aTaky, HaleneHHyo Ha 3TOT
opT.

Ba)xHO OTMETUTh, YTO 3TU METPUKU MOTYT OBITh TOJILKO OCHOBOIIOJIATAIOIIMMH IIPU OOHApPYKEHUU
DDoS-arak, 1 TpeOyrOT JOMOJTHUTEIBHON aHATUTUKU U KOHTEKCTa JJIsl TOATBEP)KICHUS HAJIUYHS aTaKu.
JIOMONHUTENBHO K MPEABIAYIIMM METPUKaM, MOYKHO HCIIOJIb30BaTh CIEAYIOIIWE TNPHU3HAKH IS
obnapyxenust DDoS-atax:

7. 1IpoBepka 3aroJIOBKOB IAKETOB: METPHUKH, CBSI3aHHBIE C aHAIM30M 3aroJOBKOB MaKETOB MOTYT
OBITH MOJIE3HBIMU TpU 0OHapyxeHun DDoS-arak. Hanpumep, nposepka 3Hauenuit monst User-Agent uimu
Referer B HTTP-3ampocax Mo)keT MOMOYL BBIIBUTH HEOOBIUHBIE WM [OJ03PUTENbHBIE 3alpPOCHI,
cBs3aHHble ¢ DDoS-arakoi.
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8. AHanmu3 TUIOB aTak: METPHKH, CBS3aHHBIC C AHAJIM30M THIIOB aTak, Takux kak SYN ¢uyn, UDP
bayn umu ICMP dayn, Mmoryt nmomous B oOHapyxeHun DDoS-arak. Hampumep, MOHUTOPUHT aHOMATUIN
WIM BBIBJIEHUE TUIHMYHBIX CXEM IOBEIEHUS JUI1 KaKJIOro THUIIA aTaKd MOXKET IIOMOYb B HX
UJIEHTU(DUKAITUH.

9. CereBble XapaKTEPUCTHKU: METPUKH, CBSI3aHHBIE C pPACYETOM WJIM MOHUTOPUHIOM
OIpeICIEHHBIX CeTeBhIX XapakTepucTHk, Takux Kak RTT (Round-Trip Time) wiau TTL (Time-To-Live),
MOTYT OBITH TOJIE3HBI Tpu OOHapyxeHuun DDoS-atak. AHOManMu B TaKUX XapaKTEPUCTHKAX MOTYT
yka3biBaTh Ha DDoS-aTaky.

10. MexcereBass 00JayHOCTh: €CIHM Balla CEThb HCHOJb3yeT OOJauHbBIE PECypChl, METPUKH,
CBSI3aHHBIE C MEXCETEeBOW O0JIAYHOCTBIO, MOTYT OBbITh MOJNE3HBIMH i1 oOHapyxkeHuss DDoS-atak.
OOnaunple TpoBaiifepbl OOBIYHO MPEIOCTABIAIOT HWHCTPYMEHTBHI JJISI OTCICKHUBAHUS U MOHHUTOPHHTA
Tpaduka, 4To MOXKET IOMOYb B OOHAPYKEHUU aHOMaJIMH U oOHapyxeHun DDoS-arak.

11. MammnHoe oOyueHHe U aHaJU3 MOBEACHHS: IPUMEHEHHE aJITOPUTMOB MAIIMHHOTO O0y4YeHHS U
aHaJIM3a MOBEICHUS MOXKET MOMOYb BBIIBUTH QHOMAJIMU W HEOOBIYHOE IOBEJIEHUE B CETH, YTO MOXKET
yka3eiBaTh Ha DDoS-ataky. Hanmpumep, o0yueHnue Mojie Ha OCHOBE HCTOPUUECKHUX JTAHHBIX U MMOBEICHUS
CEeTH MOXET IOMOYb B OOHAPYKEHUH HOBBIX MJIM HEM3BECTHBIX aTak.

12. MOHMTOPHUHTI JIOCTYIHOCTH: OTCJIEKMBAaHUE JIOCTYIMHOCTH BEO-CEPBEPOB, CEPBUCOB WM
MPWIOKEHUH MOXET NoMoub oOHapyxutb DDoS-araky. Eciau Bbl 3ameuyaeTe HEOOBIYHO BBICOKYIO
Harpy3Ky Win CHWKEHHE JIOCTYIHOCTH BO BpeMsl aTaku, 3TO MOKeT ObITh Mpu3HakoM DDoS.

13. MOHUTOPUHT CETEBOTO TpadrKa: aHATU3 CETCBOrO Tpaduka MOKET TOMOYb BBISIBUTH AaHOMAJIUN
WIA HEOOBIYHOE TOBEICHUE, KOTOpble MOryT ObITh CBsizaHbl ¢ DDoS-atakoil. MOXHO HCHIOIb30BaTh
MHCTPYMEHTHI JJI1 MOHUTOPHHTA CETEBOTO TpaduKa, Takue Kak snort wim tcpdump, 4ToObI OOHAPYKHUTH
[I0JI03PUTENIbHBIN TpauK.

14. AHanu3 J10roB CEpBEPOB: MOHUTOPUHI U aHAJINU3 JIOTOB CEPBEPOB MOKET IIOMOYb OOHAPYKUTh
aHOMAaJIMU B 3aIlpocax, HalpuMmep, HEOObIYHO OO0JIbLIOE KOJIMYECTBO 3alpocoB oT oxHoro IP-aapeca mim
HEOOBIYHO BBICOKYIO 3arpy3Ky cepBepa, YTO MOKET yKa3biBaTh Ha DDoS-aTaky.

15. MOHUTOPUHT HCIIONB30BaHUS PECYPCOB: OTCIESKMBAHUE MCIIOJIB30BaHMS PECYpPCOB, TAKMX Kak
MIPOLIECCOPHOE BpEMs, OINEepaTHBHAsl NaMAThb WIM CETeBas IMPOIYCKHAas CIIOCOOHOCTh, MOXET MOMOYb
BBISIBUTH HEOOBIYHbIE MJIM AHOMAJIbHBIE MTOKA3aTe I, KOTOpble MOT'yT yKa3biBaTh Ha DDoS-ataky.

16. YpoBHU cuUrHaJIa U aMIUTUTY/Ja: MOHUTOPUHT YPOBHEN CHUTHAJIa WM aMIUIMTY/bI B CETHU WU Ha
XOCTax MOXKET MOMOYb OOHAPYXHUTh AHOMAJIMU WJIM CUTHAJIbI BHICOKOM MOIITHOCTH, KOTOPbIE MOTYT OBITH
cBs3aHbl ¢ DDoS-arakoii.

BbIOOp KOHKpETHBIX METPHK JOJDKEH OCHOBBIBATbCS Ha TPEeOOBAHMUAX M OCOOEHHOCTSIX
UCCIIETyeMON ceTu U cucTeMbl. PazHooOpa3ue W KOMIUIEKCHBIM MOJIXO0J B MOHUTOPUHIE U aHalIH3e
MOMOTYT MOBBICUTb 3(PHEKTUBHOCTh OOHapyxeHuss DDoS-arak.

Ha pucynke 1 npencraBieHa npoctasi cxema, KoTopas WIIIOCTPUPYET OCHOBHBbIE KOMIIOHEHTHI U
nporieccel 0OHapyxeHust DDoS-arax:

1. MoHHTOpPHUHT ceTH U cepBepOB: MOHUTOPUHI CETEBBIX YCTPOMCTB, CEPBEPOB W IPUIIOKECHHUU
MO3BOJISIET OTCJEKUBATh OOLIYI0 MPOU3BOAUTENBHOCTE M JOCTYIMHOCTH CHCTEMBI. OTO BKJIIOYAET
MOHHUTOPHHT MPOIMYCKHOW CIIOCOOHOCTH CETH, 3arpy3Ky Ipoleccopa, HCIOJIb30BaHUE MaMsTH, JIOTH
CEPBEPOB U JPYTHE PECYPCHI.

2. OoOHnapyxenue aHomanuii: lcnonp3oBaHue psiga aJIropuTMOB OOHApYKEHHUS aHOMAaIUN
MO3BOJISICT BBIIBUTH HEOOBIYHBIE WM aHOMAaJbHBIE TOKa3aTelH, KOTOpble MOTYT ykas3biBaTh Ha DDoS-
aTaky. OTO MOTyT OBbITh aNTOPUTMbl MAIIUHHOTO OOY4Y€HHUs, CTATUCTHYECKHE METOJbl WM MpaBuiia
OOHapy>KEHHsI aHOMaJIHH.

3. Anamu3 Tpaduka u yoroB: COOp M aHaIM3 CeTeBOro Tpaduka U JIOTOB CEPBEPOB IOMOIAET
BBISIBUTH HEOOBIYHOE MOBEJCHHE WM aHOMAaJIMM, KOTOpble MOTyT ObITh cBsA3aHbl ¢ DDoS-arakoii. OT0
BKJIIOUAET aHaJIM3 CETEeBOro TpaduKa ¢ MOMOIIBI0O HHCTPYMEHTOB, TaKUX Kak snort wiu tcpdump, a Takxke
aHaJIM3 JIOTOB CEPBEPOB IS BBISBICHUS 110103PUTENBHBIX 3aIIPOCOB MIJIM HEOOBIYHO BHICOKOI Harpy3Ku.

4. brmoxupoBka moao3putensHoro Tpaduka: Ecmum oOHapyxena DDoS-ataka, MOXHO TpHUHSTH
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MepbI JJIs1 OJIOKMPOBKHU WIIM OTPAaHUYCHUS MTOA03PUTEILHOTO Tpaduka. ITO MOXKET BKIIIOUATh (DUIBTPAITUIO
IP-anpecoB, ycraHoBKy mpaBwil (haiipBojia WM MCIOJb30BaHUE CHENUATM3UPOBaHHBIX DDoS-3ammTHBIX
YCTPOMCTB MJIU YCIIYT.

5. Peakmnus Ha wHOMAeHTH: B ciydae oOHapykeHus DDoS-araku BaXHO MMETh YETKHH IIIaH
peakMyu Ha MHIMICHTHL. DTO BKIOYaeT oOMeH mH(popmanueil ¢ npoaiigepom yciayr Murepuera (ISP)
WU TIOCTaBIIMKOM YCIyr B 00JacTH 0€30MacHOCTH, YBEIOMJICHHE IEepCOHANa M TPHUHATHE MEp s
MUHHMMH3ALUY BO3/ICUCTBUS aTaKd HAa CUCTEMY.

Pucynok 1 — OcHOBHBIE KOMIIOHEHTHI U TpoLecchl o0HapyxeHuss DDoS-arak

DTa cxema MpeaoCTaBisieT 00IMii 0030p mpoiieccoB oOHapyxkeHus: DDoS-ataku u He 0XBaThIBaeT
BCE BO3MOXKHBIE METO/Ibl U TEXHOJOTUH. PeanibHast peanu3annsi MOKET BKIIOYATh JOMOJIHUTENbHbBIE IIaru U
WHCTPYMEHTHI B 3aBUCUMOCTH OT CIIEIM(PUIECKUX TOTPEOHOCTEM U TPEOOBAHUI CHCTEMBI.

3akntouenue. B 3akmioueHuwe, MeTpuku oOHapyxkeHuss DDoS-atak SBISIOTCA  BaXKHBIM
WHCTPYMEHTOM JUISI 3alllUThl CETeM W pecypcoB OT MacmTabHbIX KuOeparak. OHHU TIO3BOJISIOT
UIACHTU(QUIMPOBATh U aHAIM3UPOBATh aHOMAIIMU B TpaduKe, COCTUHEHHIX, THMAaX Tpaduka, MaKeTax u
MOTOKaX, a TAK)KE UCIIOIb30BAaHUH CUCTEMHBIX PECYPCOB.

[Tpu mpaBUIFHOM HACTPOWKE M MCIOIB30BAHUM METPUK 0OHapyxkeHus DDoS-atak, opranuzanuu u
MPEANPUITHS MOTYT OIEPATUBHO pearupoBaTh Ha TMOJO3PUTEIILHOE IOBEICHUE U MPEeAO0TBpaIiaTh
Cepbe3HbIe TOCNEACTBHUS aTakW, Takhue KaKk OTKa3 B OOCTy)KMBaHMUM U ToTeps OU3HECOBOIt
MPOIYKTUBHOCTH.

OpHako, BAXKHO OTMETUTh, YTO METPUKU 0OHapyskeHuss DDoS-atak He ABIAIOTCS €IUHCTBEHHBIM U
MOJTHBIM PEIICHHEM JIJIsl 3alUThl OT aTak. OHU JOKHBI OBITh MCIOJIB30BAHBI B COUYECTAHUH C JAPYTHUMHU
Mepamu 06€30MacHOCTH, TAKIMH KaK MEXCeTeBbIe DKpaHbl, pokcu-cepBepsl, IDS/IPS cucremsr u T.1., 1is
o0ecrniedeHus MOJIHOTO U HaJIe)KHOTO 0OHapykeHusl 1 3amuThl oT DDoS-aTak.

Bcerna BaxxHO OOHOBIIATH U COBEPIICHCTBOBATH METPUKHU OOHapyxkeHus DDoS-atak, 4To0bI OBITH B
Kypce TOCIIETHUX METOJ0B M MHCTPYMEHTOB, UCIIOJIB3YEMBIX 3JI0YMBINIUICHHUKAMH. Taxxke, He00X0IMMO
MPOBOANTH PETYIAPHOE OOYYEHHE MEpPCOHANAa W MOBBINIATH OCBEJOMIIEHHOCTH O COBPEMEHHBIX Yrpo3ax
DDoS-atak, a Takke ONTHMH3UPOBATh W HACTPaWBaTh COOTBETCTBYIOIIME WHCTPYMEHTBI IS
3¢ (HEeKTHBHOTO U HAJICKHOTO OOHAPYKEHUS aTaK.

B niennom, metpuxu o6HapyxeHuss DDoS-aTtak sIBASIOTCS BaKHBIM KOMIIOHEHTOM B OOIIEH CHCTEME
3amuThl 0T DDoS-atak,  uX UCHOIB30BaHUE MOXKET TTOMOYb YIYUIIUTh O€30MacHOCTh CETEH U PecypcoB
KOMITaHUH.
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AHAJIN3 NIEKTPOMATMHUTHbIX 9KPAHOB C FEOMETPUYECKN HEOAHOPOAHOM
NMOBEPXHOCTbIO

UykmHa A.A., CkpbiT O.H., KpaByeHko E./].
ep.261402

benopycckmi rocy4apCcTBeHHbIN YHUBEDCUTET MHGOPMATUKN U PAANOI/IEKTPOHMKY,
r. MuHck, Pecriybsmmka besapyce

Hay4Hbiv pykoBogutesnb.: CaBaHoBuyd C.3. — aCCUCTEHT Kageapb U

AHHOTauma. B pabote npuBeaeH 0630p OCHOBHBLIX XapPaKTEPUCTMK 3SKPAHOB
3N1EKTPOMArHUTHOMO U3/TyYEHUSI C FTEOMETPUYECKN HEOAHOPOAHON MOBEPXHOCTbIO
n cnocoboB nx opMmMpoBaHUS. YCTAHOBMIEHO, YTO AMana3oH paboumx 4acTtoT
TAKMX 3KPaHOB oOnpeaensietcss BbICOTOM W (pOpMOM  HEOAHOPOAHOCTEMN,
CcOpMMPOBAHHBIX Ha MX MOBEPXHOCTU. [ToKa3aHa NepCrnekKTUBHOCTb MPUMEHEHUS
KOHCTPYKLUMA 3KPaHOB, BbIMOMHEHHbIX B Buae nonychep Ha OCHOBe
yrnepogocoaepalmx KOMMOHEHTOB, ANS pEelleHUs Pa3nu4yHbIX 3aga4y, B TOM
yncne NPOTUBOAENCTBUSA YTEUKN MHDOPMaLIMM MO SN1EKTPOMArHUTHOMY KaHany.

KnroueBble C/I0Ba: 3/1eKTPOMArHUTHOE MU3MYyUYEHNE, SNEKTPOMArHUTHbIN KaHar,
3KpaH, reoOMeTpUYECKM HEeOAHOPOAHasl MOBEPXHOCTb, MNonycdepa, yrnepoa,
nMpamMuaa, MoOrnoTUTENb  3NEKTPOMArHWUTHLIX  BOJIH,  PaAMONOriOLLAOLLNIA
MaTepwuarn.

BBegerne. YBennueHne KonnyectBa TEXHUYECKUX CPeACTB, YHKLUMOHNMPOBAHME KOTOPbIX
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CBS3aHO C WCMOMb30BaHMEM  3M1EKTPOMArHUTHOMO  u3nydveHus (OMU)  paaMovacTOTHOro
AvanasoHa, wan cosgaHveM noboyHoro MU, ocTpo cTaBuT NpobreMy CHWXXEHMSI ero YpOBHS
ANS pelleHnsl BO3HMKAKWMX B CBSA3M C 3TUM 3agady 3awuTbl 6uonormyeckmx o6BHEKTOB,
obecrneyeHnss 3N1eKTPOMAarHUTHOM COBMECTMMOCTM PaAMO3EKTPOHHOM annapaTypbl, a Takxe
NPOTMBOAENCTBUS yTEUKM MHDOPMALIMKM NO 3NEKTPOMArHMTHOMY kaHany [1].

OaHMM 13 cnocoboB pelleHnst YKasaHHbIX 3aad SIBASIETCS SKpaHMPOBaHWE, OCHOBAHHOE
Ha MOrnoweHnn 6onbluer YacTu MU3NyYeHMn MaTepuanamm, BXoAsWMMM B COCTaB 3KpaHa SMU,
NPY MMHMMASIbHOM MX OTPAXXEHUM 3@ CYET HaNNYUS B SKPaHMPYIOLWEM MaTepuane pesncTUBHLIX,
AV3NEKTPUYECKNX M MAarHUTHBIX MNOTEpb B ero paboyem ananasoHe 4acToT [2].

OCHOBHas1 4acrb.

YCTpaHeHne OCTaToO4HOro oTpaxeHus SMU  obecneuvBaeTcs GOPMMPOBAHMEM  Ha
MOBEPXHOCTN 3KPaHOB FEOMETPUYECKMX HEOAHOPOAHOCTEM B BMAE BbIMYKIOCTEMN, BbICTYMOB,
BNagMH WM  MUKPOHEpOBHOCTEN. [locTuxeHune Tpebyembix 3HauyeHun Ko3hhMUMEHTOB
oTpaXkeHns n nepedaym IMU TakMX KOHCTPYKUMA 0becneymBaeTcs ONTUMU3ALMEN FTEOMETPUM U
CTPYKTYpPbl 3KpPAHOB MPUMEHUTESNIbHO K ANana3oHaM 4acToT UX NPUMEHEHUS.

B pabote [3] npeanoxeH nornotutens MW, Ha NOBEPXHOCTM KOTOPOro CHOpMUPOBAHbI
HeogHopoaHocT B Buae nonycgep BbicotoM 1,0-1,5 cM, cHOpPMMPOBaAHHLIX Ha OCHOBE
yrnecoaepxaimnx KOMMOHEHTOB (pncyHoOK 1). [obasneHve MOpOLKOO6pa3HOro
aKTUBMPOBAHHOIO0 KOKOCOBOrO YIS MpU M3roTOBMNEHUM TakuxX nonycdep npuBoauT K CHUXKEHWUIO
3HayYeHun koadduumneHToB nepeaayn MU nornotutTens Ao ypoBHs B —21 Ab, oTpa)eHus ao —
10 agb Ha u4actotax 6...7 [Tu, 4TO NO3BOMAET peKOMeHAOoBaTb WX AN4 3awuTbl CpeacTs
BbIYNCIIUTENTbHOW TEXHUKMN OT MOMEX.
dopMupoBaHME Ha MOBEPXHOCTM 3KpaHa DMMW, BbIMNOMHEHHOMO HA OCHOBe cMecn 6eToHa C
MOPOLLUKOOOPA3HbIMKA  WIYHIMTOM M TayputoMm [4], nupamup Bbicoton 30 MM NpuBOAUT K
CHWXXEHUIO ero 3HayeHun koadduumeHTa oTpaxeHuss B npeaenax —10..—20 agb B AvanasoHe
yactoT 3...12 Ty (pucyHok 2). Ons aHanormyHoro skpaHa OMW, U3roTOBNEHHONO Ha OCHOBE
cMecn 6eToHa M TaypuTa, 3HayeHus KoddhduUMEeHTa OTPaXKeHUS BapbupylTCA B npegenax —
9,8..—-16,3 ab B paccMaTpuBaeMOM [AuanasoHe 4acToT. BBegeHMe Takux 3kKpaHoB OMU B
CTPYKTYPY HapYXHbIX CTEH 34aHWN MO3BONSIET CHU3WUTb YPOBEHb U3Ny4YeHWU, CHOPMUPOBAHHBIX
CpeacTBaMU TEXHMYECKOM pasBedKM M BHECTU MoMexu B UX paboTy. lNpu 3TOM CNOCO6HOCTb
nMpaMuaanbHbiX 3kpaHoB MU nNoaaBnsiTb MOLIHOCTb M3/Ty4eHU B AManas3oHe yacToT 3...12 Ty,
obecneumBaeT 3aWMUTy MepcoHana, HaxOASWMXCS BHYTPU TaKUX MOCTPOEK, OT HeraTUBHbIX
3N1EKTPOMArHUTHbIX BO3AENCTBUN.

PucyHok 1 — ®parmeHT 3kpaHa MU PucyHok 2 — ®parmMeHT 3kpaHa MU

Mornotutene anekTpoMarHUTHbIX BOAH (M2B) ana 6e33x0BblX KaMep U 3KpaHWPOBaHHbIX
noMeweHnn [5] npeactaBnsieT coboM  TPEXCNOMHYK  KOHCTPYKUMIO,  COCTOSILLYIO K3
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ANBNEKTPUYECKOrO MaTepyana KIMHOBUAHOIO TWMNa, NAacTUH M3 MarHWM-LUMHKOBOro (epputa u
MeTanmyeckon noanoxkn (pucyHok 3). [llpumeHeHne T[3B obecneuvBaeT WUCKIHOYEHME
M3Ny4YeHMn B npedenax kamepbl (MOMeEWEHMs1), a TakXkKe MO3BONSET CHU3UTb 3HAYEHUS
Koa(pdumumeHTa oTpaxeHus MU no mowHoctn B npepenax —12..—40 agb oT crteH kamep
(nomellennit) B ananasoHe yactot 30...37,5 Tu 3a cyeT u3MeHeHus ero BbiCOTbl OT 250 ao
350 mm.

M3B «TOPA» [6] nupammnaanbHoro Tmna, paspabotanHbii B HAW M@ BrY, BbiNOIHEHHbIN
B BMAE MaHENen M3 31acTUYHOrO MEHOMONNYpPETaHa C YrNepoaHbIM HanoHuTenem (pUCyHoK 4),
npeaHasHayeH Ansi MOKPbITUSI BHYTPEHHWX MOBEPXHOCTEM M 000OpyAOBaHMS paboumx MecT B
6e33x0BbIX Kamepax. BapbupoBaHue BbICOTbI nornotutens ot 75 go 640 mMm obecneumBaer
CHUMXXEHME ero 3HayeHun koadduumeHTa oTpaxeHns MU B npeagenax —15...-50 ab B ananasoHe
yactot 0,12...37,5 T,

PucyHok 3 — 2B PucyHok 4 — M5B «TOPA»

BapbupoBaHue BbICOTHI paguonornowatowero matepmana (PriM) «Mox-IM» (pucyHok 5) B
npegenax 70..850 MM, BbIMOMHEHHOr0 B BWAE HAMOJHEHHbIX HaHOAWMCMNEPCHbIM YrnepoAHbIM
HaMoMIHUTENEM NEHOMOSIMYPETAHOBbIX 6/TOKOB NpamMmnaanbHoM opMbl, 06€CNEUNBAET CHUXKEHME
€ro 3HayeHuh koaddpuumeHTa oTpaxeHns MU B npegenax —3..—60 Ab COOTBETCTBEHHO B
AnanasoHe yactot 0,1...60,0 Ty [7].

N3meHeHne BbicoTbl PIMM «TECAPT» [8], BbINOSIHEHHOrO B BUAE AMSNEKTPUYECKMX
naHenen nupaMmaanbHOro U3 3/1aCTUYHOrO NEHOMNONNYPETaHa C Yr/iepoAHbIM HanoTHUTENEM, OT
165 no 880 MM obecrneuMBaeT CHMXXEHME €ro 3HayeHun koadduumeHTa oTpaxkeHus MU B
npepenax —20...—=50 ab cooTBeTcTBEHHO B AMana3oHe vactoT 0,2...100,0 Mu. (pucyHok 6).

PucyHok 5 — PINM «Mox—T1» PucyHok 6 — PIM «TECAPT»
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BapbupoBaHue BbicOTbl [19B  «YHuBepcan-enota» [9], BbINONHEHHOro B Buae
nMpamMuaanbHblX ~ KOHTEMHEPOB  3amnOJIHEHHbIX  PaAuoMOoriowalowen  KoMnosuumen  C
NCMosb30BaHWEM YrniepoaHOro BosokHa, B npedenax 200...580 MM, obecneumBaeT CHUXeEHUe ero
3HayeHun koadduumeHTa otpaxeHns IMU ¢ —10 po -50 ab B amManasoHe yactot 0,1...100,0
[Ty, 4TO NOKa3blBaeT aKTyaNbHOCTb €ro npuMeHeHus aAns obnmuoBKM 6e33X0BbiX Kamep,
UMUTUPYIOLWMX CBOBOAHOE MPOCTPAHCTBO MPU UCMBITAHUAX PaaNOTEXHUYECKUX KOMMIEKCOB W
AQHTEHHBbIX CUCTEM Pa3/IMYHOIMO Ha3HAYEHWS; MOMELLUEHMM, WCMONb3YEMbIX AN NPOBEAEHMS
aTTeCTauMOHHbIX paboT no cepTUdMKaUMM TEXHUYECKMX CPeACTB Ha  3/1EKTPOMArHUTHYHO
COBMECTUMOCTb, @ Takxke obecneyeHus 3awmTbl 06CTYyXXMBaKOLWEro nepcoHana OT BO3AENCTBMS
N3ny4eHnmn (PUCyHOK 7).

PvcyHok 7 — BapuaHTbl BbinonHeHus MN3B «YHusepcan-Aensta»

3aksmoyeHne. B pesynbtaTte aHanM3a OCHOBHbIX XapakKTEPUCTMK KOHCTPYKLUMA 3KPaHOB
OMU C reoMeTpuyeckn HeOAHOPOAHLIMM MOBEPXHOCTSIMM YCTAHOB/IEHO, YTO CHWDKEHME WX
3Ha4yeHun KoapdmUMeHTOB oTpaxkeHust B npegenax —3...—50 ab B avanasoxe vactot 0,1...100,0
My obecneunBaeTcs 3a cyeT GOPMUPOBAHUS HA UX MOBEPXHOCTU NUpaMui KIMHOBUAHOrO TUNa,
BbIMNO/IHEHHBLIX Ha OCHOBE YrNepooCoAepXXallumMxX KOMMOHEHTOB, BbicoToM OoT 70 Ao 850 MM.
[MokazaHo, YTO Takme KOHCTPYKUMM 3KpaHoB MU npumeHsaoTcs ans gopMmpoBaHus 6e33X0BbIX
KaMep WM 3KpaHMPOBaHMSI NMOMELLEHMI B BUAY MX 3HAUUTENbHbIX rabapuTHbIX pa3mMepoB. Takum
obpa3oM onpefeneHo, 4YTO yBenuyeHue BbICOThbl nonycdep, CPopMMUPOBAHHLIX HA OCHOBE
aKTUMBMPOBAHHOIO0 KOKOCOBOro yrns, A0 15 MM no3BonuT paclumputb avanasoH pabounx 4actoT
nornotutenen MU ot 6...7 go 2...100 My npu 3Ha4YeHUsX Mx KosduUMEHTA OTPaXKEHUS He
Hmxe —10 ab.
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ANALYSIS OF ELECTROMAGNETIC SCREENS WITH A GEOMETRICALLY
INHOMOGENEOUS SURFACE

Shchukina A.A., Skryt O.N., Kravchenko E.D.
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Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus
Savanovich S.E. — assistant of the department of information security

Annotation. The article provides an overview of the main characteristics of
electromagnetic radiation screens with geometrically non-uniform surfaces and
methods of their formation. It has been established that the operating frequency
range of such screens is determined by the height and shape of the non-
uniformities formed on their surface. The potential of using screen structures, in
the form of hemispheres made of carbon-containing components to address
various tasks, including counteracting information leakage through the
electromagnetic channel, is demonstrated.

Keywords: electromagnetic radiation, electromagnetic channel, screen,
geometrically  non-uniform  surface,  hemisphere, carbon, pyramid,
electromagnetic wave absorber, radio-absorbing material.
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AHHOTanusi. B 1aHHOM Te3uce Ipeaiiaraercsi aHalld3 Mpoliecca BbIOOpa alropuTMa MOUCKA, BKIIOYAs
paccMOTpPEHHE OCHOBHBIX KPUTCPUCB, BIHSIOIMIAX HA 93TO pEIICHHE, a TaKKe IPEJIOCTaBICHUE

peKOMCHHaL{I/Iﬁ 10 ONTUMAJIBHOMY NOAXOAY, YUUTbIBAA pa3H006pa3He 3aJa4 U Tpe60BaHPII7[ COBPEMCHHBIX
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KioueBble ¢J10Ba: aropuT™ MOMCKa, KPUTEPHH [TOMCKA, MATPHIIA CPABHEHHUS aJITOPUTMOB

Beéeoenue. OpnHoli W3 BaxHEHIMX TMporeayp o0OpabOTKM WHGOPMAIMK SBISICTCS TTOWCK.
ANTOPUTMBI TIOWCKAa YCIENTHO MPUMEHSIOTCS B Pa3IUYHBIX cepax COBPEMEHHBIX WH(POPMAIMOHHBIX
cuctem (MC), Bkirodass aHaau3 JaHHBIX, OMOMH(GOPMATHKY, MalIMHHOE OOy4YeHHWe, KpunTorpaduio,
POOOTOTEXHUKY, HTPOBYIO UHIYCTPHIO H JIP.

Boibop »addexTuBHOrO anropuTMa IOMCKAa HWIrpaeT KIUYEBYI0 pOJb B oOecrneueHuu
MPOM3BOIUTENBHOCTH U (yHKIIMOHambHOCTH MC. CyiecTByer psii akTyaldbHBIX MPOOJIEM, C KOTOPBIMHU
CTAJIKUBAIOTCS CIELUAINCTBI, BKIIOYAlOUIMe B ce0s y4yeT pa3iMyHbIX TpeOOBaHUN 3aJay, BBICOKAs
MPOU3BOJUTEIILHOCTh C OOJBIIMMU OOBbEMaMU JIaHHBIX, a TaKXKe HEOOXOJUMOCTh aJanTalid K
M3MEHSIOIIUMCS YCTIOBHSIM.

Ocnosnaa uacmp. CylmecTBYET MHOXXECTBO PA3IMYHBIX QJITOPUTMOB IOMCKA, HUMEIOLIUX CBOU
peuMyIlecTBa U HepocTaTku [1]. PaccMoTpuM OCHOBHBIE KIIacChl aITOPUTMOB, MPEACTaBISAIONINE cOO0M
(dyHIIaMEHTAIBHBIE MTOXObI K PEIICHUIO 33714 MMOMCKA.

Jluneinbiii. OauH U3 Hauboyiee MPOCTHIX METOJOB, MPH KOTOPOM 3JIEMEHTHI MOCIEAOBATEIHHO
MIPOBEPSAIOTCS HA COOTBETCTBUE KPUTEPHIO MOWCKA, OJHAKO, ()(HEKTUBHOCTh CHIDKACTCS C YBEIHMYCHHEM
o0bema gaHHbIX. [IpuMeHsieTcs B ciiydasix, KOrjaa CTpYKTypa JaHHBIX HE MPEAOCTaBIsIeT JOMOIHUTEIbHOM
nHGOPMAILIUY O PACHIPECTICHIH YIEMEHTOB.

bunapnsiii. Metoa /uis ynopsiIOYeHHBIX JaHHBIX, TPU KOTOPOM JHAMa30H MOKMCKa COKpAalllaeTcs B
JIBa paza Ha KaXXJOM Iuare, o0ecrneurBas 3HAYUTENIbHBIN MPUPOCT IMPOU3BOJIUTEIBHOCTH, OCOOEHHO B
ciydae 00JIbIIUX 00BEMOB JaHHBIX.

XemwupoBaHue. AJTOPUTMBI XCIIMPOBAHHUS MPEOOPA3yIOT BXOTHBIC IaHHBICE B YHUKAJIbHBIC
3HaueHus, o0ecrneunBas ObICTPBIA JocTyn K HUM. OnHako 3(G(EeKTUBHOCTh 3aBHCUT OT KadyecTBa Xelll-
(GYHKIIUHU ¥ YPOBHS KOJUTU3HN. M 1eanbHO MOAX0IUT JIJIsl TIOMCKA B 0a3aX MAaHHBIX M CJIOBAPSX.

Anroput™el moucka B rpadax. Metoabl AN pelieHHs 3a/1ad MOUCKa B CETEBBIX U TpadoOBBIX
CTPYKTypax JAaHHBIX, TaKUX Kak anroput™m JledikcTpbl, anroputmbl noucka B mupuHy (BFS) nmu B
rnyouny (DFS) [2].

AnroputMbl MammHHOTO oOydenus. [lonck wH}Opmanuu B COOpaHHBIX JaHHBIX Ha JTare
MOJIETTUPOBAHUS MTPOU3BOJUTCS MaTeMatuueckoi ¢yHkiue. OOyueHrne 3aBUCUT OT TUIA UCIOIb3yeMOn
Mozenu [3].

Breibop moaxopsmiero anroputMa Jisi KOHKPETHBIX TpeOOBaHMW — OTO BaKHAas 3anada, U
CYLIECTBYET HECKOJIBKO METO/OB Ul OIpENENCHUs, KakoW alroputM MOXKeT ObIThb Haubosee
onTuManbHbIM. OJHAKO, YHUBEPCAIBHOTO MeEToAa HET, a 3(PPEeKTUBHOCTh KaXKIOTO 3aBUCUT OT
KOHKPETHOM 3a/1auu, JAaHHBIX U YCJIOBHM puMeHeHus1. HeoOxoaumo npeaBapuTeibHO CUCTEMAaTH3UPOBATh
3aJla4M 10 MX XapakTepucTukam. PazpaboTka METOAO0IOTHH CHCTEMaTH3alluu 3a1a4 MO3BOJIUT 00Jiee TOYHO
OTIPEeIeTNTh, KAKUE KPUTEPUU CIIETYeT YUUTHIBATh MPU BHIOOpE airopuTMa. PEKOMEHI0BaHBI CIIETYIONINE
KpUTEpUU:

1. DpdexTuBHOCTH MO BpeMeHH U pecypcaM. CKOPOCTh BBINOIHEHHUS SIBJISETCS TJIABHBIM (PaKTOPOM
pu 00paboTKe 3alpPOCOB B pEabHOM BpeMeHH. PecypcoeMKOCTh aKTyanbHa B YCIOBHUSIX OTPAaHHYEHHBIX
BBIYMCIIMTEIBHBIX MOIITHOCTEH WIIH MPH paboTe B 00JIaYHBIX CEPBUCAX.

2. Pabora ¢ GonbmiuMu 00beMaMU JTAaHHBIX. AJTOPUTMBI JOJKHBI OBITH CIPOSKTUPOBAHBI TaKUM
oOpa3zoM, 4ToOBI OOeCTeYrBaTh BBICOKYIO CKOPOCTh MOMCKAa M O0OpaOOTKH OOJBIINX OOBEMOB JaHHBIX.
D PeKTUBHOCTD aNropuT™Ma MOXKET 3aBUCETh OT TOTO, KAKUM 00pa3oM JaHHBIE OPTaHHW30BaHbI B MAMSITH.
CyIecTBEHHO yIYYIIUTh TMPOU3BOIUTEIHHOCTh IMO3BOJIAT HCIIONB30BAHUE ONTHUMAIBHBIX CTPYKTYP
TAHHBIX, TAKUX KaK JIEPEBbs WU XEII-Ta0IHIIbI.

3. YCTOHYMBOCTH K HM3MEHEHUSM B JaHHBIX. CHOCOOHOCTh JMHAMHYECKH aJalTHPOBATHCS K
W3MEHEHUSM BXOJHBIX JAaHHBIX, BKIIIOUas 100aBlIEHNE WU yAalleHUe 31eMeHTOB. OCOOCHHO aKTyalbHO B
CUCTEMAaX, B KOTOPBIX JJaHHBIE MOCTYMAIOT UJIN U3MEHSIFOTCS YacTo.

Ornpezenenre alropuTMa B paMKax KaKJI0¥ KaTeropuu 3ajad IPOU3BOAUTCS CO3/IaHUEM MAaTPHUIIbI
CpaBHEHUs, B KOTOPOW aJITOPUTMBI OIIEHWBAIOTCS MO PA3IUYHBIM KpHUTEpUsIM. Marpuiia mpHOPUTETOB
(MaTpua KpuUTepUeB) — 3TO HHCTPYMEHT, C IMOMOIIbI0 KOTOPOTO MOXXHO PaHKHUPOBATh MO CTENEHU
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BaXHOCTH JaHHBIE U nHpopManuio [4]. Kputepun He orpaHHYEHHBI IEPEUHCICHHBIMU BBIIIE, K TIPUMEpY,
KPUTEPUSIMH MOTYT SBIATHCS MPOCTOTA peaju3aluy, cneuuduyeckue TpeOOBaHUS K 3ajJadye U ApyTHe.
OneHkn MOTYT OBITh IPEACTABJICHBI B YHCIOBOM (hOpMe MM HMCIIOJIb30BAaThCS KAUeCTBEHHBIE OLIEHKHU, B
3aBHCUMOCTH OT KOHKPETHBIX TpeOoBaHMi. MaTpuia npezacrasiser co0oi Tabaully, B KOTOPOM B CTPOKAX
YKa3blBalOTCA AITOPUTMbI, a B CTOJNOIAX — KpuTepuu cpaBHeHus. lIpumep MaTpuibl CcpaBHEHHUSA
aJITOPUTMOB IIpHUBEJIEH B Tadauie 1.

Tabnuua 1 — Marpuiia cpaBHEHHUS aJTOPUTMOB MTOKCKA.

Knacc OcCHOBHBIC AddexruBHOC Pa6ora ¢ Ycroiiuus
aNrOpPUTMOB XapaKTEepPUCTUKU Th 110 BPEMEHU OoybIIMMH 00BbEMaMHU | OCTb K
JTAaHHBIX M3MCHEHHSM B
JTAHHBIX
JIuneitn IIpocroTa Huzkas 3arpatsl Heycroiiu
bIil MOUCK peanuzanuu JIuneiinas pacTyt UB
SKCIOHEHIHAIBHO C
YBEJINYCHUEM JaHHBIX
Bunapu Tpebyetcs Jlorapudmmde He mogxonst Tpebyer
Bl TIOUCK OTCOPTHPOBAHHBIN cKast TUTS TIePEeCOPTHPOBKH
MaccCHB HEYNOPSA0UEHHBIX JaHHBIX IPU
JIAaHHBIX U3MEHEHHMSX
Xemupo BricTprrit KoHncranTHast 3aBUCHUT OT VYcroituus
BaHHE JOCTYII K IJaHHBIM XelI-(pyHKIHH,
BO3MO>KHBI KOJUIU3HU
Anropu Tpebyet 3aBUCHUT OT HexoTopsie 3aBucut
TMBI TTIOHCKA B ONTHMU3AINH U KOHKPETHOH 3aJa4ui 1 AITOPUTMBI OT KOHKPETHOTO
rpagax aJanTanuu XapaKTepUCTHK rpada CTaHOBSTCA aNropuTM™Ma.
(KOMMYECTBO BEPIIMH U | BEIYUCIUTEIHHO DFS u
pEdep) CJIO)KHBIMH C BFS -ycroitunssl
YBEJIMYCHUEM pa3Mepa
rpada
Anropu Bricokas 3aBUCHUT OT TTonxomst Ycroituns
TMBI MAIIMHHOTO | TOYHOCTb, HO MOJIEJIN ¥ JAHHBIX U1 00pabOTKH
00yueHHs Tpedyercs o0ydeHne 60pIIIX 00BEMOB
JIAHHBIX

CrnenyrommmM 3TarioM METOJOJIOTMM aHaJIW3a alrOpUTMOB MPEIIOIaraeTcsi CO3JlaHuE METO/0B
KOJMYECTBEHHOW OIIEHKH KPUTEPHUEB U KaXAOro alropuTMa. DTH METOAbl MOTYT BKJIIOYAaTh B CeOs
pa3paboTky MeTpuk. [103BOJsIET BBIPA3UTh OIEHKH IO KAXKIOMY KPUTEPUIO B YHUCIOBOWM (opme, 4TO
YIPOIIIAaeT aHATIU3 U CPABHEHHE AITOPUTMOB, 00ECTIEYMBAET CUCTEMATH3AIMIO MTOIX0/1a K ATOMY MPOILIECCy.

[IpuMeHUM METOI0JIOTHIO BEIOOpA aJIrOpUTMa Ha MPUMEpPEe KOHKPETHOM 3a/lauu: aHAJIN3 JaHHBIX B
o0JacTd MEIUIMHCKOTO HCCIENOBaHUS. XapaKTepUCTUKU 3aJauyd: O00beM JaHHBIX — OOJNBIION
(MeIMIIMHCKUE 3aMUCH, U300PAKEHUS U Pe3yJIbTaThl UCCIICIOBAHMI ); BPEMEHHbBIE OTPaHUYEHUS — Pa3HbIE,
B 3aBHCHUMOCTH OT KOHKPETHOH 3ajaud; CTPYKTypa NaHHBIX — pa3sHOOOpa3zHas (TEKCT, M300paKeHHs,
YHUCJIOBBIC JAHHBIE).

CucremaTu3zaiys 3aJa4d MO TOUCKY B 0a3e JaHHBIX MEIUIIMHCKUX 3amucedl BKIIOYaeT B cels
paszzeneHue 3aJayd Ha TO/A3aJa4d B COOTBETCTBHM C XapaKTEPUCTHKAMU JaHHBIX (TEKCTOBBIC,
M300paKeHUs, YUCIOBBIC IaHHBIC) U OMpeelieHUE KIIFOUEBbIX KPUTEPHUEB I KaxaA0H moa3agadu. Takum
o0pa3oM, MOKHO BBIIECNTUTH Tpu moa3anaun. [log3amava 1: MOMCK B TEKCTOBBIX MEAUITMHCKHUX 3aIUCAX.
3HaUMMO TOYHOE HaXOXJACHHE MH(POPMAIUHU, YYUTHIBasE OCOOEHHOCTH MEIUIIMHCKONH TEPMHUHOJIOTHH U
cemantuku. llom3amaua 2: pacmo3HaBaHWE W TIOMCK B MEAMIIMHCKUX HW300pPaKEHHSIX, B CHHUMKAx C
MEIHUIIMHCKUX YCTPOWUCTB (HampuMep, B PEHTIeHOBCKUX CHUMKax). llog3zamada 3: MOWCK B YMCIOBBIX
JAHHBIX, TAKUX KaK Pe3yJIbTaThl JaOOpaTOPHBIX MccienoBannii. Kaxkmas mom3amgada moaqIuHSIETCS CBOUM
YHUKAQJIbHBIM TPEOOBAHHSIM, M BBIOOp aITOPUTMOB ISl PEIISHHsSI 3TUX T0/133/]1a4 I0JKEH OBITh COTJIacOBaH
C COOTBETCTBYIOIIMMHU KJFOUEBBIMUA KPUTEPHUSAMHU JJisi OOECIEUYEHUs] ONTUMAIBHONW 3(P(HEKTHBHOCTH
CUCTEMBI TIOMCKA B 0a3e JaHHBIX MEIUIIMHCKUX 3alHUCeH.
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CozmaauM MaTpUIly CpaBHEHHUS OCHOBHBIX alrOpuTMOB (TIpelcTaBieHa B Tabmuie 2) B 0ase
JaHHBIX MEAMIMHCKHUX 3alHCel, YYUThIBAs CJIEAYIOIIHEe KPUTEPUU: TOUYHOCTb, BO3MOXKHOCTH PabOTHI C
Pa3IMYHBIMU THUIIAMU JAHHBIX U YCTOMYMBOCTH K U3BMEHEHUSIM B JJAHHBIX.

Tabnuia 2 — MaTpuiia cpaBHEHHsI aITOPUTMOB B 06a3e TaHHBIX MEAMIIMHCKUX 3aIluceil.

AJNTOpPUTM NIOKCKA TouHocT Bo3moxkHOoCTh Y cTOoMUnBOCTD K
b paboTBl ¢  pa3NMYHBIMH | U3MEHEHMSAM JaHHBIX
TUIIAMHU JaHHBIX
JIvHelHbIl ++ T+ .
bunapHbIi +++ +++ -
XemupoBaHue ++++ ++++ -
ANropuTMBI  IIOHUCKAa B +++ ++++ 4+
rpadax
MammnHHOe 00y4eHHe ++++ ++++ ++++

OOBbscHEHHE 0003HAYCHUI:

++++ : 04EHBb BBICOKUI YPOBEHb COOTBETCTBUS KPUTEPHUIO;

+++ : BBICOKHM YPOBEHb COOTBETCTBHS KPUTEPHIO;

++ : yMEpEHHBIN YPOBEHb COOTBETCTBUS KPUTEPHUIO;

--- { HU3KUH YPOBEHb COOTBETCTBUS KPUTEPHIO;

-- : OUYCHb HU3KHUH YPOBEHb COOTBETCTBHSI KPUTEPHUIO.

OueHuB pasauyHble AITOPUTMBI MOUCKA C Yy4YeTOM TpeOOBaHMU 3akayd B 0as3e JaHHBIX
MEIULMHCKUX 3alUCEH, PE3IOMUPYEM:

- HE PEeKOMEHJIOBAaHbI JUHEWHBIA M OMHApHBIN moucku. llepBeiid, T.K. MeHee 3 (eKTuBeH I
O0sbIIMX 00BEMOB JIJAHHBIX, BTOPOM — IO IPUYMHE TOT0, YTO TPEOYeT yNopsI0YECHHbIX JaHHBIX;

- TPEANOYTUTEIbHBl B HCIIOJB30BAaHUM: JIJISI TEKCTOBBIX MAHHBIX W HM300paKEHUH —MAallnHHOE
o0y4eHue, JUIs YUCIIOBBIX JaHHBIX — aJIrOPUTMBI B rpadax, Mpu XopoueH Xem-(yHKIUKA U OTpaHUYEHHOM
00bEeMe TaHHBIX — XEIIMPOBAHUE.

3aknwuenue. Metononorus BbIOOpa anropuTMa SBJISIETCS KPUTHUECKUM IEMEHTOM B 00JacTh
MH(POPMALIMOHHBIX CHUCTEM M IMPHIOXKEHHUH, rae 3(()EeKTHBHOCTh MOUCKA HAMPSAMYIO BIMSET Ha OOLIyIO
MIPOU3BOJIUTENILHOCT. AHAIN3 Pa3INYHbIX KPUTEpUEB BbIOOpA, TAKMX KaK 3()(PEKTUBHOCTh MO BPEMEHU U
pecypcam, pabota ¢ 60IbIIUMH 00bEMaMU JaHHBIX U YCTOHYMBOCTh K U3MEHEHHUSM, ITO3BOJINII BBIJICIUTh
BaYKHBIE ACIIEKTHI, KOTOPBIE CIEAYET YUUTHIBATh MIPHU BbIOOpE aqroputMa. Meromonorus, npeioKeHHas B
Te3Hce, NPEAOCTABISIET CUCTEMAaTU3UPOBAHHBIN U KOMIIIEKCHBIM MOAX0 K 3TOMYy nporeccy. [Ipumenenne
METOJIOJIOTUM Ha TMpakTUKE, Yepe3 pacCMOTPEHHE KOHKPETHOH 3aJaud U CpaBHEHHE pe3yibTaToOB
BBIOPAHHBIX AJTOPUTMOB, JEMOHCTPUPYET €€ 3PPEKTUBHOCTh B pa3IMUYHBIX OONACTAX, U MOATBEPIKIAET
HE00X0IMMOCTh HHANBUAYAIBHOTO MOX0/1a K BEIOOPY aJrOpUTMOB B 3aBUCUMOCTH OT KOHTEKCTA 3aJ1a4H.
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Abstract: In the field of medical physical therapy, the identification of human body activities is of great
significance. Smartwatches are equipped with powerful sensors that provide a convenient platform for
acquiring data sets to implement and deploy mobile motion-based behavioral biometrics. This study
explores various activities of daily living and evaluates motion-based biometrics using smartwatches. The
results show good results, indicating the applicability of these techniques in identifying human activities.
And implemented through LSTM-CNN.

Keywords: medical physio therapy ,smart watches, sensors, biometric recognition, activity recognition,
LSTM-CNN.

Introduction. Identifying and verifying an individual's physical condition and human body activities are crucial
in the medical field. With advancing technology, smart watches have emerged as powerful tools in healthcare[1].
These watches combine intelligent sensors, data analysis, and real-time communication functions, offering new
possibilities for medical monitoring and management.

Smart watches play a vital role in health monitoring by incorporating features such as heart rate
sensors, exercise trackers, and sleep monitoring functions. These functions enable real-time monitoring of
users' physiological indicators[2]. By collecting and analyzing this data, smart watches provide health
status assessments and recommendations, facilitating better health management. Additionally, smart
watches can monitor essential parameters like blood pressure and blood oxygen saturation, issuing early
warnings and health risk alerts. The gyroscope sensor in smart watches accurately recognizes daily human
activities, ensuring timely acquisition of important activity information.

Gyroscopes in smart watches also prove valuable for sports monitoring and fitness management|[3].
By recognizing human body postures and movements, smart watches can accurately track activities like
walking, running, and cycling. They record key indicators such as exercise duration, distance, and speed,
offering personalized fitness suggestions. This benefits individuals seeking health management and sports
enthusiasts, enhancing their understanding of exercise status and progress.

Furthermore, the activity recognition function of smart watch gyroscopes plays a significant role in
chronic disease management and recovery. For instance, in stroke rehabilitation, smart watches can
recognize hand movements and postures, monitor rehabilitation training progress and effectiveness, and
provide real-time feedback and guidance. This personalized rehabilitation monitoring and auxiliary training
improve patients' rehabilitation outcomes and quality of life. Smart watch gyroscopes can also identify and
monitor various human activities, contributing to behavior analysis and management. By integrating
activity recognition data with physiological parameters like heart rate and blood pressure, smart watches
can provide more accurate health assessments and personalized treatment recommendations. The broad
application prospects of smart watch gyroscopes in smart medical care offer accurate and personalized
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services for personal health. Further technological advancements will expand the application potential,
introducing more innovation and convenience to smart medical care.

The study described in this article evaluates the use of accelerometer and gyroscope sensors on
commercially available smart watches for biometric authentication and identification across a wide range
of daily life activities. Different models are introduced for each activity. This study is unique as it assesses
the biometric potential of smartwatches across numerous daily life activities. Assessing a diverse set of
activities is crucial for generating effective data sets for medical human activity analysis.

Data Collection and Transformation. This section outlines the process of data collection and
transformation. The study encompasses a variety of regular physical activities, most of which are
performed daily. Physical activity is defined as specific identifiable actions with associated start and end
times. While some activities (e.g., eating pasta) may not be practical for on-demand biometric systems,
they are useful when subjects perform their normal daily activities. A continuous biometric system
operating during normal activities proves valuable. However, activities like palming and writing are easily
performed on demand. Section 6 discusses the overall biometric effectiveness of the campaign, considering
its usefulness if executed on demand.The raw sensing data consists of time series sensor data stored in
separate files. Each file contains data from one sensor (accelerometer or gyroscope) on one device
(smartphone or smartwatch) for one subject. Therefore, there are four files associated with each subject,
and the sensor data from these files can be linked through timestamp information collected during the same
time period. Each sensor measurement is recorded on a separate line in the data file, following the format:
subject-id (identifying the test subject), activity (code identifying the physical activity performed),
timestamp (Unix time when the sensor value was recorded), X, y, and z values (sensor values for X, y, and z
spatial axes). The format of recorded sensor data remains the same, regardless of whether it comes from an
accelerometer or gyroscope on a smartphone or smartwatch. The accelerometer measures linear
acceleration (in meters/second), while the gyroscope measures angular velocity (in rad/second). The raw
sensor data used in this study is publicly available from the UCI repository as the WISDM Human Activity
Recognition and Biometric Recognition Dataset[4]. Figure 1 illustrates a graphical representation of
smartphone accelerometer data for walking and jogging activities, where the y-axis corresponds to the
vertical direction and exhibits the largest magnitude. Jogging activities are more frequent than walking
activities, as one would expect.
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Classification algorithm. Three classification algorithms were used to generate the authentication and
recognition models evaluated in the cost study: k-neighbors, decision trees, and random forests. We use
implementations of these algorithms in Python's scikit-learn module, an open source library for data
mining and analysis. Default parameters are used unless otherwise noted.

Evaluation process. In this study, a data set named "UCI_HAR_Dataset" was added and divided into
a training set and a test set, where X_train and X_test contain two-dimensional tensors of the number of

time steps (n_timesteps) and the number of features (n_features) , while y_train and y_test contain one-
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dimensional tensors of the number of outputs (n_outputs). These parameters are used to build the model.
Model building. Define an LSTM model and use the model to run a complete pipeline, including data
loading, model training, visualization results and other steps. Train the model on the training data using the

Loss Accuracy
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given model and grid search results, and evaluate the model performance on the test data. To get the best
hyperparameters, get the best epochs and batches from the grid search results. The detection results
obtained are shown in Figure 2.
Then build the CNN model and use adam as the optimizer. Find the loss rate and accuracy of the run.
Finally, the CNN-LSTM neural network is constructed. After training the model, the loss rate and accuracy
curves are constructed as shown in Figure 3. Three deep learning models are defined using different neural
networks for training (LSTM, CNN, LSTM-CNN). Among them, the training process of each model
includes techniques such as parameter optimization and early stopping to avoid overfitting.

Figure 2 Training data loss and accuracy
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Figure 3 LSTM-CNN mode training data loss and accuracy
Conclusion. By analyzing the training results, we can clearly observe the ROC curve of the model,
and the accuracy of the training results is still close to 100%. This study constructed a dataset for medical
activity analysis by collecting and analyzing sensor data from smart watches. For the medical field,
forming valid data sets is very important for accurate analysis and evaluation of human activities. Through
smart watch data collection, we can obtain a large number of sample data of different activities, which
provides strong support for medical activity analysis and research. From the overall research point of
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view,Human activity detection applications based on smart watches have broad application prospects in the
medical field. The gyroscope sensor of smart watches can accurately identify and monitor human body
activities, providing important support for smart medical care. With the continuous development of
technology, smart watches will play an increasingly important role in medical monitoring, rehabilitation
and health management, and provide more accurate and personalized services for personal health.

Figure 4 mode ROC curve for each activity
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Annotation. Iris diagnostics is a method based on the recognition of its features to
determine the state of human health, genetic information and other relevant
characteristics. One of the most distinctive features of the iris is the constrictor located in
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its middle, surrounding the pupil. This is important for diagnosis, because its shape, size
and other characteristics can reveal a person's physical health..

Keywords: recognition of patterns, iris diagnosis, constrictor

Introduction. In pattern recognition, a method that uses basic element structures (primitives) and the
structural relationships between primitives to describe patterns and complete the recognition and
classification process is called structural pattern recognition [1]. Through a large number of observations of
existing iris images, it can be found that there are boundary areas with drastic changes in grayscale in the
iris part of the image, and most of these areas with drastic changes in grayscale exist in a few pixels.

Crimp wheel extraction based on structural pattern. The study found that the most drastic changes
in grayscale The part is around the inner edge of the iris image, which is a boundary in the iris image.
However, compared with the pupil boundary edge, the grayscale of the shrink wheel shows a slowly
changing trend within a certain pixel range. Compared with the non-border area There are also many pixels
with large grayscale changes. As shown in Figure 1, the pupil area is between the 40th pixel and the 95th
pixel, and the curling wheel area is between the 20th and 40th pixels. The curve in the figure Reflects the
change in grayscale around the constriction wheel and around the pupil. In order to better find the
boundary point, this paper approximately defines the center point within the boundary range as the
boundary point of the image within the range, that is, using the basic element structure to count the image
range with the largest change in the curling wheel texture in the iris image, and at the same time defining
Two modes: border mode and non-border mode, and use the sliding window method to count the number
of times each of the two modes appears in the window, find the window containing the curling wheel
texture through the rules of the number of occurrences of each mode, and complete the curling Round
extraction. [2]

Pixel grayscale change
s

160 |- y 1
140
120 |

100 i

Grayscale value

80 -
60 I
40 |
20 ; : : : : L '
0 20 40 60 80 100 120 140

Pixel position

Figure 1 — Boundary area grayscale changes

Iris preprocessin. Due to the unique structural characteristics of the human eye, iris extraction is
easily affected by lighting, collection angle, environment and other factors. In order to correct the elastic
deformation problem caused by this and eliminate the impact of translation and rotation on iris feature
extraction, it is necessary to collect the iris features. The image is preprocessed, including iris positioning
and normalization. The specific extraction process is shown in Figure 2.
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Figure 2 — Extraction process

Define primitives and patterns. The primitive in this article is a basic unit used to describe the
degree of grayscale change within a certain pixel range. Through the observation of the curling wheel part
in the normalized iris image, combined with the analysis of multiple experimental results, This article
defines a primitive as five consecutive pixels in the vertical direction, consisting of a central pixel and two
edge pixels at the top and bottom.

In order to accurately describe the grayscale difference between each edge pixel and the center pixel
in the primitive, this paper records the grayscale difference between the edge pixels 1, 2, 3, 4 and the center
pixel as q;=(i=1,2,3, 4), and define the threshold as a=9, b=4, and define the relationship between the
absolute value of the grayscale difference between each edge pixel and the center pixel and the threshold to
define the primitive mode, recorded as P{p;, p2, p3, p 4} It stipulates three modes of 0, 1, and 2 to
represent p; = (i = 1, 2, 3, 4), which represents the relationship between the absolute value of gi and the
two thresholds. If the absolute value of gi is greater than a, then p; =0. If the absolute value of g; is less
than b, then p;=1 is recorded. If the absolute value of gi is between a and b, p;=2 is recorded. When there is
a large change in grayscale between the edge pixels and the center pixels, the image at this time is mostly
in the boundary area, and p;=0 is often present at this time. Therefore, P {0,0,0,0} can be defined as
Boundary mode; Similarly, when the edge pixels have almost no change compared with the center pixels,
the image at this time is mostly in the non-border area, that is, p;=1, and the non-edge mode can be defined
as P {1,1,1,1}. It would be too simple to consider just using the above two modes as the judgment
conditions for boundary areas and non-boundary areas. In order to find out the boundary area of the
crimping wheel as completely as possible, this article adds several more types that often appear in
boundary areas and non-boundary areas. The mode of the non-boundary area is used to determine whether
the image is at the boundary, that is, let P {2,0,0,0}, P {0,2,0,0}, P {0,0,2,0}, P {0,0,0,2} to jointly serve as
the boundary determination mode, let P{2,1,1,1}, P{1,2,1,1}, P{1,1,2,1}, P{1,1,1,2} to jointly define the
non-boundary mode. [3]

Crimping wheel extraction implementation. Select a 15*15 window and slide it along the direction
of Figure 3 on the normalized image. In the same window, if the boundary mode appears more often, the
non-border mode will appear less often, and vice versa. In order to achieve an accurate description, the
boundary point on a certain column is determined by using the quotient of the number of occurrences of
the boundary pattern within the window and the number of occurrences of the non-border pattern within
the window, and the quotient is recorded as B. [4]
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Figure 3 — Window sliding direction

The extraction steps of the crimping wheel are as follows, and the extraction flow chart is shown in
Figure 4.

'

Start Define primitives Sliding window Mark boundary
and pattern search points

No

Get all boundary points

Edge mapping to Connectall

original image boundary points

Figure 4 — Curled round extraction flow chart

(1) Use a 15x15 window to slide on the normalized image in the direction, count all B,
record the maximum value, and save the center point of the window where the maximum value
of the quotient is located, which is the boundary point of the column.

(2) Move the window one pixel to the right and repeat the above steps until the image is
traversed and all boundary points are found.

(3) Connect all the boundary points and map them to the original image, which is the
calibrated shrinking wheel.

Experimental results and analysis. The results of the curling wheel extraction are shown in Figure 5.
It can be seen from the figure that the curling wheel outline extracted by this algorithm covers the entire
curling wheel area, basically outlines the outline shape of the curling wheel, and is not affected by the
eyelashes above the iris. interference.

Figure 5 — Curled round extraction
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Conclusion. As a combination of traditional Chinese medicine visual examination and western
medicine iridology, iris diagnostics plays a huge role in the field of human sub-health evaluation and
disease prevention. It has gradually been valued by various countries in the world. As a subject that has
attracted widespread attention from the world, iris diagnostics has developed a An iris-assisted diagnosis
system based on this discipline has become an inevitable trend. Crimping wheel extraction is a key step in
the iris diagnosis process. Deep learning algorithms can quickly and automatically identify and extract key
features such as crimping wheels from a large number of iris images, significantly improving the speed of
analysis and batch processing. The use of deep learning to extract crimped wheels in iris diagnosis is not
only a technological advancement, but its practical significance and application value involve many aspects
such as medical health, safety certification, and technological innovation. It is an important step in the
current and future field of artificial intelligence. one of the research directions.
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Annotation. When applying the diagnosis of lung diseases in the Internet of Things networks,
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the Grand-Cam model can be used to provide assistance to doctors by imaging lungs and diagnosing
diseases. By creating heatmaps of attention, Cad-Cam can visualize areas in an image. Doctors can observe
heat maps to make decisions about the disease and ensure that the model focuses on areas related to
specific lung diseases, increasing the accuracy and reliability of diagnosis.

Keywords: Cad-Cam, solution model, heat map of attention, diagnosis of lung diseases.

Introduction. Grad-Cam is a technique for interpretable deep learning model decisions that can be applied
in areas such as computer vision and natural language processing [1]. These techniques can help us
understand the model's focus on the input and the basis for its decision-making, rather than just treating the
deep learning model as a black box. In the application of diagnosing lung diseases in 10T networks, Grad-
Cam can be used to provide interpretability of model decisions, helping doctors and researchers understand
the model's focus on lung images and the basis for disease diagnosis. By generating attention heatmaps,
Grad-Cam can visualize the model's areas of attention in an image, thereby revealing how much the model
pays attention to different areas in the image. Specifically, when applying Grad-Cam to the diagnosis of
lung diseases, you first need to train a deep learning model that can classify or locate diseases based on
lung images. Grad-Cam technology is then used to generate a heat map that shows the model's areas of
interest in the lung image. These areas of concern may provide doctors with important clues in diagnosing
lung disease [2]. By observing the resulting heatmaps, physicians can better understand the model's
decision-making process and verify that the model is focusing on areas associated with specific lung
diseases. This can help doctors verify the reliability and accuracy of the model and provide additional
support and evidence to make more accurate diagnoses.

Principle of Grad-Cam. Grad-Cam computes the gradient of the predicted class score relative to the
activations in the last convolutional layer [3]. These gradients represent the importance of each activation
map for predicting a specific class. The general process is shown in the figure. This method does not
change the two-point structure of the model and does not require retraining the model. It only needs to
obtain the gradient of the last stage and back-transmit it.

In order to obtain the category discriminant map Grad-Cam, it is recorded as the class positioning
map LS, qa—cam € R™Y with height h, width w, and category c. First, use y¢ (logits before softmax) to
calculate the gradient of class ¢, and define the activation value of the feature map as A*[4]. The gradients
of these backflows are globally average pooled over the width and height dimensions (indexed by i and
Jj respectively) to obtain neuron importance weights ay:

¢ = 1y g 0¥
ak_ZZszaA{.‘j

1)

Among them, Z represents the number of pixels of the feature map, and Aij represents the (pixel
value of i, j position) of the k-th feature map.
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Figure 1 — Grad-Cam calculation structure diagram

While calculating ag, the gradients are backpropagated with respect to the activations. The exact
calculation equals the successive matrix products of the weight matrix and the gradient with respect to the
activation function until the final convolutional layer to which the gradients are propagated. Therefore, this
weight ay represents a partial linearization of the deep network downstream of A and captures the
"importance" of feature map k for target category c [5]. Calculate the product of the weight matrix and
gradient of the activation function, and finally perform a weighted sum and output it after activation
through RelLU:

Lgrad—CAM = ReLU(Zk alc;Ak)
2)

It is worth noting that the rough heat map output after weighting here is consistent with the feature
size of the selected convolution layer, and then the heat map is obtained through the ReLU operation. The
purpose is to only consider pixels that have a positive impact on category c.

Breath sound feature optimization based on Grad-Cam. The model in this article uses the Mel
spectrogram features of breath sounds as network input [6]. The extraction process includes: input audio
data in wav format, resample the audio at 16kHz frequency, set the window function to Haining window,
window length 25ms, step size 10ms, perform short-time Fourier transform on the audio to obtain the
spectrogram, use 64-order The Mel filter group calculates the Mel spectrum on the spectrogram obtained in
the previous step, calculates log(mel-spectrum+0.01) to obtain a stable Mel spectrum, and frames the frame
for 0.96s per second, in which the frames are not stacked, each frame contains 64 Mel bands, and each
second contains a total of 96 frames. The model in this article uses the Mel spectrogram features of breath
sounds as network input. Figure 2 shows an example of a breath sound Mel spectrum.

Figure 2 — Breathing sound Mel spectrum sample

127



60-9 Hay4Hasi koHdepeHUMsl acnNMPaHTOB, MarMCTPaHTOB U CTYAEHTOB

The features used in the basic model of this article were selected in the frequency range of 100-
2000Hz. After preliminary experiments, when Grad-Cam was used to analyze the samples classified by the
basic model, significant low-heat areas were found in the high-frequency areas of their spectra. As shown
in Figure 3, the high-heat area in the figure represents the part that is more important to the classification
model, and the low-heat area represents the part that is relatively unimportant for target prediction and
classification.

-~

— |
Figure 3 —Grad-Cam analyzes raw samples

The model's focus on the input image is mainly concentrated in the lower half of the input image,
indicating that some areas within the audio high-frequency range cannot provide good features for the
model's classification judgment [7]. Further analysis reveals that many samples have blank areas,
especially in the frequency range 1500-2000Hz. This may have an adverse effect on the network
performance of this article. In order to optimize the model effect, this article selectively cuts blank lines
from the high-frequency areas of these spectra. The purpose of this is to ensure that the network focuses on
the area of interest and reduces interference in irrelevant areas, thereby improving model performance [8].
This article chooses to cut out the area above the audio Mel frequency of 1500Hz. After pruning out the
high-frequency regions, the network starts paying more attention to the lower half of the spectrogram, as
shown in Figure 4.

-

Figure 4 —Grad-Cam analyzes optimized samples

Conclusion. GRAD COM helps explain why the deep learning model focuses on breathing sounds
and lung images and is the basis for disease diagnosis. The generated heat map of attention shows how
much the model pays attention to different regions, thus providing detailed information about the disease.
This visualization method helps to verify the reliability and accuracy of the model and increases the
reliability of the diagnosis. By observing the heat map, the doctor can better make a decision and check
whether the model focuses on areas related to the sound of breathing and lung diseases.
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MOAE/Ib BMU3YAJZIN3ALMM GRAD-CAM AN AWATHOCTUKU 3ABOJIEBAHWUMA
NEFKnNX
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AHHOTauma. Mpy NpUMEHEHWUN AMArHOCTUKWU 3aboneBaHWi nerkux B ceTsax WHTepHeTta
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N306paXXeHUSX NEerknux M AMarHOCTUKM 3abonesaHuit. Co3aaBasi TeMnoOBble KapTbl BHMMAaHWS,
Grad-Cam MoXeT Bu3yanusmpoBaTb 06nactu Ha w3obpaxkeHuu. Bpauu moryT HabnopaTh 3a
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okycpyeTcs Ha 0651acTsX, CBS3AHHbIX C KOHKPETHbIMW 3aboneBaHUSIMM JNIErKMX, MOBbILIAs
TOYHOCTb M AOCTOBEPHOCTb ANArHOCTUKM.
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AHHOTanmsi. B Marepmanax [okjaza paccMaTpHBaeTCs OLCHKa BO3MOXKHOCTEH U IEPCHEKTHUBBI

NPUMEHEHUS] TEXHOJIOTMH paclio3HaBaHMs T03bI 4YeloBeka poOoToM. Tak e oOmucaHbl OCHOBHBIC
poOJIEMHBIE BOIPOCH ¢ KOTOPBIMHU TPUAETCS CTOIKHYTHCSI OCBANBAast JAHHYIO TEXHOJIOTHIO.

KaroueBble ¢J10Ba: MallHHHOE 3pC€HHEC, 1103a YCJIOBCKaA, 3D-HpOCTpaHCTBO, MOACINPOBAHUC.

Beeoenue.

AKTyaJIbHOCTh MPOEKTA OMNpeesieTcs: TeM (PakToM, 4TO TPEXMEpPHOE MPEACTaBICHNUE
MO3bl MPEJOCTABISACT JOMOJHUTEIbHYI0 HWH(OpMaluioo o TriayOWHE 10 CPaBHEHUIO C
JIBYXMEPHBIM MPEICTaBICHUEM I03bl, TPEXMEpPHAasl OIICHKA TMO3bl YeJIOBeKa 0OecreyrnBaeT
0oJiee MUPOKOE IPUMEHECHUE.

129



60-9 Hay4Hasi koHdepeHUMsl acnNMPaHTOB, MarMCTPaHTOB U CTYAEHTOB

Orenka Mo3bl 4yenoBeKa OOBIYHO paccMaTpUBAETCs KakK 3ajadya MPOTHO3WPOBAHUS
MOJIO’KEHUSI COYJIEHEHHBIX CYCTABOB YEJIOBEUECKOTO Tejla Ha OCHOBE H300paKeHUs HIIU
MOCIIC0OBATEILHOCTH HM300paXeHUH HTOro dYeloBeka. brmaromaps mmMpokoMy CHEKTpY
MOTEHIUANbHBIX MPUMEHEHHI OIIEHKa IO03bl YeJIOBEKa SBISIETCS (PYHIaMEHTaJbHBIM U
AKTUBHBIM HANPAaBICHUEM MCCIIEJOBAaHUN B 00JaCTH KOMIBIOTEPHOrO 3peHus. biaromaps
MOIIHBIM METOJIaM [NIyOOKOro OOYy4YeHHUs 1 HEJaBHO COOpaHHBIM KPYIMHOMACIITAOHBIM
HabopaM JaHHBIX OLIEHKa IMO3bl YeJIOBEKa MPOAOHKACT JOOMBATHCS OOJBIINX YCIEXOB,
0co0eHHO Ha 2D-n300pakeHHsIX.

OcHosHnasn uacmeo.

1. IlepcnieKTUBBI K BO3MOKHOCTH

UtoObl Jydille TOHATH MCHOJb30BaHUE 3D-oleHKH MMO3bl 4YeloBeKa, MPUBEIEM
MIPUMEPHI OTKPBIBAIOIINXCS PEAJIBHBIX BO3MOKHOCTE:

B3aumooeiicmeue uenosexka ¢ komnwviomepom. POOOT CMOXKET JIydllle CIYXUTh U
IIOMOTaTh MOJIb30BATENSIM, €CJIM CMOXKET IOHUMATh TPEXMEPHBIE MO3bI, IEUCTBUS U SMOLIUU
moaei. Hampumep, poOOT MOXKET MNpPeaNpUHATh CBOEBPEMEHHBIE JEMCTBUS, KOraa
oOHapyxuT 3D-1o3y yenoBeka, CKJIOHHOIO K MaJieHuto. boiee Toro, JIr0Au MOTYT UTpaTh B
UTPBI, UCHOJIb3YSl CBOU MO3bI U KECTHI C IOMOIIBIO CEHCOPOB.

Aemonomnoe __8oicoenue. becnminoTHble  aBTOMOOWJIM  JIOJDKHBI  IPUHHUMATH
penieHusi, yToObl M30€XaTh CTOJKHOBEHUS C MEIIEXOJIaMU, MO3TOMY IMOHUMAHUE O3B,
JIBI)KEHUSI 1 HAMEPEHH MENeX01a OUeHb BaKHO

buomexanuka. 11o3a m JBWXKEHHsS 4YEJIOBEKAa MOIYT YKa3blBaTb HA COCTOSHUE
3I0pOBbsl  yenoBeKka. Takum 00pa3oM, METOJbl TPEXMEPHOH OLEHKH MO03bl MOKHO
WCIIOJB30BaTh IS CO3/IaHHMSl CHCTEMbl KOPPEKUUU CHUASYEH MO3bl I MOHUTOPHUHIA
COCTOSIHUS T10JIb30BATEIIEH.

Ananuz cnopmugenvix pe3zynvmamog. ABTOMaTHUECKOe Wu3BIeYeHue 3D-mo3 u3
BHUJIEO MOKET MOMOYb B JIaJbHEHIIEM aHAJIU3€ PEe3yIbTaTOB CIIOPTCMEHOB M 00ECIEUUTH
HEMEJJICHHYIO OOpaTHYIO CBSI3b JUJISl UX YIYUIICHUS

Ilcuxonozua. TpexMepHbIE MO3bl YEJIOBEUYECKOTO TeNla TAKKE MOTYT pacKpbIBaTh
MICUXUYECKOE COCTOSTHUE JIOJIEH, a SMOIIMU MOKHO Ja)Ke Pacro3HaTh IO M03am

Ilpumepka u mooa. B nocneanue rojapl Nokynku B UHTEpHETE cCTaHOBATCS BCe Oosiee
MOMYJSIPHBIMH, OCOOCHHO B OTHOIIEHHH MOJHOM onexzabl. [lonb3oBaTenn MOryT YBUAETD,
KaK OHHU BBIVIIAT MPU HOUIEHUW ONPENIEJIEHHOro MpeaMmeTa onexapl B MHTepHeTe B
BUPTYAJIIBHOM CUCTEME MPUMEPKH, OCHOBAHHOM HA TPEXMEPHOU OLIEHKE IT03bI

2. TpexmMepHOe MoIeJIMPOBAHME YeJI0BEYECKOI0 TeJia:

Kak mpaBuiio, CTpyKTypa 4eI0BEUYEeCKOIro Tejla OUYEHb CIO0XHA, U B Pa3HbIX METOJaX
HCIIOJIB3YIOTCSl pa3Hble MOJIETM, OCHOBAaHHBIE Ha UX KOHKPETHBIX cooOpaxkeHusx. Tem He
MeHee, Haumbojee YacTO HCIOJIb3YeMbIMH MOJEISIMH SBIISIIOTCA MOJIEIM CKeJeTa |
¢dopmbl. Kpome TOro, HoOBas OI€HKAa TO3bl MPEACTaBIsET CO00M MOBEPXHOCTHOE
npejacTaBieHue noja Ha3BanueM DensePose, ee cTOUT ynmOMsSHYTh B CBS3M C pacIlIMpEHUEM
CYILECTBYIOIIETO MPECTABICHUS MO3bI.
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Pucynox 1 — IlpencraBnenue ckeinera uenoBeka no meroxy DensePose
Ckener 4YenoBEYEeCKOro ¢ KOpHEBbIM cycTaBoM 15, Ol (cuHHMIT): OTHOCUTEIBHO
IIEPBOro IopsAaKa Hu 02 (OpaHmeBLIﬁ): OTHOCHUTCIIBHO pOI[HTGJIGﬁ BTOpPOro IopsJaKa B
HEpapXu KHHEMATHYCCKOT'O CKEIICTA.

y
X

Pucynok 2 — IIpeacrasienue ckenera deiaoBeka B 3D-mpocTpaHCcTBe

3. IIpo0dJieMbi.

B 3D-ouenke B oriauuue OoT 2D-OlleHKM MO3bI 4YEJIOBEKA OCHOBHBIE MPOOJIEMBI
BKJIIOYAIOT B ce0sl BapHalMM 103 TeJa, CI0XHBIA (OH, pa3sHOOOpA3HbIM BHEIIHUWA BH]I
OACKIBl M  OKKIIO3WM. TpexMepHass OLEHKa TMO3bl YEJIOBEKAa CTAJIKUBACTCS C
JOTIOJIHUTEJIBHBIMU TTPOOJIEMaMH, BKJIFOYasi OTCYTCTBHUE PEAIbHBIX HAOOPOB TPEXMEPHBIX
JAHHBIX, HEOJHO3HAYHOCTh TJIYOHMHBI, OTPOMHBIM CIPOC HA OOIMIMPHYIO UH(POPMAIUIO O
1no3e (Hampumep, CABUTH U BpalleHusi), 00JbIIOEC MPOCTPAHCTBO COCTOSIHUM TMOHUCKA IS
Ka)X0T0 CyCTaBa.

3aknwuenue. Vicnonb3oBaHUE BBIICONUCAHHOW TEXHOJIOTHM IO3BOJUT YIYUYIIUTh
«JIAATIOT» MEXKY «MAIIMHOW» U YEJIOBEKOM B €r0 €CTECTBEHHOM cpejie oouTanus, OyJab TO
IJIOTHO 3aCTPOCHHBIH TOPOJ C KOJIOCCAIBHBIM JOPOKHBIM TpadukoMm, Oyab TO
0€3)KU3HEHHAs! MYCTHIHS WIM HeU3BeJaHHOE THO MapraHCKOM BIa UHBI.

N 6e3 TOro aBTOMATHU3MPOBAHHBIC MPOIECCHI MOYKHO TIOJHOCTBIO OCBOOOJHMTH OT
y4acTus yejJoBeKa, 00e301MacuTh ux.
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Annotation. The materials of the report consider the assessment of the possibilities and
prospects for the use of human pose recognition technology by a robot. The main problematic

issues that you will have to face while mastering this technology are also described.
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Annotation. Blockchain's decentralized and immutable nature provides a secure and transparent
platform for data exchange, guaranteeing data integrity, privacy, and security. This essay
endeavors to delve into the potential of blockchain technology in mitigating the issues
confronting the healthcare system, with a focus on Electronic Health Record (EHR).

Keywords: BlockChain, Decentralized, Immutable, EHR

Introduction. Given the accumulation of significant personal data[1], it is imperative to
establish dependable storage and sharing mechanisms to safeguard patient privacy. Traditional
medical data management systems typically rely on centralized servers to construct large-scale
site systems or centralized relational database systems, Blockchain, an open distributed ledger
based on a peer-to-peer network and consensus algorithm, inherently offers solutions to these
issues[2].

Framework Structure of Blockchain. The framework and structure of blockchain can be
divided into six layers (figurel): Data layer is where the actual data is stored on the blockchain.
It consists of blocks of data that are linked together in a chain. Each block contains a set of
transactions, and each transaction contains data that is relevant to the blockchain network.
Network layer is responsible for the communication between nodes on the blockchain network. It
ensures that data is transmitted securely and efficiently between nodes. The network layer also
handles tasks such as peer discovery, routing, and synchronization. Consensus layer is
responsible for reaching agreement among nodes on the blockchain network about the validity of
transactions and the state of the blockchain[3]. It ensures that all nodes on the network have a
consistent view of the blockchain and that no single node can manipulate the blockchain.
Contract layer is responsible for providing incentives to nodes on the blockchain network to
participate in the network and perform tasks such as validating transactions and maintaining the
blockchain. It typically involves the use of cryptocurrencies or tokens as rewards for participating
in the network. Application layer is where applications and services are built on top of the
blockchain network. It includes user interfaces, APIs, and other tools that allow users to interact
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with the blockchain network and access its features.

These layers are intricately interconnected and collaborate to guarantee the security,
efficiency, and dependability of the blockchain network. The data layer serves as the bedrock of
the blockchain, while the network layer ensures the secure and efficient transmission of data.
The consensus layer ensures a uniform perspective of the blockchain across all network nodes,
while the incentive layer motivates nodes to engage in network activities. The contract layer
facilitates the execution of smart contracts, while the application layer furnishes users with an
interface to engage with the blockchain network.

Consensus layer
Net work layer

Data layer

Figure 1 - Structure of Blockchain

Transaction Process. Patient: When a patient visits a hospital, they first register on the
hospital server. Upon registration, the hospital server assigns a unique identifier to the patient,
equivalent to a medical card. The patient keeps this identifier confidential and presents it during
visits. The doctor generates electronic medical records and keywords for the patient, encrypting
them using the patient's public key[4]. If the patient seeks treatment at another hospital and the
doctor needs access to the patient's medical history, the patient generates a search trapdoor and
uploads it to the alliance chain. After running the search algorithm on the alliance chain, the
nodes send the encrypted medical records to the patient, who can then decrypt them.

Doctor: Each hospital has a local server and several client devices operated by doctors.
When a patient visits, the doctor generates a pseudonym, encrypted electronic medical records,
encrypted keywords, and evidence. The doctor uploads the encrypted medical records to the
hospital server and the hash value of the medical records, along with the encrypted keywords
and evidence, to the private chain. A new transaction is generated and broadcasted. Other nodes
on the private chain validate the transaction, and if successful, a new block is added to the
private chain.

Data User: When a third-party institution or individual (referred to as a data user) other
than the hospital and patient accesses patient data, they require authorization from the patient.
The patient generates a search trapdoor and uploads it to the alliance chain. The nodes on the
alliance chain perform a search, and when the corresponding patient cipher is found, the nodes
act as proxies to generate proxy re-encrypted ciphertexts for the data user. Finally, the data user
can decrypt the ciphertext using their private key.

Hospital Server: After the doctor treats the patient and generates electronic medical
records, the hospital server extracts the private chain block identifier, patient pseudonym, and
keyword index to construct a new transaction on the alliance chain. Other nodes on the alliance
chain validate the transaction, and if successful, a new block is added to the alliance chain as
shown in Figure 2.

Private Chain: The doctor uploads the hash value of the encrypted medical records and the
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keyword index constructed from encrypted keywords and evidence to the private chain,
generating a new transaction. Nodes on the private chain validate the transaction. The hospital
server extracts the private chain block identifier, patient pseudonym, and keyword index to
construct a new transaction on the alliance chain. During the data retrieval phase, if the search is
successful, the nodes on the alliance chain extract the secure index from the block to obtain the
private chain block identifier. Using the private chain block identifier, the nodes on the alliance
chain can retrieve the hash value of the medical record ciphertext.

Alliance Chain: During the search process, when the nodes on the alliance chain receive the
trapdoor sent by the patient, they run the search algorithm. If the search is successful, the
nodes extract the secure index from the block to obtain the private chain block identifier. Using
the private chain block identifier, the nodes on the alliance chain retrieve the hash value of the
medical record ciphertext and send it back to the hospital server. The hospital server compares
the hash value with the one it has. If they match, the medical record ciphertext is sent to the
nodes on the alliance chain, which then return it to the patient. When a third-party data user
accesses the patient's electronic medical record, the nodes on the alliance chain act as proxies to
generate proxy re-encrypted keys, which are used to perform proxy re-encryption on the
ciphertext of the electronic medical record before sending it to the third-party user. System
Model Diagram as shown in Figure 2.

Data User ‘

Patient [ Doctor

Register

Register Register
Generate key pair

Generate key pair \Generate key pair \secure index

Alliance Chain

Upload/Access

Upload/Access ( )
encrypted electronic medical records

encrypted electronic medical records Build |Store secure index

Private Chain

Store encrypted
electronic medical records

Hospital Server

Figure 2 - System Model Diagram
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Annotation. In many algorithms for image compression, the SPIHT and SPECK algorithms
based on wavelet transform have good performance. This article introduces the basic principles
of wavelet transform, and implements the SPHIT and SPECK image compression algorithms
based on wavelet transform. Besides, the two algorithms are compared, and experimental results
and experimental conclusions are given in conclusion.

Keywords: wavelet, image compression, SPECK, SPIHT

Introduction. The main problem solved by image compression is to minimize the amount
of data used to represent image information. Some kind of transformation is usually used to
remove redundant information in the image to achieve the purpose of compression. Image
transformation for image compression concentrates the energy of the image in the
transformation domain It means that a large amount of information is concentrated on a small
number of coefficients, while other data is very small or almost zero. When the data is
compressed and encoded, the data can be compressed more effectively, which is very important
for the efficient storage and transmission of images significance. At present, the common
transformations used for image compression mainly include K-L exchange, Fourier transform,
discrete cosine transform (DCT), wavelet transform, and geometric multi-scale analysis that have
appeared in recent years [1].

Wavelet transform is a signal processing technique that decomposes the original signal into
multiple sub bands, each sub band containing information in a different frequency range. It has
good scale invariance and local adaptability, can perform good sparse representation of irregular
area images, and has a complete theoretical system to restore the original image from sparse
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coefficients, and has developed rapidly in the field of image processing.

To improve the shortcomings of poor reconstruction quality of wavelet compressed images,
this paper uses spectrogram wavelet transform to decompose the Set Partitioning in Hierarchical
Trees (SPIHT) and Set Partitioned Embedded Block (SPECK) algorithm. In the lab, the results
shown that SPECK algorithm has higher encoding speed and it is one of the better-performing
embedded image coding algorithms. This algorithm achieves good compression effects after
compressing and encoding classic images, and has a high compression ratio and peak signal-to-
noise ratio.

Classic Wavelet Transform. For a long time, image compression coding has used
discrete cosine transform (DCT) as the main transformation technology, and has been
successfully applied to various standards, such as JPEG, MPEG. However, in DCT-based image
transformation coding, people divide the image into blocks of 88 pixels or 1616 pixels for
processing, which is prone to block effects and mosquito noise.

Wavelet transform is a global transform with good local optimization performance in both
time domain and frequency domain. Wavelet transform encodes the transform coefficients of
image pixel decorrelation, which is more efficient than classical encoding and has almost no
distortion. It is easy to consider human visual characteristics in applications, thus becoming one
of the main technologies for image compression and coding. Wavelet transform can achieve
better time resolution in the high-frequency part of the signal: better frequency resolution can be
achieved in the low-frequency part of the signal, thereby effectively extracting information from
signals (such as speech, images, etc.) to achieve Data compression purposes [2]. The figure
below is a block diagram of the wavelet encoding and decoding system.

Wavelet . Symbol Compress
Input Image Coding Quantizer Encoder Images
(a) Encoder
Compress Symbol Inverse Wavelet Decompress
Images Decoder Transform Image

(b) Decoder
Figure 1 — Block diagram of the wavelet encoding and decoding system

The basic steps of image compression based on wavelet transform are as follows, and
Figure 2 shows the wavelet transform decomposition steps taking the ‘Lena’ image as an
example.

(DUse wavelet to decompose the image layer and extract the low-frequency and high-
frequency coefficients in the decomposition structure.

(@Reconstruction of each frequency component.

(3@Compress the first layer of low-frequency information.

@ Compress the second layer of low-frequency information.
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Original Image ) Decomposed low and high frequency information

Figure 2 — An example process of Wavelet compression

SPIHT Algorithm. After completing the spectral wavelet transform of the image, multiple
one-dimensional wavelet coefficient vectors are obtained.

The main idea of the SPIHT algorithm is to use a given threshold to compare each
coefficient in the wavelet coefficient set. If the value is greater than the threshold, a binary
number is output as a sign of the importance of the coefficient; this binary flag is the key to the
image [3]. The code stream generated after encoding the coefficients. After all the wavelet
transform coefficient values have been traversed, the threshold value is halved, and then the
wavelet coefficient set is scanned, compared with the updated threshold value, and then the
corresponding image compression code stream is output until the threshold value becomes 1.
Figure 3 and Figure 4 illustrate the wavelet principle of SPIHT transform, which is an image
compression process based on wavelet blocks.

S[J JSI
S |=

Figure 3 - Wavelet block of partitioning

137



60-9 Hay4Hasi koHdepeHUMsl acnNMPaHTOB, MarMCTPaHTOB U CTYAEHTOB

4x 4x

Figure 4 - Tree-based organization in wavelet transform

Here is an example of SPIHT algorithm based on wavelet. In Figure 5, wavelet ‘haar’ is
used and the transform level is 4. PSNR stands for Peak Signal-to-Noise Ratio. In the process of
using speck to process images, 9 iterations were carried out, the PSNR continued to increase,
and the compression quality became better and better.

Original

PSNR= 21.6778 PSNR= 26.4961 PSNR= 28.9835

PSNR= 30.7848 PSNR= 32.1721 PSNR= 33.3063

(a) Interaction times 1-6
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PSNR= 34,2766 PSNR= 35.2302 PSNR= 36.6299

(a) Interaction times 7-9
Figure 5 — An example of SPIHT algorithm, level = 4, wavelet ‘*haar’, 9 interaction times

To the set classification strategy of the SPIHT algorithm is relatively complex, three lists are
needed to store the wavelet coefficients to be encoded and quantized, and the calculation
amount is relatively complex, so the encoding speed will be reduced accordingly.

SPECK Algorithm. When the SPIHT algorithm performs image compression, it needs to
be iterated many times, so there is an improved algorithm. Since there are many unimportant
coefficients in the wavelet coefficients, which have the characteristics of energy aggregation and
energy attenuation as the scale increases, based on block set division the ideological SPECK (Set
Partition Embedded Block Code) algorithm is a coding algorithm for wavelet coefficients. This
algorithm is one of the better performing embedded hierarchical image coding algorithms in
recent times. In SPECK, the blocks are recursively and adaptively partitioned such that high
energy areas are grouped together into small sets whereas low energy areas are grouped
together in large sets.

Here is an example of SPECK algorithm based on wavelet. In Figure 6, wavelet ‘haar’ is
used and the transform level is 4. PSNR stands for Peak Signal-to-Noise Ratio. In the process of
using speck to process images, 4 iterations were carried out, the PSNR continued to increase,
and the compression quality became better and better.

Original Wavelet

PSNR = 34.6638

Figure 6 — An example of SPECK algorithm, level = 4, wavelet ‘haar’, 3 interaction times
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Compared with the SPIHT algorithm, this algorithm reduces the number of recursive calls of
the function, which improves memory space utilization, so the complexity of the algorithm is
reduced, and the operation rate increases accordingly.

Conclusion. This article introduces the basic principles of wavelet transform, and takes the
512pixelx512pixelx8bit standard image ‘Lena’ as an example to conduct a 4-level wavelet
decomposition and reconstruction experiment, and conducts a 4-level wavelet decomposition and
reconstruction experiment on the SPIHT algorithm, and in the same situation compare with the
SPECK algorithm. Combining the above results, the following conclusions can be drawn:

(1) Compared with the SPIHT algorithm, due to the reduced memory space of the SPECK
encoding algorithm, the bit allocation is more reasonable and the classification strategy is more
complete. Under the same compression ratio, the image restoration quality of this algorithm is
better than that of the original SPIHT algorithm.

(2) The SPECK algorithm is more efficient than SPIHT algorithm. It mainly reduces the
complexity of the algorithm and allocates bits reasonably, so that under the same compression
ratio, not only the reconstruction quality of the algorithm is better than that of the SPIHT
algorithm, but also the operation rate is also higher than the before one.
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anroputMbl oxaTns nsobpaxenuin SPHIT n SPECK, ocHOBaHHble Ha BeWBNET-NPe0bpa3oBaHNN.
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Annotation. BATMAN-ADV is a wireless routing protocol operating at the data link layer of the
OSI model. It transmits routing information using Ethernet frames and utilizes MAC addresses for
node identification. With the ability to run multiple protocols at the network layer, BATMAN-ADV
offers flexibility and scalability. By functioning as a Linux kernel module, it minimizes CPU
overhead and energy consumption. This makes it a favorable choice for energy-sensitive
MANNET systems.
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Introduction. BATMAN-ADV (Better Approach to Mobile Ad-Hoc Networking Advanced) is a new
wireless routing protocol. The protocol runs on the data link layer of OSI model in the form of Linux
kernel module, and transmits routing information through Ethernet frame. Each node is identified by MAC
address instead of IP address for communication. The network layer is free to run a variety of protocols,
with better flexibility and scalability.

Most wireless routing protocols run on Layer 3 of the model. They send packets, exchange
routing information, and process the kernel's routing table to implement routing policies.
BATMAN-ADV operates entirely at the second layer of the model, transmitting routing
information through Ethernet, and the protocol also handles data traffic. The protocol
encapsulates and forwards all data until it reaches its destination, simulating a virtual network
exchange environment [1]. As a result, all nodes act as if they are in a local link; they are not
aware of the topology of the network and are not affected by changes in the network.

The BATMAN-ADV routing protocol is essentially an integrated module of the Linux kernel,
and data is processed in the kernel space, which greatly reduces the overhead of system CPU
resources and correspondingly reduces energy consumption. The vehicle node of the tactical
MANNET system is very sensitive to the weight, volume and energy consumption of the
electronic equipment, so the choice of this protocol is very advantageous.

Packet classification. The BATMAN-ADV protocol has eight packet formats.

BATADV_IV_OGM: OriginatorMessage (Source node message) is used to discover nodes in
the wireless environment and establish routing information. At the same time, the protocol
determines the metric value based on the number of legitimate messages received. This is the
most important packet format, its main functions are: to the whole network other nodes to show
their own existence; The route measurement is carried out by counting the received OGM
messages [2]. The corresponding route is established through OGM messages.

BATADV_BCAST: Packet with broadcast payload, which is broadcast information to all nodes,
since it is implemented at the data link layer, sent to nodes in the same conflict domain;

BATADV_CODED: This is a network coded packet. It uses network coding technology to
combine two packets into one transmission process to reduce the total transmission time.

BATADV_UNICAST: A packet with a unicast payload, which is sent to a single node with a
MAC address as its ID;

BATADV_UNICAST_FRAG: If the length of the - packet exceeds the value of the link, the
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packet needs to be fragmented. In this packet, in addition to the payload, there is also
fragmentation information;

BATADV_UNICAST_4ADDR: unicast packet that contains the source address of the sender in
addition to the payload;

BATADV_ICMP: Similar to ICMP in the IP protocol, the ping or traceroute command can be
used at the data link layer (the return message is a MAC address).

BATMAN-ADV route discovery mechanism. The main function of the BATMAN-ADV routing
protocol is to find the appropriate next hop for a given destination node. In other words, for a node running
the BATMAN-ADV routing protocol in the network [3], it needs to maintain information about all
reachable nodes in the whole network, and for each reachable node, it needs to maintain information about
all neighboring nodes that can reach the node. Transmission Quality (TQ) is use for measures the
transmission quality of the path (Link quality). The neighbor node with the highest TQ is the next hop of
the route.

The BATMAN-ADV routing protocol runs in the following parts:

(1) Each node broadcasts an OGM (Original Message) message;

(2) When a node receives an OGM message from another node, it forwards it according to the policy
so that the OGM message can be spread to the whole network. Therefore, according to the source node of
the detection packet, all the nodes that can be reached in the whole network can be known, and the relevant
information of these nodes can be maintained, and the path of all the reachable nodes can be obtained.

(3) In a wireless multi-hop network, there may be multiple reachable paths for a given destination
node. Therefore, for each reachable node, maintain a list of local neighbors that are reachable to the node,
and perform appropriate routing metrics on each path to select the best path for routing.

Operation mechanism. For the node running the BATMAN-ADV routing protocol, it will
periodically broadcast OGM packets [1]. Its main functions are: (1) to show its existence to other nodes in
the whole network; (2) Route measurement is carried out by statistics of legitimate OGM messages
received; (3) Establish the corresponding route through OGM messages.

The format of the OGM frame is shown in Figure 1.

Type version Survival time Flag

Serial number

Source node mac address (first four bytes)

Last two bytes of the mac ad Last two bytes of the mac ad
dress of the source node dress of the previous hop

Last-hop mac address (last four bytes)

Reserved

field TQ TVLV length

Fig. 1. OGM frame format

Type is the type that distinguishes packets. Version is the version number of the protocol. The serial
number is used to identify whether the same OGM packet is received from multiple places. Time To Live
(TTL) is the maximum number of forward hops before they are discarded [5].

After receiving OGM packets from other nodes, each node broadcasts the OGM packets to the
outside through the corresponding forwarding mechanism, so that the OGM messages sent by one node

142



60-9 Hay4Hasi koHdepeHUMsl acnNMPaHTOB, MarMCTPaHTOB U CTYAEHTOB

can flood to all nodes in the whole network. To reduce the overhead of message flooding, each node
receives the same OGM packet only once.

After receiving an OGM packet from an interface, a node processes the packet, including
determining whether the packet is valid and determining the relationship between the local node and the
source node. Each time a node receives an OGM packet, it updates the information in the routing table.
The main contents of the update are: (1) The link quality between the local node and the one-hop neighbor;
(2) List of source nodes reachable by local nodes; (3) For each source node, the next hop neighbor node
quality of all reachable paths; (4) Information about local network interfaces that reach all neighboring
nodes (figure 2).

Update measure Get next hop node

Affiether it is the same asthe
previous best route

YES

Traverse the neigh

1 Drop out bor node list

Update measure

eck whether the OGV
package is correct

YES

pether the source is a hop Treig
hbor node

YES

Traverse all hardwa
re interfaces

Update interface sort

Calculate the next
hop node

Forwarding

End

Fig. 2. Operation when a node receives an OGM packet

Application of BATMAN-ADV protocol in wireless AD hoc network. Discovering the AD hoc
topology: BATMAN-ADV collects and exchanges neighbor information of nodes to automatically
build and maintain the AD hoc topology [6]. Nodes can join or leave the network dynamically
without manually configuring routing information. This makes the deployment and management
of AD hoc networks easier and more flexible.

Multipathing and load balancing: BATMAN-ADV supports multipath routing, that is, packets
can be transmitted to their destination through multiple different paths. This improves the
reliability and fault tolerance of the network, and enables load balancing, making the
transmission of data across the network more efficient.

Network extensibility: BATMAN-ADV allows nodes in the network to join and leave freely
without complex configuration or management. This allows the scale of the network to be
flexibly scaled according to demand, suitable for a variety of scenarios, such as mobile sensor
networks in cities, emergency communications at disaster sites, etc.

Low power consumption: The BATMAN-ADV protocol is designed with energy efficiency in
mind, reducing the CPU overhead and energy consumption of the system through data
processing and transmission in the kernel space. This is particularly important for mobile devices
and sensor nodes in wireless AD hoc networks, extending their battery life and improving the
sustainability of the system.

Conclusion. The application of BATMAN-ADV in wireless AD hoc networking makes network
deployment more simple, more scalable, with multipath and load balancing capabilities, and can
reduce energy consumption, and is suitable for a variety of mobile and dynamic network
environments.

143



60-9 Hay4Hasi koHdepeHUMsl acnNMPaHTOB, MarMCTPaHTOB U CTYAEHTOB

REFERENCES

[1] L. Liu, J. Liu, H. Qian, and J. Zhu, "Performance Evaluation of BATMAN-Adv Wireless Mesh Network Routing Algorithms," 2018 5th
IEEE International Conference on Cyber Security and Cloud Computing (CSCloud)/2018 4th IEEE International Conference on Edge Computing
and Scalable Cloud (EdgeCom), Shanghai, China, 2018, pp. 122-127, doi: 10.1109/CSCloud/EdgeCom.2018.00030.

[2] ZHAO Zhihao, CHEN Yabing, ZHANG Jian. "Multi-hop wireless network research based on BATMAN-aav." Journal of Terahertz Science
and Electronic Information Technology, 2021, 19(3): 433-437.

[3] Oh, Minseok. "An Effective, Secure, and Loop-Free Mesh Network Implementation.” Information; Koganei Vol. 17, Iss. 5, (May 2014):
1913-1919.

[4]J. Lin, Z. Liu, and J. Daij, "Research and Optimization of Wireless Mesh Network Routing Protocol with Multiple Criterions," 2019 IEEE
4th Advanced Information Technology, Electronic and Automation Control Conference (IAEAC), Chengdu, China, 2019, pp. 72-78, doi:
10.1109/TIAEAC47372.2019.8997932.

[5] B. Sliwa, S. Falten, and C. Wietfeld, "Performance Evaluation and Optimization of B.A.T.M.A.N. V Routing for Aerial and Ground Mobile
Ad Hoc Networks," 2019 IEEE 89th Vehicular Technology Conference (VTC2019-Spring), Kuala Lumpur, Malaysia, 2019, pp. 1-7, doi:
10.1109/VTCSpring.2019.8746361.

[6] E. Kulla, M. Ikeda, L. Barollj, and R. Miho, "Impact of Source and Destination Movement on MANET Performance Considering BATMAN
and AODV Protocols," 2010 International Conference on Broadband, Wireless Computing, Communication and Applications, Fukuoka, Japan,
2010, pp. 94-101, doi: 10.1109/BWCCA.2010.54.
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L{BetroB Buktop fOpbeBuny, 3aBEAYoLLN Kageapos
AHHOTauua. BATMAN-ADV - npoTokon 6ecnpoBofHOM MaplipyTv3aumu, paboTatowmii Ha
KaHanbHOM ypoBHe Mogenu OSI. OH nepepaeTt mHbOpMaumMio O MapLpyTM3aummM C MOMOLLbIO
kagpoB Ethernet un ncnonbsyetr MAC-agpeca ans ngeHtudukaummn ysna. bnarogaps BO3MOXHOCTU
3anycka HecKOsbKMX MPOTOKOSIOB Ha ceTeBoM ypoBHe BATMAN-ADV obecneuvBaeT rmbkocTb U
MaclwTabupyeMoctb. OYHKUMOHMPYS Kak MoAyfb sigpa Linux, OH MWUHUMM3MPYeT Harpysky Ha

npoueccop M noTpebneHve 3SHeprun. ISTO pAenaeT ero  BbiIroAHbIM - Bbl6OpoM  Ans
3HeproyvyecTBuTeNnbHbIX cncteM MANNET.

KnroueBble cnoBa: BATMAN-ADV, npotokon 6ecnposoaHoin Mapwpytusaumnm, MANNET
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Annotation. Video compression is an important part of image manipulation. This article first
briefly introduces several commonly used video compression methods. Then, based on the file
format of BMP images, a compression program using run length encoding (RLE) and C language
was proposed, and the compression effect was discussed. Finally, this article discusses the

characteristics of RLE and proposes several reasonable methods to improve its compression
performance.

Keywords: RLE, image manipulation, BMP
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Introduction. Due to the large amount of data in images and videos, they bring a lot of
inconvenience to storage and transmission. Therefore, image compression and video
compression have been widely used. There are many types of data compression methods, which
can be divided into lossless compression and lossy compression. Lossless compression uses
statistical redundancy of data for compression, which can completely restore the original data
without introducing any distortion. However, the compression rate is limited by the theoretical
redundancy of data statistics, generally 2:1 to 5:1. The lossy compression method utilizes the
insensitivity of human vision to certain frequency components in the image, allowing for the loss
of certain information during the compression process; Although the original data cannot be fully
restored, the lost part has a relatively small impact on understanding the original image, but has
resulted in @ much larger compression ratio [1]. It should be pointed out that the compression
methods involved in this article are all lossless compression (with recoverability). There are
several commonly used lossless compression methods for images:

RLE: Run length encoding is one of the simplest methods for compressing a file. Its
approach is to replace a series of repeated values (such as the grayscale values of image pixels)
with a single value and a count value. This method is easy to implement and effective for
compressing strings with long repeated values. For example, for images with large areas of
continuous shadows or the same color, The compression effect is very good using this method.

Arithmetic encoding: Arithmetic encoding is one of the main algorithms for image
compression. This is a lossless data compression method and also an entropy encoding method.
Unlike other entropy coding methods, other entropy coding methods typically divide the input
message into symbols and then encode each symbol, while arithmetic coding directly encodes
the entire input message into a number, a decimal n that satisfies (0.0 < n<1.0).

LZW encoding: The principle is to pair the value of each byte with the value of the next
byte as a character pair, and set a code for each character pair. When the same character pair
reappears, it is replaced by a code, and then paired with the next character. Its code can not
only replace a string of data with the same value, but also, It can also replace a string of data
with different values. If there are some data with different values that frequently appear
repeatedly in image data, a code can be found to replace these data strings[2].

Huffman coding: Huffman encoding is achieved by replacing the original data with an
unfixed length encoding. It was originally established to compress text files, but now there are
many variants. Its basic idea is that values with higher frequencies correspond to shorter
encoding lengths, while values with lower frequencies correspond to longer encoding lengths.

BMP is the abbreviation of Bitmap, which supports RGB color mode, index mode, grayscale,
and bitmap color mode. It is the standard image file format in the Windows operating system
and can be supported by various Windows applications. With the popularity of the Windows
operating system and the development of rich Windows applications, BMP bitmap format is
naturally widely used. The characteristic of this format is that it contains rich image information,
which is almost not compressed, but this has resulted in its inherent disadvantage of occupying
too much disk space[3]. In a BMP image file, the first 54 bytes of space are used to write basic
information about the file, which can be divided into two parts: the file header (14 bytes) and
the file information header (40 bytes).

In addition to the basic information of the file header and file information header, the
content of the image body part of the BMP file is recorded line by line in the form of dots. The
color information of each dot is recorded in three bytes, which respectively record the saturation
of B (blue), G (green), and R (red) colors saturation, expressed as integers ranging from 0 to
255. In addition, the number of bytes recorded for each line of point element information in the
BMP file must be a multiple of four. If the actual point element information is not a multiple of
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four, a few bytes of zeros must be added at the end of each line.

Implementation of compressed programs. The C source code uses run length
encoding to compress BMP images. The principle is to first read a point as a reference after
processing the basic information of the file, and then read the next point to see if it has the
same value as the reference point. If it is the same, add the statistical number of the reference
point by one, and continue to count the number of points with the same value. When a new
point with a different value from the reference point is read, the new point is used as the
reference point, and the pixels in the image are read in this way until the end of the file.

Explore and improve methods. The compression ratio that RLE can achieve mainly
depends on the characteristics of the image itself. If the image has larger blocks of the same
color and fewer blocks, the compression ratio obtained will be higher. Conversely, RLE may not
be able to handle natural images with rich colors, and there are often very few continuous pixels
with the same color on the same line, And the number of consecutive rows with the same color
value is even fewer. If RLE encoding method is still used, not only can image data not be
compressed, but it may also make the original image data larger. Therefore, in specific
implementation, it needs to be applied in conjunction with other compression encoding
techniques.

Reading Point Path: The C program example given above reads points in line (main) order.
Using this encoding method to compress bitmaps with no or minor changes in the horizontal
direction can achieve a higher compression ratio. However, in practical situations, we often
encounter images with more changes in the horizontal direction but the same pixel values in the
local block range. In this case, We can use two other encoding methods for reading point paths,
as shown in Figures 1 and 2:

4%

_Lj._
1 1]
Figure 1 — Morton sequence Figure 2 — Pi sequence

The use of the above two types of read point path encoding can achieve good compression
ratios when compressing block like images with the same value. The phenomenon of block like
images with the same value is common in various images, but the complexity and length of the
program will increase significantly when using the above two read point paths.

Establishing a color index: In the above program, we can see that in the compressed file, a
set of identical points should be recorded for at least four bytes (three bytes are used to record
the saturation of R (red), B (blue), and G (green) colors, that is, the color values of the same
value points in that group, and the other byte is used to record the number of same value
points), If one or several sets of points of the same value with different sizes appear frequently
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in the image, a considerable amount of space in the compressed file is used to repeatedly record
the color values of these groups of points. To avoid wasting this resource, we can establish a
color index, which is a shorter encoding to replace a color value. For example, if we want to
record 40 positive red points, we originally need to write 0000FF 28 four bytes, When we use 1
to do the color index code for positive red, only 0128 bytes are needed. This means that when
using run through encoding to compress an image with few color values, we can first traverse
each pixel value of the image and index each different pixel value with a shorter code[4]. This
way, when recording a set of same value points in the compressed file, Only using the index of
the same value point color values can improve the compression ratio to a certain extent. It is not
difficult to see why using run length encoding to compress binary images achieves better results.

Conclusion. Firstly, the image can be compressed by changing the order of the pixels in
the read image, such as Morton sequence and Pi sequence. These two types of read path
encoding can achieve better compression ratios when compressing block like images with the
same value. Secondly, establish a color index. When compressing an image with low color
values, using a shorter code as the index can also improve the compression ratio.
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AHHOTanus. B craThe paccMaTpuBaeTCsl BOIPOC BHIOOpA MPOTOKOJIA MapHIPYTH3ALUHU Ul OPTaHU3ALNH
cereit VPN. Ananmsupyrorcss HauOosiee NOMYJISPHBIE MPOTOKOJBI MaplpyTh3aluu, Takue kak MPLS,
IPSec, 1 OpenVPN, ux mpeumylnecTBa ¥ HEJAOCTATKH B Pa3JIMUHBIX CIEHAPUAX UCIONIb30BaHMs. CTaThs
MOMOTaeT MH)KeHepaM W aJIMHUHHCTpaTopaM CETH cAelaTh 00OCHOBaHHBIM BHIOOp B MOJB3Yy Haubosee
MOAXOASIIEr0 MPOTOKOJA IJISl UX KOHKPETHBIX HYXKII.

KuaroueBnlie cioBa: VPN, nporokoinsr mapmpytusaunu, MPLS, IPSec, OpenVPN, cereBast 6e30macHOCTS.

Beeoenue. B snoxy uubpoBoi TpaHcopmaiuu, Korga o0beMbl IMUGPOBBIX JaHHBIX PacTyT ¢
HEBUJIAHHBIMU paHee TEMIIaMH, a Yrpo3bl HMH(OPMAIIMOHHOW OE30MacHOCTH CTaHOBATCA BcE Ooee
MPOrPECCUBHBIMU M XUTPBIMH — 3allluTa KOHQUACHIHUAILHOCTH U LEJIOCTHOCTH JAHHBIX NPUOOpETaeT
KPUTHYECKOE 3HAaYECHHUE.

Oco0eHHO 3TO KacaeTcs OpraHM3aluii, cTpeMslxcs oOecnedynTh Oe30MacHoe M HaJlekKHOe
B3alMO/ICIICTBIE BHYTPU CBOMX KOPIIOPATHBHBIX CETEM M 3a UX IpenenaamMu. BupTyanabHble 4acTHBIE CETH
(VPN) — Ha ceromHsIIHHIA [1€Hb, SBISIOTCA OMHHUM M3 KJIIOYCBBIX MHCTPYMEHTOB, OOECIIEYMBAIOIINX
3alUTy JAHHBIX B TMPOIECCe UX Mepenadyn yepe3 oomenocrymabie cetu [1]. Ograko s¢dexruBHOCTE VPN
BO MHOTOM 3aBHCUT OT BBIOOpa MOJIXOJSIIETO MPOTOKOJIA MAapUIPyTH3AIUU, KOTOPBIM oOecriedynBaeT He
TOJIbKO 0€30I1aCHOCTh, HO M BBICOKYIO IPOU3BOJAUTENBHOCTh, MACIITAOUPYEMOCTb UM SKOHOMHYECKYIO
3¢ PEeKTUBHOCTB.

B sTtom koHTekcte, BbIOOp MpoTOKOJa Mapuipyrusanuu st VPN mpencrabiser coboi CIOXKHYIO
3ajady, TpeOYIOUIYI0 ydyeTa MHOXecTBa (PaKTOPOB, OT TEXHHUYECKHMX XaPAKTEPUCTUK U TpPeOOBaHHWHA K
0€30MacHOCTH 10 CTOMMOCTU BHEIPEHUS U MOAAepKkH [2]. Hacrosimas craTes mocBsiieHa 0030py 3TUX
KJIFOUEBBIX aCIIEKTOB U MpeaiaracT KOMILJIEKCHBIM aHalu3, HallpaBJIeHHbIN Ha IOMOILb B BbIOOpE Hanboiiee
MOAXOJIAIIEr0 MPOTOKOJIA MapIIpyTU3aluK Uil opraHu3anuu 3Q¢ekTuBHbIX U Oe3omnacHeix VPN-ceteit
[3].

Ocnoenaa uwacms. O0630p npotokonoB Mapuipyruszanuud, MPLS (Multiprotocol Label Switching).
MPLS mpencraBnsier cob60ii MEXaHW3M B BBICOKOIPOW3BOAMTENBHBIX TEJICKOMMYHHUKALMOHHBIX CETSX,
KOTOPBI HANpaBJIsIET JAHHBIE OT OJHOM CETEBOM HOJbI K JPYrol Ha OCHOBE KOPOTKUX MYTEBBIX METOK
BMECTO JUIMHHBIX CETEBBIX aJIPECOB, YCKOPsIS TEM CaMbIM IpolLlecC nepeaaydu AaHHbIX. OH MojasiepKuBaeT
paznenenue Tpaduka U €ro MPUOPUTHU3AIMIO, YTO KPUTUYECKH BAXKHO ISl MPHIIOKEHUU, TPEOYIOUINX
BBICOKOW HPONYCKHOW CHOCOOHOCTHM M HU3KOW 3aJep>KKM, TakKuxX Kak BuaeokoH¢pepenuuu u VolP. B
KopropatuBHbIX ceTsx MPLS obecneunBaer ymydiieHHOE KauecTBO OOCTY)KMBaHUS, TO3BOJISS
KOMITAaHUSIM TapaHTHUPOBATH OMPEEICHHBIM YPOBEHDb MPOU3BOIUTEIHLHOCTH CETH JUIsI KPUTUUYECKH BaKHBIX
MPUIIOKEHUH [4].

Location

Service Provider’s
MPLS Cloud

Location C Location D

Pucynok 1 — Ctpykrypa pabotst MPLS (Multiprotocol Label Switching)
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IPSec (Internet Protocol Security). IPSec siBisiercss HaGOpoM HPOTOKOJIOB ISt 3aIUTHl JAHHBIX,
nepenaBaeMbix 4epe3 IP-cetu, myrem ayreHtudukanuu u mmdpoBaHus Kaxaoro IP-makera B motoke
KOMMYHHUKai. OH IIUPOKO MPHUMEHSETCS Ul CO3/aHUS 3AIIUIICHHBIX COCIWHEHHH MEXIY CETSIMHU
(caiit-caiir  VPN) wmiam Mexny yIaJleHHBIM IoJb30oBaTelaeM H  ceThlo (kiaumeHT-cetb VPN). [IPSec
obecrieunBaeT KOH(PHUIECHIIMAIBHOCTD MEPEaBaeMbIX JaHHBIX, 3aLIUIIAS UX OT MPOCITYIINBAHUS, a TAKXKe
NpOBEpsIeT  IEJIOCTHOCTh W TO/JUIMHHOCTh  JIaHHBIX,  [penoTBpamias WX  [OJAMEHY  WIH
HECaHKIIMOHUPOBAHHBIN JoCTYyI [5].

Main Site
Perimeter
Router
Legacy
Concentrator
Corporate

Pucynok 2 — Ctpykrypa pa6otsr IPSec (Internet Protocol Security)

OpenVPN. DtoT npoTOKON HpeAcTaBisieT coO0O peleHHe € OTKPBITBIM HCXOJIHBIM KOJOM,
oOecrieunBaroniee cosnanue 3amuiieHHbIX VPN-coenmnennit. OpenVPN xapaktepusyercs BBICOKON
CTETNEHbI0 THOKOCTH ¥ KOHPUTYPUPYEMOCTH, MOIEPKUBAs pa3IMUHbIe TUIIBI ayTeHTU(UKALIUH, BKIIIOYast
cepTu(UKaThl, KIIOYM NPEIBAPUTEILHOTO OOMEHa, U JABYX(aKkTOpHYIO ayTeHTH(UKauuio. braronaps
nojgaepxxke cranpaptHoro SSL/TLS ans mmdpoBanus ceccuit, OpenVPN mpenocraBiseTr CHIBHYIO
3alUTy JAHHBIX, Jejas €ro MOAXOISIIMM JUIsl MCHOJb30BAaHUS B MallbIX U CPEAHMX MPEANPUATHUSX,
KOTOpbIE HILYT HAJEKHOE, HO MPH 3TOM 3KOHOMHYECKH 3(dekTuBHOE pemieHue ais opranuzanuu VPN

[6].

Bawe VPN VPN VPN UHTepHeT
YyCTPOWUCTBO KJ/INEHT TyHHeNb cepsep

-/@__—o\. - 9 MoBblWweHHasn --9

o
é' '\_—yé K()H(bMﬂCHuMaﬂbHDCYbé WWW |

auwl

Pucynok 3 — Ctpykrypa pa6otrsr Open VPN
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KoMIiekcHbll aHaIM3 NMPEMMYLIECTB U HEAOCTATKOB MPOTOKOJI0B Mapupyrusauuu MPLS, IPSec u
OpenVPN c yueToM TEXHUYECKUX U IKOHOMUYECKUX aCIIEKTOB:

- MPLS npeanaraer BpICOKYH NMPOM3BOAMTEIBHOCTh M HAAEKHOCTb JJII KOPIIOPATUBHBIX CETEH,
NOJICP>KMBask pa3iIMuHble TUIBI Tpaduka u KauecTBO oOciyxuBanus. OqHako, BHenpenue MPLS moxer
OBITH JOPOTOCTOSIINM U CJIOXKHBIM, TPEOys CHIeIMATU3UPOBAHHBIX 3HAHUI U 000PYIOBaHMUS.

- IPSec obecreunBaeT CUJIbHYIO 3alllUTy Ha CETEBOM YpOBHE, IH(PYeT Bech TpapuK MexIy
ToukaMu. OH MOJXOIUT JUIA CO3/1aHUsl 0€30MaCHBIX COCIMHEHHUN Yepe3 OOIIETOCTYHBIE CETH, HO MOYKET
OBITH CJI0KEH B HACTPOMKE U yIIPaBIEHUHU, OCOOEHHO B KPYITHBIX CETSX.

- OpenVPN mnpennaraer BBICOKYIO THOKOCTb M KOH(PHUTYPHPYEMOCTb, MOAXOIAT IJIsi MajbIX H
CPeAHUX HpPENpUATHA Onarogaps OTKPHITOMY HCXOJHOMY KOAYy M HOJAEP)KKE Pa3IMYHBIX METOOB
ayreHTU(UKauuu U mudppoBanus. Ero HemoctaTKoOM MOKET ObITh HEOOXOAMMOCTb B JIOTIOJIHUTEIHHON
HAaCTPOMKE W TOTEHIMAIBHO OoJiee HHM3Kas CKOPOCTh Iepeaavyd JaHHbIX 10 cpaBHeHHo ¢ MPLS B
HEKOTOPBIX CIIydasix.

Baxno yuuteiBaTh crneuuuKy ~OpraHuzaluM M ee  TpeOoBaHMA K  0€30MacHOCTH,
MIPOU3BOIUTENIEHOCTH U CTOUMOCTH TPH BHIOOPE MEKAY 3TUMHU MPOTOKOJIAMHU.

IIpu BBIOOpE mpoTokona Mapiipytuszauuu aias VPN cienyer yuuTsiBaTh CIENYIOLIME KPUTEPHUH,
aJlanTHPOBAHHBIC K criel(HUKe OpraHu3aIum:

- TpebGoBanust k Oe3omacHOCTH. Ecim BBICOKMII ypOBEHb O€30MACHOCTH SIBIISIETCS MPHOPUTETOM,
IPSec moeT ObITh MPENNOYTUTEIBHBIM BEIOOPOM 32 CUET €ro CIIOCOOHOCTH MIM(POBaTh BeCh TpaduK Ha
cereBoM ypoBHe. OpenVPN Takoke mpeayiaracT CHIIbHYIO 3alIUTy ¢ THOKOCTHIO HACTPOUKH.

- IIpon3BoanTENIBHOCTS U MacIITaOUpyeMOCTb. Il KPYMHBIX KOPIOPATUBHBIX CETEH, /i€ Ba)KHBI
BBICOKAsI IIPOU3BOJUTEIBHOCTh U MacmTabupyemMoctb, MPLS mMoxer ObITh ydmnM BbIOOpOM Oiaromapst
€ro CrioCOOHOCTHU YIPABIAThH Pa3IMYHBIMU TUIIAMU TpaduKa U 0OecreurBaTh KaueCTBO 0OCIIYKUBaHUS.

- CHOXHOCTh HACTPOMKHM M CTOMMOCTh. Ecim pecypcel orpaHuueHsl, u TpeOyeTcst Ooiee
HSKOHOMHMUHBIN BapHaHT ¢ MpOCTOTON HacTpoiiku, OpenVPN MoxeT ObITh HanboJiee MOIXOASIIUM H3-3a
€ro OTKPBITOI0 UCXOAHOI0 KOJA U MOJIEPKKU HIMPOKOTO CIIEKTPA ONEPAILIMOHHBIX CUCTEM.

- O0beM M XapakTep NepelaBaeMbIX JaHHBIX. PaccMoTpuTe XapakTep Ballero Tpaduka U Kakue
JaHHbIe Tepenatorca. Jlas dyBCTBUTENBHBIX JaHHBIX, TJe TpeOyeTcss TapaHTHsl LENOCTHOCTH H
KoHpuneHmanbHocTH, IPSec unu OpenVPN MoryT npeanoxuts 6osee HalekKHbIE peleHHs.

Bri6op momxken 6a3upoBaThCs Ha KOMIUIEKCHOM aHAIM3€ TEKYIIUX M OymyIHuX MOoTpeOHOCTeH
opraHu3aiuu B 001acTu 0€30MacHOCTH, MPOU3BOAUTEIBHOCTH M CTOUMOCTH BIIAJICHHUS.

3axknwuenue. Ananu3 BbIOOpa mpoTokosia MapripyTtuzanuu s VPN mokasain, uro 3¢ dekTuBHOE
obecriedeHre 06€30MacHOCTH KOPIIOPATUBHOM ceTH TpeOyeT TIIATeNbHOro MOAX0/a K BEIOOpY MPOTOKOIIA.
OTCyTCTBUE YHUBEPCAJIBHOTO PELICHUS MOAUYEPKUBAET HEOOXOIMMOCTh B3BEILIEHHOTO aHAIN3a CHJIbHBIX U
clabbIX CTOPOH KaXJOr0 IMPOTOKOJIA, B 3aBUCHUMOCTU OT CHEUU(UYECKUX MOTpeOHOCTeH W yCIoBHH
ucnonb3oBaHus. KitoueBble acmeKkThl, TakMe KaK TEXHUYECKUE XapaKTePUCTHKH, HSKOHOMUYECKas
3¢ dEKTUBHOCT, U TpeOOBaHUS K 0€30MaCHOCTH, JIOJIKHBI OBITh TIATEIbHO OLEHEHBI Ul JOCTHKEHUS
ONTHMAJIBHOTrO OanaHca MEXAY CTOMMOCTBIO BHEJIPEHHSI M1 YPOBHEM 3aIIUThI JAHHBIX. DTOT KOMIUIEKCHBII
MOJIXO/ MO3BOJIUT OpraHu3anusaM 3(p(PeKTUBHO 3alUTUTh CBOU CETH, 00ECIIEYHUB MPH ITOM COOTBETCTBHE
WX OM3HEC-TIENSIM U TpeOOBaHUSM.
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Annotation. The article discusses the issue of choosing a routing protocol for organizing VPN networks.
The most popular routing protocols, such as MPLS, IPsec and OpenVPN, are analyzed, their advantages
and disadvantages in various use cases. The article helps engineers and network administrators to make an
informed choice in favor of the most appropriate protocol for their specific needs.

Keywords: VPN, routing protocols, MPLS, IPsec, OpenVPN, network security.
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MOAEPHU3ALMNA BHYTPU30HOBbIX CETEN CBA3U HA BA3E COBPEMEHHbIX TEXHOJIOMUN
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HayuHbivd pykoBoguTesib: Xaukesmny O.A. — KaHanAaT TEXHUYECKUX HAYK, JOLIEHT

AHHOTaumua. B matepuanax goknaga paccMaTpyBaloTcsl cnocobbl MOBbIWeHUS 3hEKTUBHOCTM
paboTbl 30HOBbIX M MECTHbIX CETEM CBA3M Ha 6ase COBPEMEHHbIX TeXHOMornin. BHeapeHwue
COBPEMEHHbIX TEXHOMOMMM  MO3BO/IMT  obecneunTb abOHEHTOB CENbCKUX CETEN  CBSA3U
COBPEMEHHbLIMM  yCNyraMM, a Takke YyHubuuMpoBaTb 000pyaoBaHME, 4TO  YMpOCTUT
obcnyxuBaHue cetu CBs3u.

KnroueBble cnosa: MOAEPHU3aUuns, BHYTPU3OHOBbLIE CETU CBA3U, COBPEMEHHbIE TEXHOIOIUN

BBegenmne. AKTyanbHOCTb TEMbl AaHHOW paboTbl COCTOMT B TOM, YTO B HACToOsILLEE BpeEMS
MuHucTepcTBo CBa3n PB peanuiayeT MNpoOeKT pas3BuTUS LUMPOKOMOSIOCHOIO AOCTyrna B CeTsX
cBsi3n. OCHOBHas Lefb cTpaTernm — CTPOUTENbCTBO Ha TEPPUTOPUM CTPaHbl MYbTUCEPBUCHbIX
CeTen CBSA3M Creaylolero nokosnenns ¢ mcrnonb3oBaHmeM apxutektypbl NGN (Next Generation
Networks) Ha 6a3e nnatdopmbl IMS (IP Multimedia Subsystem). KoHuenuus IMS npeacraBnser
coboln peleHne Ans npeaocTaBNEHUst YCIyr B CETSIX, OCHOBaHHbIX Ha IP-mpoTokone, BHe
3aBUCMMOCTN OT MCMOJSIb30BaHMS AabOHEHTOM MOOWILHOrO WM CTaunoHapHoOro aocrtyna. Ans
obecneyeHnss HeobXOAMMOM EMKOCTM CeTM ANna nepefayn 6onblumx 06BLEMOB MHGOpMaLmMm
HeobXxoAMMO npoBeAeHNe MOAEepHU3aUMM CYLLECTBYIOLWMX MarucTpasnbHbiX U BHYTPU3OHOBbIX
CeTeln C BHEAPEHNEM HOBbIX TEXHONIOTUN.

B kauecTBe nccnefoBaHust B paboTe 6Gblna paccMOTpeHa CeTb CBSA3M OAHOrO U3 palioHOB
Morunesckov obnactm.

IMS (IP Multimedia Subsystem) — TexHonorusi nepegayuv MynbTUMEAMNHBLIX AAHHbLIX B
3/1eKTPOCBA3M Ha OCHOBe npoTtokona IP.

Bo3MOXHOCTb nepefauvM MynbTuMeamMa [AET BO3MOXHOCTb OnepaTtopy NpeaocTaBnsTh
pa3HoobpasHble ycnyru, MCnonb3oBaHue npotokona IP no3sonsieT nocTpoutb rnbkyo cetb C
HU3KMMM OMepaLMOHHBIMU pacxoaaMu.
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B IMS BblgensitoTcsl 3 YpOBHSI CETU: MOJSIb30BATENIbCKUA YPOBEHb WM YPOBEHb Mepeaauu
[AHHbIX YPOBEHb YNPaB/IEHNS U YPOBEHb MPUSIOXKEHUMN.

BHeapeHue TexHonormm IMS no3BonuT obecneunTb abOHEHTOB CENbCKMX CETEN CBA3M
COBPEMEHHbIMM  yCiiyramnm, a Takke yHudpuuuposaTb 060pyAoBaHWe, 4TO  YNpOCTUT
obcnyxunBaHne ceTu CBs3N.

TexHonorna nAOTHOrO BOJIHOBOrO My/bTUNekcMpoBaHua DWDM npeaHasHayeHa Ans
CO3aHMNsA OMTUYECKUX MarucTpasnbHbIX CETEN CBSA3U, paboTalolmMX Ha rMrabuTHbIX U TepPabUTHbIX
CKOpOCTSIX. TakOM CKa4yOK NMPOM3BOAUTENIBHOCTM 06ecneymBaeT NPUHLMNMANIBHO MHOW, HEXENN Y
ceterr SDH, MeToa MynbTUNIEKCUPOBAHUS — MHGOPMaUUsi B ONTUYECKOM BOJIOKHE MepeaaeTcs
OOHOBpPEMEHHO 60MblIMM KOSIMYECTBOM CBETOBbIX BOMH. Kaxaas BOMHA HeceT COBCTBEHHYH
nHbopmaumio, npu 3Tom ansa obopyaosaHns DWDM HeBaXKHO, KakMM CrocoboM OHa KoaupyeTcs,
M KaKue NpOTOKOSbl MCMONb3YOTCS ANs nepeaayn AaHHbiX — ycTponctBa DWDM 3aHMMatoTcst
TOSIbKO 06beanHEHNEM pas/IMYHbIX BOSIH B OAHOM CBETOBOM My4Ke, @ TakxkKe WX BblAeNeHneM Uu3
obuero curHana. Kpome 60/bLLOrO YBENMYEHMS NMPOMYCKHOM CNOCOOHOCTN TEXHOOMMNS MIOTHOIO
BOJIHOBOIrO MYyJ/IbTUMIEKCUPOBAHUSA MO3BONSAET MAKCUMalslbHO WCMOMb30BaTb YXEe WMEIOLLYHCS
MHPPACTPYKTYpPY 3a CYET BO3MOXHOCTM KOMMyTaumm C TexHonormen SDH u obecneunTb
BO3MOXHOCTb  MOJSIHOrO  YAOBNETBOPEHUS poOCTa MOTPebHOCTEM B CKOPOCTU  Nepeaayu
NHbOpMaLmK.

OcHoBHasi Yacrb. CylweCTByeT MHOro METOAOB MMOBbIWEHUSA MNPOU3BOAUTENBHOCTU W
rMBKOCTN CeTU, YBESIMYEHMS CKOPOCTU nepefaynm n yBennveHus éMKocTu. CpaBHWM pasHble
MeTOoAbl HapalnBaHUSA NPOU3BOAUTENBHOCTU:

— AONOJSIHUTENbHAsA NPOKaaKka BOTOKOHHO—ONTUYECKOro kabens;

— nepexop K annapaTtype BPEMEHHOro MysbTUNNEKCMpoBaHusa TDM;

— NMPUMEHEHNE TEXHOOMNIA BOSIHOBOIO My/bTURekcupoBarust (WDM).

MepBbI cnocob A0 HedaBHEro BPEMEHM SIBAANCA CTaHAAPTHbIM NS MHOMMX OMEepaTopoB
CBSI31, UCMbITbIBAIOWMX HEOBXOAMMOCTb B YBEMYEHUWN NMPOMYCKHOM CNOCOBHOCTU KaHanoB CBS3N.
Kak npaBuno, npoknagka HOBOro kabens onpaeablBaeTCs TOAbKO NMPW HEBOsbLUMX PACCTOSHUSX
N ecin OHa He conpsbXeHa C TPpyAHOCTAMU. Ho gaXke B TakOM Cnyyae ornepaTtop BpsA /i CMOXET
NpefoCTaBUTb HOBblE CEPBUCHI U YTUM3UPOBATb MOJIOCY MPOMYCKaHUS B AOCTAaTOYHOM CTEMEHMW.
3TO MOXeT MoKasaTbCs HEeOoXWAaHHbIM, HO YCTaHOBNEHHOe cerogHs obopyaoBaHne TDM
ncnonb3yet MeHee 1 % BO3MOXHOCTEN OMTMYECKOrO BOJSIOKHA. B 60MbLIMHCTBE CllyyaeB Takoe
peLLeHne OKa3blBAaETCA HEMPAKTUYHBbIM WU AaXKe HEBO3MOXHbIM.

BTtopoi cnocob — TexHonornss TDM npegycMaTpuBaeT 06beanHEHME HECKOMBbKUX BXOAHbIX
HM3KOCKOPOCTHbIX KaHanoB B OAMH COCTABHOM BbICOKOCKOPOCTHOWM KaHan. BxoaHble kaHasnbl no
oyepean MOAYNUPYIOT BbICOKOYACTOTHYIO HECYLYH0 B Te4yeHue BblAENEHHbIX UM  KOPOTKMX
NMPOMEXYTKOB BpPeMeHW (TaliM—C/I0TOB), KOTOPbIE MEepUOAMYECKU MOBTOpsIOTCS. Hanpumep, B
TEeYeHMe MNepBoro TalM—CioTa Hecylas MoAy/IMPYeTCs NEPBbIM BXOAHbLIM KaHANOM, B TeYeHue
BTOPOro — BTOPbIM, B TeYEHWE TPEeTbero — TPETbMM, B TEeYEeHUEe YETBEPTOro — YeTBepThbiM, B
TeyeHue NATOro — CHoBa NepBbIM, B T€YEHME LLIEeCTOro — CHoBa BTOPbIM U T. 4. B COOTBETCTBUM C
PUCYHKOM 1.
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PucyHok 1 — MpuHUmMn nepeaayun MHMOPMALIMOHHBIX KaHanoB B cucteMax TDM

Peanusaumns BTOpOro BapuaHTa B CETAX JanbHen cBa3n SDH Toxe cBsi3aHa C psiaoM
TpyaHocTeW. [0 HedaBHEro BPEMEHWM B TakKMX CETSAX CaMblM ObICTpbIM 6bin kaHan STM-64
(ckopocTb nepegayn nHgpopmaummn 10 Féut/c). 3aTeM Hayanocb BHeApeHWe annapaTypbl YPOBHS
STM-256, obecneumBatoLlent nponssoanTenbHOCTb 40 M6uT/c. OAHAKO 3eCb BO3HWUKAET LEMbIN
psag npobnem. [leno B ToM, 4TO 60/blIas YacTb MHCTaNIMpoBaHHOWM 6a3bl kabenen ucnonb3yert
OQHOMOZOBOE OMTUMYECKOEe BOJSIOKHO, AN KOTOPOro AUCNEpPCUs B OKHE npo3payHocTn 1550 HM
OKa3bIBAaeTCA C/IMLIKOM BbICOKON. B pesynbrate ans addhekTMBHOW nepeaayvn Heobxoammo
npokiaabiBaTb MO0 0Tpe3ku Kabens ¢ aucnepcrer NPOTUBOMOIOXHOMO 3HaKa, NMMB0 NOMHOCTbLIO
HOBOE BOJIOKHO CO CMelleHHoM HeHyneson aucnepcuen (Non—Zero Dispersion Shifted Fiber —
NZDSF). KpomMe 3TOro, yBenmyeHne CKOpoCTH Nepeaayn NpUBOANUT K BbICOKOM MIOTHOCTU NMOTOKA
M3Nly4eHNss Ha [OCTAaTOYHO MNPOTSKEHHbIX Yy4dacTkax. 3TO, B CBOKW O4epedb, Bbi3blBaeT
HennHenHble onTudeckne 3ddekTbl. BOT aganeko He MOMHbIM NepeyeHb OrpaHuMYeHui npu
nepexofe K BbICOKMM CKOpOCTAM. [lo3TOMy npu TakoM MOAXOAe OnepaTop BbIHYXAEH
NpoTECTMPOBaTb OYKBa/bHO KaXkAbl KaHan Ha €ro COBMECTMMOCTb C arnnapaTypon YpOBHS
curHana STM-64 n STM-256.

Tenepb paccMOTpUM TPETUW BapuaHT — TexHonoruto WDM, no3BOMSIOLIY0 3aMEeTHO
NoBbICUTb 3(PEDEKTUBHOCTL MCMOMNb30BaHMS CYMMApHOM MPOMYCKHOW CMOCOBHOCTM OMTUYECKMX
BOJIOKOH.

WDM 3T0 BMA TEXHOMOrMM Nepeaayn B BOIOKOHHO—ONTUYECKOW cBA3W. Mcxoas u3 dakTa,
YTO MO BOJIOKHY MOXHO nepefaBaTb OAHOBPEMEHHO HECKOMbKO HECYWMX C pa3HOW ASMHOW
BOJTHbI, 3Ta TEXHOOMMA AeNUT NpUrogHble 418 nepeaayu rno BOSIOKHY AJSIMHBI BOSIH HA HECKOJTbKO
AnanasoHoB. B kaxaoM ananas3oHe nepeaaétcs ONTUYECKUM CUrHaM Ha 3aAaHHOWM ANMHE BOJHBbI
N 3TU KaHasnbl He3aBUCUMbl. ONTUYECKOE U BOSIHOBOE MYJIbTUMIEKCMPOBAHWME MO CyTU SABNSETCA
ONTUYECKMM WM YaCTOTHbIM YMAOTHeHMeM BosiokHa (OFDM), HO B OMNTMYECKOM Auana3oHe
NCNONb3YIOT AJIMHY BOJIHbI BMECTO YacTOThl 471 ONMCaHUSA MPOLECCOB MOHUTOPUHIA U KOHTPONS.
C pa3BUTMEM 3/IEKTPOHHO—OMTUYECKON TEXHUKM, MNOTHOCTb YNIOTHEHMSI BOSIOKHA ByAeT CUNbHO
Bo3pactatb. B otnnummn ot DWDM (Dense Wavelength Division Multiplexing/ MnoTHoe BonHoBoe
MynbTUNNekcupoBaHme) WDM ¢ HM3kow nnoTHOCTbiO HasbiBaeTcs CWDM (Coarse Wave Division
Multiplexing/ 'py6oe BOfHOBOE MyNbTUMNIEKCUPOBAHME).

Ctpyktypa WDM cucTtemMbl NpuBefeHa Ha pUCyHKe 2.
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PucyHok 2 — CtpykTypa WDM cnctembl

TexHonormss nNAOTHOrO BOMHOBOrO  MynbTunnekcuposaHus (Dense  Wave  Division
Multiplexing, DWDM) npegHasHayeHa Ansl CO34aHMsI OMTUYECKMX Maructpaned HOBOro
NOKOJIeHNs, paboTaloLwmxX Ha rMrabuUTHbIX U TepabUTHBIX CKOPOCTSX.

Crpyktypa DWDM cucteMmbl npeacTaBneHa Ha pucyHke 3.
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PucyHok 3 — Ctpyktypa DWDM cucremsl

TexHonorms DWDM HeCOMHEHHO 3TO nMpeanodTUTeNnbHas TexHosnorms B cdepe
COBPEMEHHbIX BOJIOKOHHbIX MPUAOXKEHWN, HO C APYro CTOPOHbI, AOBOSbHO [AOPOroCTosLas.
Bonee pewésoi WDM TexHonornen sensetca CWDM (Coarse wavelength division multiplexing/
pyboe MynbTUNNEeKCMpoBaHUe C pasaenieHneM no AJ/IMHE BOSHDI).

TexHonorna CWDM oyeHb noxoxxa Ha DWDM. Pa3Huua COCTOUT B CneaytoLweM:

— B CWDM 60nblUOM NPOMEXYTOK MeXAy KaHanamuv, M B OAHOM BOJIOKHE MOXHO
MYNbTUNAEKCMPOBATb OT 2 A0 16 cneKkTpanbHbIX KaHanos. [103TOMY OHM Ha3blBAIOTCA «rpybbiM»
N «MJTIOTHBbIM»,

— Mogynb nasepa CWDM wucnonb3yeT nasep 6e3 oxnaxaeHns, a DWDM wucnone3yet
OXNaXAEeHWe, TEXHONOMUS OXNIAXAEHUS HYXHa Ang CcTabunu3aumu A5vH BOJH, YTO [OBOJSIbHO
CNOXHO peanu3oBaTtb U TpebyeT 6onbwmnx pacxogos. CWDM obxoaut 3Ty TpyaHocTb. DFB nasep
npumMeHsieMbii B cucteme CWDM He Hy>XAaeTcs B OXNaXAEHWM, YTO HAaMHOMO COKpalLaeT ero
CTOMMOCTb.

MpumMep noctpoeHns CWDM cucteMbl NpeacTaBnieH Ha pUcCyHke 4.
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PucyHok 4 — NoctpoeHne CWDM cuctembl NO TOMOMOMMN «TOYKA—TOUKa»

SarmroyeHne. MoaepHn3aumst MECTHbIX 30HOBbIX CETEN CBSI3W AO/MKHbI ObiTb HanpaBieHa
Ha noBblleHWe obbeMa nepedaun [AaHHbIX W yBENMYeHMs KonuyectBa abOHEHTOB.
MoaepHM3auns Ao/MKHA yUnUTbIBaTb NEPCNEKTUBbI PA3BUTUSA CETU CBSA3M U M3MeHeHus B obnactu
TEXHOMOrMn. MoaepHU3aLMI0 MOXHO MPOBOAMTL Ha 6ase yXe CyLLECTBYHOLNX CETEW TEXHOMNOMMM
SDH, IMS. 3ToT noaxoa A0 HefaBHEro BPEMEHU ABAS/ICA CTaHAApPTHbIM, OAHAKO OnpasAbliBasICs
TONbKO Mpu HEOONBbLIOM PACCTOSAHUM U HEBOBLLOM KoNnyecTse aboHEHTOB.

TexHonornss  CNOXHOro BOSMIHOBOrO  MynbTunekcupoBaHnss (Duxe Wave Division
Multiplexing, DWDM), no3BonsieT €o034aTb MaructpasbHble JIMHAM HOBOIO MOKONEHUs C
rMrabutHeiMM K1 TepabuUTHbIMKM  CKOpoCTSAMU. TexHonors DWDM nos3sonsieT  yBenMuuTb
MPOMNYCKHYI0 CMOCOBHOCTb IMHUK CBSA3M 63 NPOKIAAKN HOBbIX Kabenen.

MOHM3UTb CTOMMOCTb MOAEPHM3ALMM MECTHbIX M 30HOBbLIX CETEN CBSI3U MOXHO C MOMOLLbIO
ncnonb3oBaHus TexHonorum CDWM (MFnybokoe MynbTUNAIEKCMPOBAHWE C pa3desieHneM no asvHe
BOJIHbI). TaKyto TEXHONIOMMI0 MOXHO MCMOb30BaTh Ha CETAX ropoaos obnacTu.
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Annotation. The report discusses ways to improve the efficiency of zonal and local communication networks based
on modern technologies. The introduction of modern technologies will make it possible to provide subscribers of
rural communication networks with modern services, as well as to unify equipment, which will simplify the
maintenance of the communication network.

Keywords: modernization, intrazonal communication networks, modern technologies

YK 330.344.25

NOACUCTEMbI 3NIEKTPOHHOE NMPABUTEJIbCTBO, JIOTUCTUKA KOMIJIEKCA «YMHbIN
roeon»

Cuoopenxo C.A., Ycesuc A.B.
ep.267041

benopycckmvi rocyAapCTBEHHBIN YHUBEPCUTET MHDOPMATUKYU U PASMOS/IEKTPOHMKM,
r. MunHck, Pecriybrimka benapyce

HayyHbIv pyKoBOANUTESb: BuLIHIKOB B.A. — JOKTOD TEXHUYECKUX HAYK, rpogeccop kageapsi MKT

AHHOTauMA. B fOoknage nNpeacTaBneH aHanu3 MOCTPOEHWUS TOCYAAPCTBEHHBIX LMMPOBLIX
nnaTcopM Kak OCHOBbI [Si 3MEKTPOHHOIO MpaBUTENbCTBA. PaccMmatpuBaeTcs 3¢hdEKTUBHOCTb
UCMOJIb30BaHNs TEXHONIOTMN MHTEPHETA BELLE B TPaHCMOPTHOW JIOMUCTMKE. OnuncaHbl OCHOBHbIE
3NEeMEHTbI MHTEepHeTa Bellen (IoT), peanusyemblie B TPAHCMOPTHOM NIOTUCTUKE.

KnroueBble cnoBa: rocyaapcrBeHHble LMdpoBble NNaTdopMbl, FocyaapCTBEHHOE YNpaBleHne,
TPaHCMNOpTHas NIOrMCTVKa, UMGbPOBU3aLNS, MHTEPHET BeLLEi, BOKYENH.

BBegernne. CucteMbl «YMHbIA FOpoa» SBASIETCS CTpaTerven no3sonsiiolas 06beanHsTb
pa3Hoobpa3sHble (aKTopbl FOPOACKOrO pasBUTWUS, HanpaBfieHHass Ha MOAEpHM3aUMID W
obHOBNEHNe WHMPACTPYKTYpbl C MPUHUMNNANIBHO HOBbIMW BO3MOXHOCTSMM MpeaocTaBeHus
yCnyr, MOBbILEHHbIN YpOBEHb 6€30MacHOCTM, MPOCTOThbI B YMpPaBAeHUM U WUCMONb30BaHuM [1].
[ByMS1 BaXXHbIMM MOACUCTEMaMU SBASIOTCS 3MEKTPOHHOE MNpaBUTENbCTBO W Noructmka [2]. B
CBS3M C COBMECTHbIM MCMOSIb30BaHUSI Pa3/IMYHbIX TEXHOMOMMM BO3MOXHO pELUEHME MHOMMX
3a/a4y TakuX Kak NpeaocTaB/eHne rocyaapCTBeHHbIX YCyr vyepes3 umdposbie nnatopMbl, OM U
NOCTPOEHNE CUCTEMbI JTOTUCTUKM.

J/IeKTPOHHOEe  rnipaBuTe/sibcrBo.  Lndposmsaumsa  3aTtparveBaeTr  Bce  cdepol
XMU3HeAesATeNbHOCTM Noboro rocyaapctea. He obowna OHa CTOPOHOW WM FOCYAapCTBEHHbIE
opraHbl ynpasneHus. Bce B3aMMOTHOLLEHMS rocyfapcTBa, bu3Heca u rpaxaaHckoro obuiectsa
CTPOUTCSA NOCPeACTBOM BHEAPEHUS rOCyAapCTBEHHbIX LUMMPOBbLIX NiaTdhopM.

BonbLWMHCTBO MCCnefoBaTenel paccMaTpuBaloT nnaTdopMy Kak  uudpoByo  dhopmy
OpraHv3auumM B3aMMOAEWCTBUS MeXAY MOCTaBLUMKAMM U NOTPEBUTENSAMU C LENbIO MUHMMU3ALUN
TPaH3aKLUMOHHbIX M3A4EpXXeK NMpU MOUCKE MAapTHEPOB, TOBApOB, YC/yr, OpraHu3auMn nnaTexen,
3aK/IIOYEHUN  KOHTPAKTOB, KOHTPOME WCMOMHEHNS [OrOBOPEHHOCTEW, OLEHKE penyTaumu
OTpacneBblX Y4aCTHUKOB U T.4.

focypapctBeHHass uudposas nnatgopma (MUM) — 310 cuctema dopmanbHbIX WU
HedoOpMarnbHbIX MpaBUl1 W anroOpUTMOB  CETEBOMO  B3aMMOAEWCTBUS  MOJSIb30BATENEWN
(noTpebutenein), PyHKLUMOHMPYIOLLASA HA OCHOBE OTKPbITbIX U MacITabupyeMbIX apXUTEKTYPHbIX
CTaHAApPTOB MPOrpaMMHO — annapaTHoro obecrieyeHnsi, HeobXoANMMOro Ans XpaHeHWUsl, aHann3a
1 nepeaayn undbpoBbIX AaHHBLIX 06 yYacTHMKAxX B3anmoaenctems [3].

K ocHOBHOMY (yHKUMOHany MUM oTHocATCS:

— CHWXEHWe u3aepXXeK rocyAapCTBEHHOr0 peryimpoBaHuMs B PasfiMYHbIX  OTpPacnsix
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(cchepax) rocynpaeneHuMss nOCpPeACTBOM MOC/eA0BaTelbHOrO0 BHeAPEeHUs MpuHUMnoB good
governance u lean government Ha OCHOBE MNOMHOM LMGMPOBU3ALMM KITHOYEBLIX MPOLIECCOB
OTpac/eBOro B3aMMOENCTBUS;

— (hopMmnpoBaHune, AMHaMmnyeckoe 06HOBNEHNE M aHanM3 UMMPOBbIX Npodunen y4acTHUKOB
KJIl04EBOro B3aMMOAENCTBMS;

— CO34aHMe KOMMIEKCHOW CUCTEMbl OUEHKU 3ddekToB 1 (Mnn) 06WECTBEHHON LIEHHOCTM
ryn;

— peanusaumMs  ONMTUMANbHOW ANsl KOHKPETHOM ccdepbl FOCperyiMpoBaHMs MOAENM
MoHeTu3auuum I'Urt;

— arperaumsa n obecneyeHne AOCTyna K CTPYKTYpUPOBaHHOM MHGOPMaUnm o0 AeaTeNbHOCTM
OTpac/M Mo Pa3/IMYHbIM acrnekTaM, BK/IIOYAS MEXaHW3Mbl MHOrornapaMeTpuyeckoro rnoucka wu
06paTHON CBSA3M C NOSIb30BaTENSAMMU,

Cozganue UM — 310 MacwTabHble N0 KONNMYECTBY HEOOXOANMbIX MEP N BOB/IEKAEMBIX B €€
CO3[aHME Y4YaCTHMKOB MpOoeKTbl. Mpy 3TOM BHeapeHHast nnatdopMa MO3BOMSIET OCYLECTBASATb
3 heKTNBHBLIM 0OMEH rOTOBLIMM pELUEHMSMU MeXay O0SbLMM KOIMYECTBOM PErnOHanbHbIX U
MYHUUMNaNbHbIX OpPraHoB BfacTM, 06ecneunTb WM PaBHbIM AOCTYN K TEXHOMOTMSIM U WHOW
rnoaaep KKe Mo BHEAPEHMIO NMPOEKTOB LUMMPOBON TpaHC(OpMaLmMmM, YTO MHOFOKPATHO MPEBbILLAET
OOHOKPAaTHO 3aTpayeHHble YCUnus.

Mpn BHegpeHun T[LIM rocyaapCTBeHHble OpraHbl AO/MKHbI  Peanv3oBbiBaTb  MPUHLMN
PaBHOAOCTYMHOCTN PECypCcoB Ans BCEX OTPACNEBLIX YYACTHUKOB. MpaBunia n Kputepmm AoCTyna
Ha LM aomkHbl 6bITb NPO3paYHbIMM M NOHATHBIMK 4151 BCEX YHACTHUKOB; NpeaBapuUTeibHO 3TU
npaBuia [AO/MKHbI MPOWTM OBCY)XAEHME C Yy4aCTHMKaMM perynvpyemMon 4epes nnatdopmy
oTpacnn. HecmoTpsi Ha 6o0niee BbICOKYIO CKOPOCTb BHEApPEHUsI LMGPOBLIX TEXHOMOIUM,
rocyaapcTBy BaXKHO OCYLLECTBSATb OMEpaTMBHblE M3MEHEHWS B HOpPMaTMBHO-NpaBoBoW 6ase,
KOTOPbIE MO3BONAT NErMTMMU3MPOBATb NpaBuia AOCTyMNa y4acTHMKOB Ha NiatdopMmy.

OaHvM 13 6a30BbIX YCMOBMM [ANs CO3A4aHME «KyCTa nnatgopM», WAN 3KOCUCTEMbI
umdpoBbIx nnatdopM, rae noptan rocyciyr — OCHOBHOW, HO HE €AMHCTBEHHbIN WMHCTPYMEHT
MOMyYEHUS] TOCYAAPCTBEHHbIX, OIOMKETHBIX WM MYHUMUMNANbHbIX ycnyr. Takum 06pasomMm,
TpaHcdhopMauust B nnatgopMy NPONCXOAUT Ha OCHOBE €AUHBIX MEXaHW3MOB BKJIIOYEHMS HOBbIX
aKTOPOB ANs1 COAEUCTBUSI B UCMOSTHEHUM CNOXHBIX YCTYT UK CyrnepCcepBUCOB.

[OCYynapCTBO MOXET BbICTYNaTb KOOPAWHATOPOM, COXPaHSOWMM KOHTPOJbHbIE (DYHKLMM
npu co3daHnM NnatdopMbl «C Hyns», HO AeNernpyss 4acTb PerynsitopHbiX (yHKUMI yxke
CO3[4aHHBLIM MAN CO3A4ABaeMbIM PbIHOYHLIM MnaT¢opMaM, TEM CaMblM COKpalias MaclTabbl
roCperympoBaHus.

OCHOBHbIM PUCKOM Ansl rocyaapcTBa B ponu koopauHatopa UM senseTcs ycrtaHoBneHue
cbanaHCMpOBaHHbLIX OTHOLWIEHMM C OTpacfeBbIMM NapTHEPAMU MpU  CO3AAaHUM  COBMECTHbIX
UMdpPOBbLIX NPOAYKTOB Ha 6a3e nnatgopMbl. Mpu 3TOM rocyaapcTBO AO/MKHO AENCTBOBATb B
MHTepecax rpaxaaH, obecneunBaTb BbICOKMN YPOBEHb KOHKYPEHLMM CPean YacTHbIX NapTHEPOB
Mo MpPefoCTaBNEHUIO YCIYr, AOMYLWEHHbIX Ha nnatgopMy. B HOpMaTMBHO-NPaBOBOW MIOCKOCTU
CNneayeT YeTKO NponucaTtb QYHKUMKM 1 OTBETCTBEHHOCTb MOApsAYMKa, orepaTtopa nnaTthopMbl U
ee BfagenbLa.

[OCYyAapCTBO TaKXKe MOXET CTUMYMPOBaTb CO3A4aHME KOMMepYeCKuX LndpoBbIX nnaTtgopMm
Ha TeX pbIHKax W B OTpacnsix, rae 3TO 3KOHOMMYECKUN LienecoobpasHo. ITO HE AOHKHO O3Ha4vaTb
UCKNIOUNTENBbHO  BblAeneHne O6roMKeTHbIX CPeACTB Ha co3gaHue  undpoBbiX  niaTdopM,
Hanpumep, Ha nAaThoOpMy TPaAHCMOPTHOrO KOMMAEKCa WAM  NnaTtopMy  MNOAAEPXKKK
NMpoOVU3BOACTBEHHOW W CObITOBOM  AEATENBbHOCTM  CYObEKTOB  Manoro W CpeaHero
npeanpuHMMaTeNbCTBa. ITO MOryT 6biTb CTUMY/Ibl HECKONTbKUX BUAOB:

— NpefocTaBfeHne AoCTyna K KPUTUYECKM BaXKHbIM Ansi (OpMUPOBaHUS LM POBON
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nnathopMbl AaHHBbIM U3 rOCYAApPCTBEHHbIX MH(OPMALUMOHHBIX CUCTEM, NEpPeYHsIM, peecTpam U
T.AO. @ Takke K HeobxoAMMOM roCyAapCTBEHHOW WHQPACTPyKType B3aMMoAeNCcTBus C
nnatgopmon;

— NpefoCTaB/ieHNE NIbrOTHbIX YC/TIOBUA M CTABOK ANs1 HAaNoroob/oXeHus,, rocyaapCTBEHHbIX
rpaHToB M cybcmanii;

— CO3[aHWe pEerynsTopHbIX MNEecoyYHuy ans Tex cdep W oTpacnei, rae BbICOKME
TPaH3aKUMOHHbIE U3AepXKKM, 60nblioe KONMYEeCTBO MOCPEeAHMKOB MexXay MocTaBwmukaMmn u
notpebutensmu, dbparMeHTUPOBaHHbIE, HECBSI3aHHble UCTOYHWKM MOCTAaBOK TOBapoB (ycnyr) u
T. 4.;

— Nonynapu3auns oTpacieBbixX NIAaTGOPMEHHbIX CEPBUCOB;

— pa3paboTka HOPMATMBHO-NPaBoBOM 6a3bl, obecrneynBatolleld paBHbIA AOCTYN Ha
nnatopMy AN  BCEX YYACTHWKOB, [OENCTBEHHbIE MEXaHM3Mbl pa3peLleHMst  CNopoB,
npefocTaBeHne roCyAapCTBEHHbIX rapaHTU 3aKOHHOCTM B3aUMOAEUCTBUI Yepe3 nnaTdhopmy.

foCynapCcTBO MOXET AeNerMpoBaTb YacTb PErynaTOpHbIX (PYHKLUWM YXE CO3AaHHbIM WK
CO3JaBaeMbIM pPbIHOYHLIM MnaTgopmMaM, TeM CaMblM COKpallas MacwTabbl rocperynmposaHus. B
AEWCTBYIOLWEN MOAENM FOCYAapPCTBEHHOMO PeryimpoBaHusl 06bEKTOM perynnpoBaHUst SIBNSIOTCS
YYaCTHMKM pblHKA, KOTOPble, B 3aBMCMMOCTM OT OCYLLECTBISIEMOM [AESTENbHOCTW, AOMKHbI
nosy4yaTb rOCyAapCTBEHHbIE NUUEH3MKM (pa3pelleHus), nepuoandecku MpoxoauTb MNPOBEPKU,
NpeaocTaBnsaTb OTYETHOCTb, OnnaymeaTb Hanorn (céopel) u T. 4. Mpu nepexoae y4aCTHUKOB
pblHKa Ha nnaTgopMy nocneaHss 6epeT Ha cebst YacTb PYHKUMIN perynsTopa.

Takmm  06pa3oM, BbLICOKMM YpPOBEHb MPOHMKHOBEHMS  LMMPOBLIX TEXHOMOMMN U
HaKOM/EHHbIA OMbIT UCMOSIb30BaHUSI FOCYAAPCTBEHHbIX MH(MOPMALUMOHHBIX CUCTEM, CO3AaHHbIE
3M1eMeHTbl 3MIEKTPOHHOIrO MpaBuMTENbCTBA BMecTe C MbKMM MoAX0AOM MO ONTMMM3auMM
OTpacneBoro yrnpasneHus npeaocTaBnsAloT BO3MOXHOCTb peanu3oBaTb NMPUHLMMBLI XOPOLLEero U
6epexxnmMBoro rocynpasneHnst Ha OCHoBe LMdpoBbIX naatdopm [3].

Jlorncrmnka. Myp TEXHONOMMA MOCTOSIHHO PasBMBAETCS WM pacLUMPSIET CBOM TpPaHULbl.
«YMHble» TEXHOMOrMN He 060N CTOPOHOM W TPAHCMOPTHYK NOMMCTUKY. JlormcTuka crana
O[IHOM 13 nepBbIX OTpacnen, koTopas ucnonb3oBana IoT, oueHuna eé NnpenMyLLecTBa 1 BbiiBUNA
HepgocTaTku. KOHTpONb 3a ABMXEHMEM TPaHCMOpPTa, LENOCTHOCTb YNAKOBKM, YCKOPEHHbIE CPOKM
[I0CTaBKK, ONTMMU3aUMa MPOU3BOACTBA M XPaHEHWUs MPOAYKUMM Ha CKnajaxX BCerga Ha nepsBoM
MecTe AN NOCTaBLMKOB NpoAyKumn [4]. IMEHHO OT 3TOro 3aBUCUT UX NpUbbINb, POCT aKTUBOB U
YKpenieHne rnosioXKeHNs Ha pbiHKe.

B 3aBMCMMOCTM OT NOTPeBGHOCTM TOro MM MHOrO busHeca, Leneri u CcTpaTermin KoMnaHum
BbIAENSIIOT  HECKONbKO  HampaBNeHWMM, TrAe akTUMBHO  Mcrofb3yeTcsa  TexHonorms  IoT.
OTcnexuvBaHue TpaHCMNOPTa, YynpasfieHMe MapkoM W MaHUMPOBaHME MapLUpyToB, KOHTPOSb
3anacoB, 6e30MacHOCTb Ha Aoporax — npuopuTeTHble cdepbl busHeca ana BHeapeHus IoT [4].
PaccMOTpuM noapobHee KaXAabli acneKT, C Lenblo OnpeaeneHnst akTyanbHOCTU U BbISIBNEHUS
byaywmx puckos 1 npobneM B peanunsaumu.

OrcniexvsaHne TPaHcriopra. HECOMHEHHO, ANS KaXXAoro MoKynaTenst BaXXHO 3HaTb,
rAe HaxoAuTCs ero nocblika U Koraa oHa byaeT AOCTaBneHa «/MYHO B pyku». BMecTe C aTum,
KaXkabld NpoAaBeL, 3auMHTEpecoBaH B LETOCTHOCTWU rpy3a, ero 6e30maCcHOCTM M Haanexalumx
ycnoBuax nepeso3kn. GPS u RFID-MeTkM  ycnewHo cnpaBnsioTcd C TakMMW 3aJayvyaMu Kak
nHdopMnpoBaHme obenx CTOPOH CAeNKM O HAxXOXAEHWM M COCTOSiHMKM ToBapa. Hanuuve wm
MCNONb30BaHME TaKMX METOK JenaeT COoBepLleHHO Mpo3payHbiM MyTb OT MpodaBua K
NoKynaTesto, YTo, B CBOKO ovepeab, YBENMUYMBAET YPOBEHb A0BEPUS NoTpedbutens.

YripasreHne rapkom NO3BONSIET He TONbKO ONTUMM3MPOBATb MNPOLIECC TPaHCMOPTUPOBKM
TOBapa, HO M KOHTPOAMPOBATb COTPYAHWKOB npeanpuatus. PasnuyHble patymkm  GPS
NO3BONAIOT  OTBETCTBEHHOMY MeHe[XXepy KOHTPO/MpOBaTb BeCb MNpouecc [AOCTaBKM B
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peXvWMe peanbHOro BpeMeHwn. [aTuuMkyM MOryT nepegaBaTb WMHMOPMaUMIO He TOMbKO O
COCTOSiHMM rpy3a (TemnepaType, YpPOBHE BAXHOCTM), O MeCTe HaxoXAeHus BoauTens,
COOTBETCTBME ABWXEHUSI 3aAaHHOMY MapupyTy. Mcnonb3oBaHME TaKOM TEXHONOMMM MO3BOSIUT
COKpaTUTb pacxodbl, CBsA3aHHble C HefoOpOCOBECTHbIM MOBEAEHUEM COTPYAHWKOB Npw
BbINOJIHEHMM NEPEBO3KMU.

[lnaHupoBaHmne Mapuipytos — npuMeHeHne 10T NO3BOMUT COKPATUTb  KOIMYECTBO
noTpebaseMoro TonavMBa, rpamMOTHO BbICTPOUTb MapLUPYT ABWXKEHUS, CHU3UTb PUCK OOPOXKHO-
TPAHCMOPTHbIX MPOUCLIECTBUM. DTO 3aMETHO CHM3WUT 3aTpaTbl Ha TOMAMBO B YC/IOBUSIX
HblHELWWHEW 3KOHOMMYECKOM  CMTyauuu,  MO3BO/UT  WUCK/IOUUTb  «MNYCTOE»  [ABUMXKEHWE
aBTOMO6MNS M HenpeaBUAEHHbIE MPOCTOM.

KOHTpO/Ib 3aracoB v rporHo3upoBaHmne. B ycnoBusiX OEUCTBYIOWMX OrpaHUYEeHUMM Ha
MWPOBOM pbIHKE, MOCTaBLUMKAM W MPOU3BOAUTENSM MPOAYKUMM HYXHO ObITb Hayeky |
BOBPEMSA  TMOMOSIHATbL  3amacbl  KOMMMEKTYOWNX, Cbipbd, TomnvMeBa. COOTBETCTBYHOLUME
AAaTUMKM MO3BONST KOHTPOAMPOBATh Kak 06beMbl MPOM3BOACTBA, TaK M OCTATKM NPOAYKUMW Ha
cknagax. JTO MO03BO/MT CNpPOrHO3MpoBaTb Oyaywmn o6beM NpoM3BOACTBA, 3aK/laablBaTb
6loMKeT Ha NpuobpeTeHne Cbipbs U onnaTy Tpyda COTPYAHMKaM.

YTO KacaeTcs 6e30racHoOCTU Ha [oporax v TPaHCriopTe, TO 34eCb creayeT BblaenuTb
ONbIT 3apybeXHOW >KeNe3HOAOPOXHOM KoMnaHun KOHMOoHIMaumduk. Komnanus ncnonb3yet IoT
B KayeCTBe WHCTPYMeHTa Mo npeaynpeXxaeHuio rnonoMok, cboes B paboTe napoOBO3HOroO
COCTaBa, OTK/IIOYEHMIO 3SHeproceTen. Takoe wWcnonb3oBaHMe IoT B MPOrHO3VMPOBaHWUM
MPOUCLLECTBUA 3HAYMTENIbHO COKpallaeT 3aTpaTbl KOMMaHWM Ha pPeMOHT 06opyaoBaHus,
YCTPaHEHMIO MOCNIEeACTBMA MOCNe aBapui, U rnaBHbIM 06pa3oM, m3bexatb rmbenu noaen Ha
XKenesHou gopore.

BMecte € aKTMBHbIM  MCnonb3oBaHMEM TexHonorun IoT, cnegyeTr MOMHUTL M O
6e30MacHOCTM [aHHbIX, KOTOpble MNepeaarTCcss BCEMU YCTPOMCTBaM B LEMM MOCTaBOK B
607bLIOM Konn4yecTBe. Ans AOCTMXKEHUSI  «MPO3PayvyHOCTU»  [OCTaBKM  MpoAyKUuK,
HeobXxoAMMO  KOHTPONMpoBaTb 3a TeM, 4Tobbl B 3Ty  UENOYKY He  BKIMHUIUCH
3/10YMbILIEHHUKN U MOLLEHHUKMN.

bnokuyeH — BOT peweHne Aans  obecneyeHns  6e30MacHOr0  MpPOM3BOACTBA,
TPaAHCNOPTUPOBKM U [OOCTaBKM MPOAYKUMM U3 PyK MNOCTaBlUMKA B PyKU nokynatend. Bce
[AaHHble, KOTOpble OyayT CuUMTbIBaTbCA C [AATYMKOM UM METOK MepeBOo3MMOro rpysa, W
oTNpaBnsAiTbC B 6a3bl 6NOKYEHA, KOTOPbIM HE AONYCTUT CTOPOHHErO MPOHWKHOBEHWS.
OaHOBpeMEHHOE BHeapeHWe B cucTeMy npoussoactBa IoT M 6nokyeHa — obecneunT
MaKCMManbHY HageXHOCTb U 6e30nMacHOCTb Kak Ans Npou3sBoauTens, Tak M Ans KOHEYHOro
nokynatens [4].

SarsroyeHne. [natdopMeHHbI noaxod K  UMdpoBM3aUMM FOCOpraHoB npuobpen
yCTOMUMBLIA TpeHa B Mupe. MnaTdhopMeHHOe MbIWNEHWE, B COOTBETCTBUM C YCTaHOBMBLUEMNCS
KoHUenuuen  6epexnmBoro  nNpaBUMTENbCTBA,  NpeanosiaraeT  BHEAPEHVME  MHHOBaUWW,
TpaHCOPMUPYIOLLMX MNPOLIECCHl B3aMMOAENCTBMSI C Fpa)AaHaMW, Ha OCHOBE paAuKanbHOro
CHWXXEHNS n3gepxek.

B pa3suTbix CTpaHax OMNTMMMU3MPOBasIM MpPOLECC MPOU3BOACTBA M TPAHCNOPTUPOBKMU
NpOAYKUMK, LM(PPOBM3NPOBaN OCHOBHbIE Chepbl XU3HeaesaTeNnbHoCTH obwectBa 1 6usHeca. B
COBPEMEHHOM MUpE MPOU3BOAUTENSM W MOCTaBLWMKAM CTOMT 3ayMaTbCs O CKOpEMLUEM
BHeAPEHUM UMEDPOBU3ALMM TPAHCMOPTHOM JIOTUCTUKK, C LEb0 MUHMMM3ALUUWM pacxodoB W
YBENNYEHUSI YPOBHS NPOAAX B YCIOBUSIX COBPEMEHHON 3KOHOMUYECKON CUTyaLIMM.
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TPAHCIHIOPT «YMHOI'O I'OPOJIA»

I'pomos B.A., Kyuepos C.B.
ep. 267041

Benopycckuii 2cocydapcmeennulii ynugepcumem uH@OpMamuky u paouodneKmpoHuKU,
2. Munck, Pecnyonuxa Benapyco

Hayunwuii pyxogooumens: Buwnakog B.A. — 0okmop mexnuyeckux Hayk, npogeccop kageopvr UKT

AHHoTanus. B MaTepuanax nokiasa paccMaTpuBaeTCsa CTPYKTYpa M KOMIOHEHTHI ITOACUCTEM SHEPTeTHKU
M TpaHCIIOpTa KOMIUIEKca «YMHBIH ropoa». PaccmarpuBaercs Mepexox OT TPagUIHOHHOM
[EHTPAJN30BAHHOW TEHEepali JHEePrUH K JCHEHTPAIN30BaHHOH. PaccMaTpnBaioTCSi KOMIIOHEHTHI
MOJICHCTEMBI TPAHCHOPT KOMIUIEKCAa «YMHBIN TOpOa», B OCHOBE KOTOPOW HAXOJUTCS MHTEIUICKTyalbHAas
TpPaHCHOPTHAS CHCTEMA.

KiaoueBble cioBa: «YMHBI TOpOf», JHEPreTHKa, BO30OHOBISIEMbIE WCTOYHHKHA JHEPIUH, YMHBIC
CYETYHKH, HHTEITIeKTyanbHbIe ceTH, CitySys, mratdopma loT, nHTEIEKTYyanbHast TPAHCIOPTHAS CHCTEMA.

Beeoenue. llonsatue «Ymubii ropon» (YI) MoXHO ompenenuts Kak —«...PUMEHEHHE
MH(OPMALIMOHHO-KOMMYHHUKAIIMOHHBIX ~ TE€XHOJOTMM € WX  BO3ACWCTBUEM Ha  YEJIOBEYECKUH
KanuTan/o0pa3oBaHue, COLMAIbHBIA W PENSUOHHBIA KalmuTal W SKOJIOTWYeckue mnpoodiembl» [1].
BaxupiMu noacucremamu YT gBnsitoTcs TpaHcmopTHass U sHepretuku [2]. Paccmorpum ux Oonee
MOJIpOOHO.

Iloocucmema Inepzemuxu. IloacucTtema 3HEPreTUKU HUTPaeT KIIOYEBYIO poOiib B 00OeCIeueHUH
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SHEPIUuu Il BCEX YMHBIX TEXHOJOTHH M MH(PACTPYKTYpHl B Topoje. BeiiennM OoCHOBHBIE KOMIIOHEHTHI
9TOU MOJICUCTEMBI, a TAK)KE UX ITOKAXKEM UX B3aUMOCBS3b.

OauH M3 KOMIIOHEHTOB IIOJICUCTEMBl JHEPreTMKM — LIEHTpajbHAs CUCTEMa YIIpaBJICHUS
sHeprerukoit (LICYD), koropas oTBeYaeT 3a KOOPAMHAIMIO U MOHUTOPUHI SHEPreTHYECKUX MOTOKOB B
ropoje, oOecreynBaeT ONTHMAJIbHOE paclpe/eleHne M HUCIOJIb30BaHHWE pecypcoB 3Hepruu. OHa ocy-
LIECTBIISIET TAaK)Ke YNpaBJIIEHUE HArpy3KaMH M PEe3epBHBIMU HMCTOYHHMKAMU SHEPIUH, YTOOBI 00ECIEeYUTh
CTaOMIIBHOCTB M HAJEKHOCTH MO/ICUCTEMbI SHEPT€TUKH.

JpyruM BaXHBIM KOMIIOHEHTOM B CTPYKType MOACHCTEMbl »JHepretukun Y[  aBisroTcs
MHTEIUIEKTyalbHbIe ceTn 3HeprocHadkenus (MCD). MCD ucnonb3yloT mepeoBble TEXHOJIOTUU CBS3U H
yhnpaBieHus: A oOeclneyeHHUs [BYCTOPOHHEH KOMMYHMKALIMU MEXJY HOTPeOUTENsIMU DSHEPruu |
CETEBBIMU OIlepaTopamMu. OTO IIO3BOJIAET ONTUMHU3UPOBATh pAcXoj SHEPruu, CHU3UTH IOTEPU U
obecneunTh F3PHEKTUBHYIO HHTEIPALIMIO BO30OHOBIIAEMBIX HCTOUHUKOB SHEPIUU.

Emé ogHuM KOMIIOHEHTOM SBIJISIETCS paclpelesIeHHas IeHepauus U XpaHeHue sHepruun. B VI
CTPEMSATCS YBEIMYUTH JIOJIO PACIpElesIEHHOW TEHepaluM OHHEPrMM W HCIIONb30BaTh PA3IMYHBIC
WUCTOYHUKH, BKJIIOYAs COJHEUYHYI0 M BETPOBYIO 3HEPIUI0. DTO IMO3BOJSET CHU3UTH 3aBUCUMOCTH OT
TPAaIULMOHHBIX MCTOYHHUKOB 3HEPTUU M YMEHBUIMTH BBIOPOCHI MapHUKOBBIX ra3oB. CHCTEMBbl XpaHEHUS
SHEPruM, TAKHUE KaK aKKyMYJISTOpbl U OaTapeu, UCIONb3YIOTCS /Il COXpPaHEHUsI U30BITOUHOM 3HEPTUu U
o0ecriedeHrs1 yCTOWYMBOCTH CHA0KEHUS B IEPHUO/IBI TMKOBOW HArPY3KH.

YMHBIE CUETUUMKU HO3BOJSIIOT IMOTPEOUTENIIM OTCIIEXKHMBATh W KOHTPOJIMPOBATH CBOE HHEPIoO-
notpe0ieHrne B peXUMe pearlbHOro BpemeHu. OHH Takke 00eCreunBaloT BO3MOXKHOCTh TUHAMUYECKOTO
TapuUIUPOBAHUs, YTO CIIOCOOCTBYET 3HEProd(EeKTUBHOCTH M CTUMYJIMpPYET moTpeduTeneil k
CHI)KEHHIO CBOET0 SHEPIrONOTPEOIICHNUS.

«Smart grid» — KoHUenMs ISl MOJEPHHU3ALMU SHEPIeTUIECKUX CHCTEM ITyTE€M HHTETPHPOBAHMUS
ANEKTPUYCCKON W HHPOPMAIMOHHOW TEXHONOTHWH. MHTEerpamusi OXBaThIBae€T BCIO CHCTEMY, HA4YHMHAS C
IIPOM3BOJICTBA, Nlepeaun U pacnpeseneHus A0 norpedinenus (puc. 1). Ha HU3KOBOJIBTHOM YpOBHE Takoe
pelieHue yacto HazbiBaetcs «Microgrid».

ADC i
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e 3
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OKonmormyecKuit SHeprui BeTpa
TPaHCITOPT
Puc. 1 — I'paduaeckoe n3oOpakeHHe TOMOJIOTUH KYMHBIX» CeTeil.

C nomo1pl0 pactpeesIeHHOT0 UHTEIUIeKTa U UHPOPMaIllMOHHO-KOMMYHUKALMOHHONW TE€XHOJIOTHH
(ICT), a Takke pacmpelaesieHHbIX HHTEIUIEKTyalbHbIX ycTpoiicTB (IUD) MoOXHO — yBenWuuThH
3¢ (HEeKTUBHOCTD MEKTPOCHAOXKEHHUS B MECTHBIX 3JIEKTPOCETSIX WU JJa)ke Ha YPOBHE MAarucTpajbHOU CETH.
CocTosiHME TOJCUCTEMBI IOCTOSIHHO AHAIM3UPYETCS, IPOU3BOAUTCS KOHTPOJb B OHJIAWH-PEXUME Ha
OCHOBaHUU MoyydeHHO mHpopManuu. [loacucrema 00opyaoBaHa yIpaBisieMbIMU WHTEIUIEKTYalbHBIMHU
yCTpOICTBaMHU, KOTOPbIE aBTOMAaTHUECKHU MOAEP)KUBAIOT OaJlaHC MEXIY IMOCTaBKON U MOTpeOIeHueM s
obecredyeHns: BBICOKOr0 KauecTBa 3JIEKTPOIHEPTUH U YITyUIIEHUS HAaJIE)KHOCTU ¥ pabOTOCIIOCOOHOCTH.

MHTeIeKTya IbHBIM CETSM MPHUCYLIH ClIeAYIoIue aTpuoyTh [3]:
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— CIIOCOOHOCTH K CAMOBOCCTAHOBJICHHIO ITOCIIE cOOEB B MOJaue 3JIEKTPOIHEPTHH;

— BO3MOXXHOCTb aKTHBHOT'O Y4acTHsl B paboTe ceTH moTpeduTeneii;

— YCTOHYMBOCTb CETH K (PU3MYECKOMY U BUPTYaJIbHOMY BMEIIATEIBCTBY 3JI0YMBIIIJICHHHKOB;

— obecrieyenue TpeOyeMoro Ka4ecTa nepe1aBacMoi AIIEKTPOIHEPTUH;

— obecrieueHrue CHHXPOHHOM PabOThl HCTOYHUKOB TEHEPAIIH U Y3JIOB XPaHEHHSI SJIEKTPOIHEPTHH;

— MOSIBJICHUE HOBBIX BBICOKOTEXHOJIOTUYHBIX IPOYKTOB;

— MOBBIIIEHUE YPPEKTUBHOCTH PAOOTHI SHEPTOCUCTEMBI B IIETIOM.

[Moxcucremy «Smart Grid» MOXXHO OnHcaTh TAKAUMHU aclieKTaMu GpyHKIHOHHpOBaHus [4]:

1. [M6KOCTB, CeTh MOACTPAMBAETCS MO HYKJIbI TIOTPEOUTENECH DIICKTPOIHEPIHH.

2. flocTyrnHocTk, ceth qOCTyMHA ISl HOBBIX MOJIB30BATEICH.

3. HagéxHoCTh, ceth TapaHTHPYET 3aIMUIIEHHOCTD  KAY€CTBO 3JIEKTPOIHEPTHH.

4. IKOHOMNYHOCTB, 3P PEKTHBHOE YIIPABICHHE U PEryIUPOBaHUE (HYHKIIMOHAIOM CETH.

[Toka 3yIeKTPHUECKUE CETH CTPOSTCS M0 UEePAPXUUECKOMY IMPUHIUITY (F€HEepaTop, MarucTpaabHbIe
JIMHUY, J1ajiee paclpeieuTeNbHbIe CETH, TOPOJICKUE CETH U moTpeduTenu). B GonpmmHCTBE c1ydaeB OHU
COCTOSIT M3 DPAJUAIbHBIX JMHUKA C OJHOCTOPOHHUM IIOTOKOM SHEprud. JIMIIb B HEKOTOPBIX CIydasx
ANEKTPUYECKUE CETH 3aKOJBLOBaHBIL. [IpHUCYTCTBYIOT CHCTEMBI PENICHHOHM 3alUThl U JUCIETYEPCKOTO
KOHTPOJISI.

[Mogcucrema «Smart Grid» mpeyaraer HOBBIM TNPHHIUII OCTPOCHUS, B OCHOBE KOTOPOW
TeHepaTop, MPOBOAIIAS KOHCTPYKUUS (JIMHHUS) W TOTPEOMTENh, HO OH Yy4YacTBYET B TIEHEpali U
nepepacrpeefieHud dHeprud. JlepuuuT M CTOMMOCTh OPraHMYECKHX BHJOB TOIUIMBA CTUMYJIHUPYET
pa3BUTHE aJbTEPHATUBHBIX MCTOYHHUKOB AJIEKTPOIHEPruu. | eHepupyronme MOIHOCTH B YMHOH cHCTEMe
ANEKTpOcHa0XKeHUsT OyayT OOJIbIIe pacrpeaesieHHBIMU, YeM KOHICHTPUPOBAaHHBIMH, Kak celdac (puc. 2).
OCOOEHHOCTBIO TAKMX WCTOYHHUKOB SIBIISIETCSI UX OTHOCHUTEIHFHO HEOOJbIAsi MOITHOCTh U HECTAOMIBHOCTD
napamMeTpoB TeHepupyeMol MOIIHOCTH. O4YeBHUAHO, YTO Ui CTAOWIM3AIMM TapaMeTpoB TaKUX
UCTOYHUKOB M WX aBTOMATHYECKOH CHHXPOHH3AIMM C CEThI0 HEOOXOAMMO HCIOJBh30BATh
MHTEJUIEKTyaJIbHbIE YIPABISAIOIINE YCTPOMCTBA.

LleHTpanbHele cACTEMb
reHepaumin SHeprum

IT-uHdbpacTpykTypa

AKKyMYIIHPOBAHUE SHEPrK
Puc. 2 — HarnsinHoe m300pakeHre B3aUMOCBSI3el B «YMHBIX» CETSIX

bynymas ceth yxe He OyAeT UMETh HEPAPXUUECKYIO CTPYKTYPY U KPYIIHbIE TOTpeduTenu 0yayT B
Hell nmepeMeIansl ¢ OOJIBIIUM KOJIMYECTBOM OTHOCHTEIBHO MaJOMOIIHBIX UCTOYHUKOB SHEPIHH, a TaKXKe
U MOIIHBIX E€AVWHUYHBIX CTAHIMM, PETyJsATOPOB HANPSIKEHHs, KOMIIEHCATOPOB PEAKTUBHONW MOIIHOCTH

(puc. 3).
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CMeHa mapaaurMel:
OT IIEHTPAIN30BAaHHOIO K ASIIeHTPAIN30BAHHOMY SHEPrOCHA0KESHHIO

IIpom3BoncTBO » IIpon3BoncTBo 1 noTpediIeHNne
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Puc. 3 — Uzo0paxeHnue nepexoaa OT TPAAUIMOHHON EHTPAIN30BAHHON TeHEPalny K ACHEHTPATH30BAHHON C MOTpeOIeHHEM

[TepeTokn MOIIHOCTH MO TAaKOH CeTH He OyayT CTPOro IeTepMUHMPOBAHHBIMU. Takas cioKHas
HECTPYKTYpUPOBaHHAs CETh JIOJDKHA HMETh  HMHTEJUIEKTYaJIbHYIOIO  YIPABJISIOUIYI0O  CHUCTEMY,
COI'JIACOBBIBAIOIYI0 MEXIy cO000i paboTy BCeX MHOIOYMCIEHHBIX KOMIIOHEHTOB ceTH. [lyis sToro Bce
KOMITIOHEHTBI CETH JIOJDKHBI «OOMIATHCS» IPYT C APYIOM U C YIPABISIOIIAM LEHTPOM IO CIHEIUATbHBIM
KOMMYHHKAIIUOHHBIM CETSIM.

Jns Hange:xHoro (YHKIMOHWPOBAHUS TAKOW CIOXKHOW ITOJCHUCTEMBI, KOJIUYECTBO OTAEIHHBIX
MHOIO()YHKIIMOHAJIBHBIX MoJyJieil, oOpabaTbIBalOIIUX HH(OPMAIMIO, JOIKHO OBITh COKpAIIEHO [0
MuHIMyMa. MHpopManus 0T MHOTOYHCICHHBIX KOMIIOHEHTOB «Smart Grid» gomKHa MoCcTynaTh 1Mo CeTH
Ha MOIIHbIE cepBephl, 00pabaThIBATLCS MMH, U MEPECHUIAThCA IO CETH HA MCIOJHUTEIbHBIE AJIEMEHTHI.
Bes ocHOBHas (DyHKIIMOHAJIBHOCTH CHUCTEMBI JIOJDKHA 0O€credrBaThCS Ha almapaTHO-IPOrpaMMHOM
YPOBHE.

B xonmenuuu «Smart Grid» peneiiHas 3amuTa JODKHA OBbITh COBMEIIEHA C  (QYHKIUSIMHU
MH(POPMALIMOHHO-U3MEPUTENIbHON cucTeMbl. [IpuunHON sBiIsSETCS TO, YTO, MMKPOINPOLIECCOPHBIE
YCTpOMCTBa pesIeHON 3allUThl MPOU3BOAAT U3MEPEHMsI TOKOB, HANpPSKEHUH B BEKTOpHOU ¢opme. OHHU
3alMCBIBAIOT M HAKAIUIMBAIOT HHPOPMaLKIO 00 aBapuIHBIX peKUMaxX U COOCTBEHHBIX cpabaThIBaHUAX. JTa
nHpOpMaUs MOXKET OBbITh HANpPSIMYI0 HCIOJIb30BaHA B OyIYIIMX KOHTPOJIBHO-UH(POPMAIIMOHHO-
U3MEpUTENbHBIX y3imax «Smart Grid», B KOTOpBIX peieHoM 3ammre OyAyT HpUIaHbl JOMOJHUTEIbHBIC
(GyHKIMN U3MEpeHH, MOHUTOPUHTA U JIMAarHOCTUKU 3JIEKTpooOOpyaoBaHus sHeprocucreM. Uaes «Smart
Grid» peaabHO CTUMYJIUPYETCSI CO CTOPOHBI OPTraHOB BJIACTH Pa3BUTHIX cTpaH. OHa MMOKa HecaMOOKyIaema
U He Oyzner camookymnaemol B Ommxaiimem Oyaymem. OJHaKoO TakuM IyTeM, (OpCUpPYETCs pa3BUTHE

«YMHBIX» TEXHOJIOTHM.

TpancnoptHas noacucrema. Basicnoe 3nauenue ¢ cocmage YI' omoaemcea mpancnopmy, noocucmemst mpancnopma u
IHepzemuKu mecHo céazansl opyz c opyzom. bes pazeumoii snepzemuueckoii cmpyxkmypol popmuposanue cmpykmypoi
YMHO20 mpancnopma o6vin0 6t Heeo3moxcno. Dopmuposanue noocucmemor mpaucnopma YI' ocnoevieaemca na
unmennekmyanvnoi mpancnopmuou cucmeme (UTC) [5]. Imo noopazymesaem unmezpayuio onepamueHoz0 ynpasieHus
ecemu 6UOAMU MPAHCROPMA U CROCOOHOCIMbIO PEAKYUU HA COOLIMUA 8 Pedcume Peanbnozo epemenu. bonvuioe 3nauenue
umeem mo, 4mo MmpaHcnOPMHAA NOOCUCHEMA ABIAECA COCHAGHOI YUACMbIO 6Cell CUCHEMbL « YMHbLIL 20p00», U ROINOMY
001IICHA PACNONAaAmb 0OCHYRHBIMU 0151 NOIb306ameell unmepgeiicamu.

Jlns opraHuzanuy Takod mojacucteMbl B Y1 nomkeH ObITh CO3/1aH €QUHBIA LEHTP YIpaBIICHUs
UTC, xyna B oHNaiH-pexxuMe OynyT mepeaaBaThCs JaHHBIE C JETEKTOPOB MOHHUTOPWHTA TPAHCIOPTHBIX
MOTOKOB U JIOpOokHast obcrtaHoBKa ¢ goro u Bumaeokamep. Co3gaHHas cucTeMa 00S3aTENbHO JOJKHA
(bUKCUPOBaTh CKOPOCTh MOTOKA, HAJIMYHME W KOJUYECTBO aBTOMOOWMJIEH M OOIECTBEHHOTO TPAHCIIOPTA,
YUUTHIBATh MOTOJIHbIE YCJIOBUS M cocTtosiHue Tpacchl. [Ipu Bo3nukHoBeHuu JTII cucrema nomkHa
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npeaynpekaaTrb BCCX YUACTHHUKOB JABUKCHHUA O 3aTPYAHCHUAX ABUKCHUA HAa JOPOTC U IMMOJACKA3bIBATDH ITYTHU
06’5632[3. Pexumbr pa6OTLI CBeTO(bOpOB AOJIKHBI MCHATBHCSA B 3aBUCHMMOCTH OT 3arpy>K€HHOCTU COCCIHUX
MEPCKPECTKOB. HpI/I HeﬁCTBHH OIIMCaHHOMU MMOACUCTEMBI MMOABUTCA BO3SMOKXHOCTb KOOPANMHUPOBATHL ITIOTOKH
B ClIyda€ 3aTOpPOB, OTMCHATH HECIIOMYJIAPHBIC MAapIIPYThl U HA3HAYaTh HOBBIC.

CdopmupoBannas UTC Ha poporax mpencTaBisieT cOOOW IENblid KOMIUIEKC (YHKIIMOHAIBLHOTO
00Opy/OBaHUs, KOTOPOE OCYLIECTBISIET cOOp HH(pOpMAIUH, YHpaBICHUE TPAHCIOPTHBIM MOTOKOM U
MH(POPMHUPOBAHNE YYACTHUKOB JOPOKHOTO JABWXKEHHS. OXHIAEMOTrO pe3yibTaTa OT CHCTEMBI MOXKHO
JOCTUYb TOJIBKO MPH YCIOBUU OCHAIIEHHUS CUCTEMbI HEOOXOAMMBIM 00OpPYIOBAaHHUEM U €r0 KOMIUIEKCHOU
paboTe MOXKHO JTOOUTHCS CYIIECTBEHHOTO YIIYULICHHUS CUTYalluy Ha JOpOorax B Meramonucax [5].

brnaronapss KOMILJIEKCHOMY B3aMMOJIEHCTBHIO CHUCTEMa IIO3BOJSET OJHOMY Y3Ily YIIPaBIATH
JECAThI0O WIM JaXXe COTHSAMH ThIcsd ycTpoiictB. Ilmatrpopma IoT ymMHOro ropoma cOAEpKUT
HAcTpavuBaeMble BUIDKETHI (puc. 4), MexaHu3M OOpaOOTKHU MpaBWJI U CHUCTEMY MOJKIIFOYAEMBIX MOIYJEH,
KOTOpBIE (PAKTHYECKH JENAI0T MIaTGopMy paciupseMoi.

Puc. 4 —Inardopma loT HacTpauBacMbIie BUIKETHI

O6mmit morok nmanubix (BigData) B ymMmHOM TOpone oOecrieunBaeTCsi MHOMKECTBOM PA3THUYHBIX
JaTYNKOB, OTCIEKUBAIOIIUX CaMble pa3HbIE MapaMeTphl: JAaTUYUKH JBUKECHHS, AATYUKU JIOPOKHOTO
JBWDKEHUS, JETEKTOPHI 3aroJIHEHUS TApKOBOYHBIX MECT, TMOTOJHBIE CTaHIIMM, JATUYUKU YIPABICHUS
0TX0J1aMu, 1aT4uku 1myma, kamepsl CCTV 1 KHOIIKH SKCTPEHHOTO BHI30BA.

[Ipencrasnennas Ha puc. 5 mnatpopma YI' CitySys mpencraBiser coOoit oT-
KpBITYI0 MaTdopMy, OOBEIUHSIONIYI0 B ce0e MHOKECTBO MPHIOKEHUN IS
opranuzanuu mnoacucteM. COOp HaHHBIX, TMepegada W OILEHKA BBIMOJHSIIOTCS
KOMIUIEKCHOM cuctemori ympasienust CitySys, peann3oBaHHON Ha miargopme
ThingsBoard IoT B pamkax cranmapta oTkpsiToro ucxoanoro kozga (OPC) [6].
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Puc. 5 — IInarpopma Ymusrii ropox CitySys

BzanmopneiictBue nHpopMauu 1aHHON TIATGOPMBI C OTKPHITBIM HCXOJHBIM KOJOM — 3TO CEpHs
cepruuKalMii M CHenupHUKaIui OT pa3padOTUYMKOB MNPOTPaMMHOrO oOecredeHHs, (OPMHUPYIOLUTHX
uHTEepQEiic MeXIY MOIB30BATEISIMA M CEpPBEPAaMU, OCYIIECTBIISIS JOCTYI K JAHHBIM B PEabHOM BPEMEHH,
MOCTOSIHHBI MOHUTOPHUHI aBapUHHBIX CUTHAJIOB M COOBITHH, JAOCTYN K apXWMBHBIM JaHHBIM M JIpyrue
obmactn mpuMeHeHus. Ero mporpamMMHBIE M ammapaTHbIe KOMIIOHEHTBI OCYIIECTBISIFOT HPSMYIO CBSI3b
yepe3 cTaHgapTHble WHTepdeiichl u mpotokoisl: Powerline, Bluetooth, KNX, Z-Wawe, ModBus
RTU/TCP, BACnet IP, EnOcean, DMX, M-Bus, GSM.

0T miardopma CitySys uMeeT CTpyKTypy € TOPH30HTAIIBHOM MacIITaOUPYeMOCThIO M CO3JaeTCs C
UCIIOJIb30BAHUEM ITPEUMYIIECTBEHHO TEXHOJIOTHI C OTKPBITBIM HUCXOAHBIM Koaom [6]. Bmaromaps
CXOXKECTH KaXJOro y3ja KiacTepa, miardopma sBIsSeTCs O4YeHb HajiexHOH. HanekHoCcTh M BbICOKas
3P HEKTUBHOCTD SBIISIOTCS IEHCTBUTEIBHO CAMBIMU BaXKHBIMU TIPEUMYIIIECTBAMH IIaT(HOPMEI.

CitySys Mo3BOJISIET HAMPSIMYIO YIIPABJIATH OCBEIICHUEM Pa3IMYHBIMU criocobamu [6]:

— MCTIOJIb30BaHME YAAJICHHOH KOMMYTAIlMHM CHJIOBBIX KOHTAaKTOPOB 3a CUeT (HYHKIMA CHCTEMHBIX
KHOTIOK;

— HWCIONB30BAHWE AaBTOMATHYECKONH KOMMYTAI[MM CHJIOBBIX KOHTAKTOPOB 3a CUYET IperycTa-
HOBJICHHBIX IPOQHIIEH KOMMYTaINH;

— MpUMeHeHue TnpoduiIeld peryIHpOBaHUS OCBEHICHUS /IS aBTOMATHYECKOH PETYIUPOBKHA  C
UCIOJIb30BAHUEM «YMHBIX» (POHApEH;

— pydHas peryiaupoBKa (hOHapei, KOoTopas BO3MOXKHA 3a cUeT (YHKIUH CHCTEMHBIX KHOIIOK, a
TaKXe peryaupoBKa OTAEIbHBIX (hoHapei, rpymnm ¢poHapeil Win BRIOpaHHBIX (DOHAPEH ¢ OMOIIbIO KapThl.

Cucrema ympasnenuss CitySys mpeaocTaBiseT MHOXKECTBO (YHKIMI, a Takke OToOpaxkaer
COCTOSIHME KaXIOro YCTpoiicTBa, ympasisiemoro miuatdopmoil. Ilomb3oBarens MOKET NPOCMOTPETh
MEepeYeHb JJIEKTPUIECKUX PACIPEEIUTENBHBIX KOPOOOK CO 3HAUYEHHSIMH MX TOKOB, OT(MHIBTPOBATH U
0T0o0pa3uTh HEOOXOoaMbIe cBeleHUsl. OCOOCHHO MoJie3eH MH(POPMALMOHHBIH KOMIIOHEHT O COOBITHSX U
MOBPEXICHUSIX, ITPEIATAOIINN OBICTPBIN MPOCMOTP 3aMUCeil O MOTPEOICHUH AIIEKTPOIHEPTHH.

3aknwuenue. B ycnoBHUsX HOBBIX BBI30BOB DHEPreTHKAa HAXOAMUTCS Ha 3Tale CMEHBI CTPYKTYPHO-
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TEXHOJIOTMYECKOM mapagurmel. Ilepexon K HOBBIM  CTPYKTypaM B BHJE HHTEIPUPOBAHHBIX
UHTEIUICKTYaJIbHBIX YHEPreTHYECKUX CUCTEM, OOBEANHSIIONIMX CAMOOPTaHU3YIOIINECs CUCTEMBI AIIEKTPO-,
TEIUIO-, XJIaJ0-, Ta30CHAOKEHHS U Jp., TOCTPOSHHBIX M0 MYJIbTHAr€HTHOMY NMPUHIHMITY 00ECTIEYUT HOBBIN
UMITYJIbC Pa3BUTHS OSHEPreTHUKH, OOCCIICUMBAIOIINII YHIOBICTBOPCHUE BO3PACTAIOIIMX TpeOOBaHHI
norpeOuTenei.

B cBs3u ¢ yBenuMueHHEM KOJIMYECTBA TPAHCIOPTHBIX CPEJCTB B METaIoJIMCaX OCTPO BCTAeT
npobiemMa cpeHel CKOPOCTH JABMKEHHS U 3arPYKEHHOCTU J0pOr. MHOTHE ropoja Mupa He NEepPBbIi roj
CTOAT B MPOOKaxX, HO JIUIIb HEMHOTHE UX HUX CMOTJIHM pa3Bs3aTh I3TOT «TPAHCIOPTHHIN y3en». He Bcerna
€CTb BO3MOKHOCTb IOCTPOUTH HOBYIO JIOPOTY WJIM PacCHIMPUTh CYLIECTBYIOIIYI0 MarucTpalb, 103TOMY
pemate MpoOieMy 3arpyKeHHbIX JIOpPOI HEOOXOAMMO C TOMOUIbI0 COBPEMEHHBIX TEXHOJOTHH.
WuTennekTyanbHble TPAHCIIOPTHBIE CHCTEMBI MIPHU3BAHBI IIOMOYb B 3TOM BOIpOCE 3a c4eT 3(P(HEeKTUBHOTO
yhpaBieHUs CBETOPOPHBIMU OOBEKTAMH, CPEICTBAMHU PETyJIUPOBAHHMS M MOHHUTOPHHTA JOPOYKHOTO
Tpaduka, cuicreMamu HHPOPMHUPOBAHUS YIACTHUKOB JIBUKECHHUS O CUTYAIMH Ha JIOpOTax M T. JI.
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Benopycckuii 2cocyoapcmeennulii ynugepcumem uH@OpMamuky u paouodNeKmpoHUKuU,
2. Munck, Pecnybnuxa Benapyce
Hayunwuii pykosooumens: Ionysn T. B. — accucmenm kageopvr UKT
AnHoTanusi. B npescraBneHHON cTaThe OMMCHIBACTCS MPOBEJICHHBIM aHann3 MpoToKoJoB MapupyTtuzauuu OLSR u
AODV, ucnons3yembix B camoopranuzyromieiics cetn MANET, npu nomoru cumyasitopa NS-3.
KuaroueBble ciioBa: camoopranusyromasics cetb, MANET, OLSR, AODV, NS-3.

Beeoenue. B coBpemMeHHOM Mupe OeCIpOBOHBIE CETH CTAHOBSTCS BCe 0OJiee pacpOCTpaHEHHBIMU
U BOCTpeOOBaHHBIMH, OCOOCHHO B  KOHTEKCTe camoopranmsyrommxcs cered  (MANET).
CaMOOpraHu3yroluecs: CeTH MPeACTaBIAIOT OO0l CeTH, B KOTOPBIX y3JIbl MOT'YT CBOOOAHO MEpeMenaThCs
U aBTOMAaTUYEeCKH (HOPMUPOBATH COCTUHEHUS MEXKIY COO0H 0e3 HEeHTpaIM30BaHHOTO ylpaBieHus. Takue
CeTH HaXOAT MPUMEHEHHUE B PA3JIMYHBIX 00JACTIX, TAKMX KaK BOGHHBIEC OINEpally, aBapUiHbIe CUTYaI[U1
¥ MOOMJIbHBIE KOMMYHUKALIUH.

OAHMM U3 KIIIOUEBBIX aCMEKTOB B CAMOOPTAHU3YIOIIMXCS CETAX SIBISETCS MaplIpyTU3alus, TO €CTh
ompesiefiecHue MapUIpyTOB Tepefadd TaHHBIX MEXIy yi3namu cetd. B OecmpoBomubix MANET-cersx
MapIIpyTU3aLUs SBISETCS OCOOCHHO CIOKHOW 3aauell n3-3a IUHAMUYECKOW MPUPOABI CETH, U3MEHEHUS
TOTIOJIOTUU M OTPAHUYCHHOW MPOIYCKHOW CIIOCOOHOCTH KaHaja CBS3H.

Jlnsa ananmusza W cpaBHeHHsS MpoTokoyioB Mapmpytuzanuun B MANET dacto wucnomssyrorcs
cumyssitopsl, Takue kak NS-3 (Network Simulator 3). NS-3 npenocrasisieT cpeny st MOACITUPOBAHUS U
CHUMYJISILIMU PA3IMYHBIX CETEBBIX MPOTOKOJIOB M CIIEHAPUEB, YTO IMO3BOJISICT MCCIEAOBATENSAM M3y4daTh U
OLIEHUBATh MIPOU3BOJUTENLHOCTD MPOTOKOJIOB B PEATUCTUYHBIX YCIOBHSIX.

CymiecTByeT MHOXECTBO IPOTOKOJIOB MapHIpyTH3allMH, pa3paOOTaHHBIX CIEMUAIBHO  JUIS
6ecripoBogubix MANET-cereii. /IBa u3 Hambomee pacnpoCTpaHEHHBIX MPOTOKOJIOB MapIIPYTHU3ALUU B
MANET-cetssx — OLSR (Optimized Link State Routing) u AODV (Ad hoc On-Demand Distance Vector)
— 3aCIIY’)KHBAIOT 0COO0r0 BHUMaHUS U aHATN3a.

Ocnosnas wacms. B nanHoii pabote ObUT UcHoNb30BaH (ain manet-routing-compare.cc na C++,
KOTOPBI MO3BOJISIET CPAaBHUTH MPOU3BOAUTEIHLHOCTH TPOTOKOJIOB MApUIPYTH3AUU B OECIIPOBOTHBIX CETIX
MANET. IIporpamma reHepupyeT TOMOJIOTHIO CETH, PEATTU3YET pa3IudHbIE IPOTOKOJIbI MapLIPYTHU3aLUU 1
U3MepsIeT UX MPOU3BOIUTEIBHOCTD. Pe3ynbpTaThl cpaBHEHUS IPOTOKOJIOB BHIBOJISITCS B OTUETE.

B pesynerare MozenupoBaHus ObuUtM ToOJydeHbl jgaHHbie o SimulationSecond, ReceiveRate,
PacketsReceived, NumberOfSinks, RoutingProtocol, TransmissionPower.

[Mpu yBenmuueHun ypoBHS TransSmitPOwer y3ibel ceTd MOTYT MepelaBaTh CHUTHAI Ha OoJbliee
paccrosiHue, 4to BiuseT Ha ReceiveRate npyrux ys3mo. Eciam TransmitPower HemocTtaToqHO BBICOK, TO
Y3JIBI MOTYT HE TIOJIyYaTh TMAaKeThl OT YAaJCHHBIX HCTOYHMKOB HM3-32 IJIOXOT0 KadecTBa curHaia. OmHako
4Ype3MEepHO BBICOKUI ypoBeHb TransmitPOWer mMoxxeT BbI3bIBaTh MHTEPHEPCHIMIO C JAPYTHMH y3JIaMH U
MIPUBECTH K MTOTEPE MAKETOB U3-3a MTOMEX.

Takum 00pa3oMm, ONTHMAlIbHBIA ypoBeHb IranSMitPOWer cooTBEeTCTBYeT MaKCHMAaIbHOMY
ReceiveRate mist cetn, obecrieunBast JOCTATOUHOE MOKPHITHE M KAYECTBO CHTHAJIA [Tl BCEX Y3JIOB.

3aBucumocth PacketsReceived (konudecTBo monyueHHbIX makeToB) oT Nodes (konudecTBa y3jI0B) B
cetu ¢ mpotokosaoM AODV MoxeT OBITh CIIOKHON M 3aBHCUT OT HECKOJIIBKUX (PaKTOPOB:

1 Tpaduk ceru: yem GoJblIe Y3JIOB B CETH, TEM OOJIbILIE TAKETOB OYAET MepeaaBaThCsi MEXy HUMHU.
OnHako ¢ yBEeTMUYEHHEM YHWCIIAa Y3JIOB MOTYT BO3HHKATH MPOOJIEMBI C KOJUTH3USMH, TEPETPY3KOi CeTn u
YXYIIIEHUEM ITPOU3BOAUTEIBHOCTH.

2 DddextuBHocTh Mapmpytusaiuu: mpotokod AODV moctpoen Ha mpunimnax On-Demand
MapuIpyTU3aldi, YTO O3HAYaeT, YTO MAapIIPYThl YCTaHABIUBAIOTCS TOJBKO IpH HeobOxomumoctH. C
YBEIIMYCHUEM YHCIIa Y3JI0B B CETH MOYKET BOSHHKAThH CJIOHOCTh B TIOMCKE U MOJICPKAHUU ONITUMAITbHBIX
MapuIpyToOB, YTO MOXKET OTPA3UThCS HA KOJIMUYECTBE MOJyYEHHBIX TAKETOB.

3 PecypcHble OrpaHWUYEHUS: YBEIMYCHHE YHUCIA Y3JOB B CETH MOXKET NPHUBECTH K YBEINYCHHUIO
KOHKYPEHIIMU 32 PEeCcypChl, TaKUEe KaK MPOIYCKHas CIIOCOOHOCTh M SHEPrHs. DTO MOXKET CKa3aThCs Ha
CTa0MIIFHOCTH W HAQJCKHOCTH MapIIPYTH3AIlMH, YTO B CBOI OYEpeIb IOBIUSAET Ha KOJIUYECTBO
MOJTyYEHHBIX TaKEeTOB.

AODV sBisieTcsl MPOTOKOJIOM Ha OCHOBE 3alpOCOB, KOTOPBIM WHHUITMUPYET 3alpochl MapiipyTa
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TOJIBKO TpU HeoOXxoauMocTH. Kak ciencTBre, KOMMYecTBO MOJTYYEHHBIX TAKETOB MOKET ObITh HEBEJMKO B
CpPaBHEHUU C JAPYTHUMH MpoTokosamu, TakuMu kak OLSR. OmHako CKOpOCTh MpueMa MOXKET OBITh
BBICOKOM, KOTJ]a IIPOMCXOAUT aKTUBHBIN OOMEH MapIIpyTHON HHPOPMAIIHCH.

OLSR, ¢ npyroii CTOpOHBI, UCHOJB3YET AITOPUTM COCTOSHUSL CCHUIOK M MOJCPKUBAET aKTHBHBIN
oOMeH 3Toi uHpopMmarmend Mexay y3iaamu cetu. M3-3a atoro OLSR MoxeT uMeTh 00JIbII0e KOJIUYECTBO
MOJIyYEHHBIX TAaKETOB U OOMEH MaKeTaMu, YTO MOXKET MIPUBECTH K 0oJiee BHICOKON CKOPOCTH MpHEMa.

OpHako B XO0/i€ TPOBEIACHHOTO HAMH MOJICIMPOBAHHUS ObLIO 3aMedeHo, uTo mpotokon AODV
a¢dextuBree mpoTokosa OLSR. 310 BO3MOXKHO MPpH CIACAYIOMNUX YCIOBUSIX:

1 [unamuueckas cereast Tomosorus: AODV mo3BonsieT HaXoIuTh KpaTyalIuil MyTh MEXIy
y3JaMH TOJIBKO MPU HEOOXOIUMOCTH, UTO JieiaeT ero Oojee 3(PQPEeKTUBHBIM B JUHAMUYECKUX CETEBBIX
TOTIOJIOTUSIX, TJI€ COCTOSTHUE CBSA3EH MEXIY y3JIaMH 4YacTO MEHSETCH.

2 Orpanunuennsle pecypcbl: AODV uMmeeT MeHbIIy0 Harpy3ky Ha CeTh M HCIIOJIb3YeT MEHbIIE
pecypcoB, yem OLSR, uto nemaer ero 6osiee mOAXOIAIIMM JIsi OECIIPOBOJAHBIX CETEH C OrpaHUYCHHBIMH
pecypcamu.

3 HeobOxomumocTs ObicTporo oOHapyskeHust MapmpytoB: AODV BeIUTphIBaeT B CUTYaIHsIX, KOTJa
TpebyeTcst ObIcTpoe 0OHApY)KEHUE MAPIIPYTOB M3-32 YACTHIX H3MEHEHHH B TOMOJIOTUH CETH.

3aknwouenue. Pe3ynbTaThl WCCIIEAOBAHUS TOKA3alIHM, YTO 00a MPOTOKOJIA MApIIPYTU3ALUU HMEIOT
CBOU MPEUMYIIECTBA U HEAOCTATKU. JlambHEHINe HCCIIeOBaHUS B ATOM 00IaCTH MOTYT BKJIIOUATh aHAIIU3
JPYTUX MPOTOKOJIOB MAPIIPYTU3ALMH, YUET BIUSHUS PA3IUYHBIX (PAaKTOPOB HA MPOU3BOAUTEIHHOCTh CETH
MANET, pa3paboTKy HOBBIX @JITOPUTMOB MapLIPYTU3ALUU U YIYYIIEHHUE CYIIECTBYIOLUIMX MPOTOKOJIOB.
OTo mo3BoiMT co3darh Oonee 3ddextuBHbie M HamexHble ceth MANET, cmocoOubie 3¢ dexTrBHO
(YHKIIMOHUPOBATH B PA3IMYHBIX YCIOBUAX U CICHAPHSX TIPUMECHEHUSI.
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AHHOTaLIVIﬂ. CeFO,ElHFI nNpuBbIYHBIM UHCTPYMEHTOM KOMMyHVIKaLl,I/II7I ABNAIOTCA KOMMbKOTEPHblIE CEeTWU, YTO BbI3blBaeT
HeobxoaMMOoCTb obecnedeHnst Ux 6e30nacHOCTU, 34eCk PACCMaTPUBaOTC BO3MOXHbIE Yrpo3bl 1 cpeacTea oGecneyeHnst
6e30MacHOCTU NoKarbHbIX CeTEN.

KnroueBble c€noBa: JoKanbHasi ceTb, 6€30MacHOCTb, Yrpo3a, MNporpaMmMHoe
obecneyeHue.

BBegenune. Hactosilee Bpems xapaktepumdyeTtcst 60MnbLUNMM KONTIMYECTBOM YMCIia KOMMNbIOTEPOB,
CBsI3aHHbIE Mexay cobom C NOMOLLbIO 0COBbIX KaHanoB, NpegHa3Ha4YeHHbIX 4NS
pacnpocTpaHeHus nHopmaumm n

OpaHon 13 ocHoBHbIX Npobnem B JIC sBnsieTca obecneveHne nx 6esonacHoctn. Ho, HeobxoamMmo
noHMMaTb, 4TO 6e3onacHOCTb NpeacTaBnseT cobo COBOKYMHOCTb MEP TEXHUYECKOTO,
OpraHn3aumoHHOro 1 aAMUHUCTPATUBHOIO NnaHa, KoTopbiM TpebyeTcsa perynsapHasa nposepka.
He meHee BaxHO, 4TO B cuctemy 6e3onacHOCTH Bcerga BkoYeHbl v niogun. Noatomy ceTb
Hernb3s cynTaTb 6e3onacHom nNpu OTCYTCTBUMN AOBEPUSK MepCcoHany, KOTopbI C Hen paboTaerT.
Kpome Toro, abcontoTHasi 6€30nacHOCTb fOKarbHOW CETU HEAOCTUXMMAB NPUHLMNE, NOCKONbKY
Aaxke ecnv K Her JonyLeHo KpanHe orpaHn4yeHHoe YNCo AOBEPEHHBIX NOMNb3oBaTenen,
CYLLECTBYET BEPOATHOCTb, YTO U Cpean HMX OTbIleTCsa «crnaboe 3BeHO».[1]

OcHoeHasi yacmb. Yrpo3bl JIC MOXHO pasfgenntb criegyrowmm obpasom:

TexHuyeckasqa yrposa:

- Owwunbkm B nporpammHom obecrnedeHun (M0O), yem cnoxHee [10, Tem Oonblue
BEPOSATHOCTb OBHapy>keHUs owmnbok. bonbluas YacTe He NpeAcTaBnseT HUKAKOM ONacHOCTU, HO
HEeKoTOopble  MOryT nMNpPUBECTU K Cepbe3HbiM nocneactsnam. [encreyrowmnm  cnocob
npegoTBpaLLeHnio BO3HUKLINX Npobnem sBnseTcs cBoeBpeMeHHast ycTaHoBka obHoBneHus MO.

- PasnnyHble DoS- 1 DDoS-ataku. Denial Of Service (oTka3 B obcnyxusaHum) — ocobblii
TUN aTak, HanpaBfeHHbIN Ha BbIBEAEHWE CeTU Unu cepBepa n3 paboTocnocoBHOro COCTOAHUS.
DoS-ataka (Denial of Service) — nonbITka HApyLUEHUSA UITU CHUXXEHNSA OOCTYMNHOCTU pecypca, Kak
npaBumno, canTta, CETEBOro cepsuca unn codpra. 3agadya B ToM, YTOObI Neperpy3nTb LieneByto
cUCTEMY Unn caenaTb ee HeJOCTYMHOMW, NPUBOASA K OTKa3y B 06CnyXnBaHUN.

- KomnbtioTepHble BUPYCbl, 4YepBW, TPOAHCKME KOHWU. OHM MUCNONb3YT ONs CBOEro
pacnpoCTpaHEeHUs 3NEKTPOHHYIO MOYTY, ySA3BMMOCTb B MO mnmn nx COBOKYNMHOCTb, BbINOSHSAIOT
YHKUMIO MOXULLEHUS WHOPMALMM U UCMNONb30BAaHUSA 3apsPKEHHOW CUCTEMbl ONs CBOEro
pacnpocTpaHeHus.

- TexHnyeckue cpeacTea cbema nHgpopmaunn. Croga MOXHO OTHECTU TakMe CpeacTBa, Kak
KnaBuaTypHbIE XY4YKWN, pasnuyHble MUHU-KamMepbl, 3ByKO3anucbiBatowme yCTpoucTea u T. 4.

- AHanusaTtop Tpadmka, unm cHuddep (ot anrn. to sniff — HoxaTb) — ceTeBon
aHanmsaTop Tpaduka, nporpaMmma Unn nporpaMmmHo-annapaTHoe YCTPOUCTBO,
npegHasHavyeHHoe A8 nepexsarta 1 nocnenyLwero aHanmaa, nmbo TonbKo aHannsa ceTeBoro
Tpaduka, NpeaHasHayYeHHoro ansa Apyrux y3nos.

Uenoseyecknin gpaktop:

- YBOMEHHbIE UM HEAOBOSIbHbIE COTPYOHUKMN.

- [NpoMbIWEeHHbIN WNUoHaX

- XanaTHOCTb.

- Huskas kBanndgukaums.

[aHHas rpynna ncnonb3dyeTcsi B NOBCEAHEBHOM XXN3HM HAMHOIO peXe BbllLEeNnepevncrieHHbIX, Tak
KaK, KpOMe Hanmnuusi cneuTexHukn, TpebyeT AocTyna K CeTU 1 ee COCTaBNALWUM. [2]

3aknroyeHue. Takum o6pas3om, B HacTosiwee BpeMsi BaXHO OblTb YyBepeHHbIM B
3aLULLEHHOCTN NOKanbHOM CETU U BOBPEMS BbISIBUTb BO3MOXHblE Yrpo3bl. 3HaHME KOTOpPbIX
COBMECTHO C YsI3BUMbIMW MeCTaMu 3alUuTbl, KOTOpble 3TU Yrpo3bl OObIMHO JKCMyaTUpPYIOT,
HeobxoamMmo ans Bbibopa Hanbonee aKOHOMUYHLIX cpeacTB obecneyeHna6e3onacHoOCTy.
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AHHOTaumMa. B MaTepvanax fAokiaga paccMaTpuMBalOTCs  METOAbl  pa3BepTbIBaHMS
MMKPOCEPBUCHbIX MPUIOXKEHWI, MPefOCTaBNss KOMIEKCHOe NMOHUMaHWe AOCTYMbIX UHCTPYMEHTOB
W NOAXOLOB, aAanTMPOBaHHLIX MOA4 pa3nuyHble MOTPEOHOCTM pa3paboTku W yrnpaBreHwus.
Mcnonb3oBaHWE MEPEUYNCTIEHHBIX METOAOB  Pa3BEPTbIBAHUS  MPeAoCTaBUT  FMOKOCTb U
MacTabupyeMoCcTb MWKPOCEPBUCHBIX MPUSIOXKEHMWIA, aBTOMATM3aUMIO MPOLECCOB, a TaKxke
LieHTpan“30BaHHOE yrpaB/ieHMe pa3BepTbiBAHUEM,

KnroueBble cnoBa: Kubernetes, helm, kubectl, gitops

BBegenne. B coBpeMeHHOM pa3paboTke MpOrpaMMHOr0 obecrneyeHnss MUKpPOCEpPBUCHAS
apXUTEKTypa 3apeKkoMeHAoBana cebsi Kak MOLWHbIM MOAXOA K CO3[4aHWMKO MaclTabupyeMmblix,
rMOKMX N HafEXHbIX CUCTEM. DTa MoAenb npeanonaraeT pasgeneHve NPUIoXKeHus Ha Habop
HE3aBMCMMbIX CEPBUCOB, KaXXAbl M3 KOTOPbLIX BbIMOSHSAET YHUKANbHYO (YHKUMIO M obLiaeTcs C
APYTMMW  4epe3 JIEerkoBeCHble MpOTOKOSMbl. [ ynpaBfeHUS >XM3HEHHbIM LUMKIIOM  TaKMX
MUKPOCEPBUCOB 4acTo npumMeHsieTcs Kubernetes — nepeposas nnatdopma ans aBToMaTM3aumm
pa3BepTbiBaHUs, MacwTabrpoBaHus n yrnpaBneHus KOHTENHEPU3NPOBAHHbLIMM
npunoxeHusiMum[1].

Pa3BepTbiBaHWE MUKPOCEPBMCOB B kubernetes MoXeT 6GbiTb HEMPOCTON 3afayen, yunUTbiBas
AVHAMWUYHOCTb W  CNOXHOCTb COBPEMEHHbIX MpunoxeHun. OpHako, 6narogapsi LUMPOKOMY
ACCOPTUMEHTY WMHCTPYMEHTOB W MeTOAMK, pa3paboTumknm MoOryT BblbpaTb noaxod, Havbonee
noaxoAsiuMn Anst MX KOHKPETHbIX TpeboBaHui M npeanoyTeHni. OT NpsAMOro ynpaBneHust
pecypcamu ¢ nomolubto kubectl n manHudectoB YAML 10 605nee BbICOKOYPOBHEBBIX abCTpakLuii,
Takux kak Helm yaptbl, GitOps npaktuku, onepatopbl Kubernetes n Kustomize — kaxabli n3
3TUX METOAOB NpeasiaraeT CBOW YHWKasbHble MpeuMMyLliecTBa U MOXeT ObiTb MCMOMb30BaH B
Pa3fMYHbIX CLEeHapusix pa3paboTkn 1 aKCnyaTaumu.

DhdeKTMBHOE MCMOMb30BaHME 3TUX WHCTPYMEHTOB M MNOAXOAOB MNO3BONSieT KOMaHAaM
[AOCTUraTb BbICOKOrO YPOBHSI aBTOMaTu3auum, ynyylaTtb HAAEXHOCTb M ynpowaTb ynpasieHue
CNOXHBIMW CUCTEMAMM, YTO B KOHEYHOM UTOre NMpMBOAUT K 6onee 6bICTPON AOCTaBKE LIEHHOCTM
ANSi KOHEYHbIX MOJSIb30BaTeNEMN.

OcHoBHass 4Yacrb. OpHMM 13 NepBblX METOAOB pPa3BepTbiBaHUS MWUKPOCEPBUCHbIX
NPUNOXEHUN SBNSIETCA KOMaHAHbIN MHTepdenc kubectl n YAML MaHudecTbl. MaHudecTbl
OMNUCHIBAIOT JKeflaeMoe COCTOsSIHME PpecypcoB B KnacTtepe. JTO MeTod NpefocTaBnser
pa3paboTuMkaM NpSMOA W TFPaHYNSPHbIA KOHTPOSb HAaA KOMMOHEHTaMM CUCTEMbI, MO3BONSS
TOYHO HacTpamBaTb MOBEAEHWE M NapaMeTpbl KaXAoro cepsuca. K AOCTOMHCTBAM 3TOr0 MeToAa
MOXHO OTHECTW CrieaytoLlee: BbICOKMI YPOBEHb KOHTPONS M MPO3PayvyHOCTb KOHGUrypauun. Ho y
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3TOr0 MeTofda eCTb W HeaocTaTKu: ynpasneHue 60MblMM  YUCIOM  MaHUPEeCcToM U uX
3aBMCUMOCTSIMM MOXET OblTb TpyAOeMKuM, TpebyeTcs aeTasnibHOe MOHMMaHue cneunduKaumn
pecypcos kubernetes.

Cnepytowmii MeToq pa3BepTbiBaHMa — helm. 3To nakeTHbI MeHemkep ans kubernetes,
KOTOpbIM 3HAYMTENIbHO YMNpOLAeT MNpPOUeCcC pa3BepTbiBaHWUS MPUIOXKEHUN, MNpPefoCTaBNsas
yA0OHble WabnoHbl, KOTOPbIA MHKANCyNMpytoT Habop pecypcoB M MX 3aBUCMMOCTU. DTOT METOA
nUMeeT cneaylome NpemmyLLecTBa: CTaHAapTU3aumMs pPa3BepTbiBaHUS CIIOXKHBIX MPUIOXKEHWUN 3a
cyeT WabnoHOB, BEPCMOHMPOBAHWE W YMNpaB/iEHNE 3aBUCUMOCTSIMU MpUNoXeHun. OaHako ans
NCNONb30BaHNS 3TOr0 MeToda HeobxoanMMO OCBOEHME CUHTAKCMCa U CTPYKTYpbl WwabnoHos helm.

Kubernetes operators — nonb3oBaTenbCkne KoTponnepbl Ans HabnoaeHns 3a COCTOSIHUEM
PEeCypcoB MU aBTOMATUYECKOrO BbIMOSIHEHUS AEUCTBUA ANS AOCTUXKEHUS XKENAEMOro pe3ysbTaTta
COCTOSIHUA  npunoXxeHui. OnepaTopbl  paclwmpsioT  MYHKUMOHAN  KnacTtepa, M03BONss
pa3paboTunMkaM KOAMPOBaTb M aBTOMATM3MPOBaTb 3adayun yrnpaBieHUs NPUNOXeHWNA. [daHHbIN
MeTo4 nNpefocTaBnseT npeuMmyllecTBa: asBTOMaTM3auus  ynpasneHus W 06CnyXuBaHuA
NMPUNOXEHMI, BKOYas pa3BepTbiBaHMe, 0OHOBNEHME M BOCCTaHOBMEHMeE. lNpouecc pa3paboTku
cneumdryHOro onepaTtopa MoXeT 6biTb C/IOXHbLIM U 3aHSATb 4OCTAaTOYHOIO BPEMEHM.

Hanbonee nonynspHbIM MeTOAOM pasBepTbiBaHUA aBNAseTcsa gitops noaxod. 3JTa
MeTOoA0s0rMs, KoTopas mucrnonb3yeT Git Kak UCTOYHUK UCTUHBI AN AeK1apaTUBHOIMO ONUCaHUS U
yrnpaBneHusi MHQPPaCTPyKTYyporn M MNpUNOXeHUaMU. WHCTpyMeHTbl, noaaepxuBatowme GitOps,
Takne kak Argo CD, aBTOMaTtMyeckn NpuUMeEHSIOT U3MEeHeHWs, caenaHHble B Git-penosutopun, K
knactepy Kubernetes. 3TOT MeToA4 BblAENsSeTCd [AaHHbIMW  [OOCTOMHCTBAMU: obecrnedeHune
OTCNEXMBAHNSA U3MEHEHWUI 1 BO3MOXHOCTb BO3BpaTa K NpeablayLmMM COCTOSIHUSIM NMPUOXXEHWN.

3aksmroyeHne. Boibop MeToaa pasBepTbiBaHUS MUKPOCEPBUCHBIX MPUTOXEHMI B KnacTepe
kubernetes 3aBMCMT OT MHOXecCTBa (DaKTOpOB, BK/OYas cneumduky npoekTa, TpeboBaHus K
MacLITabupyeMocT M AOCTYMHOCTW, YPOBEHb 3HAHUIN KOMaHAbl M NpeanoYTUTENbHbIE paboune
npoueccbl. Kaxablh M3 pacCMOTPEHHbIX MeToAoB — ucnonb3oBaHue kubectl ¢ YAML-
MaHudectamm, helm, kubernetes operators n gitops — uMeeT cBou npeuMmyLlecTBa U MOXET
6bITb Hanbonee achdekTMBeH B onpeaeneHHbIX CLeHapusX.

MpsiMoe wncnonb3oBaHve kubectl ¢ YAML-MaHugectamn npeanaraeT MaKCUManbHbIV
KOHTPO/b WU NPO3paYyHOCTb, YTO AeNnaeT ero naeanbHblM Ans obyyeHns n akcnepuMeHToB. Helm,
KaK MeHemKep MaKeToB, 3HAYUTENbHO YMpOLAeT pa3BepTbiBaHWE W YMNpaBieHWe CAOXHbIMK
NPUWIOXeHNSMM, NPefocTaBnsas  MOLWHble CpeacTBa AN ynpasfeHus  BepcusiMu U
3aBucuMocTsiMu.  Kubernetes operators noAHMMAalOT aBTOMAaTWU3aUMIO Ha HOBbLIN  YPOBEHb,
Mo3BO/iISAI  BHEAPSTb  C/IOXKHbIE  OMepaumMy  YNpaBreHust W OBCNYXXMBaHUS  NMPUNOXEHWUIA
HernocpeacTBeHHO B knactep. HakoHeu, GitOps npeanaraeT LENOCTHbIM NOAXOA4 K YrNpaBeHUto
NHPPACTPYKTYPON U MNPUNOXKEHUAMM, obBecneymBasl KOHCUCTEHTHOCTb, OTKAa30yCTOMYMBOCTb W
yao6CTBO B ynpaBieHun Yepes KOoA.

B KOHeYHOM cuyeTe, ycnelwHoe BHeapeHne Mnkpocepencos B Kubernetes Tpebyet rnybokoro
MOHMMaHUS Kak CaMUX METOJAOB Pa3BEPTbIBAHWUS, TaK M YHUKasbHbIX TpeboBaHWM MpOeKTa.
NHorpa Hanbonee apdeKTMBHLIM pelleHneM MOXET CTaTb KOMOMHAUMS HECKONbKUX NOAXOA0B,
Hanpumep, ncrnonb3oBaHne helm ansg ynpaeneHus ctaHAapTHbIMKM KOMMOHeHTaMun n Kubernetes
Operators ans cneunanmsnpoBaHHbIX MUKPOCEPBUCOB.

Cnincok nimreparypsbi
1. The Book of Kubernetes: A Complete Guide to Container Orchestration. / Hohn Alan — No Starch Press 2022, — 430 c.
2. Kubernetes. Up and Running. / Brendan Burns, Joe Beda, Kelsey Hightower. — OReilly Media, Inc., Sebastopol 2019. — 277 c.
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BBegenne. Co3patenssM undpoBbIX BUAEOUIP MOCTOSSHHO MNPUXOAUTCS CTanKMBaTbCA CO
B3/IOMOM CBOMX MNPOAYKTOB, KOTOpbIA 6a3upyeTcs Ha B3aMMOAENCTBUM C WUCXOAHbIM KOAOM
(Hanpumep, MyTeM peBEepPCHOro WHXUHUPWUHIA) nnbo Apyrux coctasnsowmx. Mpu 3TOM
NPOCNEXMBAETCS  3aKOHOMEPHOCTb  MeXAay MOMynsipHOCTbID TOBapa KOMMAHUMM U ero
BEPOSAITHOCTbIO ObITb B3IOMaHHbIMK [1].

OCHOBHas1 4acrb.

MNpoBeaeM aHanM3 pasnUYHbIX aTak Ha Monb30BaTeNbCkyld 6a3y AaHHbIX. CornacHo
npuHuuny Kepkrodpdca [2] npu oueHKe HaaéxXHOCTM HeobxoaMMo npegnonaratb, 4TO
3/10YMbILINIEHHUK 3HAET 06 MCMoNb3yeMon cucTeMe LWNdpoBaHnUa BCE, KpOMe Kitodei. B aaHHOM
C/lyydae Kto4YaMm SBASIOTCS Naponn Mosb30BaTeNeN, KOTOPbIE XPaHATCA B BUAE Xeller, a caMa
CYB (cuctema ynpasneHust 6a3amMn AaHHbIX), COOTBETCTBEHHO, 6blna B3NOMaHa U LETMKOM
nornana K 3/10yMbILUNIEHHUKY.

Camblin npocTon MeToA B3/10Ma 3To noabop naponsi. CylecTByeT ABa NOAXOAA: 3TO aTaka
no cnoeapto M brute-force ataka (npocTton nekcukorpaduyeckuin nepebop BCEX BO3MOXHbIX
BapuaHToB). lpouecc nogbopa napons OnNMCaHHbIMW MEeTOoAaMM MokKasaH Huxe Ha puc. 1. OT
[AaHHbIX aTaK CMOXHO 3alUTUTLCS, HO €CTb CNOCobbl caenatb nx MeHee 3 heKTUBHBIMU.
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Dictionary Attack Y Brute Force Attack
Trying apple : failed Trying aaaa : failed
Trying blueberry : failed Trying aaab : failed
Trying justinbeiber : failed Trying aaac : failed
Trying letmein : failed Trying acdb : failed

A

PucyHok.1. B310oM napons ¢ nomoLlbio ataku no crosapto u brute-force ataku

MeToa B3/70Ma 4epe3 Tabnuuy 3aknoyvaeTcs B CO34aHMM ChneuvanbHoM Tabnuubl, rae
3apaHee BbIYMC/IEHbI 3HAYEHMSI XELeN Ansi pa3fiM4YHbIX naponen. Mpu B3noMe xela NpoucxoamT
MOUCK COOTBETCTBYHIOLLErO €MY MCXOAHOrO Naposisi B 3Ton Tabnumue.

O6paTHbIM NoMcK No Tabnmue — 310 3 @EKTMBHLIN METOA B3/10OMa Npu H60nbLLNX 06beMax
BA. OH NO3BONSIET 3/10YMBbILLIEHHUKY MPUMEHSTL Nepebop napone 0AHOBPEMEHHO, CO3AaBast
Tabnuuy Ans noucka rnosb3oBaTeNie C COOTBETCTBYIOLWMMY 3HAUYEHNAMM Xelwa. dPPEeKTUBHOCTb
YBENNYMBAETCS], €C/IM HECKOJIbKO MOJIb30BaTeNel MMEOT OANHAKOBbLIE NApOn.

MocneaHun cnocob B3/lOMa — 3TO MCMOSIb30BAHME TaK HA3blBAaEMbIX Pady>XHbIX Tabnuu,.
PagyxHble Tabnuubl — 3TO BapuaHT O0OblYHbIX Tabnuu, coaepXawmux Lemnoyku [AaHHbIX,
NoslyYeHHble 4epe3 XxelwupoBaHve W peaykumto. OHM TpebyloT MeHble naMsaTm U MoryT
B3/1aMbIBaTb Napoan 4O BOCbMU CMMBOJIOB, 3alUMdpoBaHHbIE C MOMoLblo MD5.

AHanus o6bekTa 3awWwmTbl U BbI60OP MHCTPYMEHTOB 1A obecneyeHus
6e3onacHoCTH

OcTtaHoBuMCa noapobHee Ha 0COBEHHOCTAX AaHHbIX, KOTopble HeobxoaAMMo WudpoBaTh Npu
pa3paboTke MHOronosb3oBaTeNbckon wurpbl. B B[ npu perucrtpauum HOBOrO MOJSb30BaTENS
3aHOCUTCS HOBBLIN OOBEKT, CoAaepXXalni Xew naponsi, Tak Ha3blBaeMyl COnb (3aTpaBKy ANS
dyHKUMM XelmnpoBaHMs) U TOKEH Monb3oBaTens — ewe oauH Xew. OCHoBHas MHgopMauus o
nonb30BaTeNe — 3TO JIOMUH, 3NEKTPOHHbIM agpec noyTbl, XawWw napons (anemeHT passwordHash),
COoSb Xewwa napons (31eMeHT r) 1 TokeH (3aneMeHT token).

Celyac CyLLEeCTBYET MHOXECTBO anrOpMTMOB XELUMPOBAHMS AAHHbIX, KaXAbll U3 KOTOPbIX
nMeeT CBOW NJIOCbl U MUHYCbI. Hanbonee nonynsipHble U3 HUX:

1. SHA-256 (Secure Hash Algorithm 256-bit): stoT anroput™m saBnsetca Hanbonee
Yyacto wucnonb3yembiM. OH co3gaeT 256-6UTHoe Xel-3HayeHue UKCUPOBAHHOM ASIMHbI U
N3BECTEH CBOEN 6e30MacHOCTbI0 U CKOPOCTbIO.

2. SHA-1 (Secure Hash Algorithm 1): SHA-1 TaKxe WWMPOKO NPUMEHSIETCSH, HO CTOUT
OTMETUTb, YTO OH MeHee 6e30oMaceH, Tak Kak ucnosnb3yeT 160-6uTHOe Xell-3HadeHue.

3. MD5 (Message Digest Algorithm 5): MD5 asnsetca ogHuUM 13 Hanbonee M3BECTHbIX
aITOPUTMOB XeLUMPOBAHUS M LUMPOKO UCMOMb3YETCS AN NPOBEPKN LENOCTHOCTU AaHHbIX.

Ans  obecneyeHns  6e30MacHOCTM  NpWM  WUCMONb30BaHMM  (DYHKUMA  XeLUMpOBaHMS
pekoMeHayeTcs nobaBnsTb 3aTpaBKy (salt), koTopas npeactaBnseT cobon cnydaHyto CTPOKY,
pobasnsiemMyto nepeg Mnm nocne xewmpyemoro coobueHunst (nopsaok He BaxkeH). NMpuMeHeHue
3aTpaBku obecneunBaeT ps4 MNpeUMMyLLEeCcTB, TaKMX Kak: 3aWuTa OoT atak no Tabnuuam,
yCnoxkHeHve nepebopa, NoBbILEHNE KPUMTOCTOMKOCTH.

TakuM 06pa3oM, 3M0yMbIWEHHMK He MOXeT npeayragatb, Kakas 3aTpaBka Oyaer
MCNONb30BaHa B KaXAOM Xelle naponsi. 3TO BMeYEeT 3a CO60M HEBO3MOXHOCTb MOCTPOEHMS
Pafy>XHbIX M MHbIX Tabnuy AN KOMOMHALUMMN BCEX BO3MOXHbLIX Maposier CO BCEMU BO3MOXXHbIMM
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3aTpaBkaMn. CTOMT TakXKe OTMETUTb, YTO 3aTpPaBKy HET CMbiC/la WKndpoBaTb TaK Kak 3TO
YCNOXHUT NPOLIECC ayTEHTUMMKALMM NOMNb30BaTENEN C TOUKWN 3PEHNUS NMPUTOXKEHNS.

[ANns NOBbIWEHNS YPOBHS 3aLUMLLEHHOCTU MNPU MCMOb30BaHMM MNapbl «/IOMMH - Maposb» B
UrpoBbIX NPUIOXKEHUAX, BbIN0 peleHo co3aaBaTh A4S KaXAOro nosb30oBaTenst Mo TOKeHY. TOKeH
B J@HHOM KOHKPETHOM C/lydae — 3TO 3awmdpoBaHHas napa: NOrnH 1 xeww napons.

Mpy perucTpaumm Mnonb30BaTENO BbIAAETCS CrELUanbHbI Xell — cekpeTHbid API kniou,
KOTOPbIN He cneayeT pasrnawatb. JTOT K/IKY MCMOMb3YETCS B KaXAOM 3anpoce K CEepBUCY,
TaknM 06pa3oM naeHTUULnpys KimeHTa.

Ans obecneyeHns 6esonacHoct RESTful 3anpocoB ucnonb3yeTcs  3alimueHHoe
coenHeHMe W nepefada TOKEHa BMECTO «JIOrMHa-xewa napons». TOKeH co34aeTcs OAHaXAabl:
npu perncTpauuMm M He MeHsIeTCa Mnpu CMeHe napond. [ns ero cosfaHus MNpUMEHSITCA
anropuTMbl C TexHukon «key stretching», yBenuumBatowen KpUNTOCTOMKOCTb Aae Cnabbix
naponen.

®opMupoBaHme NoNnTUKK 6esonacHoCTw:

1) MMHMManbHasi AIMHA NAPONISA: BAaXHO OrpaHMYMBaTb MUHUMANbHYIO AJMHY napons. B
CeTEBbIX MPUIOXKEHUSIX, BK/IOYAs WUrpoBble, CAUWKOM KOPOTKME naponu He obecneudnsatoT
HageXxHy 3awmTty. O6blYHO peKkOMeHAYyeTCs YCTaHaBAMBaTb MUHMMYM B 8 CMMBOSIOB, U4TO
SIBNSETCS pa3yMHbIM KOMNPOMMUCCOM Mexay 6e30nacHOCTbO M ya0obCTBOM ANs nonb3oBaTesien.

2) MonuTtuka NapoJsibHOM 3aLUMUTDI:

a) O6bbeanHeHMe owMBOK B JIOrMHE M MNaposie: npu MnonbITKax aBTopu3aumu cnegyet
paccMaTpmBaTb OWMOKY B NOMMHE U OWKMBKY B naposie Kak eAuHyo napy. 3TO npeaoTspallaeT
nepebop NOrMHOB M Naponen Yepes MHTepdenc.

6) BoccraHoBneHMe nMNaponsi uyepe3 BpeMEHHble TOKEHbl: Mpu 3anpoce Ha
BOCCTAQHOBJ/IEHNE NApO/ss MOMb30BaATENO CneayeT NpefocTaBUTb CCbIIKY € YHUKANbHbIM
BPEMEHHbIM TOKEHOM. TOKeH Jo/mkeH OblTb MNpMBS3aH K KOHKPETHOMY aKKayHTy, 4TOObl
3/I0YMbILWJIEHHUK HE MOI WM3MEHWUTb YYy>XOM naponb. Bpemsi OencTBuMs TOKEHA AO/MKHO ObiTb
orpaHuyeHo (Hanpumep, 15 MUHyTamm).

B) AHHY/IMpOBaHMe TOKEHa MocCJie yCnewHOM aBTOpM3auMM: Koraa nosb30BaTeslb
BOCCT@HOBMW/ Naposib, TOKEH AO/MKEH OblTb aHHY/IMPOBaH. JTO MpeaoTBpallaeT ero noBTOpHoe
NCNONb30BaHMe.

r) He oTnpaBnsATb HOBbIN NApoO/ib MO MOYTE: HMKOrAA HE CNeayeT OTNPaBNSTb HOBbIN
Maposib MOMb30BATENIO MO 3MEKTPOHHOM MoYTe. BMECTO 3TOro MCNosnb3ynTe BPEMEHHbIE TOKEHbI
ANS BOCCTAHOB/IEHWUS Naporns.

A) Wcnonb3oBaHMe HOBOWM 3aTpaBKM A XELWMPOBAaHUS HOBOr0 Napons: npu
N3MEHEHMN Mapons pekoMeHAayeTcs OOHOBNATL 3aTpaBKy A1 XeWwWpoBaHUSA. DTO MNOBbIWAET
6e30nacHOCTb XpaHeHWs naponen B 6a3e AaHHbIX.

JarsmoyeHne. TakuMm 00pa3oM, B CTaTb€ pacCMaTpuBalOTCA MNpPO6MEMbl MOBbILEHMS
3aLUMLLEHHOCTU  UrPOBOTrO  BEG-MPUIOXEHMS C  YYETOM Pas3fiMyHbIX BMAOB aTak Ha
nonb3oBaTenbckyto B[l u npoBeAeH aHanu3 CyLWeCTBYOLWMUX PpeLleHnn ana obecneyeHus
HaEXXHOW MaposIbHOM 3aLUMUTI.
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Analysis of user data protection tools using the example of gaming
companies
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Annotation. The materials of the report address the security issues of a gaming web
application. An analysis of existing security solutions was carried out, taking into account
existing types of attacks.
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Crimp Wheel Extraction of Iris Images during Iris Diagnosis

Zhao Yian

gr.910101

Belarusian State University of Informatics and Radlioelectronics, Minsk, Republic of Belarus
BuHskoB Bragnmmp AHarosibesmd. — Doctor of Technical Sciences, BSUIR Technology

Annotation. Iris diagnostics is a method based on the recognition of patterns in the eye's iris to
identify an individual's health status, genetic information and other relevant characteristics. One
of the most distinctive features of the iris is the constrictor, located in the middle of the iris,
surrounding the pupil. It is important for iris diagnosis because its shape, size, and other
characteristics can reveal an individual's physical health.

Keywords: recognition of patterns, iris diagnosis, constrictor

Crimp wheel extraction based on structural pattern. In pattern recognition, a
method that uses basic element structures (primitives) and the structural relationships between
primitives to describe patterns and complete the recognition and classification process is called
structural pattern recognition [1]. Through a large number of observations of existing iris
images, it can be found that there are boundary areas with drastic changes in grayscale in the
iris part of the image, and most of these areas with drastic changes in grayscale exist in a few
pixels. The study found that the most drastic changes in grayscale The part is around the inner
edge of the iris image, which is a boundary in the iris image. However, compared with the pupil
boundary edge, the grayscale of the shrink wheel shows a slowly changing trend within a certain
pixel range. Compared with the non-border area There are also many pixels with large grayscale
changes. As shown in Figure 1, the pupil area is between the 40th pixel and the 95th pixel, and
the curling wheel area is between the 20th and 40th pixels. The curve in the figure Reflects the
change in grayscale around the constriction wheel and around the pupil. In order to better find
the boundary point, this paper approximately defines the center point within the boundary range
as the boundary point of the image within the range, that is, using the basic element structure to
count the image range with the largest change in the curling wheel texture in the iris image, and
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at the same time defining Two modes: border mode and non-border mode, and use the sliding
window method to count the number of times each of the two modes appears in the window,
find the window containing the curling wheel texture through the rules of the number of
occurrences of each mode, and complete the curling Round extraction. [2]

Pixel grayscale change
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Figure 1 — Boundary area grayscale changes

Define primitives and patterns. The primitive in this article is a basic unit used to describe the
degree of grayscale change within a certain pixel range. Through the observation of the curling wheel part
in the normalized iris image, combined with the analysis of multiple experimental results, This article
defines a primitive as five consecutive pixels in the vertical direction, consisting of a central pixel and two
edge pixels at the top and bottom. Its structure is shown in Figure 2, where O represents the center pixel, 1,
2, 3, 4 represent four edge pixels.

Figure 2 — Primitive diagram

In order to accurately describe the grayscale difference between each edge pixel and the
center pixel in the primitive, this paper records the grayscale difference between the edge pixels
1, 2, 3, 4 and the center pixel as q;=(i=1,2,3, 4), and define the threshold as a=9, b=4, and
define the relationship between the absolute value of the grayscale difference between each
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edge pixel and the center pixel and the threshold to define the primitive mode, recorded as P{p,,
P2, P3, P 4 1t stipulates three modes of 0, 1, and 2 to represent p; = (i = 1, 2, 3, 4), which
represents the relationship between the absolute value of gi and the two thresholds. If the
absolute value of qi is greater than a, then p; =0. If the absolute value of g; is less than b, then
p;=1 is recorded. If the absolute value of qgi is between a and b, p;=2 is recorded. When there is
a large change in grayscale between the edge pixels and the center pixels, the image at this time
is mostly in the boundary area, and p;=0 is often present at this time. Therefore, P {0,0,0,0} can
be defined as Boundary mode; Similarly, when the edge pixels have almost no change compared
with the center pixels, the image at this time is mostly in the non-border area, that is, p;=1, and
the non-edge mode can be defined as P {1,1,1,1}. It would be too simple to consider just using
the above two modes as the judgment conditions for boundary areas and non-boundary areas.
In order to find out the boundary area of the crimping wheel as completely as possible, this
article adds several more types that often appear in boundary areas and non-boundary areas.
The mode of the non-boundary area is used to determine whether the image is at the boundary,
that is, let P {2,0,0,0}, P {0,2,0,0}, P{0,0,2,0}, P{ 0,0,0,2} to jointly serve as the boundary
determination mode, let P{2,1,1,1}, P{1,2,1,1}, P{1,1,2,1}, P{1,1,1,2} to jointly define the non-
boundary mode. [3]

Crimping wheel extraction implementation. Select a 15*15 window and slide it along the direction
of Figure 5 on the normalized image. In the same window, if the boundary mode appears more often, the
non-border mode will appear less often, and vice versa. In order to achieve an accurate description, the
boundary point on a certain column is determined by using the quotient of the number of occurrences of
the boundary pattern within the window and the number of occurrences of the non-border pattern within
the window, and the quotient is recorded as B. [4]

The extraction steps of the crimping wheel are as follows, and the extraction flow chart is
shown in Figure 4.

(1) Use a 15x15 window to slide on the normalized image in the direction as shown in
Figure 3, count all B, record the maximum value, and save the center point of the window where
the maximum value of the quotient is located, which is the boundary point of the column.

(2) Move the window one pixel to the right and repeat the above steps until the image is
traversed and all boundary points are found.

(3) Connect all the boundary points and map them to the original image, which is the
calibrated shrinking wheel.

Figure 3 — Window sliding direction

Experimental results and analysis. The results of the curling wheel extraction are shown in Figure 5.
It can be seen from the figure that the curling wheel outline extracted by this algorithm covers the entire
curling wheel area, basically outlines the outline shape of the curling wheel, and is not affected by the
eyelashes above the iris. interference.
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Figure 4 — Curled round extraction flow chart

Figure 5 — Curled round extraction

Conclusion. As a combination of traditional Chinese medicine visual examination and western
medicine iridology, iris diagnostics plays a huge role in the field of human sub-health evaluation and
disease prevention. It has gradually been valued by various countries in the world. As a subject that has
attracted widespread attention from the world, iris diagnostics has developed a An iris-assisted diagnosis
system based on this discipline has become an inevitable trend. Crimping wheel extraction is a key step in
the iris diagnosis process. Deep learning algorithms can quickly and automatically identify and extract key
features such as crimping wheels from a large number of iris images, significantly improving the speed of
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analysis and batch processing. The use of deep learning to extract crimped wheels in iris diagnosis is not
only a technological advancement, but its practical significance and application value involve many aspects
such as medical health, safety certification, and technological innovation. It is an important step in the
current and future field of artificial intelligence. one of the research directions.
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CUCTEMA ABTOMATUYECKOW WAEHTU®UKALIMN OB BEKTOB
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r. MuHck, Pecriybsimka benapyce
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AHHOTaumA. B HacTosilee BpeMsi paamoyacToTHas naeHtTudukaums (RFID) siBnsieTcs ogHoN 13
6bICTPO pa3BMBAIOLLMXCS TeXHOMOrMi B 0b6nact 6ecnpoBOAHbLIX KOMMYHWMKaUMA  BbICTpOro
JENCTBMS W OAHOM U3 6a30BbiXx TexHonornii WMHTepHeTa Bellend. Ha [aHHbIA  MOMEHT
pagMoyvacToTHYIO MAEHTUGMMKAUMIO BHeApWIM BO MHOrMe cdepbl XU3HM, HEe TOMbKO
KOpropaTMBHOM, HO U NMOBCEAHEBHO.

KnroueBble cnoBa: pasvoyacToTHas MaeHTUdMKaums, WTPUXKOAMPOBaHUE, WUHAWMBUAYANbHOE
CKaHMpOBaHue

BBegenne. TexHonorns RFID ctaHoBUTCS Bce 6onee nonynspHon B 061acT NOYTOBOM CBSA3M,
Be[b rNaBHOE ee NPeMMyLLECTBO — CKOPOCTb — OYEHb BaXXHO MPW OKa3aHWUW YCyr.
RFID-TexHonorns wucnons3yetcd B Cucteme UNEX (cuctema u3MepeHus kadecTBa MOYTOBbIX
yCnyr) Ha npoTshkeHun nocneaHunx 17 net. bonee Toro, AaHHas cucteMa BHeapeHa yxe B 46
CTpaHax — nopsaka 340 pabounx 1 CKNaackmMx NMOMELLEHUIA ONepaTopoB NOYTOBOM CBS3U CEroaHsl
obopynoBaHbl 6onee yem 1500 RFID-cumTbiBaTENEN.

OcHoBHas Yacrtb. 110 gaHHbIM IDTechEx, o3ByyeHHbIM Ha II MockoBckom ID-®opyme, B 2014
rogy obwmi obbeM MupoBoro pbiHka RFID coctaBun 8,9 mnpa monn., a B 2015-M pbiHOK
npesbicun 9,6 mnpa aonn. Ceivac 13% npoaax NpUXOAUTCS Ha CUYMTbIBAOLIME YCTPOWCTBA; BCE
OCTanbHble A0X0Abl (POPMMPYIOTCA OT MOCTABOK METOK pas/iMyHbiX BuAoB. OCHOBHasi Macca
METOK WCMOMb3yeTCs AN OCHALWLEHWS CPEACTB KOHTPONAS AOCTyna M B PO3HWYHOM TOproene,
Aanee ¢ 60/blLUNM OTPLIBOM CNEAYIOT «yMHble» 6UneTbl U NPoON3BOACTBO.

Cenyac TEXHOMOrMM paamodacToTHON maeHTUdKUKaumMm bonee Bcero BoCcTpeboBaHbl B peETENSIE,
NOMUCTUKE, MeauLMHE W HEKOTOPbIX MPOM3BOACTBEHHbLIX MpoLeccax, OAHaKo B GnmkanluieM
byaylwleM OXWAAOTCS 3aMETHble TMEPEMEHbI: aKTUBHOCTb CMeCcTUTCs B cdepy Nerkou
NPOMBILLSIEHHOCTN, OBOPOHHOIO CEKTOpA M MOYThI.

[axe npu HanMunMM CUCTEM LUTPUXKOAMPOBAHWUS MPOLIECC OTCNIEXMBAHUSA NEepeBO3NMbIX FPYy30B
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MOXeT 6bITb AOCTAaTOYHO CNOXHbIM. OCHOBHas npobneMa 3akn4aeTcs B ToM, 4YTo Barcode wnu
QR-code kaxaon 3TMKETKM HeobXoAMMO CKaHMpOBaTb MHAMBMAYaNnbHO, obecneumB npu 3TOM
NPsIMYI0 BUOAMMOCTb 3TUMKETKM CKaHEpOM LWTpmuxkoaa. OnncaHHble Bbile OCOHBEHHOCTU CUSbHO
3aMeansoT NIOrMCTUYECKME MPOoLECChl M MOBLIWAKT BUSHUE YenoBeyeckoro aktopa, Kak
cneacreue, BO3HUKHOBEHME owmnboK.
CucteMa, NOCTPOEHHAasl Ha OCHOBE TEXHOMIOMMM pPaaModacToTHOM uaeHTugukaummn (RFID)
aKTyanbHa B JIOTUCTUKE W Ha CKIAAaAx, TaK KaK JIMLWIEHA 3TOro HeAoCTaTKa — CKaHWpOBaHWe
Lenon rpynnbl TOBapOB MOXET MNPOU3BOAUTLCS OAHOBPEMEHHO OECKOHTAKTHbIM 06pa3oM.
Mcnonb3oBaHWe CUCTEMBI, MOCTPOEHHOM Ha OcHoBe obopyaoBaHusi RFID u Metok RFID,
3HauUUTENbHO ONTUMU3UPYET NorucTuyeckne npoueccol. Hawmn mMetkn RFID B covetaHum ¢ RFID-
cunTbiBaTENEM MO3BONAIOT OTCNEXWMBATb, YYUTbIBAaTb U COPTMPOBaTb Aaxke 6ofblune rpynnbl
npeaMeToB OAHOBpeMeHHO. WHAuBMAyanbHOE CKaHMPOBAaHME KOHKPETHOro ToBapa TOXe
BO3MOXHO. bnarogaps texHonorum RFID ynpaBneHne norMcTMyeckumMmn npoueccamm CTaHOBUTCH
npoule, 4yeM Korga-nmbo. BnusHme yenoseyeckoro aktTopa 3HaunTEbHO MUHUMU3NPYETCS, YTO
NPVBOAUT K MEHbLUEMY KOSIMYECTBY OLWIMOOK, HanpuMep, npu AoCTaBke ToBapa.

MouTta Poccumn paBHO npopabaTbiBana BO3MOXHOCTb MapkupoBku RFID-meTkamu nmucem m
6aHaeponen, n cenyac 3T paboTbl BXOAST B 3aBepluarollyto ¢asy. Takke B paMKax pa3BuTus
obwmx npoueayp TaMOXEHHOrO CO3a HayaT MPOEKT MO MapKUPOBKE W3AENUMA  Nerkon
MPOMBILLNIEHHOCTM, 4YTOObl B3ATb MNOA KOHTPONb MX 060poT. YTO KacaeTrcs BOEHHOM
NPOMBILWIEHHOCTN, TO 34€Chb PaAMOYACTOTHLIE TEXHOMOMMN UCMOSb3YITCA AN MaeHTUduKaunm
cneunguyeckmx n3aenun.

PecnybnvkaHckoe yHUTapHoe npeanpuatne «bennoyta» CTPeMUTCS He TOSIbKO BbIMOSHATL CBOKO
FMaBHYIO MWUCCUKO - MpPEeAoCTaB/IEHME YCIIYr MOYTOBOW CBSI3WM AN HaceneHusi, OpraHoB
roCyAapCTBEHHOrO YMNpaB/eHUs, NpeanpusTUA W OpraHu3aumi, pPyYKOBOACTBYSCb [AEBU30OM
«bbicTpoTa. HagexHocTb. [JOCTYMHOCTb», HO TaKXe W CTpeMuTCcs obneruntb Tpyd CBOMX
paboTHukoB. PYI «bennoyTta» MNOCTOSIHHO MOBLIWAET YpOBEeHb O6CNYXXMBaHUS W BHeapsieT
HOBble YCNyrn, a TakKXe COBEepLUIEHCTBYET CyLEeCTBYOWMEe YCIyru W MpOU3BOACTBEHHbIE
npoueccbl. PaboTtaTb Ha onepexeHue MNOTPebHOCTENW CBOMX K/IMEHTOB — OAMH M3 T[/aBHbIX
NPUHUKUNOB NPeAnpuUaTUS.
PYMN «bennoyta» Ha CErogHsAWHWN AE€Hb SBMSIETCA TEXHUYECKM OCHALLEHHBLIM MpEeanpuUsTUEM,
KOTOpOe YCrnewHO UCMOMb3YET pasfinyHble TEXHOAOMMKU, B TOM 4ncie n MHGOPMAUMOHHbIE, Ans
acdekTnBHON paboTbl NpeanpusTUS. Tak Ha CMEHy YyXe CTaBWEMY TPaAULMOHHBLIM LUTPUX-
KOOAMPOBAHWUIO MNOCTENEHHO MPUXOAUT HOBAs TEXHOMNOMMS - PaanoYvacToTHas naeHTudukaums.
TexHonorust RFID no3BONsieT BbIBECTU YYET HA HOBbIA YPOBEHb, HA KOTOPOM BMELUATENbCTBO
yenioBeka MWHMMANbHO WM He Tpebyetca Bosce. [losiBUNAcb BO3MOXHOCTb MOIHOCTBIO
aBTOMATU3NPOBATb Y4eT.
BHeapeHue TexHonormm RFID B NOYTOBYHO CBA3b MO3BOUT MOBLICUTL 3(P@EKTUBHOCTL paboThbl B
LiefIoM, YCUIUTb KOHTPOSb HaZ MPOXOXAEHWEM OTMNPaBMEHUA MO BCEMY MyTU CefoBaHUs, a
TaKXXe YCKOPWUTb PErNCTPaLMIO M CNEXEHWE MOYTOBbLIX OTNPaBieHuh B cucteme. lNpuMeHeHne
[aHHOW TEXHONOrMN BEAET K YBENMYEHUO 6€30MacHOCTU MOYTOBBLIX OTMPABMEHWUNA, CHUXEHMIO
noTepb BPeMEHM, MOBbILEHWNIO MPOM3BOAUTENBHOCTU U Honee 3HEKTUBHOMY MCMONb30BAHMIO
060pyi0BaHUS 1 nepcoHana.

3aksmroyeHne. B naHHON uccnegosaTenbckon paboTte 6bin NpoBeAeH aHanu3 NepcrneKkTuB
BHEZIpEHMS1 TEXHONOrMM paamModacToTHoM uaeHTudukaumm (RFID) ang aBTOMatTM3auumn y4yeta B
ob6bekTax nouTtoBoW CBsi3N. CyLECTBEHHO COKPALLAETCs BPEMS Ha MOSyYeHue MHbOopMauMn o
ABMWKEHUN OOBbEKTOB W MOBbLIWAETCS €ee [0CTOBEpPHOCTb M 6e3onacHocTb. BHeapeHue
aBTOMAaTM3UPOBAHHOM CUCTEMbI, MOCTPOEHHOW HA OCHOBE PaAMOYaCTOTHbIX TEXHOMOrUN,
NO3BOSIUT AOCTUTHYTb CNeAyoWmMX pe3ybTaToBs:
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—YMEHbLUMTb 3aTpaTbl Ha ONNaTy TpyAa 3a CYET COKPALLEHMS YMCIEHHOCTM PabOTHMKOB,
NCKIOYNTb OWMOKM NepcoHarna, aBTOMaTU3NPOBaTb 3HAUYNUTENbHYHO YacTb paboThl;
—yCOBEpLIEHCTBOBaTb 06paboTky MHMOpMaUMM 3a CYET MCKIOYEHMS PYYHOro BBOAA M
CBAA3@HHbIX C 3TUM OWNOOK
—CHU3UTb TMOTEPU BPEMEHN OT TMOWUCKA MOYTOBOrO OTMpPaB/EHUS, ObICTPO W TOYHO
NPOBOAUTb MHBEHTAPU3aLMIO.
MpenMyLIecTBa UCMOSIb30BaHUS PaaMoYacTOTHOM MAEHTUMUKALMM NO3BONSIOT 3aKOUUTD,
YTO LUTPUX-KOA MOCTeneHHo byaeT 3aMeHeH Ha 6onee 3@EKTUBHBIN CNOCO6 aBTOMAaTUYECKOM
NOEHTUIUKAUMM Ha pasHbIX 3Tanax o06paboTKM MOYTOBbLIX OTMAPABAEHUA, YTO MO3BONUT
YNYYLINTb KQYECTBO OKa3aHWUs YCNyr NMOYTOBOM CBA3MW.
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1 RFID [2neKTpoHHbIN pecypc]. — Pexxum poctyna: https://ru.wikipedia.org/wiki/RFID. — [lata goctyna: 21.05.2023
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Annotation. Currently, radio frequency identification (RFID) is one of the rapidly developing
technologies in the field of fast-acting wireless communications and one of the basic technologies

of the Internet of Things. At the moment, radio frequency identification has been introduced into
many areas of life, not only corporate, but also everyday.
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AHAIN3 CETEBOI'O TPA®UKA. METO1bl CBOPA CETEBbIX NPU3HAKOB
U NPEAYNPEXAOEHUU ONA OBHAPYXEHUA BTOPXXEHUUN
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Bbenopycckuli eocydapcmeeHHbil yHUgepcumem UuHgopMamuku U paduosiekmpoHUKUL
2. MuHck, Pecniybniuka benapycb

Medsedes C.A. — kaHO. MexXHUY. HayK

AHHoTauus. PaccmatpuBaeTcst 3afadya cbopa M aHanuaa CeTeBblX NMPU3HAKOB W MpeynpexaeHwii Ans BbISBMEHWUs aHOManuin U BpedOHOCHOM
aKTVBHOCTM, YNy4lIEeHWUs AMarHOCTUKX, BOCCTAHOBMEHUS U YCTPaAHEHWUs! NPUYMHHBLIX hakTopoB. PaccMoTpeHa KOHLENUWs CETEBOTO MOHWUTOPMHra
6esonacHocTn (NSM) n meToabl cbopa AaHHbIX.

KntoueBbie cnoBa. CeTeBol MOHUTOPUHT Be3onacHocTu, cbop ceTeBbIX AaHHbIX, 0BHaAPYXEHWNE HA KOHEYHbIX TOUKaX.

BeepeHne. B coBpemeHHOM wmupe 6e30nacHOCTb ceTel CTaHOBUTCA Bce Oornee
NPUOPUTETHON, OCOBEHHO B YCMOBMAX HapacTalowmx yrpo3 B MHTepHeTe. JddeKkTUBHbIE
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mMeTodbl cbopa AaHHbIX O CETEBOW aKTMBHOCTWU UrpaloT peLlaroLlyto pofle B OGHapyXeHun u
pearmpoBaHuUN Ha NOTeHUMarnbHbIE aTaku.

KoHuenuna ceteBoro MmoHuTopuHra 6esonacHoctn (NSM) Bkntovaet B cebsa cbop, aHanms u
pearMpoBaHuMe Ha npuaHakun BTopxeHun [1]. HeobxogmmocTb cbopa ceTeBblX AaHHbIX
obycnosneHa BbIsIBieHMEM aHOMarnun 1 BPeAOHOCHOW akKTUBHOCTW, YTO NPeAoCTaBNAET LEHHYI0
MHOPMaUMIO O BO3MOXHbIX Yyrposax. Kaxgbin M3 meTogoB cbopa [[aHHbIX UMEET CBOU
npenmyLiectTsa U HeaoCcTaTkM, U UX BblIGOp 3aBUCUT OT KOHKPETHbIX TpeboBaHwun u uenen. B
AaHHoN paboTe Mbl PaCCMOTPUM KaXAbI N3 HUX B KOHTEKCTE obecneyeHns 6e30nacHOCTH CeTMW.

BaxHO OTMETUTb, YTO MOHUTOPUHT CETEBBIX AaHHbIX N aKTUBHOCTU NOfb3oBaTeNen nrpaet
BaXHY0 ponb B obecnevyeHnn 6GesonacHoCTU ceTu. [locTossHHOe O6GHOBNEHWE NOMUTUK
GesonacHOCTM M TwaTenbHad nNpPoBeEpKa KOHGUrypauumih KOHEYHbIX TOYeK SBMAKTCA
HEeOTbeMNEMOM YaCTbIO 3aLLMTbl CETU OT BPEAOHOCHbIX aTak.

OcHoBHasa 4actb. MoHuTOopuHr ceteBon GesdonacHoctn (NSM) - ato cbop, aHanus u
acKkanauus npusHakoB M npefynpexaeHnin ansg obHapyXeHus U pearmpoBaHUs Ha BTOPXKEHWUS.
HaHHblM noaxon HesABHO obpawaeTcsa K MNNaHUMpOBaHUKD OeATENbHOCTU WM NOMbITKaMm
COMpOTUBNEHUA BTOPXeHUAM. Bce 4eTbipe dasbl uukna 6Ge3onacHoOCTM — MNaHMpoBaHMWE,
conpoTuBrieHne, obHapyxeHne 1 pearmpoBaHne Heo6xoaAMMbl NPY 3aLuTe CeTU opraHn3aumm ot
yrpo3. [lepBbiM Wwarom B MOCTPOEHMM OMNEPALMOHHOM MOAENU HABMASIETCS OnucaHue
B3aMMOCBSA3e Mexay MnaHMpoBaHWEM, COMPOTUBIIEHMEM, OBHapy>XeHMeM n pearmpoBaHUEM,
Kak nokasaHo Ha puCyHke 1.

MnanvpoBaHue)| ConpoTuBneHne

Moprotopka ~ Punbrpauus
AHanua BawuTa

PelweHne

PearupoBanue K O6GHapyxeHue

PucyHok 1 — Liukn obecneveHus 6esonacHocTu

IT-komMaHabl U KOMaHAb! No 6e30NacHOCTU MAAHUPYIOT HOBbIE 3aLUUTHbLIE MepbI, B TO BPEMS
KaK CyLlecTBYyOLME KOMMOHEHTbI MPOTMBOOAENCTBUSA OTPaXKalT HEKOTOPbLIX 3M0YMbILUSIEHHNKOB.
B 1O Bpems kak ogHa rpynna 3aHMmaeTcss OBHapy>XeHNneM O4HUX 3M0YMbILLITEHHUKOB, pearnpys
Ha HWUX, KOMaHabl MHUMAEHTHOrO pearmpoBaHust MO 6e30MacHOCTU yXe pearvpyroT Ha Opyrux
3M10YMbILLAEHHNKOB, YK€ MPOHUKLLMX B OpraHn3aumio.

®asza nnaHvpoBaHusa. Komangpl IT n 6e3onacHOCTM NoOAroTaBNMBAKOTCA U aHaNM3npyoT
TEKYLLYIO CUTyauuio, HauenmBasiCb Ha ONTUManbHOE COMPOTUMBIIEHWE BTOPXEHUAM U
ysa3BuMocTsiM. B pamkax aton ¢pasbl npoBogaTca  GogkeTupoBaHue, ayauT, NpoBepka
cooTBeTCcTBUA, 0byyeHne n paspaboTtka BeszonacHoro nporpammHoro obecneveHus. K npyumepam
paboTbl NO OLEHKE OTHOCATCA CUMYMNALMA aTakK, TeCTUPOBAHUE HA MPOHUKHOBEHME W MpakTuka
npoBeaeHNsT aTaKyloLWNX onepaunin.

®aza conpotmBnerus. KomaHgbl IT n 6e3omacHOCTM OCyLEeCTBRAT uibTpaumio wu
3aWmMTy [OaHHbIX. 30€eCb MPUMEHSIETCS aBTOMAaTU3UPOBAHHOE MNPOTUBOOENCTBME, TaKoe Kak
OpaHaMayapbl, aHTUBMPYCHOE NporpaMMHoe obecneyeHne n 3awmTa OT YyTeYKU OaHHbIX. Takke
npoBogaTcs obyydeHne no 6e3o0nacHOCTU N ynpasneHne KoHurypaumen n ya3asBuMoCTSIMN.
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da3bl 0bHapyXeHns u pearMpoBaHusa Bkno4vawT B cebs cbop, aHanu3 u ackanaumio,
KOTOpble SABMSKTCA OCHOBOW Uukna 6e3onacHOCTV npeanpuaTtusa. AHanuMTUKU 3aHMMaloTCA
oBHapyXeHMeM 1 pearMpoBaHNEM Ha BTOPXKEHMS.

C6op AaHHbIX, KOTOpble HaM HeobXxoauMbl ONS NPUHATUS pelleHUs O TOM, ABNSeTCa nu
AEATENbHOCTb HOpMaribHOW, NO4O3PUTENBHON UM BpeLoHOCHOW. BkniovaeT B cebsa pasnuyHble
npouecchl, KOTopble cObMpalT MHPOPMaLMIO, KaK TEXHUYECKYIO, TaK U HE TEXHUYECKYIO.

TexHndeckne npouecchbl BKMoYaloT B ceba cOop AaHHbIX C KOHEYHbIX TOYEK MM XOCTOB
(Takux kak KOMMbIOTEPbI, CepBepbl, NNaHWeTbl, MOBUNbHbIE YCTPOWUCTBA U T. A4.), CETU U FOroB
(cosgaHHbIX NPUMOXKEHNAMN, YCTPOUCTBAMU U APYTMMUN UCTOYHUKAMN).

HeTexHunyeckne npoueccbl cbopa BKMHOYAKT 3anucb WHGOPMaUUU OT CTOPOHHWUX vl
(BHELUHMX y4aCTHUKOB, TakMX Kak napTHepbl, NPaBOOXpPaHUTENbHbIE OpraHbl, pa3BeabliBaTenbHble
areHTcTBa M T. 4.) WU nonb3oBatenen. Mugukatop komnpomeHTaumm (IOC) — 3710 npwusHak
KOMNpomeTauun, KOTOPbIN yKasbiBaeT Ha Hanuuve uHumaeHta 6e30nacHOCTM UM akTUBHOCTM
3MOyMbILWNEHHMKOB B ceTn unu cucteme. |IOC mMoxeT Bknovatb B cebs pasnuyHbie Tunbl
AaHHbIX, Takne kKak IP-agpeca, URL-agpeca, xowu dannoB, naTTepHbl ceTeBoro Tpadwuka,
aHoMarbHble OEeNCTBUSA Monb3oBaTenem W Apyrue curHanbl, KOTopble MOryT yKasblBaTb Ha
Hanu4yne yrpo3bl 6e30nacHOCTK.

Cbo AHanua
P Ockanauus PearupoBaHve
AanHble xocToB IOC-UeHTpUHbIA YBenomnenms Peakuys
,  anams - OT KOMIMOHEHTOB KOMMOHEHTOB
uaHHble CETK cornocTasreHne
CozpaHve [ononHutencHas
HKypHansi CeoGoptblit Hosoro 10C 2 peakuus
NPUNOXKEHWUIA ot |OC aHanws
"oxora"
e > —- HoBoe - YrIyylieHne
TpeboBaHue K ) cbopa faHHbIX 2
TPETbUX NNL cBopy AaHHbIX
YnyJdweHuve
aHHble oT
O HoBoe aHanuaa D
KOMIMOHEHTOB TpeGosanue k | )
aHanmay

PucyHok 2 — lNMpouecc ceTeBoro ynpaeneHnsi 6e30nacHOCTbO

C60p OaHHbIX NPOUCXOAUT C MOMOLLbIO KOMBMHaUMK annapaTHbIX U NPOrpaMMHbIX CPEACTB,
KOTOpble UCMONb3YyTCs AN reHepaumm n cbopa gaHHbIX A4ns obHapyxeHust u aHanusa NSM [2].
BonbLUMHCTBO OpraHM3auuim MOXHO OTHECTM K OQHOMN U3 TPEX KaTeropumn:
e OpraHusaumm 6e3 yctaHoBrneHHon nHppacTpyktypbl NSM, KOTOpble TOMBKO Ha4yMHaOT
onpenenaTb cBom NoTpebHocTn B cbope AaHHbIX.
e OpraHusaumm, KoTopble YyXe 3aHMMalTCa OOHapyXeHWeM BTOPXEHUW, HO HuKoraa
nogpobHO He n3yyanu gaHHble, KOTOpble OHM COBUpaltoT.
e OpraHusaumm, KOTOpble BIIOXWUNIM MHOFO BPEMEHU B ONpeferieHne CBoen cTpaTernu
cbopa AaHHbIX 1 MOCTOSIHHO COBEPLUEHCTBYIOT 3Ty cTpaTteruto B pamkax yukna NSM.
Cbop ceTeBbiX AaHHbIX MOXET MOMOYb BbISBUTb 3aKOHOMEPHOCTU, M Heobxogum Ans
oBGHapyXeHUsi aHOMarlbHON UM BPEOOHOCHOW aKTMBHOCTM B ceTu. [lpegoctaBnseT nonesHyto
MHOPMAUUNIO O BTOPXKEHUSX ONs YhAyudlWeHUa OUMarHOCTUKW, BOCCTAHOBIIEHUS U YCTPaHEHUs
NPUYNHHBIX PakTopoB. BOT HECKONLKO MEeTOAOB:
1. 3axBaT nakeToB: Vcnonb3ynte WMHCTPYMEHTbI 3axBaTa NakeToB, Takue kak Wireshark,
tcpdump unu Snort, ons 3axBaTta ceTeBbIX MAKETOB, MPOXOAALWMX MO ceTu. 3axBaT MNakeToB
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No3BONSIET BaM OCMOTPETb COAEPXKMMOE OTAENbHbIX MAKeTOB, BKMOYASA UCXOOHbIE U KOHEYHbIEe
IP-agpeca, nopThbl, MPOTOKOSIbI N J@HHbIE NOME3HON HarpysKu.

Mpouecc cHudpUHra nakeToB BKMYaeT B cebss B3aMMOAEWCTBME MNPOrpaMMHOro U
annapaTHoOro obecneyeHnsa N COCTOMT U3 TpPeX 3Tanos:

C6op paHHbiX: CHavana cHudpdep naketoB cobupaeT cCblpble OBOWYHbIE [OaAHHbIE C
npoBoAa, nepekroyas BblbpaHHbIN CETEBON UHTEPGENC B PEXMM Promiscuous. 3TO NoO3BoNseT
npocnyLmneaTb BeCb TpahuK Ha CErMeHTe CeTu.

lMpeobpasoBaHue: 3axBayeHHble ABOUYHbIE JaHHbIE NpeobpasyloTcsa B YnTaeMbli hopmar.
BonbLUMHCTBO NPOABUHYTLIX CHUA(EPOB OrpaHMYMBaOTCA 3TUM 3TaNoOM, OCTaBNAS aHanu3 Ansg
nonb3osaTens.

AHanus: CHuddep nakeToB aHanuMsvpyeT 3axBayeHHble [OaHHble, NPOoBepss MNPOTOKOS
CEeTEBbIX JaHHbIX U BbISIBIIsSS €ro 0cobeHHOoCTH [3].

PCAP npeacrtaBnser cobon dopmaT danna, UCNonb3yemblt ONsi XpPaHEHUS LaHHbIX,
3axBayeHHbIX nNpu cHudGuHre naketoB. PCAP - 3TO BaXHblIi MHCTPYMEHT AN CUCTEMHbIX
alMWHUCTPATOPOB M KOMaHL No 6e3onacHOCTU, NpeaocTaBNAwLWNN rnydokoe NoOHUMaHue ceTu
[4]. OH yBennumBaeT BUOMMOCTb CETU, NO3BOMSET MOHUTOPUTDL B pearibHOM BPEMEHU U NPOCT B
ncrnonb3oBaHnn. OgHaKoO eCTb U HeJOCTaTKu:

e He obHapyxuBaeT yrposbl, He CBSi3aHHble C CeTbl0, Takme Kak aTtaku Ha annapaTHbIv

YPOBEHb.

e He npeogonesaeT WundpoBaHMe, YTO AeflaeT HEBO3MOXHbLIM aHanM3 3amngpoBaHHbIX
KOMMYHUKaLINNA.

e PacnonoxeHune cHupepa nakeToB BANAET Ha BUAMMOCTb, TaK Kak OH He MOXeT
BUOETb BCKO aKTUBHOCTb MO CETH.

2. Ananu3 ceteBoro notoka: CobupaeT p[aHHble CeTeBOro MOTOKa, KOTopble
NpefoCTaBAT KpaTKyld WHGOPMauUK O noTokax ceTeBoro Tpadwuka. [aHHble noToKa
BKMOYAKOT B cebs TakMe geTtanu, Kak UcxogHble M KoHeuvHble IP-agpeca, nopTbl, NPOTOKONbI U
MeTkun BpeMeHu. MIHCTpymeHThl, Takne kak NetFlow, sFlow unu IPFIX, moryT ncnonb3oBaTbCs
ANS 3KcnopTa JaHHbIX NOTOKa M3 MapLUpyTM3aTOpPOB, KOMMYTaTOPOB UK CETEBbLIX YCTPOWCTB.

CTporo roBopsi, NOTOK — 3TO CEpUs NakeToB, KOTOPblE UMEKT OOHU U Te Xe UCXOOHble U
KOHeuHble IP-agpeca, ncxogHble M KOHeudHble nopTbl, a Takke |P-npotokon [5]. OT0 Takke
HasblBaeTcs NATUKpaTHbIM [P-notokom. TepMuH "MOTOK" MHOrga Takke wucnonb3yetcs Ans
0003Ha4yeHns1 arperauumn oTAerbHbIX MOTOKOB. 3anucb NOTOKa — 3TO CBOAHas MHopmaumsa o
NnoToKe, 3anucbiBalLasi, Kakme XOoCTbl Oblwanucb C KakMMu OpyrMMuM  XOoCTamu, Korga
npoucxoauna aTa cBsA3b, kak Tpadvk nepenasancs, u gpyras oCHOBHas MHopmaunsa o ceTeBoM
obweHnn. Cnuctema aHanusa noToka cobupaeTt MHpopmaumo 0 NOTOKax U NpeaocTaBnseT Bam
CcUCTEMY AN noucka, unbTpauun 1 nevyaTn MHopmaLmm O NOoToKax. 3anucu NoToka NoaBoaAaT
UTOMN KaXKaoro CoOeANHEHNS B BalLen ceTu.

ApXuTeKTypa NOTOKOBOW CUCTEMbI BKINOYAET TPU KOMMOHEHTA:

e CeHcop (30HA): YCTPOWNCTBO, KOTOpPOE MPOCIyLUMBAET CeTb M 3axBaTblBaeT [aHHble O
Tpaduke. ITO MOXeT OblTb KOMMYTaATOp, MapwpyTu3aTop WM MNporpaMmHoe
obecneyveHne, KoTopoe cnywaeTr ceTeBon Tpadmk. CeHcop oTcrnexuBaeT ceTeBble
coeguHeHus 1 nepefaeT AaHHble Nnocne 3aBepLUeHUs COEQUHEHUS UNKU MO UCTEYEeHUn
Tanm-ayTa.

e Konnekrtop: [MporpammHoe obecnevyeHne, KOTOpoe MosflydaeT 3anucu ceHcopa U
COXpaHsieT UX Ha AMcK. Konnektop ABMSETCS KPUTUYECKOW YacTblo MHPPaCTPyKTypbl
ynpaBrneHust NoTokaMu, XoTs opMaT XpaHeHUst AaHHbIX MOXET OTNINYaTbCS.

e Cuctema otyeTHoCTU: YuTaeT cdannbl KONnekTopa MU cos3gaet yaobHble aAng aHanusa
ot4yeTbl. Cuctema pormkHa ObiTb coBMecTMMa € hopmaTtom danna, MCnonb3yembiM
KOSINEKTOPOM.
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3. O6HapyxeHune BTopxeHun (IDS) - 3To npoLecc MOHUTOPUHra COObITUIN B KOMMbIOTEPHON
CUCTEME UMW CEeTU W aHanu3a WX Ha Hanudne nNPU3HAKOB BTOPXEHWW, TakUX KakK MOMbITKM
KoMnpomeTauun KOHPUOAEHUMANbHOCTN, LENOCTHOCTM M OOCTYMHOCTU AaHHbIX, a Takke obxoa
MexaHu3mMoB 6e3onacHoctn [6]. 3TM cobbiTss MOryT ObiTb BbI3BaHbl 3510yMbILLSIEHHNKAMMU,
nosiyqyarowMmn goctyn m3 WHTepHeTa, aBTOPM30BaHHbIMU MOMb30BaTENAMU, MblTAOWMMUCS
NnonyyYnTb HEeCaHKUMOHUPOBAHHbIE MPUBUIErMK, WU  aBTOPM3OBAHHBLIMWU  MOMb30BATENSAMU,
3noynoTpebnawmMMmm CBOMMN NPUBUIETNSIMNA.

Llenu ncnonb3osaHus IDS:

e [lpepoTBpalieHne NpobnemMHoro noBeaeHns NyTem yBenuyeHus pucka obHapyxxeHus u

HakasaHuWs 3510YMbILLITEHHUKOB.

e Ob6HapyxeHve atak W Opyrux HapyweHun 6esonacHoCcTW, KOTopble He YyaaeTcs

npegoTBpaTUTb ApYyrMMyn Mepammu 6e3onacHOCTM.
e OOGHapyXeHve n pearmpoBaHve Ha NPeaBECTHUKN aTak, TakMe Kak ceTeBble 3anpochbl U
Apyrue aHomarnuu.

e [lOKyMEHTMpOBaHWE CYLLECTBYIOLMX YrpO3 A4S OpraHn3aummn.

e KOHTpOsSib KayecTBa NPOEKTUPOBAHNA N aaMUHUCTPUPOBaHUS 6e30nacHOCTN, 0COBEHHO
B KPYMHbIX U CAOXHbIX NPeanpUATUsX.

4. YnpasneHune mnHpopmaumen n cobbituamm 6esonacHoctn (SIEM). SIEM mncnonb3yetcs
AN LeHTpanusaunm 1 Koppensauumn XypHanbHbIX OaHHbIX C PasfiMyHbIX CEeTEBbIX YCTPOWCTB U
cpegctBs  6esonacHoctn. [Mnatdopmbl  SIEM  cobupatoT XypHanbel OT ©paHamayapos,
MapLupyTu3aTopoB, KomMmyTaTopoB, ceHcopoB IDS/IPS, cepBepoB 1 Apyrnx CETEBbLIX YCTPOWNCTB,
W  NPUMEHAOT nNpaBuna KoppensuMM [Ons  BbISIBIEHUS NOTEeHUManbHbIX  WHUMAEHTOB
6esonacHoCTW.

5. XKyprnanuposaHne Ha DNS wu DHCP cepsepax Onsi MOHUTOpPMHra paspeLueHnit
AOMEHHbIX UMeH un BblaeneHunn IP-agpecoB. AHanus xypHanoe DNS n DHCP moxeT nomoub
BbISIBUTb MOA03pUTENBbHbLIE OOMEHHble MMeHa, |P-agpeca vnu MMmeHa XOCTOB, CBSi3aHHble C
3rIOHaMepPEHHOW AeATENbHOCTbIO.

6. XXypHanbl npokcu-cepeepoB N Beb-cepBepoB. Mcnonb3yloTcs ANd MOHUTOpUHra Beb-
aKTMBHOCTM Norb3oBaTtenen U OCTyna K BHELWHUM cavtaMm. XKypHanbl NpoKkcu-cepBepoB 1 Be6-
cepBepoB MOryT npegoctaBuTb WHpopmaumio o wabnoHax Beb-Tpadumka, noBeaeHUn
nonb3oBaTenien n noTeHumanbHbIX yrpo3ax 6e3onacHOCTM, Takmx Kak AOCTYN K BPeAOHOCHbIM
Beb-canTam unu 3arpyska nogo3puTenbHblX bannos. BrknounTe XypHanMpoBaHMe Ha CeTeBbIX
YCTPOWNCTBAxX, Takux Kak 6paHamayapbl, MapLipyTu3aTopbl 1 KOMMYTaTopbl, YTOObLI 3anucbiBaTb
CcOBbITUA N aKTUBHOCTMW.

6. CeteBble Tanbl/3epkanupoBaHne nopToB ceTu. Mcnonb3yetca Ona KONMpOBaHUA
ceTeBOro Tpadmka C OAHOrO CerMeHTa ceTu Ha Jpyron. OTO MNO3BOSIIET BaM MOHUTOPUTH
ceTeBon TpaduK, He Hapywasa noTok AaHHbiX. CeTeBble Tanbl U 3epkanupoBaHne MoryT ObiTb
0COBEeHHO MonesHbl Ansa 3axBata Tpaduka Ha BbICOKOCKOPOCTHBIX WKW KPUTUYECKU BaKHbIX
ceTeBbIX KaHanax.

7. OBHapyxeHne n oTBeT Ha cobbiTM Ha koHeudHblx Toykax (EDR). WHTerpupytotca
peweHns 6e30MacHOCTU KOHEYHbIX TOYEK C BO3MOXHOCTAMW MOHUTOPUHra cetn ana cbopa
AaHHbIX C KOHEYHbIX TOYeK O CeTeBbIX NOAKNYeHuaAX, Tpaduke n ceasn. Pewenna EDR
npegoCcTaBnAT NHPOPMAaLINIO O CETEBOWN aKTUBHOCTU KOHEYHOW TOYKM U MOTYT NOMOYb BbISBUTb
aHoMarbHOe Unn 3noHaMepeHHoe NnoBegeHne, CBNOETENbCTBYOWEE O yrpo3ax 6e3o0nacHOCTH.

Mo mepe npucoeovHeHWs, N3MEHEHWA W BbIxoga YCTPOWCTB W3 HaAWWMX CETEW, OHU
npuobpeTtaT AUHAMUYHbIE XapaKTEPUCTUKW, CpaBHMMblE C (UIIBMOM, a He CTaTUYHbIM
CHMMKOM [7]. Haw nogxoa K ceTn, ocOBeHHO K ee nepumeTpy, AOMKeH ObiTb aganTMBHBIM U
NOCTOSIHHO OPUEHTUPOBAHHbLIM Ha ANHAMUYECKYIO NpMpoay ceTu. OTo TpebyeT OT Hac He TONbKO
MOMEHTanbHbIX CHMMKOB, HO W BCECTOPOHHEro obecnedyeHuss [OOBEPUTENbHOCTU BCeX
NOAKIMYaEeMbIX K HAM KOHEYHbIX TOYEK.
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C yyeTom pasHOOOpa3vs MeToaoB MNOAKMIOYEHMS YCTPOMCTB K HalMM CEeTAM, KOHeYHas
TOYKa CTAHOBUTCHA KIOYEBbLIM NEPUMETPOM, KOTOPbLIN HEOOXOANMO 3amnTUTL. XOTH Yy Hac ecTb
ceTeBble OpaHOMayapbl, KOHTPONUPYKLWME LIMpoKOMacwTabHbIi JOCTYN K CeTU, OCHOBHas
yrpo3sa UCXoauT OT MENKMX HapyLleHWU JoCTyna, Takux Kak Hebonblune BUpYycChbl, nonagatouime B
ceTb Yepes Mnorb3oBaTeNbCKNE KOHEYHbIE TOYKN.

[MyTem aHanu3a AaHHbIX C 3TUX CETEBbIX MCTOYHUKOB OpraHnsaumm MoryT OBHapyXuTb U
onepaTMBHO pearnpoBaTb Ha aHOMarbHYH WKW BPEOOHOCHYH aKTMBHOCTb Ha CBOUX CeTSX,
4YTO6bl MMHUMU3NPOBATL NOTEHUMArbHbIE YrPo3bl 6e30MacHOCTH.

Kak MMHMMYM, npeanodTntensHO nsbexatb cnefylowero: BUPYycoB, YepBen, HE3aKOHHOMO
nporpamMMHoro obecneyeHns, LWMNMOHCKUX NporpamMM, HeaBTOPU30BaHHbLIX MOMb3oBaTeNewn,
HeaBTOPU30BaHHbIX KOHEYHbIX TOYeK [8].

Kaxxgas koHeyHad Todka [OMKHa BbINOMHATL criegyroulee: obecneynTb LEeNOCTHOCTb
onepaunoHHON CUCTEMbI, NPOBEPUTL KOHGUIypaumo cucteMbl, ObiTb yaaneHHo ynpaBnsemMon.

YcnelwHoe yaaneHHoe ynpasrneHue TpebyeT CTporon nonuTukn, kotopasi obecnednBaeT
cobniogeHne MUHUManbHOM KOHUrypaumm aOns Bcex MNOOKMYEHHbIX KOHEYHbIX TOYEK,
HEe3aBMCUMO OT BO3pPaXXeHUW nonb3oBaTenen. JITO BaXHO, MNOCKOSbKY Adaxe ofHa
HEeCOOTBETCTBYHLLAs CUCTEMA MOXET NPUBECTU K Cepbe3HbIM Npobremam B ceTu.

Ha pucyHke 3 nokasaH npouecc Koppekuuu Hawwux npasusl, BKNKOYas B HUX MPUHLMIbI
BOCCTAHOBMNEHNA M KOMMNapTMeHTanu3auun. BaxHO MOHATb, MOXET NN CeTb MOXET O0BepsiTb
KaXK[OM N3 KOHEYHbIX TOYEK.

Bpanamayap
paboraet
a3l
Ynpaensemsli
A YeTpaHuts
HepocTaTku
Va3sumocTy Het
vcnpaeneHsl
Oal
Het Her
Qnex OTnpaBuTh B KapaHTUH
3anylueH
Oa

Ha

Hoctyn
PaspelueH

PI/IcyHOK 3 — KoHeuvHas To4ka AormkHa ObiTb NoMelleHa B KapaHTUH, eciihn He NpoXoauT YeTblpe NPOCTbIX TeCTa

3aknto4yeHue. B coBpemeHHOM Mupe, raoe yrposbl B MHTEPHETE MNPOAOSKatT pacTw,
MOHUTOPUHI CETEBbIX [OaHHbIX M aKTUBHOCTM MONb3oBaTenen urpaeT K4YeByld poNb B
obecneveHun 6esonacHocTu ceTu. PasHoobpasHbie mMeToabl cbopa AaHHbIX MMEKT CBOU
npenMyLLecTBa N HegOCTaTKN, U BbIOOP KOHKPETHOro MeToda 3aBMCUT OT TpeboBaHUN 1 Lenen
opraHmsauun. OgHako, He3aBUCMMO OT BbIOpaHHOro MeToaa, BaXHO NMOHMMaTb HEOOXOAUMOCTb
NOCTOSIHHOrO OBGHOBIEHMS MONUTUK BE30MNACHOCTM 1 CTPOron NPOBEPKM KOHUIYPaLUN KOHEYHbIX
TOYEK, XOCTOB U APYrnX Y3rioB CETU, KaK HEOTbEMIEMOWN YacTH 3aLLMThbl OT BPEAOHOCHbIX aTak.
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CPABHUTEJIbHbIY AHAJIN3 NPOTOKOJ10B MNEPEAAYY AAHHbIX LORAWAN U SIGFOX
Knenyos fO.B., puyyk A.A., pnbosny A.A.

benopycckmvi rocyAapCTBEHHBIN YHUBEPCUTET MHBOPMATUKY U PALNOS/IEKTPDOHMKMY,
r. MunHck, Pecriybrimka benapyce

HayuHbivi pykoBoguTesb: Xmenes A.l. — 4.3.H., ripogeccop, kageapsi [TOUT

AHHOTauma. [aHHas HayyHas CTaTbsl MPOBOAWT CPaBHUTENbHbLIM aHanu3 AByX MOMyNsipHbIX
MPOTOKOJIOB Nepedayn AaHHbiX ans uHTepHeta Belen (IoT) — LoRaWAN wu SigFox. B ctatbe
paccMaTpMBalOTC TEXHUYECKME XapaKTepucTMku 060MX MpOTOKONMOB, WX NpeuMmyLllectsa u
HeJoCTaTKM, a TakXe BO3MOXHOCTM TMPUMEHEHUS B pas3nn4HbIX cueHapuax. KccneposaHve
NO3BONSIET BbISIBUTb OCHOBHble OT/MuMA  Mexay LoRaWAN wu  SigFox, u4TOo nomoxeT
pa3paboTumkaM M WMHXeHepaM BblbpaTb Haubonee MOAXOASLMIA MPOTOKON [ANS KOHKPETHOro
npoekta IoT.

KnroueBble cnoBa: LoRaWAN, SigFox, npoTokon nepefauv AaHHbIX, WHTEPHET BELLEN,
CpaBHUTENbHbIV aHanu3

BBegenne. C passutmeM mHTepHeTa Bewen (IoT) ctaHoBUTCA BCe 6onee akTyasbHbIM BOMPOC
BblbOpa noaxoAswero npoToKona nepefaynM fAaHHblx  Ans  obecneyeHus CBSI3M  Mexay
ycTponcteamu. [lga U3 Hanbonee nonynsipHbIX NPOTOKO/I0B B 3TON obnactn — LoORaWAN u SigFox
— npeanaraloT pasnnyHble Noaxoabl K nepefadve AaHHbIX U MMEKOT CBOM 0COHBEeHHOCTM. B aaHHOM
CTaTbe 6yAeT NpoBefeH CPAaBHUTENbHbLIN aHann3 3TUX ABYX MPOTOKOOB C LIENbIO BbISIBIEHUSI UX
TEXHNYECKMX XapaKTEPUCTUK, MPENMYLLECTB U HEAOCTATKOB.

Ocnosnan wacme. 1o cnosam Jlonusr Myp, npezacenarens coBera aupextopoB LoRa Alliance, u3z Bcex
npuioxxkeHuit [oT okosno 75% npuxoauTcst HA CETH C HU3KUM DHEPronoTpedieHneM U O0JIbIIUM OXBAaTOM
(LPWAN), u Ttonbko 25% TpeOyroT BBICOKOW MPOMYCKHON CIIOCOOHOCTH M MAaJoi 3aJep)KKU CHTHaja.
Oxwupnaercs, yto B Onmmxkaimme roabl pelHOK LPWAN Oyner ObicTpo pacTu B pe3yabTaTe pPe3KOro
YBEIMUEHUS CIIPOca Ha MaJIOMOIIIHBIE TTI00aJIbHbIe COEMHEHUS ISl yCTpoHCTB MIHTepHeTa Beulei.
Ceroguss LPWAN wucnonb3yroTcsi B HECKOJBKHUX CEKTOpax: TPAHCHOPT, JIOTMCTHUKA, SHEPreTHka,
3/paBOOXpaHeHHe U cenbckoe xo3siicTBo. [lo cocrostHuio Ha 2022 ron Gomee 90% MHPOBOTO phIHKA
LPWAN nensar mexay coboii Tpu texnonorun: LORaWAN, SigFox u NB-10T. B pamkax maHHO# cTaThu
OyZayT paccMOTpEHBI NEPBBIE JIBE U3 HUX.

OOmM B 00eMX TEXHOJIOTHSX SBISIETCS padoTa B HEJIHMIICH3MPYEMOM nuama3oHe 4actor ISM,
CXOKasi TOIOJIOTHS CETH, KpalHe HHU3KOE HHEPromnoTpediieHHe KOHEYHBIX YCTPOWCTB, IHIMPOKas 30HA
nokpbiTus (Tabmuna 1). OnHako, ecnu paccMaTpuBaTh 00€ TEXHOJOTUHM KakK pafuoKaHall ISl mepeaaqyu
JAHHBIX, UMEIOTCS CYLIECTBEHHBIE PA3JINYUSL.

LoRaWAN (Long Range Wide-Area Networks) — 3to MAC-npoToKoJ1 [yisi BHICOKOEMKHUX CeTel ¢
OOJIBLIINM painycoM JIEHCTBUS U HU3KUM COOCTBEHHBIM MOTPEOJICHNEM MOIIHOCTH, KOTOPbIM OpraHu3anus
LoRa Alliance crangapTu3upoBaa s MaIOMOIIHBIX IT00aTbHBIX paguanbHbix cereil (Low Power Wide
Area Networks, LPWAN) tuna 3Be3ga. LORa — sTto Habop METOHOB MOIYJSAIMH, 3aaTEHTOBAHHBIX
kommanueit Semtech. Monaymnsiusa LoRa siBnsiercss pusnyeckum ypoBHEM. ITO TIOCTATOYHO HOBBIA METOJ
MOAYJILIMM C pPacIIUPEHHEM CIIEKTpa IOCPEACTBOM JHMHEMHOM 4YacToTHOM Moaymiuuu (CSS) wu
OJIHOMMEHHAsI CeTeBasi TEXHOJIOTHSL.
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[Tporokon LoRaWAN ontumMu3upoBaH Ajisi MAIOOIOIKETHBIX CEHCOPOB ¢ paboToi oT OaTapei,
MpEJICTaBIseT COOOM OTKPBITHINA MPOTOKOJ CBSI3U U BKJIIOYAET B ceOsl pa3sinyHble KJIAacChl y3l0B. Tem
caMbIM 00€CIIEYMBACTCSI KOMIIPOMHUCC MEXIYy CKOPOCTBIO JTOCTaBKH WH(GOPMAIMU U BpEeMEHEM DPaOOTHI
YCTPOMCTB, YTO OCOOCHHO Ba)KHO BBUJY MCIOJB30BaHUS MUTaHUs OT OaTapei/akkymynsTopoB. CKOpocTh
nepenayn JaHHBIX 1Mo npotokony LoRaWAN B cucreme LoRa Haxomutcs B nuanasone 0,3-11 xGut/c.
[Iporokon oGecrnieunBaeT MOJHYIO JABYCTOPOHHIOIO CBSI3b, @ apXUTEKTypa (MOCPEICTBOM CIIEHUATbHBIX
METOAOB MU(POBaHM) 00€CIIEUNBACT OOIIYIO HAICKHOCTh U OE30MAaCHOCTh BCEH CHCTEMBI. APXUTEKTYypa
LoRaWAN B Tom umrciie Obuta pa3paboTaHa ¢ 1eIbI0 00JIETYUTh OOHAPYKEHUE MOOMIBHBIX 0OBEKTOB, YTO
SIBIIICTCSL OJTHUM U3 HanboJiee OBICTPO PACTYIIUX MPUIIOKEHUH Ha ypoBHE MHTEpHETA BemIeH.

LoRaWAN-ceTs BKJIIOYaET KOHEYHOE YCTPOMCTBO, ILIKO3BI, CETEBOM CepBep U CepBep
MPWIOKEeHUH. VICIoNb3yeTcss TOMOJNIOTUS THMA «3BE3lla», TAe KaKIbIA MOIYJb WM CUETYHMK IeperaeT
JaHHBIE [0 paJuoKaHaly HamnpsMyl0 Ha 0a30Byl0 CTaHIUIO 0e3 MPUMEHEHUS MPOMEKYTOUHBIX
peTpaHCcISITOpOB. bazoBas CTaHIMsS MPUHUMAET CHTHAIBI OT BCEX YCTPOHCTB B PAJNYCE CBOETO JCUCTBHS,
olu(pOBBIBACT M TMEpelaeT Ha YHaJleHHBIM cepBep, UCIOJIb3ys AOCTYMHBIA KaHal CBSI3U, HampUMep
Ethernet, WiFi, cotoByio cBsa3b. LORaWAN wucmons3yercs uis nepeaadynd HeOONbIINX M0 00beMY ITaKeTOB
JAHHBIX Ha JallbHUE paccTosiHuA. Takas ceTh Obliia pa3paboTaHa CHENHMAIBHO AJISl paclpeelieHHbIX ceTei
TeJIEMETPUH, MeKMAIMHHOTO B3aumoeiictBus (M2M) u Untepuera Bemieit (10T). UToObI mpoiiuTh CPOK
CIIy»O0bI OaTaper/akKKyMyjIsiTOpa B KOHCYHOM YCTPOMCTBE M OOIIYIO IPOIMYCKHYIO CIIOCOOHOCTH CETH,
cereBoii cepBep LoRaWAN ympaBnsieT CKOpOCThIO IMepelayd MaHHBIX M PaTUOYaCTOTHBIM BBIXOJIOM
Ka)X/I0TO KOHEYHOTO YCTPOHCTBA MO OTACIBHOCTH. YTIPaBICHUE OCYIIECTBIISICTCS C TIOMOIIBIO aJrTOPUTMA
aJanTUBHOM CKOpocTH nepenaun gaHHbIX (Adaptive Data Rate, ADR).

Apxutektypa cetu LoRaWAN obGecnieunBaeT mnoOdHYIO KOH(DHACHIHAIBHOCTHh HaHHBIX. OHa
COXpaHSIETCA B MPOLIECCe TPOXOKACHUS BCeU LIEMOYKH 3a/1eHCTBOBAaHHBIX YCTpoicTB. Collep:KUMOe maKeTa
JAHHBIX HA BCEX CTJIMSIX MPOIIECCA OCTACTCS JOCTYITHBIM TOJIBKO OTIIPABUTENIO (KOHEUHOMY YCTPOUCTRBY)
U TIoTy4yaTento (MIPUII0KEHHUI0), KOTOPOMY OHO MpEIHa3HAuYaeTCsl.

K necomueHnHbIM nocromHcTBaM TexHoiornn LORAWAN MOXHO OTHECTH: 0€30MacHOCTh CETH U
JAHHBIX — KaK Ha YpOBHE CETH, TaK W Ha YPOBHE MPUJIOKEHHUH, MUPOKHUI BHIOOp M HHU3Kasg CTOMMOCTH
KOHEYHBIX YCTPOWCTB U IITIO30B, OBICTPOTA Pa3BEPTHIBAHUS CETH, BHICOKAS MACIITA0UPYEeMOCTh CeTH (10
5000 KOHEUYHBIX Y3JOB/KM2), BBICOKAS MOMEXO3AlIUIIEHHOCTh, OONBIION paauyc AEUCTBUA B IUIOTHOM
TOPOJICKOM 3acTpoiike U 3HeprodPeKTUBHOCTh, ananTUBHAs CKOpOoCcTh mepemaun maHHbIXx (ADR). K
HegoctatkaM LORaWAN oOTHOCAT CpaBHUTENBHO HU3KYIO MPOIMYCKHYIO CIIOCOOHOCTh, HEKOTOPYIO
3aJIEpPKKY Tepeayd JaHHBIX OT JIATYMKA JI0 KOHCYHOTO MPHIIOKCHHSI, PUCKU 3alIyMJIICHHOCTH CIIEKTpa
4yacToT nuamnazoHa ISM, orpannueHne MOITHOCTH CUTHAIA.

22 nekaOps 2023 rona denepanbHOE areHTCTBO MO TEXHUYECKOMY PETYIMPOBAHUIO U METPOJIOTUU
Poccuiickoit ®enepaunu (Pccrangapt) yTBepAuiio HalMOHANBHBIN cTaHgapT npotokona LORaWAN s
unteprera Bemed (l0T). Oskumaercs, 4Tro 3TO0 OyAET CIOCOOCTBOBATH PA3BUTHIO JKOCHCTEMBI
OTEYECTBEHHBIX YCTPOMCTB, TaKMX KaK YMHBIE CUETUYMKH WU JATUYUKHU, 00OpyAOBaHUE ISl TPAHCIOPTA,
cdepsl JKKX, NpoMBIIUIEHHBIX TPEATPUITHHA U TIP.

Tabmuua 1
TexHo Ipony Jlanen Janen Oneprom Yacro Bpems
JIorus CKHast OCTb Ha OCTb B TOPOJICKOH | oTpebiieHue TbI, MI'I1 paboTHI CEHCOPOB
CHOCOOHOCTB OTKPBITOM 3acTpoiike
MECTHOCTH
LoRa 010,3 10-20 2-5 kM or 0,1 433, Jo 10
WAN 110 50 x6ut/cex KM MKA 1o 120 MA 470, 868, 915 JIET Ha OJHOU
Oarapeiike AA
SigFo B 20-50 5-10 25 MKA 868, Jo 20
X cpennem 100 KM KM BO BpeMs Iepeiaun 915 JIET Ha JIBYX
our/cex JIAHHBIX M 0KOJIO | OaTapeiikax AA
MKA BO Bpemst
OXKHITaHHS

B Pecnybnuke bemapyce Ttexnomoruss LORaWAN mnpezacraBieHa LenbIM pSIOM KOMITAHHM,
MPEUMYIIECTBEHHO 3aHMUMAIOIINXCS COOPOM M aHAJIM30M JIaHHBIX MPUOOPOB ydeTa AJIEKTPOIHEPTHH, rasa,
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Bo/bI U Teruia. Hekotopsie u3 Hux, Harpumep, |IOTANS, npeyiaraioT roToBbIe peIIeHUs, MPEeI0CTaBIIS
IIMPOKUNA BBIOOP 000pYI0BAaHUS OT JaTYUKA J0 IU1aT(OpPMBI Ul cOOpa U OTOOPa)KEHUS JaHHBIX, MOHTaXa
U cepBUCHOro oOciyxuBanus. 30Ha MOKpbITHS LoRaWAN-cereli mHIMBHyaTbHA U PaCCMATPUBACTCS B
KOKIOM KOHKPETHOM IIpoekTe. Yame BCero 3TO HOBBIE MUKPOPAaHOHBI MHOTOKBAPTUPHOW JKUJION
3aCTPOMKH, I/I€ IPUMEHSIOTCS IOKBAPTUPHbIE PUOOPHI yueTa BOJbI U TEILIA.

SigFox — 3T0 omHOCKauKOBas pajuaibHas, 3Be3/J000pa3Hasi CETh CO IUI03aMHU, KOTOPBIC CIYXKaT
KOHTpoJIIepaMHu 3TOoi cetn. B HekoTtopom pone oHa moxoxka Ha LoRa, HO ucmonb3yeTr MHOW Ccroco0
JOCTUKEHMS aHAJIOTUYHBIX 1iesield. CucTeMa pa3BepHyTa ¢ UCII0JIb30BAHUEM BO3MOXKHOCTEN COBPEMEHHBIX
cotoBbix cereit. [Tomo6Ho LoRa, SigFox nMeer 6ombIoi quana3oH MOKPHITUS U € CBOMCTBEHHO HU3KOE
sHepromnotpednenue. Mcmons3yercs texnonorust Ultra Narrow Band (UNB), kotopas u3HAYabHO
Mpe/iHa3HayeHa JUIs CBSI3U HA HU3KUX CKOPOCTSX Mepefaun JaHHbIX.

ITporokon SigFox mocratouno mpoct. OH He TpeOyeT KBUTUpOBaHUs (OOMEHa CHUTHAJIAMHU JUIS
YCTaHOBJICHUSI CBSI3H, T. €. MPOLEYphl IPEICTABICHUS WM B3aUMHOTO OTO3HABAHUS MAPTHEPOB IO CBS3U
MPU YCTAHOBJICHUHU COCIUHEHUS) U MEepPeacT MaKeThl Bcero mo 12 6alT (IUTtoc JOMOTHUTEIBHBIC JaHHBIC,
Takhe Kak HIeHTHU(UKATOp paauocBsi3u U Bpems). Kak yxe ObUIo ckazaHO, mepeaada BEAETCS B OYEHb
Y3KOH TOJIOCe YacToT, Mpu 3ToM ucnonbdyercs D-BPSK-momynsmus (muddepennumansHas JTBOMYHAS
dazoBas MaHUNyYJAIUA) co ckopocThio 100 mimm 600 OUT/c CO MIECTHCEKYHIHBIMU ITUKIAMH IepeIadu.
OpHako Takas HU3Kas CKOPOCTb U Y3KUW YaCTOTHBIA CHEKTP MO3BOJISIIOT SKOHOMUTH SHEPTUi0 OaTaped u
o0ecreunBarOT OOIBIION PATIYC MTOKPHITHS TEXHOIOTHH.

Sigfox ucnone3yer muddepeHnranbayro 1BondHyo (hazoryro manumnysiuio (DBPSK) u rayccoBy
gacToTHyto MaHunyisanuio (GFSK) B Hemeuma3upyemoM auanaszone ISM. IIupokomoiaocHbI cUTrHA
CBOOOJIHO MPOXOJUT Yepe3 TBEepJble 0ObEKThl U TPeOyeT HEOONbIIOE KOJIMYSCTBO dHEeprun. SigFOX-ceThb
UMEET TOIOJOrHI0 «3Be3Ja» C OJAHUM IEPEeXO0JIoOM U TpedyeTcsi, 4ToObl oreparop MOOWIBHOW CBSI3U
nepenaBan reHepupyeMbiii Tpaduk. CUTHAN TakyKe MOXHO HCIONB30BaTh MJI TOKPBITHS OONBIINX
TEPPUTOPUHN U JOCTHIKEHUS MOA3EMHBIX O0OBEKTOB.

N3-3a y3k0il TOJIOCHI MPONMYCKAaHWUSI NPUEMHUKH MOTYT HUMETh OYEHb HHU3KHA YpPOBEHBb
COOCTBEHHOTO IIymMa, T. €. BBICOKYIO UYBCTBHUTEIBHOCTBH, JOCTHTarolryto mnopsaka —140 abm. Oto
O3HA4YaeT, uYTo MpU NpuMeHeHuu TexHonoruu SigFox 6e3 koaupoBanus ans «MHTepHETa Bewieii», T. €. ¢
MIOMOUIBI0 IPOLECCOPOB C HEOONBIION BBIUMUCIMTEIBLHOW MOIIHOCTBbIO, TPU HHU3KOH MOLIHOCTH
nepenaturka (14 nbm), HU3KMX CKOPOCTSX Iepegaud JaHHBIX, KOPOTKUX M HedacThiX, He Oonee 140
COOOIIEHU B JE€Hb, MOKHO JOCTUYb OOJIbIIEH 30HBI MOKPHITHS M 0o0Jiee MPOAOIKUTEIHLHOTO BPEMEHHU
aBTOHOMHOW pa0oThl y3na ceTu. TexHonorus ucnonsidyeT mudpoBanue AES ¢ HMACs ¢ 3akpbIThiM
KJIFOYOM, KOTOPBI BCTPOEH B MPUOOp, IJIKOC HEKOTOPBIM MOpsAIKOBbIM Homep. brmarogaps Bcem 3Tum
xapaktepuctukaM SigFox MokeT ObIThb caMbiM J((EKTUBHBIM pEUICHHEM €3 BCEX TEXHOJIOTUMN
noctpoenust LPWAN B onpeieieHHbIX 00CTOSTENIbCTBAX.

B mactosmiee Bpemsi ceth Sigfox nedicTByer B 75 cTpaHaX W permoHax, OXBaThiBas 6 MIH
KBaJIpaTHBIX KHJIOMETpPOB. B 3T0l cetu 3apeructpupoBano 6osee 11 MIIH aKTUBHBIX YCTPOWCTB, KOTOPBIE
nepenaroT ceime 80 MiH cooOuienuit B cyTku. lllupokoe mpumeHeHue SigFOX monydmia B CEIbCKOM
XO035MCTBE, JOTUCTHUKE, CHCTEMAX «Y MHBII TOPO», SHEPTETHYECKON OTPaCiIi, MEIULIMHE U TIP.

K nmocrounctBam SigFOX MOXHO OTHECTH OOJIBIIOE TOKPBITHE, BBICOKYIO IPOHUKAIOIIYIO
CIOCOOHOCTH B TOPOJICKOM 3acTpoiike (10 10km), cBepxHU3K0e noTpednaenue (1o 20 iet paboTel ceHcopa
oT aByx Oarapeit AA), HHU3KYI0 CTOMMOCTh CEHCOPOB, COBMECTHMOCTh MpoTOKojia SigFoX ¢
CYLIECTBYIOIIMMHU TpaHcUBepaMu. Cpelln HEOCTaTKOB BBIIEISIOT HU3KYIO CKOPOCTh MepeAayu JTaHHBIX,
3aBHUCHMOCTh OT COTOBOM HH(MPACTPYKTYphl, OTPAHHMUEHHYIO IMMOMEXOYCTOMYMBOCTh. JlaHHas cuctema
M3HAYAJIbHO CIPOEKTUPOBAHA C YYacTHEM LEHTPAJU30BaHHOW 0a3bl JaHHBIX A1 UACHTU(UKAINH
YCTPOWCTB, ympaBisiomiedl kommanueld Sigfox, YTO B HEKOTOPBIX CIlydasx HAET B pa3pe3 ¢
3aKOHO/IaTEeILHOM 02301 B OTJEIHHBIX CTPAHAX.

Sars1royeHnne. [epcrnekTvBbl pa3BuTna MMpoBoro poiHka LPWAN no3BonstoT cnporHo3vpoBsaTth
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pocT kanuTanusauuu ¢ 14.31 mnpa gonnapos CLUA B 2023 roay ao 704.95 mnpa aonnapos CLLUA
k 2030 roagy npw cpenHerofosoM Temne pocta 74.50 % B TeyeHwe NpOrHO3MpyeMoro nepuoaa.
3HauMTENbHYIO A0/ pbiHKa (MO COCTOsSIHMIO Ha 2022 rog okono 59 %) 3aHMMaloT TEXHONOMMK
LoRaWAN u SigFox. CpaBHUTENbHbIM aHanM3 NpOTOKONOB nepeaayun AaHHbix LORaWAN u SigFox
NO3BOJIUN BbISIBUTb MX OCHOBHbIE OT/IMYMSA U MOXET MOMOYb MOSIb30BATENSAM U UHXEHepaM
BbIOpaTb Hanbonee noaxoaaLmMi NPOTOKON AN KOHKPETHOro npoekTa IoT.

B pe3synbTate npopenaHHou paboTbl yAanocb YCTaHOBWUTb, 4TO TexHonorns LoRaWAN
SIBNSIETCS OAHOW M3 Hambonee nepcrnekTMBHbIX 6eCnpoBOAHLIX TEXHOIOMMA Ha COBPEMEHHOM
pbiHke IoT. Mo cocTtosiHuio Ha cepeanHy 2020 roga LoRaWAN co 105 MAH. yCTpOMCTB Ae-hakTo
caMasi pacnpoctpaHéHHas TexHonormsa LPWAN. PeweHnsa LoRa npuMeHsioTcs B 06CnyxmBaHum
cucteM HVAC W 31eKTpOHMKE, B Yy4eTe 3MeKTPOIHEPrun U BOAOCHAOXEHWW, KOHTpone
OKpY>KaloLLEeN cpeabl, YNpaBAeHUN Nogayent 3N1eKTPO3HEPrUM, NPOrHO3HON OUYUCTKE MOMELLEHUN.
B LoRa Alliance yxe Bxoaut cBbilwe 500 koMMaHWMK, Cpean KOTOPbIX MPOU3BOAMTENM
nNporpaMMHOro obecrnieyeHunsi, MMKPO3NEKTPOHMKK, onepaTtopbl ces3u: IBM, Semtech, Cisco,
Inmarsat, Swisscom un gpyrue.

Bo MHOrom ocHoBHble dyHKUMM LORaWAN cpaBHuMbI € SigFox, Hanpumep, HebonbLon 06beM
Mone3HbIX AaHHbIX, 60MblUas AaNbHOCTb Nepeaayu, BbICOKUM CPOK Cy>6bl CEHCOPOB. TeM He
MeHee, LORaWAN npegnaraer nyywyio MPONYCKHYK CMOCOBHOCTb, @ TakXKe 3HaYUTEsIbHO
NYYLLUYIO 3a4EPXKKY.

K coxxaneHuto, HeCMOTpS Ha psSA NMPEUMYLLECTB U LUMPOKOE pacnpoCTpaHeHWe B MUpe, NPOTOKON
SigFox He mony4un pacnpocTpaHeHue Ha Tepputopun Pecnybnukn Benapycb n B Poccuinckon
depnepaunn. MpUUMHOM 3TOro B NEPBYIO 04Mepeab MOXHO Ha3BaTb OTCYTCTBME CTaHAApTU3aumM, B
otnyme ot LoRaWAN.
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Annotation. This scientific article provides a comparative analysis of two popular data transfer
protocols for the Internet of Things (IoT) — LoRaWAN and SigFox. The article discusses the
technical characteristics of both protocols, their advantages and disadvantages, as well as the
possibilities of application in various scenarios. The study reveals the main differences between

LoRaWAN and SigFox, which will help developers and engineers choose the most suitable
protocol for a specific IoT project.
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YAK 004.777

CUCTEMA LEEHTPAJIU30BAHHOIO YMPABJIEHUS! AOCTYMNOM K JIOKAJ/IbHOI BbIYMUCJIUTESIbHOW CETU HA BA3E
YNPABJIAEMbIX
KOMMYTATOPOB HUAWEI U CISCO.
Kpusko /4.H., maructpaHT
bernopycckmt rocyAapCTBeHHbIN YHUBEDCUTET UHPOPMATUKU U PaANOIIEKTDOHNKY,
r. MuHck, Pecriybrimka benapyce

[lynko T.A. — KaHf. TEXH.HAYK, AOLEHT

AHHOTaumMa. B MaTepuanax p[oknaga paccMaTpuMBAlOTCS LarM pas3paboTku  anroputMma,
HanpaB/IeHHOro Ha YMpaB/ieHWEe KOMMYTALMOHHbIM 060pyaoBaHWeM npousBoauTeneit Cisco u
Huawei. WToroM AaHHOW paboTbl AO/MKHA CTaTb LEHTPaNM30BaHHasi CUCTEMa, MO3BOJISAIOLLAS
ONTMMK3MPOBaTb Paboumnii MPoOLECC aAMUHUCTPATOpa CETU B 061aCTU NPeaoCcTaBeHNst AOCTyNa K
NOKaNbHOM CEeTH, a TaKKe HamnpaB/ieHHasl Ha MOBblleHMe O06LIero ypoBHS MHGOPMaLMOHHON
6€30MacHOCTM B NMPUMEHSIEMOM CErMEHTE.

KnioueBble cnoBa: JoKajfbHAs BbIUMCAUTENIbHAS CETb, anropuTM YMNpaBieHus AOCTYMNOM,
KOMMyTaTop, MapwpyTtusaums, Access Control List, a3bik Python.

PaclumpeHne NoKanbHbIX BbIYUCIIUTENBHBIX CETEN, @ TaKXKE UX PEryNIIPHOE YC/IOXXHEHUE 3@ CYET
peanu3auMn HOBEMWMX MeTodoB obecneyeHusi MHMDOPMAUMOHHOM 6€30MacHOCTM 3a4acTyto
NMpUBOAMT K TOMY, 4YTO B paMKax OAHOM JIOKanbHOM BbIYUCIUTENBHO CETU WCMOMb3YHOTCS
nepeaoBble KOMMYTaTOpbl pPa3fNMYHbIX BEHAOPOB. [aHHbl (akT B 3HAYMTENbHOW CTEMNEHU
YCNOXHSET paboTy CneunanucTtoB OTBETCTBEHHBLIX 3a aAMWHUCTPUPOBAHME CETU, MOCKOSIbKY
pasnnyHble NPOU3BOAMTENN B CBOUX pELLEHUSX He Bceraa UCMoMb3YT eauHble noaxoAdbl K nx
peanu3aumn. Yem cnoxHee M pa3HoobpasHee CTAHOBUTCA AManasoH MpPUMEHSIEMbIX KOMaHA
yrnpaBneHns ceTeBbiM 060pyaOBaHMEM, TEM Bbille LIAHC OWMOKM CO CTOPOHbI aAMUHUCTPATOpa,
YTO B CBOK O4Yepedb MOXET HEraTMBHO CKa3aTbCs KaK Ha WH(OPMaLMOHHOM 6e30macHOCTU
JaHHOW CeTU, TaKk U Ha eé& (yHKUMOHMPOBaHWM B uUenoM. Co3gaHMe CUCTEM MO3BOJISHOLLMX
pewaTb NoaobHoro poaa npobnembl SBASETCS BOCTPEOOBAHHOM, MOCKOMbKY C MX MOMOLUbK C
aAMMHUCTpaToOpa CHUMaeTCcsl (YHKUMS HEenocpeACcTBEHHOrO0 BBOAA KOMaHA YMNpaBfeHWUsl, 4To
Mo3BOJISIET B OOMbLUEN CTENEHN CKOHLEHTPUPOBATb BHUMAHME Ha 6onee akTyanbHbIX BOMpPOCaXx.
Llenblo AaHHOW paboTbl ABNSETCA HANMMCAHWE anropuTMa ynpaeneHust AOCTYMOM K JIOKAsbHOM
BbIUMCINUTENBHOM  CETWU, MO3BOMSAIOWEr0  MAEHTUMUMUMPOBATL CEeTEBOE  KOMMYTaLMOHHOE
obopynosaHue npoussoautenen Cisco u Huawei, ¢ npuMeHeHMeM Heobxoaumoro Habopa
KOMaHf, XapaKTepHbIX Ka)k[I0My 13 NPOU3BOAUTENEN.

[Onsa pa3paboTkM MTOroBOro anropMtMa HeobxoaMMo paszobpaTb Mys KOMaHA YMpaBieHUs
kommyTaTopoB Cisco M Huawei, C Lenblo onpeaeneHns 3aKOHOMEPHOCTEN UX MPUMEHEHWS, a
TAKXKE OT/IMYMTENbHbIX OCOBEHHOCTEM MX CUHTakcuca. [lonyuvMB AaHHY0  MHMOPMaUMIo,
HeobxoaAMMO onucaTb NOrnkKy paboTbl anropuMTMa, yaenums BHUMaHWE BOMPOCY MAEHTUdUKaunn
obopynoBaHMSi, a TaKXe MocneaoBaTeNlbHOCTM AEUCTBUM MO  FEHEPUPOBAHMIO  KOMaHA
ynpaBneHns. TONbKO Mocne 3Toro MOXHO 6yaer npuctynatb K KOAUMPOBAHMIO [AAHHOro
anropMtMa C WCMONb30BaHMEM $3blka MPOrpaMMUPOBAHNS M CO3AAHMIO LEHTPANM30BaHHON
CUCTEMbI YMNPaBfeHNs AOCTYNOM K JIOKanbHOM BbIYUCAUTENBHOW CeTM. Ha paHHOM 3Tane
HeobxoAMMOo peanu3oBaTb CleayoLwmnii Habop yHKLUNIA:

— LleHTpanu3oBaHHasa cucrtema ydveta IP-agpecos ncronb3dyembix B JIBC;

— MOMUCK MO CUCTEME YYeTa, B COOTBETCTBUMN C U3BECTHLIMM MapaMeTpamu;

— pasrpaHuyeHne AOCTyna K CUCTEME LEHTPANIM30BaHHOMO YNPAB/EHUi Mo naposto;

— BBEAEHME  JIOTMPOBaHWS  BCEX  AEUCTBMM,  BbINOJSIHSIEMbIX  MOCPEACTBOM  CUCTEMbI
LeHTPanM30BaHHOroO yrnpasfeHus;

— aBTOMaTMyeckoe onpeaeneHns BeHaopa KOMMyTaLMoHHOro obopyaosaHust B JIBC 40 MOMeHTa
NCMNONHEHUS OTAENbHbIX KOMaHA;

— aBTOMaTM4eCcKoe BbINOSIHEHNE KOMaHA, HeobXxoanMbIX ANnsl ynpasneHus goctynom K J1BC;

— peanu3aums aBTOMaTUYEeCKOro onpeaeneHns mac-agpeca ANs Kaxaoro ip-agpeca akTUBHOMO
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obopyanoBaHusi, ncrnonbdyemoro B J1BC;

— peanu3auma  ¢YyHKUMOHana, no3BOASOWEro  nNpovM3BOAUTL  pa3peLleHusi/orpaHndeHune
npoxoxxaeHust Tpaduka no JIBC ANns KOHKPETHbIX ip-aipecoB MOCPEACTBOM CTaTUYECKOM
MapLipyTusaumm, a Takxke ncnonbsysa ACL-nncThbl;

— peanu3aumsa @yHKUMOHaNa OTBA3KW/NPUBA3KM Mac-agpeca K KOHKpETHOMY ip-aapecy;

— HanaAuTb B3aUMOAENCTBME C CEPBEPOM aHTUBUPYCHOIO obecrneyeHus, C Lenblo 0TobpaXeHus
Hanbonee akTyanbHOM MH(OPMaLUMM, OTHOCALLENCS K aHTMBMPYCHOW 3aluMTe AN KOHKPETHOMO
ip-agpeca;

— aBTOMaTMYecKash CMHXPOHU3aUMsl BHOCMMOW MHMOPMaLUMK B CUCTEMY y4YeTa C CUCTEMON y4yeTa
BbILLECTOSALLEN OpraHM3aLuK.

I[JISI PCIICHHUA ITOCTABJICHHBIX 3aaa4d HCO6XOI[I/IMO onpcACINTbLCA C IIOIIAroBbIM aAJI'OPUTMOM

B3aHMOI[eI>'ICTBH$I BCEX B3aUMOCBS3aHHBIX J3JICMCHTOB!: 633]:1 JaHHBIX, KOMMYTallMOHHOI'O OGOpYI[OBaHHH,
CUCTEMBbI AHTUBUPYCHOM 3AILUTHI.
Ha HayanbHbIX 3Tanax pa3paboTkn HeobxoauMmo onucaTb CTPYKTYpy 6a@3bl AaHHbIX, C Lenbko
MaKCMMasibHOM ONTUMM3aunM AaHHbIX KOTOpbIE NOTPebytoTCA ANa AanbHenwen paboTbl, u3beras
N36bITOYHOCTM [AaHHbIX, KOTOPbIE HE AO/MKHbI Ay6nnMpoBaTbCs, a Npu HeobXoANMMOCTHN, U3 OOHUX
JaHHbIX MONy4YaTb ApYyrve Y)Xe HEenocpeACTBEHHO B npouecce paboTbl nporpammbl, 6e3
MOCTOSAHHOIO UX XpaHeHUs.

Jlns peanu3aliy IOCTABJICHHBIX LIEJCH MPUHATO pElICHHE 00 MCIOJIb30BAaHMH B padoOTe sI3bIKa
nporpammupoBanus Python. JlaHHOe pelieHre 00yCI0BICHO TEM, YTO JAHHBIN SI3BIK IIPOrpaMMHUPOBAHUS
JISTKUA B OCBOEHHHU C INPOCThBIM U IIOHATHBIM CHUHTAKCHCOM. DTO IO3BOJSIET B NEPCICKTHUBEC YIIPOCTHUTH
MIPOIIECC COMPOBOXKICHUSI UTOTOBOTO PEIIICHUs, B CIIydae CMEHBI pazpaboTunka. Takke Python umeer ogny
U3 CaMbIX OOJBIIMX OMOIMOTEK, BKIFOYAss OMOIMOTEKH JJisi paObOThI C CETEBBHIMH IPOTOKOJAMHU, TAKUMHU
kak urllib3, telnetlib, pynetbox u T. 1.

bubnuoTexn 3HAUNTENBHO 00JIEryaroT pa3paboTKy CETEBBIX MPHIIOKECHUH U YIIPABICHUE CETEBBIMH
YCTpOﬁCTBaMH, OHHU MOI'yT HCIIOJIB30BAaTbHCA JId YIIPABJICHHA PA3JIMYHBIMU CCTCBBLIMU yCTpOfICTBaMH,
BKJIIOYas MapumpyTu3aTopbl, KOMMYTAaTOPbl, MCXKCCTCBBIC OKpPaHbl, CCPBCPLI U T. 1., 4 TAKIKC MOI'YT OBITH
HCIIOJIB30BAaHbI AJII MOHHUTOPHHIA ceTeBou AKTHUBHOCTH, aHaJIN3a JAaHHBIX W CO3JaHHUS ITOJIb30BATCIbCKUX
I/IHTepd)Cf/'ICOB, OpeaoCTaBJIACT BO3SMOXHOCTH JJIsI aBTOMATU3allMU YIIPABJIICHUA. OH MOJKET UCIIOJIL30BATHCS
JUIS  HAIUCaHWS CICHAPHEB, KOTOPBIC BBHIMOJIHSIIOT TOBTOPSIIOIIMECS 3aqadyd. OITO  IO3BOJISICT
aMUHUCTPATOPA CETH COKOHOMHTH BPEMs M YIy4IIUTh 3 (HEKTUBHOCTH CBOEH PabOTHI.

brina paspabortana cxeMa B3aMMOJICHCTBHS CETEBBIX CEPBHCOB, KOTOpas HATJSAHO TMOKA3bIBACT
nponecc B3aI/IMOI[eI\/'ICTBI/I$I MCXAY OTACIbHBIMU CCTCBBIMH CEPBUCAMU, pa60Ta KOTOpPBIX HaAIIpaBJICHA Ha
obecrieueHre OTIEIbHBIX 2JIEMEHTOB MH(MOpMaImoHHOM 6e30nmacHoCTH. OObeIMHEHNE X B OJIHY €UHYIO
CUCTEMY IIO3BOJIMT B 3HAYUTEIILHEN CTENECHU ITOBLICUTH OIICPATUBHOCTb IIPUHATHUA pGHICHI/Iﬁ B oOiactu
3alIUThI HHq)OpMaHHH, a TaKXKC YIIPOCTUT HpOLECC YIIpaBJICHUA OOCTYIIOM K JIOKAJILHOU BBIYUCIIUTEILHO

ceTH (pucyHok 1).

MNonkaceatens

CUCTENE LeHTPANM30BAHHOID YNIPaBNRHIA
» Mouck Nensaceatenn no IP
= MPOBEPKa COCTORHNA AHTMBADYCH O SALLATED
» Mpueazka IP K MAC - =
< " 1—\ Baza gaHHLX Nons3ceaTencl yCTpoicTe
©PBER IHTUBARYCHOMA 3aLLMTE! [ » Ynpasnenue aocTynom g IP
36 <<OreeT Or 5>
“=3anpor a H i o IPagpec
« Ha acHoBaHmA M HapMALIA Nany-e HHOI OT
COLTORMAM 33U TLZ> -
« fiata abHoaneHR KouyTaTORa, anpeensetcn wabop kowang [ | » MAC aapec
\ 8
aHTUBMPYCHBIX a3 1eOBXOAUMLIN A7 YNPABACHMA UM <<3anpoc 8 B> . OMO
» LaTa yeTaHaBKA aHTMBNPYCa - P ;. o Mogpazieneqie
‘ i <<0TBeT 0 ARa
« LOCTORHME 3ALNTL! COCTOAHMN 2aLLMThI>> » Thn yetpoficrea
_—
OBMEH A8 HHEIMA
<<TloprAEHNE
K KOMMyYTaTORY>>
/———-_

KemmyTaTop HUAWETD

i i
5\ /
I N
KammytaTop CISCO
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PucyHok 1 — Obuias cxeMa B3anMOAENCTBUSI CETEBbLIX CEPBMCOB

Mcnonb3oBaHWe pa3paboTaHHOM CUCTEMbI  LIEHTPaNM30BAHHOINO YMpaBfieHust AOCTYNoM K
NOKaNbHOW BbIYUCIIUTENBHOM CETU MO3BOSIUT MOBbLICUTb 3(PPEKTUBHOCTL paboThl CRELnanncToB
OTBETCTBEHHbIX 3@ OpraHun3aumio MHMOpPMaLMOHHON 6e30MacHOCTM, B paMKaxX MpeaoCcTaBieHus!
JIOCTYMa K pecypcaM NoKanbHOW BbIYUC/IUTENBHOW CETU BaNEHHOIrO CErMeHTa, a Takxe bonee
onepaTMBHO pearnpoBaTb Ha BO3HUKAOLNE Yrpo3bl.

[daHHass cuctemMa paspabatbiBaeTcsl Ha A3blke MporpammmpoBaHust Python, uto B
nepcnekTuee no3BosuMT Honiee onepaTtvBHO BHeAPSTb HEOBXOAUMbIE M3MEHEHUSI B CUCTEMY, a
TAKXXe NO3BOMINT PacLUMpATb €€ KOHEYHbIN (DYHKLMOHAT.

CnMCcoK MCnoJib30BaHHbIX UICTOYHUKOB:

1. Mporpamma ceteBov akagemmn Cisco CCNA 3 u 4. BcnomoratenbHoe pykoBoacTtBo — 2008. —
994 c.
2. bappu Mon N3yyaeM nporpammumpoBaHme Ha Python. — Skcmo, 2020. — 624 c.
3. XKaH BanbpaH MNapex LWbamM KoMMyHUKauMoHHble ceTn. KpaTkoe BBegeHune - MK lMpecc, 2023.-
268c.

YAK 621.397.42

WCCNEAOBAHMWE 4/8 KAHAJIbHOIO rM6PMAHOIO 5 B 1 BEAAVOPETUCTPATOPA U 2/4 AHD
KAMEP BUAEPHABJTIOAEHUA C UK NOACBETKOU HA OCHOBE CTEPEOCKOINUWYECKOIo
CMNMOCOBA ONPEAENEHUA AANTIBHOCTU A0 OBBEKTA

Yepenosa E.B., Muxanénox K.A., Tuxanxosa I[1.H., Jloban B.B.
ep.162901

benopycckmvi rocyAapCTBEHHBIN YHUBEPCUTET MHBOPMATUKY U PASNOS/IEKTPOHMKMY,
r. MunHck, Pecriybrimka benapyce

HayuHbiv pykoBoguTesib: 30pbko MU, — accucTenT kagegpsl KT

AHHOTauma. B maTepuanax Aoknaja paccMaTpuBaloTCs [ABa BapuaHTa 3KCrepUMeHTasbHOM
YCTaHOBKW CUCTeMbl BUAEOHabI0AeHNS Ha OCHOBE KOMMJEKTa C UCMOJIb30BaHMEM YeTblpex Uiu
BOCbMMWKaHanbHoro (4/8) rmbpugHoro 5 B 1 Buaeoperncrtpatopa K KOTOPOMY MOAKSOYEHbI
nepsoHayanbHo Ase AHD kamepbl (720p & 960p & 1080p HeckaTblii BWMAEOMOTOK), [ABe
aHanorosble kamepbl (960H HeoxkaTbIi BUAEONOTOK) BuaeoHabnoaeHus ¢ MK noaceeTkon v ase
IP Bupeokamepbl (IP o©xaTbih BWAEONOTOK) M T.A. Pe3ynbTaThl WCCneaoBaHui 6yayT
MCNoNb30BaThCA B /1TabOpPaTOPHOM MpaKTUKYMe Mo yyebHoin aucumnanHe CUCTEMbI NPUKIAAHOro
TeneBuaeHus, a Takxke CUCTEMbl TENEBU3MOHHOMO U 3BYKOBOrO BELUAHWS B CEbMOM CeMecTpe
nepumoga o6yyeHMsl CTyAEeHTOB MO crneumanbHoctM 6-05-0611-06 Cuctembl u  cetn
MH(POKOMMYHMKaLMI No Npodunto TeNneBU3NOHHbIE U MyNIbTUMEANIAHBIE CUCTEMbI B COOTBETCTBUM
C OMuCaHWeM W MOpsiAKOM BbINONHEHUA NabopaTopHbiX paboT, NOCBALEHHBLIX WUCCNEA0BAaHUIO
OCHOBHbIX BOMPOCOB MOCTPOEHNS U (PYHKLMOHMPOBaHUS LMPOBLIX TENEBUIMOHHBIX CUCTEM.

KnroueBble cnoBa: CucremMa BuaeoHabniogeHus, Buaeokamepa, ¢opMat  Kagpa,
Buaeopernctpatop, WK noacBeTka, CTEpeoCKONMYEckuii cnocob, onpeaesieHne AasibHOCTU
obbekTa.

BBegenmne. AKTyanbHOCTb MCCNeaoBaHUs 06ycnoBneHa HeobxoAMMOCTbIO BHEAPEHUS
MHHOBALMOHHBLIX TEXHONMOMMA B Y4YeOHbI MNpPOLECC C MNPaKTUY4EeCKOM TOUYKU  3peHust
COBEPLUEHCTBOBAHMS! LENEBLIX KOMMETEHUMN CTyAEHTOB B 06nactv 3aluTbl OOBLEKTOB W
TEeppUTOpPUanbHbLIX PaloHOB.

[laHHast cTaTbsi NpeAHa3HavYeHa ANs U3ydeHusl NPUHLMMNOB NPOEKTUPOBaHMS, MOCTPOEHMS U
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3KCNSlyaTaumMmn CTepeocKonMYecKMX CUCTEM B MPUIOXKEHUM K TEXHONOrMSM BUAEOHAbNoAeHMS.
Mpepnaraemass nonesHass ™Mogenb NabopaToOpHOM YCTaHOBKM obnagaeT npeuMyLlecTBamu,
BbISIBIEHHbIMW B XOAE CPAaBHEHUSI YETbIPEX U BOCbMU-KaMEpPHOM BepcuM, a Takxke dainnoBow
CUCTEMOM XpPaHEHWUS! AaHHbIX M OMNuMen pacrno3HaBaHUS UL B paKypCHOM CUMCTEME perncrpaumm
06BbEKTOB B M0SEe BMAEHUS KOMOMHMPOBAHHBIX OMTUKO-31EKTPOHHbLIX Npeobpa3oBaTenen. Takxe
NpUCYTCTBYET DYHKUMS BUAEOKOHTPONS 3@ MOOUNbHBIMU 06bEKTaMM B YCIIOBUSIX SKCTPEMASIbHOM
OCBELLEHHOCTM W BO3MOXHOCTb MPOCMOTPa AMHAMUYECKUX W300paxeHWM Ha 3KpaHax
AOMOSTHUTENbHBIX BUAEOKOHTPOJIbHLIX  YCTPOWCTB, KOTOPbIE pacrnonaraloTcs B npeaenax
[0CAraeMoCT Ha OCHOBE CTepeocKonuyeckoro crnocoba onpegeneHus OanbHOCTU A0 ObbekTa
LWTATHLIMX ONTUKO-3NIEKTPOHHBIMM Npeobpa3oBaTensiMn BUAEOKaMeEpP B 30HE AENCTBUS CUCTEMbI
BNUAEOHaboaeHns.

B paccMaTpuBaeMbix BapuaHTax MpeasiaraéMod  YCTaHOBKWM  MCMOMb3YKOTCS  Croco6bl
onpeaeneHnss AanbHOCTU A0 obbekTa OT MecTa pacnofioXeHus Buaeokamep € 6a3nnspHbIM
pa3HeceHMeM nocnegHuX A0 MonyTopa METPOB BO BCEX HanpaBfeHWsx HabnwogeHuss ¢
nepeKpbITUEM a3uMyTaslbHbIX NMIOCKOCTEN B KPYrOBOW 30HE BMAEOHaboaeHuMs.

OcHoBHass 4Yacrtb. [lpegMeToM WUCCNeaoBaHMM — ABNSKOTCA  BOMPOCbl  06paboTkm
CTEPEOCKOMNMYECKNX M306paxkeHMn. OHM OCHOBaHbl Ha WCMOMb30BaHWM TEXHUYECKUX CPEACTB,
MO3BONSIOWMX MOAYYMTb OT MPOCTPAHCTBEHHO-PA3HECEHHbIX BWAEOKaMep W306paxeHns ¢
YY4ETOM MPOrHO3MpyeEMOM [anbHOCTU HabnoaaeMbix 06bEeKTOB. [pyM 3TOM, UX MNOMOXEHME B
MPOCTPAHCTBE MOXET HOCUTb AMHAMUYECKMIN XapaKTep MO MPU3HAKY AETEKUMW ABUXKEHUS, YTO
no3Bo/nT HabnoaaTento BblIGUMpaTb PaKypC C Yy4E€TOM MNpUOpUTETa HABEAEHUS! KOHKPETHOW
BMAEOKaMepbl MO Ba)XXHOCTU KOHTPOJIMPYEMbIX 3/1IEMEHTOB W MPU3HAKOB [JETa/IMPOBKU Ha
N306paxkeHnn C Lenbto NOBbILWEHUS X pa3bopyumMBOCTM M MacliTaba POHOBLIX 21EMEHTOB Kaapa.

Ha pucyHke 1 nokasaH dparMeHT nabopaToOpHOM YCTAHOBKM, @ UMEHHO (popMaTMpoBaHne
Kagpa Ha 3KpaHe YCTPOMCTBA OTOOPaXXEHMsSI C YYETOM WCMO/b30BaHUS YETbIPEX MPOBOAHbLIX, a
TaKkKe [OBYX Buaeokamep, paboTtalowmx no craHaapty H.265+ ¢ poctynoM K npocMoTpy
n3obpaxennit no Wi-Fi cetn, Hanpumep, B MOGUIbHOM NPUNOXKEHNN.
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PrcyHok 1 — ®dopMaTMpoBaHWeE Kafpa Ha 3KpaHe yCTpoNCTBa 0TobpaXeHust

Kpome TOro, cnpaBa Ha »3KpaHe BWAHA JieHTa BUAEO aHaIUTUKK, Y4YUTbIBAKOLLASA
nepeMeLlleHne obbekTa B KOHTPONNPYEMOW 30HE HabnoaeHus.

YuntbiBas MacwTabupyeMoCcTb BMAEOPErncTpatopa C TOYKM  3pEHMs  KONM4ecTBa
TEXHUYECKUX CPEACTB M HanpaB/eHWMN BUAEOKOHTPONS (A0 ABEHAALATU HanpaBiEHUA KOHTPONS)
MOXHO rapaHTMpOBaTb, UTO YBE/IMYEHWE YMCA WUCMOSb3yeMbIX OMUMA B COCTaBe YCTAHOBKM
npuveedeT K BblbOpy KOHTPONMPYEeMOro MpPOCTPaHCTBA Ha BblcOTaxX, npeobnagarowmx Hag
TOYKaMW NoABECa BMAEOKaMep B KyMoJibHOWM 061acTu Ans paccMaTpuBaEMOro paHee BapuaHTa, a
MMEHHO NPUMEHEHUS1 AOMOSHUTENbHBLIX KaMep C OnuuMen, B TOM 4KUCNe, TEenIOBU3NHHOMO
KOHTPONS Hag MeCTOM pa3MelleHns BnaeoobopyaoBaHWS, KOHTPOAMPYIOWEro B peasibHOM
BPEMEHN Ha3eMHYI0 4YacTb 0cob0 oxpaHsieMoro obbekTa. lNpu 3TOM UCNONb30BaHMe BMAeoKamep
C paspeleHnem 1280x720 (1Mn), 1920x1080 (2Mn) n 2592x1944 (5Mn) obecneunT KpaTHOE
yBennyeHme QopMMpyeMbIX KaapoB B COOTHOLIEHMM WX aKTUBHbIX MOWAAed Kaapa ANns
cpaBHeHus 1 Mn k 2 Mn paBHbIM K03 durumeHTy MacwTabupyemocTu B 2,25 pasa, a ansa ciy4das
y4yeTa COOTHOWEHUA — 2 Mn K 5 Mn paBHbIM KO3(PUUMEHTY MacwTabupyemoctn B 2,43 pasa
COOTBETCTBEHHO. TeM caMbIM Y HabnogaTens nosiBUTCS BO3MOXHOCTb KOHTPONMPOBaTh Hosbluee
06beKTOBOE  MPOCTPaHCTBO, C Y4YEeTOM yBenuMdeHuss umcna 6ecnpoBOAHbIX — KaHanoB
BUAEOKOHTpons nocpeactsoM Wi-Fi oo yeTbipex WwTyK.

[laHHOE pelleHME YMEHbBIUUT <«Cenble» 30Hbl B MEeCTax pasBepTbiBaHUS TM6pUAHON
CUCTEMbI BUAEOHabnoaeHus.

[anbHelliee COBEpLUIEHCTBOBaHNE N1abopaTOpHOM YCTAHOBKM BO3MOXHO C  Y4YEeTOM
[OMONIHEHNS ee KaHasioM 3BYKOBOIrO COMPOBOXAEHUS B KOHTPOJSIMPYEMbIX 30Hax, a Takxke IP
KOMMYTaTOpOM, POYTEPOM, WHTEPHET U BbLIXOAOM B 06MayHbIi CEPBUC C MOCNEAYHOLUM
KOHTPOIEM Ha 3KpaHax KoMMbloTepa, cMapTdoHa MK niaHwerTa.

~ SMp

PucyHok 2 — MacwtabrvpoBaHue Kagpa KOHTPOIMPYEMOro n3obpaxeHus.
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JawsiroyeHne. JlabopaTopHas YyCTaHOBKa YHKUMOHanNbHA M AonyckaeT 6tomkeTHoe
paclMpeHne OMuuii Ha OCHOBE MOJIb30BaTENbCKMX 3aMpoCOB, B 4acTW, NOAPOGHOro U3y4yeHus
CTepeocKonmMyecknx cnocoboB Ha OCHOBE (POPMMPOBAHMS MPOCTPAHCTBEHHLIX 0Opa3oB
BUPTYasbHbIX MOAENen cTepeonsobpaxeHnit onpeaeneHns aanbHOCTN Ao obbekTa ¢ 0bpaboTkom
peanbHbIX BWMAEO CIOKETOB B paMKkax YydyebHOro npouecca no AvcumniMHam Cuctemsl
NPUKNagHOro TeneBmaeHuns, a Takxke CUCTeMbl TENEeBM3MOHHOMO WM 3BYKOBOrO BellaHus Ans
crneunanbHOCTH 6-05-0611-06 CucteMbl WM CeTM WHGMOOKOMMYHMKAUMM MO  NPOdUto
TeneBusnMoOHHblE U My/bTUMEAMMHbIE  CcUCTeMbl. (DUHAHCMPOBaHWE Ha  NoaAepKaHue
paboTocnocobHocTn He TpebyeTcs. CpoK roAHOCTU HEOrPaHUYEH.
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UDC 621.397.42

THE STUDY OF A 4/8-CHANNEL HYBRID 5 IN 1 DVR AND 2/4 HD VIDEO SURVEILLANCE
CAMERA WITH IR ILLUMINATION BASED ON A STEREOSCOPIC METHOD FOR DETERMINING
THE DISTANCE TO AN OBJECT

Cherepova E.V. Mihalionok K.A., Tikhankova P.1., Loban V.V.
gr.162901
Belarusian State University of Informatics and Radlioelectronics, Minsk, Republic of Belarus
Zorko M.1. — assistant of the ICT department

Annotation. The materials of the report consider two options for the experimental installation of
a video surveillance system based on a kit using a four or eight-channel (4/8) hybrid 5 in 1 DVR
to which two AHD cameras (720P & 960p & 1080p uncompressed video stream), two analog
cameras (960H uncompressed video stream) video surveillance with IR illumination and two IP
video cameras are connected (IP compressed video stream), etc. The results of the research will
be used in a laboratory workshop on the academic discipline of Applied television systems, as
well as television and audio broadcasting systems in the seventh semester of the student's study
period in the specialty 6-05-0611-06 Infocommunication systems and networks in the profile of
Television and multimedia systems in accordance with the description and procedure of
laboratory work devoted to the study of the main issues of the construction and functioning of
digital television systems.

Keywords: Multimedia technologies, video surveillance system, video camera, frame format,
DVR, IR backlight.

YAK 004.75

PEAJIMBAIIASA HE3ABUCUMOM CUCTEMBI KOHTPO.ISI 3SHAHUI OBYYAIOIIUXCS
C.I1. CTIIOCOBY, JI.C. JIA3VTAZ I1.B. BYTBKO?
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YWupeocoenue — obpazosanus  «benopycckuii - 20cyOapcmeennbiii  yHUGEpCUmen — UHQOPMAmMuKy U
PAOUOINEKMPOHUKUY, CTHAPUWIUT NPENno0asamenb

2Vupeocoenue obpasosanus «Benopycckas eocyoapemeennas axademus ceészuy, o. Mumnck, Pecnybnuxa
benapycs, acnupanm

3

Yupeoicoenue obpasosanus «benopycckas eocyoapcmeennas axademus cesasu», 2. Munck, Pecnybnuxa
benapycs, macucmp

CoBpeMeHHas obpa3oBaTesibHasi CMCTeMa CTafKMBAeTCsl C BO3pacTatollen NoTpebHOCTbO B
pa3paboTke WHHOBALMOHHbIX METOAOB KOHTPOSS 3HAHWM CTYAEHTOB, OCOB6EHHO Ha oHe
pacrnpocTpaHeHnsl OHNanH-06pa3oBaHNs M ANCTAHLUMOHHBIX (OpPM 06yyeHus. B aaHHbIX yCnoBusix
npobnemMa OUEHKM 3HaHWMM npuobpeTaeT HOBble W3MepeHus,, 4To TpebyeT npuUMeHeHus
HOBATOPCKUX MOAXOAO0B, HAMpPaBfEHHbIX Ha MOBblWeHUe 3(P@PEeKTUBHOCTU M OBBLEKTUBHOCTYM
OLEHOYHOro npotecca.

MpuMeHeHVe nepeaoBbIX TEXHOMOMMIN, TaKMX KaK MCKYCCTBEHHbIA WHTENNEKT U 6/10KYelH,
SIBNSIETCS K/IOYEBLIM HanpaBleHMEM B pa3paboTKe CUCTEM KOHTPONS 3HaHWM. MICKYCCTBEHHbIN
WHTENNEKT CnocobCcTByeT aBTOMaTM3aumMyM npouecca OUEHKU, MUHUMU3AUUW CYyObeKTUBHbIX
(akTopoB 1 obecneyeHnto 6onee TOYHOM WM OOBLEKTMBHOM OLEHKM CTyAE€HYecKux pabor.
BNOKYENH-TEXHONOrMM rapaHTUPYIOT 6€30MacHOCTb M HAAEXHOCTb AaHHbIX, MNpeaoTBpaLlas
BO3MOXHble MaHuNynsaumMn wn - danbcudukaumm pesynbTaTtoB. BaXHO noayvyepkHyTb, 4TO
coBpeMeHHoe  o0bpa3oBaHMe  HaueneHO Ha  MoBbllleHMe  kadectBa  obydeHuss m
COBEpLIEHCTBOBaHME o0bpa3oBaTenbHOro npouecca. BHeapeHWe HOBEWWIMX TEXHOMOTMM B
CUCTEMbI KOHTPOMS 3HAHUW YNydLIAeT MCMob30BaHMEe 06pa3oBaTe/bHbIX PeCypCcoB, MOTMBALMIO
CTYAEHTOB U pa3BuUTUE UX y4ebHbIX HaBbIKOB.

MNepBbIM 3TanoM peanu3auum  CUCTEMbl  SBASIETCS  CO34aHMEe  MOJIb30BaTeNbCKOro
nHTepdenca, BKOYaloWero B cebsl HECKONbKO K/KOYEBLIX 3M1EMEHTOB. B uHTepdelice
npeaycMOTpeHa CTpaHuua AN O3HAKOM/IEHUSt C CUCTEMOW, KOTopasi obecrneymBaeT nepBuYHOE
BBeAEeHNe nonb3oBaTens B (PYyHKLUMOHaAN M BO3MOXHOCTM CUCTEMbl. Takxe pa3pabaTbiBaeTcs
OKHO aBTOpW3aumMK, No3BoNsoLWEe MAEHTMOULMPOBATL NONb30BaTENIEN U NPeaoCTaBNSATb AOCTYN
K COOTBETCTBYIOLUMM YPOBHSIM CUCTEMBI. JINUYHBIA KaBUHET peann3oBaH C BO3MOXHOCTbIO Bblbopa
ponen: ydaulerocs, npenogaBaTens U agMUMHUCTpaTopa cucTeMbl. Kaxpgas M3 3Tux ponew
obnagaeT uHAMBMAYaNnbHbIMW MpaBaMu AOCTYNa K (YHKUMSM U pecypcaMm, 4TO crnocobcTsyeT
acpdekTMBHON N Be3onacHom paboTe C CUCTEMOM B COOTBETCTBUM C 331a4aMy U MOSTHOMOUYUSAMU
KaXKaoro nonb3oBaTtens.

CnegytowmMm 3TanoM B peanu3aumm CUCTEMbI SBMSETCA MHTEerpauus ¢ KpyrnHbIM CEPBUCOM,
ncnonb3yowmm TexHonornio GPT, KoTopblt noaaepxvBaeT 06paboTky 3anpocoB yepe3 APIL. [ns
obecrneyeHuns KayecTBeHHOM 06paboTkun 3anpocoB TpebyeTcs pa3paboTka cneumanm3npoBaHHbIX
MPOMNT-MHCTPYKUMA. DTU WMHCTPYKUMW [OMKHbI YETKO Onpeaenstb npoueaypbl 06paboTku,
OLIEHKM N (hOPMMPOBAHUS PEKOMEHAAUMIM MO 3K3aMEHALUMOHHbIM OTBETaM. [POMMAT-UHCTPYKLUMM
NpeacTaBnstoT cobon AeTann3npoBaHHbIE YKa3aHuWsl, KOTOpble HAacTpanBaloT anroputMbl GPT Ha
BbIMNOMHEHME creundnyecknx 3a4ay B KOHTEKCTE aHanu3a CTyAeHYeCKMX OTBETOB. 3TO BK/IOYaeT
B cebs TOYHYIO WHTEpnpeTaumio BOMPOCOB, aAEKBATHYK OUEHKY OTBETOB M reHepauumio
KOHCTPYKTUBHBIX NPEANOXEHUA ANs YyULleHNs y4ebHoro npouecca.

TwaTtenbHo pa3paboTaHHble MPOMAT-UHCTPYKUMM CMOCOOCTBYIOT MOBBILWEHUIO TOYHOCTU M
OOBLEKTMBHOCTM  OLIEHOK, YTO SBASETCS KPUTUYECKM BaXKHbIM  Ans  obpa3oBaTesibHbIX
YUPEXAEHUN, CTpeMAWMXCa K  06ecneyeHuio  BbICOKMX CTaHAapToB  0b6pa3oBaTesbHOM
AEeATEeNbHOCTU. BHeapeHWe TakKoM CUCTEMbl MO3BOMSIET ABTOMAaTU3MPOBATb MPOLIECC OLEHKM,
CHMXKasl YenoBeYyecknin akTop M BpeMsl, 3aTpa4yMBaEMOE Ha KOPPEKLIMIO U OLEHKY CTYAEHYECKUX
pabor.

Beb-mHTEpdenc [OOMKEH COOTBETCTBOBATb BCEM TpPebOBaHWAM, MNPEeAbSBASEMbIM K
npoLeccy caaym 3K3aMeHa. JDTO BKAYaeT B cebs npefocTaBneHne AeTasibHOro OornucaHus
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npouecca caayu, AOCTYyn K MOJSIHOMY CMMUCKY 3K3aMeHaLMOHHbIX BOMPOCOB WM WHTErpaumio
TaiMepa ANnS OrpaHWYeHMs BpeMeHM Ha oTBeT. Kpome Toro, uMHTepdenc AOo/MKEH BK/OYaTb
(byHKUMM KOHTpONSA 3a AENCTBMSIMU NOJb30BaTeNEeN B CUCTEME, YTO MO3BO/IUT aAMUHUCTPATOpaM
Nnosly4aTb OTYETLI O BO3MOXHbIX MOMbITKAX HapYLIEHUS NpaBun CAauu.

Heobxogumo obecneuntb, 4TOObI BEG-MHTEpPdENC noaAep)XMBaN BbICOKMA YPOBEHb
6e30nacHOCTM 1 Npo3paqyHOCTN. DYHKUMOHANBHOCTb AO/MKHA OblTb peanvM3oBaHa TakuM 0bpasom,
yTOb6bI 06ECNeUnBaTb TOYHOE OTCNIEXMBAHNE AENCTBUIA KaXKAoro Nonb30oBaTens, BKoYas BXoa B
CUCTEMY, MepeMeLleHne Mexay BOMpocaMM M COBepLUeHWe MOMbITOK OTBETa. 3TW AaHHble
cnenyeT aHanM3npoBaTb A9 BbISIBIEHUS aHOMaNU UM NOBEAEHNS, KOTOPOE MOXET YKa3blBaTb
Ha MOMbITKN MaHWUMYNSLUUMA U HEYECTHOW CAQYM.

B coOTBETCTBMM C YCTaHOB/MEHHbIM MOpsSAKOM paboTtbl ¢  Mogensmu  GPT  ans
3K3aMEHaLMOHHbIX CUCTEM, KaXkabli 3K3aMEeHALMOHHbIA BOMPOC AO/XKEH BKIKOYATb TPU OCHOBHbIX
KOMMOHEHTa: (hOpMyNMpPOBKY BOMPOCA, OXWAAEMbIM OTBET U AETaNM HIOAHCOB OLEHKW. TaKkoM
NoAXO4 MO3BONSIET YCTAHOBUTb YETKME U OOBLEKTMBHbIE KpUTEpUM AN OLEHKUM OTBETOB,
obecneunBas TakMMm 06pa3oM KayecTBEHHOE WM MOC/eAOBaTeNlbHOE M3MEPEHME YPOBHS 3HaHW
CTYAEHTOB.

dopMynupoBka BOMpoca AO/MKHA OblTb SICHOM WM TOYHOW, YTOObI MWHUMW3UPOBATb
BEPOSITHOCTb HEMPaBW/IbHOMO TOJIKOBAHMA 3afaHusl CTyaeHTamun. OXuaaembit OTBET [AO/MHKEH
YETKO OMUCbIBaTb, KakuMe 3MEMEHTbl OTBETA CYUMTAKOTCS KOPPEKTHbIMM U MNOJHbIMK, obneryas
NnpoLecc npoBepkM W yMeHbllass CyObeKTUMBHOCTb OUEHKW. HIoaHCbl OUEHKW OMUCbIBAOT
crneunduryeckne acnekTbl OTBETa, KOTOPble HYXXHO YyYMTbIBaTb MPU OLEHKe, BKOYasi CTerneHb
AeTannsaumMm OTBeTa, TOYHOCTb M COOTBETCTBME OOLENPUHSATBIM HAyYHbIM WU NPaKTUYECKNUM
HOpMaM.

Takasa  CTPYKTypuMpOBaHHasi  MNoAroToBKa  BOMPOCOB  CMOCOBGCTBYET  MOBLILLEHWUIO
a(pdekTMBHOCTM 0Opa3oBaTenbHOMO mnpoLecca WM obecneymBaeT 6onee  BbICOKMI  YPOBEHb
CNpaBef/IMBOCTU U 06BbEKTUBHOCTM MPU OLIEHKE dK3aMeHaLMOHHbIX paboT.

B kauectBe wuTOra caauM 3K3aMeHa CTyAeHT UM npenogasaTtesib AO/MKHbI  MOYyYUTb
pa3BEPHYTLIM OTYET MO pe3ynbTaTaM NPOBepKU. [aHHbI AOKYMeHT 6yaeT BkIO4YaTb B Cebs
noapobHoe M3NOXEHMEe [OENCTBUMM CTyAeHTa BO BpeMs 3K3aMeHa, a TakXke aHanu3
npeaocTaBneHHbIX OTBETOB. OTYET NPeaoCTaBUT OOBbEKTUBHYIO OLIEHKY BbIMOJTHEHHbIX 3aAaHWui,
OoTpaxasi TOYHOCTb W MOMHOTY OTBETOB, COOTBETCTBME MpeABapUTENbHO YCTAHOBEHHbLIM
KpUTEpUSIM OLLEHKWN U Jtobble 3aMeYeHHble OTKIIOHEHWUS OT HOPMbI.

KOMMOHEHT 0TYeTa, KacaloWunics AEWUCTBUMU CTyaeHTa, byaer coaep)kaTb XPOHOMOruno U
KOHTEKCT COBEPLUEHHbIX Onepauuii B CUCTEME BO BPEMSI 3K3aMeHa, BK/tOYasi BPeEMsS OTBETOB,
nepexoabl Mexay 3adaHuMsMM U  BO3MOXHble HapyleHust pernameHta. 0630p OTBeTOB
NnpeaocTaBuUT AETaNIM3NPOBaHHbIA aHaNM3 Ka)Aoro OTBETA, BK/OYAs OLIEHKY ero npaBuSIbHOCTY,
NOSTHOTbI U COOTBETCTBUS YCTAHOB/EHHLIM TpeboBaHmaM. Takke 6yayT ykasaHbl pekoMeHAaumn
NS yNyYLleHNs 3HaHUA CTYZIEHTA U YKa3aHWUS Ha TUMWYHbIE OLLUNOKMN.

LLinpokuin cnektp TpeboBaHu K npouedype CAauM 3K3aMEHOB M BO3MOXHOCTU
WCKYCCTBEHHOIO MHTENNEKTa 06ecneymBaloT OCHOBY ANt MHTEHCUBHOM MHTErpauuv pasfimyHbiX
WHCTPYMEHTOB, CrOCOOCTBYIOWMX MPOBEAEHUIO 3K3aMeHauMOHHbIX npoueccoB. B obnactu
6e30MacHOCTM MOXET ObITb peanv3oBaHa MHTerpauns 610K4YenH-TEXHONOMIA, YTo obecrnevmBaeT
MOBbLILWEHHYIO 3alMTY AaHHbIX M NPO3PaYyHOCTb B AOKYMEHTauMM MNpPOLECCOB OLEHKW. ITO
Mo3BO/ISIET AOCTUrHYTb HEOOXOAMMOro YPOBHSI HAAEXHOCTM W CHU3UTb PUCK MaHUMyNsLui
pesynbTaTaMu.

[Ana npoBedeHusl CneuManmnsavpoBaHHbIX 3K3aMEHOB MpedyCcMOTpeHa BO3MOXHOCTb
MHTErpauMn B MWHTEPGENC 3K3aMEHALMOHHOrO OKHa [AOMOSHUTENbHbLIX MOMen, TaKUX Kak
WHCTPYMEHTbl A1 PelleHns MaTeMaTUyecKMx 3afady, MnocTpoeHus rpadmkoB, CO3aaHMsA
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rpacduyecknx M306paxkeHui, a Takke BeO-UHTErpuMpoBaHHass cpeaa paspaboTku  Ans
BbINO/IHEHNS MPOrPaMMHbIX 3aAaHuI. 3TO NO3BONSIET CTYAEHTaM AEMOHCTPUPOBATb CBOM YMEHMS
B PasnM4YHbIX AuCuMnaMHax u obecneuvBaeT npenodaBaTesnto KOMIMJIEKCHbIE AaHHble Ans
OLIEHKM.

PesynbTaToM pa3paboTkM W MHTErpauMmM [aHHOM CUCTEMbl SBNSIETCS  CO3AaHue
KoMMnekcHou nnaTtdopMsbl, obecneymsatoLlen 3hheKTUBHOE NPOBEAEHNE U OLEHKY 3K3aMEHOB C
MCNONb30BaHWEM MNepeaoBbIX TEXHOMOrMKM. JTa cucTteMa obbeanHseT  (YHKUMOHaNbHbIE
BO3MOXHOCTM  MCKYCCTBEHHOrO WMHTENNEeKTa W O6/OKYEMH-TEXHOMOMMIA, 4YTO MO3BOSISIET
3HAUUTESNIbHO YNTYYLMTb TOYHOCTb, 6€30MacHOCTb U HAAEXHOCTb MpoLecca 3K3aMeHaumu.

NHTerpauuns MCKYCCTBEHHOIO WHTeNnneKTa cnocobeTByeT aBTOMaTM3auuu
AAMUHNCTPATUBHLIX 3ada4 WM OLEHKM OTBETOB, YTO CHWMKAET BO3MOXHOCTb CYy6BEKTMBHOIrO
BNUSIHAS W MOBLILIAET 06bEKTUBHOCTb OLEHOK. BoKYelH, B CBOKO o4yepefb, BHOCUT B MpoLuecc
HEN3MEHSIEMOCTb M MPO3PaYHOCTb perncTpaumMn pesynbTaToB, NpefoTBpallas danbcudukaumnio
AaHHbIX U obecneunBasi BepubrLUMPYEMOCTb 3anm1cen.

KpomMe TOro, paspabotaHHas cucteMa obnagaer aganTUMBHOCTBID K Pa3/iMYHbIM
aKageMU4yecknM AucCUMNIMHAM M MOXET MoAAepXuBaTb pa3HoobpasHble dopMmaTbl OTBETOB,
BK/IIOYAs TEKCTOBbIE OTBETHI, rpaduyeckne n3obpakeHns U MNporpamMMHbIA kod. ITO Aenaet
nnathopMy yHMBEPCaSibHbIM MHCTPYMEHTOM A1 NPOBEAEHWUSI 3K3aMeHOB B 0bpa3zoBaTesibHbIX
yupexaeHusx u npodeccnoHanbHbIx cdepax, rae TpedbyeTcs AEMOHCTPAUUS KOHKPETHbIX YMEHUM
N 3HAHWN.

YAK 004.75

METO/Zbl OBECTNEYEHUAA BE3SOMACHOCTU U LIEJTOCTHOCTWU CETU UHTEPHET BELLEW C
MCcnoJib30BAHUEM TEXHOJIOI'M BJIOKYEUH

Jlazyma JI.C., achupaum,

benopycckasi eocyGapcmeeHHasi akademMusi cesi3u
2. MuHck, Pecnybnuka benapycb

Kapnyk A.A. — KaHO. mexH. HayK

AnHoTauus. OcyliecTBneH aHanu3 metodoB obecrneyeHns 6e30nMacHOCT M LeNoCcTHOCTH ceTu VHTepHeT Bellen C UCMonb3oBaHWeM TeXHOMNOormm
6nokyenH. OCHOBHOe BHVMMaHWe yAeneHO KIoYeBbIM acrnektam OGrokyeliHa, Takvm Kak AeleHTpanu3auusi, HEM3MeHSIeMOCTb M MPO3payHOCTb
OaHHbIX, KOTOpble CMOCOBCTBYIOT MOBbILLEHWNIO Ge3onacHOCTU AaHHbIX B ceTsx loT. Ocoboe BHMMaHWe yaeneHo HeobxoauMmocTu pa3paboTku u
BHeApeHuss 3EKTUBHBIX MEXaHM3MOB KOHCEHCYCa W YMHbIX KOHTPaKTOB AnA obecrneveHns 6Ge3onacHOCTW, ynpaBrieHUst U COXpaHEeHUs
LieNIoCTHOCTW AaHHBbIX.

Cetb WHTepHeT Bewen (Internet of Things, loT) [1] onpepensietca kak rnobanbHas
WHpacTpykTypa Ana MHgpopmMaumoHHoro obuwlectBa, obecnedmBarowas npoaBUHYTOE
B3aMMOOeNncTBne mMexagy (usmyeckumm M BUpPTyanbHbiMM OObEKTaMM 4epes3 UCMNOoNb30BaHUe
MH(POPMALMNOHHBIX M KOMMYHUKALMOHHbIX TexHonormn. KoHuenuus loT [2] BkntovaeT B cebs
LUMPOKUI  CMNEKTP YCTPOWCTB, OT ObITOBbIX MPMOOPOB [0 CIOXHbIX MNPOMbILUEHHbIX
WHCTPYMEHTOB, KOTOpble cobupatT, obmeHuBarTca M obpabartbiBaldT gaHHbIE B peanbHOM
BpEMEHN. OTM YCTPOMCTBA OCHALLEHbl AaTyMkamMu M akTyaTopaMu U CBsidaHbl Yepe3 CeTeBble
TEXHOMOrM1, MNOo3BOMSKLWMNE MM OEeWCTBOBaTb aBTOHOMHO WM KOOMEPaTMBHO ANS OOCTMXEHMUS
o6LWKMX 3a4au 1 ynyyleHnsa KayecTBa XU3HN 1 onepaumoHHON 3¢heKTUBHOCTMN.

OTN NOHATUA POPMUPYIOT PYHAAMEHT, Ha KOTOPOM CTpoUTCA apxuTtektypa WHTepHeTa
Bellen, obecneunsas ero (pyHKUMOHANbHOCTb, MacwTabmupyemMocTb U 6e3onacHoCTb. Nockonbky
cuctembl |0T BKNIOYAKOT MHOXECTBO YCTPOWCTB, OOMEHMBAKOLWNXCA OAHHBIMW U BbINOJTHAOLLNX
pasnuyHble YHKUMW, OHW CTankmBalwTCss C cepbe3HbiMU npobriemamn 6e3onacHOCTU U
LuenocTtHocTn AadHbiX [3]. HensbexHble cbom nporpamMMHOro u annapaTHoro obecneyeHus,

199



60-9 Hay4Hasi koHdepeHUMsl acnNMPaHTOB, MarMCTPaHTOB U CTYAEHTOB

HeCaHKUMOHUPOBAHHbLIN OOCTYN U aTaku BpefoHocHoro 1O genatoT cuctemsl ysa3BuMbiMu. [ns
peLueHns aTUX Npobrnem NPUMEHSAITCA MEXaHU3MbI 3alUnTbl, HanpaBieHHble Ha OBHapyXxeHue 1
HEeNnTpanu3auuio yrpos, a Takke BOCCTaHOBIIEHME cucTeMbl nocre wuHuugeHtoB. OpfHako,
yuntbiBas o06bemM © pasHoobpasne aOaHHblX, obpabaTtbiBaeMblx ycTpouctBamu loT,
CyLLIeCTBYIOLLME METOAblI YacTO OKa3blBalOTCA HEQOCTaTOYMHbIMK Ansa obecnedyeHnss agekBaTHON
3awmTbl [4]. D10 TpebyeT BHeapeHus B6onee NPOABUHYTLIX TEXHOMOMMK, TakUX Kak GrIOKYenH,
KOTOpble MOryT NMpeanoXuTb AOMNOMHUTENbHbIE YPOBHU 3alMTbl Grarogapsi CBOMM CBOMCTBaM
AeueHTpanusaumm W HEU3MEeHSeMOCTM [daHHbIX. Takmm obpasoM, And  MNOBbIWEHMUS
6esonacHocTM Kn yctonmumBocTn cuctem loT Heob6xoaMmMo MCNONb30BaTb KOMMSIEKCHbIE U
WHTEeNneKTyanbHble NoAxXoAbl, BKMYalLwmne CoBpeMeHHbIe MeTodbl MaLIMHHOIo obyvyeHnsa ang
aHanmaa n o6paboTkm AaHHbIX, cobupaeMbiX C pa3HOOBOpasHbIX YCTPONCTB.

TexHonorma 6GrokdyenH npegnaraetT psg MeTogoB s NoBblweHus 6e3onacHocTn u
LEenoCTHOCTN AaHHbIX B ceTax loT. Bo-nepsbiX, cuctema ayteHTUdukauumn yctponucts loT Ha
6as3e Gnok4yenHa NO3BONSET HAAEXHO BEPUDULMPOBATL KaX4oe YCTPOMCTBO B CETU, UCMOSb3YS
AEeUeHTPann3oBaHHbIn U HEU3MEHHAEMbIN peecTp, YTO 3HaAYUTENbHO CHWXaeT pPUCK
HeCaHKUMOHMPOBAHHOIO A0CTyna. Bo-BTOpbIX, CUCTEMA OTCIEXMBAHUA COCTOSHUSA YCTPOMWCTB
loT obecneunBaeT NOCTOAHHBIA MOHUTOPUHI U 3anNUCb BCEX U3MEHEHUI COCTOSHUI YCTPOUCTB B
Onok4yerH, 4YTo ynpowaeT npouecc obHapyXeHUsi aHOManunM U HEeUCrnpaBHOCTEN B pexunme
peanbHOro BpemMeHu. TpeTun MeTos, cuctema ynpasfieHna OCTYNOM K AaHHbIM 0T, ncnonesyet
OnoKYyerH Ons KOHTPONA U perynupoBaHus A0CTyna K JaHHbIM, NPefoCcTaBrias YCTOMYUBYHO K
B3MNoMy nnatgopmMy A5 XpaHeHUs n obmeHa JaHHbIMU.

ABTOpu3aumsa npegcraesnget cobon nepenoBon mMeTon obecnevyeHust KOHTPors gocTyna K
pecypcam n ynpaBneHus nmum [5]. 3ToT mMeTon UCMNONb3yeT yHUKaNbHble CBOMCTBA GroKYerHa,
TakMe Kak geueHTpanusauusi, HEM3MEHSeMOCTb WM MPO3payvyHOCTb, AN CO34aHUA HaOeXHOWM
cucTteMbl aBTopusaumn. B 6GnokvyenHe kaxgoe YCTpPOMCTBO loT MOXET MMEeTb YHUKanbHbIN
naeHTUMKaTop, acCoUUNPOBAHHbLIN C COOTBETCTBYIOLMMU KIllO4aMW [OCTyna, YTo No3BonsieT
TOYHO KOHTPONMpOBaTb U BepuduLmMpoBaTb NpaBa goctyna 6e3 Heob6xoauMOCTUN LLEHTParbHOro
ynpasnstoLlero ysna [6].

Mpu ncnonb3oBaHun GnokyenHa Ons aBTopmM3aunn, BCe 3anpochbl HA JOCTYN U U3MEHEHUS
npas 4OCTyNa 3anucbiBalOTCA B HAAEXHbIN U HeMoaAUMULUMpPYEMbIA peecTp, YTo obecneymsaeT
MOSTHYKO MPO3PaYHOCTb WM OTCNEXMBAEMOCTb BCEX ornepaumin. Takon noaxod 3HauYnTesnbHO
YCINOXHSAET HECaHKLMOHMPOBAHHOE U3MEHEHWE NN yaaneHue npas 4OCTyna, NOCKOSbKY ftobble
n3mMeHeHus B BnokyenHe TpebytoT KOHCEHCyca Mexay yYyacTHMKaMu ceTu. DTOT MeTon Takke
obecneynBaeT BbICOKMA ypOBeHb ©E30MacHOCTU, MOCKOSIbKY M3MEHEeHMe AaHHbIX B Orok4yernHe
TpebyeT cornacus GOMbLIMHCTBA YYAaCTHUKOB CETWU, YTO CHWXKAET PUCK BO3MOXHbIX aTak Uu
MOLLEeHHMYecTBa. bnarogaps MCNonb30BaHUKO YHUKalNbHbIX MOEHTU(UKATOPOB YCTponcTs loT,
CBSA3aHHbIX C COOTBETCTBYKOLWMMM KMOYaMu J0CTyna, cuctema obecneymBaeT TOYHYHO
Bepudukaumio npaB [octyna, 4YTo nosbiwaeT 6e30nacHOCTb M ynpaBndAeMoCTb JOcCTyna K
pecypcam.
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PucyHok 1 — ABTOpu3aumm Ha OCHOBe GriokderiHa Ansa ynpaeneHms JOCTYNOM yCTPouCTB 10T

MOHUTOPUHT 1 OOHOBMNEHWE cucTteM B pamkax loT SABNAKTCA KPUTUYECKN BaXKHbIMU
npoueccamun ansa nogaepxaHmsa 6e3onacHoOCTH, CTabunbHOCTU N PYHKUMOHANTbHOCTU YCTPONCTB.
OTN npouecchl BKIYaT cOOp M aHanu3 AaHHbIX O COCTOSHUW YCTPOWCTB, YTO MNO3BOMSIET
onepaTuMBHO BbISBNATbL HEUCNPAaBHOCTU WU yA3BUMOCTU. CUCTEMBbI MOHUTOPUHra OOSTKHbI
obecneunBaTtb HENPEPLIBHOE CIiEXEHWEe 3a napamMeTpamu paboTbl YCTPOWCTB, TaKMMKM Kak
Ncnonb3oBaHMe NamsiTW, 3arpyska npoueccopa, TemnepaTtypa u ceteBasi akTMBHOCTb. [laHHble,
cobpaHHble B MpouUEecCe MOHUTOPMHIa, aHanuM3UpyrTCA ON9 OnpeaeneHust OTKNOHEHUM OT
HOPMbI, KOTOpble MOryT YyKasbiBaTb Ha BO3MOXHble COOM unM NonbITkM 6e30NacHOCTHbIX
HapyweHui. lNMpouecc obHOBNEHWUs BKkMAOYaeT pa3paboTky M pacnpoCTpaHeHue naTtyen unu
HOBbIX BEPCUM MporpamMHoOro obecneveHusi, 4To obecneunmBaeT ucnpasneHne obBHapYyXEeHHbIX
ysa3BMMOCTEN U aobaBneHMe HoBbIX QYHKUMA. OOGHOBNEHUS AOIMKHbI PacnpPOCTPaAHATHCA
aBTOMaTM3NPOBaHHO M ©e3onacHo, 4ToObl MWHMMW3MPOBATL MNepepbiBbl B paboTe wu
npeaoTBpaTUTb BO3MOXHOCTb BHEOPEHWA BPELOHOCHOro Koda B Mnpouecce MX YCTaHOBKW.
BaxHo, 4TObGbI npouenypbl MOHUTOPUHIA M OBHOBIEHUS ObIIM UHTErpUPOBaHbI B €4UHYI0
CUCTEMY YMpaBrfieHUs, 4YTO MO3BONAeT obecrneynTb LUEeHTpann3oBaHHOE KOHTPONMPOBAHME U

ynpasneHue Bcemu acnektamu pabotbl ycTponcTs loT.
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CEKUNA «MH®OPMALMNOHHO-USMEPUTEJIbHbLIE
NMPUBOPbLI»

YK 53.089.6

METOAMKA ONPEAENEHUSA ABCOJIFOTHOM MNOrPELLHOCTU U3MEPEHUW PACCTOSIHUIN
ONTUYECKWUM PE®JIEKTOMETPOM MTP 6000

Kosanes /].B., Opexos A.K.
ep.267041

besopycckmi rocyAapCTBEHHbIN YHUBEDCUTET UHPOPMATHKU 1 PaaNOITIEKTDOHMKM,
r. MuHck, Pecriybrimka benapyce

HayuHbid pykoBoguTesb: benowmukmi A.[1. — KaHanAaT TEXHUYECKUX HayK, JOLIEHT

AHHOTauuA. B maTepnanax goknaga paccMaTpvBaeTcs pa3paboTaHHas MeToamKa onpeaeneHuns
abCoMOTHON MOrPELHOCTY U3MEPEHUSI PacCTOSIHWIA 10 MECT HEOAHOPOAHOCTEN U COEeAMHEHWM
onTuyeckoro BonokHa (OB) ¢ nomolbio ontuyeckoro pecdnektometrpa MTP 6000. MNpueoasTcs
(PyHKUMOHabHbIE BO3MOXHOCTW 3TOro npubopa u npuHumMn ero paboTsbl.

KnioueBble cnoBa: OnTuuyeckuii pedeKTOMETP, W3MEpPEeHUst PACCTOSIHWIA, MOrPeLHOCTb,
MEeTOoAMKa.

BBegenne. Ina poctmxeHns TpebyeMbix NapaMeTpoB nepefady BOSIOKOHHO-OMTUYECKUX
e cesian (BOJIC) M mx  BbICOKMX 3KCMyaTaUMOHHbIX KayecTB 60Mblylo ponb UMMeeT
mMeTponorndeckoe obecriedyeHne (MO) cTpouTenbCTBa M TEXHWYECKOM 3kcnniyaTtauumn BOJIC.
OaHoM u3 BaxkHbIX 3aga4y MO sBNSeTCS KOHTPOSb METPONOrnyecknx Xxapakrepuctuk (MX)
NCNONb3YeMbIX M3MepuUTeSbHbIX NPUOOPOB. Ha pasHbIX CTaauaX >KMU3HEHHOro uMKna npubopos
3TOT KOHTPOJSIb OCYLUECTBNSIETCA NPU MNPOBEAEHUN [OCYAAPCTBEHHBLIX MCMbITAHUIM, MOBEPKY,
KannbpoBKM M METPONOrMYECcKOM 3KCMepTM3bl. ITU paboTbl MO METPOSIOrMYECKON OLEHKE
BbIMNOMHSATCA C UCNOSIb30BaHMEM CMeLmnanbHO pa3paboTaHHbIX Hay4YHO-0O60CHOBAHHbLIX METOAMK.

B poknage paccmaTpuBaeTcss pa3paboTaHHasi MeToAauKa ornpeaeneHns abcontoTHOM
norpewHocT ontudyeckoro pednektomerpa MTP 6000 npu M3MepeHuMM pacCTOsiHUM A0 MecCT
HEeoAHOPOAHOCTEN U coeanHeHui OB.

OcHoBHas 4acrs. [pub6op MTP 6000 [1] npegHa3HayeH AN U3MEpPEHUs XapaKTepuCTUK
ONTUYECKUX BOJIOKOH W BOSIOKOHHO-OMTUYECKMX KOMMOHEHTOB M MOXET BbINOSHATE (PYHKLUMM
cneayrowmx npnbopos:

— ONTU4eckoro pecekToMeTpa;

— WUCTOYHMKA HEMNPEPLIBHOrO OMNTUYECKOro N3Ny4YeHus;

— MU3MepUTENS MOLHOCTM ONTUYECKOro U3/TyYeHUs;
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— WUCTOYHMKA BUOANMOrO U3NyYeHus.

MNpn pabote B pexume onTuyeckoro pednektometpa npubop MTP 6000 no3sonsieT
n3MepsaTb 3aTyxaHusi B OB n nx coegmHeHusix, AnnHbl OB M BONOKOHHO-OMTUYECKUX NIMHWUIA,
PaCcCTOSHMS A0 MECT HEOAHOPOAHOCTEN N coeanHeHnin OB.

MpyHuMn paboTtbl onTuyeckoro pednekrometrpa MTP 6000 oCHOBaH Ha U3MeEpPEeHUM CUrHana
0b6paTHOro paneeBCKOro paccesHUss npu  npoxoxaeHun no OB  MOWHOro OAWHOYHOrO
onTuyeckoro  uMnynbca. Cnabbin  curHan  OBpaTHOrO  paccesiHns  perucTpupyeTcs
YYBCTBUTENbHbLIM ONTUYECKNUM NPUEMHNKOM, NpeobpasyeTcs B undposyro HOpMy U MHOFOKPaTHO
yCpeaHsieTcs Ans yMeHblUeHUs BAWUSIHUS LYMOB annapaTtypbl. B pe3ynbtate 06paboTku 3TOro
curHana dopmupyeTcs pednekTorpamma, no KOTopour onpeaenstoTcs napameTtpsl OB 1 BOJIC.

[Ansa reHepauum HeNpepbiBHOrO OMTUYECKOro u3nyyeHuns B npubope MTP 6000
MCNONb3YIOTCS TE XEe Na3epHble Anoabl U ONTUYECKMIN Pa3BETBUTENDb, YTO M ANs pednekToMeTpa.
BbIXOAOM MCTOYHMKA HEMPEPBLIBHOMO M3yYeHMsI SBNSIETCS ONTUYECKUMA pa3beM pedieKToMeTpa.
MOLWHOCTb M3MydeHuss CTabunmanpyeTcs C MOMOLWbIO BHeEWHero QotoaMoaa M CXeMbl
cTabunusaumm MOLLHOCTW.

Ans  onpepeneHnsi abCoOMOTHOM MOrpeLHOCTM W3MEPEHUSt PACCTOSIHAM  OMTUYECKUM
pecdnektomerpom MTP 6000 B KayecTBe 3TaNllOHHOrO cpeactBa 6bi1 BblbpaH ONTUYECKUIA
reHepatop Or-2-1. MeTponornyeckne xapaktepuctmkun O-2-1 [2] NONHOCTbIO yAOBNETBOPAT
TpeboBaHMSAM peLlaemMon 3agaum.

OnpegeneHve MOrpewwHoOCTM MpPOBOAAT MNPU  MUHUMAMbHBIX 3HAYEeHMsIX paspeLleHus
(wHTepBana AMCKpeTM3aumMM curHana obpaTHOro paccesiHus), AONYCTUMbIX AN AAHHOro
AManasoHa W3MepsieMblX paccTosiHM. OAQHOBPEMEHHO MPOBEPSIOT 3HAYEHWUs AMana3oHOB
N3MEPEHNS PaCCTOSIHUMN.

Ans onpeaeneHus NOrpewwHoCT U3MepeHUsi pacCTOsiHUA HeobxoAMMO COeAMHUTb BbIXOA
reHepaTtopa OI-2-1 co Bxogom pednektometrpa MTP 6000 u BkIouMTb reHepatop. C NOMOLLbIO
KHonkn F2 Ha nepeaHel naHenu pednekToMeTpa BblbpaTb OKHO «[lapaMeTpbl M3MepeHus»
NMOKa3aHHOE Ha pUCyHKe 1.

El )
CrapT .fn.r?’
JrEAHE B
= MANEIOH PECTT RE o

= 5 Amana paccToAHmME, kmn o) N
OnpegendTs ANMTENeROCTE MMyMBca, N (300 -
NapamMaTpii M 1625 ;
—— == Paapeilisiies, m 0.5 e

F3 T"';) ——

Apyrue : | Bperan 1aMepean, mirsec B2 yope,
{(napameTpii| _

EWICOMDE DAzDEUEHIE [Jexn.
F4

PucyHok 1 — N306pakeHune okHa «lapameTpbl namepeHus» Ha gucnnee pednekromerpa MTP 6000.

B nosBuBWEMCA OKHe «[lapamMeTpbl M3MepeHus» YCTaHOBUTb Creaylowme 3HayeHus
napameTpoB:

ANVHa BONMHbI - MuMHMManbHas w3 1310, 1490, 1550, 1625 HM ans oAHOMOAOBbLIX
pednekToMeTpoB 1M MMHUManbHasa 13 850, 1300 HM aAns MHOroMoAoOBbIX pedneKTOMETPOB;

ANanasoH pacCTOSHUI: 2 KM;

ANnTenbHOCTb umnynbca: 100 H;

paspeweHue: 0,16 M;

BPEMS U3MEpeEHUS: 6e3 yCpeaHEHWI;
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OCTasibHble NapaMeTpbl — MO YMONYaHMIO.

lNocne ycTaHOBKM napamMeTpoB n3MepeHns HaxkaTb KHOMNKY ENTER.

3aTeM C NOMOLLbIO KHOMKKW F3 BblbpaTb OKHO «[JONOAHUTENbHLIE NApaMeTpPbl U3MEPEHNS».
B 3TOM OKHe yCTaHOBUTb Criegyolme 3Ha4YeHs napamMeTpoB:

koadduumeHT obpaTtHoro paccesiHus, BC: -80,0 dB ans anvHbl BonHbl 1310HM, -81 dB, ans
AnvH BOMH 1490, 1550, 1625 HM, -72 dB, ansa anuHbl BonHbl 850 -75 dB, ans anuHbl BosHbl 1300
HM.

MNokazaTenb npenomnenus, n: 1,47500.

OcTarnbHble napaMeTpbl — MO YMOYAHUIO.

3aTeM YyCTaHOBUTb B MeH” [lapameTpbl® ynpaBnsiiowen nporpaMmMbl  OMNTUYECKOrO
reHepaTopa Ol-2-1 3HayeHue nokasaTens npesioMsieHuns, pasHbiM 1,475.

HaxxaTb KHOMKY «PaccTosiHMe» ynpaBnstollen nporpaMMbl ONTUYECKOro reHepatopa Or-2-
1, Npy 3TOM OTKpOETCA OKHO «[poBepKa LWKasibl PACCTOSAHWIA», B HEM CneayeT YCTaHOBUTb:

ANanasoH M3MepsIEMbIX PAcCTOSIHUN — 2 KM;

ANVHY BOJHbI - B COOTBETCTBUM C BbIOpaHHOM AIMHOM BOMHbI pedhIeKTOMETPa;

ANUTENbHOCTb U3MepUTENbHOro nMnynsca - 100 m;

UYMCNO U3MEPUTESNbHBIX UMIMYbCOB - 5;

nosioXkeHne 1-ro uameputesnbHoOro nmnysnbsca - 400 m.

HaxxaTb KHOMKYy <«3aduKcMpoBaTb MNapaMeTpbl WMMY/bCOB», 3aTeM HaXaTb KHOMKY
«[lonycTMmasi NorpeLHoCTb» U YCTaHOBWUTbL NMapaMeTpbl ANsi pacyeTa A0NyCTUMOWN MOrpeLlHOCTH
npubopa:

ALy= 0,5M

ALsgmpie= dL, M (MMHMManbHOW paspelarollert cnocobHocT npubopa Ans 3aAaHHOro
AnanasoHa U3MepSIEMbIX PaCCTOSIHWUIA);

SL = 0,00003.

BanycrTuTtb npubop MTP 6000 Ha nsamepeHne B pexxume 6e3 ycpeaHeHusl.

C noMowpbl aTTEHATOPOB OMNTMYecKoro reHepatopa Ol-2-1 ycTaHOBUTb aMnauTyay
MMNYNbCOB Ha 3KpaHe npubopa Ha 2-5 ABb HWXe BEpXHEN rpaHULbl BEPTUKANbHOM LUKasbI
npubopa. [OPU3OHTANbHYIO JIMHUIO, UMUTUPYIOLWLYID CUrHan obpaTHOro paccesiHus Ha
pednekTorpaMMe, yCTaHaBIMBalOT Ha ypoBHe (11+1) Ab HWXe NNOCKOM 4YacTu BEPLUMHbI
MMNynbca, Ans MHOrOMOAOBLIX pedneKTOMETPOB, M Ha ypoBHe (15%1) Ab HMXe NNoCKon YacTu
BEPLUMHBI MMMNYyNbCa, AN OAHOMOAOBLIX pedIeKTOMETPOB.

IT o ¢ n e 3aBepLleHns paboTbl Npnbopa MTP 6000 B 3TOM pexume nepeaBuHYTb MapKep:
«B» B KpallHee npaBOe MOJIOXXEHME M NPOYUTaTb MAaKCUMaslbHOE 3HAYEHUE LUKAsbl PACCTOSIHUNA,
3TO 3HaYeHMe SBNSETCA ANaNa30HOM U3MEPEHNSI PACCTOSHUN.

C nomolbto MapkepoB npubopa MTP 6000 n3MepuTb pacCTOSAHWS OT Hadana KoopauvHaT
[0 TOUYKWN NEPECEUYEHNSI FOPUSOHTANIBHOM IMHUWU, UMUTUPYIOLLEN CUrHANn 0bpaTHOro paccesiHusl, u
nepegHero ¢poHTa Kaxaoro umnynbca. MNpu 3TOM WMCNOMb3YETCS MaKCUMManbHas pacTshkka
MacliTaba no WKane 3aTyXaHusi 1 LKA 71 e PacCTOSHUN.

3 amecTu MNOMYYEHHblE 3HAUYEHNS B COOTBETCTBYOWMI cTonbel ("Pednektometp”) B
OKHe «[1poBepka LUKasbl PAacCTOSAHWIA» YNPaB/soLLENA NPOrpPaMMbl ONTUYECKOrO reHepaTopa, Ans
AanbHEMNLIEro aBTOMaTUYECKOro pacyeTa norpewHocTen no dopmyne:

Al =11+ \/AL% + (L — Ly;)” (1)

rane AL, M — npeaenbl AOMYyCKAEMOM OCHOBHOM abCOMOTHOWM MOrpeLwHoCTM Mnpu
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BOCMNPOM3BEAEHUM pacCTOSAHUSA ONMTUYeCcKoro reHepartopa Orr-2-1
Lj, M- paccTosiHve 0 j-ro uMnynbca, U3MepeHHoe no skpaHy npubéopa MTP 6000,

Loj, M- paccTosiHme A0 j-ro Mnysbca, 3aAaBaeMoe ONMTUYECKUM reHepaTtopom Or-2-1.
IToBTODUTH USMEPEHUA ANA BCEX AMAMNA30OHOB PACCTOSHWUM, YKa3aHHbIX B Tabnuue

1 gna paHHoro rlle6opa, MO OMWCAHHOM Bbille METoAMKE. YCTaHaBNMBaTb AJIUTENBHOCTU WU
NnoJsioXKeHne Nepsoro USMEPUTENIbHOIo UMrynbCa CornacHo Tabnuue 1.

Tao6nauual

JnurensHOCTH ITonoxenue nepBoro Juana3oHbl U3MEPEHUS PACCTOSHUM, KM
U3MEPHUTEIHHOTO HU3MEPHUTENBHOTO " -
MHOroMo10BbIH OnHOMOIOBBIH
HUMIIyJbCca, M HMIIyJbCca, M
pednexromeTp pedaexromerp
100 400 2 2
300 400 10, 20, 40 10, 20, 40
1000 400 80 120, 240

Pe3ynbTa Ts NPOBEPKN CUNTAIOT YAOBNETBOPUTENBHBIMU, ECIN:

- MaKCMMaJibHble 3HAY€HUA LKasbl PacCTOSIHAMA COOTBETCTBYIOT AManasoHaM M3MepsieMbIX
paccTosiHUi Tabnuubl 1;

- MOJyYeHHblEe 3HAYeHUs MNpeaenoB norpewHocten B crtonbue «lorpelwHocTb» He
MPEBLILAOT MNPeAenoB  AO0MYCTUMOM abCOMOTHOM  MOTrpPelHOCT  WU3MEPEHUst  PacCTOsHUS,
YyKa3aHHbIX B cTonbue «[onyck» B OKHe «[llpoBepka LKabl PACCTOAHWUA» YyrpaBnstoLLEen
NporpaMmbl ONTUYECKOrO reHepaTopa, T. €. YAOB/IETBOPSIOT YC/IOBUIO:

AL; < dl+dL +3%107° * Ly, (2)

r 1 e A0MyCTUMOE 3HadeHue HadanbHoro casura dl 0,5 M;

dL - YCTaHOBNEHHOe 3HayeHuWe paspeweHns (MHTepBana AMCKpeTU3auun curHana
0bpaTHOro paccesiHus), m;

Lo;— paccTosHWe, 3alaBaEMOE ONTUYECKUM reHepatopom Or-2-1, m.

3akmoyenne. Pa3paboTaHHasi MeToauKa MO3BONSET  onpeaenntb  abCoNOTHYHO
MOrpeLLIHOCTb U3MEPEHMS PAaCCTOSIHUIA A0 MECT HEOAHOPOAHOCTEN U coeanHernit OB ¢ nomolbo
onTuyeckoro pednektometpa MTP 6000.

Cnncok sim TEpaTypbi
1. PyKoBOACTBO 110 3KCri/lyaraumm ornTuYeckoro pegiektomerpa MTP 6000
2. PYKOBOACTBO 10 3KCri/lyarauymm orTuYeckuM reHeparopom Of-2-1.

UDC 53.089.6

METHODOLOGY OF DETERMINATION OF ABSOLUTE ERROR OF DISTANCE MEASUREMENTS BY
OPTICAL REFLECTOMETER MTR 6000

Kovalev D.V., Orekhov A.K.
gr.267041

Belarusian State University of Informatics and Radlioelectronics, Minsk, Republic of Belarus
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Annotation. In the materials of the report the developed technique of determination of absolute
error of measurement of distances to the places of inhomogeneities and connections of optical
fiber (OF) with the help of optical reflectometer MTR 6000 is considered. The functional
capabilities of this device and the principle of its operation are given.

Keywords: information memorization, web application, Leitner's method

YAK 631.317.08

METOAWKA OLLEHWBAHWA HEOMNPEAEJIEHHOCTU PE3YJIbTATOB
M3MEPEHWU, BbINOJIHEHHbIX C MOMOLLbIO 3TAJTOHA EAUHULbI
OCJABJIEHUA SNEKTPOMAIMHUTHbIX KONEBAHUN

Mackesi M. LI, rp.367041, Kacrieposuy M. M. Hay4HbIYi COTPYAHWK LeHTpa 1.9

besopycckmi rocyAapCTBEHHbIN YHUBEDCUTET UHPOPMATHKU 1 PaNOIIEKTDOHMKM,
r. MuHck, Pecriybrimka benapyce

HayuHbiid pykoBoguTesib: berowmkmi A. [1. — KaHanAaT TEXHUYECKUX HAYK, JOLIEHT

AHHOTaumA. B MmaTepnanax Aokiada paccMaTpmBaeTcs pa3paboTaHHas METoAMKa OLeHMBaHWSA
HeonpeaeneHHOCTU pe3ybTaToB U3MEPEHUI, BbINOMHEHHbBIX C MOMOLLIbIO 3TANIOHa €AVHULbI
ocnabneHuns anekTpoMarHUTHbIX konebaHuii B AManasoHe Yactot ot 37,5 go 178,4 I'Tw.

KnroueBble cioBa: MeToAMKA, HEONPEeAEeNeHHOCTb, 3TasloH, ocabneHne, 3NeKTpoOMarHuTHbIe
konebaHus

BBegenne. B nocnegHee BpeMsi AOCTUTHYT CYLLECTBEHHbIA NPOrPecC Ha NyTW NPOMbILLIIEHHOrO
OCBOEHMSA MUIJIMMETPOBOIO AMarna3oHa BOSIH. 3TO 06CTOATENLCTBO CTUMY/IMPOBAIO YCKOPEHHOE
co3faHue pa3HoobpasHbIx cpeacTB namepeHuii (CK) aToro AnanasoHa, B TOM YMCe CKansipHbIX 1
BEKTOPHbIX aHaNIM3aTOPOB Liener U n3MepuTenbHbIX aTTeHoaTopoB [1]. [ns npoBeaeHus paboT no
MeTponormyeckomn oueHke 3tux CU B Pecnybnuke benapycb OTCyTCTBYET COOTBETCTBYIOLLEE STAIOHHOE
obopynosaHue. Hay4yHo-06pa3oBaTe/ibHbiM MHHOBALMOHHbBIM LIEHTPOM CBEPXBbLICOKOYACTOTHbIX (CBY)
TEXHOJOrMI N NX MeTposnornyeckoro obecneyenns (LieHtp 1.9) BIYWUP BeayTcst paboThl Mo CO3AaHUIO
HALMOHANIbHOMO 3TaNlOHa eANHULbI 0CNAbNeHns aNeKTPOMarHUTHbIX kKonebaHW B AManasoHe YacToT OT
37,5 po 178,4 I'Tu. B noknage npMBoAUTCA ONMCAHWE METOAMKU OLEHVUBaHWUS HeornpeaeneHHOCTH
pe3ynbTaToB U3MEPEHUI 0CabneHns, BbIMOTHEHHbIX C MOMOLLbIO YK@3aHHOMO 3TasloHa.

OCHOBHas 4acrb. [Ins NpoBefeHns U3MepeHuii ocnabneHns Npy NoMOLLM TanoHa HeobxoamMmo
cobpaTb M3MepUTENbHBIM TPAKT M BbINOSHWUTL KannbpoBKy 3TafioHa Ha n3MepsieMor YactoTe. Mocne yero
NOAKMIOUNTb O6BEKT M3MEPEHMI U BbINMOMHUTL M3MepeHns. KonnyecTBo M3MepeHnin BbIGNpatoT B
3aBMCUMOCTM OT TpebyeMomn TOYHOCTU. [nsi BbICOKOTOUHbIX M3MEPEHU PEKOMEHAYETCS NMPOBECTU He
MeHee 10 NOBTOpPHbIX HabnoaeHWN.

[insi OUeHKM HeonpeaeneHHOCTM pe3ynbTaToB M3MepeHnit ocnabneHns ¢ NCnosib3oBaHWEM 3TaNloHa
HeobXx0AMMO YUYMUTbIBATb HE TOSIbKO TOYHOCTb CaMOro U3MEpPEHUsi, HO U CTeNeHb TOYHOCTU CaMOro
3TanoHa. lNpu 3TOM BaXKHO MPOBECTU aHaNN3 BCEX BO3MOXHbIX MCTOYHUKOB OLUMOOK M YUNTbIBaTb UX B
pacueTax. [1na cocTaBneHns Moaenu nMepeHust ocnabneHuns ¢ NoMoLLbo 3TasioHa 6biin
NpoaHanM3vMpoBaHbl U BbiIBNEHbI UCTOYHUKW HEONPEeAENEHHOCTU n3MepeHMn. OCHOBHLIMW UCTOYHUKAMM
HeonpeaenéHHOCTN U3MePeHU ANt AaHHOW U3MepPUTENBHOM 3aZlauu SIBNISKOTCS: HEONpPeAeneHHOCTb
n3mMepeHunsi ocnabneHns Ha NPoOMEXYTOYHON YacToTe, HeonpeaeneHHOCTb U3MepeHust ocnabneHns ns-3a
HEeAOCTaTOYHOW pa3BA3KM U3MEPUTENIbHOTO KaHana, HeonpeaeneHHOCTb U3MepeHust ocnabneHns us-3a
HENMMHENHOCTW BXOAHbIX Lienei 1 HeonpeaeneHHOCTb n3MepeHust ocnabneHust n3-3a paccornacoBaHus

206



60-9 Hay4Hasi koHdepeHUMsl acnNMPaHTOB, MarMCTPaHTOB U CTYAEHTOB

N3MepUTENbHOro TpakTa. Mpu NpaBMILHOM YYeTe aHHbIX HEONPEAENEHHOCTEN B MOAENN U3MEPEHUS
MO>XHO [I0CTATOYHO TOYHO OMpeAennTb 3HaYeHne ocnabneHus.
[ns oueHKM HeonpeaeneHHoCTU 6bila NpenoXeHa cneayoLast Moaesb U3MEPEHNS:

A= Au+ 614 + Ou + Sus + Spacc, €H)

roe A— pesynbTaTt u3MepeHun, ab;
A, — U3MepeHHoe 3HayeHue ocnabnexus, ab;

Ony — HEONPEAENIEHHOCTb U3MEPEHUS 0CNAbNeHNsl Ha MPOMEXYTOUHON YacToTe MY), Ab;

Ous — HEOMNPEAENEHHOCTb U3MEPEHUS 0cnabneHns n3-3a HeaoCTaTOYHOM U30NSALUK

(pa3Bsa3kM) U3MepuTeNbHOro kaHana, ab; O — HeonpeaeneHHOCTb U3MepeHns ocnabnenns U3-3a
HEeNMHENHOCTU BXOJHbIX Lienen, ab;

Opacc — HEONPEeNENeHHOCTb U3MEpPeHUss  OcnabnieHusi U3-3a  paccoriacoBaHust
NM3MepUTENbLHOro TpakTa, Ab.
BxoaHas BennumHa TMna A HeonpeaeneHHOCTM XapakTepu3yeTcs HOpMasibHbIM BUAOM pacnpeaenenns c
OLIEHKOW BeNMYMHbI B Aeunbenax. OLueHKa BeIMUMHbI NpeACcTaBieHa pe3yibTaTaMy HECKOMbKUX
HabnoAEHWUI, @ CTaHAAPTHas HEONPeAENEHHOCTb ONPEAENSIETCA U3 BblpaXKeHWUS:

2

_ 1 n
U(AM) \/ n(n— 1) Z (AVIi_AVI) ) ﬂE _ (2)

HeonpeaeneHHOCTb BENMUMHBI Ony KaccuduumpyeTcst Kak Tin B 1 xapakTepusyeTcst NpsiMoyrosibHbIM
BWAOM pacripefesieHusl, C OLEHKON BENMYMHDI, cooTBeTCTBYtowel 0 ab. MHTepBan, B KOTOPOM HaxoauTCst
3HAYEHME BXOJIHON BENMUMHbI, ONpeaenseTcs npeaenaMmn onyckaeMon OCHOBHOW abCosHOTHOM
MOrPELUHOCTUN M3MepeHUus ocnabnenuns Ha MY di, a cTaHAapTHas HeonpeaeneHHOCTb paBHa:

d:

an B
u( )\/§,g5 3)

HeonpeneneHHOCTb BENUUMHbI Oy TaKXKE UMEET TUM B, Npy 3TOM OHa XapaKTepu3yeTcst NPSIMOYrObHbIM
BW/IOM pacrnpeaeneHunst 1 OLIeHKOW BENMUMHBI, cOOTBETCTBYIoLEN 0 AB. UHTepBan, B KOTOPOM HaxoauTcs
3HAYeHWE BXO/IHOV BE/IMUYMHBI, ONPEAENseTCS HENMMHENHOCTBIO BXOAHBIX Lienen d, a CTaHaapTHas
HeonpeaeneHHOCTb ONPEAENSAETC COOTHOLLEHWNEM:

d>

OF s )

HeonpeaeneHHOCTb BENNUNHDI Ou3 umeet TMN B 1 onncbiBaeTcs npsaMoyroJibHbIM BUAOM pacCrnpeneneHnd
C OLeHKoMn BenununHbl 0 ab. NHTepBas, B KOTOPOM HAaxXoAUTCS 3HadeHne BXOAHOM BENNYUHDI,
onpeaendaeTca 3Ha4eHUEM Napa3nTHOro CUrHasna Bcneacrene HeAoCTaTO4YHON n3onaunm

d3, @ CTaHAApTHAsA HEOMNpPeAEeNeHHOCTb OMNPEAENSETC U3 BbIPAXKEHMUS:

ds
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6m ——
u( ) V3, nb ©))

HeonpeaeneHHocTb BennumHbl Upacc MMeeT Tvn B, HO XxapakTepusyeTtcs pacnpeaeneHnem B popme
aApKCMHYCOMAanbHON KPMBOW, C OLEHKOW BenmumHbl 0 aAb. MHTepBan, B KOTOPOM HaxoAMTCSl 3HAaUYEHWE
BXOAHOMN BEMNYMHbI, 3aBUCUT OT MaKCMMaJIbHO BO3MOXHOIO pacCcoriacoBaHUsi B U3MEPUTENIbLHOM TpakTe
d4, @ CTaHAApTHasi HeoNpeaeneHHOCTb paBHa:

d4
0 acc)” =
u( P ) \/5, ab (6)

HeoripeaeneHHoCTy CyyariHovi coctassstouess. CUrHan C Bbixoaa 06bekTa M3MepeHni, umeeT
HebonbLwmne konebaHns aMnNanTyabl B npouecce uamepeHus. Takue konebaHns NpuBoasaT K HEKOTOPOM
HeonpeaeneHHOCTM B U3MepeHnn ocnabneHns. NomMmMMo TennoBbIX WYMOB C YBEIMYEHWNEM YACTOThI
nyKTyauum 3HaunTeNbHO YBENMUMBAIOTCS Takke n3-3a addekTa daszosoro 60-1 Hay4Has KoHdepeHuus
aCnupaHTOB, MarucTpPaHToB U CTYAEHTOB

wyma. B aTanoHe npegycMoTpeHa BO3MOXHOCTb CHUXKEHUSI C/Ty4YaliHON HeonpeaeneHHOCT U3MepeHUst
nyTem ycpeaHeHus.

HeorpeaeneHHoCTb n3MepeHns: 0ciabrieHnsi, 00YC/I0B/IEHHAS HE/MHENHOCTbIO BXOAHbIX LIEMEM.
HenuHenHOCTb NpUCyLla MHOMMM YCTPOMCTBaM, BXOASALUMM B COCTaB 3TasloHa, OAHAKO HENTMHENHOCTb
npeobpasoBaTenei YacToTbl (CMecuTenen) u NpeaBapuTeNbHbIX YCUNUTENen NpeBannpyeT HAacTOMbKO,
YTO HENMMHENHOCTBIO OCTasIbHbIX YCTPOMCTB MOXHO NpeHebpeyb. YpoBeHb curHana Ha CBY-Bxoae
CMecuTeNs AO/MKEH NMOAAEPXKMBATLCA Kak MUHUMYM Ha 30 Ab Huke YpOBHS reTepoamnHa, YTobbl 406UTLCS
HaMMeHbLUEW OWMOKN 13-3a HETMHEMHOCTU. M3MepeHust A0MKHbI MPOBOANTLCS Ha MaslbIX YPOBHSIX
curHana, 4Tobbl obecneunTb paboTy cMecuTenen B CBOEW NIMHENHOM obnacTu.

HeoripeaeneHHOCTs M3MEPEHUS 0C/Iab/IEHNS U3-3a HEAOCTATOYHOU pa3BssKka (M30/18Ums)
U3MEPUTE/ILHOIrO KaHasla. Pa3Bsizka 3MepuTesIbHOrO KaHana Ba)kHa M3-3a NMapasuTHbIX CUrHamOoB,
KOTOpblE MOMyT UCKaXaTb pe3ynbTaTbl M3MepeHni. BnnsiHme pasBasku M3MepUTENbHOro KaHana
NposBASETCA B BUAE NPUCYTCTBUS HA BXOAE CMECUTENS U3MEPUTENbHOIO KaHasa napasuTHOro curHana
MOCTOSIHHOW (MW MeaneHHO Apevidytowwein) amnanTyaon n dhasoi. MNoka nonesHbl cMrHan octaeTcst
MHOro 60/bLU€e 3TOro NapasMTHOroO CMrHana, BANSHME nocneaHero npeHebpexvmo Mano. Ho npu
YMEHbLUEHWUN aMMnUTyAbl BXOAHOMO M3MEPUTENBHOIO CUrHana c poCToM U3MepsieMoro ocrabneHus
NapasvTHbIN CUFHAM HAYMHAET UCKaXKaTb Pe3ynbTaT U3MepeHusi, BEKTOPHO (C y4eToM aMnamntya v das)
CKNaabIBasicb C NOME3HbIM CUrHanoM. OgHUM 13 Hambonee YacTo BCTPeYaloLMXCS MCTOYHUKOB 3TOr0
MapasuTHOro CUrHana sIBNseTcs HaBoAKa BXOAHOrO M YCUIEHHOrO CUrHana OMopHOro KaHana B
M3MepUTENbHbIVA KaHas. Mo3ToMy M30MsIUMEN MM Pa3Bs3KON KaHaNoB NPUHSITO Ha3biBaTb NpOCayMBaHNe
MOLLIHOCTM 13 OMOPHOro B M3MepUTENbHBIN KaHan 1 BblpaxaTb ee B Aeumnbenax.

MockonbKy B 0bwwem cnyyae yron npyM BEKTOPHOM CYMMUPOBAHUM NOME3HOMO M Napa3vTHOMO CUrHANO0B
HEeW3BEeCTeH, ANsl OLEHKM MHTepBana owmnbkM HeobXxoaAnMMO MCMOb30BaTh HAUXYALWMI CrTyYanl —
cnHda3Hoe AeTeKTMpOBaHWe. B TakoM criyyae Ans rpaHvubl MHTepBana MOXHO 3anucaTb

Anz-Ax

=-20-1 (l-]O'T)
03 g

rae As, A«— ocnabneHns obbekTa u3MepeHuns 1 pasesidka Mexay OnopHbIMU
n3MepuTenbHbIMM KaHanamm CBY TpakTa 3TanoHa COOTBETCTBEHHO, Ab.

' )

X
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/4/43'/4X=20' (_) ’ (8) X3

rae X, Xus — aMnAnTyabl CUrHana vepes o6beKT 3MepeHnst U CMrHana yTeukm COOTBETCTBEHHO, Ab.
HeoripegeneHHoCTs n3MepeHnss 0c/1abrieHns Ha MPOMEXYTOYHoV YacToTe. Mo NpuHUMNY AeNCTBUS
3TasIoH NPOM3BOANT NEPEHOC 3HAYEHMSI U3MEPSIEMON BEMNYMHBI Ha MY 1 ocyLLecTBNSIET CpaBHEHUE ero
3HaYeHMs! C HU3KOYACTOTHbIM 3TasIOHHBbIM 3Ha4YeHneM (ocnabneHune Ha MY), KOTopoe B CBOKO o4vepeab
MMeeT CBOKO HeonpeaeneHHOCTb NpK ero onpeaeneHnn. ITa HeonpeaeneHHOCTb 3aBUCUT OT
MOrpeLHOCTN U3MepeHns ocrnabneHns NpUEMHNKOM curHanos MY BxoaswWwmMM B COCTaB 3TasloHa.
HeoripegeneHHOCTb U3MEPEHUS M3-3a PACCOITIACOBAHMNS U3MEPUTE/ILHOIO TPAKTA. 3HaYeHNe BENNYMHDI d4
ANs pacyeTa 3Tol HeonpeaeneHHoOCTU no dopmyne (6) MOXHO ONpeaenvTb U3 BbipaXKeHWS:

04=8,2 [T (K2 1)+ T M4 T, 9

roe M, M2 — koapPruUMeHToB OTpaXKeHns OT BXOAA M Bbixoda 0bbekTa U3MepsemMoro
YCTPOWCTBa;

'r, F'c— Moaynu koadrumeHToB oTpaxkeHnst Tpakta CBY no obe cTopoHbl (CO CTOPOHbI BXOAA
¥ BbIXOAa) U3MepsieMoro yCTponcTea; K — Moaynb koadduumeHTa nepeaayum U3MepsieMoro yCTpomcTaa.

SarsroyeHmne. PaspaboTaHHash METOAMKA MO3BONSET OLEHUTb HeoNpeaeneHHOCTb pe3yibTaToB
n3MepeHns ocnabneHnsl, BbINOHEHHbIX C MOMOLLBIO 3TafloHa eAnHULBI 0CNabneHns 3NeKTPOMarHUTHbIX
konebaHui B AnanasoHe YactoT oT 37,5 no 178,4 I'u.

Crincok jin Teparypb/
1. boryu, B. A. BeKTOpHbIE aHa/M3aTopk! LENEN CaHTUMETPOBOIo Y MUWIIMMETPOBOIrO AUara3oHoB J/mH BosiH/ B. A. boryw [n Ap.]. —
Mocksa. opsvyas mHns — Tenekom, 2019, — 328 c.

UDC 631.317.08

METHODOLOGY FOR ESTIMATION OF UNCERTAINTY OF THE RESULTS OF
MEASUREMENTS PERFORMED USING THE STANDARD OF THE UNIT OF ATTENUATION
OF ELECTROMAGNETIC OSCILLATIONS

Maskey M.S. gr.367041, Kasperovich M.M. Research Associate of the Center 1.9
Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus
Beloshitsky A. P. — Cand. Sc. (Tech.), associate professor
Annotation. In the materials of the report the developed methodology of estimation of
uncertainty of the results of measurements made with the help of the standard of the unit of

attenuation of electromagnetic oscillations in the frequency range from 37.5 to 178.4 GHz is
considered.

Keywords: methodology, uncertainty, standard, attenuation, electromagnetic oscillations
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YK 681.7.069

METOAWKW BbINO/THEHUA1 U3MEPEHMUIA 3ATYXAHUS! OMTUYECKUX BOJIOKOH U KABEJIEN
ONTUYECKUM TECTEPOM OT-2-8

Opexos A.K. macucmpanm ep.267041
Koesanés /].B. macucmpanm 2p.267041

besopycckmit rocyAapCTBEHHbIN YHUBEDCUTET MHPOPMATUKU 1 PaaNOSTIEKTDOHMKY,
r. Murck, Pecriy6rka benapyce

Hayunbii pykoBoauTesib: benowmukmi A.[1. — KaHanaaT TEXHUYECKUX HaYK, AOLIEHT

AHHOTauma. [oknaa NOCBSILWEH paspaboTke MEeTOAMK BbIMOSIHEHWS M3MEPEHWU 3aTyXaHWs
CMOHTMPOBAHHOIo onTuyeckoro kabens (OK) u onTuyeckoro BonokHa (OB) ¢ mcnonb3oBaHWEM
onTnyeckoro Tectepa OT-2-8. MpuBOASATCA ONWCaHWE METOAOB M3MEPEHUs, METPONIOrUYECKUE
XapaKTEPUCTUKM ONTUYECKOro TeCTepa, NopsiAoK NPOBEAEHUS U3MEPEHUIA.

KnioueBble cnoBa: onTuyeckuii kabenb, OMTUUECKOE BOJIOKHO, OMTMYECKUM TecTep,
n3MepeHne, 3aTyxaHue, MeTofuKa.

BBegenne. [ns [OCTMXKEHWUS BbLICOKUX 3SKCMUTyaTaLMOHHbLIX MOKa3aTenenm BOMIOKOHHO-
OnTUYECKMX NMHMIK cBa3mn (BOJIC) 6onbluyto ponb urpaeT MeTposormyeckoe obecneyenne (MO)
Mpu UX CTPOUTENBLCTBE WM 3KcnyaTauun. OAHOW M3 BaXHbIX 3agady MO aBnsieTcs paspaboTka
METOAMK BbINOMHEHNS u3aMepeHui (MBW) no3sonsaioowmx onpeaensTb MnokasaTennm KadvecTsBa
BOJIC ¢ HeobxoaAMMOW TOYHOCTbIO U AOCTOBEPHOCTbIO.

B noknage paccmatpuatotcs MBU BHOCcMMOro n cobcTBeHHOro 3atyxaHust OB Bxoaswmx B
OK cMoHTMpoBaHHOM BOJIC ¢ ucnonb3oBaHMEM MeToAa BHOCMMbBIX MOTepb, a Takxe MBU
cobcTBeHHOro 3atyxaHms OB Haxoaswmxca Ha KaTyLuKe.

OCHOBHasi Yacrsp. VI3MepeHne 3aTyxaHusi ONTUYecKoro kabensi NpoBOAMTCS C MOMOLLbIO
onTuyeckoro Tectepa OT-2-8 METOAOM OTHOCUTENbHBIX N3MEPEHNIA. HacTHLIMK Clly4YasiMu MeToAa
OTHOCUTENbHBIX U3MEPEHWUI ABNSIKOTCA METOA BHOCMMbIX MOTEPb U METOA 061aMbIBaHMS.

OCHOBHble METPOSIornyeckme XapakTepuCTUKM OMTUYECKOro TecTepa npeacTaB/ieHbl B
Tabnuue 1.

Tabnvua 1 — OCHOBHbIE XapaKTepUCTUKK onTuyeckoro Tectepa OT-2-8

JlmHa BOTHBI CrannapTHbIA AUana3oH Bricokuii 1uana3on
KaJTOpPOBKH, HM HM3MEPEHUH MOIIIHOCTH U3MEPEHUH MOLTHOCTH

[Ipenenst nonycrumoit
OTHOCHUTEIILHOH
MOTPEIIHOCTH
ONITUYECKOTO M3ITYUCHUS

or-10 no +3 n1bm

ot -30 no +3 nbm

050 (ot 1 MxBT 10 2 MBT) (o1 100 MxBT 110 2 MBT) £12% (0,49 ab)

850 ot -60 o +3 nbm ot -40 o +3 nbm £8 % (£0.33 1B)
(ot 1 HBT 10 2 MBT) (ot 100 HBT 110 2 MBT) ’

1310, 1550 or-70 go +7 nbm ot -50 10 +10 n1bm £50 (£0.22 1B)
1490, 1625 (o1 100 BT 10 5 MBT) (or 10 BT 110 10 MBT) ’

Meroq BHOCUMbIX MOTEPH NPUMEHSIETCA ANS U3MEpPEHUst 3aTyxaHus obnafarolmx yxe
CMOHTMPOBaHHbIX OK, B KOTOpPbIX KO BX0AY U Bbixoay OB noakntoueHbl ONTUYECKUE COEANHUTENMN.
N3mepeHns 3aTyxaHns OK npoBoasiT No cxeme, NpeaCTaBNEHHOM Ha pucyHke 1.

NCTOYHMK ONTMYECKOro P> - P: N3mepuTens
- OMNTUYECKON MOLLIHOCTH
nanyyexus OT-2-8/UN OT2-8 /UM

PucyHok 1 — CTpyKTypHasi CxeMa u3MepeHus 3aTyxaHuii OK MeToaoM BHOCUMbIX MOTEPb
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MeToa BHOCMMbIX MOTEPb OCHOBaH Ha MOCNEeAOBaTE/IbHOM M3MEPEHUN  MOLLHOCTYU
ONTUYECKOro M3/yYeHUs1 Ha BbIXOAe M3MEPSIEMOro i-ro BOSIOKHA onTuyeckoro kabens P; MBT u
Ha BbIXOAe BCMOMOraTeslbHOro ONTMYECKOro BOSIOKHA (ONTUYECKoro naty-kopaa) AP, MBT.

3a pe3ynbTaT M3MepPEHU BHOCMMOro 3aTyxaHus i-ro OB Bxoasiero B OK npuHMMaeTcs 3HayeHve
paccumMTaHHoe no gopmyne 1:

P.
AiOB =10 lg P_: - ABC'
(1)

rae: Ajos— 3aTtyxanue i-ro OB, ab,
P; —MOLHOCTb ONTUYECKOr0 M3/Ty4YeHUs Ha BbIXOAE M3MepsSeMOoro BOMOKHa, MBT.
P> — MOLUHOCTb OMTUYECKOro U3/ly4eHWUs Ha BbIXOAE BCMOMOraTesibHOro OnTUYecKoro
BOJIOKHa, MBT.
CobcrBeHHOoe 3aTyxaHue i-ro OB onpefenseTcs U3 BblpaXkeHus:

Cc —
iop = Aiop — A1 — A,

(2)

3aTyxaHue BXOAHOro (A;) M BbIXOAHOrO (A,) OMTUYECKUX COEAMHUTENEN, KOTOpble
noaknoueHbl kK OB onTuyeckoro kabens, a Takxke 3aTyxaHus BcriomoratenbHoro OB (A,.)
AO/MKHBI BbITh YKa3aHbl B TEXHUYECKON [OKYMEHTALMM Ha 3TN SNIEMEHTHI.

Merogq o6riampiBaHMs TIPUMEHSIETCA ANl U3MepeHust 3aTyxaHmss OB K KOTOpbIM He
MOAK/OYEHBl OMTUYECKMe coeauHuTenu. W3amepenns 3aTyxaHuss OB npoBoasT Mo cxeme,

NpeacTaBNeHHON Ha PUCYHKe 2.
N3mepeHne P;

HCTOuHME MecTo oGnoma TecTnpyemoe WamepuTents
on O OIOCTH BOAKHE BOROKMO ONTHIECKOMA MOLMHOCTH

N3mepeHne P:

|

MCTOYHUK OTpe3oK n3Mepurtesib
ONTHYECKOR MOWHOCTH  FONOTD BONOKHE  ONTHYECKON MOWHOCTH

PucyHok 2 — CTpyKTypHasi cxeMa U3MepeHusi 3aTyxaHuin OB MeTooM obnaMbiBaHust
MeTog o6namblBaHMSi OCHOBAH Ha CpPaBHEHWW 3HAYeHMs MOLUHOCTM  OMTUYECKOro
U3ly4eHnsi, U3MEPEeHHOro Ha BbIXOAe u3MepsieMoro oTpeska OB P;, MBT, cO 3HayeHuneM
MOLLHOCTM, W3MEpeHHbIM Ha BbIXOAE €ero KOPOTKOro Yy4yacTka, 06pa3oBaHHOro 3a cyeT
obnambiBaHuss OB okono 2 M OT Hayana uaMmepsieMoro obpasua, P, MBT. ocne perucrpaumm
MOLLHOCTU P; 4 P> 3aTyxanue Aos , Ab onpepensieTcs no gopmyne 2:
Aoy = 101g 2
P,

(3)
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raoe:  Aos—3atyxaHue OB, ob,
P; —MOLLHOCTb ONTUYECKOr0 U3/Ty4YEeHUS Ha BbIXOAE U3MEpPSEMOro BOSIOKHa, MBT;
P> — MOLLHOCTb OMTUYECKOrO WM3/TyYEeHUS Ha BbIXOAE KOPOTKOrO y4yacTka BOJIOKHA,
06pa3oBaHHOro 3a cyeT obnambiBaHus, MBT.

Mpn M3mMepeHnn MeToaoM 06nambiBaHMS MPUHUMAMANBHO BaXKHO 0becneuntb MOCTOSIHCTBO
MOLLHOCTM, BBOAUMOW B UCCNIEAYEMOE BOJIOKHO, U HEM3MEHHOCTb MOJOBOMO COCTaBa WM3y4YeHus.
CoOTBETCTBEHHO HEobxoanMo, 4TOObl B mpouecce M3MepeHun cobntoganocb MNOCTOSHCTBO
YyCNoBWIA BBOAA@ OMTUYECKOrO W3/TYYEHUS] U COXPaAHSZIOCb CTPOrO0 HEM3MEHHbLIM MOJIOXKEHUE
BOJIOKHA B KOCTUPOBOYHOM YCTPOWCTBE.

JaksmroyeHmne. PaspabotaHHas MeToaMKa obecrneunBaeT BbiMOSIHEHME M3MEPEHUW 3aTyXaHus
OMTUYECKOro BOJSIOKHA C NMPUMEHEHMEM MeToa BHOCUMMbIX MOTepb MpW MCMOb30BaHUM OMTUYECKOro
Tectepa OT-2-8 (MCTOYHMKA onTUYeckoro u3nydyenusi OT-2-8/UN u n3mepuTenss onTUYECKOW
mMowHocTn OT-2-8/MIM, KOHCTPYKTMBHO O6bEeAMHEHHbLIX B OAHOM KOpnyce) M MOXeT O6biTb
pacrnpocTpaHeHa Ha aHanorMyHble CPeACTBa M3MEPEHUSt C YYETOM MX AENCTBUTENbHBIX 3HAYEHWMM
MOrpeLIHOCTW.

Cnuncok nmreparypsl

1. Pykosodcmeo no sxkcnayamayuu onmuyeckoeo mecmepa OT-2-8.

UDC 681.7.069

METHODS OF MEASUREMENT OF OPTICAL FIBERS AND CABLES ATTENUATION BY OPTICAL
TESTER OT-2-8

Orekhov A.K. Master student of gr.267041
Kovalyov D.V. Master student of gr.267041

Belarusian State University of Informatics and Radlioelectronics, Minsk, Republic of Belarus
Supervisor: A.P. Beloshitsky - Candidate of Technical Sciences, Associate Professor.

Annotation. The report is devoted to the development of methods for measuring the
attenuation of mounted optical cable (OC) and optical fiber (OF) using optical tester OT-2-8. The
description of measurement methods, metrological characteristics of optical tester, order of
measurements are given.

Keywords: optical cable, optical fiber, optical tester, measurement, attenuation, methodology.

YK 621.317.3
METO/ZJMKA NMOBEPKWU U3MEPUTE/IS1 NAPAMETPOB KABEJ1IbHbIX JIMHWIA AENbTA-NPO+
BasioBa U.H.
ep. 267041

benopycckmvi rocyAapCTBEHHbIN YHUBEPCUTET MHBOPMATUKN U PafNOS/IEKTPDOHMKY,
r. MuHck, Pecriy6rivika benapyce

HayuHbid pykoBoguTesib: benowmukmi A. [1.. — KaHaNAAT TEXHUYECKUX HaYK, AOLEHT Kagenpbl MNC

AHHOTaumMA. B MaTepuanax [oknaga paccMaTpuBaeTcs pa3spaboTaHHasi MeToauKka MOoBepKM
pecnekToMeTpa, BXOASLIEr0 B COCTaB W3MepuTens MnapaMeTpoB kabenbHbiXx nuHuin [JESBTA-
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MPO+. TMpuBOASATCA METPONOrMYECKME  XapPaKTEPUCTUKM MOBEPSIEMOro pednektoMeTpa wu
BblOpaHHbIX 3TaSIOHHbIX CPEACTB NOBEPKW, CXEMbI MOBEPKM U 3HAYEHNS NOBEPSEMbIX TOYEK.

KnroueBble cnoBa: noBepka, METOAUKA, U3MEPUTENb, kabenbHble TMHUK

BBegenne. KabenobHble NMHUM CBSI3M, KOTOpble eue HeaaBHO COCTaBMAs/IM OCHOBY
TENEKOMMYHUKAUMOHHON CEeTW HaleW CTpaHbl, M cenvac MCnonb3yeTcs Ans npeaocTaBleHus
NPOCTbIX, HO BOCTPeboBaHHbIX YCNyr TenedoHnn n nepeaayun AaHHbIX NOCPEACTBOM OpraHmM3aumnm
npsmbIx ceasend MYC, MBJ u apyrux rocyaapCTBeHHbIX OpraHu3auui, a Takke Ans HebonbLmx
YaCTHbIX KOMMaHWM 1 (GUPM, HE MMEIOLLNX BO3MOXHOCTU MPOSIOXUTb ONTUYECKYIO JIMHUIO CBSA3MW.
[Ansi KayeCTBEHHOro 06CNYXMBaHUS KabenbHbIX TENEKOMMYHWUKALMOHHbLIX CeTel HeobxoamMmo
npaBuIbHO OpraHM30BaTb NX MeTponorndeckoe obecneveHne (MO).

MeTponoruyeckoe obecneyeHve O3HayaeT COBOKYMHOCTb MNOAXOAOB K OpraHu3aumm
N3MEPEHNI, KOHKPETHbIX METOAUK, 06paboTKM pe3ynbTaToB, @ TakXKe U3MePUTENbHbIX NPUbopoB
HeobXoAMMbIX ANsi KOHTPONs 3a 3deKTUBHOM paboTon KabenbHbIX TENEKOMMYHUKALUMOHHBIX
cucTeM. B CBOKO o4vepeb KOHTPO/b MeTposiormyeckux xapakrepuctuk (MX), ucnonb3yembix
N3MepUTENbHbIX NPUOOPOB — OAHa M3 BaXkHeMWwux 3agad MO. DTOT KOHTPO/b OCYLLECTBASIETCS
Npu MNpPOBEAEHUN TOCYAAPCTBEHHbIX MCMbITAHWN, MOBEPKM, KaNMMOPOBKM W METPONOrnYecKom
3KCMEepTU3bl CPEACTB W3MEPEHWA C MOMOLIbK CrneumanbHO  paspaboTaHHbIX M HayyHO-
060CHOBaHHbIX METOAMK.

B noknage paccmatpuBaeTcs paspaboTaHHas Mmetoauka nosepku (MIT) pednekTtomeTpa,
BXOAALLEro B COCTAB W3MepUTENsl MNapaMeTpoB KabenbHbix nuHuKM  OEJIbTA-NMPO+. MM
pa3paboTaHbl B COOTBETCTBUE C TpeboBaHmamu [1].

OcHOBHassi  4acrb. VMnynbcHbli  pecdnektomeTp  maMeputens  OEJIbTA-MNPO+
npeaHasHaveH Ans onpeaeneHnsl paccTosiHUS A0 MecTa M3MEHeHMs! BOSTHOBOrO COMpPOTMBIIEHMS
BCEX TUMNOB Kabenen. MpuHUMN paboTbl pednekToMeTpa OCHOBaH Ha W3BECTHOM (hPU3NYECKOM
SIBNIEHNM OTPaXKEHUSI 30HANPYHOLLMX UMMYNBCOB OT HEOAHOPOAHOCTEW BO/IHOBOIO CONPOTUBIIEHNS
nccnegyemoro kabensi. C nomowpbio pedrnekToMeTpa MOXHO M3MepuUTb pacCTosiHMe A0 MecCTa
noepexaeHus kabens, onpenennTb XapakTep MOBPeXAEHUS, U3MepUTb pacCTOsHUE Mexay
HEOAHOPOAHOCTAMW BOMIHOBOIO COMPOTUBNEHUS, oOnpeaenuTb ANMHY Kabens wn u3MepuTb
K03 DULMEHT YKOpOUEHMUSI.

Mpy noeepke pednekToMeTpa ONpeaensaoTca ero cneayoLwme oCHOBHble MX: MorpewwHoCcTb
4YacToTbl  CrefoBaHUS  KanMbpOBOYHBLIX  METOK, MOrpewwHOCTb  U3MepeHus  pacCTOSHUS
pednekToMeTpoM, AMana3oH NepeKkpbiBaeMoro 3aTyxXaHusl.

Ana onpepeneHns BbllwenepeuncneHHolx MX npu nosepke npubopa 6binn  BblbpaHbl
cnepylowme 3TasloHHble CpeAcTBa MOBEpKM: uYacTotomMep Y3-85, wumelowumn cnegyrowme
METPOJIOTMYECKME XapaKTEPUCTMKU: AMana3oH usMmepeHuit: 1°1072-2:108 [y, norpelHocTb
n3MepeHns 4dactotel MeHee =0,05 %; aBa pe3uctopa C2-29-0,25 conpotusneHnem 60 Ow,
norpelwHoctb +0,5 %); cTyneHuyaTbii atTeHoaTtop API/Weinschel 115A-119A, umelowmin nsTb
CTaHAApTHbIX Anana3oHoB ocnabnenus: 0-9 ab, 0-69 ab 1 0-99 ab ¢ warom 1 ab, a Takxe 0-
60 ob n 0-90 b c warom 10 ab.

Onpegenenne MX nosepsieMoro npubopa

1. OnpegeneHve NorpewHoOCTN YacToTbl Cie4oBaHMs KannbpoBOYHbIX METOK.
[laHHyI0 onepaumio NoBEPKM BbINOSHAOT MNPU BKIKOYEHHOM MPUIOXKeHUN «PednekTtoMeTp»
B pexume paboTbl npubopa «KannbpoBouyHble MeTku». B AaHHOM pexuMe pednekToMeTp
BblpabaTblBaeT KaMbpOBOYHbIE METKM C YacToTou cnegoBaHus fx=1024 klu. CxeMa coeanHEHMs!
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npubopoB ANsi AaHHOM onepauny NOBEPKN NpUBEAEHA Ha pUCyHKe 1.

JEJbTA PO + ConpoTHBIEHHE

HATPY3IKH A .
BBIX O » 120 OM Yacroromep Y3-85

PucyHok 1 — Cxema coeamMHeHus HDMGODOB npu onpeaeneHnmn 4actoTbl CNEAOBAHUSA KaﬂMGDOBOHHbIX METOK

CurHan c Bbixogda npubopa 4epe3s Harpy3oudHble conpotueieHnss 120 Om  (aea
nocnefoBaTesibHO COeAMHEHHbIX pe3ncTtopa c cornpotmBneHveM 60 OM) nogaeTcsa Ha BXOA
yactotomepa 4Y3—85. C nomMowp 4acTOoTOMepa W3MEpSsieTCsa 4acTtoTa  CrefoBaHus
KanMbpoBOYHbIX METOK.

MorpelwHoCTb CnefoBaHns KanmbpoBOYHbIX METOK onpeaenstoT no dopmyne (1):

Af=farfs, T, (1)

roe Af — abconoTHas norpewHocTb; fusmw — 4acToTa, u3MepeHHast 4dactoToMepoMm; fx —
YyacToTa CflefoBaHnsl KanmMbpoBOYHbBIX METOK.

Pe3ynbTaT MOBEpPKM CUMTAETCA YAOBNETBOPUTENbHLIM, €CAM  4acToTa CflefoBaHus
KannbpoBOYHbIX METOK HaxoauTcsa B npegenax 1024+0,5 ku.

2. OnpegeneHune norpeLwHoCcT U3MePEeHNst pacCTosHNS pedeKTOMETPOM.

Onepauuio MOBEPKM BLIMOMHAOT MNPy BK/OYEHHOM NpUAoXeHun «PednektoMeTp» B
pexxnume paboTbl Npubopa «KannbpoBoUHbIE METKN>.

OnpegeneHve NOrpeLwwHoCT! N3MepeHnst pacCTosHUS NPOBOAUTCS C MOMOLLBbIO BCTPOEHHOro
KanubpaTtopa npu yCTaHOBMAEHHbIX pa3pelleHusx: 2 M, 38 cM. K Bbixoay npubopa HeobxoanMo
NOAKMIOUYMTL Harpy3oyHoe conpoTtusreHne 120 OM (gBa nocnefoBaTesibHO COeAMHEHHbIX
pesncTopa ¢ conpotmeneHneM 60 OM). [lnana3oH pacCTOSAHWMI B A@HHOM peXunMe No YMOMYaHWUIo
paBeH 1 KM. YcTaHaBnmBaeTcs KoadduumeHT ykopoyeHns 1,50 n paspelleHme no ocn X paBHoe
2 M. BHyTpeHHee CxeMOTeXHMYecKoe YCTpoMCcTBO npubopa obecneuvBaeT nepegayvy
KanMbpoBO4YHbIX METOK C BbixoAa pednekToMeTpa Ha ero BxoAd. [aHHble MeTKU SBASHTCS
STANOHHbLIMK  PacCTosiHMSAMU.  M306paxkeHne KanubpoBO4YHLIX METOK Ha 3KpaHe npubopa
NMOKa3aHo Ha PUCYHKe 2.

HyneBol Kypcop YCTaHaBNMBAETCS Ha MepeceyeHnr LeHTpa (ppoHTa NEepBOM METKM,
N3MEPUTENbHbIN Kypcop COBMELLAETCS C LIEHTPOM Cnaaa NepBOn METKU, N CHUMAIOTCS! MOKa3aHUs
PacCTOsAHUS Mexay Kypcopamu /uz».

3aTeM U3MepUTENbHLIN Kypcop MepeBOAUTCS Ha LEHTP (poHTa BTOPOM METKM, HyneBoWn
Kypcop NepeBOAMUTCS Ha nepeceyeHne LeHTpa ¢poHTa nepBol MeTku. CHMMAOTCS MOKasaHust
PacCTOsAHUS Mexay Kypcopamu /u;s.

MepeBoas W3MEPUTENbHBIA KYpCcOp Ha LUEHTp cnaga BTOPOM METKW, MpW YCTaHOBKe
HYNEBOro Kypcopa Ha nepecevyeHuMn LeHTpa ¢poHTa MEepBOM METKM, M3MEPSIETCS PacCTosiHME
U4,
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HaMEPMTEﬂbeI?& PACCTOAHME MENLLY HYPCOPaMM
| |
: | 48,8 m
| 1 2| 3 4
| |
| |
| |
| |
| |
| e
M K yxop.

PucyHok 2 — N306paxeHune Ha akpaHe npubopa KannbpoBOUHbLIX METOK

Bbluncnsetca  pasHOCTb  MeXay W3MEPEHHbIMM  PAcCTOSHUAMW U 3TaNlOHHbIMK - /3
pPacCTOSAHUSAMM, YKa3aHHbIMK B Tabnuue 1, no dopmynam 2, 3, 4:

Ni2=m12-1512 (2)
Niz3=M13 1313 (3)
Ng=m14 1314 4)

MNonyyeHHble pe3ynbTaTbl A/ HE AOMKHBI NPEBbLIWATL NPeaenbl NOrpewHoOCTH, yKa3aHHble B
Tabnuue 1.

MNpuBeaeHHblE Bbille onepauun Mo onpeaeneHnto A/, HeobxoaMMO MOBTOPUTL ANS
paspeLleHns paBHoro 38 cMm.

Tabnvua 1 — Mpegenbl AOMyCKaeMOM NOrpeLwHOCTY U3MEPEHUST PACCTOSIHUS pehIeKTOMETPOM

MeTku 1-2, (fu1z) 1-3, (fuz3) 1-4, (fuz4)
DTanoHHoe paccrosiHue (/5), M 48,8 97,7 146,5
Mpenen ponyckaemon norpelHoctn (AJ), +0,2 +0,2 +0,2

M

Pe3ynbTaTbl MOBEPKU CUYMTAIOTCA YAOBNETBOPUTENbHBLIMU, E€CNN MOJTYYEHHbIE 3HaYeHUs
abcontoTHOM norpewHocT A/ anst paspelleHnst 38 CM He MPEBbLILLAKT 3HAUYEHWUM, YKa3aHHbIX B
Tabnuue.

3. [lMpoBepka NepeKkpbiBAaeMOoro 3aTyxaHus.

Onepauuio MOBEPKW BbINOSHAIOT MNPU  BKIKOYEHHOM MNPUNOXeHUM «PecdnekTomMeTp»,
yCTaHOBMB TuM BXoAa «Pa3aenbHblin».

Ha nepBoM 3Tane BbIxo4 Npubopa coeanHSIOT C ero BXOAOM. YCTaHOBMB AMana3oH B 1 KM U
LWUMPUHY nMnynbca 4 MKC. MNoaaBas curHan ¢ Bbixoga pediekToMeTpa Ha ero Bxoa, HeobxoanMo
ybeanTbCcs B HAaNM4MM MMMNynbca Ha aKpaHe npubopa.

Ha BTOpoM 3Tane mexay BXOAOM M BbIxogoM wusMeputens [AEJIbTA-TMPO+ BknoyaroT
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atteHioatop API/Weinschel 115A-119A, Kkak noka3aHO Ha pucyHke 3. Ha aTTeHioaTope
yCTaHaBNMBalOT 3aTyxaHune pasHoe 90 ab.

o (5 l
JEJIBTA ITPO + ATTEHIOATOP 90aB

BX (D l

PucyHok 3 — CxeMa coeiMHeHWst pubopoB Npuy NpoBepKe NepeKkpbIBAaEMOro 3aTyxaHusl

Pe3ynbTaT MOBEPKM CYMTAETCS YAOBIETBOPUTESIbHLIM, €CNM MPW TAKOM 3aTyxXaHWM Ha
3KpaHe npubopa MOXXHO HabnoaaTb 0CAbNEHHbIV 30HAMPYOLMIN UMY bC

3axsmroyenne. PazpaboTaHHas MeToauka nosepku npubopa AEJ/IbTA-MPO+ no3sonser
KOHTPONMPOBaTb COOTBETCTBME Mpubopa 3asiBfIEHHbIM METPONOrMYECKUM XapakTepucTukam u
CBOEBPEMEHHO BbISIBUTb HEUCMPABHOCTL B paboTe npubopa.

Cnncok nimreparypbl

4. MocraHosrenme [occraHgapra NO40 or 21.04.2021r. «O6 OCywecTs/ieHmt METPO/IOIMYECKOH OLEHKU B Buge paboTt 1o
rOCyAapCTBEHHOM TOBEDKE CPEACTB U3MEDEHMI. .

5. PyKoBOACTBa 110 KCruiyatauyuy N3MEPUTESS NNapamMETPOB Kabe/IbHbIX ikt JE/Tb TA-ITPO+.

UDC 621.317.3

THE METHOD OF CHECKING THE METER PARAMETERS OF CABLE LINES THE DELTA-PRO+
Valova L.
master’s student gr.267041
Belarusian State University of Informatics and Radlioelectronics, Minsk, Republic of Belarus

Beloshitsky A.P. — Ph.D. (Tech.), Associate Professor at the department of IMS
Annotation. The article discusses the method of checking the meter parameters of cable lines
the DELTA-PRO+. The article presents the metrological characteristics of the device being tested
and the selected reference means of verification. Verification schemes and values of verifiable
points, as well as methods for estimating measurement errors.

Keywords: verification, methodology, measurer, cable lines
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