IMpodpuiakTuka npecTynjieHu, COBepuIaeMbIxX ¢ HCMOJIb30BaHHEM
BO3MOKHOCTEH IJ100aJIbHOM KOMIIBIOTEPHOI ceTu UHTEpHET

B ycnoBusix craHOBiIeHHS 00IIecTBa HHGOpMAIUs 0OpeTaeT 0co0yIo IIEHHOCTb,
a BOMPOCHI OE30MACHOCTH CTAHOBATCS Bce Oojee akTyaldbHbIMH. HecmoTpsi Ha
MpeuMyIIecTBa U Oy1ara, KOTOpPbIE CO3/1al0TCA 3a cUeT HU(POBHU3AIUHN OOIIECTBA, B 3TOM
MPOLIECCE €CTh U HETaTUBHAsI CTOPOHA - MPECTYIICHUS B Chepe BHICOKMX TEXHOJIOTHA.

B macTosmee Bpemsi HapsAy C TEHACHLMEH pOCTa MPOTHUBONPABHBIX JESHUMN
CYLIECTBEHHO YBEJIMUMBAETCSA U KOJUYECTBO MPUHUMAEMBIX PEUICHUI 0 BO30YXIEHUU
YTOJIOBHBIX JIEJT O XMUIIEHUSIX JIEHEKHBIX CPEACTB CYOBEKTOB XO3SMCTBOBAaHUS, B TOM
YHCIIe TOCYIapCTBEHHBIX peanpuatuii Pecryonuku benapyce, myTem Tak Ha3bIBa€MBIX
BEC-arak (Business Email Compromise).

BEC - s10 artaka, mpu KOTOPOW 3JIOYMBIIUICHHUKA HAYUHAIOT TMEPEMUCKY C
COTPYJHUKOM MPEANPHUATHS WM OpraHU3allMd C IEJIbI0 3aBOEBATh €r0 JOBEpUE U
yOeIuTh BBIIOJHUTH JEHCTBUS, UAYLINE BO BPE HHTEpECaM CyObEeKTa X035 HCTBOBAHMS
WJIM €0 KJIIMEHTOB. 3a4acTYIO UCIOJIB3YIOTCS B3JIOMaHHbIE aKKAYHThI COTPYIHUKOB WU
ajpeca, KOTOpblE€ BH3yaJlbHO IIOXOKM Ha oO(QuIMaiIbHbIE aJapeca Kak CyObeKkTa
XO3SIICTBOBAaHHUSA, TaK U €ro MapTHEPOB, HO OTIMYAIOTCA HA HECKOJIBKO CHMBOJOB (K
npumepy: «kUla@telliko.com», Bmecto «kula@teliko.com»). YepTbl Takux arak -
BBICOKHI ypOBEHb TOJITOTOBKM, HalWM4We 3HAHUA O CTPYKType cyObekTa
XO3SIICTBOBAHUSA U €€ MPOIIECCax, UCIIOIb30BAHNE TPUEMOB COIIMATEHOM WHKCHEPHUH.

[Topoit aTaka MPOXOIUT B HECKOJIBKO ATAMOB. 3IIOYMBIIIJICHHUKH TIPU TTOMOIITH
(bUIMHTa TOXUINAIOT YUYeTHBIE JaHHBIC PSIIOBOTO COTPYAHHUKA, MMEsI KOHEUHYIO LIETh -
ero OoJyiee BBICOKOIIOCTABJICHHBIN Kojulera. Yamie BCEro arakyroluX WHTEPECyoT
JICHBI'M CYOBEKTA XO3SIICTBOBAHUS, HO OBIBACT U TaK, YTO UX IEJIb - MOJIYYUTH TOCTYII K
KOH(HIeHIIMATbHON MHGOpPMAIINK, HAPUMEP K KIIMEHTCKUM 0a3aMm WK pa3padoTKaMm.

Cnpagouno: 011 nposedenus BEC-amaku 310yMblulIeHHUKU 8ce20a MUameibHO
cobuparom OauHble 0 dHcepmee U No30Hee UCNONb3YIOM UX, Ymobbl 3a60e6amb ee
oosepue. Hexomopvie maxue amaxu CMAHOBAMCS B03MOICHLIMU U3-3d MO20, 4MO
amaxyowjue 1e2Ko Haxo0sm 6 OMKPbIMOM 00CMYNne UMEeHA U NO3UYUU COMPYOHUKO8, UX
Mecmonoodcenue, 0amvl OMNYCKO8, CHNUCKU KOHMAKMO8 U opyaue OaHHble.
HUcnonvzyemess docmamouno wupoKull apceHal MexHU4ecKux npuemos u mMemooos
COYUANbHOL UHJICEHepUuU, 4mobvl eoumu 6 dogepue K dicepmee U COBepuUmb
MOWeHHUYecKue onepayuiu.

B 2021 r. crneacTBEeHHBIMH TOAPA3JACICHUSAMH CTOJHUIBI BO30YXAEHO 9
YTOJIOBHBIX Jel, cBsi3aHHBIX ¢ BEC-atakamu, B pe3ynapTaTe 4ero 3J0yMBIIUICHHUKA
3aBIaJIeNIN ICHE)KHBIMU CPEICTBAMU PA3ITMYHBIX MPEANPUATHH Ha 0OIIyI0 CyMMY OoJiee
1 000 000 py6ueii.

Cnpasouno: «J/labopamopusa Kacnepckoeo» coobwaem, umo 3a mau - agzycm
2021 200a 3uauumenvHo ygeauuunocy uucio yenesvix BEC-amakx Ha poccuiickue
komnanuu. Kax cneocmeue, 6 Onudicatiuiee 8pems NpOSHOUPYEMCs 3HAYUMETbHOE
yeenudeHue yKazaHHuvlx amak Ha cyovekmul xozaicmeosanus Pecnybnuku benapycs.

K npumepy, B utone 2021 roga Ha 3J€KTPOHHBIM MOYTOBBIA AIIMK COTPYIHUKA
OJTHOTO M3 MPEANPUATHIA T. MUHCKa MOCTYITHIIO AJIEKTPOHHOE MMCHMO OT KOHTpareHTa




MHOCTPaHHOT'O TOCYJIapCTBa, cojepskaliee TpeOOBaHUE OIUIATUTh TOCTaBKY TOBapa Ha
HOBBIM pacueTHBI cuer. B mociemyromeM OaHHBIA COTPYJHUK TMOJTOTOBUI
JIOTIOJTHUTENIBHOE COTJIAIICHUE, COJEpKalllee M3MEHEHHbIE PEKBU3UTHI CyeTa s
OIIaThl TOBapa, a IMOCJE €ro MOJIMUCAHUs PYKOBOACTBOM (0€3 M3yueHHUs U aHaIu3a)
JeHexHble cpeacTBa B cymMme Oosiee 200 000 EBpo 3aumcieHbl Ha pacyeTHBIA CYET
3JI0YMBIIIUIEHHUKA, OTKPBITHII B MTHOCTPAHHOM OAHKOBCKOM YUPEXKICHUU.

VY CTaHOBIEHO, YTO B YKa3aHHBIM MEPHOJ K AIEKTPOHHOMY MOYTOBOMY SIIUKY
MPEANPUSATHS OCYILIECTBICH HECAHKIIMOHUPOBAHHBIN JOCTYII, TUChMa, TOCTYMNaBIIIUE Ha
MOYTOBBIN SIUK OT KOHTpareHTa (mapTHepa), IepeHanpaBsIUCh 370YMBIIIJICHHUKY,
KOTOPBIN U BEJ EPETOBOPHI OT UMEHU KOHTPAreHTa.

Taxxe nMenIr MeCTo cllydau, KOT/ia K 3JIEKTPOHHOMY THUChbMY, cooOIIaronemy oo
M3MEHEHUU PEKBU3UTOB PACUYETHOIO CYETa JUJISl OIUIAThl, MOCTYMAJW BJIOKEHHUS C
MPWIOKEHUEM JIOTOBOpAa C TMEYaTbl0 M MOANUCHIO PYKOBOJUTENS KOHTpareHTta
(3a4acTyro MOTYT COJIEP>KaTh BPEIOHOCHOE MPOrpaMMHOE 00€CIICUEHHUE).

Tak, B 2021 r. cOTpyIHUK OJHOM M3 CTOJIWYHBIX OpraHU3alUi MOCPEICTBOM
MEPENUCKU IO 3JEKTPOHHOM MOYTE BEJI IEPETOBOPHI C MPEACTABUTEIEM UHOCTPAHHOM
KOMITaHUM (TMapTHEpa) MO BOMPOCaM OIUIATHI 3a MOCTaBKYy oOopynoBaHud. [lpu stom
MIPEACTaBUTENb HHOCTPAHHOTO IMapTHEPa HAMPABUII AJIEKTPOHHOE MUCHMO, COOOITUB 00
M3MEHEHNH PEKBU3UTOB PACUETHOIO CUETa JIsl OIUIAThl. B X0/1€ mepenucku CoTpyIHUK
OeJlopycCKOi OpraHu3anuu, He YyOeIUBIIMCh B NPUHAIJICKHOCTHM HOBOTO CueTa
(hakTHYECKOMY MOCTaBIIMKY, TOATOTOBUI MPUIIOKEHUE K JIOTOBOPY C U3MEHEHHBIMU
PEKBU3UTAMU ISl OIJIaThl M HAMpaBW €ro B aJpec MHOCTPAHHOW KoMmaHuu. B
MOCJIETYIOUIEM OT KOHTPAreHTa MoCTYNUI0 OTCKAaHUPOBAHHOE MPUJIOKEHUE K TIOTOBOPY
C TMEYaThl0 M MOIINUCHI0 PYKOBOJUTENS WHOCTPAHHON KOMMNaHWUU (MOIJETbHOE), Ha
OCHOBAaHMHM KOTOPOTO MPOM3BEACH IUIATEX HA PACUETHBIM CUET 3JI0YMBIIUICHHHKA.
OnHako yKazaHHBIE JCHEXHBbIE CpeACTBa OBUIM  BO3BpallleHbl OaHKOBCKUM
VUpeXKJCHUEM, TIOCKOJIbKY HauMeHOBaHWE OeHeduimapa HE COOTBETCTBOBAJIO
nercTBuTenbHOCTH. [locime 3Toro COTpyaHUK COOOMMI 00 3TOM 3JI0YMBIIUICHHUKY,
KOTOPBIW, B CBOIO OYEPElb, OTIIPABUII HOBBINM JOTOBOP, CONECPKAIIUNA UHBIE PEKBU3UTHI
JUTSL OTUIATHI, HA KOTOPBIM B MOCIEAYIONIEM U ObUTH 3a4UCIIEHBI JCHEKHBIC CPE/ICTBA B
cymme 6osee 10000 Espo.

YCcTaHOBIEHO, YTO COTPYAHHMK OpPraHM3aIlMi HUKAKOM TepemnucKd Mo (axrty
3aKJTFOYEHUS JOTOTHUTEIBHOTO COTJIANIEHUSI ¢ TAPTHEPOM HE BeJl, a OOIIaJICA B CETU
NHTepHET ¢ HEHU3BECTHBIM MOJb30BATENEM, HCHOJB3YIOIIUM aJpec 3JIEKTPOHHOU
MOYTHI, HE MPUHAJJICKAIIUNA WHOCTPAHHONW KOMIIAHWM, OTJIMYaroluiics Ha 1 OykBy B
JIOMEHHOM MMeHHU. [Ipu 3ToM UMSs MoJIb30BaTeNs JAEKTPOHHOTO MOYTOBOTO SIIMKA B
000HX CiIydasX B MOYTOBOM KJIIMEHTE OTOOpax)aaoch UACHTUIHO (OJUHAKOBO).

CoBeplIeHUIO yKa3aHHBIX MPECTYIUICHUH CHOCOOCTBOBAIM KOMIBIOTEpHAs
HETPaMOTHOCTh COTPYJHHUKOB CYOBEKTOB XO3SMCTBOBAaHMS, OTCYTCTBHE MEXAHU3MOB
KOHTPOJISE ¥ TIPOBEPKH AJIEKTPOHHONW MH(POPMAIIUU, MOCTYMNAIONIEH OT KOHTPAreHTOB,
KOHKPETHBIX JIMIl, OTBETCTBEHHBIX 3a COOTBETCTBYIOIIME HAMPABJICHHS CITYKEOHOU
JESTETLHOCTH, a TaKKe HECOOTI0ICHNE TPEOOBAHMI 3aKOHOIaTEILCTBA, B TOM YHCIIE,
Hupextussl [Ipesunenta ot 11.03.2004 Ne 1 «O mepax mo yKperieHuIo 00IeCTBEHHOM
0e30MmacHOCTH M JUCHMILTUHBDY, 3akoHa oT 10.11.2008 Ne 455-3 «O6 unpopmanumu,




uH(pOopMaTH3aluu 1 3amure nHpopmaum» 1 Ykasa [Ipesunenta ot 16.04.2013 Ne 196
«O HEKOTOPBIX Mepax MO COBEPIICHCTBOBAHUIO 3aIIUTHI MH(DOpMAITUNY.

AHanu3 JesTeNbHOCTH 3JIOYMBIIUICHHUKOB Ha Teppuropun PecmyOnuku
benapych mokaszain, 4TO OHU MACKUPYIOTCS MOJ OpEeHHbl Pa3IUYHBIX CYOBEKTOB
X035IUCTBOBAHMUSI, UX TAPTHEPOB M KOHTPAr€HTOB, UCIOJB3YIOT MACCOBbIE (DUIIMHTOBBIC
PACCBUIKH JJII JOCTABKU MOMYJSPHBIX BPEIOHOCHBIX MPOTpamMM IO BUIOM 3aKa30B,
3aMpoCOB JaHHBIX O TOBapax M HEOOXOJMMOCTH MX OIUIAThl M JaKe MPeI0KEeHUN
MOMOIIU B 00pb0E C KOPOHABUPYCOM.

OOBIYHO TakXKe MHUChbMA COJEpPKAT TPHU3BIBBI K AKTUBHBIM JEHCTBUSIM
noJyib30Batens (MPeACTaBUTh ajapecaTy KOH(UICHIMAIbHBIE TaHHbIC, MPOU3BECTU
OIUIaTy 3a YCIYTM W TOBap, KAaK MPAaBUJIO, HA HOBBIM pPACUETHBI CYET MO paHee
3aKII0YEHHBIM JIOTOBOPAaM MOCTABKH).

Jnst pacchliku (PUIIMHTOBBIX MUCEM MPECTYMHUKHU UCTOIB3YIOT UHCTPYMEHTHI
Gammadyne Mailer Turbo-Mailer, miardpopmy MailChimp, B Tom uuciie ais Toro,
9TOOBI y3HATh, OTKPHIBAJIOCH JIM JKEPTBOM MOJYy4YEHHOE MUChMO. Takke MPUMEHSIOTCS
paHee B3JIOMAHHBIE JJIEKTPOHHBIE IOYTOBBIE SIIIUKU [JISl OCYIIECTBICHUS HOBBIX
(UIIUHTOBBIX aTak, B TOM YHCI€ HAa TAPTHEPOB KOHKPETHBIX CYOBEKTOB
X0341CTBOBAHMS.

OcHOBHasi Macca CIydaeB XHUINEHHUS JEHEXKHBIX CPEACTB CYOBEKTOB
xo3siicTBoBaHusl B PecnyOnuke bemapych cBsi3aHa C 4eJIOBEUYECKUMHU OIIMOKAMH,
MTOCKOJIBKY COBEPLIEHUE aTaKW MPOUCXOAUT MOCTENEHHO.

3/I0yMBIIUVIEHHUK CHayajga M3y4aeT MpPeaIoNaraéMylo >KepTBY, COOUpaeT
HEO0OXO/JMMbIE CIPABOYHBIE JIaHHBIE. 3aTeM MEpPEeXOJUT K 3aBOECBAHUIO JIOBEpHS,
BBIHYKJ1asl KEPTBY HEOCO3HAHHO HApYLIUTh MpaBWiia 0€30MacHOCTU: MPEIOCTABUTH
JOCTY K  KOMIIBIOTEPHBIM  CETSIM,  XpAaHWIMINAM  JaHHBIX,  PACKPHIThH
KOH(pHICHIIMAIbHYIO HH(DOPMALIHUIO.

Cnpagouno: coyuanvbHas uHNiCEHepUus O0CODEHHO OnacHa, MNOCKOAbKY OHA
ucnonv3yem yenogedeckue owuoky, a He yazeumocms 110, komopwie copazdo menee
npeocKaszyemvl, 4em y2po3vl 8pe0OHOCHbIX NPOSPAMM.

OCHOBHBIMH CIIOCOOAMU COBEPILIEHHUS YKAa3aHHBIX IPECTYIJICHUH SBIISIOTCS:

1. Jlo:kHble CCBUIKH B JJIEKTPOHHOM simuke. [lucbma TIIATENBHO
MPOyMBIBAIOTCSA, O(POPMIISIOTCS IO o0Opasily TOM OpraHu3aluu, ¢ ajapeca KOTOpou
AK0ObI OHO TIOCTYTaeT. B muchbme 31I0yMBITUICHHUKY TPECTABISIOTCS COTPYAHUKAMU
OpraHu3alnii, cOOOIIAIOT O PACCHUIKE ClaMa C AKKAyHTa, CKPBITBIX COOOIICHHSIX B
JUYHOM KaOWHETE, O CTeHaIbHOM CYNEPIPEAJIONKEHUH - B XOI UAYT JIOObIE YIOBKHU.
HMeroT MecTo citydyau, Koria B TucbMe TpedyeTcs MepelTH 1o CChUIKE, B XO/1€ Mepexo/ia
Ha KOTOPYIO Ha KOMIIBIOTEDP 3arpyKaeTcsi BPEJOHOCHBIN KOJ, MO0 CChUIKAa BEJET Ha
(OUIIUHTOBBIA CaWT, HEOTJIMYMMBIM OT OpUTHHAJIA, TJI€ HEOOXOAMMO BBECTH MapoOJb,
JIOTHH, TeJIePOH U APYTYIO MH(DOPMAILIHIO.

2. @OumnHr-paccsliku 0T rurantoB MHrtepuera, nampumep, Google u
Dropbox. B nucbMe mocTymaeT mpocs0a MOATBEPAUTD SJICKTPOHHBIN aapec, KIMKHYB
Ha (DUIIMHTOBYIO TUIEPCCHUIKY, U CHOBA MPOUCXOJUT yTE€UYKa JTAHHBIX, HO TETEph HE
IpOCTO JIOTMHA W mapoiisi, a (aioB, KOTOpbIE XpaHSATCS Ha OOJAYHBIX JHUCKAX:
dotorpaduu, TOKyMEHTBI, IPE3CHTALIUH.




Cnpasouno: uuwune 6o2am He MONLKO JONCHbIMU CCOLIKAMU, HO U
NPUKPENTIeHHbIMU Patiiamu K 2JIeKMPOHHOMY NUCbMY, KOMOPble COOEPHCAM BUPYCHOE
110 ona 3apasicenus komnviomepa u nOAYy4eHus 00CMyna K UHGopmayuu ¢ Hezo.

3. [lenenanpaBieHHas aTaka ¢ HeJbI0 MOJYYeHHS JIMYHBIX JTAHHBIX.
37M0YyMBIIIUICHHUKN HIYT WHQOpMAIUI0 Ha TPOPUIAX B COLMAIBHBIX CETAX, TNIe BCE
CTaparoTcsl MOAPOOHO HAMKUCATh O cebe, TyOIHPYIOT €€ B MUChMeE: Koraa oOpamiarorcs
0 UMEHHU, C YKa3aHUEM JIOJDKHOCTH U MPOYEro, 3TO BBI3BIBACT JOBEPHUE U KEJaHUE
JIOTIOJTHUTH CBOIO WH(OPMAITHIO.

4.  ATraka HAa KpPyNHbIe OPraHU3ALUMU C IIEJBIO MOTYyYEHUS TOCTYIIa KO BCEH
uHopMaIuu, KOTOopas B JadbHEHIIEM TIO3BOJIMT OJOOPSATH TEPEBOABI Ha
MOIIICHHIYECKHUE CUETa, COBEPIIATh UHBIE ICUCTBUSI.

Cnpasouno: 6 yensax uzbexcauusi ymeuku OAHHbIX U MAMEPUATbHBIX PACX0008,
HeobX00UMO HA NOCMOSHHOU OCHO8E UHCMPYKMUPOBAmMb COMPYOHUKOE O CPeOCmBax
3awumsl UHGopMayuu.

5. IlepenanpaBjiecHue Ha OOMAaHHbIE CAWTBHI-ABOMHHUKH. OTO CaMbIil
OMACHBINA BUJI, TOTOMY YTO OOHAPYHUTh €ro OYEHb CIOKHO. KoMmbloTep 3apaxaeTcs
«TPOSTHOM», KOTOPBIH KJIeT cBoero vaca. Korga moiap3oBarens 3aX0IUT HA CTPAHUIIBI
MJIATEKHBIX CUCTEM WIJIM OaHKOB, BBITIOJHAETCS MOJMEHA OPUTHMHAIBHOIO caiiTa Ha
(UIIUHTOBBINA, C MOMOIIBIO KOTOPOro cobuparoTcs AaHHbie. [IporcxoauT 310 H3-3a
u3MeHeHus kama DNS.

6. B3jiom mo Homepy Tesedona. CyTh METOAA 3aKIIOYACTCS B TOM, YTO
3JIOYMBINIUICHHNKY HY)KHO 3HaTh HOMep TeleoHa KEPTBBI, YKa3aHHBIA TpHU
PETHCTpAIAU JICKTPOHHOTO IMTOYTOBOTO smuKa. [Ipu cOpoce maposis modyroBas ciryxoa
TpeOyeT BBECTH ITOCIICTHUE CUMBOJIBI HOMepa Telieona. Ha 3ToT HOMep oTmpasisercs
SMS-coo0menre ¢ KoaoM MOATBEPKICHUS cOpoca maposist. 3aTeM 3JI0yMBIIIJICHHUK
oTmpanisieT BTopoe SMS-coob1enne ¢ HeM3BeCTHOTO HOMEpa ¢ TpeOOBaHUEM YKa3aTh
KoJ1 13 iepBoro SMS-coo01ieHus. Y crex 3Toro MeTo/ia 3aBUCUT OT HEBHUMATETbHOCTH
KEPTBBI.

C uenpl0 TMPEJOTBpAIEHUS COBEPIICHHUS NPECTYIUICHUH paccMaTpruBaeMoun
KaTeropuu HeOOXOUMO:

MOCTOSIHHO OOHOBJIATH OPay3epbl, UTOOBI MOJIYYaTh 3AIIUTY OT HOBBIX YIPO3;

YCTAHABJIMBATH NOYTOBbIE CIAM-(UIBTPHI (YMEIOT paclio3HaBaTh CllaM, B TOM
qucie rpaduaecKuil, 1 OJOKUPYIOT MOSBJICHUE HEXKEIATSIIbHON TTOUTHI);

HCI0JIb30BAaTh AHTHBHPYCHbIE POTPAMMBI;

ObITh BHUMATEJbHbIMHM (OCCIUTATHBIH WHCTPYMEHT JUIS  3allUThl  OT
3JI0YMBIIIUICHHUKOB);

OOHOBJIATH ONEPANMOHHYIO CCTeMY. B 00HOBIIEHUSX COMEPIKATCS IMAKETHI JISI
WCIIPABJICHUS YSI3BUMOCTCH, dYepe3 KOTOPHIC 3JIOYMBIIIUICHHUKH MOTYT IOJIYYUTh
JOCTYI K KOMITBIOTEPY;

MOMHUTb, YTO OaHKH HE OTIPABISIOT MHChMa C MPOCHOON MOBTOPHO BBECTH
JIOTYH WJIU MapOJib;

NpoOBEPATH ajpeca CAWTOB M JJEKTPOHHBIX MNMHCEM HAa MPABUJILHOCTb.
Crnenyet oOpamrars BHuManue Ha URL-anpec pecypca, mockonbKy mpu (GUITIMHTE aapec
caiita oTimuaercs Ha 1-2 OykBbI, udpbl win cuMmBoia. [lomydas 371eKTpOHHBIE TUCHMA,




HEOOXOAMMO aHAJU3UPOBATh HE TOJBKO COIEPKUMOE, HO M HMS OTIPABUTENS U
AJIIEKTPOHHBIN TTOYTOBBIN SIIHUK, C KOTOPOTO OHO MOCTYIUIIO;

NpoOBePATH NPOTOKOJ. HItPS - 3To 3ammMileHHOE COeIUWHEHHE, NaXKe ECIH
3JI0YMBIIIUICHHUK TIEPEXBATHUT JIaHHBIE, TO TOJYYUT OECCMBICIIEHHBIH HA00Op CUMBOJIOB,
KOTOPBI He cMoxeT pacmmdpoBarb. HMHTepHEeT-cTpanuibl ¢ hitp  1o/mKHBI
HAaCTOPOXKHUTH B TIEPBYIO OUYEPE/Ib;

HCI0JIb30BATh HECKOJIBKO 3JIEKTPOHHBIX MOYTOBBIX AIIMKOB (ISl TMYHBIX U
JICIOBBIX MEPEMUCOK OTACTBHO);

NpOBEePATH TIIATEAbHO Ka)KI0€ MNHUCbMO, OCOOCHHO CO CCBHUIKAMH H
BJIO’KCHHBIMH (paitmamu. ECiii mrchMO MOCTYIHIIO CO 3HAKOMOTO TTOYTOBOTO SIIHKA, 3TO
eIIe He TapaHTHs 0€30MaCHOCTH - TIOUYTOBBIN SIIUK MOT OBITh B3JIOMaH;

YIQJIATh MHCbMA C TPeOOBAHMSMHM NMUH-KOAA WJIH TApPOJsi. DTO JTUYHAS
nH(pOpMaIs, 1 HIKTO HE HIMEET MpaBa €e MPoCMaTPHUBaTh;

o0pamaTh BHUMAaHHE HA OTNPABUTES MUCHMA U €ro cojep:xkumoe. B nuceme
MOKET HCIIOJIb30BATHCS aBTOMOJICTAHOBKA M3 MOYTOBOTO ajipeca, KoTopas He BCerjaa
SBJISIETCS] HUMEHEM;

NOAKJIIOYNTH ABYX(PAKTOPHYI) AYTEHTH(PUKANMIO IJs1 AKKAYHTOB BceX
3JIEKTPOHHBbIA MOYTOBBIX AIIMKOB U COMATBHBIX ceTeil. ITO CIlaceT B TOM cllydae,
€CJIM MapOJib U3BECTEH 3JI0YMBIIIUICHHUKY

peryJsipHo, He pexe 1 pasza B HeJIeJI0, TPOBEPATh aKKaYHThI BCEX AJIEKTPOHHBIX
MOYTOBBIX SIIMKOB HAa TPEIMET OCYIICCTBICHHS K HHUM HECAHKIMOHHUPOBAHHOTO
JOCTYyTIA.

3/I0yMBINICHHUK HE CMOXET OCTHYh CBOEH IICNIM W TOXUTHTH JCHEKHBIC
CpEICTBa, €CIU aTaka OyJeT CBOEBPEMEHHO BBISIBIICHA U OCTAHOBIIEHA, & ’TO BO3MOXKHO
Ha JIT0O0M ee dTare, MPU MPUHATANA COOTBETCTBYIOIINX MEP 3allIUThI, HAIIPABICHHBIX HA
cCoXpaHeHUE OJIarOCOCTOSIHMS CyOBEKTa XO3SHCTBOBAHMS, B TOM UHUCJIE TMpHU
COOJIFOICHUY CIICTYIONTUX TIPABHUIL:

1. Hukoraa He TOBEpATh OTIPABUTEIIO AJIEKTPOHHOTO MHUCHhMA.

2. Bcerna mpoBepsiTh OCHOBHBIE WICHTH(UKAIIMOHHBIE JaHHBIE M CIIyKEOHBIC
3arojIOBKM DJICKTPOHHBIX MUCeM (MOXHO Yy3HaTh W TMPOAHAIM3UPOBATH Ip-aapeC
OTMPABUTEIIS TMChMA U UHYIO HEOOXOIUMYI0 HH(GOPMAIIHIO), PEXkKE YeM OTBETUTH Ha
MUCHMO.

3. He mepexonuth 1Mo cChUIKaM U HE OTKPBIBAThH BJIOXKEHUS, €CITU OTIPABUTEIb
MMCHbMa HE TOT, KEM OH IMPEACTaBUIIC.

4. TmaTeapHO MPOBEPSATH aJIPEC CaliTa Ha HATMIHUE «OIEYaTOK) - TO MOXKET OBITh
KOIHS O(UIIMAIIEHOTO pecypca, 3aperuCTPUPOBAHHOTO CHCIHANIBHO ISl BBEICHUS B
3201y K ICHUE.

5. IlepenpoBepsTh MPOUCXOXKICHUE cailiTa, NPEeXJAE YEeM BBECTH CBOU
MepcoHaIbHbIE JaHHBIE (MM, aJJpec, PeKBU3UTHI J0CTYIa, (DUHAHCOBBIE CBEJICHMS).

6. B cimyyae BBeneHHS PEKBU3HTOB JIOCTYNla Ha IOJO3PUTEILHOM CailTe
HEMEJ[JICHHO CMEHUTD MapoJib.




