MunuctepcTBO oOpazoBanus Pecnybnuku benapych

VYupexxaenue o0pazoBaHus
«benopyCcCKui rocy1apCTBEHHBIN YHUBEPCUTET
MHPOPMATUKU U PATUOITCKTPOHUKI

KOJINMPOBAHUE U IITNO®POBAA
OBPABOTKA CUTHAJIOB
B THOOKOMMYHUEAIIUAX

MATEPWAILI MEXXOYHAPOOHOW HAYYHO-NMPAKTUYECKOW KOH®EPEHLIMN
(Pecnybnuka benapycb, MuHck, 24 anpens 2020 roga)

Munck BI'VUP 2020



KONUPOBAHUE U TH®POBAA OBPABOTKA CUTHAJIOB B MUH®OKOMMYHUKALTUAX

VJIK 621.391
BBK 32.811.4
K57

PenaxnuoHHAas KOJJIETUA:
B. K. Kononenbko (pykoBoauTenb KOHPEPEHLINN),
B. 1O. IIBetkos, JI. A. IlInuko

KonumpoBanme u 1mudpoBas oOpaboTka curHaioB B HUHQO-
K57 KOMMYHUKAITUAX | MAaTepUaAIbl MeXIyHAp. Hay4.-TipakT. KoHP. (PecnyOnmka
benapycb, Munck, 24 anpens 2020 roga) / penkon. : B. K. Konomnenbko,
B. 1O. IIBetkos, JI. A. lllnuko. — Munck : BI'YUP, 2020. — 80 c. : un.
ISBN 978-985-543-586-1.

COOpHHK  COJCP)KUT CTaThbH, TEMAaTHKa KOTOPBIX IIOCBSIICHAa HAy4YHO-
TEOPETHYECKHM M MPaKTHUECKUM paszpaboTkaM B oOmacth 1HQpoBoil 00pabOTKH
CUTHAJIOB, TEOPUU KOJUPOBaHHs, OOpaOOTKM M Tepeadyd H300paKCHUMA, 3allUuThI
MH()OKOMMYHUKAIIMOHHBIX CUCTEM U CETEH.

[lpennasHadeH misi HAay4YHBIX COTPYAHHUKOB B OOJACTH TEICKOMMYHHKAIIHH,
npernojaBareneii, aCIMpaHTOB, MATUCTPAHTOB U CTYJICHTOB TEXHUYECKUX BY30B.

Hayunoe uzoanue

Koppekrop B. B. Yenukosa
OtBeTcTBEHHBIN 3a BbITYCK B. FO. [[semkos
KomnbrotepHslil iu3aiin u Bepetka E. . Maketiuux

[Moxmucano B meyath 26.06.2020. ®opmar 60x84 Y%. bBymara odcernas. ['apautypa «Taiimey.
Otneuarano Ha puzorpade. Yeiu. ned. i1. 9,53. Yu.-u3z. 1. 7,8. Tupax 45 sk3. 3aka3 110.

W3naTens u nonurpaduyeckoe UCIOTHEHHE: YUPEKACHUE 00pa30BaHus
«benopycckuii rocy1apCcTBEHHBIN YHUBEPCUTET NH(OOPMATHKH U PATUOIIIEKTPOHUKI.
CBHIETENHCTBO O TOCYAAPCTBEHHON PETUCTPAINH W3AATENIs, M3TOTOBUTEII,
pacrnpocTpaHuTeIs meyaTHbix u3ganuii Nel/238 ot 24.03.2014,

Ne2/113 ot 07.04.2014. Ne3/615 ot 07.04.2014.

V. II. BpoBku, 6, 220013, r. MuHck

ISBN 978-985-543-586-1 © YO «benopycckuii rocynapcTBeHHbII
YHHBEpPCUTET HHPOPMATHKH
1 PaJIOJIEKTPOHIKIY, 2020



KOINUPOBAHUE U TH®PPOBAA OBPABOTKA CUT'HAJIOB B MUH®OKOMMYHUKALTUAX

COJEPKAHHUE

A.T. Nguyen, T.H. Doan, V.Yu. Tsviatkou

A fully seeded region growing algorithm by wave propagation..............ccccevveveeierinieeierisseees e, 5
Ren Xunhuan, Ma Jun, V.K. Konopelko
A fast feature error pattern generating two-dimensional error Patterns ............cccovvveeveiivrceieien e, 12

U.A. Visniakou, Hani H.J. Al-Musawi, Z.R. Al-Attar Abdulraouf, R.Kh. Khudier
Analysis and applications of information security in corporate information system, cloud computing

AN DIOCKCNAIN ...ttt sttt b et e st b e et e se et et et et ete st eseebessebe st ebesrersarenis 15
B.A. JIunnuukuii, A.B. Kyminepos

Hexotopbie cBOMCTBA 000OMIEHHBIX BUXKOOB ... .c.citiiiiirieiiieeicsteceienee sttt seene e 19
A.M. Mutioxun, 1.H. AcTpoBckuii

3anuTa HHPOPMAITUH C UCTIOJIE30BAHUEM TAOJHIBI CTAHJAPTHOTO PACTIONOKCHUS [T KOMIA ...vveeveeee. 24
M.A. Anuceenko, C.b. CanomaTun

3amuTa KaHAJIOB ITepeJaddl U XpaHCHUS JaHHBIX HAa OCHOBE aJIT€0OpandecKuX PEelIeTYaThIX KOMIOB .......... 28
. Ma, B.1O. IIlserkos, B.K. KoHoneinbko

OmHOTIOAUTEPAITIOHHAS CKETETU3AIINS H300PAIKEHIIH .....c.vevevenetieetestesesteses et seete sttt sne e sne st sne e b 34
A.C. ITyeakun, O.I'. llleBuyk, B.B. Uenukosa

CraOuim3anus BUACOIOCISA0BATEIPHOCTEH C HCIIOTB30BAHUEM HEHPOHHBIX CETCH ....voviviveririeiirieiiienas 39

A.O. Oaekciok, B.A. JIMDHUIKHH
YHUBepCaIbHBIN aITOPUTM KOPPEKIHH OMHOO0K 11 He NPUMHUTUBHBIX BUX-K00B B Anana3oHe IMH

[0 SO0 (0 T L TP TP 44
A.B. UH10THH

VY naneHue myma ¢ u300paKeHUH TOMOJIOTHYECKHX 00BEKTOB € MTOMOIIBIO ONEPATOPOB HEUETKOM

DY (0] 0101 (o) 71 SRS 50
J.A. Hapeiiko, O.I'. llleBuyk

MaCKHPOBAHUE HBO0PAMKEHIE ......vcvveriteneatieetisuesestesesteeeseseesessesesbeseabe et sse st sbes e et e s b e et ebeabes e et e et e b abeenebeanenes 54

A.B. 3aepko, B.A. JIlunuuukuii
BecoBoii MeTos penieHust mpoOIeMbl TPaHUYHBIX TUKCEIEH B alTOPUTME CBEPTOYHOM (QHIIBTpannu

TIAQDPOBOTO TITYMA ...t vvateseteseseseesesseseaseseaseaseseaseseaseseasensaseases e eeeseebensab e e et e aseb e ebes e eb e s eb e e et e ebeb e ebene et en et e abereanenes 59
A.B. Unwortun, E.E. Mapymko

[ToBbienue nHGOPMATUBHOCTH U300paKEHHUH CIIOEB MOJIYTTPOBOIHUKOBBIX MUKPOCKXEM .....vivrerereerens 63
I1.M. Byii

OreHka pucKoB KnOep0e30macHOCTH HHPOKOMMYHUKAITMOHHBIX CHCTEM .....cvvirererrerenrenesneseeiesnesesseeanennas 68

B.H. Bymuio, H.B. Tapuenko
MOAYIATOP MaAXA-LICHIIEPA  ....veuvetiteterieitertest ettt sttt sttt bbb bbbt b b e bt b et e bt b e bt ettt e beabeebesbeabs 74



KOINUPOBAHUE U LTH®PPOBAA OBPABOTKA CUT'HAJIOB B MUH®OKOMMYHUKALIUAX

CONTENTS

A.T. Nguyen, T.H. Doan, V.Yu. Tsviatkou

A fully seeded region growing algorithm by wave propagation..............ccccevvvveeieriiseieies e
Ren Xunhuan, Ma Jun, V.K. Konopelko

A fast feature error pattern generating two-dimensional error Patterns ............cccovvveeievenccieies e,

U.A. Visniakou, Hani H.
Analysis and applications of information security in corporate information system, cloud computing and
blockchain .........ccovevnne.

J. Al-Musawi, Z.R. Al-Attar Abdulraouf, R.Kh. Khudier

V.A. Lipnitski, A.V. Kushnerov

Some properties of generi

CBCH COUBS..... ettt ettt e sttt te st et e s e et e s e e eaeaaeas

A.l. Mitsiukhin, I.1. Astrovski

Protection of information

using standard location tables for code ...

M.A. Aliseyenka, S.B. Salomatin

Protection of data transmission and storage channels based on algebraic lattice codes ..........ccooeovvvviinnns
Ma Jun, V.Yu. Tsviatkou, V.K. Konopelko

Skeletonization with Single SUDITEIAtION.............ccociivieiicsecc e
A.S. Pchelkin, A.G. Shauchuk, V.V. Chepikova

Video stabilization using NEUral NEIWOIKS ..........c.ciiciiiei i
A.O. Aliaksiuk, V.A. Lipnitski

Universal error correction algorithm for non-simple BCH codes in the range of lengths from 0 to 99 .....
A.V. Inyutin

Removing noise from layout images using fuzzy morphology Operators ...
D.A. Nareiko, A.G. Shauchuk

TS ST a0 T4 U =TSSP
D.V. Zaerko, V.A. Lipnitsky

Weighted method solving of boundary pixels’ problem in digital noice convolution filtering algorithm.......
A.V. Inyutin, Y.Y. Marushko

Enhancement of informativity of integrated circuit layers images .........cccocevvveivieviciveinsee e
P.M. Bui

Assessing risks of infocommunication systems' CYDErseCUritY ........cvcveviivciici i

V.N. Bushilo, N.V. Tarchenko

Mach-Zehnder modulator

12

15

19

24

28

34

39

44

50

54

59

63

68

74



KOINUPOBAHUE U TH®PPOBAA OBPABOTKA CUT'HAJIOB B MUH®OKOMMYHUKALTUAX

VIIK 621.391

A FULLY SEEDED REGION GROWING ALGORITHM BY WAVE PROPAGATION

A.T. NGUYEN, T.H. DOAN, V.Yu. TSVIATKOU

Belarusian State University of Informatics and Radioelectronics, Republic of Belarus

Submitted 30 March 2020

Abstract. A fully automatic seeded region growing algorithm for image segmentation based on
quasi-parallel wave growing of regions around local extrema with a gradual change in the brightness
threshold from the extremum value was proposed. Unlike well-known segmentation algorithms, the
proposed algorithm allows to separate areas with smooth differences in brightness, and control the
number of segments sufficient to approximate images and compactly describe their segments.

Keywords: local extrema; image segmentation; region growing; level set based region growing;
wave region growing.

Introduction

Image segmentation aspires to gather pixels into prominent image regions, i.e., regions equivalent
to individual surfaces, items or accepted parts of objects. Segmentation is the course of action in which
an image is partitioned into constituent objects or parts. It is often the primary and most imperative step
in an image analysis task. The outcome of image segmentation is a set of segments that cooperatively
cover the intact image, or a set of contours extract from the image. Segmentation is one of the basic
digital image processing procedures underlying their analysis, visualization and object-oriented
coding [1].

Segmentation accuracy determines the quality of the subsequent processing results. In some cases,
the segmentation time may be limited, or it is necessary to control the number of image segments [2].
The main characteristics of image segmentation methods include time, errors, and compact presentation
of segmentation results.

Segmentation time is the main factor determining the effectiveness of segmentation methods.
Depending on the size, complexity of the image, the chosen method of segmentation and computing
resources, it ranges from fractions of a second to several minutes.

Segmentation errors are manifested in the accuracy and stability of the localization of regions
when changing the conditions of video recording, leading to a change in brightness, contrast, image shift
and rotation [3]. The main cause of errors in segmentation methods in real conditions is the uneven
illumination of the scene, which arises due to the instability of the light source, uneven distribution of
light over the surface of the object (especially large), and the inability to optically isolate the object from
the shadow of other objects [4].

Taking into account the compactness of the presentation of segmentation results [5] allows us to
evaluate the effectiveness of methods in terms of requirements for computing resources.

Histogram quantization segmentation does not provide an accurate division of areas due to the
assignment of identical numbers to segments with the same brightness. In addition, well-known
segmentation methods based on the formation of areas using a watershed [6-9], quantization by a
histogram [10], region splitting and merging using the quad-trees [11-13], region growing [14-20], are
not effective for separating regions with smooth differences in brightness. All the methods considered
do not provide adaptation to the restrictions on the segmentation time and do not allow controlling the
number of segments. In this paper, the urgent task is developing a method of image segmentation, taking
into account the above disadvantages.
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Research method

Automatic region growing method

Segmentation is a process of extracting required features or Region of Interest from an image for
future purpose like compression. The given or input image is sliced into multiple regions based on some
properties like pixel intensity, texture, position or some local (or) global statistical parameter. The
algorithm used in this proposed system for segmentation is Region Growing (RG) method and it consists
of two methods. The first method is Seeded Region Growing (SRG) method, it takes a set of seeds as
input along with the image and it requires seeds as additional input. The seeds mark each of the objects
to be segmented and compare with pixel value. The pixel with the smallest difference measured is
allocated to the respective region the difference between a pixel’s intensity value and the region’s mean,
is used as a measures of similarity, this process continues until all pixels are allocated to a region. The
second method is Unseeded Region Growing (URG). Simply it starts off with a single region. It differs
from seeded region growing as if the minimum mean pixel value is less than a threshold T then it is
added to the respective region If not, then the pixel is considered as it is different from all current regions
and a new region is created with this pixel [16].

The automatic seeded region growing algorithm is one of the simplest region-based segmentation
methods. It performs a segmentation on an image with examine the neighboring pixels of a set of points,
acknowledged as seed points, and conclude whether the pixels could be classified to the cluster of seed
point or not [16, 19]. The algorithm procedure is as follows

Step 1. We start with a number of seed points which have been clustered into N clusters, called

C,, C,...C. And the position of initial seed points is setas P, P,...R,.
Step 2. To compute the difference of pixel value of the initial seed point P, and its neighboring

points, if the difference is smaller than the threshold (criterion) we define, the neighboring point could
be classified into C;, where i=1, 2...N.

Step 3. Recomputed the boundary of C, and set those boundary points as new seed points P.

In addition, the mean pixel values of C, have to be recomputed correspondingly.

Step 4. Repeat Step 2 and 3 until all pixels in image have been allocated to a suitable cluster.

In [21] a Level Set based Region Growing (LSRG) method for automatic partitioning of color
images into segments was developed. Waves from the selected base points are iteratively emitted. At a
base point, the local variance of the data reaches a minimum, which indicates the base point is a suitable
representative of its local neighborhood. The local variance is determined by applying a hierarchical
gradient operator. The speed of the wave is determined by the color similarity of the point on the front
to the current coverage of the wave, and by edge information. The wave front propagation-based image
segmentation method was proposed to overcome the limitations of the existing region growing
techniques. The segmentation algorithm is summarized as

Step 1. Select a base point, initialize a wave front and a segment.

Step 2. Keep moving the wave front using the speed function until

(a) Eulerian method: a stopping criteria is fulfilled, go to Step 3
(b) non-Eulerian method: all points covered, go to Step 4

Step 3. Mark the current segment, and remove it from a set of available points. If no point remains
then stop, otherwise continue to Step 1.

Step 4. Find the maximum of the point-wise minimum arrival times. If the maximum is smaller
than a threshold then to stop it, otherwise continue to Step 1.

Base points selection

In [21] base points are iteratively selected. A point is assigned as a base point b if it represents
the color distribution within its local neighborhood as relevant as possible. The local color variance c?
and color gradient VI are indicators of the color homogeneity. The likelihood of being a base point is
inversely proportional to the gradient and variance. A point has a higher likelihood of being a base point
if it has smaller (with respect to a global maximum) gradient and variance values, which shows the color
of the point is consistent with its neighbors and color distribution is uniform around the point. This
prevents from starting a wave on an edge which will disturb the color homogeneity of the segment, and
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enable us to effectively center the initial wave front for more accurate segment boundary localization.
Ideally, a base point should be at the center of the segment that it belongs to.
Let 1(x, ¢) be the color value of the point in the corresponding color channel ¢ . Assuming the

color space is orthogonal, e.g. RGB, we define the local color variance within a local window W
around point as

o?=% 3 o[l(x ¢)—ux o)
c xeW (1)

where p(x, ¢) isthe color mean within the window and  is an envelope function which has a Gaussian

form. For the results presented in this paper, we assumed the contribution of all points within the window
is same, i.e. m=1. The color gradient is given as

IVI()| =%|I(x+1, y, €)= 1(x=1y, c)|+[I(x, y+1 ¢) - 1(x,y—1,c)| )

To compute the variance within a bigger window without increasing the computational load, we
applied (1) using the same window size of 5x5 pixels.

In [22-24] the local maxima or local minima are selected as base points using mathematical
morphology for automatic seeded region growing algorithm. Finding Local Extrema (LE) is often solved
by mathematical morphology using dilation and erosion operations, respectively. It gives accurate
results compared to block algorithms. However, the morphological algorithm has high computational
complexity, which is associated with separate processing of maxima and minima, as well as iterative
processing of the neighborhoods of all pixels. In this proposed system we developed two algorithms for
extracting local extrema in grayscale images with low computational complexity, high accuracy and less
memory [25, 26].

Proposed segmentation method

To overcome the limitations of the existing region growing techniques a Quasi-Parallel Wave
Growing (QPWG) algorithm for automatic partitioning of regions around local extrema is proposed.
The essence of the algorithm consists of extracting local extrema in the image, gradually adding new
elements to them, taking into account their location around the extrema, the threshold value that is
stepwise changed from the extremum value in the opposite direction to avoid blocking the wave growth
process. The process of oncoming wave propagation continues until all areas are segmented. The
segmentation algorithm is summarized as

Step 1. Find all local extrema as seed points, start with a number of local extrema which have
been clustered into N regions, called R, R,...R,. And the position of local extrema is set as

E,, E,..E. Initialize all wave fronts and all segments around the local extrema.

Step 2. Keep quasi-parallel moving the wave fronts around all extrema using the extreme values
to compare to neighbor pixels. To compute the difference of pixel value of the initial seed point E; and

its neighboring points, if the difference is smaller than the current threshold (initial threshold T =1), the
neighboring point could be classified into R, , set those boundary points as new seed points for the next

loop, otherwise save current seed points into a memory stack STACK , where i=1, 2...N.

Step 3. If the STACK is not empty then the current threshold is added to 1 (T «—T +1) value
and set seed points in the stack as new seed points for the next loop using the current threshold.

Step 4. Mark all segments. If no point remains then stop, otherwise continue to Step 2 and 3.

To reduce redundancy and increase the stability of segmentation to noise, low-pass filtering can
be used as pre-processing.

As a result of the proposed algorithm, a segmentation matrix is formed, the value of each element
of which indicates the number of the segment to which the pixel of the segmented image belongs to the
corresponding coordinates. The number of segments obtained coincides with the number of local
extrema, which allows controlling the number of segments, as well as the location and segment size.
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Results and analysis

To assess the effectiveness of segmentation methods four test grayscale images are shown in Fig.
1: Best and Worst with smooth differences in brightness, a low-frequency image Lena and a high-
frequency image City in 256 x 256 pixels. The local extrema of these images are shown in Fig. 2.
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Fig. 1. Test grayscale images: a — Best; b — Worst; ¢ — Lena; d — City

a b

Fig. 2. Local extrema of test images: a — 2 extrema;
b — 2 extrema; ¢ — 7505 extrema; d — 4830 extrema

In Fig. 3-8 the results of segmentation of the above grayscale images are shown using region
splitting and merging using quad-trees (Splitting&Merging), gradient-based watershed algorithm,
unseeded region growing (URG), local extrema based seeded region growing using morphology
(SRG+LE(M)), level set based region growing (LSRG) and the proposed segmentation method using
morphology (QPWG+LE(M)) or using new algorithms to find local extrema [25, 26] (QPWG+LE).

a b c d
Fig. 3. The result of applying the algorithm Splitting&Merging: a — 79 segments (T =0);
b — 77 segments (T =0); ¢ — 25753 segments (T =0); d — 40081 segments (T =0)

-
Fig. 4. The result of applying gradient-based watershed algorithm:
a— 62 segments; b — 62 segments; ¢ — 8728 segments; d — 8003 segments
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a b d

Fig. 5. The result of applying unseeded region growing algorithm: a — 152 segments (T =0);
b — 145 segments (T =0); ¢ — 6988 segments (T =5); d — 9323 segments (T =5)

a b c d
Fig. 6. The result of applying local extrema based seeded region growing algorithm using
morphological operations: a — 2 segments (T =5); b — 2 segments (T =5);
¢ — 7507 segments (T =5); d — 4830 segments (T =5)

a b c d
Fig. 7. The result of applying level set based region growing algorithm: a — 39 segments (T =20);
b — 54 segments (T =20); ¢ — 305 segments (T =40); d — 269 segments (T =40)

a b

Fig. 8. The result of applying the proposed algorithm QPWG+LE:
a — 2 segments; b —2 segments; ¢ — 7505 segments; d — 4830 segments

Fig. 3-8 show that the proposed algorithm ensures a stable border position and the allocation of
two regions for any value of the brightness drop (Fig. 8a, b). Other algorithms for some values of the
brightness difference show an error or redundancy in segmentation, extracting a lot of redundant areas
in the image. Thus, the proposed algorithm provides an increase in the sensitivity of segmentation to
differences in brightness, the shapes of the obtained segments of which are not complex and depend on

9
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the locations, shapes, and distances between the extrema in the image, which allows them to be
compactly described for subsequent processing. Such a compact description of segments is of interest
for image recognition and compression.

The effectiveness of the proposed algorithm and known segmentation algorithms are evaluated.
As for indicators of effectiveness, we used the time of segmentation, the stability of borders and the
number of segments.

Fig. 9 shows dependences of the number of segments on brightness and contrast changes,
characterizing the stability of the segmentation results. Stability is estimated by the ratio of the number
of segments for the base image to the number of segments for the modified image subjected to a change
in brightness and contrast. It was found that the proposed algorithm wins in the stability of the number
of segments when changing brightness, contrast compared to well-known algorithms

4
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Fig. 9. Dependences of the number of segments on brightness and contrast
changes of image City (Fig. 1d): a — Brightness change; b — Contrast change

In Table 1 the results of estimating the segmentation time for the considered algorithms are
implemented in MATLAB and MATLAB ®Image Processing Toolbox (R2015b) using Intel Core i3
3.1 GHz system with 6 GB of RAM. For this experiment, we used four grayscale images: Lena, Barbara,
City, and Man.

Table 1. Comparison of segmentation performance

Aleort Programming Segmentation time,_ S
gorithms languages Lena Barbara City Man
128x128 256 x 256 512x512 1024 <1024
1 | Splitting&Merging | Visual C++/MATLAB 0,029 0,077 0,311 1,246
2 Watershed Visual C++/MATLAB 0,017 0,043 0,162 0,917
3 URG MATLAB 0,027 0,068 0,208 0,808
4 SRG+LE(M) Visual C++/MATLAB 0,036 0,105 0,478 2,058
5 LSRG Visual C++/MATLAB 0,178 0,691 2,821 11,465
6 QPWG+LE(M) Visual C++/MATLAB 0,094 0,293 0,998 4,117
7 QPWG+LE MATLAB 0,067 0,247 0,937 3,374

Table 1 follows that the proposed algorithm wins in segmentation speed compared to
QPWG+LE(M) and LSRG in any image size, but loses in segmentation speed compared to URG,
SRG+LE(M), Splitting&Merging, and gradient-based watershed algorithms written in Visual
C++/MATLAB programming languages. The processing speed of the proposed algorithm is faster when
implemented in C++ programming language.

10
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Conclusion

In this paper a quasi-parallel wave growing algorithm of regions around local extrema for image
segmentation is proposed. The essence of the algorithm consists of the quasi-parallel growing of regions
around local minima and maxima selected as the initial seed points. This provides automatic separation
of areas with a smooth difference in brightness, which well-known algorithms segment with errors. It is
shown that the proposed algorithm makes it possible to clearly distinguish segments and control their
number in comparison with the known segmentation algorithms. To reduce redundancy and increase the
stability of segmentation to noise, low-pass filtering can be used as pre-processing.
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Abstract. In this paper, after comprehensive analysing the existing method for forming feature error
pattern, in which the types of two-dimensional vectors are allowed to determine. A fast feature error
pattern generating algorithm is proposed by the idea that constructing other error patterns by using
the simple or basic error pattern. This algorithm is faster than the previous algorithm theoretically.

Keywords: error pattern, two-dimensional vectors.

Introduction

In this paper, our research focused on the t by t matrix, in which there are only t elements are one.
These elements can be called as point. The work is based on the generating of two dimensional error
pattern whose generating process is very complex and consume much amount of time, in [3 - 6] method
for generating complete point vectors was proposed, however, in which the computational complexity
dramatically increased with the climbing of the order of t, so before processing the information, we need
to reduce the pattern of point library in the initial stage.

The rest of the paper is organized as follows. In Section 2, a brief introduction of the classical
method for classification numbers (points) will be presented. And in section 3, an improved algorithm
which used to generate the patterns library has proposed. The conclusion will be given in Section 4.

The method for classification error patterns

On the basic of [1], our research focused onthe t by t matrix, in which there are only t elements
are one. In statistics, where classification is often done with logistic regression or a similar procedure.
The most primitive method to generate all possible point patterns through an exhaustive search, the point
pattern can be equivalent to a matrix which is t by t and the set of possible patterns are represented by

A4 = Ct‘2 , As can be seen from 4,, when t =2, we need to analyze 6 possible patterns, then when t =7

— about 90 million, as t increases, the amount of calculation increases exponentially. Therefore, in the
following work, without changing the complete library patterns, we will reduce the computational
complexity by reducing the total number of patterns.

Algorithm forming the libarary patterns

In [1-5] we know that when t =2 the set of point locations in the table consists of 6 different
combinations. The number of point patterns depends on the number of random permutation characters.

According to the result we concluded that the structure of the patterns which can divide into two
categories, the rank of the first type of matrix is less than t, the rank of the second type of matrix is equal
to t, and then we can divide the first type into three structures. The shape formed by "1" has no
intersections. The second is that the shape formed by the error pattern contains intersections. The
structure of the patterns is shown in Fig. 1.

At first, we need to calculate the rank of the matrix, if the rank of the calculated matrix equal t
(R =t), in the other word the matrix belong to the identity matrix, otherwise R <t and we need to

classificate the structure of the matrix which rank is less than t.

12
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The rule for forming the library of point patterns:

1. Calculation the rank of the basis pattern txt.

2. Analyzing the structure of the basic pattern t xt.

3. According the structure of the basic pattern extension the patterns (t +1) x (t +1).

R 3 P

a b c d
Fig. 1 The structure of the error patterns:
a, b —no intersection; ¢ — intersection; d — diagonal

At the basic of the conclusion we classify the matrix whose rank less than t as two parts, one part
as the Fig. 2 shows, there is no double linked points, in other words the coordinate of the point doesn’t
have the intersection, for example the pattern of 3.01 and 3.02 they don’t have the intersected coordinate.

2.01 2.02
1 1 1
o
111 111 1(1 1
1 1 1
1
3.01 3.02 3.03 3.04

Fig. 2 From patterns 2.01 and 2.02 obtain the patterns of t =3

After the above pre-processing process, we use the following rules to obtain the final reduced
error pattern library:

According to the definition [2], the two matrices are equivalent if they can be transformed into
each other through the transformation. Select any one of the equivalent matrices as a representative,
indicating this type of point pattern. Rules can be expressed as follows:

The rule for creating the library of point patterns:

1. Calculate the total number for each string (s) and column (c) and sort the results by size.

2. Calculation of rank for each matrix.

3. Calculating the number of intersections by row and column.

4. Calculating the sum and difference of the intersection coordinates.

After we obtain those subsets which shown in figure 2, we need to calculate the transposition of
them, from the 3.01, 3.02 to 3.01" and 3.02". It is clearly that the transposition of 3.04 is itself because
3.04 is an identity matrix. Furthermore, the transposition of the pattern of 3.03 also has this special
property here, although its transposition is not completely same as the original pattern, we also seem
they are the same .This phenomenon is caused by the definition which mentioned in [2].

According to the results of the above analysis, for those patterns without intersection structure,
the only need for us to get patterns mentioned in [1-5] is to around three positions add "1", right, lower
and lower right position respectively. However, for those patterns with intersection structure, getting the
wanted results, we need to add "1" in five different directions which presented in Fig. 3.

13
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111 1(1 111 1(1 1(1

1)1 111 1 1 1
1 1 1

a b c d e

Fig. 3 From pattern 3.02 obtain the pattern of t =4

In this experiment, we add "1" to the patterns according to the rules mentioned above to produce
other error pattern, which eliminate the redundant operations in [4-5]. The proposed algorithm can
generate the t+1 order pattern from the t order pattern by using of the iterative methods.

Conclusion

In this paper, a fast feature error pattern generating algorithm has proposed which based on the
existing simple two order error patterns to derive those error patterns with higher order or more complex.
Our method has better performance when in terms of the speed when comparing with the generating
algorithm which proposed in [3-5]. Furthermore, the feature error pattern yielded by our algorithm is
more intuitive, so it is easy to find out originate error pattern, which providing the shortcuts and
theoretical base for identification in the future research.
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Abstract. The analysis of information security (IS) threats in the corporate information system
(CIS), cloud computing environment is executed. Separate approaches to the information protection
in CIS, cloud environment, blockchain technology are considered. Separate applications for IS
in CIS and cloud environments are presented. The blockchain application for use in education
is considered.
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Introduction

Traditional information security (IS) tools, such as access control systems, firewalls, and intrusion
detection systems, control only those information flows that pass through the channels intended for their
transmission, so threats that are implemented through hidden information transmission channels cannot
be blocked with their help. In these conditions, protection technologies against threats that are formed
using hidden channels of information influence or within the security perimeter of a corporate computer
network become important [1].

An important direction for improving security technologies and information security systems is
to counteract bilateral threats, in which the subject and object of information interaction processes is a
potential carrier of dangerous impacts. In such cases, it is necessary to use threat models that identify
potential vulnerabilities both at the level of processes that control access to resources of guest operating
systems (OS) or applications, and at the level of system calls to the hypervisor, which itself can become
a source of destructive impacts that are implemented by disrupting the operation of the task scheduler
or hardware Manager. The resulting threats must not only be detected quickly, but also block the used
unauthorized channels of information impacts, which are implemented in cloud computing (CC) OV
environment in a mode that is hidden for guest operating systems. Therefore, an important factor in
improving the effectiveness of protection systems against hidden threats is taking into account the
direction of transmission, syntax, and context of the transmitted data streams [1].

The development of CC technologies and environments introduces new sources of threats that
must be taken into account when ensuring the security of computer systems and services. At the same
time, the dynamic nature of information interaction processes makes it difficult to quickly assess the
risks of violating the confidentiality, integrity, and availability of software and infrastructure resources
provided in remote access mode.

Protection against such destructive impacts must be implemented at the level of system call
management processes or control of undeclared capabilities (CUC) of application software, which
requires the creation of new models and methods to counter attempts by both external and internal users
to change the state of security of information resources in the environment of the CC.

Information security in corporate information systems

Development of the existing approach to the protection of CIS is more comprehensive and
systematic view of the organization of protection by a decision task: choosing the means of protection
taking into account architectural and functional specificity of CIS, to focus on the security keys, and not
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on the threats; introduction to system protection the objective function, a measure of security; ensure
and control the level of safety of the processes occurring in the keys; formalized representation of keys
as an object of protection [2].

The task organizing the protection of information resources is formulated as the task of ensuring
the safe functioning of automated business processes of the enterprise. Security as a quality is described
by the properties of integrity (1), accessibility (A), confidentiality (C), etc., which can be set by linguistic
values.

The main sources of information about the state of CIS elements that are important for the task of
detecting attacks are identified: event logs and information about processes occurring on CIS servers,
router logs, packets, transmitted over the network, event logs and information about processes occurring
on workstations.

The model of multi-agent IDS is considered, which includes a set of interacting intelligent agents,
information system components, and sources of information to be analyzed for the task of detecting
attacks [3].

The structure of the protected network of the CIS is presented. The server is running Slack ware
Linux 10.2 with the kernel version 2.4.31. This version of the kernel is the most researched, stable, and
contains the minimum number of vulnerabilities detected. The server is protected using the IPTables
firewall (v1.3.3). The result of combining IDS Snort and ITU IPTables is a two-level security system:
at the first level, IPTables checks the incoming packet for compliance with its filtering rules, if the
packet has received permission to pass through the firewall, it is checked by the intrusion detection
system for the presence of malicious code in the body of the incoming packet.

Information security in cloud computing environment

The growth of threats calls for continuous improvement of approaches and methods for ensuring
information security of the cloud computing environment (CCE), and the search for new technologies
in the field of creating system of information security [4].

Traditional methods of intercepting system functions of guest operating systems do not allow
detecting software "bookmarks" that are implemented in the OS at the boot stage. For example, the
RuStock software agent can cause the system to fail and change pointers to system handler tables by
accessing the structure of the processor's Executive region in the debugging session, and modify data
from internal OS tables.

The following tasks are important for detecting malware in CCE [5]:

—development of a model of hidden threats to information security in the cloud computing
environment, taking into account the active nature of subjects and objects of information interaction;

— development of a model of operations that occur with data when they are processed in the OV
environment, which allows formalizing the description of information processes in the form of a
multigraph of transactions;

— development of a method for detecting hidden threats using the proposed operation model based
on the characterization of the transaction hierarchy;

— development and implementation of an algorithm for predictive identification of hidden threats
based on the incident matrix and security policy rule tables in the guest OS and hypervisor;

The main security requirements for the CC environment are: round-the-clock security monitoring;
detection of malware in guest NOS and hypervisor; protection of the VMS themselves; protection tools
should not significantly affect the performance of the management subsystem. The solution for CCE
providers to use specialized security tools that take into account virtualization technology; the integrity
of data and applications; perimeter protection and delimitation of the network.

The main threats to the CC environment are: VMS are dynamic, they are cloned and can «move»
between physical servers, which affects the development of security integrity; CC servers and local
physical clusters use the same OS and applications, which increases the «attacked surface»; when the
VM is turned off, it is at risk of infection; when using CC, the network perimeter is blurred or disappears,
which leads to the fact that the protection of the less secure part of the network determines the overall
level of security; to protect against functional attacks, the following security measures must be used for
each segment of the OV environment: for the domain controller server, effective protection against DoS
attacks, for the Web server, page integrity control, for the application server, application-level screen,
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for the data storage system, backup, access control; most users connect to the cloud using the browser
(Cross Site Scripting attacks, password theft, browser session hijacking, man-in-the-middle attacks,
etc.).). A large number of VMS requires management systems that can be tampered with to block the
operation of the VM; an attack on a hypervisor can lead to one VM being able to access the memory
and resources of another.

Information security in blockchain and its application in education

The functioning of the block chain and its security is provided by miners and other block chain
participants [6]. Access to the block chain takes place using special keys that guarantee the reliability of
the entire network. Every user has it. A key is a set of cryptographic records. It is absolutely unique,
which guarantees the impossibility of data substitution and hacker attacks. To do this, hackers need to
access all the computers on the network. Mechanisms that ensure the efficiency and reliability of the
block chain are algorithms of Proof of Work (PoW) — the work done, and Proof of Stake (PoS) —
confirmation of the share. POW in the block chain checks the calculations generated during the creation
of a new block. The block is recognized as true and closed, provided that the value of its hash is less
than the signature sought by miners. That is, a certain cryptographic cipher shows the authenticity of the
block [7].

Confirmation of education documents is carried out using state registers, which is a complex and
resource-intensive process. There is an increase in the number of forged documents in the world, which
calls into question the effectiveness of modern mechanisms. Distributed Ledger technology (blockchain)
is a sustainable technological trend that affects the development and quality of the digital economy. The
existence of a mechanism for verifying the authenticity of educational documents that is resistant to
malicious manipulation is an urgent task that goes beyond the sphere of education, possible solutions to
which are proposed in this paper [8].

Current state. Educational institutions issue diplomas in paper form. Received diplomas on paper
are subject to destruction in the event of natural disasters and falsification. It is necessary to define
separate related sub-processes for an educational institution that determine the release of digital
education documents using distributed registers (TRR) technology for storing digital «analogs» of
documents. Determining an effective mechanism for verifying the authenticity of a document without
the involvement of a third party. Advantages: reliability of storage, absence of intermediaries in the
verification process, reliability of the received data.

Limitations. At the moment, there are three of them. There is no single digital document format,
which can be solved within the framework of the Bologna process. The lack of productive information
systems is that can ensure the execution of algorithms for issuing / checking in automatic mode. No
legal basis for digital verification of authenticity without the participation of an authorized person-
confirmation of educational documents is carried out by affixing an apostle on a copy or original of the
document in accordance with the resolution of the Hague Convention of 1961.

The problem of validation. Transactions related to mechanisms for confirming authorship or
authenticity using the digital equivalent of a document are used to present proof of one party to the other.
The validator verifies the hash value, the transaction timestamp, and the identity of the bearer record.
The mechanism for automated document validation based on the use of blockchain covers only two
parties (the bearer and the verifier), which is not sufficient in the case of official documents, the issuer
of which must be present in the model as a trusted third party. The confirmation model must establish
not only that the document belongs to the issuer, but also confirm the issuer's authority to carry out this
type of activity and additional information (for example, for the education sector, lists of training
specialties for a certain period of time in accordance with the license).

Conclusion

1. The article considers the threats of is to the CIS, and suggests using the technology of multi-
agent systems to protect the perimeter of the corporate system.

2. We consider the threats of is for the OV environment, and suggest using neural network
technology to protect against malware that can be used in the SaaS model.
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3. The mechanisms of blockchain technology with information protection through encryption and
hashing of lists of distributed registers are considered. It is proposed to use this technology in education
for document control.
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Annoranus. [IpousBeneHa J0CTaTOYHO TOYHAs OLCHKA KOJIMYECTBA Pa3MYHBIX OOOOIEHHBIX
BUX-xkomoB (OBUX-kom0B) Ha KaXkAoil KOHKPETHOW mJMHE. YCTaHOBIEH psJ CBOMCTB
M B3aMMOCBsI3ei 3TuX KojoB. Hanbosnee noapodHo paccmorpensl OBUX-ko/1bl ¢ KOHCTPYKTUBHBIM
paccTosiHUEM TPH W TIATh, HOCKOJBKY Mog00Hele BUX-kompl wame BCEro M HCIOJIB3YIOTCS
B peEaJbHbIX HMH(POKOMMYHUKAIIMOHHBIX CHCTeMaX. JlaHO TpaKTHYECKW IIOJNHOE OIHCaHHUe
Ha3BaHHBIX KOJOB B Juana3oHe JIMH oT 7 mo 107.

Kniouesvie cnosa.: nuHeHHbIE TUKIMYECKUE KOIBI, MUHIMAIEHOE PACCTOSHIE KOJa, IPOBEPOTHAS
Matpuua koaa, bBUX-konel, OBUX-kobl.

BBenenue

Koapl boy3a-Hoyaxypu-XoKBUHIeéMa — OJUH U3 CAMBIX U3YYECHHBIX U MPUMEHSIEMBIX KJIaCCOB
JMHEHHBIX MTOMEXOYCTOWYMBBIX KOIOB. DTH KOIBI YCIEHIHO 3apEKOMEHAOBAIN ce0sl Ha MPaKTHKE.
CpoiictBa BUX-ko10B pacmonaraloT K YCHEIIHOMY NPUMEHEHHIO anreOpandecKux METOAOB IS
oOHapyXeHHs 1 UcTpaBieHns omuook [1]. B gacTHOCTH, e TMHCTBEHHBIM METOJIOM JIJISl NCIIPABICHHUS
ommnOok Oompmion kpatHocTH B BUX-komax sBistoTcst MeTosl Teopun HopM cuaapomoB (THC). B
XO/Ie WCCIIeIOBaHUsl JaHHOTO Kjacca KOJOB M Pa3pabOTKM METOJO0B ACKOAMPOBAHHS BO3HHKIIA
HE00XOIMMOCTD pacimpenus kinacca BUX-ko10B, 4To PUBENO K paccMOTpeHnto 0000mEHHbIX BUX-
koz0B. Takue KoabI cCOXpaHsIOT cBoiicTBa cemeiicTBa BUX, ogHako Bcé ke TpedyIoT Oolee eTalbHOTO
uccnenoBanus [5]. Ha ompegenéunbix mmmHax OBYX-KOAbl JAEMOHCTPHUPYIOT KOPPEKTHUPYIOIINE
BO3MOXXHOCTH, TPEBOCXO/ISIINE TAKOBBIE Y KIIACCHYECKUX KOJOB JAHHOTO ceMmeiicTra [3,4].

0O000ménnpie BUYX-Kkoabl

Ilycte N — ¢ukcupoBaHHOE YKCIIO, TTpeBOcXosmiee | u He kpaTtHOe 2. B cury Manoii Teopemsl
depma CylIeCTByeT HaMMEHbIIIEE HATypalibHOE YMciIo M, Takoe, yto: 2" —1 genuTcs Ha N, TOraa
2" —-1=n-v gns Hekotoporo HartypambHoro v>1. Ilycte GF(2")— koneunoe mone uz 2"

JJIEMEHTOB C IMPUMHUTHUBHBIM 3jieMeHTOM O. Torma B=a’ — snement nons GF(2™) mopsiaka n.
Hanee, mycth t —HaTypajibHOE YMCIIO, TaKOE YTO Mt <N.

O606mEnnsM BoMuHBIM (N, K) — komom BUX pasmeproctn K =n—mt naxg monem [amya
GF(2") masbiBaeTcs JIMHeHHBIH uukamueckuit  kox C=C,=C % =C (k, k,,... k) ¢
IIPOBEPOYHON MaTpULEH

H=H, (k,k,,...k)=[B", B,...,. BT, M

e 1<k <k, <..<k <n-1, B=0o’ mia b=(2" -1)/n, i nocnenOBaTENBHO IPUHAMAET BCE IENBIE

ke

3Hauenus B auanasone 0<i<n-1, npeamonaraercs, uto cpeau creneneit B, p*, ..., B ne umeercs

HU OJIHOM Mapsbl conpsbKeHHBIX B moiie ["amya [6]. 'oBopuM, 4TO TaHHBIN KOJ UMEET KOHCTPYKTUBHOE
paccrosiaue 6 =2t +1.
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o ki
Kak u B knaccnueckux BUX-konax, B Matputie (1) KaxkIblid 2IeMeHT 3 " 3aMeHeH CTOIOIOM U3

KOOPJIMHAT 3TOT0 3JIEMEHTa Kak M —MEpHOro BeKTopa JIMHEeHHOro npoctpanctBa GF (2™) Hax monem

m-2

GF(2) c6asucom o™, a"7?,..., a,1.

CTOUT OTMETHTb, 4TO MOPSAAOK CIEI0OBAHHS TIOAMATPHI] CTeneHel »nementos B, B, ..., B ne
MUMeeT 3HaueHHs, TaKkKe JII0OOH M3 3THUX DJIEMEHTOB MOXET OBITh 3aMEHEH Ha CONMPSLKEHHBIN B mMoJie
I'anya. 13 onpeneneHuss BUAHO, YTO MIPU YCIOBHA Mt <N CyllecTBYeT CL paznnuneix ObBYX-kom0B

JJUHBI N, TAC W — KOJIMYECTBO MUKITIOTOMHUYECKHUX KIIaCCOB MHOXKECTBA Tn = {1, 2, ...n —1} . OcobOusikoM

B 5TOM MHOXecTBe K0J0B cTosaT OBbUX-koasl ¢ nposepounoii marpunei H, (LK,,...,k,), B koTopoi
OJIHA U3 CTeNeHeu paBHa 1: Takoit ko1 Ha3biBaloT OBUYX-K0A0M B Y3KOM CMEICIIE.

Buemnee oriuune ompenenenuss ObUX-koma oT ompeaenenus kimaccuueckoro bUX-xoma
(em. [1, 2]) ycranasnuaetcs Buom Matpuisl (1): y BUX-kona K;,, =k; +1 mnsg kaxoro j, 2< j<t.

Y Hac Takue OTrpaHMuYCHHs OTCYTCBYIOT. [lOTpeOHOCTM MpPAaKTUKW PACCUUTHIBAIOT HA BO3MOYKHO
Gonbiioe 3HaYeHHe pasmMepHOCTH K koma. DToMy TpeOGoBaHHIO yAOBICTBOPSIOT BUX-K0/bI B y3KOM
cMeiciie — Koraa k; =1.B 3ToM citydae Bce YeTHbIE CTENEHH 3 ABIIAIOCA CONMPSIKEHHBIMU C TEMH MM

WHBIMU TPEIbIAYIIMMHU CTENEHSIMH 3TOro sneMmeHta. Ho Torga COOTBETCTBYHOLIME MHOAMATPHLIBI
npoBepouHoii Matpuibie BUX-koma skBuBaseHTHBI Apyr apyry (teopema 6.3 [3]). Ilostomy vy
MPOBEPOYHON MaTpHIIBI IBOMYHOT0 BUX-K01a 0CTAIOTCs TOJILKO HEUETHBIE CTEIICHH. DTUM ke (pakToM
00BsICHsIeTCA Halle TpeOoBaHHE 00 OTCYTCTBUU COMPSHKEHHBIX AJIEMEHTOB B Matpuie (1).

3ananue KomoB MaTpuilei (1) mourn aBTomaTHdecKky o3HadaeT, uTo Bce ObUX-Kombl SBISFOTCS
MTOMEXOYCTONYMBBIMHU JTMHEHHBIMHU LIUKINYECKUMH KOJAAMHU.

K npumepy, ans uucna N =15 pazOoueHue Ha IUKIOTOMUYECKUE KJIACCHI BBITIISIIUT CIIETYIOLIIM

o0Opa3om: C1={1,2,4,8}, C3={3,6,9,12}, C5={5,10}, C7={7,11,13,14}, YTO TapaHTUPYET
cymectBoBanue C, =6 OBYX-kogoB MMHBI 15 C KOHCTPYKTHBHBIM pAcCTOSIHHEM 5
G2, CH . CL,Cy,C¥,Cy. Komel C,Cl2,Ch 6ynyr 0600ménHbMH BUX-KojaMu B y3KOM
CMBICIIE.

Kaacecnpukanus ObUX-konos

MuoxectBo OBUX-k0m0B Ha KOHKTPETHOW JIMHE TpeOyeTcs HYKHBIM  00Opa3oM
KJIACCU(UIMPOBATh COTJIACHO MX KOPPEKTHPYIOIIUM BO3MOXKHOCTSM. JTO TO3BOJISIET 0€3 JHUIIHUX
BBIYMCIIUTEIBHBIX SKIIEPUMEHTOB BBIICIUTh IEPCHEKTUBBIHBIE KOJBI, TOJBKO HCXOId M3 BUIA
IIPOBEPOYHON MATPULIBL.

Kak n3BecTHO 13 KJIaCCHYECKOI TEOPHH KOIMPOBAHUS, 3KBUBAJIETHBIE KOZBI — 3TO KOJIbI, KOTOpPbIE
OTJIMYAOTCS TOJIBKO NMEPECTAHOBKON 0TCUETOB. MICX0/151 M3 3TOr0, MHOXECTBO U3 CL oboménnpix BYX-

KOJIOB 3aJaHHOU JUTMHBI N MOXET OBITh pa30UTO HAa KIACCHI PKBHBAICTHOCTH. B sTOM ciydae, mis
PacCMOTPEHUs TIOCTATOYHO COCPEAOTOYUTHCS HA OHOM KOJIe M3 KJlacca, TaK KaKk BCE OCTaJIbHbIC OYAyT
MMETh B TOYHOCTH aHAJIOTUYHBIC CBOMCTBA. KONMMYECTBO TaKWX KJIACCOB CJIOXKHO CIIPOTHO3UPOBATH —
TpeOyeTcs MPOBEACHNE OTIACIBHBIX BRIYUCICHUH U KaXX 0! ITHHBI K KOHCTPYKTHBHOTO PACCTOSHUS.

PaccmorpuMm Takoe pa3Ouenue Ha mnpumepe o00o0ménnoro BUX-koma mHBl 15 ¢

KOHCTPYKTHUBHBIM paccTostHueM 5. COryIacHO ONpeAesieHHI0, MPOBEPOYHasT MaTpUIla KoJa Cllf AMEET

BUJL:
2 4 7 1 11 12 1 14
5 (13)_ lao’da*a’ala’a®a’ a®o?a?aa
15 d -
1(13 (16 O{.g alZ l (13 aG a9 O{’12 1 aS aG (19 alZ
Jlanee BBIMHUIIIEM TPOBEPOUHYIO MATPHUILY KOJa cfg“:
12 12 12
lala’a’a®? 1 *ala’a? la’aba’a
Hy (3,11) =

1(Xll (17 a3 (114 alO (16 (X.Z alS Cf,g aS a 0112 a8 (X4

20



KOINUPOBAHUE U TH®PPOBAA OBPABOTKA CUT'HAJIOB B MUH®OKOMMYHUKALTUAX

Hepr,I[HO 3aMCTUTh, YTO JAHHBIC MATPHULLI OTIINYAOTCA JIMIIb HCpeCTaHOBKOﬁ CTOJ'I6I_IOB, qTOo
O3HA4YacT NX DKBUBAJICHTHOCTD. Paccyxcz[aﬂ JaJIce, CorjiiaCHO p336I/ICHI/IIO Ha MUKJIOTOMHUYCCKHUEC KJIaCChI

mHOkectBa Ty, C, ={7,11,1314}, uro Bneuér 3a coGoil monHoe conaxenne kogos Cot u Cy', a

3HAYNT MOKHO CHENaTh BBIBOJA 00 9KBUBaNeHTHOCTH KonoB C.° ~Cl'. Ilpomomkas mopoGHbIe
paccyxaeHus, moxyanM noiaHoe pazonenrne ObUX-kom0B umHEL 15 ¢ KOHCTPYKTUBHBIM PACCTOSTHIEM

5 Ha 4 Kyacca SKBUBAJICHTHOCTH: ({le‘ , Cf;} ,{Cll;’ , 0155;7} ,{Cllé7 } , {ij}).

O0606mEnnpie BYX-Koapl B y3KOM cMbIcie Oonee yaoOHBI ajsi 00paboTKH U AEKOAUPOBAHMUS,
MO3TOMY HE00X0UMO 4€TKOE ycinoBue, pu kotopom OBYX-kox moxet ObiTh mpuBeaéH kK ObUX-koxy
B y3KOM cwmbicie. B xome mccrmemoBanust Obuto ycTaHoBieHO, uto misi ObYUYX-koma umHBI N C

TIPOBEPOYHOI MaTpuiei H, (k.k,,...k,) JIOCTATOYHO BBHITIOJTHEHHE YCIIOBHS
HOI[(k J.,n) =1, 1<j<t, xors ObI ;I OHOTO 3HAYEHHUs K;, 4TOOBI €0 MOKHO OBLIO MPHUBECTH K

OBbUYX-komy B y3koM cMpbIciie. IHBIME clIOBaMH, KO, AJISI KOTOPOTO OyJeT BEIIOJTHEHO YKa3aHHOE
ycnoBue, skBuBaieHTeH ObYX-koay B y3KOM CMBICIIE.

OueBuaHO, 4TO JIOOOW KON TPENCTAaBISET MHTEPEC B MPAKTUYECKOM IUIaHE TOJBKO MpPHU
NPUEMIIEMBIX KOPPEKTUPYIOIINX BO3MOXKHOCTSX. UHCIO OMMOOK, KOTOPOE CHOCOOCH OOHAPYKHUTh
U WUCHPAaBUTh KOJA IWHEWHO 3aBUCUT OT MHHHMAJIBHOIO pPACCTOSHMS KoJa. BwlumcieHue 3Toro
napaMerpa — TpyZnoEéMKas alropuTMHUecKas 3ajada, He Bcerja umeromas pemeHue. K OCHOBHBIM
METOAMKAM HAXOXKICHHUS MUHHMAIBHOTO PACCTOSHUS OTHOCAT: METOJA pAHTOB CHCTEM CTOJIOIOB
IIPOBEPOYHOM MaTpUIIbI, TOJHBIN epedop KOAOBOIO NPOCTPAHCTBA, METOJ CHHAPOMOB U METOJl HOPM,
0a3upyIOUIMIACS Ha TEOPUH HOPM CHHIIPOMOB.

OI[HaKO, npexAC UYCM IMPUCTYIIATh K KOMIBIOTCPHBIM BBIYHUCICHUAM CICAYCT IIPOBECTHU
TEOPETUYECKYI0 OLICHKY MHHHMAJIBHOTO PAacCTOSHUA TaM, IZl€ 3TO BO3MOXKHO. [lo BHemHemMy BHIY
npoBepouHoid maTtpuubl OBUX-koma MOXHO B ONPEAENEHHBIX CIIy4asX OJHO3HAYHO YCTAHOBUTh
MUHHUMAJILHOE PacCTOSIHUE Kojia. B wacTHOCTH, B ciiyuae ecnu s mpoBepouHoit MaTpuiiel ObUX-kona
wumiebl N, umetowteit Bux H, (k;,k,,...k, ), Boimonseno yenosue HOJ(k,,k,,...k,,n) > 1, To Takoii kox

MMEET MUHUMAIIbHOE PacCTOsIHME ABa. B Takoil cuTyallMy MOMEXOYCTOWMYMBBIN KO/ HE MPEJCTABIISIET
npakTHueckoro uHrepeca. Kimaccuuecknuit BYX-koa JUIMHBI N ¢ KOHCTPYKTUBHBIM PacCTOSHUEM O , C
MpOBepOYHON Matpuiei H (1, 3,5,...6—2) BCEra MMeeT MHHHMajbHOe pacctosiaue d >3 . Takoit
KOJ SBISIETCS JMIIb 4YacTHbIM ciiydyaeM OBYX-koga u ero CcBOMCTBa HE BCEraa MOXKHO

JKCTPANoIMPOBaTh Ha BCE OOOOMIEHHBIE KOJBI JMaHHOW JIMHBI. HaxoKaeHue MOJHOro CIEKTpa
MUHUMAaIIbHBIX paccTognuit 1151 ObYX-ko10B TpeOyeT AeTaabHOro KOMIIBIOTEPHOTO SKCIIEPUMEHTA.

OBYX-Kkoabl ¢ KOHCTPYKTHBHBIM PACCTOSIHHEM 5 B Anana3oHe AauH ot 7 1o 107

Bce paccmaTtpuBaemble B 1aHHOW paboTe KOABI UMEIOT HeUeTHbIE UIMHBL. B auamazone ot 7 mo
107 umeetcs 51 HeueTHBIX AyH. [T KaXI0M U3 HIX UMEETCs CBOE ToJie omnpeaencHus — moie ["amya
GF(2") ¢ wnHaumenpmuM M, TtakuMm, 9ro 2" —1 nenmres wa N, Jua 12 mpocTBIX  UIMH
paccMmarpuBaeMoro auamazoHa m=n-1. Oro qmuwsr: 11, 13, 19, 29, 37, 53, 59, 61, 67, 83, 101, 107.
Ha sTux amuHAax MMEIOTCS TOJBKO KOJbI XEMMHHIAa Pa3MepHOCTBIO K =1-— He mpencTaBistoniie
IIPaKTUYECKOro nHTepeca. Ha emé derbipex JIMHAX TaKKe UMEIOTCS TOJIBKO KOJbl XEMMUHIA, XOTS U
Gonpmiei pasmMepHocTr. D10 AauHE: 9 (M=6): 25 (Mm=20); 27 (m=18); 81 (m=54). Emé ms 8
JUIMH paccMaTpyUBaeMOro Juana3oHa UMerTcsi BUX-Kobl ¢ KOHCTPYKTHBHBIM PAacCTOSIHUEM 5, HO €
pasmepHOCTBIO K =1—Takike He MpeACTaBIISIONIME TPAKTHIECKOT0 HHTepeca. DTo mmHe: 7, 17, 23, 41,
47,71, 79, 97, 103.

B ykazanHoM nuana3oHe octaioch 26 e (0oJiee OJIOBUHBI JUTHH) C TPUEMIIEMbIM 3HAYCHUEM
m, nomyckaronmM BUX-koapl ¢ KOHCTPYKTHBHBIM PAacCTOSHHEM 5 U ¢ pasmepHOCcThio K >1. Dt1o
qmunsel: 15, 21, 31, 33, 35, 39, 43, 45, 49, 51, 55, 57, 63, 65, 69, 73, 75, 77, 85, 87, 89, 91, 93, 95, 99,
105. 15t kax10i U3 IepednciIeHHbIX 26 JUIMH npoBeeHo uccnenoBanue scex ObUX-konos C, (k,, k,)
Y UX CBOICTB: yCTaHOBIIEHBI MX BUJI M 00IIIe€ KOJINIECTBO, IPOBEACHO pa30reHre HallICHHbBIX KOJIOB Ha
KJIACChl SKBUBAJIEHTHOCTH; MPOBEIECHO BBIUMCICHHE MUHUMAJIbHBIX PACCTOSHUM KaX/J10Tr0 U3 KOJOB —
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NPEJICTABUTENCH KJIACCOB DKBUBAICHTHOCTH — C TIOMOIIBIO KOMOHMHATOPHON TEOPEMBI, CBA3aHHON C
paHraMH CHUCTEM CTOJIOIOB MPOBEPOUHOM MaTpUIlbl. OCHOBHBIE PE3YJIbTAThl BEIMUCICHUHN TIPUBEICHBI
B Tabm. 1. B mpeamocnemnem cTONOIE TaONWMIBI MPEACTABICHO HAMMEHBINEE W3 MHUHHUMATBHBIX
pacCTOSHUI paccMaTpUBaeMbIX KOJIOB JAHHOM MaMHBI — MIndmin, a B mocineaHem crojidune —

HanOOJIBIIEE U3 ATHX MUHMMAJIBHBIX PacCTOAHMM — maxdmin .

Ta6numa 1. Mapamerpsr OBYX-konos (8 =5) B numanazone aaun ot 9 g0 105

Ne n m KosmnuecTBo K010B KonuuecTBo 3KB. d., mindmin!| maxdmin
KJTACCOB G

1 15 4 6 4 5 3 4
2 21 6 10 6 5 2 3
3 31 5 15 3 5 5 5
4 33 10 6 4 10 3 4
5 35 12 10 6 5 2 6
6 39 12 6 4 10 3 4
7 43 14 3 1 13 13 13
8 45 12 21 15 5 2 5
9 49 21 6 4 7 2 4
10 51 8 21 7 5 2 5
11 | 55 20 6 4 5 4 11
12 57 18 6 4 14 3 4
13 | 63 6 66 22 5 2 4
14 65 12 15 5 5 4 8
15 69 22 10 6 7 2 11
16 | 73 9 28 4 6 6 6
17 75 20 21 15 5 2 4
18 77 30 10 6 7 2 6
19 85 8 55 9 5 2 5
20 | 87 28 6 4 22 3 4
21 89 11 28 4 7 7 7
22 91 12 36 8 7 2 6
23 | 93 10 78 26 5 2 5
24 95 36 6 4 — 4 14
25 99 30 21 15 9 2 6
26 | 105 12 91 45 5 2 4

B Tabn. 1 npeacraBnensl, kak MUHIMYM, 4 HOBBIX OBUX-Kk0o/1a, CyIIeCTBEHHO TIPEBOCXOISIINE
II0 CBOMM KOPPEKTHPYIOIIMM BO3MOXHOCTSM Kjaccudyeckue BUX-koapl Ha Tex XKe JUIMHAaX,
MIePCIIEKTUBHBIE JUTSI TATbHEHIITNX MCCIICIOBAaHUHN U MpUMeHeHU. K HIM OTHOCSTCS KOJIbI Ha JTMHAX:
55, 65, 69, 95 ¢ MUHMMAaNTBHBIMH PAacCTOSIHUSIMU COOTBETCTBEHHO: 11, 8, 11, 14.

3aKkiIouyeHne

B Teopuro 1 npakTUKY TOMEX0YCTOHYHMBOTO KOJUPOBAHKS BBECHO MOHATHE 0000IIEHHOTO KOja
boy3a-Yoynxypu-Xoksunrema. [IposeeHHas kiaccupuKaiys TakuxX KOJ0B, a UMEHHO, pa30MeHHE X
Ha KJIACChI SKBUBAJICHTHOCTHU, IIO3BOJISIET CUCTEMATU3UPOBATh 3HAHUS 110 JAHHOMY CEMEHCTBY KOJIOB U
4€TKO BBIICTUTh MEPCIEKTUBHBICE KOABI C TOYKHA 3PEHUS HX MPAKTUYECKOTO NPUMEHCHHUS.
Cdopmynupoansl yenosus npuseicanss ObUX-kona k 6onee ynooHomy Buny — OBUX-kony B y3koM
cmbiciie. [lpu neramsHoM m3ydyenuu cBoiictB OBUX-komoB B BbIOOpKE anuH oT 7 g0 107 Obuio
YCTAaHOBJICHO, 4YTO Ha ONPEICICHHBIX JIMHAX KOppeKTupyromue Bo3MoxkHoctu OBUYX-konos
IIPEBOCXOAT TAKOBBIE y Kitaccuuecknx bBUX-konoB.

Takum 00pa3oM, HaliJIeHbl HOBBIC JIMHEHHBIE ITUKIMYSCKUE KOJbI, OJIM3KUE TI0 MOCTPOCHUIO U
cBoiicTBaM K kiaccuueckuM bUX-komam. B Onmxkaiimeit nepcrekTuBe — J0Ka3aTeabCTBO TOTO (hakTa,
gyto K OBUX-K0maM OTHOCHTCS CEMEHCTBO KBaJIpaTHYHO-BRIUETHBIX KOM0B. K 00paboTke maHHOTO
KJIacca KOJIOB IPUMEHUMBI METOIBI TEOPHH TT0JIeH ["aya, BO3MOKEH IMepeHoC TEOPUH HOPM CHHIPOMOB
Ha HOBBIM KJIACC KOJIOB.
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SOME PROPERTIES OF GENERIC BCH CODES

V.A. LIPNITSKI, A.V. KUSHNEROV

Abstract. This work is dedicated to generic BCH codes. Accurate estimation of quantity for that
types of codes was carried out. Properties and correction possibilities of generic BCH codes were
also considered. The main attention was paid to codes with constructive distance 5 and 3, because
these codes are most applicable in practice. For the research, a range of lengths from 7 to 107 was
chosen.

Keywords: linear cyclic codes, minimum code distance, code verification matrix, BCH codes,
generic BCH codes.
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VIIK 621.391

SJAIUTA THO®OPMAIIUU C UCITOJIB30BAHUEM
TABJUIBI CTAHIAPTHOI'O PACHIOJIOKEHUSA 1JIA KOJA

AW. MUTIOXHWH!, I.. ACTPOBCKUI?

Uncmumym ungopmayuonnvix mexuonozuii Kenopycckozo 20cy0apcmeenozo ynusepcumema undopmMamuxu u
paduosnexmponuxu, 2benopyccxutl 20cy0apcmeentblil yHusepcumenm unpopMamuxy u paouodneKmpoHuKu,
Pecnybnuxa benapyce

Hocmynuna 6 peoakyuro 30 mapma 2020

AHHoTanusl. PaccmarpuBaercss MeTon 3ammThl MHGOPMAIMK C HCIIOIb30BAHHEM PA3IOKECHUS
TPYIIIBI HA CMEXHBIE KIIAcChl KOJIa, KOPPEKTUPYIOIIEro ommoOku. AHanm3upyercs 3 GeKTUBHOCTD
nepexBara HHGOPMaIMK B JBOUYHOM CUMMETPUYHOM KaHale.

Knroueswvie crosa: KOOUPOBAaHUE I/IH(bOpMaHI/II/I, CUCTEMATHUYCCKad IrpyIna, moJje Fanya, CMCXKHBIC
KJIaCChbl, MOINHOCTH KOJa.

BBeaenne

OIHWM M3 aIrOpPUTMOB JEKOAMpOBaHMs juHeiHoro [n,k] - xoma mam monem Ianmya GF(2)
SIBJISICTCS aJIrOPUTM, 0a30BOM OMepalell KOTOPOro SBISETCS Pa3IOKCHUE CHCTEMATHUECKON TPYIIIIbI

n -
G nopsnka 2 Ha MHOXkecTBO C, ={C;},i =1,...,2" cMeXHBIX KJIaccoB, Te N, k, [ COOTBETCTBEHHO,
JUTMHA, YHCII0O WH(MOPMAIMOHHBIX M MPOBEPOYHBIX CHMBOJIOB Koma. Jlexomuposanue [N,K]— kozaa

CBOJUTCS K aHATH3Y TAOJIMIbI CTAHAAPTHOTO pacrosioxkenns ais koaa [1]. Tabmuna pasmepom 2" x ok
CTPOMTCS Ha OCHOBE OIECpaIMi Pas3loKeHUs Tpymmsl G Ha CMEXHbIE KiIacchl. TOT (akT, uTo BCe
3JIEMEHTHI OJTHOTO U TOTO € CMEKHOTO KJTacca UMEIOT OJIMH M TOT JK€ CHHAPOM TIO3BOJISET YIIPOCTHTD
NpOLEAYPY JCKOJAUPOBAHUS JIETATLHOMY MOJb30BaTeN0 CcHCTEMbl. CIIOKHOCTh JIEKOJUPOBAHUS
OLICHUBAETCSI TOJILKO pa3MepoM WM 00beMOM V MaMsITH, HeOOXOJMMBIM JJIsi XpaHEeHHs CTOJIOIa

r o
JIMACPOB CMCKHBIX KIIACCOB. Tak kak CTOJ'I6GLI HUMCEET PasMCPHOCTb 2'xn , TO TpeGyeMLII/I JUI

JICKOJTUPOBAHUS 00BEM MaMSITH ompesensercs kak V = n2" our.

Kax BHUIHO, BBIYMCIHUTENIBHAS CJIOXHOCTH JIEKOJUPOBAHUS 3aBUCHUT OT JUIMHBI BEKTOpa N U
cooTHomeHus mapameTpoB Kk u I'. Ecin ncmons30BaTh HU3KOCKOPOCTHOE KOAWPOBaHUE, Korma r>k,
JlaXKe JIII CPAaBHUTENBHO HEOONBIIOW JUIMHBI N 3(PQPEKTUBHOE JEKOAUPOBAHUE IO TaOJHIIe
CTaHJAPTHOIO PACIOJOKEHHS IJIsl KOJAa Ha MHOXECTBE 2" BEKTOPOB MPAKTUYECKU OCYIIECTBUTH
HEBO3MOXKHO. DaKTOp 3HAYUTEIHHOU CIIOKHOCTU JCKOIUPOBAHUS IMPH HCIOIb30BAHUM TaOIUIIBI

npeaiara€Tca MCIOJb30BaTh I pacCMarpuBaceMoOro METoJa 3aliuThbl I/IH(i)OpMaHI/II/I OT I€pexBara
HCJICTAJIBHBIM IT1OJIB30BATCIICM.

TeopeTullecmle NPUHIMIIBI

[Tycte mmeercst GiokoBBIN McTOYHUK U K MH(POPMAIMH MOIIHOCTBIO 2 MH(QOPMaIMOHHBIX
BEKTOpPOB Buaa U= (Uy,...,U;). Kaxgomy BekTopy U OAHO3HaYHO COOTBETCTBYET KOZOBOE CIIOBO
JMHEHHOro KOJAa, 3aluChlBaeMOe B BHAE N-MepHOro BekTopa X =(X,...,X,), % € GF(2).
[Ipennomnaraercs, 4To Ki1acc W MapaMeTpsl KOJOB, MPUMEHSIEMbIX B JIETaJIbHOM (OCHOBHOM) KaHale
MOTYT C OTIPEJENIEHHOH CTENEeHbIO JIOCTOBEPHOCTH M3BECTHBI TIepeXBaThIBaIOIIeH cTopoHe. MMerorcs

TaK)K€ CBEACHHSA O BO3MOXKHBIX METOJAX JIEKOAMPOBaHMA. B kadecTBe Mojenu KaHaja C 3alluTod
MH(QOPMaIIK paccMaTpUBaeTCs KaHall, IOKa3aHHbIH Ha puc. 1.
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OCHOBHOM KaHa
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Puc.1. Mopenp kaHana ¢ 3amIuToil nHpopMauu

Ha puc.1l o6o3nauenne JICK cooTBeTcTByeT JBOMYHOMY CHMMETPHYHOMY KaHAy.
Hexomuposanue B ICK cBonutTcs k aHamu3y cMecu

Y =X +E, 1)

rae Y =(Y1,-.,Y,), Y; €GF(2) — Bxom mexomepa, E=(g,...,e,), € GF(2) — mrymoBoii Bekrop,
NPEMSTCTBYIOIINHA MPaBUIBHOMY JCKOJMPOBAHUIO B KaHAIIE TIOACTYIINBAHHSL.

Ecnu mepenaBaemMble KOJOBBIE CI0BA UMEIOT PABHBIE BEPOSTHOCTH, ONTUMAIBLHON CTpaTernen
NPaBWJIBLHOTO MpPUEMA SBISETCS aHAIM3 W PENICHME HAa OCHOBE IIPUHIMIA MaKCHMAJIbHOTO

npaszpononoous. Jlexoznep, ananu3upys BekTop (1), JoIKeH pemnTh, Kakoil BEKTop X; U3 MHOXKECTBa
{X} nepenagaincs. B obiem ciydae, 1eKOTMPOBAHHUE CBOIUTCS K HAXOXKJICHUIO HAMOOJIEe BEPOSTHOIO

BekTopa omubok E mms mpunstoro Bekropa Y. B sToM ciywae mekoaep paboTaer ¢ MHHUMAalIbHO
BO3MOXHOH OIIMOKOH AEKOAWPOBaHHA. AJITOPUTM JACKOAWPOBAHHS BKIIOYAET B ceOsi BBHITOTHEHUE
JTMHEHHOTO MpeoOpa3oBaHus Uil BEIYUCIICHUS CHHAPOMA

S=YH' =EH".

B kauectBe simpa mpeoOpa3oBaHMsl BBICTyNaeT npoBepounas martpuua H xona. Hanee mo S
HaXOJUTCA COOTBETCTBYIOIINN CMEKHBIN Kiacca, BeKTop omubok E . IIponsBoanTcs oneHka BeKTopa
X = (Y —E), Haxoautcst HHQOPMAIHOHHBII BEKTOP U.

3HAYNUTENIbHYIO HEONPEAEeICHHOCTh MOMy4eHus] npaBmibHONH nHpopmammu U no JCK, moxHO
JIOCTHYb, €CIIA MOJAMHOXECTBO {X} pacHpejenuTs MO BCeMy N -MEPHOMY MPOCTPAHCTBY, @ HE 11O
OJIHOMY CMEKHOMY KJIACCy COIVIACHO OIPEAEICHUIO OIepaluy pa3iiokeHUs Ipynnsl G Ha CMEXHbIE
K1accel.  KakaoMmy —«rnpaBuibHOMY» BekTopy X; € {X} W3 paspeuieHHOro Juii Iepegaun
MOAMHOKECTBA IPyNIbl G CleyeT MOCTABATH B COOTBETCTBHE 3aIIPEIEHHOE OAOAMHOKECTBO {Y }

(1). DTOro MOKHO JOCTHYb, €CIHM TEPEHTH K KOy, OPTOrOHAIbHOMY HcxomHomy [N, K]-xoxy. Torma

rpymma G mopsizka 2" packnameiBaercs mo moarpymme H mopszka 2" . JTio6oi, MCKasKEHHbII
mryMoM Bektop Y # X;, HO Haxomsumiics B cMexHoM kiacce C; mepegaercs Kak II0 OCHOBHOMY
kaHaiy, Tak 1 mo JICK.

21_]'[5[ OILICHKHN CTCIICHU 3alllUThI I/IH(i)OpMaHI/II/I 3a CUCT pacnpeaciCHud BCEX KOAOBBIX BEKTOPOB

{X} no muoxectBy {C it =1,...,2% CMeXHBIX KIaccoB 3amrymiieHus Bujaa (1) Bocmomb3yemcs

SHTpONUitHEIM o1x010M [1]. HamexxHas 3amura nHGOpMAIIMH CBs3aHa C OLICHKOW CpeTHel B3aUMHOI
unpopmanus |, Ha BeIxoze aexozepa JICK.

ITycte nepuunbiii ucrounuk ¢ andasurom U ={0,1} dopmupyer cumBomsr 0 u 1 ¢
BEPOSTHOCTSAMHU, COOTBETCTBEHHO, P(Uy) , P(W) . Mcrounuk XxapakTepusyeTcsi CBOWCTBOM

p(up) = p(y,) . Torza, cpeaHee KOIMYECTBO MHPOPMAIIMU HA CIIOBO JUIMHOW N onpejesseTcs Kak
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l=XHU)-HUY),
n @)

rae H(U) = > p(u;)1og, (p(u;) — amrporms nerowmmxa, HUY) = D" > p(u;, ;) log, (p(u; |y;) ~

u; ey uel y;eY

yenosnas sutporms JICK (moreps unpopmanuu), p(Uj, Yj) — COBMECTHAs BEPOATHOCTh CHMBOJIOB

Bxona u Beixona JICK, p(u; ‘y j) — anocrepuopHas BeposTHOCTH cuMBOJIOB JICK.
st Toro, 9ToOBI IEpeXBaT HHPOPMAIIIH HE CTall BO3MOXeH, Ha Bbixoae aekozaepa JICK nomkao
BBINIONHATBCSA yenoBue |, =0. D10 ycnoBue MOKHO Ha3BaTh NONHOM notepei napopmanmu B JICK us-

3a BO3ACHCTBHA Ha MOJNE3HYI HH(popMmanuio Bekropa ommbOok E . Takum obpasom, B wacaqbHOM
CiTy4ae 3amuTel HH(pOpManrH, BeIpakeHue (2) MpUMeT BUJT

KH(U) =HU |Y)
n 3)

UssectHo [2], yciosHas sutponus H (U |Y) JACK ompenensiercsi 3HaYCHUSAMH TMEPEXOTHBIX

BeposiTHOocTel kanama P(0 |1) = p(1|0) = p, T.e. BepostHOCThIO ook B JICK. Durponus [ICK, kak

suTponuitHas Gyukimeit [llennona, onpenemnsiercst hopmysioit [2]
HU[Y)=-plog, p+(1- p)log,(1- p)] @)

B paccmarpuBaeMom mozaxone BepostHocTh ommbku JICK moxkHO cBsizath ¢ Becom WH(E)

BEKTOpPa OIIHOOK (KPaTHOCTHIO OMIMOOK ) THHOM N .
C yueroM paBeHCcTBa (3) TOIy4aeM BhIpaKECHHE

k <n[-plog, p— (- p)log, (- p)]- 5)

C mnosunuu 3amuThl HHGOpMaNMHK, MpaBas yacTh (5) OmpelenseT SHTPOMHIO IIyMOBOH
cocrapmstoieid Ha BeIxoge nekoxaepa JICK, korma Bemomasercs ycnoBue (3). Bripaxenme (5)
NO3BOJIIET BHIOpaTh mMapaMeTpbl Koja N, I, KpaTHOCTh OMMOOK t, B 3aBUCHMMOCTH OT 3apaHee
OTIpEIeTIAEMON CTETIeHH! 3aIIUTHI. J{JIs MHOTHX TIPHIIOKEHUM CTENeHb 3alllUTHl OMpEeeNseTcs THHOMN

N ¥ MOLIHOCTHIO KOJAA MIIM KONMYeCTBOM 2" ' 3aKOHOB MOJYJISIMM, MCIOIb3YEMBIX B CHCTEME.
I[IpenBapuTenbHbIA pacyeT HEOOXOJUMBIX MAPAMETPOB OPTOTOHAIBLHOTO KO JUTs MOJICIH TIEPEIadu C
3amuToi HHGOpPMANUH, prc. 1, MOKaKeM Ha MpUMeEpE.

[lycte n=127, p=0,1. Jns storo yciosusi Bektop oumbok E wumeer Bec Wt(E)=13.

Hcnone3yst rpanuiy CuHIIITOHA [2], OLEHMBaEM MHMHUMAJIbHO BO3MOXHOE YHCIIO HPOBEPOUYHBIX
cuMBOJIOB. MMeeM I, =26. 3ameTuM, OOJBIIMHCTBO NOMEXOYCTOWYHMBBIX KOJOB HMEIOT HAMHOIO
0oJbIlIe MPOBEPOUYHBIX CHMBOJIOB, 4eM TpeOyeT rpanunia Cunriatona. Mcmonesys (4), BbUUCISIEM
satpormio  JICK. Ilomywaem H (U |Y) =0,469. U3 Bopaxenus (5) cuemyer, dYTO YHUCIO

MH()OPMALIMOHHBIX CHMBOJIOB JIOJDKHO OBITH He Ooubine uncna k <59,563. Toraa, 4ucino CMEXHBIX
KJIACCOB |Cr|S259. PasmepHOCTh OPTOrOHAIBLHOIO KOJQ, UCIHOJIB3YEeMOI'O I CO3/aHUs TaOJIHUIIbI
CTAaHJAPTHOTO DPACIIOJIOKEHHUs, JOJKHA ObITh He Oombmie K, <68. B kakaoM CMEXHOM Kiacce
cogepxkurcs M < 2% BEeKTOpoB jinuHON N=127. Jlnsa nepenaun no JICK mpumensiercsa ciydaiinoe
koaupoBanue (1) ¢ ucroap3oBaHKeM CiTydaifHbIX BekTopoB E . KonmnuecTBo pa3niuHbIX KOHGUTYpanui
BekTOpoB E ompenensiercs 3HaueHneM OWHOMUHAIBLHOTO K03 (duIeHTa C,‘]Nt(E) ~1,9-10". Moxno

yTBEPXKIaTh, 4TO BEKTOpHl Yj = X; +E; Taxke 00pasyior mnceBnociydaiiHble MacCHBBI B KaXKIIOM

CMEXHOM KJjlacce. DTH MAacCHBBI JBOWYHBIX IOCJIEIOBAaTENLHOCTEH HE 00JaJaeT H30BITOYHOCTHIO.
Takoe CBOWCTBO TOTOKAa CHMBOJIOB Ba)XHO C TOYKH 3PEHHs 3alIUTHl MHOOPMAIMK OT IepexBara.
OcyuiectBuTh 3(pPEeKTUBHOE OAHO3HAYHOE JICKOJUPOBAHUE B KaHAJlE IMMOJCIYIIUBATENS MO0 BEKTOPY
CHUHJIpOMa S MPaKTUYEeCKH HEBO3MOXKHO U3-3a 3HAYMTEIBHBIX BBIYMCIUTENBHBIX 1 BDEMEHHBIX 3aTpar.
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Hanee crmegyer mpPOU3BECTH YTOUHSIIONIME PAacyYEThl HCXOJsS U3 KOHKPETHOTO HA3HAUCHUS
MH(POPMAITMOHHOW CHCTEMBI, CKOPOCTH KOJa, BBIOPAaHHOW KOHCTPYKIIUH KOJa, HEOOXOIUMOCTH €ro
YKOPOUYEHHUSI WM PACIIMPEHHUS W JIPYTHX OCOOCHHOCTEW, CBS3aHHBIX C MPHUKIATHBIM TEXHHYECKUM
KOJIUPOBAHHUEM.

3akiaouenue

PaccMmoTpeH MeToJ 3amuThl HHPOPMALIUHU C UCTIOJIL30BAHUEM TEOPHH NTeOpandecKuX TPYIIL.
[loka3zaHo, YTO MCIIOJIL30BAHUE OIEPAIMH PA3JIOKEHHSI TPYIIIBI HA CMEKHBIC KIIACCHI, CTPYKTYPHBIX
3aKOHOMEPHOCTEH B CTPOCHUU KOJI0B, KOPPEKTUPYIOUIUX OIIMOKH, TO3BOJISET OCYIIIECTBUThH HAJACKHYIO
3amuTy HHGOPMAITHH.

PROTECTION OF INFORMATION USING
STANDARD LOCATION TABLES FOR CODE

A.l. MITSIUKHIN, I.I. ASTROVSKI

Abstract. The method of information protection using decomposition of the group into adjacent
classes of error-correcting code is considered. The efficiency of information interception
in a symmetrical binary channel is analyzed.

Keywords: information coding, systematic group, Galois field, group, related classes, code frailty.

Cnncok Jureparypsl

1. Murioxusa A. U. [lpuxnagnaas Teopus nadopmarnmm. Munck, BI'YHP. 2018.
2. Mac Willams F.J, Sloane N. J.A. The Theory of Error-Correcting Codes. Oxford, 1977.
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VIIK 621.391

SAIUTA KAHAJIOB IIEPEJAYU U XPAHEHUSA JAHHbBIX HA OCHOBE
AJITEBPANYECKHUX PEHIETYATBIX KOAOB

M.A. AJIUCEEHKO, C.b. CAJIOMATHUH

Benopycckuii eocyoapcmeennblii ynusepcumem ungopmamuxu u paouodnekmponuxu, Pecnybnuxka Benapyce

Hocmynuna 6 peoakyuro 31 mapma 2020

AHHoTauusi. PaccMoTpeHbl anreOpandecKue peIIeTKH, 3a/Jadd HaXOXKACHUS KpaTdailiero u
Ommkaiimero BekTopoB. I[lokasaH anropuTM NPUBEINCHHSA KpaTdamiero O0a3uca pemeTKH.
[IprBeneHbI JOCTOMHCTBA M HEOCTATKN KPUIITOCUCTEMBI Ha PEIIETKAX.

Kniouesvie cnosa: anredpamdeckue pemertku, CVP, SVP, LLL-axroputM, NPA-axropurw,
NTRUEnNcrypt.

BBeaenne

[omck kpaT4aiitero 6a3uca perieTok ABIIeTCs 0a30BOM oneparyeil I pemeHus 3a1a4 TEOPHH
pemeToK. DTH 3ala4d UCTONB3YIOTCS AJIsl CO3/IaHMsI CXeM CTOMKON KpUNTOorpaduu, YCTOHYUBBIX K
KBaHTOBBIM BeIuHciIeHUsM. [Iponiecc oproronanuzanuu I'pamma-llIMuara siBasieTcs 4acThIO aNropuTMa
Jlerctpei-Jlenctpri-JloBaca (LLL) mpuBemenust 6asmca pemeTku. st pemreHus 3agadu TOMCKa
Omwkaiiiero BekTopa paccMoTpeH amroputM Nearest Plane Algorithm (NPA). Ha pemerkax
ocHoBbiBaeTcsi kpunrocuctema NTRUEncrypt, mapamerpbl KOTOpOH JMJOJDKHBI OBITH B3aUMHO
npocTbMU. CTOMKOCTH 00ecTiednBaeTCs TPYAHOCTHIO TOUCKA KPAaTYAHIIEro BEKTOPa PEILETKH.

Aure0panveckue pelmieTKH

AnreOpanyeckas pelleTKa SBISCTCS KOHEYHO TMOPOXKIACHHON a/UIMTUBHOW MOJArPYIION
mHoxkectBa R" . Pemerky L MOXHO NpeACTaBUTh KaK MHOXECTBO IEJIOYHCICHHBIX JIMHEHHBIX
komOunamuit  L(b,...,.b)=ab +...ab , (a...a,)€Z" N iuHElHO HE3aBHCHMBIX O0Aa3UCHBIX
BektopoB {b,...,n } = R™ B M -MepHOM eBKIINI0BOM IPOCTPAHCTBE, Iie M U N — pa3MEepHOCTH M PaHT
PEIIETKA COOTBETCTBCHHO. PEIIeTKH, y KOTOPHIX PasMepHOCTH M W paHr N paBHbI, HA3bIBAIOTCS
nonHopasmepubivi  [1]. Onpenenurens pemerkn pasen detL =./det(B'B), uro paBHo 0Gbemy

(GyHIaMeHTanbHOro napauiesnoTona, oopasosanHoro 6asucom B=h,...,b , puc. 1.

b, @ ®
@ o
= b, @ ®
L 0 >
2 @ ® °
® @ ® ®
L o ® ®

Puc. 1. ®ynnameHTaIBHBIN APaAJUIEIIOTON PEIETKH, 00pa30BaHHBIN Oa3rucoM
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Basuc pemierku HE EIUHCTBEHEH: MaTpHlla IMEpexoja OT OJHOro 0a3mWca pEHIeTKH K
MPOU3BOJIBHOMY JIPYTOMY YHHMOJYJISIpHA, T. €. €€ ONpeleNuTeNh paBeH *1, mo3ToMy JeTepMUHAHT
PEIISTKH HE 3aBUCHUT OT BeIOOpa Oasuca [2]. [IpousBeneHne 6a3ucHON U YHUMOYISPHOI MaTPHIII JaCT
HOBBIN 0a3HC PEIICTKH.

HekoTopsie 3aaum TEOPHH PEIIETOK UCITOIB3YETCS ISl CO3AAHUS CXEM CTOMKON KpunTorpadumu,
KOTOPBIC YCTONYMBEI JIJIsl KBAHTOBBIX BBIYUCIICHUH. 3aaua HaXOXKISHUS KpaTdaiiimero Bekropa (SVP,
Shortest Vector Problem) moapa3zymeBaet Hax0X/I€HNE B 3alaHHOM 0a3nce pemETKH HEHYIIeBO BEKTOP
110 OTHOIICHUIO K ONpeeI€HHON HOpMau. MaTeMaThudeckas 3aluch KpaTdyaiiero BeKTopa:

a’ =arg.min||Aa| =arg.mina’Ga, (1)

acz"\{0} acz"\{0}

rae A — HonHOpaHroBas MaTpuia, sSBIomasca OasucoM pemerk, G = A'A — marpuna I'pamma
PEIIETKH.

3amaua HaxokaeHus Omwkaiiiero Bekropa (CVP, Closest Vector Problem) — maxoxmeHue
BEKTOPA B PEIIETKE 110 3aJaHHOMY 0a3UCYy U HEKOTOPOMY BEKTOPY, HE MPUHAJICIKAIICMY PEIICTKE, IIPU
3TOM MaKCHMAaIIbHO CXOXKETO MO JJTUHE ¢ 3aJaHHBIM BEKTOPOM. MaTeMaTHUeCcKasl 3anch ONmKanIiero
BEKTOpa K MPOU3BOJIHHOMY BEKTOPY Y :

a’ =arg.min|Aa—y[ =arg.min(a"Ga—2y" Aa+y"y). (2)
aez" aez"

[To anamoruu ¢ TMHEWHBIMU KOJAMH PEIIETKa MOXKET OBITH BBIpaKEHA Yepe3 MOPOKAAIOLIYI0
MaTpHIy U LETOYUCICHHBINH K03 (QUIMEHT, YTO MTOKa3aHO B BEIPAKECHHUHU:

A={=[bibhla:acz"}. 3)

ITon kpaTyaliIuM BEKTOPOM PELIECTKH TOHUMAETCSl BEKTOP, AJTMHA KOTOPOTO:

MA) = min X|- (4)

X,yeA , x#y

X—y|= min

xeA,x#0

IlepBbIil 1OCIIENOBATENBHBI MHHMMYM, I10J, KOTOPBIM ITOHMMAE€TCS HAaWMEHBIIUN paauyc
OKPY>KHOCTH (I11apa), COOTBETCTBYET JJIMHE KPaTYalIIero BeKTOpa PeLeTKH, pyc. 2.

® 16)
=)
| 6]
>
O
© [}
[}
® e}

Puc. 2. KpaTuaiimmii 6a3uc-paanyc pemeTku

3agaun TEOpUH PEHIETOK MOKHO PEIINTh, €CliM 0a3uC PelIeTKH PeAyLHPOBaH, T.€. COCTOUT U3
OTHOCUTENFHO KOPOTKHX IOYTH OPTOTOHAIBHBIX BEKTOpoB. Ha cerognamuuii aeHb 3¢ QeKTuBHBIM
aNrOpUTMOM penyKiun 6a3uca pemerku sBisercs anroput™ LLL (JIenctpei-Jlenctpei-JIoBaca).

Auaroputm Jlencrpei-Jlencrpoi-JloBaca (LLL)

3a MoJMHOMHUATILHOE BpEMsI aJITOPUTM IpeoOpasyeT 0asuc Ha peleTKe B KpaT4alIini HoYTH
OpTOTOHANIBHBINA 0a3uc Ha 3TOM ke pemerke. [ BekropHoro mpoctpanctea R" mpomece I'pamma-
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IImunra mo3BOJsieT HpeoOpa3oBaTh NMPOU3BONBHBIA 0a3uc B OPTOHOPMHUPOBAaHHBIN («Haeam», K
KoTopoMy crpemurcs LLL-anroput™m), HO HE TapaHTHPYET TOTO, YTO HA BHIXOJIE KaXIbIil 3 BEKTOPOB
OyZIeT 1eNovHCIeHHON JTHHEeHHOW KoMOWHAIMeH ncXoaHoTo Oasnca. Takum oOpa3oM, OTyYeHHBIH B
pe3ynbTaTe Ha0Op BEKTOPOB MOMKET W HE SIBISTHCA 0a3MCOM HMCXOAHOH PEImETKH. JTO MPUBENO K
HEOOXOMUMOCTH CO3JaHMs CIIEIMAIBHOTO aiaropurMa mus pabortsl ¢ pemerkamu [3]. Iporecc
OpPTOTOHAITM3AINHN 0a31ca ONMUCHIBACTCS BBIPAKCHUEM:

n-1 *
by b, b7 =b, - 5 L)y

= )

Jlns Kakaoro N cymiectByeT Takoe yuciao C(N), yro B a000H N-MepHOM penrerke L MoxkHO
BeIOpaTh Oasuc b,....b , A KOTOpPOro HpOM3BEJCHHME HOPM BEKTOPOB MEHBIIEC WM PABHO
b,[[<c(n)-det(L) . B anropurme LLL

npousBeneH o urcia C(N) U onpenenuTess PEIEeTKH ||b1||
xonctanta c(n) = 2"""* [4].
B nauane paGoThl anropurMma 3afaH 6asuc pemerku by,...,b n mapamerp (Hopma) 8. Hopma

3aBUCHUT OT KOHTEKCTa 3aJa4u; OOBIYHO MCHOJB3YIOTCS HOPMBI |, = max 2 |aij |, EBxnupa, YeObiiena.
J n
1

Ha Beixone anropurtma — npuBeneHHbii LLL-6a3mc.
1. Ecinu xaxoit-mu6o ko3 duiment no Moy Gomsme 1/ 2, To u3 Bekropa b, Heo6xoaumo

BBIYECTH BEKTOP b, , TOMHOKEHHEBIH Ha OKpYTJIEHHBIH KO dUIMEHT.

2. Ilepecuer kodpduumenta i, F% s j <Kk.
k1 k

3

« |2
ZZ|bk—1| . Ecimm OHO He BBINOIHAETCH, TO HHAEKCHI

3. Tlposepka ycioBus |bk +U, b

NPOBEPSIEMBIX BEKTOPOB MEHSIOTCS MECTaMHU. YCIIOBHE MPOBEPSIETCS ISl BEKTOpA YK€ C HOBBIM
HH/IEKCOM.

4. Tlepecuer bk*,b;fl,<b;,bk*>,<bk*71,bk*71> s K>1u p 0, ana j <Kk
5. Bosppar k mary 1, eciu ocrancs KOdpGUIMEHT L, | ,I0 MOYIIIO NpeBbliatomuii 1/ 2.

bi|S B,i=1...,n, rme, BeR,B>2, 10

Eciu A — pemerka B Z" ¢ 6asucom h,...,b , npuuem

anroput™ noctpoenns LLL-npusenennoro 6asuca aenaer O(n*log B) apudmernyeckux onepaumii.

ITpu 3TOM TIieJBle YHWCIIA, BCTPEYAIOIIMECS B XOjA€ pabOTHl airOpuTMa, WMEIOT ABOMYHYIO THHY
O(nlog B) 6uros.

Aaroputm NPA

Asroput™ Ut pemieHusi npoOsiembl Ommkaiimero Bektopa CVP (Closest Vector Problem)
usBecten moj Haszsanumem Nearest Plane Algorithm (NPA), paspa6oran L. Babai. Kosdduiment
2

n
alNpOKCUMAllUU aJrOpUTMa COCTaBIIET Z(ﬁj , THE N — 3TO paHr pemerku. Bo MHOrHMx

NPUIOKEHUSIX AITOPUTM TPHUMEHSETCS C HEM3MEHHbIM N, YTO JaeT MOCTOSIHHBIH KodddurmeHt
npubmmkenus. Annpokcumariio CVP ompenensior kak npobdiaeMy moucka (Search), ontumuszanuu
(optimization) u pemenus npodaems (decision) gap. YcraHoBUB KO3 PHUIMEHT npuOImKeHus y =1

[5]:

— (CVP,, search) — npu 3anansoM G6asuce B e Z™" nrtouke t € Z" maiitn Touky X € L(b) Takyro,
aro Wy e L(h),|x—t]|<y|ly—t|;

— (CVP,, optimization) — npu 3amansoM 6asuce B € Z™" u Touxe t e Z" maiitn r € Q Takyro,
gro dist(t,L(B)) <r <y-dist(t, L(b));
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— (CVP, , decision) — mpu 3amanHom Gasuce BeZ™" u Touke teZ™ u reQ pemmrs
dist(t,L(B)) < r wmu dist(t,L(B))>y-r.

ANTOPHUTM COMIEPXKUT JIBa dTara: cHavaa npumensercs peaykius LLL ¢ 8 =3/4 mis BxogHO#M
PEIIETKH, 3aTeM HJET MOMCK EIOYUCIEHHON KoMOuHamu Ga3ucHbix BekTopoB B eZ™", kotopas

0JIM3Ka K ICKOMOMY BeKTopy t€ Z". DTOT 1uar aHajJoruueH BHYTPEHHEMY LUKIIY Ha dTare pPeayKLuu

anmroputMma LLL. Ha Brixome anroputma Bexktop X € L(b) Takoii, uro ||X —t|| < 2zdist(t, L(B)).

[IpencraBienne BTOPOTO dTama anroputMa ciieAyromiee. Ecim opTOHOPMHUPOBAaHHBIA HAOOD

b,

Hcnone3ys takoii 6a3uc, matputa B B u BekTop t ciexyromue:

HETIONHOM perneTku 3a1an b /(b |,...,b, / "bn”, TO HEOOXOIUMO PaCIIUPHUTh 0a3uC Ha M—N BEKTOPOB.

o =
ol -
) :

0 b, | || * ©
0 0o ||~
0 o *

ANTOPUTM HILET LETOYHCICHHYI0 KOMOMHALIMIO CTOJIONOB, IS KOTOPBIX KaXkaas KOOpAWHATA
i=1,...,n HaxomuTcs B Ipeenax il/Z”Ei" u3 i-oii koopmunHathl t . TakuM 00pa3oMm, anropuT™m
CHayYaja HaXOAWT KPATHBIA N -BIi CTONOEI] MaTPHIIBL, KOTOPBIH JaeT N -10 KOOPAWHATY C TOYHOCTHIO JI0
+1/ 2”5.” , 3aTE€M OH MPOAOJDKAET 10 N—1 crosbna u T.4. Eciu penierka He sIBIIIETCS MOJTOPAHOTOBOM,
TO TOCIHEAHHE M—N BEJIWYUHBI COOTBETCTBYIOT MPOCTPAHCTBY, OPTOTOHAJIHLHOMY pPa3MEpHOCTH

peurerku (span).
I'eoMeTpudeckoe onmucanue BTOPOTO dTara MPeACTaBICHO Ha puc. 3.

1B

/gﬁl

Puc. 3. Anroputm NPA nns peretku panra 3

1. Iycts S —at0 npoekuus t Ha span(b,,...,b).

2. Haxoxnenue C Takodl, uro rumepmiockocts chb +span(b,,...,b ) MaKCHManbHO
npuOIMKeHa K S .

3.Mycts s'=s—cb, . Cagur s" u L(b,...,b ), mycrs nuckomoe — 310 X'

4. Bosepar x=X'+ch,.

Taxum 06pa3om, x siBgeTCa OnuKkaimum BekTopom k S B ¢b, +L(b,...,b ).

Kpunrocucrema NTRUENCrypt

Kpunrocuctema NTRUEncrypt, ocCHOBaHHasi Ha pELIETHYATOM KPUITOCHUCTEME, CO3/1aHa B
KadecTBe anbTepHaTUBEI RSA m xpuntocucremam Ha smumntudeckux kpuBbix (ECC). CroitkocTh
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ajropuTtMma obecneunBaeTCs TPYAHOCTBIO ITOMCKa KpaTqaﬁmero BCKTOpa PCHICTKU, KOTOpaAd Ooiee
CTOMKas K aTakKaM, OCyHICCTBJIIEMBIM Ha KBAHTOBBIX KOMITBIOTEPAX. AJIFOpI/ITM HCIIOJIB3YET OICpaun

naj konbiom Z[X]/ (X" —1) ycedeHHBIX MHOTOYIEHOB CTENEHH, He peBocxosmeii N —1:
a(X)=a=a,+aX+---+a,, X", a,...,a,,€Z. 7)

Takoil MHOTOUWIEH MOXXHO TaKXe MPEACTABUTh BEKTOPOM
- - N-1 .
a(X)=a=>» aX'=[a,....a,,] (8)
i=0

Kpunrocucrema ompenensercs psaom mapamerpoB: N, p, 0. st coxpaHeHUS CTOWKOCTH
IropuT™Ma He0OXO0IMMO, YTOOBI MapaMeTpsl P U ( ObUIM B3aMMHO MPOCTHIMH, UX HAOONBIINI 00N

JIeNATENb JOJDKEH PaBHATHCS EAMHUIIE.
Hns mepemayn cooOLIeHUST HEOOXOJMMO CTE€HEPHPOBATH OTKPBITHIA M 3aKPBITHIA KIIIOUH.
cirydailHbIM 00pa3oM BbIOMpaET ABa MaNbIX NOJAMHOMA f M § U3 KOJblla yCEUEeHHBIX MHOTOWIEHOB R.

Jlns  ompeneneHus MaJOCTH MOJMHOMOB HCHOJNb3yroTca umcna O, u d KOTOpele BHIOMpaeT

OTIpaBuTeNs. MalloCTh TIOJMHOMOB O3HAYaeT, YTO OTHOCHUTENBHO MPOW3BOJBHOTO MOJMHOMA IO
MOJIYJIO (], B KOTOPOM KO3 (HUIMEHTH paBHOMEPHO pacipeesieHbl, Y Majoro MOJIMHOMA OHH OYIyT

MHOTO MeHbIne ( [6].
[Momuuom f wumeer d, koaddumentos, papubix 1, (d, —1) xoadduuuenros, paBubix —1, u
octasnbHele, paBuble 0. Ilomunom ¢ Oyzaer umers d; xodddunuentos, papusix 1, d, paBrpix —1, u

ocTainbHbIe, paBHbie (. BoiOpaHHBIC MOIHHOMBI AOJIKHBI ICPHKATHCS B TailHE, T.K. OHU HUCIIOIB3YIOTCS
JUTsE paciiu(POBKH COOOICHUS.

Janee BerumcnsroTcs obparneie momumHomel f m f mo momymo p m ( coorsercTBeHHO,
takue, gto fx f =1(mod p) u f x f =1(modq) . Eciu 5T 0GpaTHbIE MOTMHOMBI HE CYIECTBYIOT, TO
nonuHom f BeIOupaercs 3aHoBo. CekpeTHbiii kmou — 3710 mapa (f,f)), a orkperreid xmou h
Bpruncnsercs no popmyne h=px f xg(modq).

I[J'ISI OTIIPABKHU COO6H.[€HPI5{ C TIOMOHIBIO OTKPBITOI'O KIIHOYaA h H€O6XO,Z[I/IMO npeaACTaBUTH
COO6I].I€HI/IC B BHJEC IIOJIMHOMa M C KOS(i)(bPILIHeHTaMH no Moayimwo p, BI)I6paHHI>IMI/I n3 auaria3oHa

(-p/2,p/2] . 3arem HeoOxomuMO BHIOpaTH JAPYrOH Maiblii MOIMHOM I , KOTOPBIA SBISETCS
OCTICTIISFONINM, U BBIYUCITUTH mudpoTekct e = (r x h+m)(modq).

I[J'ISI paCH_II/I(I)pOBKI/I MOJIY4YCHHOT'O COOGHIGHI/ISI € UCIIOJIb3YCTCA CereTHLIﬁ KJIFOY U BBIYUCIIACTCA
a=f xe(modq).

Koaddurtmentsr BeibuparotTcs u3 auamasona (—q/2,q/ 2], sarem Beruncisercs b =a(mod p).
HMcnonp3ys BTOPYIO 4acTh CEKPETHOTO KIIFOYa, HCXOAHOE coobuieHue ¢ = f, x b(mod p).
OTKPBITHINA KITIOY TaK e MOXKET OBITh MPEICTABICH YPMUTOBON MAaTpHUIleH 2N x 2N :

ql, 0
H |

n

B= (9)
rae | emuunuHas matpuna NXN, ¢ — nenoe 9ucio (06eno g =2° nm 2'%), a H — marpuma nxn
¢ omementamu B {0,1,...0—1} . Marpuria H crpourcs takum o6pa3oMm, uToOBI 0as3wc PEMIETKH,
HOPO’KAECHHOM B, cocTosut 3 kopoTkux BekTopoB [3]. Marpuna H siBnsieTcst HUKIMYECKO# MaTpuUIieH,
T.€. CTPOKH MaTpuibl H — 3TO muKiImyecKkne mOBOPOTH IEPBOTO psina MaTpuil H . OTo o3Hauaer,
YTO IS 3aJJaHUsI OTKPHITOTO KITF0Ya HEOOXOAMMO yKa3aTh TOJBKO (] M MEPBYIO CTPOKY MaTpumbl H ;
OTKPBITHIH Kitou Tpedyer O(nlog, q) 6ur.

Pemeruatas koHcTpykumss NTRU mno3Bomsier KpunrocucreMe NPOTHBOCTOSATh —aTakam
«KBaHTOBOTO THUMay». [IpM MakcUManbHBIX HacTpoiikax Oe3onmacHoctd NTRU Ha derwipe mopsiika
osicTpee RSA u Ha Tpu nopsinka 6sictpee ECC [7].
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3arpaTHOl orepanuell anropuTMa SIBIISICTCS OINEpalys YMHOXKCHHS DJIEMEHTOB Koiblla. Ee
pELICHHEM MOXKET CTaTh MCIOJIB30BaHHE KHUTalicKoi TeopeMbl 00 ocrarkax (CRT) mis 3ameHsI
orepanuii YMHOXKXEHHSI Ha OTIepaIiy CIIOXKCHHUS IPH HEOOIBIINX 3HAYCHUSIX TTapameTrpa .

Hns xpanenus nonuHomoB f u ¢ HeoOxogumo 2N Out, a a1 moauHoMa h HEoOXOIUMO
Nlog, q 6urt [8].

N3 mpeumymiectB NTRUEncrypt mepen anamorom — kpumnrocucteMod RSA MOXHO ykazaTh
0oJiee BBICOKYIO CKOPOCTh paboThl. BrimonHenue onepauuii mmdpoBanust U aemudpoBanus TpedyeT
O(n?) onepauuii, B ormuue or O(n®) y Toro xe RSA. HemocraTok cucTeMbl — HEOOXOAUMOCTH
WCIIOJIb30BaHMs PEKOMEHJOBAHHBIX TapaMeTPOB.

3akiaouenue

ANTOPUTMBI Ha OCHOBE TEOPHH pEIIETOK IMO3BOJISIIOT  00ecrednBaTh  CTOWKOCTB
KpUNTOrpad)MuecKUX CUCTEM, UCTIONIB3YIOIIUX BEIUMCIICHHS Ha pemeTkax. Heodxonnmo pemars 3agauu
KpaTyaiimmx, OmmKalImMxX BEKTOPOB M IIOMCKa KpaTdaimrero Oasmca pemreTku. Kpumrocucrema
NTRUENcrypt, noctpoennas Ha penietkax, osictpee, uemM RSA u ECC, ogHako aiist 3a1aHHBIX YPOBHEH
CTOWKOCTH TpeOyeT NCIOIb30BaHMsI PpEKOMEH/IOBAaHHbBIX TapaMeTpPOB.

PROTECTION OF DATA TRANSMISSION AND STORAGE
CHANNELS BASED ON ALGEBRAIC LATTICE CODES

M.A. ALISEYENKA, S.B. SALOMATIN

Abstract. Algebraic lattices and problems of finding the shortest and closest vectors are considered.
An algorithm for reducing the shortest lattice basis is shown. The advantages and disadvantages
of the cryptosystem on lattices are given.

Keywords: lattice, CVP, SVP, LLL-algorithm, NPA-algorithm, NTRUEnNcrypt.
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VIIK 621.391

OJTHONIOIUTEPAIITAOHHAS CKEJIETU3ALIUS N30BPAKEHUI

. MA, B.IO. [IBETKOB, B.K. KOHOIIEJIbKO

benopycckuii cocyoapcmeennvlii ynusepcumem ungpopmamuxu u paouosnekmponuku, Pecnybauxa Benapyce

Hocmynuna 6 peoaxyuro 30 mapma 2020

AnHoTanus. J[7s MOCTpOeHUS NpeesIbHO TOHKUX CBSI3aHHBIX CKEJIETOB OMHAPHBIX M300paXKeHUH
C HU3KOW BBIYMCIIUTEIBHOW CIIOXHOCTBIO IPEJIOKEHBl MaTeMaTHYecKas MOJAENb U aJIrOpPHTM
OPCA (One-Pass Combination Algorithm) omHOmomUTEPAIIMOHHON CKEETU3AIMA HA OCHOBE
KOMOMHAIIMY M YIIPOILIEHUs Moieneil onHonoauTepannonHoit OPTA u nByxmnoautepauoHHoi ZS
CKeJIeTH3aIHH.

Kniouesvie  cnosa: cxenermzammsa — m3oOpakeHuit, amroputm OPTA, amroputm ZS,
OJJHOTIOANTEPALIMOHHAS CKEJICTU3ALIMS.

BBenenue

OpHuM H3 €Hoco0OB pPacHo3HaBaHMUA OOBEKTOB HA M300paKEHUM SIBISAETCS CTPYKTYpPHBIN
MOJXO0J, OCHOBAHHBIH Ha IMOCTPOECHUM CKelleTa 00beKTOB. CylecTBYeT JOBOJIBHO MHOTO IOAXOOB,
TIO3BOJIAIONINX CKEJIETU3UPOBaTh HM300pakeHHe. B kadecTBe Hambojiee H3BECTHBIE MOXKHO B3ATh
napasuienabHble anroputMsl OPTA u ZS. J1519 MHOTHX OJTHOTIOAUTEPALIMOHHBIX aJITOPUTMOB XapaKTEPHO
HapyIIeHHE CBSI3HOCTH U (OPMUpPOBAHNE N3OBITOUYHBIX (PparMeHTOB ckeneTa. Hanbomnee kauecTBEHHBIE
cKeneThl (OPMHUPYET W3BECTHHIM omHOMoauTepanuoHHbid anroputM OPTA, ocHoBaHHBIN Ha 18-TH
OMHApHBIX MAacKaxX, HO OH YyBCTBUTEJICH K KOHTYPHOMY IIYMY M MMEET BHICOKYIO BBIYHUCIUTEIHHYIO
CIIO)KHOCTb. ~ bnaromapss ~ OTHOCHTENBHOM  HPOCTOTE  LIMPOKYIO  HM3BECTHOCTh  IMONYYHI
JBYXIIOAWTEPALIMOHHBIN anroput™ Zhang u Suen (ZS), OCHOBaHHBIN HA 6-TH JIOTHYECKUX YCIOBHUSX, HO
OH pa3MbIBAaeT JHArOHAIBHBIE JMHWUU TOJIIMHON 2 THMKCENS W ynanseT o0JacTH pa3sMepoM 2x 2
nukcensi. O0a anropuTMa He 00eCTIeYHBAIOT TOCTHKEHIE MUHHUMAIBHOW TOJIIUHBI TMHUAHN cKkeneTa [1-
5]. Ans ycTpaHeHuUs! 1aHHBIX HEOCTATKOB M Pa3sBUTHUS aJropuTMa ZS MPeJIOKEHBI CIeIYIOUIHe ero
MOJU(HKAINY: U3MEHEHHE ITOPOTOBOT0 3HAUYEHHsI B TIEPBOM JIOTHUECKOM YCIIOBHH [6]; UCTIOJIb30BaHHE
TOPU30HTAIBHBIX U BEPTUKAIBHBIX MPSIMOYTOJIBHBIX OKOH [9-10]. Mcnonp30BaHNe paciMpeHHbIX OKOH
u3 11 nukceneit [11-13]; pacmupenne anroputMa Ha MOJYTOHOBEIE M300paxkenus [14]; pacimmpenue
YCJIOBHM yAaJIeHUs MUKCEIed Ha BTOPOW MOAMTEpAlUHU AJI1 YCTPAaHEHUs upe3MepHou sposzuu [17].
[ToBblmeHWe KauecTBa CKEJETOB B JIAHHBIX MOIWU(UKAIMAX JOCTHTAaeTCsl 3a CYeT pocTa
BBIUUCIIUTEIBHON  CIOKHOCTH.  MHOrMEe  [IBYXHOAWTEPALUOHHbIE  aNTOPUTMbI, Kak |
OJTHOIIOIUTEPALIMOHHBIE, ODUEHTUPOBAHBI HA CKEJIETU3ALHIO CUMBOJIOB CKAHUPOBAHHBIX JTIOKYMEHTOB.

Lenbto paboThl siBsieTcs GOpMUpPOBaHUE CBA3aHHBIX CKEJIETOB MHUHUMAJIbHON TOJIIUHBI JUIS
O00BEKTOB TPOM3BOJILHOM (hOpMBI Ha OWHAPHBIX HW300PAKEHUAX C HU3KOH BBIUMCIUTEIBHON
CJIO’KHOCTBIO.

ITocTanoBKa 3agaun

Jlyist GunapHoro usobpaxkenus | = ||i(y, X]|( ) pasMepom Y x X, IHKCEIU KOTOPOIo

y=0,Y -1,x=0, X -1
uMeroT 3HadeHus | win 0 B 3aBHCMMOCTH OT NMPUHAAJIEKHOCTH IIONIAJHOMY OOBEKTY WM (OHY

COOTBETCTBEHHO, ~aJTOPUTMBI CKENEeTH3aluH (DOPMUPYIOT Matpuiy S =||S(y,x)||(y7W_l Wy

CKEJICTH3allMK, 3HAUEHHUS 3JIeMEeHTOB KoTopod 1 miau 0 yka3wsiBarOT Ha (pparMeHThI CKeleTa W (poHa
COOTBETCTBEHHO.

34



KOINUPOBAHUE U TH®PPOBAA OBPABOTKA CUT'HAJIOB B MUH®OKOMMYHUKALTUAX

B anroputme OPTA Ha kaXnoH UTepalud OKPECTHOCTh €IUHUYHOIO 3JIEMEHTa SOPTA(y,X)
MaTpULBl Sypr, CKEIETH3ALMU IIPOXOAUT JBE IPOBEPKH (IIepe ePBOi HTepaluel 3HaueH s TUKCeNnel
OuHapHOro u300paxkeHust | mepeHocATcd B MATpULy S,p;, cKeneTusauuu). Eciam okpecTHOCTH
oleMeHTa Sopra (Y, X) COOTBETCTBYET ONHOIM W3 MAacOK: @) NPHBEACHHBIX Ha puc. 1, a, TO
Sopta (Y, X) <=0 (war 1); 6) npuBeaeHHbIX Ha puc. 1, 6, T0 Suprs (¥, X) <=1 (wwar 2). 3ateM nomydyeHHas
Matpuna Sgp;, CKEJICTU3aLUK NPOXOAUT elle OJHY IPOBEPKY, B PE3yJIbTaTe KOTOPOH yIasioTCs
C/IMHMYHBIC ONEMEHTBI Sgpra (Y,X), OKPECTHOCTH KOTOPBIX COBIIAZaeT C ONHOH W3 MAacok,

NpUBeACHHBIX Ha puc. 1, ¢ (wwar 3). O6o0menHas macka s anroputMa OPTA npusenena Ha puc. 1, e,
rae P(1)=Sepra (¥, X).

00 1| x x |1 X |1
X | x| x|x 10X
1)1 1)1 1 1 1 x [ 1] x
X |1]x 11 x 0 x |1
X | x| x X111]X
x |1 1| x 00 x |0 10X
1 1)1 01
x |0 0| x x| 1]x x| 1]x
a 9]
0 X x |1 X P9 P2 P3 P9 P2 P3
110 0|1]x 0l1]0 11110 P8 P1 P4 | P10 P8 P1 P4
1] x 0 X 0|0 X P7 P6 P5 P7 P6 P5
P11
0 0|1 0]0 0
1 1 1
0 0 0 0
8 2 0

Puc. 1. bunapusie macku anroputMoB OPTA u ZS
a —ua nrare 1 OPTA (X — 6e3pasnmuuHoe coctosiHue); 6 — Ha miare 2 OPTA,
¢ —Ha mare 3 OPTA; 2 — o0mmii o maram 1-3 OPTA; 0 — i ZS

Ha puwc. 2 B KauecTBe mpuMepa NpUBEAEHb OuHapHoe u300paxkeHue | pasmepom
15x15 nukcenei (puc. 2, a), coaepikaiiee HECKOJIbKO 00bEKTOB, U OMHAPHBIC N300paKCHUST MaTPHIL
CKENeTH3allud S , COOTBETCTBYIONIME O3TOMY H300paKEHUI0 M CPOPMHUPOBAHHBIE C MOMOIMIBIO
QJITOPUTMOB cKesteTu3aluu: ogHonoautepannonsoro OPTA [11] (puc. 2, 6) 1 IBYXIIOMTEPAIIHOHHOTO

ZS [13] (puc. 2, 6).

6 Pes

Puc. 2. burapHOe n300paXKeHHEe U PE3yIbTATHI €r0 CKEICTH3AIUH:
a — ouHapHoe moopaxenue |; 6 — ckenetet OPTA,; 6 — ckenetst ZS; 2 — ckenetst OPCA

Puc. 2 nokassiBaeT ocHOBHbIE HepocTaTku anroputMoB OPTA u ZS. B o0oux anropurmax He
JOCTUraeTcss MUHUMaJbHAsl TOJIIMHA JIMHUN cKenera (MHOTHE HEY3JIOBBIE 3JIEMEHTBI UMEIOT OoJjee
IBYX coceneil). Anroput™M ZS TepsieT HEKOTOpbIE AMAroHajbHblE JUHUM U 00nacTu 2x 2. CKeJeTsl,
¢dopmupyemble anroputMom OPTA, nuIIeHB! 3THX HEJOCTATKOB, HO MOJABEPKEHBI KOHTYPHOMY LIYMY
(He3HAYHTENIbHBIE HCKPUBIICHHUS KOHTYPHOH JIMHUN OTPaXKatOTCs Ha JOpME CKelleTa).
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AJITOPUTM CKeJIeTH3aIuA

Jlis TOCTpOEHUsT TPEAETbHO TOHKHX CBS3aHHBIX CKENIETOB (HEY3JIOBBIE DJIEMEHTHI CKelleTa
UMEIOT He 0oJiee IBYyX coceneill) OMHAPHBIX M300paKEHUH C HU3KOH BBIYHCIHUTENBHOMN CII0KHOCTHIO
npemiaraeTcss  marematudeckas — momenb  OPCA (One-Pass  Combination  Algorithm)
OJTHOTIOJTUTEPAIIMOHHON ~ CKEJICTH3allMd Ha OCHOBE KOMOWHAIIMM ¥ YIPOINCHHS MOJelei
onHomnoutepanuonHoi OPTA u nyxnoautepaiioHHoit ZS ckeneru3anuu. CoriacHo mpeiaraeMoi

MOACIN Ha Ka)KI[Oﬁ UTepann CI[I/IHI/I‘IHI)II‘/'I 3JICMCHT SOPCA(y’X) MaTpulbl SOPCA CKCJICTU3all1

oOHymseTcs (Tepe/ epBoil nTepanyeil 3Ha4eHus MIKceNel OnHapHOTo M300paxenus | mepeHocsaTcs B

MAaTPHILY S,pc, CKEIETU3ALMH), €CIIH 3HAYCHHUSI IEMEHTOB BEIOOPKH P = || p(k )”(szu) , hopMupyemoit i3
DJIEMEHTOB OKPECTHOCTH Sppca (Y, X), Kak mokasano Ha puc. 1, 2(p(1) = Sopca (1,))-
9
2<> p(k)<6 (1)
k=2
9
Y| (k)= p(mod, (k-2+1)+2)[=2 )
k=2

~((P(4)=1)~(p(8)=0)A(P(10)=0)v(p(6)=1) A(p(2)=0) ~(p(11)=0)) )

ITocne BbIMONHEHHS BCEX WTEpalMid, KOTAAa HE yJalsieTcs HU OJHOIO 3JIEMEHTa CKejleTa Ha
ocHoBaHMHM ycnoBuii (1-3) momyuenHas Matpuna S,pc, CKEICTU3ALMH IIPOXOIHT €Il OJHY IIPOBEPKY,

B pe3yJIbTaTe KOTOPOU YAASIOTCA SAUHUYHBIC SJIEMEHTBI S pcp (y, X) , YAOBJIETBOPSIIOIINE YCIIOBUIO
(p(k)=0) A(p(mod, (k—2+3)+2)=1) A( p(mod, (k—2+5)+2)=1) npu k ={3,5,7,9} ()

Hcxons u3 paccmoTperHoit Moaenu npeyiaraercs anroputM OPCA ckeseTnzanyy Ha OCHOBE
koMOuHanuu W ynpomeHus anroputMoB OPTA wu ZS. Cymnocts amroputMa OPCA coctout B

dopMupoBaHMM MaTpPHLBl Sy, CKEIETHU3alMH IyTeM IepeHoca B Hee 3HAUeHMH IHKcelel

00pabaTbiBaeMOro OMHAPHOTO N300paXKEHHs; HTEPATUBHONW 00pabOTKEe MATPHIBI Sype, CKENCTU3ANN

JUIS  yoaneHuss ee W30BITOYHBIX EIMHHYHBIX DIIEMEHTOB C HCIOJdb30BaHWeM yciaoBuil (1-3);
MIPEeKpaIeHNH UTEPATHBHON 00paOOTKH NIPU OTCYTCTBUU H30BITOYHBIX SAMHUYHBIX AJIEMEHTOB MaTpHITh!

Sopca CKEJIETU3ALNH, JUISl KOTOPBIX BBINOIHAIOTCS ycinoBus (1-3); yaaneHuu n30bITOYHBIX €JMHHYHBIX

9JIEMEHTOB MATPUIBI Sgpe, CKEIETH3AIMY C UCTIOIBb30BaHUEM YCIOBHSA (9).

Ounenka aJIropuTrMa CkeJieTu3auumn

[IpousBeneHo cpaBHeHue mnpemiokeHHoro ainroputMa OPCA ¢ M3BECTHBIMU aJIrOpPUTMaMU
omuomoaurepannonnoii OPTA [19] u aByxmomuTepanuoHHoi ZS ckegeTusalvu  (aIropUTMBD
peann30BaHbl Ha s3bIKe MporpaMMupoBanus C++ u nmpoTtecTupoBanbl Ha Kommbiotepe ¢ OC Windows
8 64-6ut, CPU i7 2,6 GHz, RAM 8 GB). TecroBbie nzobpaxenus | (1) — | (3) mokasansl Ha puc. 3.
Pesynbrathl CkeNleTH3alMKM TECTOBBIX HM300paxeHuit ¢ momorpio anmroputMos OPTA, ZS u OPCA
TIPUBEJICHBI Ha pUC. 4.

(1) 1(2) 1(3)

Puc. 3. TecroBbie Ounapusie uzoopaxenus: | (1) — 1 (3)
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S, (1) S, (2) S, (3)
Sopta (1) Sopra (2) Sopra (3)
Sopca (l) Sorca (2) Sorca (3)

Puc. 4. Pe3ynbTaThl CKeNETH3alMH TECTOBBIX H300paKCHUI: Szs (1-3) — Pesynbrath! ZS;
Sopra (1-3) — Pesymbrater OPTA; S, (1-3) — Pesynsratsr OPCA

3aKkiIouyeHne

IIpennoxxkensl Matemarnyeckas wmonenab W amroputm  OPCA  onHonmoauTepalMOHHON
CKEJIeTU3alli Ha OCHOBE KOMOWHAIIMHM WM YIPOIIEHUS Monenel omHomomutepanuonHoii OPTA u
neyxmnogutepanuonnoit ZS ckenetusanuu. OPCA otimmuaercss ot OPTA wuckimtoueHneM Macok,
MpeHA3HAYCHHBIX IS yJAJIeHUs W30BITOYHBIX DJIEMEHTOB Ha TOPU3OHTAIBHBIX U BEPTHKAIBHBIX
MPSIMBIX JTUHUSAX CKEJIeTa, UCIOIh30BAHUEM YIIPOIIICHHOTO YCIOBHS I YAAICHUS MUKCEICH B TOUKAX
W3JIOMOB JIMHUH CKelleTa, UCKIIYCHHEM MAacoK, MpeHa3HAUCHHBIX U yAAJICHUS W30BITOUHBIX
KOHLIEBBIX 35eMeHTOB ckenera. OPCA oriauuaercs oT ZS HCKIIOYEHUEM BCEX YCIOBUM YIANCHHS
MTUKCENel, KpOMe JIByX OCHOBHBIX.

SKELETONIZATION WITH SINGLE SUBITERATION

JUN MA, V.Yu. TSVIATKOU, V.K. KONOPELKO

Abstract. To construct extremely thin coupled skeletons of binary images with low computational
complexity, a mathematical model and OPCA (One-Pass Combination Algorithm) single-feed
skeletonization based on a combination and simplification of single-feed OPTA and two-feed ZS
skeletonization are proposed.

Keywords: skeletonization, algorithm OPTA, algorithm Zhang-Suen, single-iteration skeletonization.
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VK 621.391

CTABMJIM3ALIMSI BUIEOIIOCJIEJOBATEJIBHOCTEN
C UCIIOJIb30BAHUEM HEMPOHHBIX CETEN

A.C. IT4YEJIKHH, O.I'. IEBYVK, B.B. YEIIMKOBA

Benopycckuii eocyoapcmeennblii ynusepcumem ungopmamuxu u paouodnekmponuxu, Pecnybnuxka Benapyce

Hocmynuna 6 peoakyuro 31 mapma 2020

AnHoranus. [lpemmoxkeH aiaroputM CTaOWIM3AIUM BHICOIMOCIECOBATEIIFHOCTEHl HAa OCHOBE
HEHPOHHOW CeTH, Ui OOYYCHHS KOTOPOW HCIOJIB3YOTCS TOJBKO TMPEANICCTBYIOIIUEC KaIphI.
B kauecTBe komepa BeicTymaeT aganTupoBanHas ceTh ResNet-50. [Tokazano, 4To mpe/I0KCHHBIH
aJNTrOpUTM HEMHOT'O yCTyHaeT  ajiropuTMy  MOANPOCTPAHCTBEHHOM crabunuzanuu,
YTO KOMIIEHCUPYIOTCS BO3MOKHOCTBIO €T0 MUCIOJIb30BAHUS B PEKUME PEATbHOTO BPEMEHHU.

Knrouesvie crosa: CTa6I/IHI/IBaHI/IH BHICO, HeﬁpOHHaﬂ CCThb, MOANMPOCTPAHCTBCHHAA CTa6I/IJ'II/I3aHI/I§I

BBeaenne

Yacto TpyOHO MpoCMAaTpUBaTh  BUICOM300pPKEHHE, CHATOE C IOMOLIBIO  IUIOXO-
WK HE 3aKPEIUICHHBIX OBITOBBIX BUICOKAMEp, U3-3a HATMYHS IPOKaHUS B HUX. Ha CeroqHsIIHuUIA 1eHb
CYIIECTBYIOT Pa3IMYHBbIC METOMAbI CTAOMIM3AIUMK TU(DPOBOrO BHIACO [UIS YJIyUIICHHS KAadyecTBa €ro
BOCIIpou3BeicHus. Hale Bcero TakMe METOAbI OCHOBAHBI Ha yOaICHWH PE3KUX JBWIKCHHH Kamephl
U peIaroT 3Ty MpoOJeMy MyTeM aHalu3a rII00aTbHOTO ONTHYECKOro MOTOKA, CHadaia OLCHHUBAs,
a 3aTeM BbIPABHUBAs TPACKTOPHIO KaMEpPhl, MCIOJb3ysi aBTOHOMHBIC BBIYHCICHHUS, YTO 3aTPYIHSACT
UX MPUMEHEHNE B PEXKMME PEaTbHOTO BpeMEHH, OHaiH. HekoToprsie METOBI OHIaWH-CTaOMIM3aInT
CIIE/TYIOT MPOIIEYPE «3aXBaT — BBIYHUCIICHUE — OTOOPaKEHHUE» JJIs KaXK/0r0 BXOJISIIETO BUICOKAIPa
B PeXKHUME pealbHOTO BPEMEHH C HU3KOM 33/1ep:KKOM. J[BIDKEHHE KaMephbl B TAKAX METO/aX OICHUBAETCSI
¢ momorpio adhGuUHHON TpaHChOpMAIMH, TOMOrpaduK WM C HCIOJH30BAHHEM PACYETHBIX CETOK,
YTO rapaHTHUpPyECT BBICOKYIO TOYHOCTD U1 CLICH ¢ MAJICHBKUMH CMECIICHUAMM, HO JOITYCKAaCT CECPHLE3HBIC
cOou 151 KaJAPOB C OOJIBIIUMHU.

B ominumne OT CyIIecTBYOMIMX MOAX0A0B, KOTOPBIE JIO0JIKHBI IBHO MOJICITHMPOBATh yTh KaMEPHI,
9TO0OBl CIJIJMTh €r0, MPEUIaracTcsi ajJrOPUTM CTAOWIIM3AlMU BHICO Ha OCHOBE HEWPOHHOW CETH,
WCTIOJIb3YeMOH ISl BBIYMCIICHHUSI YCTOMYMBOTO MPeoOpa3oBaHUsl UCXOJT U3 00paOOTaHHBIX KaJlpoB

(puc. 1).

- —— — — —

¢ HectabunbHeA

o

BN B s M

SIS CTabuavMzMpoBaHHbIA
Kagp

il

lNpeabigyune

Puc. 1. Anroput™ cTaOuiImM3aiiy BHIEO HA OCHOBE HEHPOHHOW CETH
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ApXHUTEKTypa ceTH

[penno>xeHHBIH aNroOpUTM CTAOMIM3HPYET BUIEO O0€3 HCIONb30BaHus Oyaynux KaapoB. Takum
o0Opa3oMm, 3a7ada OHJIAWH-CTA0MIIM3AlMN TIPEBPAIIAeTCs B 3a/ady OOYUCHHS C YUHTEIEeM DPErpeccHu
YCIIOBHOM TpaHc(opMaiuu 6e3 SBHOTO BBIYUCIICHUS yTH KaMEpHI.

Ha Bxon cet mopaercst HecTaOMIBHBIN Kaap |, M IIECTh YCIOBHBIX MPEABIAYLIINX CTAOMIIBHBIX

KaJpOB BLIOPAHHBIX MNPHOIM3UTENBHO M3 OXHOM ceKyHABl S, =l o, 1 45,1 g, i g i, 11y
I BpEMEHHON oTMeTKH t. BpIOOpKa Takumx KaapoB 0ojee IUIOTHAs BOJM3M M Pa3speKeHa IajbIle

OT BXOZSIIEro Kaapa. IIpeanoeH sl anroput™ perpeccupyet tpanchopmammo f," ams (i,j) -ro
PEryJSIpHO pa3NIeICHHOM PEIICTKH TOTOKa gti‘j, rae pemerka G, :{gti'jllsi, j S4} pasmepom 4x4
3JIeMeHTa pacmpeneneHa mo kaapy |,. Beixom Momenm — 3T0 mocnmemoBarenbHBIH  Habop
TpaHcopmarmii K ={fti'j|1Si, j S4} ans kagpa |,. Ilocme yero cTaOMIM3HMpOBAaHHBIH Kajp

MOJIy4aeTCsl IIyTeM:

— *
It_Ft It’

rae * —3To onepaTop mpeoOpa3oBaHUsI.
IIpennoxeHnHass MOENb SIBISIETCS CUAMCKON CBEPTOYHOM HEMPOHHOU CEThIO, KOTOPAsi COCTOUT
U3 JIBYyX BETBEH ¢ 001mMMu napamerpamu cetd. CHaMcKasi apXUTeKTypa UCTIOIb30BaHa JIJIsl COXpaHEeHUs

BPEMEHHON COITaCcOBAHHOCTH YCIEIIHO CTAaOMIM3MpOBaHHBIX KaapoB |, =F_,*l _,u I, =FK*I,.

Kaxnast BeTBb SBISETCA [BYXIIArOBOM CETHIO, COCTOSIIEH M3 KOAEpa, KOTOPBIA BBIACISET
BBICOKOYPOBHEBBIE ITPHU3HAKU CO BXOJIOB, U PErpeccopa, KOTOPBIi Mpe/IcKa3biBaeT CTaOMITH3UPYIOUIYIO
TpaHchOpPMAaLMIO U3 W3BJICUCHHBIX KapT Npu3HakoB. Ha puc. 2 moka3aHa apxUTEKTypa HCIIOJIb3yeMOM

HEUPOHHOH CETH.

.-
1 ﬂum'f convl_x comvd x comvd_x come§_x ul'g_m;\ (r.'.?ﬂf?h' fellizd - fesi2 ,."{'_rb I l —
t — e Fy Lshap-e

Gy

— — oy L_'
-1 N ResNet-50 J \ J B
=

Ha puc. 2 Ha BXOJ HOCTYyNaeT CeMb IOCJICI0BATEIbHBIX KAJAPOB B I'PAJAlUN CEPOT0, KaxJIbli
pasmeprocTbio W x H x1 mukceneii, cogepkamux mecTb MOCIE0BATEIbHBIX CTA0MIBHBIX KaJIPOB S,

Puc. 2. Apxurektypa HEHPOHHOH ceTH

u ofHoro HecradbmnpHoro |,. Kanpel mepenarorcs koxepy Ui M3BJI€YEHHs NPHU3HAKOB. B kayecTse

Kojiepa BBICTYyNaeT ajganthpoBaHHas ceTb ResNet-50 [1]. IlomydyeHHblE KapThl MPHU3HAKOB HUMEIOT
pasmeprocTh 1x1x 2048 nukceneii. [lanee, ncnonp3yercs NOCIeI0BaTEIBHOCTD HOJTHOCBS3HBIX CJIOCB

C BBIXOJJHBIM IIPOCTPAHCTBOM TIPH3HAKOB {2048,1024, 512,(h+1)x(w+1)x 2} , Tie W=4 u h=4 10

pa3Mephl PEIIETKH 0 OCH X 'Y COOTBETCTBEHHO. BBIX0/1HAs pa3MEPHOCTh CETH COOTBETCTBYET O0IIEMY
YHUCITy BEPIIMH PEIIETKH.
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Cradtninu3annoHHble GyHKIHMHA MOTEPb

IIpu 0O0y4yeHnn ceTn UCTONB3YETCs TPU BUAA (DYHKITUH ITOTEPH:

1. ®ynkmus morepsp crabmnpHOCTH. [lepeBoauT nedopmMuUpoBaHHBIE HEYCTOWYHBBIE Kaphl
B YCTOMYUBBIC KaJpbl 3 00y4aromieli BEIOOPKH, UCIIOJL3YS BRIPABHUBAHUE TIMKCEJICH ¥ BEIPABHUBAHUC
XapakTepHbIX Touek. OHa ompeaenseTcs Kakx:

Lstab(F ’ It):all-pixel (F ’ It)+a2Lfeature(F ’ It)*

rae Ly — 9T0 GYHKUMS BbIDABHUBAHHSA MHUKCEICH, L joop e — 9TO (QYHKUMS BBIDABHUBAHHSA OCOOBIX

Touek, F — mpenckazannas tpanchopmanus, o, =50,0 u o, =1,0 KOHCTaHTHBIE Beca.
t 1 2

DyHKIMs BBIPABHUBAHMS TMHKCENEH L, OLCHMBACT, KaK TPaHCHOPMUPOBAHHBIA Kaap

I, =FK *I, cooTHOCcHTCA CO CTAaOWJIBHBIM KagpoM u3 oOyuwaromiell BBIOOpKH | ¢ IOMOLIBIO

t
CpeIHEKBaPATUIHOMN OIIMOKU:

1
_ ' *x] 2
Lpixel (Ft’ It)_BI t Ft |t2’
rae D — MPOCTPpAaHCTBEHHAs pa3MEPHOCTh KaJpa.
(DYHKI_II/IH BbIpaBHHUBAHUSI 0COOBIX TOYEK Lfeamre BBIYMCIISICTCSI  KakK CpeaHss ommokKa

BBIPaBHUBAHUS COBIABIINX O0COOBIX TOYEK IMOC]IEe TpaHC(HOpMAIlMK HECTAOMIBHOTO Kajpa, UCIOb3Ys
npeJcKazaHHylo TpaHchopmanuio F :

18, -
Lfeature (Ft’ It): Ezptn - F[ * ptlg,
i=1

rae p;', P, — 970 i-as COBIABIIAs Mapa MPU3HAKOB, M — KOJMYECTBO Map MPU3HAKOB.
2. OyHKIUS TOTEPh COXpaHeHUs! (POPMBI COCTOUT U3 (PYHKIIMU TOTEPh TPAaHC(POPMAIIMHA BHYTPH

peutetky L, 1 GyHKUNM COrnacoBaHHOCTH MeXay pemietkamu L, .. :

intra

Lshape(F ’Gt)ZYILintra(F ’Gt)+Y2Linter (F 1Gt)’

rae v, =1,0 u y, =20,0 — BeCa uineHOB (QYHKLHUU TTOTEPD.
@yHKIMU M0TEPh TpaHCPOPMALMU BHYTPH PEMIETKH L. MOOMIPAET TPEYTroJbHHK COCEHUX,

A A0 AL * .
Je(hOPMUPOBAHHBIX BEPIIMH {v oV iV t} c f, * g, cnenosarts TpaHCHOpPMALMU COOTBETCTBUSL:

—012

1 A
Lintra(Ftht):WZV —V-SRY, S,
Vi

it A SN NN AP SN | (01
rne V, =V, V', u S=v, v /N Vv, R= 1ol Mmarpuna BpameHus, N — oOmee
KOJIM4ECTBO TPEYTOJIbHBIX BEPIIMH, G, — pacueTHas peleTka.

YT10oOBI CTUMYIMPOBATH IOCIEIOBATEILHOE HPEOOPa30OBAHME COCEIHUX DEIIETOK, BBOJIUTCS
(QyHKIIMM COTIaCOBAHHOCTH MEXy peleTkamMu L. [ ka0l BepIIMHEL U €€ COCETHUX BEPIIMH
v*°,v"!, pacmonoxeHHBIX BIONE pebpa ABYX HCXODHBIX COCEJHHX pEIIeTOK, 1Ba BEKTOPA

— —0
v, =V v, m v, =V, —v"°, obpasoBaHHble neOPMHUPOBAHHBIME BEPIIMHAMH, IOIDKHEI OBITH

WJICHTHYHBIMHU:
1 ~A1l A~ A~ ~0 2
Linter(Ft’Gt):_ Z Vt_vt_(vt_vt ) '
M. = 2
{V oV Ve }
rae M — obmiee KOJIMYEcTBO MOCTIEN0BATENBHBIX BEPIIIHH CETKH.

4



KOINUPOBAHUE U LTH®PPOBAA OBPABOTKA CUT'HAJIOB B MUH®OKOMMYHUKALIUAX

3. (DYHKI_II/I}I BPCMCHHBIX MIOTCPb obecreunBacT BPEMCHHYIO KOTCPCHTHOCTb MCKAY COCCIHUMU
KagpaMH, UCIIOJIb3YsA CUAMCKYIO CETCBYHO apXUTEKTYPY. Kaxnaprit pas, Koraa aBa IocCja€a0BaTCIbHBIX

npumepa {1;,S;} u {l,1,S,_;} momaroTcs Ha BXOX ceTn, ABa NOCIENOBATEIbHBIX IpeoOpasoBanms F, 1

F,_,. @yHKIUA BpEMEHHBIX IIOTEPh 33/1aHA KaK:

1 2
— * *
L(emp(Ft’Ft—l’It’lt—l)_xBFt It_W(Ft—l It—l)z'
KomruiekcHast GyHKIHS MOTeph OCHOBAaHA HA COCEJHMX BXOMAMIMX Kaapax |, u |, ¥ 3agana
KaK:

L: Z Lstab(Fi’Ii)+ Lshape(Fi’Gi)+ Ltemp(Ft'Ft—lilt’ It—l)’

ie{t,t-1}

e Lg,, — 970 GyHKUMs moTeph CTabMIBHOCTH, Ly, — 3TO GYHKIMS MOTEPL COXpaHeHHs HOPMBI,

Liemp — 9TO QYHKLHMS BPEMEHHBIX IOTEPb.

Ounenka 3 (PeKTHBHOCTH NPEII0KEHHOT0 AJrOPUTMA CTAOMIH3 AN

Jns oneHKH pa®oThl adropuT™Ma ObUIM MCHOJB30BAaHBI CIEAYIONINE KOJINYECTBEHHBIE METPHUKH:
KOX(pGUITUEHT KaJpUPOBaHMUs, HICKAKEHUE U CTAOUIHLHOCTB.

Koaddumment xkagpupoBanus wu3MepsieT IUIOLIaJb OCTaBIICTOCS COJAEPKUMOTO  TIOCIe
crabmnmzanuu. bonee BbICOKMI KO3(PQUIMEHT KaApHpPOBaHUS C MEHBIIMM OOpe3aHUEM SIBISIETCS
npeanovTUTenbHbIM. Koo uuueHT kaapupoBaHUS 10 KaJapy €CTh COCTaBISIOMAs TIIOOATBHOM
romorpadun H,, paccunranHas Mo BXOIHOMY M BBIXOAHOMY Kaipy. 3aTeM KOI(GHIMEHTHI KaapoB

YCPEnHAIOTCS U1 TeHepanuy 3HaYeHns: K03 PUIMEeHTa KaApUPOBAaHUS BCETO BUIEO

cr(1,,1,) = H,[0,0] *H,[01] .

3HaueHue MCKaKCHUS OICHHUBACT CTCIICHb HMCKa)XXCHHsI, BHOCHUMOIO CTa6PIJIH3aIIPIeI>i.
I[J'ISI KaXXa0ro Kajipa OHO BbIYHUCIIACTCS KaK OTHOIICHUEC IBYX CAMBIX OOJNBIIMX COOCTBEHHBIX 3HAUCHUI

addunHOil wactn romorpapum H,. MuHnMansbHOe 3HaueHHe, KOTOpoe O00O3HAYAeT HAWXY/ILICe

HCKaXXCHUC, BLI6I/IpaeTC5I KaK 3HAa4YCHUEC UCKAXCHUA JJIs1 BCETO BUJICO.

’

Dy, = E
Ea

rae E, , E,, - ABa caMbIX O0JbIINX COOCTBEHHBIX 3HaYeHHs adUHHOM yacTu romorpaduu H,.

[lokazaTenb CTaOWIBHOCTH OIIGHWBAeT, HACKOIBKO CTa0MIM3HPOBaHO BHueo. Jns ero
BBIUMCJICHUS HUCIOJNb3YeTCs aHaJli3 YaCTOTHOW 00JacTH TPAaeKTOPUU Kamephl. IIpoCcTpaHCTBEHHO
pacrpeneNeHHbIE TPACKTOPUHM KaMephl BBIYHCIAIOTCS Kak IEepecedeHHs BEpIIMH permeTrku 4x4
MOCJIEIOBATENbHBIX KaapoOB. 3aTEM IEPECEUCHUs BEPILIMH MPEACTABIAIOTCS B BHJEC OJHOMEPHOTO
KOMITOHEHTA JIJIsl BCEX TEePECeUeHUi, YTo JaeT (PMHAIBHBINA PE3yJsIbTaT.

Stab, =min(G, AG,_, ),

rae G,,G, ; — pacyeTHbIE PEIIETKH OCIeJ0BATENbHBIX Ka/JPOB.

[pemnoxkeHnplit anroput™ ObIT cpaBHeH ¢ odduaiftH anropuTMOM TOANPOCTPAHCTBEHHOM
crabmmm3anuu [2] Ha TeCTOBOM Habope JaHHBIX. B 3TOT HA0Op MaHHBIX BXOMAT BUJECO, Pa3AcIICHHBIC
Ha CIEAYIONINE KaTEerOpHy: CTaHIApPTHOE, OBICTpOE BpalleHue, OBICTpOe MPHUOIKEHUE, OONBIIOI
napajuiakc, Oer u ToJma. Pe3ynbpTaTel CpaBHEHUS MPECTaBICHBI Ha PHC. 3.

42



KOINUPOBAHUE U TH®PPOBAA OBPABOTKA CUT'HAJIOB B MUH®OKOMMYHUKALTUAX

Brictpoe
CraHaapTHoe BbiCTpoe BpaleHne npuBAKeHMe MNapannakc Ber Tonna
1
0.8
0.6
0.4
0.2 II
0
K ”n C K 1 C K W C K W C K 1 C K W C
m loanpoctpaHceeHad  Hejipocets K: koad.kagpupoBaHua W: nckaxenue C: crabunbHoctb

cTabunmsaumnsa

Puc. 3. KonmgectBeHHOE cpaBHEHHE aNTOpUTMa MOAIPOCTPAHCTBEHHOHN CTaOMIM3aini
C aJITOPUTMOM CTaOHMIIM3ALMK Ha OCHOBE HelipoceTeil Ha TecTOBOM HabOpe JaHHbBIX

U3 puc. 3 BUOHO, UYTO TPEAJIOKECHHBIA aNrOPUTM CJErKa YyCTYMAeT alrOpPHTMY
HOANPOCTPAHCTBEHHON CTa0WIM3aIMU (CpeqHNe TOKa3aTeNu ISl aJrOpuTMa IOJIPOCTPAHCTBEHHOM
crabmmm3anuu: kodddurmenta kanpuposanus — 0,62, uckaxenue — 0,75, crabmimbsHOCTE — 0,8; cpemHne
nokazatenu mAns HehpoceTu: kodpounmeHnta kaapupoBanuss — 0,54, wuckaxenume — 0,745,
ctabunbHOCTH — 0,79), HO siBIIsIeTCs OOJIee YyCTOWYHMBBIM K PE3KUM ABMKCHHUSIM KaMephl.

3akiaouenue

[Ipemnoxena Monenb HEHPOHHOHW CETH I CTa0WIM3allMK  BHJACOIOCIICIOBATCIBHOCTEH.
KonmuiecTBeHHOE CpaBHEHHE C alrOPUTMOM MOJNPOCTPAHCBEHHOW CTa0MIM3alMU JEMOHCTPUPYET
COIIOCTAaBUMBIE pe3yabTaThl. HyXHO 3aMeTHUTh, YTO 3ajada CTaOWIM3ALUU B PEKUME pEasbHOro
BpPEMEHH SIBJISICTCS 3HAYUTEIBHO 00JIe€ CI0KHOM, T. K. IS CTAOMIIN3AL[MH HCIIOIb3YOTCS TOJIBKO KaJAphl
0e3 ompenencHuss THOO0aTbHOrO MyTH Kamepbl. COOTBETCTBEHHO KOJMYECTBEHHBIC PE3YJbTaThI
3¢ (deKTHBHOCTH CTaOWIH3aMA B PEaTbHOM BpPEMEHH cJerka ycTymarT oQduaiiH cTaOWIn3anuy,
OJTHAKO 3TO KOMIICHCHUPYETCS pabOTOM anropuTMa B PEXHUME PEIBHOIO BpeMEHH U Ooublieit
yCTOﬁ‘IHBOCTBIO K PE3KHUM ABUKCHHUAM KaMCPhI.

VIDEO STABILIZATION USING NEURAL NETWORKS

A.S. PCHELKIN, A.G. SHAUCHUK, V.V. CHEPIKOVA

Abstract. A video stabilization algorithm based on a neural network is proposed, for the training
of which only previous frames are used. The ResNet-50 network has been adapted as a conference
code. It is shown that the proposed algorithm is slightly inferior to the subspace video stabilization
algorithm, which allows it to be used in real time.

Keywords: video stabilization, neural network, subspace video stabilization
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YHUBEPCAJIBHBIN AJITOPUTM KOPPEKIIMM OILIMEOK JIJISI HE
INPUMHUTUBHBIX BUYX-KOJA0OB B IUAITA3OHE JIJIMH OT 0 10 99

A.O. OJIEKCIOK, B.A. JIUITHULKWI

Boennaa axaoemusa Pecnyonuxu benapyce, Pecnybonuxa benapyce

Hocmynuna 6 peoakyuro 30 mapma 2020

Annoranus. IIpeanoxeH anropuTM OOHAPYXKEHUS W KOPPEKIUH ONIMOOK JUIsl He
npuMUTHBHBIX BUX-Kk0710B B muana3zone umH ot 9 1o 99. MeToxa 6azupyercst Ha TEOPUH
HOPM CHHAPOMOB, C TPUMEHEHHEM aJTOPUTMOB TPYNIHPOBAHUS HOPM, OOHYIICHHS
MEPBBIX CHHIPOMOB U TMPUBEACHUIO K MCXOAHOMY BHAY BTOPOTO CHHIPOMA OIIMOKH.
[Toka3aHo, YTO anropuTM pabOoTaeT 3HAYMTENBHO OBICTpPEE, YeM paHee HW3BECTHHIC
ANTOPUTMBI OOHAPYKEHUS U UCTIPABIICHHS OLITHOOK.

Knrwouegvle cnosa: nNUHEWHBIM NHMKINYECKUH KoN, He mNpuMUTHUBHBIN bBUYX-kon,
aBTOMOP(HU3MBI KOJIOB, YCTPOHCTBO KOPPEKIUH OIINOOK.

BBeaenne

CoBpeMeHHbIE CUCTEMBI TIEpeIaul JaHHBIX (YHKIIMOHUPYIOT, KaK PaBUIIO, B KaHAJIaX C pa3HOTO
pona mymamMu ¥ noMmexamu. Jiis 3amuTel nHGOpMAaIyy, epeaaBacMoi B 3allyMJICHHBIX KaHajax, OT
UCKOXEHUH W OMMOOK OOLICTIPUHATO NPUMEHSTh IOMEXOyCToilumBoe KoxupoBaHue. CyIIHOCTh
KOJMPOBaHMS 3aKJI0YACTCS BO BBEACHUH CIIEIMAIbHBIM 00pa30M M30BITOYHBIX CHMBOJIOB B KaXKIYIO
nepeaaBacMyro HHGOPMAIMOHHY0 KOMOUHanuo [1].

B uu¢poBeix cucremax mnepemayd JaHHBIX HAWOOJBIIEH MOIYJSPHOCTBIO IOJIB3YIOTCS KOBI
boyza-Yoynxypu-Xoksunrema (BUX-komael) M ux pa3HooOpasHble MOAU(DUKALNHN, NAaHHBIE KOJBI
HIMPOKO MCIIOJIb3YIOTCSI B COBPEMEHHOM paanocssizu [2-4].

TeM He MeHee, MHOTHE BOIIPOCHI, CBSI3aHHBIE CO CBOMCTBaMU M IpumeHeHnuem BUX-konos,
TpeOyIoT nanpHedmmx uccienoanuil. CkazaHHOe HamOoJiee XapaKTepHO AJS MOMYJIIpHEHIIEro Ha
npakTuke Kiacca koJoB boyza-Uoynxypu-XokBuHrema, ocoOeHHO He MPUMHUTHBHBIX BUX-komoB
[2,5], Hepemko wWMERONMX KOPPEKTUPYIOUIME IMAapaMeTPbl, CYIIECTBEHHO IPEBOCXO/ISIINE
KoHcTpyKTHBHbIE [10]. s peanuzanmu Ha3BaHHOTO MOTEHIMANa CTaHAAPTHBIE CpPEACTBA
HENpPUMEHUMBI. 3/1ech TpeOyeTrcs pa3paboTka MPUHIIUIIHAIFHO HOBBIX MTOJIX0/I0B, TPUMEHEHNE HOBBIX
uzeit. CtaThs NOCBAIIEHA YHUBEPCATLHBIM JITOPUTMaM KOPPEKIIMU U TIOUCKA OIIMOOK B TAHHBIX KOJaX.

IlepcniekTHBHOCTH He NPUMHUTUBHBIX BUX-Kk010B

Hawnbonee momynspHBIME Ha TpakTHKe U3 00mero cemeiictBa BUX-KoIOB SBISIOTCS KOIBI,
3a/1aBaeMble MPOBEPOUHON MaTpULIei BUa

H= (Bi’ Bsi’ " B(ZB-I)i )T (1)

Hag nosem anya GF(2™) u3 2" snemeHTOB, rjie B — 3J€MEHT 3TOrO MOJIsl, UMEIOIIUA MOPSI0K
n=(2" -1)/t nna mexoroporo memmrens t umcma 2" —1, O<i<n. Ipu t=1 snement B=o —
SIBJISIETCS IPUMHUTHBHBIM 3eMeHToM nosist [aya GF(2™), a mostomy cootBetcTByromuii BUX-kox
Ha3bIBaeTCs NPUMHUTUBHBIM. B ciyuae, korna 3HadeHue mapamerpa T Oonbme 1, ammna BUX-konma
n<2"—1, snmemeHt P=o mepectaet ObITh HPUMHUTHBHBIM, M03TOMy BUX-Ko&n Ha3biBaeTcsi He
MPUMUTHUBHBIM |5, 6].
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[TonwiTkH ycoBepiierncTBoBaHM BUX-K010B TPUBOAST K YBEIHMUEHUIO UX JUTHHBI. Kak n3BecTHO
JUIMHA TPMMHUTUBHBIX KOJOB HM3MEHSAETCS CKaukooOpasHo: N=2" —1. Pe3koe yBeIWYEHUE JUIMHBI
MEHSET CTaTUCTUKY BO3HHMKAIOIIMX B KaHAaje OINMOOK, PacTeT KOJIMYECTBO OIIMOOK OObIiei
KPaTHOCTH, JUIsl WX WCHPAaBICHUS Mbl JOJDKHBI YBEIMYUBATH O U, CICAOBATCIILHO, pa3MEphl
MPOBEPOYHOM MATPHUIIBI, UTO, B CBOIO OYEpE/lb, 3HAUUTEIHHO CKA3bIBACTCS HA CIIOKHOCTU JIEKOJEPa,
CKOPOCTH U 3P PEKTUBHOCTH €0 pabOThI.

B omimunme OT NPUMHUTHUBHBIX, HE TPUMUTHBHBIE BUX-kombl 005IamaroT METbIM  PSAIOM
3((EeKTUBHBIX CBOWCTB W, CIIEJOBATEIBHO, MEPCHCKTHBHBI Juis npuMeHeHus [5-9]. [lanbheime
00CYXJIeHUsI TPOBOAMMBIX HWCCIICIOBAHUN OTPAaHUYMM HE TNPUMUTHBHBIMH bBUX-komamu ¢
KOHCTPYKTHUBHBIM PACCTOSHHEM TISITh, IPOBEPOYHAS MATPHUIA KOTOPHIX SBISETCA YaCTHBIM CITydaeM
MatpuIls! (1) 1 umeeT BUA:

H=(p'.5") )

®akTudecky, He npuMHUTHBHBIE BUX-KOoabl moMy4yaroTcsi YKOpOYEHHEM MPUMHUTHBHBIX KOJOB
JmHON N=2" —1, TO ecTh BBIOpachIBAaHUEM psijia CTOJIOLOB MPOBEPOYHON MATPHIBI IIPUMHUTHBHOTO
bUX-koma. C pa3nu4YHBIX TOYEK 3PEHHs BaXKHO, YTOOBI yKOpoueHHBIH bUX-Koa coxpaHsil CBOMCTBO

T

v 1 i i\T
UUKJIAYHOCTH, UHBIMH CIIOBaMH, YTOOBI U3 TIPOBEPOYHOM MaTpulisl H = (oc' Lo ) MPUMUTUBHOTO KOJIa

nojiy4aigack MaTpuna (2) yKOpOUEHHOro HUKIM4YecKoro He mpumuthBHOTo BUX-koma. Ilpouemypa
BBIOPACBIBAaHUS MOXET TOJIBKO YBEIMYUTh MHHUMAJIBHOE pACCTOSHHE Ioilydyaemoro koza. U
JIeCTBUTEIHHO, IPOBEIEHHBIE PacUYeThl IPH aHAIN3€ HE IPUMUTHBHBIX KOJIOB Ha JUIMHAX B JUaa30He
ot 9 o 99 moxkazamu [8, 10], uro okono 30% W3 HUX UMEIOT MHHUMAIbHOE paccrosHue d

pean !

CYIIECTBEHHO TIPEBBINIAIONICE WX KOHCTPYKTUBHOE paccrosiHue d =5. [IpumMepsl HEKOTOPBIX

KOHCTp
nepcreKTuBHBIX bUX-komoB ¢ mpoBepouyHoit Matpuiledi (2) mpeactaBieHbl B TaOn.l, maHHBIC IS

v 1 2
KoTopoif B3aTH n3 [7, 10]. B tadn.l K =C, +C KomM4ecTBO BEeKTOPOB-OLIMOOK BecoM 1, 2,

KOHCTp

MCIIPABJIEHHE KOTOPHIX TaPAaHTHPOBAHO KOHCTPYKTHBHBIM paccTosHueM, K  — — KOIHYECTBO peanbHO

KOPPEKTHpyeMBIX BekTopos-ommbok Becom 1, 2,.., t, rae t=(d ,, —1)/2 nms wewernwix d

peai

(mnst wernex t=(d ,, —2)/2). I -xomudecTBo I'-opOuT, Ha KOTOpHIE pazduBaerca K .

pean
Ta6nuna 1. He npumutusubie BUX-koaw C, nax nmonsmu GF(2") B amanazoue gaun ot 9 xo 99,

pa3mepHocTh KoTophix k>1 u d  >d

peain KOHCTP

n m d pean. K KOHCTp Kfle'\' rﬂek
33 10 9 561 46937 1423
39 12 10 780 92170 2364
43 14 13 946 7195749 167343
49 21 7 1225 19649 401
57 18 9 1653 425923 7473
69 22 7 2415 54809 795
73 9 7 2701 64897 889
77 30 7 3003 76153 989
87 28 9 3828 2335718 26847
89 11 9 4005 2559195 28755
91 12 7 4186 125671 1381
99 30 9 4950 3926175 39659

Jannsie Tabn.1 1eMOHCTPHUPYIOT MHOTOKPATHOE KOJIMYECTBEHHOE MPEBOCXOJICTBO JAOMYCTUMBIX
K HCIPABJICHHUIO OLMIMOOK HaJl KOHCTPYKTHUBHO JONMYCTUMBIMH OIIMOKaMU — SBJICHHE, paHee He
HaOJro/IaBIIeecs B MPAKTHKE MOMEXOYCTOH4nBOoro koaupoBanus (cMm. taxke [10]). MMeHHO Takue
KOABl — HE TMpUMHTHBHBIE bBYUX-KOABI € KOHCTPYKTMBHBIM pAcCTOSHHEM TIISITh, CIOCOOHBIE
KOPPEKTHPOBATh OIIHOKH KPATHOCTHIO >3, TPEACTABISIOT HAUOONBIINIA HHTEPEC U SIBISIOTCS
NpeaMeTOM UCCIeJOBaHUM B TaHHOH padore.
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MeToabl AeKOIHPOBAHUS

Camplii monmynsapHbIl MeToz, mpuMmeHseMbld B BUX-komax i KOppeKUMH OIIMOOK, 3TO
CHUHIpPOMHBIN MeTo. OH 6a3upyercs Ha B3aMMHO-0JJHO3HAYHOM COOTBETCTBUH MEXKIY MHOI000pa3ueM
KOPPEKTHPYEMBIX OIIMOOK M MHOXXECTBOM HX CHHIPOMOB. lIpsiMOH MyTh — «CHHAPOM — OmHUOKa» —
pean30BaH B HICTOPUYECKH NEPBBIX IeKOAepax. B Hallel cuTyalluu OH HEBO3MOKEH M3-3a OTPOMHOI0
KOJINYECTBA KOPPEKTUPYEMBIX OLTHOOK.

Becbma momynsipHa peanuzanys CHHIPOMHOTO MeTOJia KOPPEKLUMH t — KpaTHBIX CIIydalHBIX
OIIMOOK, CBOASIIIASCS K PEIICHHIO areOpanueckux ypaBHenuii crernenn t wag moem GF(2™) [10]. K

COKaJICHHIO, B KO/IaX C MPOBEPOYHON MaTpuIeil (2) MeTo]] ypaBHEHHH KOHCTPYKTHBHO HEBO3MOKEH
JUTSL KOPPEKIINU OIUOOK KPaTHOCThIO > 3.

O hexTUBHBIM CHHAPOMHBIM METOJOM KOPPEKIHH OIIMOOK, B TOM YHCIE BBIXOASALIMX 32
KOHCTPYKTHBHBIE INIPEIEIbl, SIBJISETCS M1€PECTAaHOBOYHBIM HOPMEHHBIH Meton [5]. OH cyliecTBEHHO
onupaercsl Ha UMKIMYHOCTh BUYX-Kom0B ¢ mpoBepouyHoil MaTpuiei (1), Ha MPUHAAIEKHOCTD TPYIIIEe
aBTOMOP(HU3MOB THUX KOJOB HOATPYMIbI I IMKINYECKUX CABUIOB KOOPAMHAT KOIOBBIX cJIOB. ['pynmna
I' mo3BosisieT pa3duTh BEKTOPHI OMIMOOK Ha MOMAapHO Hemepecekaromuecs [-opOUTHI, Kak MpaBHIIo,
MOIIIHOCTEIO N, T1ie N — mauHa Koja. CHHIPOMBI OIIMOOK KaXKI0W OT/IENBHO B3ATOH [-OpOUTHEI HMEIOT
YCTKYIO B3aUMOCBA3b, YTO IMO3BOJISACT BBECTH B PACCMOTPECHUEC HOPMBI CUHAPOMOB — OAWMHAKOBLIC IJIA
BCEX BEKTOPOB Kaxjou [-opbuthl. Teopus HOpM CHHAPOMOB [5] OmHCHIBaeT CBOWCTBA HOBOTO
napameTpa, 1aeT HOBBIH — MEPEeCTaHOBOYHBI HOPMEHHBIH METO]] KOPPEKIMU OIIMOOK, Ha MOPSIOK
CHIDKAIOIIUI BIMSIHUE «IPOOJIEMBI CEIEKTOPa.

OO0muit MeTo[| MepecTaHOBOYHOTO HOPMEHHOro nexomupoBaHusi BUX-konoB 3akiodaercs B
cnenyroneM. IIpeaBaputenbHO cocTaBiseTcss CNUCOK obOpasyromux € I'-opbut nexopupyemoit

coBokymHocTH K cunpomos  S(§)=(s;, S,) obpasyrommx u coBokynHocTh NK,. HOpM

ek !
N. =N(S(&)) cunapomor obGpasyroux. [eiicTByromas Ha ocHoBe BbiOpanHoro BUX-koma TKC,
NPUHSAB OYepeHOe COoOIIeHre X, BhIUHCIAET ero cuuapom omubok S(X). Ecmu S(X)=0, To
COOOIIICHHE HE COMCPIKUT OMIMOOK W siBjsieTcs npaBuibHbIM. Eciu ke S(X)#0, To X MOIISKHUT
KOPPEKIIMH, TaK KaK COJCPIKHUT HEU3BECTHYHO BEKTOP-OMIHOKY €. J[1s HaXOXAEHHS 3TOW BEKTOP-
om0k Bhuucisiercss Hopma curapomMa N = N(S(X)) , maHHas HOpMa CPaBHUBAETCS CO CIIHCKOM
NK . - IIycte N = N"eNK .. DTo 03HAaYaeT, YTO MCKOMas BEKTOP-OIIMOKA € NPUHALIEKHT

I'-opbute, MOPOXKACHHOW BEKTOPOM € M3 CIOUCKa o0pasyronmx [-opOout nexkoaupyeMoit
copokynHoctu K . CpaBHMBas CMHIPOMBI OIIMOOK BEKTOPOB X H €, OJHO3HAYHO ompejesieM

BekTop € [5]. UMeHHO 3TOT nepecTaHOBOYHBII METOA OyAET afanTHPOBaH I KOPPEKLUH OIIHMOOK HE
npuMuTUBHEIMU BUYX-komamu.

YHHBepcaHBHLIﬁ AJITOPUTM MMOHCKA M KOPPEKINHA OIIHO0K AJist HE IPUMHUTHUBHBIX BqX-KO)IOB

B wmonorpadum [3], rmaBa 5, mpemIOKEH PN HOPMEHHBIX I€PECTAHOBOYHBIX METOJIOB
Koppeknun omunOok bBUX-komamu. HekoTopele M3 Ha3BaHHBIX METOJOB IMONYYHIIM JalibHEHIee
pasBUTHE B TEOPETHUYECKHX HCCIENOBAaHMIX M Ha mHpakThuke. Oco0oe BHUMaHHE IMOMYYHI METO[
KOPPEKIIMU Ha MHTErPAIbHBIX cXxeMax (cM. puc.5.5, rmasa 5, [3]).

3amaua KOppekiuu OmmOoK He TmpuMHUTHBHBIME BUX-komamu ¢ 6=5 u ®>2 mnoxoxa Ha
3a/1a4y KOPPEKIMU OIIHMOO0K, paccMOTpeHHYI0 B [3]. OfHaKo, MpsAMOe MPUMEHEHNE Ha3BaHHBIX METOI0B
K KOPPEKIMH MHOTOKPAaTHBIX OHMIMOOK B paccMaTpUBacMOM HaMH Cllydyae HEBO3MOXHO. OCHOBHas
NpHYMHA — KOMMYECTBO ' OpOMT KOPPEKTMPYEMOW COBOKYITHOCTH, KaK MHMHHMYM, Ha IMODPSAIOK
NPEBOCXOUT KOJIWYECTBO UX, IOMYCTUMOE JieKoaepamu u3 [3].
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Pazpaborana 00001mIeHHAs CTPYKTYpHAs CXeMa yCTPOMCTBA ACKOAMPOBAHUSA KPATHBIX OIIHOOK
bUX-konamu ¢ nmpoBepouHoit Marpuieii (2), [10]. Cxema BritoyaeT B cebs cieyronme 0J0Ku: 010K
Berauciieans cuaapoma (bBC), 610k mepecTaHOBOYHOTO HaxoxaeHUs Bekrtopa ommbku (BIIHBO),
0JIOK KOPPEKTUPYIOIIUX CyMMAaTOPOB 0 MoAy.tto 1Ba. OcobenHocTr padotsl bBC u kKoppekTupyrommx
CYMMAaTOpOM TI0 MOJIYIIIO JIBA HAM YK€ N3BECTHBI, OCHOBHOM 3a/1auel SBISICTCS TIOCTPOSHHE allTOPUTMA
pa6otsl m1st BITHBO, € BO3MOKHOCTBIO paboOTaTh ¢ YHCICHHBIMU 3HAYEHUSIMA CHHIPOMOB OIIMOOK U

BapHUaHTaMH, KOTJ]a 3HAYCHUS CHHAPOMOB PaBHBI 0ECKOHEYHOCTH.
OcnoBHo#t npuHIMI padoTs! 010ka BITHBO 3akimouaercs B cinenyromemM. Bece MaHOoroo6pasue I

K., OpOHT KOppeKTHpyeMoil COBOKymHOCTH pasouBaercs Ha T<(2" —-1)/n+1 rpynm. B cuiy

nex
npeioxennst 3.10 [5], ecim obpasyromass € I-opbutst J umeer cunapom S(€)=(S, S,),
s,, S, €GF(2"), TO CHHIPOMBI OCTATBHBIX BEKTOPOB 5Toif opbuthl mmeroT Bua: (a's;, a’'s,),
O<A<n-1. Cpemu OSTHX CHHAPOMOB 0Os3aTeNbHO Haimercs cuHmpoMm (S;, S,), Y KOTOPOTO
0<deg(s;)<(2" -1 /n, ecru s, #0, m 0<deg(s,) <3x(2" -1)/n, ecmu s, =0. Torna BekTop € c
cunapomamu S(€7)=(s;, S,) ¢ukcupyeM B KkauecTBe obpasyiomero I'-op6uty J. Takoii BIGOp

oOpasyromux I'-opOuT ecTecTBeHHBIM 00pa30oM pa3ouBaeT I' K - Ha 9aCTH MM rPYIIIbL, B OAHY TPYIITY

K

T, momanaroT ['-OpOGUTHI ¢ OMMHAKOBBIM 3HAYeHHEM S, =0 '. ATIPHOPH MpEANoNaraeM, uTo HHCIO

TaKMX TPYNI MAaKCUMAalbHO Bo3MoxkHoe: T=(2" —1)/n+1. Torma 'K ecTh Hemepecekarommeecs

obbemuuenne T, UT, U..UT, mi t=(2"-1)/n+1. Jus wpemsix i, 1<i<t, B rpymme T,
cozepkarcsi [-opOuTer < e_u* >, y KOTOpPBIX TepBas KOMIIOHCHTa CHHIPOMA S(éu*) =(sV", V) umeer
nokasatens deg(s; )=a'"; s =0 aus [-op6ut rpynmsr T..

Ha 6a3e atoro mpuHIMna pa3paboTaH yHUBEPCaIbHBIN allTOPUTM KOPPEKIIUK U TIOUCKA OMIHOO0K
NpeCTaBICHHBIN B OJIOK-cXeMe Ha puc. 1.

Pabotaet anroput™ cieayromuM o0pa3om:

1. ocrynusuive Ha Bxoxas! BITHBO 3nauenus cunapomos deg(s,) u deg(s,) B GunapHoM Buze,

npeobpasyoTcst K IECATHYHOMY BHAY. 3HaueHue cremeHu cunapoma deg(S,) mpeoGpasyercst mo
Monyiio (2" —1)/n, a u3 3Hadenus crenenn cunapoma deg(s,) BerumTaeTcs wmcio 3xtx (2" —1)/n
no moxymo 2", rae { — KOJMYECTBO LHMKIOB, B TedeHHWe KOTOphiX, deg(S,) mpeobpasyercs k
MCXOMHOMY 3HadeHmio . IIpeoGpasosannoe deg(s,)’ mpumer Hexoe 3Hauemme I, 0<r<t-1, a
deg(s,)” 6yner paBusThCs HekoTopomy Z, 0<z<2". B rpynme T, obs3atensHo Haiinercsa [-opbuta

(r+1) j*
Sy

<&,p;> Y KOTOpOil KOMIOHEHTH chHmpoMa S(&,y;)=( , SU) umeror  mokasatenn

deg(s;"""") =deg(s,)” u deg(s;" ") =deg(s,)".

2. IlomyyeHHOE 3HAYEHHE HAYaJIbHOIO BEKTOpA OLIMOKH €, =§(: ,1yj cABuraercs Ha U nosuumii
BIIEpEI.

B ciyuae deg(s,) =2" — nporcxoauT TOIBKO onepars 1o npeodpasosanuto deg(s,), deg(s,) —

0CTAeTCsI HEU3MEHHBIM.
B ciyuae deg(s,)=2", kak npaBuio, JAHHBIA Ciydail IPUMEHUM JUIs HEMOJHBIX [-opOuT

oumbok — npeobpaszosanuii 0eg(S,) He MPOMCXOAUT, MPOUCXOAUT TOJIBKO ONEPaLHs MPeoOpa3oBaHuUst
deg(s,) mo moxymo 3x(2" —1)/n, B mpouecce npeoOpa3oBaHus MPOU3BOAMTCS MOACYET P -
KOJIMYECTBO IMKIOB, B TeYeHHE KOTOphIX, O€Q(S,) mpeobpasyercs K HCXOIHOMY 3HAYECHHUIO
y, 0<y<3x(t-1). [onyyeHHOEe 3HAYEHNE BEKTOPA ONIMOKH CABUIAETCA HA [0 MO3MIUIA BIIEPELL.
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Puc. 1. biiok-cxema yHUBEpPCAIBbHOTO aJrOPUTMa KOPPEKIIMH 1 UCTIPABICHUS OIHOOK

3akiIouyenne

HpOBC,I[CHHLIe HUCCJICAOBAHUA IIOKA3bIBAKOT, YTO HC IPHUMUTHBHBIC BLIX-KOI[LI OGJ’Ia}:[aIOT

XOPOIUMH KOPPEKTHPYIOIUMHI BO3MOXXHOCTSIMH, BBIXOISIIAMHU 33 TIPENeNbl KOHCTPYKTHUBHBIX.
[penoxeHHbIN YHUBEPCATLHBIN aJIrOpUTM 00HAPYKESHHUS U KOPPEKIIMU OIIMOOK JIJIsl HE TPUMUTHBHBIX
bUX-konoB B muamnazoHe UH OT 9 10 99 MOXeT HalWTH JOCTOWHOE MECTO B Pa3padaTbIBaeMbIX U
MIPUMEHSIEMBIX Ha MPAKTHUKE CUCTEMax Nepeadu JaHHBIX.
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UNIVERSAL ERROR CORRECTION ALGORITHM FOR NON-SIMPLE
BCH CODES IN THE RANGE OF LENGTHS FROM 0 TO 99

A.O. ALIAKSIUK, V.A. LIPNITSKI

Abstract. An algorithm for detecting and correcting errors for non-primitive BCH codes
in the range of lengths from 9 to 99 is proposed. The method is based on the theory of
norms of syndromes, using algorithms for grouping norms, zeroing the first syndromes and
bringing the second syndrome of the error back to its original form. It is shown that the
algorithm works much faster than previously known error detection and correction
algorithms.
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Keywords: linear cyclic code, non-primitive BCH code, automorphisms of codes, error
correction device.
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VJIAJEHHUE IIYMA C U305PAKEHUI TOIMOJOI MYECKUX OFBEKTOB
C IOMOIIBIO OITEPATOPOB HEUETKOM MOP®OJIOT AU

A.B. MHIOTUH

Obvedunennviii uncmumym npooaem ungopmamuxu HAH Benapycu, Pecnybauka Benapyco

Hocmynuna 6 peoakyuro 02 anpens 2020

AnHoTtanus. [IpencraBieHsl onepaTopsl HEYETKOM MOP(OIOTUM Ui yAAICHUS IIyMa ¢ YepHO-
OenbIX M300paKeHUH TOMONOTHYECKHX 00BEKTOB. DUIBTPHI, UCIOIB3YIOIINE TaKHe ONepaTophl,
UMEIOT  BBICOKOE  IIPOCTPAHCTBEHHOE  pa3pemieHne  (CIOCOOHOCTh — Pa3lNeNsiTbh  OJHM3KO
PACIIONOKEHHBIE IEMEHTHI Ha n300paxkeHun ). [loka3aHo, YTO HCIIOTIb30BaHKE (PHIIETPOB Ha OCHOBE
OMepaToOpOB HEYETKOW MOP(OJIOrHH MO3BOJIAET YAAIATH IIyM C U300pPaKCHHI CIIOCB IMEYATHBIX
I1aT, HE UBMCHSAA CBA3U MCKAY JOPOKKAMU.

Knouesuie cno6a: TONONOrHYECKUe H300paXKeHUS, MaTeMaTH4IecKast MOp(OJIOTys, yaaleHue IyMa.

BBeaenne

OO0OBeKT Ha M300pakeHNH OYET HA3bIBATHCS TOMOJIOTHIECKUM, €CITH PACCMATPUBATh 3TOT 00BEKT
C TOYKH 3pPCHHUS CBs3eH MEXKIY ero 3jeMeHTamMu. JlJis u300pakeHUH CJIOEB MEYATHBIX IUIAT
TOTIOJIOTHYECKUMH OOBEKTaMHU SIBIAIOTCSI JOPOKKU, KOTOPBIE COCTOSIT M3 3JEMEHTOB TOIOJOTHH:
IPOBOJHHUKOB, KOHTAKTHBIX IUIOIIAA0K, KOHIIEBBIX KOHTAKTOB, 3KPAHOB U T. A. [ meuaTHOH IuiaThl
TOTIOJIOTHS — 3TO PUCYHOK (UEPTEK), ONpenestonuii GopMy IeMeHTOB (OTOIIA0IOHA, UX B3aUMHOE
pacrnosiokeHue, reoMeTpUdeckhue pa3Mephl M TpeAelbHble OTKIOHEHHUs pa3MmepoB. B 3amagax
ONTUYECKOr0 KOHTPOJISI TONOJIOTMK HEOOXOAMMO JIOKAJIU30BaTh U KIacCUPUUUPOBATh €€ IeeKThl Ha
n300paXeHNH, B PE3yJIbTATE Yero MPHUHUMAETCS pEllleHHE O Ka4eCTBE MPOBEPSIEMOH TJIaThI.

Jns  TOBBIIEHUS KadecTBA KOHTPOJNS C M300paKeHHss HEOOXOAMMO YIAIUTh MIyM,
00ycII0BIeHHBIN NpoLeccaMu, mpoucxoasmumu B Marpuue 113C gatunka, a Takke NbUIbIO U APYTHUMHU
3arps3HEHUsIMA  00beKTa CchbeMKH. [Ipn 3TOM HEo0XOoIMMO He JONMYCTHTh IOSBICHHE KOPOTKHUX
3aMBIKaHUH W OOpBIBOB B Tpoliecce paboTel GuinbTpa. OUibTpel s yAajdeHUs IIymMa MOTYT OBITh
Pa3INYHBIMU: UCIIOJNB3YIOIUMH TPaHC(QOPMALIMIO B YaCTOTHOW oOnacTH nocie Pypbe nin BeHBieT-
npeo0pa3oBaHMs; CEMaHTUYECKUMH; OCHOBAaHHBIMHM Ha CKAaHHUPOBAHMM HM300paKEHHS OKHOM MAaCKH
(MemaHHBIMU, MOP(OJIOTHIECKUMH | T. 1) [1].

Hcnonb3oBanue MOphoIorndeckux GUIbTPOB, KOTOPBIE HMEIOT TaKKe IMapaMeTphl, Kak pazMep
u ¢opma crpykrypupyomero seMeHta (C3), mo3Bomser Oosiee TMOKO YHPAaBIATH HPOLIECCOM
yAaJaeHusl IyMa ¢ U300pakeHus. Msrkuii Mopdosiorudeckuii GuibTp [2] UMeeT JTONOJTHUTEIbHBIN
napameTp — nopor QUIbTPAIHH, a TAKKe 00J1a/1aeT BO3MOKHOCTBI0 MHOTOKPATHOTO €r0 IPUMEHEHUSI C
MUHUMaIbHBIM CD, YTO JaeT IOINOJHWUTENBHYI0 BapHMaTUBHOCTH €ro INpuMeHeHus. B nokiane
npeaioxkeHa Moaudukanys GuIbTpa, 3aKII0YA0IIAscs B 3aMEHE OIIepaTopoB MATKOH MaTeMaTHYECKOM
MOpP(OJIOTHU Ha OTIEPATOPHI, OCHOBAHHBIE HA UCTIOJIL30BAHUU HEUETKOHW ()YHKIIMHU MPHHAIIIEKHOCTH.

OmnepaTopsl HeYETKOI MaTeMaTHYeCKO0il Mop(oIorun

Ha ceromusmHuil 1€Hp HE CYLIECTBYET OJHO3HAYHOI'O OIPEJEIICHUS ONEPATOPOB HEYETKOH
MaTeMaTH4YeCcKoil Mopdosoruu [3—7], OCHOBAHHBIX Ha MOHATHN HEYETKNX MHOKECTB [8]. B mcTounmnkax
[3-7] HeueTkas (yHKIMS TPHHAICKHOCTH, KaK IMPABUIIO, ONPENENACTCS Kak (DYHKIUS SPKOCTH
niKcenoB m3obpaxenns [, = f,(X).

B kauectBe HedeTKoH (byHKI_II/II/I MPUHAIJIC)KHOCTH TPEAIaracTCs HMCIOJb30BATh OTHOMICHUSA

un, ..

MOITHOCTEN MHOMKECTB N unfit
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,VXEA

Ha :|nfit|/

roe ng = {ai ﬁbl} — MHOXCECTBO HCHYJICBBIX ITHMKCCJIOB Ha 1/1306pa>1<eH1/H/1 B Ir'paHullax HUCIOJIB3yEMOIr'o

nunfit

CB, COBIIaBIIMX IO 3HAYCHUIO C HCHYJICBBIMU ITUKCCIIaMA C3, n = {ai M bi } — MHOKCCTBO ITHKCCJIOB

unfit
Ha M300paXeHNH B TpaHMIAX HCTHOib3yeMoro CO, 3Ha4eHHs] KOTOPBHIX HE COBHNAIM CO 3HAYCHUSMHU
COOTBETCTBYIOMIUX NHKceT0B CO.

st paboTel ¢ OWHAPHBIMU H300PAKCHHUSIMU MPEIJIAracTCs HMCIIONb30BaTh  CIICAYIONIUE
OTIEPATOPHI HEYETKOM MaTeMaTHIeCKOH MOP(OIOTHH:

|nfit|+ts Nt —>a=0,
FuzzyErode(A,B,t) = aeA;,

NG |+t>|n,.| >a=1,

N, |+t<|n,.|>a=0,
FuzzyDilate(A, B,t) = aeA

ng|+t>|n,.| >a=1,

raie t — mopor momoOus, A — uepHO-Oenoe u3o0OpakeHue, B — CTPyKTypuUpYIOIIUH 3JIEMEHT.
HeueTkocTh oniepaTopoB onpeenseTcs HeUeTKON cTenenpto noaoous CD aneMeHTa n300paKeHHIO.
dazndukanus IPOU3BOANUTCS HA HTATIE BEIYUCICHHUS (DYHKIIMN IPUHAISKHOCTH KaK OTHOIICHHS

MOIIIHOCTEH MHOXECTB N, U N Hedazudukanust ocymecTBisieTcss MpyU ONpeACTICHUN 3HAYCHUSI

fit unfit *
IMHUKCEI1a NCXO0Od U3 3HAYCHUS €O q)yHKLII/II/I MpUHAIJICKHOCTHU.

OCO0EHHOCTRIO OIICPATOPOB ABJIACTCA OIPCACICHUEC 3HAYCHHA I KaXIOro IHKCEIa
I/I306pa)KCHI/I5[ TOJIBKO OAWH pa3 Ha OCHOBC BBIYMCJIEHUHA B MacKe C9, yTO 00€CIIeYnBaeT q)HHI)pr
BBICOKOC€ MNPOCTPAHCTBEHHOC pa3spCuIC€HUE, T.€. CIIOCOOHOCTH pasaciiaThb 0IM3KO0 PpacrojIOKEHHBIC
3JICMCHTBI Ha I/I306pa)KeHI/II/I. Hcnonws3oBanue rnopora HOI[O6I/I$I MO3BOJIAACT BapbUpPOBATH CTCIICHDb

BIIMSIHUSI HA Pe3yNbTaT Aake MUHUMaiIbHOro CO.

Ounenka 3¢pdgexTuBHOCTH QUIAbTPA HA Ha3e ONEPATOPOB
HEeYeTKOoIl MaTeMaTH4ecKoi Mopgosiorun

beuto mpoBeseHO wHcceOBaHHE W CPaBHEHHE PE3YNbTaTOB PabOThl (QUIBTPOB, KOTOpHIE
UCIIONB3YIOT MOP(OIOrHYecKrue OTMBIKaHKE, 3aMbIKaHue, nocieaoBareapHbie GuibTpsl OpenClose u
CloseOpen ¢ C3 B Bujie kBapara U pomba pazmepamu OT 2%2 10 5X5 MHUKCEN0B, a TAKKE aHAJOTHYHbIC
orepanui HeuyeTKOoH MOpQOJOrHH, B TOM YHUCIE HEYeTKas J3pOo3usi M AWjaralys, KOTOpble HpH
OTpeICNICHHBIX MTapaMeTpax MOTYT YJAJISATh IIyM C H300paxeHus 0e3 UCKaKCHUS Pa3MepOB. 3HAUCHUE
nopora nopoous 3a1aBajioch B MHTEpBaJie OT OAHOIO IHKCEIa A0 IMOJOBUHBI yHMcia mukcesnoB CO,
KOJINYECTBO UTepauuil puibTpa — OT OJHOM 10 TpeX.

B kauecTBe MCXOIHBIX JAHHBIX WCIIOJNB30BAJICS HaOOp M3 TpeX M300pakeHHi MeYaTHBIX ILIaT
pasmepoMm ot 640x480 no 1280%960 mukcenoB ¢ pa3lIUYHOM MUHMMAJIbHOW HIMPUHON HOPOKKHU U
CHUHTE3UPOBaHHBIM IIyMOoM. Ha Bcex n300pakeHHsIX IPUCYTCTBOBAIN OOPBIBBI I KOPOTKUE 3aMBIKAHUS
pa3jauuHOro pasMepa (¢ MHUHMMAJIBHOH HIMPUHON JedeKTa OT OIAHOro 10 Tpex nukcesnaos). Ilocie
(GUIBTpaM BBIYHUCIIIOCH KOJMUYECTBO OOPBIBOB M KOPOTKUX 3aMBIKaHHI, KOTOpbIE 00pa3oBajnch B
nporiecce paboTel GUIBTpA.

B Tabnmiie mpuBeieH CIMCOK HEKOTOPHIX W3 HWCCIENOBAHHBIX (HIIBTPOB, OTCOPTUPOBAHHBIX TIO
VHTErPATbHOMY KPHTEPHIO KauecTBa K , a TakKe MpejicTaBlIeHbl: Koo duimentsl K — cpeHee OTHOIIEHHE

mym

IUIOIAaIn IiymMa Ha I/I306pa)K€HI/II/I S OCTaBLICTOCA TTOCJIC TPUMCHCHUA (1)I/U]I>’I‘pa, K ILU10maau I/I306pa)KGI-H/I$I

noise

S,,, AT Bcero HabOpa TECTOBBIX M300pakeHuit; K = — 3HaueHue K

img

wyu © YIETOM BBIUUCIMTENBHOK CIIOKHOCTH
dumetpa Kk, =k, xixd , rme i — xommectBo wmrepammii ¢umbtpa; d —ycloBHAs ONEHKA €ro
BBIYHCIIHTENIBHOM CIIOKHOCTH, paBHASI IIPOU3BEIICHUFO BBICOTHI U IIHPUHBI C3 (MITH MX CyMME JITsl KBJIPATHBIX
CD B orepalmsX KIACCHYECKOi MaTeMaTHUYeCKoil Mopdororun); K, =~ — KOIM4eCTBO PUBHECEHHBIX OOPBIBOB U

3aMblkaHuit. YeM MeHbllle 3HaYeHue K , TeM Jydiie U ObicTpee QHIBTP yOAISET LIyM C HU300paKeHHs C
MUHUMAJIbHBIM KOJIMYECTBOM IIPUBHOCHUMBIX HUCKaKEHUI TOTIOJIOT M.
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Onenka 3¢ppeKTUBHOCTH HCCJIEJOBAHHBIX (PUIBTPOB

Ne Tun puisTpa CDE)jpaMa l;a(stae Hgggg;ﬂ i kmym K. - o
1 FuzzyErode pomo 3 2 1 0,0074 0,067 0 0,067
2 FuzzyDilate pom6 3 2 1 0,0074 0,067 0 0,067
3 FuzzyOpen pom6 3 2 1 0,0061 0,109 0 0,109
4 FuzzyErode pomo 3 2 2 0,0062 0,112 0 0,112
5 FuzzyClose pomo 3 2 1 0,0062 0,112 0 0,112
19 FuzzyErode KBaapar 3 4 1 0,0069 0,062 3 3,062
20 FuzzyDilate KBaapar 3 4 1 0,0069 0,062 3 3,062
21 FuzzyOpenClose KBajpaT 3 3 1 0,0070 0,252 4 4,252
45 CloseOpen KBaapar 2 0 1 0,0066 0,105 6 6,105
54 OpenClose KBaapar 2 0 1 0,0067 0,106 9 9,106
62 FuzzyOpenClose poM6 3 1 2 0,0040 0,289 12 12,289
63 FuzzyOpenClose pomo 3 1 3 0,0040 0,434 12 12,434
64 FuzzyErode pom6 3 4 2 0,1735 3,122 11 14,122
65 Close KBaJpar 2 0 1 0,0090 0,072 15 15,072
75 Open KBajpar 2 0 1 0,0133 0,107 18 18,107
162 Open KBajpar 4 0 1 0,0223 0,356 277 277,356
163 Close KBajpar 4 0 1 0,0186 0,297 297 297,297
164 Open KBaJpar 5 0 1 0,0356 0,713 309 309,713
165 Open pomb 5 0 1 0,0254 1,271 372 373,271
166 Close KBaJpar 5 0 1 0,0378 0,756 403 403,756
167 FuzzyDilate KBaJpaT 3 1 3 0,2208 5,962 460 465,962
168 FuzzyErode pomb 3 4 3 0,2564 6,924 751 757,924

OunpTpel Ne 62 u 63, mydmwe MO IIyMOIIOJABICHUIO, PUBOAAT K TOSBICHHIO 12 OOpHIBOB H
KOpPOTKUX 3amblkaHui. DOuiabTp Ne 19 mMmeeT jydinee HIyMONOAABIEHHE C YYETOM BBIYHCIUTENHHOMN
CJIOKHOCTH, HO TOXKE MPUBOIUT K UCKKEHUIO CBSI3eH MEXTY HOPOXKKAMHU IedaTHoOH miatel. Mcexons us

=k, +k
Ha OJTHOKPATHOM HCIIOJIb30BaHUH orepaiuu FuzzyErode co cTpyKTypUpYIOIIUM SJIEMEHTOM B (hopme
pomba pazmepom 3x3 muKcels U moporom 2. IlpumMep UCXOTHOTO U300paXKEHHS U pe3yJibTaTa padoThI
onTUMaNIbHOTO (GuUIbTpa TpuBeneH Ha puc. 1. Ha puc. 1,6 BugHO, uTO mocie (GUIbTpalyd Ha
n300paXeHNH OCTAJIOCh €LIe MHOT'O MMITYJBCHOTO LIyMa, HO MCIIOJIb30BaHME IUIOLIAIHBIX (DUIBTPOB
JUIA €ro yAaJeHUS HApyLIMT CBA3M MEXIY JOPOKKaMH, YTO HEJOIMYCTHMO JUIs 3aJa4d KOHTPOJIS
TOTIOJIOTHH Ha H300PayKEHUH CIIOEB TICYaTHBIX IJIaT.

MHTETPaIbHOTO KpuTepHs 2 dextnrocTH K o> ONTUMAJIBHBIM OyJ1eT QUIBTP, OCHOBAHHKIIN

Puc. 1. I[Ipumep paboTel GUIBTPA: @ — HCXOHOE N300pakeHNe PparMeHTa MeYaTHOH TIIATHI;
6 — pe3ynbTat paboThl ONTUMAIHLHOTO (GUIBTPa
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3akiIoueHne

OunbTpel Ha OCHOBE MPEIJIOKEHHBIX OINEPATOPOB YNAIMIOT HIYyM C H300paKEHHH CIIOeB
NEeYaTHBIX IUIAT, HE W3MEHSS CBA3M MEXKIY JOPOXKKAMH, W MOTYT TPHUMEHATHCS Ui 0OpabOTKH
n300paXeHHUs! CJI0EB HHTETPANBHBIX MUKPOCXEM, 3JIEMEHTAMH TOTIOJIOTHH KOTOPBIX OyIyT MPOBOAHUKU
Y KOHTAKTHBIEC OKHA.

JanpHelmas pa3paboTka omepaTopoB HEYETKONH MaTeMaTHIecKod MOp(OIOTHH TS YAaIeHHS
Hryma ¢ 4epHO-0eJbIX U300paKeHUH TOMOIOTHYECKIX 00BEKTOB TIO3BOJIUT CO3/1aTh HA0OP arOPUTMOB
Ut 00paObOTKH OMHAPHBIX, MOJYTOHOBBIX U LIBETHBIX U300paKeHUH.

REMOVING NOISE FROM LAYOUT IMAGES USING
FUZZY MORPHOLOGY OPERATORS

AV.INYUTIN

Abstract. Operators of fuzzy morphology are presented to remove noise from black-and-white
images of topological objects. The filters that use these operators have a high spatial resolution, i.e.
the ability to separate the closely spaced elements in the image. Filters based on fuzzy morphology
operators remove noise from images of layers of circuit boards without distorting the links between
tracks.

Keywords: mathematical morphology, noise reduction, layout, image.
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AnnoTtauusi. PaccMOTpeHO MaTpudHOE MAaCKMpPOBAaHHE N300PKEHHUH C MCIIOIb30BAHUEM
YHHUKaJIBHBIX KBa3HOPTOrOHaNbHBIX Matpui Mepcenna (QES), a Tak e nBymepHoe
Crpun-npeodpazoBanue n3zobpaxkeHus. Iloka3aHo, 4TO CTpHUII-METON UMeeT Oosbliee
OBICTPOICHCTBHE 11O CPABHEHHIO C METOIOM T0010uHOr0 MackupoBanus (QES).

Knouesvie cnosa: MacKHpOBaHHE, CTPHUI-METOJ], METOJ] MOOJIOYHOTO MAacKUPOBAHUS, KBATEPHUOH,
MaTtpuLbl MepceHHa.

BBeaenne

Tepmun "mackupoBaHue" B HACTOSIEE BpEMsS HCIOJB3YETCSl B Pa3IMYHBIX OO0JIACTIX
YeJI0BEYECKOI AEATENbHOCTH, TAKUX KaK OMOJIOrHs, BOCHHOE AEJI0, XMMUS, ICUXOJIOT U, TEXHOJIOIHU
ynpasieHust 0a3aMy JaHHBIX, U poBas 00paboTka m3o0pakeHuit. CeromHs TaHHBIN TEPMHUH TaKKe
UCTIONIB3YETCsl B 00JIACTH 3aIIUTHI H300paKEHHI OT HECAaHKIIMOHUPOBAHHOTO JTOCTYTIA.

MackupoBaH#e — 3T0 mpolecc npeodpa3oBanust TUGPOBOH BU3yaIbHON HH(DOPMALIUU C MaJIbIM
CPOKOM aKTyaJIbHOCTH K IIyMOIOJOOHOMY BHIY C LIEJIbIO 3aIUTHI OT HECAHKLIMOHMPOBAHHOI'O JOCTYIIA
[1]. MoxydenHsiii mocie 00paOOTKH M300paKEHUS] MACCHB JAaHHBIX HA3bIBACTCSI MAaCKHPOBAHHOM
BU3yaJIbHOM WH(pOpPMALIMEeH WK MACKUPOBAaHHBIM H300paKCHUEM.

CymiecTByromue MeToAbl MaCKUPOBaHMSA H300paKEHUM MOXHO pa3[eiUTh Ha JBa OCHOBHBIX
Buaa [2]:

1. Kpunrorpadguyeckoe = MacKUpOBaHWE  WJIM  MACKHPOBaHME C  HCIIOJB30BaHHEM
KpUNTOrpaduuecKuX NPUMUTHBOB, K JAHHOMY BH1y OTHOCUTCS METO/] IT0OOJIOYHOr0 MacKupoBaHus [3].

2. MatpuyHoe MackupoBaHue, Hanpumep Ctpun Meto [4].

[upokoe pacnpocTpaHeHHE COIUATBHBIX CETE€H MPHBENO K HEOOXOIUMOCTH HCIIOJIb30BAHUS
Pa3IMYHBIX METOJIOB MAacKUpOBaHHS ()OTOCHUMKOB JJIsi 3AlUTHl JAHHBIX B PEXKHUME pPEabHOTO
BpPEMEHHU.

Llens paboTsl — aHaU3 3QPEKTUBHBIX METOJOB MAaCKHPOBAaHUS ISl OLIEHKH BO3MOXXKHOCTH MX
WCIIOJIb30BaHMS B PEXKHMME PEaTbHOTO BPEMEHH.

MeTton n100JI0YHOT0 MACKHPOBAHUSA U300pPaKeHUil

Metox mnobGiouHoro mackupoBaHusa u3oOpaxenuil (Quaternion Encryption Scheme, QES)
OCHOBaH Ha MPUMEHEHUH KBAaTEPHHOHOB — TMIIEPKOMIUIEKCHBIX YHCENl YETBEPTOTO paHra UMEIOLIHX
CKaJISIPHYIO ¥ BEKTOPHYIO 9acTh, KOTOpAs SABJISETCS BEKTOPOM B TPEXMEPHOM IpocTpaHcTse [3].

MackupoBanue M jAeMacKHpoBaHUs u300paxkeHus meronoMm QES ommceiBaeTcs crienyromm
obpazoM:

Brot = qu_la
_n1 .
B= q Brotq’ (1)

rae ( — KBaTepHUoH, B, — Marpuna nosopota cirydaiiHoi MaTpuns! B.

r
MO>XHO BBIYHCIIUTD Martpuny mnmoBOpoOTa, YTOOBI MOJIYy4YUTh KBATCPHHUOHBI BBICOKOI'O IOPAAKA,
KOTOPBIC paCcCMaTpUBAIOTCA KaK MOCIICAYIONIUC KIIHOYH H.II/I(l)pOBaHI/IH H, CJICA0OBATCIIbHO, IMOBBIIIAKOT
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0e30MmacHOCTh JaHHBIX. KOMMYEeCTBO BHIYMCICHHBIX KBATEPHHOHOB-KIFOUYEH BBICIIETO MOPSIKA PABHO
3n, rae 3n — NOpsoK.

Cxema paboThl METO/Ia TIOOJIOYHOT0 MACKHPOBAHUS TTOJYTOHOBOTO H300pa)KCHUsI IPUBEICHA Ha
puc. 1, mpumMep MackupoBaHus u3o0paxenust merogom QES — na puc. 2 [3].

ITukcenn DOMTyTOHOBOTO H300paXKCHHS

a
a21 22 a23

b2 1 b22 23

021 022 6‘23

gy @y S Gy Ay Gy ] G @y Qg3
B, = b, by, by B, =|b, by by B, =|b, by by
Cuy Ciz Ci3 Gt Cxn Ca3 | C3y C3 Cs3
BbiuncneHHe MaTPULbl TOBOPOTA JUISL IIOIYYCHUS
KBATCPHHUOHBI BBICOKOTO MOpAIKa
—s B . -1 — . -1 — . -1
Blror =4 Bl q BZrot q BZ q B3rot q B3 q

Puc. 1. Cxema pabotsl Metona QES ai1st MOIyTOHOBOTO M300pakeH s

a 6

Puc. 2. IIpumep mackuposanus merogoM QES: a — ncxonnoe nzobpaxenue,
6 — MacKHpOBaHHOE H300pakeHUE, 8 — BOCCTAHOBICHHOE H300paKeHNUE)

s monmydeHus: 6osee NryMONoZ00HOro BHIa MAaCKMPOBaHHOTO M300paxeHus npoueaypy QES
HeO6XO}II/IMO BBINIOJIHUTE HUTEPAMOHHO HECKOJIBKO pas3, 4YTO 3HAYWUTCIBHO YBCIWMYMUBACT BpPEMA
npeoOpa3oBaHHus.

MackupoBanue H3o0pa:keHnii Ha ocHOBe CTpUII-MeTOaa

CrpuI-MeTo ] N3HAYAIBHO Pa3padaThIBANICA IS IOMEXOYCTOMUMBOTO KoaupoBanus [4]. OCHOBY
METOJIa COCTaBIISIIOT MAaTPUYHBIE MPeoOpa3oBaHUsA, OO0ECHEYMBAIONIUE OCIIA0JICHUE aMIDIUTY/IbI
UMITyJbCHOH IIOMEXHM Ha TepeJaBacMOM B KaHalle H300paXeHHHM 3a CYET PABHOMEPHOTO ee
pacripeniesieHus 10 BceMy H300paskeHH0. i1 MaKCUManbHOTO OCIIAOJCHUSI aMILTUTY bl IOMEXU Ha
BBIXOJIe KaHalla HCIIONB3YIOTCSA, KaK MPaBWIIO, OPTOTOHAJBbHBIE MATpHUIBI Anamapa C JBYMS
BO3MOKHBIMHU 3HaYeHHUsIMH (YpoBHsIMH) 51eMeHToB {1, —1} Takue, uTo:

H'H=nl, 2)
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rae H —marpuna Anamapa, | — ennHIYHas MaTpUIIa.

W3 cymecTByromux AByX MOIU(UKAINN CTPUI-METOAa ISl TpeoOpa3oBaHus N300paKeHUH —
OJTHOCTOPOHHETO ¥ JIBYXCTOPOHHEr0 — OCHOBHOW HMHTEPEC MPEJCTABISICT BTOpas, 00ecIeYrnBaromast
Oomee momHOoe ‘''mepememmBaHue” (QparMeHTOB W300paXKeHHUs, PE3YyNbTaT KOTOPOTO MOXKET
paccMaTpuBaThCs Kak ero Mackuposanue. [1og IBYCTOPOHHUM CTHII-TPe0Opa30BaHIEM H300paKeHUS
B 001IEM ciTyuae MOHMMAETCs MpeoOpa3oBaHue B

Z=APA,, (3)

rae A, 1 A, — OpTOroHaIBHBIE MAaTPULBI pazMepa N x N ; HCXOAHOE H300paKEHUE B BHIE MATPHIBI

P pasmepa N x n, Z — mackupoBaHHOE M300pakeHHE pa3Mmepa N X N, TOIyYEeHHOE B pe3yJbTaTe

npeoOpa3oBaHUs.
ITox obpataBIM MBycTOpoHHNM CTpHUM-TIpeoOpa3oBaHNeM MOHNMAaeTCs ipeoOpa3oBaHne BUAa
P=AZA}, 4)

Ha npaxTuke B nBycTopoHHeM CTpHIT-IpeoOpa30BaHUU N300paKEHUN HUCIONB3YIOTCSI MATPULIBI
A, = A, [9], HOCKOIBbKY 3TO yIpoLIaeT BEIYUCICHUS U SKOHOMUT NMaMATh. Takum 00pa3om, ypaBHEHHE
(3) umeer BuI

Z=APA, (5)

rae A — opToroHajbHas MaTpULa.

[Tockonbky Matpuiia A sBisieTcs OpToroHanbHOHW, 1o A'= A" . CremoBaTensHo,
MaKCUMAJIbHBIE 2JIEMEHTHI y Matpul] A 1 A~ oauHakoBsl. OniTUMaIbHAas MATpHIA peoOpasoBanus A
JOJIDKHa 6])ITI) OpTOFOHaﬂLHOﬁ C MHUHHUMAJIBHO BO3MOXKHBIM IO MOJYJIIO 3JICMCHTOM. B otanume ot
MPEJICTaBICHHOT0 B pabore [4] cmocoba, pesynpTUpylOliee u300paxkeHue Oymer Oosee
ITyMOTIOAOOHBIM TIPY TIPe0Opa30BaHUAX BUIA

Z=APAT,
—AT
P=A"ZA. (6)

[Ipumep pabothl aByxcTopoHHero CTpHI-IIPeoOpa3oBaHus IOJYTOHOBOIO HM300paXeHHsI
npuBe/eH Ha puc. 3 [4].

Puc. 3. JIByXcTOpOHHEE CTPHI-NPeoOpa3oBaHue: @ — HCXOJHOE H300paKeHue,
0 — npeoOpa3zoBaHHOE U300paKeHNE

Ouenka 3)peKTUBHOCTH AJITOPUTMOB MACKUPOBAHUSA

s onenkr 3(G(GEKTUBHOCTH OINMCAHHBIX METOJI0OB MACKUPOBAHUS HCIOJIB30BAIUCH HX
peanuzanuu Ha s3pike C++. DKchnepuMeHT mpoBelneH Ha OBM co crieayrommmu TeXHHUYECKUMU
xapaktepuctukami: nporeccop — Intel® Core™ i7-2630QM, O3V — 816, Tun cuctembl — 64-paspsiaHas
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omepaloHHasl CUcTeMa, mporieccop x64; omepanmonHas cuctrema — Windows 10. Jlns ananwmza
HCIIONIb30BATNCH N300paXkeHus pasMepoM 512x512 nukceneit: "Lena” u "Flowers™ (puc. 4).

Puc. 4. TecToBble OYTOHOBBIE H300pakeHus: a — "Lena”, 6 — "Flowers"

Bpemst mackupoBaHus U mupoBaHUS H300PKEHUN B AKCIIEPUMEHTE BKIIOYAET MPOIECIypPy
cxarus 0e3 MOTeph U, CIIEIOBATEIbHO, YEM MPOIIE CTPYKTypa CoKUMaeMoro Qaiiia, TeM ObIcTpee
MIPOM3BOAMTCS CKAaTHE U paciakoBka. HemanoBakHyr0 posib UTpaeT BUJ MTPEJICTABICHUS TUKCEIeH: TPU
mMU(QpPOBaHUH HA OJUH MHKCETh OTBOJIWTCS OAWH 0aifT, a MPU MACKHUPOBAHWH TPH TPEICTABICHUN
MUKceNed 4YrucimamMu ¢ (UKCHPOBAaHHOW TOYKOH Ha OJWH THKCeNnb mnpuxomurcs § Oait. [lpm
MPEJICTABICHUH TTMKCEJIeH YUCIIaMU C IJIaBalOIIeH TOUKOM — 4 Oaiira.

B Tabmuie mpuBeneHBI BpeMsi MAacKHUPOBAaHUS W JAEMACKHPOBAHHA HW300pakeHWH,
COOTBETCTBEHHO, I/ie cTober fix 0003HaYaeT MaCKUPOBAHHE C TIPEICTABICHHUEM MMUKCETIeH YUCIIaMU C
(ukcupoBaHHOU TOUYKOH, a float — mpeacTaBIeHHE MUKCENEH MaCKUPYEeMOT0 H300pasKeHHsI YUCIaMH C
IIaBAIONIEN TOYKOH.

Bpems o0pa6oTku TecToBBIX M300pakenuii MetoaomM QES u Ctpun-meronom

T . T
Bpewmst mackupoBanus, MC
"Lena" 133 71 41
"Flowers" 111 58 35
Bpewms nemackupoBaHusi, MC
"Lena" 124 39 38
"Flowers" 70 39 37

W3 Ttabn. BHOHO, YTO mpHM MackupoBaHWM CTPUI-METO] BHIMTPHIBAET B OBICTPOACHCTBUH
B cpenHeM B 1,7 pa3 o cpaBHeHHIO ¢ MeTogoM QES, moka3eiBasi mprMepHO Takoe ke BpeMsi 00padoTKu
M300pakKeHUH TIPU JIEMaCKUPOBAHUH.

3akiIoueHne

PaccMoTpeHo MaTpuuHOe MAacKHpOBaHHE HW300paKEeHUs, C HCIONb30BAaHHEM YHHUKAIBHBIX
KBa3HOPTOTOHAITBHBIX MaTpul] MepceHHa, U TByMEPHOE CTPHIT-IIPeoOpa3oBaHue N300paKeHUH, a TaK
e npoBeieH ux ananus. [lokazano, yto Ctpun-meron umeet dosbliee OpicTponeiicTue (B 1,7 pas) o
cpaBHeHMI0O ¢ MetogoM QES 3a cuer neneHuss u3o0pakeHHs Ha (pparMeHTBI, YTO 3HAYUTEIHHO
COKPAaTWJIO BBIYMCIHTEIbHBIE 3aTPaThl M HEOOXOAWMOCTHIO BBHIMOJHEHUS HECKOJNBKHX HWTepaIuil
MackrpoBanus B QES Merojie 1 1oCTHKEHUS TpuemMiieMoro pesyibTtara. CienoBaTenbHO, B PEXKUME
PeaNbHOTO BPEMEHU MPEANIOUTUTENBHEE HCII0NIb30BaTh CTPUIT-METOA.
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MASKING IMAGES

D.A. NAREIKO, A.G. SHAUCHUK

Abstract. Matrix masking of images using unique quasi-orthogonal Mersenne matrices (QES), as
well as two-dimensional Strip image conversion are considered. It is shown that the Strip image
conversion algorithm works much faster than the block masking method (QES).

Keywords: masking, strip method, block masking method, Mersenne matrix, quaterion.
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VIIK 621.391

BECOBOM METO/I PEHIEHUSI ITIPOBJIEMbI T PAHUYHBIX IMKCEJIEN B
AJITOPUTME CBEPTOYHOM ®UJIbTPAIIMU IIUD®POBOI'O IIIYMA

JLB. 3AEPKO, B.A. JINTTHULIKUIA

Benopycckuii cocydapcmeennblii ynusepcumem ungpopmamuxy u paouosdnekmponuku, Pecnybnuxa Benapyce

Hocmynuna 6 peoakyuro 30 mapma 2020

AnHoTanust. Onucad BeCOBOW METO[] PEIICHUsI IPOOIeMbl TPAHUYHBIX ITUKCENIEH, U1 aITOPUTMOB
HCIOJIB3YIOIIUX MaTPULBI CKPYYUBAHUS. AITOPUTM PaCCMOTPEH B KOHTEKCTE IPUMEHEHHS MaTpHUIl
CKPYYHMBaHUS U TOJABIICHIS ITU(PPOBOTO IIyMa Ha PacTPOBBIX M300paxeHmsx [1]. Anropurm
UMeeT P IPEUMYLIECTB Mepe]] IHUPOKO UCTIONb3yeMbIMH. OH HO3BOJISCT: OTKA3aThCs OT XPaHCHUS
BPEMEHHBIX M300pa)kKeHHH, MCIIOIb30BaTh Hanboiee ONM3KYIO IIBETOBYIO TaMMYy Ul TPaHUYHBIX
HHKCEIeH.

Knouesvie cnosa: moiasneHue DUQpoOBOTO IIymMa, MAaTPULBl CKPYYMBAHUSA, OIEPalMsi CBEPTKH,
IpaHUYHbBIC MUKCEIN MaTPHUIIBI CKPYyYHBaHHUS.

BBeaenne

[lpumeHeHue CBEPTOYHOM (QHUIbTpANMK Ui yCTpaHEeHHS LU(QPOBOrO IIymMa Ha PacTPOBBIX
M300paKCHUSAX IMUPOKO pacnpocTpaHeHo. Omepanusi cBepTkU [2, 3], KaKk ¥ NPUMEHEHUE MAaTPHI]
CKPYYMBaHHUS, SIBJISICTCS OCHOBOM JUISI MHOXKECTBA METOJIOB TAKHMX KaK: JIMHEHHOE YCPEeAHEHUE TOUEK T10
COCeMsIM, FayCCOBCKOE Pa3MbITHE U T.JI.

Opnako, TMpH BCeX MPEUMYIIECTBAX WCIOIb30BaHMUS AJITOPUTMAa MAaTpPHUI] CKPYYUBAHUS
CYLIECTBYIOT TaK € M «Cjadble MECTa» alropuTMa, IMpexXae BCEro, ero paboTa ¢ rpaHUYHBIMU
nuKcemsiMu - n3o0pakeHuss [4]. Jns KOppeKTHOH paboThl, alropuTMy TpeOyrOTCS 3HAYeHHS
JIOTIOTHUTENBHBIX MUKcesel BHEe n300pakeHus. CyecTByeT MHOKECTBO METO/IOB ISl PEIIEHUs 3TON
poOJIEMBbI, HO ONITUMAIBHOTO, C TOYKH 3PEHHUS UCTIOIB30BAaHHS PECYPCOB /ISl 00paOOTKH U300paKeHUS
M OCYLIECTBJIIOLUIMX KOPPEKTHOE I[BETOBOE HAIOJHEHHE T'PAaHUYHBIX IHMKCENeH, MOoKa HeT. JTO
yKa3plBaeT Ha HEOOXOJUMOCTHh COOJIIOJICHHUSI KOHCEHCYyca MEXIy HSKOHOMHEH BBIYHCIUTEILHBIX
pECYpCOB | yiydlleHHeM o0pabaThiBaeMOro HW300paKeHUsl. AJITOPUTM CBEPTKH, JOMOTHEHHBIN
MoauQUKauueil il KOPPEeKTHOH 0O0paOOTKM TpaHUYHBIX MHUKCEJeH, He JOJDKEH PacTOYUTEIIbHO
MCIIOJIb30BaTh PECYPCHI, HO ONpeneNATs Hanbosiee ONM3KYI0 IIBETOBYIO TaMMy T'PaHUYHBIX MHKCENeH
OTHOCUTENIFHO MCXOJHOTO HM300pakeHMs. PelieHuro BBISBICHHON MpOOJIEMBbl U TOCBSINEHA JaHHAS
pabora.

BecoBast Mogudukanusi CBepTOYHOr0 AJIropuTMa PUILTPALUM HH(POBOro HIymMa
PaCCMOTpI/IM aHBTepHaTHBHLIﬁ, BECOBOI METOL pa6OTI)I C T'paHUYHBIMH MHUKCCIAMU IJIA
anropuT™Ma CBEpTKU. Moanpukanyst He TpeArnoaracT co3AaHusl MPOMEKYTOUYHOTO M300paKeHus, a

JUIIb UCTIOJB30BaHMS KBAJAPATHOM MOAMATPHIEI TUKcened A’ ={ai+j}

xn C Pa3MEpPHOCTBIO N U

- 2 o -
cocrosmeil U3 N° mukceneil opurnHaneHON Matpuipl A ={a, ,},,. MHOXecTBa HOMEPOB CTPOK M

cro6moB Matpunsl A o6o3naunm yepes | =0,h+1,J =0,w+1
OueHb BaKHBIMU SIBIISIETCS TUATIA30HBI M3MEHEHUS HHIICKCOB CTPOK U CTOJIOIIOB i, j (manee Tak
xe K,p ) 2/eMEHTOB MHKCENIbHON MOoAMATpHIlel. JlHana3oHsl HW3MEHEHHH OYyAyT CYIIECTBEHHO

Pa3HUTHCS, B 3aBHCHMOCTH OT PACIIONIOKEHUSI CTOPOHBI (JIeBast, HIDKHSAA, TIpaBasi, BEPXHsI) TPaHUIHBIX
MUKCeNIe OTHOCUTEIbHO OPUTMHAJILHON MUKCETbHON MaTpuubl u3o0paxenus A . Pacmonoxenue u
COOTBETCTBYIOIIME €My JAMANa30Hbl MHICKCOB OYIYyT ONpPENeNATHCS, UCXOAs U3 3aJaHHBIX HOMEPOB
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ctpok u cronbmos | =0,h+1,J =0,w+1 rpaHuYHOrO 31IeMEHTa MATPHIIBI, TPEOYIOMIETO BEIYUCICHHS
10 TIPABUITY:

i=1+n(l -1),In; j=1n; ecmn, J=0;0<l<h+];
i=(h+D)—nh;j=1+n(J -1),Jn; ecmm, 0<J<w+11=h+1;

(i)=

i=1+n(l -1, In;j=(w+1)—n,w;, ecmun, J=w+1,0<I<h+1,
i=1,n;j=1+n(J —-1),Jn; ecmn, 0<J<w+1;1=0.

Hanee yka3aHue W3MEHEHHUS IHMANla30HOB CTPOK W CTOJOLOB B omucaHuH Qopmyn Oyaer

OIyCKaThCs, peIoaras BEIoop ero 3apanee B 3apucumoctr ot | =0,h+1,J =0,w+1.
L{BeT mpoOIEMHOTO MUKCENSI OMPEICIIATCS, HCXOIs U3 HanboJIee 4acTO BCTPEUAOIIETOCs 1IBETA
2 o
(mo MakcuManbHOMY BeCy) Cpeau Japyrux N° nukcenedl @, mnoamarpuibsl A', KOTOpbIe

pacroararoTcsi B HeIIOCPEACTBEHHOW OJIM30CTH OT TPAHUYHOTO TTHKCEIIS.

Tloa HemocpeACTBEHHO ONM3KHMH, MMeeTCs B BHMAY N’ THKcenell ABIAIONIMXCA CMEKHBIMH K
TpPaHMYHOMY IMHKCEI0 Ha NIyOUHY /10 N TIHKCEJCH.

BenmuunHa N ompenensercs NpOU3BOJIBHO, HCXOAS TOJIBKO U3 CIEAYIONINX ABYX YCIOBHI.

1. OrpannueHus BEIYUCIUTEIBHBIX BO3MOXHOCTEH CHCTEMBI.

2. [IukcenbHBINA pa3Mep n300paKeHus1, OTPAHNYMBAsICh MEHbBIIICH IpaHHIICH, T.€.

2,3,4,...,.h=1, h<w;
2,3,4,...,w—-1 w<h.

Moaudukanus MpeAnoiaraeT MCIOJIb30BaHUE CIEIUATBHBIX BECOBBIX KOA((DUIIMECHTOB
HHKCENEN o j UL KaXKIOTO TUKCEsl, OTBEYAOIIHMX 32 OLEHKY «BCTPEYAEMOCTH» 3TOTO IIBETA CPeIn

JPYTUX IBETOB N’ MHKCENIEH.
Wtak, omuiieM OCHOBHBIE 3Talbl alrOPUTMa, YUUTHIBAsE M3BECTHBIE CTPOKY M cToJOer

I =0,h+1,J =0,w+1 rpaHM4HOrO MHUKCENS, ISl KOTOPOrO HEOOXOAUMO TIPOBECTH BBIYHCIICHHE.

1. Boiuucnenue yznosvix mouek. OcoObIM cimydaeM OyleT pacdéT YeThIpeX «YTIOBBIX»
IPaHUYHBIX TTHKCEJIEH OTHOCUTEILHO OPUTHHAIBHOTO N300paKEeHHS, KOTOPhIE MOTYT ObITh BHIYHCIICHBI
cpa3y ke, W W3-3a MX HEeOOJIBIIOro 4Ymcia He OyAyT urparh CyIIEeCTBEHHYIO poib. OHEH OymyT

PEJICTABIATh CO0OM KoM Ommkaifiero nukcens u3 moamarpuusl A’ 1 @, =a ;8,0 =an;
—_ + . _ +

a'0,W+l - a:l,w ’ a'h+1,w+1 - a‘h,w'
2. Iloozomoska secosvix KoIghdpuyuenmos nuxceneii. Bee BecoBble KOOQGUIMEHTHI O ; IS

1

9JICMCHTOB a:j IIPUHUMAIOT paBHBIC 3HAYCHUA Q; iz
' ' n

3. Boiuucnenue  pesynvmupyrowux — 6ecoevlx  KoIgguuuenmos. JIns  BeIUUCICHHS
+
PE3YJIBTUPYIOLIETO BECOBOro Koodduumenta res(o; ;) st maKCenst a'; HEOOXOIMMO CyMMHMpPOBATH

. T + At
BCCOBBIC KOS(I)(i)I/II_II/IeHTLI Otk'p, IINKCECIICU akyp IIpyu paB€HCTBE a” _akyp HUX IMUKCCIIBHOTO 3HAYCHUS C

nukceneM @ ;. Minaue octaBuTh pesysibTupyrouuii Bec res(o; ;) HEM3MEHHBIM.

res(or, ;)= > fou . &), =a. )

4. Onpedenenue 3nauenus yeema ZPaAHUYHO20 RUKceaA. 3HAUYCHUS TPAHWYHBIX IHKCeIen
OMPECIIAIOTCS TI0 OLIEHKE PE3Y/IbTHPYIOIINX BECOBBIX KOI(D(MUIIMEHTOB, OJYUCHHBIX Ha Iare 2.

vt
Cpemu pe3ynbTHPYIOIIMX BECOBBIX KOXQQHIMEHTOB res(o; ;) s MUKCeNned & BBIYMCISETCS

KOB(i)(i)I/IHI/IeHT C MaKCHMalbHBIM 3HaUYeHHEM. Eciin ero 3HaueHuE HE paBHO 3aJlTaHHOMY 3HA4YCHUIO Ha
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1 +
nepsoM mare max{res(o; J.)};zr&n—z , TO OYEBHJIHO, YTO KOIPPULMEHT XapaKTepU3yeT MUKCeNb & C

HauboIee YaCTo MOBTOPAEMBIM [IBETOM CPEIH APYTUX N° MUKCeNel i rpaHHYHBINA TMKCEb IIPUMET ero
1

sHayenue. Ecnu makcumanbHOe 3HaueHue He usmenmnoch: max{res(o, ;)}=—;, To BCe n’ mukcenu
’ n

UMEIOT pa3fIMyHbIe 1IBETa WM C(HOPMHUPOBANNCH TPYIIBI MUKCENEH, paBHBIC IO YUCITY MHUKCEIeH, HO
pa3iuygHBIe 10 IBETY. B 3TOM cilydae rpaHUYHBIM THKCEIeM OyJeT MepBbIi OMKaWmMid CMeXHBIN
IIUKCEJIb, YYUTHIBAs PACIONOKCHUE I'PAHMYHOIO IMHUKCENIS OTHOCUTEIBHO CTOPOHBI OPUIMHAIBHOTIO

. +
U300pakeHHs, T. €: a[n

2|

JJI JICBBIX I'PAHUYHBIX MUKCeNeH Ha I/I306pa)KCHI/II/I, a+n IJId TIpaBbIX, a+ n
1 —|w 1| —
3 H f2

N
JUTSL BEpXHUX, ah P

JJIs1 HUJKHHUX. HpeILCTaBI/IM BBINICCKAa3aHHOC B BUJC (pOpMyJ'I, noACTaBJIsAA BMECTO
[4]

I =0,h+1,J =0,w+1 HOMEp CTPOKH U CTOIOI@A JUIS MHKCEISL, 11 KOTOPOTO HEOOXOAMMO MPOBECTH
BEIYKCIIEHNE.
Ilpu J =0;0< 1 <h+1 nns pacuera JeBbIX IPAHUYHBIX TTUKCEIICH:

1, —
a,-fj, ecnu max{res((xiyj)}in—z;|:1+n(l -1,nl; j=1Ln;

o= - S
am , ecm max{res(a, J-)}:iz;i =1+n(l =1,nl; j=1,n.
— |1 ! n
2
IIpu 0<J <W+1L 1 =h+1 s pacueTa HWKHUX TPAHUYHBIX TTUKCEIIEH:
N - h+1 h, j=1 1), Jn;
a;, eciu max{res(ociyj)}in—z,l_( +1)—n,h; j=1+n(J -1),Jn;
A1y = 1 . )
am , ecm - max{res(a, ;)} =—;i=(h+1)—-n,h;j=1+n(J —1),Jn.
— |1 ! n
2
Ilpu J =w+210< 1 <h+1 mis pacyera npaBbiX TPAHAYHBIX TTUKCEIEH:
: L ;i=1 | —1),In;j = 1 ;
a’;, ecnu max{res(ai'j)};tn—z,l_ +n(l =1, In;j=(W+1)—n,w;
&) w1 = 1 . )
am yecmn max{res(q; )} =—;i=1+n(l =1),In;j=(w+1) —n,w.
2" n
IMpu 0<J <w+11 =0 panst pacuera BepXHUX MPAHUYHBIX THKCEIICH:
. L T iang =D In
a;, ecnu max{res(ai'j)};tn—z,l_ ,N;j=1+n(J —1),Jdn;
%, = 1. — —
am , ecmn - max{res(a, ;)}=—;i=1,n;j=1+n(J —1),Jn.
—|1 ! n
2

Bo3moskeH Tak xe aJIBTepHaTHBHLIﬁ BapuaHT BECOBOMY METOAY, Hpennonara}omnﬁ BBIYHCIICHUC

CpeHero 3HaueHus 1peTa mo N° mukcensM. OHAKO 06a METOAa HMEIOT MPOGIEeMbI IPH JI0CTATOYHO
0OJIBIIOM 3HAUYEHUHU N,

B mepBoM ciiydae BO3HHKAeT MpoOIIeMa «CIIENOro I[BETOBOTO AyOIMPOBaHHs», T.€. Korga N
JIOCTAaTOYHO BEJHKO M MPOOJEMHBIM MHUKCENb 3aIOHUTCS [IBETOBBIM 3HAYEHHWEM TIOAABIISIOIIETO U3
YHcIa aHATM3UPYEMBIX, YTO MOXKET OBITh BO BCEX CIIydasXx KOppekTHO. Bo BropoM ciydae mpobiiema
BO3MOXHA «I[BETOBOTO JHUCCOHAHCA», KOTAa N JOCTATOYHO BEJIMKO M IBET MPOOIEMHOr0 MHKCENs
OyzaeT «ycpeaHEeH» U OyIIET BBIICIATHCS OTHOCUTENBHO IPAHUYHBIX OPUTHHATIBHOTO H300paXeHNUS.
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3akiIoueHne

B pabote npencraBieH BECOBOM METO PEIICHHS IPOOIEMBI OTIPEICTICHHS TPAHIYHBIX TTHKCEIEH.
OH [OTIONHSET aNTOPHUTMBI, HCIIONB3YIONINEe MAaTPHUIBl CKPYYHBAaHUS TPH TOAABICHUH ITU(PPOBOTO
nIiyMa Ha pacTPOBBIX HM300paxeHHIX. METOoJ He TMPeAnoyiiaract Co3JMaHus MPOMEKYTOUHBIX
M300pakeHNH ¥ OpraHu3yeT IIBETOBOE HAIONHEHHE IIMKCeJIe B COOTBETCTBHH C Hambolee
WCTIONB3yeMbIM I[BETOM Ha HEKOTOpOW oOnacTh Ha TpaHulle H300pakeHus. MeTom He SBISETCS
ONTUMAJIBHBIM PEIICHUEM MPOOJIEMBI, OJTHAKO JOTIOIHSIET yKE CYIICCTBYIOIIHIA CIICKTP METOJIOB, UMEs
nepea HUMH MPEUMYIIECTBO B MPOCTOTE Pean3aliu, SKOHOMHUHU PECYPCOB, a TAKXKE B ONTUMATBHOCTH
[[BETOBOTO HATIOJHEHUS TPAaHIUYHBIX TTHKCEIEH.

WEIGHTED METHOD SOLVING OF BOUNDARY PIXELS PROBLEM
IN DIGITAL NOICE CONVOLUTION FILTERING ALGORITHM

D.V. ZAERKO, V.A. LIPNITSKY

Abstract. The weighted method solving of boundary pixels problem is described for algorithm
which are used twist matrix. The algorithm is considered in the context of using twist matrices to
suppress digital noise in bitmap images. The algorithm has several advantages over the widely used
ones. Method allows to refuse to store temporary images, use the closest gamut colour for border
pixels.

Keywords: digital noise reduction, twisting matrices, convolution operation, boundary pixels of a
twist matrix
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VIIK 621.391

MOBBIINIEHUE WH®POPMATUBHOCTHU U30BPAKEHUI CJIOEB
MMOJYITPOBOAHUKOBbBIX MUKPOCXEM

A.B. MHIOTHUH, E.E. MAPVYIIKO

Obvedunennviii uncmumym npooaem ungopmamuxu HAH Benapycu, Pecnybauka Benapyco

Hocmynuna 6 peoakyuro 02 anpens 2020

AHHOTAIMSI. HpC,Z[CTaBHeHLI AJIITOPUTMBI TTOBBIIICHUS I/IH('I)OpMaTI/IBHOCTI/I CHJIBHO HCKaXCHHBIX
CHHUMKOB TOIIOJIOTUICCKUX CJIOEB IIOJYNPOBOAHUKOBBIX MHKPOCXEM IJId BOCCTAHOBJICHHSA HX
TOITIOJIOTHH. ﬂJ'I}I IOBBIIICHUA I/IHCI)OpMaTI/IBHOCTI/I TPEUIOKEHO HMCIIOJIB30BaTh JaHHBIE C
HCCKOJIBKHUX Ha60pOB KaapoB 06pa6aTbIBaeMOFO CJI0A M COCEAHUX C HUM CJIOCB.

Kniouegvie  cnosa:  WMHGOPMATUBHOCTh  W300paKEHHH,  TOMOJIOTMYECKHE  W300pakeHus,
BOCCTAHOBJICHHE TOTIOJIOTHH, HHTETPAIbHBIE MUKPOCXEMBI.

BBeaenne

3agada oOpaTHOrO MPOEKTHUPOBaHUs UHTErpanbHbIX cxeM (MC) cocTouT B BOCCTAHOBICHHH MX
TOMOJIOTHU IO COBOKYITHOCTHU H3o6pa>1<eHm71 TOIIOJIOTHYCCKHX CJIOCB JIA I[aJ'II)HCI\/'IHICI“O IMMOJTy4YCHUA
CTPYKTYpHOH, GyHKIIMOHANBHOH 1 npuHImnraibHoi cxeM HC. [Iporecc o6paTHOrO MpOeKTUPOBAHUS
JOCTaTOYHO CJIOXKEH M BKIIOYAET HECKOJBKO TEXHOJOIMYECKHMX 3TamloB: ynaneHue kopmyca HC,
CKaHHPOBAHHE M AaHANINW3 M300paKEHHsS TOMOJOTMYECKOrO CJIOs, YAAlIeHHE BEPXHEro Cllos,
CKaHHPOBAHUE M AaHAIN3 M300pPAXKEHUS] OYEPETHOrO TOMOJIOTHYECKOTO CJIOS U MEXKCIOMHBIX
COCIMHEHUM, MNOCTPOCHHE TPAaH3UCTOPHOM W MNpPUHUUNHUAIBHOW cxeM. Ha pealbHbIX CHUMKAax
IMPUCYTCTBYIOT MHOT'OYHMCJICHHBIC MCKaXCHHA, O6yCJ'IOBJ'ICHHI)IC KaK OIrpaHMYCHHUAMHU MHKPOCKOIIa U
CHUCTCMbI BU1€03axBaTa, TaK U, B TJIaBHYIO O4Y€PC/b, ITPOLCCCOM MOJIYUCHHUA IMOCIOMHBIX H306p3)K€HHI7[
kpucrawia C ¢ moMomisio TpaBieHus, TUIMGOBKH U T. [I.

W3-3a mnanapHOW TexHosnornu Bbimycka VIC 371eMeHTBI TONOJIOTHH CII0SI BHOCAT UCKa)KEHUS B
N300pa’KeHUS COCEHUX CIIOEB, YTO JOMOJIHUTENILHO 3aTpyAHIET aHanu3. BoccTaHOBIEHNE TOMONIOTUH
SBIISICTCSl AKTyalbHBIM STAllOM JUIS MPOIECCOB OOpPATHOTO MPOEKTHUPOBAHUS, MPOBEPKH MATCHTHON
YUCTOTBI TPOMYKIUH, KOHTPOJS TEXHOJIOIMYecKoro mpouecca npousBoactsa MC. IJrtor srtam
MIPOM3BOJMTCSl MyTEM ONPEACICHUSI COOTBETCTBHSI HEKOTOpPOro Habopa (parMeHTOB M300pa)keHUs
MHOT'OYT'OJIbHUKAM, KOTOPBLIC ABJIAKOTCA JJICMEHTaAMMU TpPaH3UCTOpPA, MEKCIIOMHBIMH COCINHCHUAMU,
KOHTaKTaMH U T. JI.

NHpopMaTUBHOCTH H300paKeHHs CJI01 HHTEIPAJbHOM CXeMbI
AJIs 321a4H BOCCTAHOBJICHUS TOMOJIOTHH

HauGonee obiiee onpesesieHue TepMruHa WHOOPMATUBHOCTh — TO KOJHUYECTBO MH(OPMAIIHH,
cojepxaiieics B yeM-mn0o. B 3amauax 00pabOTKU M300paKeHHs YacTO HCIONIB3YIOT OoJiee y3KHe
onpenenenus. [1-4]. Jlns 3amaun BOCCTAHOBIICHHUS TOMOIOTHH CJIOSI TIOTYTPOBOHUKOBON MUKPOCXEMBI
o1 MH(GOPMATHBHOCTHIO OYIeM MMOHUMATh IUIOMIA L 00JIacTel MHTEepeca, T. €. BCeX CErMEHTOB CHUMKA,
KOTOpPbIC MOXXHO KJIACCH(HUIMPOBATH KAK SJIEMEHTHI TOTIOJOTHHU (MPOBOTHUKH, KOHTAKTHBIC OKHA) U
MOJUTOKKY. Y 100HEe HCIOIh30BATh HOPMHUPOBAHHOE 3HAUCHUE NH(GOPMATUBHOCTH Z KaK OTHOIICHUE
CyMMBI IUIOHIAJIEM PACIO3HAHHBIX CETMEHTOB TOIOJOTHH A , i=1..n, (n — 4YMCITO CETMEHTOB) M
noIoKKu B k oOmieii momaam cHUMKa S
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n

> A+B
_ =1
z s 1)

B wuaeanbHOM ciydae HOpMHpOBaHHAs HH()OPMATHBHOCTh Kajapa OyaeT paBHA CIUHUIE H
TOTIOJIOT, UCTIONB3Ys CIEIHAbHBIC TPOrPAMMHBIC CPEICTBA, MOXKET BOCCTAHOBUTH MPUHIIHITHATBLHYIO
win joruueckyro cxemy MC. ONTHYECKUMHU HCKKCHUSIME Ha TAHHOM dTaIe mpeHedperaeM, A0mycKasl,
YTO BBIOOP METOJa PACIIO3HABAHHUS IMMO3BOJIUT YMCHBIINTh UX BIUsHHE. HO MO MPHYMHE CHIILHOTO
paspylieHHsl CIIOS MPU €ro MONyYeHHH H300pakeHHe OYAeT COCTOSNTh W3 CYMMbI HCKaXKCHHBIX
(parmenToB snementos Tomonoruu A, j=1..,m, (M— 4UCIO CErMEHTOB), U M # N, UCKAKEHHOK
noanoxku B’ m HepacmosHaBaembIx ¢parmentoB C, @ K=1,.,p (P — 9HCIO Hepacmo3HaBaeMbIX
(parMeHTOB >IEMEHTOB TOMOJIOTHU U MOJIOKKH), a TAaKKe JOXHBIX ¢parmentoB D @ 1=1,...,9 (q —
YUCIO JIOKHBIX (parMeHToB). IlosBIEHHE JIOKHBIX (ParMEeHTOB OOYCIOBICHO TEM, YTO
TOIMOJIOTUYECKHE IIEMEHTBI COCEIHETO CJIOS CTAHOBSTCS BHIHBI B MPOIIECCE YAAICHUS MPEIbIIYIIETO
cios. B Takom ciyvae mmomans kaapa S’ Oyzaer paBHa

m p 9

S'=) A+B'+>C +> D, ()
j=1 k=1 1=1

a HOpMHpOBaHHAas MHYOPMATHBHOCTH Kaapa Z'

m P q
A +B’ C D
S S

(3)

YewMm OounbIire riomaab HEPACIIO3HABAEMBIX U JIOKHBIX Q)paFMeHTOB CJ10s4, TEM MCHBIIC TOYHOCTH
BOCCTAHOBJICHHUS TOIIOJIOTHH. TaKum O6p330M, JUJIA TIOBBINICHHA Ka4€CTBa BOCCTAHOBJICHUSA TOIIOJIOTHUH
HGO6XO[II/IMO YBCJIUYUTL KOJHUYCCTBO I/IH(bOpMaHI/H/I, T. €. IUIOINAaAW pacro3HaBacMbIX 3JICMCHTOB
TOITIOJIOTHH U IOAJIO0XKKH, HA I/I306pa)I(eHI/II/I CJI04.

AJuroput™m 00beIMHeHUs 00J1acTell MHTEpeca CJIOsl HECKOJIbKHUX KaJpPOB

[ moBbIieHUsT MHGOPMATUBHOCTH NpEAJIAracTcs HCIIONb30BaTh alTOPUTM OO0BEIHMHEHUS
obiacTeil MHTEpeca CJIosi HECKOJIBKHX HaOOpOB KaJpoOB, MOJNYYCHHBIX ¢ pasHbIX kpuctamuioB HC.
OObekTaMH HMHTEpeca BBICTYNAIOT DJIEMEHTHI TOIOJOTMU W TOJUIOKKA. VICXOTHBIMU JaHHBIMH
SBIIAIOTCS JBa Wi Oosee HaOopa IBETHBIX WM TOJYTOHOBBIX H300paxenuid ciosi MC. Kaxmoe
nzobpaxenue cnost UC npencrasisier co060it HA0Op KaApOB € UX KOOPAWHATAMHU.

AJITOPUTM COCTOUT U3 CIEIYIOIIUX IIaroB:

1. Be1bop nByx KaapoB ¢ n300paxkeHneM o0ImIero (hparMeHTa ciIos U3 Kaxaoro Habopa.

2. CoBMerieHne KaJpoB OTHOCUTENBHO APYT ApyTa.

3. Beigenenne A KaKa0ro Kajpa obiacteil nHTepeca METOJIOM CETMEHTAIMN H300paskeHHsL.

4. O0benHEHNE JJOPOKEK KATIPOB.

5. YTo4yHEeHre NOJUI0KEK KaJIpOB U UX 00bEeTMHEHHE.

6. O6bpeanHeHne ob1acTeil nHTepeca KaapoB.

Ha puc. 1 mnpuBeaeHsl yBenUUeHHbIE (QPAarMEHTHl JBYX COBMEIICHHBIX KaJpoB CIIOS
METaJUIN3ALHH.
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Puc. 1. /IBa kanpa obriero ¢pparmMenTa ciosi: a — kaap 1; 6 — kaap 2

Pasmepbl W KOoOpAWMHATHI KaApOB Ha CII0€ HIACHTUYHBI. BrifeneHue obnacteld WHTEpeca
MPOBOJMIIOCH C TIOMOIIBIO CErMEHTAllMM H300paKeHHS METOJOM OJKCIEPTHOW KilacCU(pHUKAIUN
I[[BETOBBIX KJIACTEPOB, MOJYyYCHHBIX C MOMOIIBIO K-means kiactepusauuu B npoctpaHctBe RGB.
KonmgecTBO KiaccoB COOTBETCTBYeT ciaraeMbiM QopMmynbl (2). DTO JOPOXKKH, ITOIIIOKKA,
HEpaclo3HaBacMble U JIOKHBIC (pparMeHThl M300pakeHus. Ha puc. 2 OelibiM IMOKa3aHbl 00JACTH
MHTEpECa, a YEPHBIH LIBET COOTBETCTBYET HEPACIO3HABAEMBIM M JIOKHBIM (pparMeHTaM n300paKeHHUsI.
Ha puc. 3 BuaHO, 9TO yBeNMM4mMiIach IIomaab odIacTel HHTEepeca mocie 0ObeMHEHUS KaJpoB.

Puc. 3. PesynbraT 00beqiHeHHs 00acTel HHTEpeca KaJpoB
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Ounenka I/IH(l)OpMaTI/IBHOCTﬂ OTAECJBbHBIX KaJAPpOB U pe3yjgbTaTa UX 00beTUHEeHHs

ITnomane obnacreit uHTEpECa, HopMupoBaHHast
W3obpakenue % OT BCero Kazpa nH(pOPMAaTHBHOCTH
JOpOXKKa OUTOKKA Kazpa
Kanp 1 23,78 24,99 0,49
Kanp 2 24,98 8,20 0,33
Pesyastar 33,83 24,39 0,58
00BbeTMHEHNS

W3 Tabnuipl BUAHO, YTO B pe3yibTaTe pabOThl alrOpUTMa HOPMHUPOBAaHHAS MH(POPMATUBHOCTD
n3obpaxkenns ysenumuminach ¢ 0,33 u 0,49 mo 0,58, a mmom@aap MOAJONKKHA TOCTE OOBETUHEHHS
YMEHBIIMIACh. ITO 00YCIOBICHO TEM, YTO (PParMEHTHI JOPOKKHU MPH MOIYYSHUH CJIOSI Pa3pYIIAIHCh
JI0 caMOd TOJUIOKKHU. Ecnu Ha ApyroMm kaape TakuM (parMeHTaM COOTBETCTBYET JOPOXKKA, TO
(hparMeHT moMevaics Kak JOPOKKa.

AJITOPUTM KOpPpPeKUUH H300PaKeHHUsI CJI0SI ¢ IOMOLIBI0 MAaCKHU

TouHOCTH BBIACIICHU A O6J'IaCTI/I HHTCpPECA 3aBUCUT OT METOAA W MMAapaMETPOB CErMCHTAILIUU. B
NPUBEJCHHOM IIpHMEpe MapaMeTpbl CerMEHTAlUH TMOAOUPANUCH A TOJIY4YEeHUS MHHAMAIbHON
ommOKH BTOpOro poxa. OIHaKo pe3ysbTaT BBLACIEHHS OOJIacTel MHTepeca KaJpoB CIIOS MeTaiia
COIEP)KUT OIIMOKH €lle W W3-3a BIHSHUS 3JEMEHTOB COCEIHEro CIosi — MoJuKpeMHus. Iloatomy
pa3paboTaH aIrOpUTM KOPPEKLMU H300pakeHMs CJI0s, OCHOBAHHBIN Ha HCIIOJIb30BAHUM AJIEMEHTOB
TOTIOJIOTHH OJTHOTO CIIOS ITIsl KOPPEKIMU coceTHeTo0. ICXOAHBIMH JaHHBIMHU SIBJISIFOTCSI HA0OD LIBETHBIX
nzobpaxennii cioes MC B Bune Habopa KagpoB ¢ UX KOOPIUHATAMHU.

ANTOPUTM KOPPEKIHH HM300paKEHUS CIOS C MOMOIIbI0 Mackd, COPMHUPOBAHHOW Ha Oase
obJacTeil HHTepeca COCEIHET0 CII0s, COCTOUT U3 CIEAYIONIHX HIaroB:

1. CoBMerieHne ToIekKAIIEro Cliosi ¢ 00padaThIBAEMbIM.

2. Boiienenne HeOOXOAMMBIX AIIEMEHTOB MOJUISKAIIETO CI0S METOIOM CEIMEHTAIINH.

3. CDOpMI/IpOBaHI/Ie MACKU ITYTEM YTOUHCHUS (1)OpMI>I BBIACJICHHBIX 3JIEMCHTOB U KOHBEPTAlUU UX
B YepHO-0eIoe mpeICTaBIICHHE.

4. O6paboTka 300paXeHUs] HA OCHOBE IOJIYYECHHON MacKH.

Ha puc. 4 mpuBeneH mpumep Kajpa MOIJISKAIIETO CJOS — CIOS MOJUKPEMHHS, KOTOPBIN
COOTBETCTBYET KaJjpaM cJI0sl MeTAJIM3alliH, IPUBEACHHBIM Ha puc. 1 — 3.

000000

00

°
20990000

0000000000

===

Puc. 4. TIpumep Macku [T CII0S TIOIMKPEMHUS: @ — KaJp CJIOS TOJIMKPEMHUS, 6 — MacKa Ha €r0 OCHOBE

Ha puc. 5 mokazaH pe3ynbTaT IpUMEHEHHUsS TaKOW MAackd, a UMEHHO: IIPOBEACHA JOKAIN3aIHs
JIOXHBIX (PparMEeHTOB JUTS KaJpa 1mociie 00beIMHeHNsI 00hEKTOB HHTEpeca.
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Puc. 5. Brigenenre MecT mOTEHITMAIBLHOTO paspyme€Hus 3JIEMEHTOB TOIIOJIOTHH Ha CIIO€ METaJIIa

Pesynbrarom paboTel maroB 2 — 3 anropuTma SIBISETCS Macka, T. €. BCIOMOTaTelbHOE
N300pakeHne, YepHBbIC IMMUKCETbl KOTOPOro HE BIUSIOT Ha 0OpabaThiBaeMbId KaJap, a HEHYJICBEHIC
MTUKCEITbl MOTYT UCTIOB30BaThCs IS yIANCHUS (MACKUPOBAHHUS) COOTBETCTBYIOIIECH YaCcTH KaJpa WIIn
SBJISITBCSL OCHOBOW JJIsl omepauuii mo ero obpabotke. [lpumepamu Takux omepanuii MOTYT OBITh
yCTpaHEHHE pa3pbIBOB, PACIIMPEHHE WM CXKAaTHEe H300paKeHUH, ceMaHTHdeckas (uibTpamnus,
YCIIOBHBIE OTIepaIi MaTeMaTuaeckor Mopdonoruu [S] u T. 1.

3akiIo4yeHne

Hcnonp3oBanue MMPEAJIOKCHHLIX aJITOPUTMOB MO3BOJIACT MMOBBICUTH I/IH(bOpMaTI/IBHOCTI) CHJIBHO
WCKaXXeHHBIX m300pakennii cinoeB MC 3a cuer oObeamHeHNsT nHGOpMAIK 00 00IacTsIX WHTepeca C
HECKOJILKUX KaJApOB, a TAKXKC YMCHBIIUTH MCKAXKCHHUA 3JICMCHTOB TOIIOJIOIMH U IOJJIOXKHU CJIOA IIPH
UCIIOJIb30BaHUU MacoK, CHOPMHUPOBAHHBIX Ha 6a3e MH(POPMAIUU C COCEJHUX CIIOEB.

ENHANCEMENT OF INFORMATIVITY
OF INTEGRATED CIRCUIT LAYERS IMAGES

AV.INYUTIN, Y.Y. MARUSHKO

Abstract. Algorithms for increasing the informativity of highly distorted images of integrated circuit
layers to restore their topology are presented. To increase images informativeness, it is proposed to
use information from several frames sets of the processed layer and its neighboring layers.

Keywords: image informativity, integrated circuit, layout images, topology restoration.
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OIIEHKA PUCKOB KUBEPBE3OITIACHOCTHU
NHOOKOMMYHUKAIIMOHHbBIX CUCTEM

I[IL.M. BYI

Benopycckuii 2ocyoapcmeennutii yHueepcumem mpancnopma, Pecnyonuxa benapyce

Hocmynuna 6 peoakyuro 29 mapma 2020

AHHOTAUMSA. [pennoxeHa METOINKA OIIEHKH PHCKOB KnOepOe30MacHOCTH
MH(OOKOMMYHHKAI[HOHHBIX CHCTEM JKEJIE3HOJOPOXKHOIO TpaHCMOpTa. METOIuKa HCIONb3yeT
COBOKYIIHOCTh YIpO3 M YSI3BUMOCTEH TMpHU MEPBOCTEICHHOM 3HA4YC€HHH (PYHKIHMOHAIBHOM
0e30IMaCHOCTH.

Kniouegvie crnosa: yrposa, ya3BEMOCTb, PUCKH, KHOEPOE30IIaCHOCTb.

BBeaenne

Hdns PecniyOnmkm bemapych >Kene3HOIOPOXHBIH KOMITIEKC HMeeT 0co00e CcTpaTerudeckoe
3HAYEHUE, SBISSICH CBSI3YIOIIMM 3BEHOM €TMHON SIKOHOMUYECKOM CHCTEMBI M 00eCTieunBast CTa0MIBHYIO
JIeATeIbHOCTh MPOMBIIIJIEHHBIX Npeanpustuil. Kpome Toro, 3To eme W caMblif JOCTYIHBIH BHJ
TpaHCHOpTa A TpakaaH pecmyOonuku. Bce 310 cmocobcrByeT ToMy, uro bemopycckas sxemesHas
Jopora o0si3aHa 00€CNeuuTh MOTPEOHOCTH TOCYNapCTBa, IOPUANYECKUX M (UIUUECKUX JUI B
JKENE3HOJJOPOKHBIX TEPEeBO3KaX, a Takke padoTax M yCIyrax, OKa3blBaeMbIX KeJIe3HOAOPOKHBIM
TPaHCIIOPTOM.

B pamkax crpemutensHOW WHGOpMATH3AIMK W KOMIBbIOTepH3amuu obmiectBa bemopycckas
JKeJe3Has opora He B COCTOSHMM KaueCTBEHHO BBINOJIHATH MOCTaBJICHHBIE Nepel Hell 3amayu, He
nporpeccupys BMecTe ¢ OOIIeCTBOM. BHenpeHue mnepemoBbIX W BMECT€ C TE€M HAaJEXHBIX
MH(QOKOMMYHHKALMOHHBIX TEXHOJOTUH SIBIISIETCSA OJHOM U3 €€ MePBOCTENCHHBIX 3a/1a4.

B cdepe xene3sHoA0poKHOTO TPaHCTIOPTA JIOBOJIBHO YacTO HHPOKOMMYHHUKAIIMOHHBIE CHCTEMBI
UCTIONIB3YIOTCA HE TOJILKO JUIsl mepefadyd W o0paboTku WH(opMmanmu, HO W Ui OpraHU3aluu
ABTOMAaTH3UPOBAHHBIX CHCTEM yIpaBlieHUs TexHojorndeckumu npoueccamu (ACY TII).

Bmecte ¢ Tem mponeccsl MH(GOpMATHU3AaMM M KOMIIBIOTEPU3ALUH, a TAaKKe HCIOJIb30BAHHE
COBPEMEHHBIX CETEBBIX TEXHOJOTHNA IIPU OpraHU3alMK yIIpaBiieHus Ha benopycckoi xeje3sHou gopore
TasiT B ce0e MHOXECTBO MOTCHUHUAIBHBIX ONAacHOCTEH, 00JIaCTh pean3ali KOTOPBIX KacaeTcs
UCKITIOYUTENBHO c(epbl BBICOKMX TeXHOJIOTHH. llpm OTCyTCTBMM afeKBaTHOW CHCTEMBI 3aIlUTHI
OITIACHOCTH TAaKOT'0 pojia MOTYT MPHUBECTH K HAPYIIEHUIO IITATHON pabOThl CUCTEM YIIPaBJIEHUS U, KaK
CIIC/ICTBHE, YXYAILICHHIO YPOBHS 0€30MaCHOCTH I'PY30- U ACCAXKHPOIEPEBO3OK.

B Konumenmmu  uHQOpManvoHHOW  0€30MaCHOCTH  CKa3aHO, 4YTO  IIOBCEMECTHOE
(GYHKIIMOHUPOBaHUE OOBEKTOB TPAHCIIOPTA C ABTOMATH3UPOBAHHBIMH CUCTEMaMH YIIPABJICHUS CTABUT
B NIPSIMYIO 3aBUCUMOCTb JKU3Hb U 3I0POBbE HACEJICHUS, SKOJIOTUIECKYIO U COLMANBHYIO O€30MacHOCTh
OT MX HaJISKHOCTH M 3aIuiieHHocTy [1].

BesonacHocThk Takux HHGOKOMMYHHKAIMOHHBIX CUCTEM — 3TO UX 3aIIUIIEHHOCTD OT CIIy4aifHOro
WY MTpeTHAMEPEHHOT0 BMEIIATENILCTBA B IITATHBIH Mpoliecc uX GpyHKIMOHUpoBaHus. B obmiem cirydae
peub uueT o (YHKUMOHAIBHOM 0€30MacHOCTH MH(POKOMMYHHKAIMOHHOW CHUCTEMBI, KOT/Ia Ba)KHBIM
ABJIETCS  BBIIOJIHEHWE  CHCTEMOM  IIOCTAaBJIEHHBIX TIepex Hed 3amady. Ecom  xe B
UHOOKOMMYHUKAIIMOHHONH  CHUCTEME  COIepKUTCS HMH(DOpMAIMs, TMpeiocTaBieHue ©  (WIJIH)
pacrpocTpaHeHue KOTOPOH OrpaHHYCHO, TO B TAKOM CIIydae pedb WAET Takke U 00 HHHOpMAIIMOHHON
0e3o0macHoCTH.

OnHako HH B MIOOATEHOM, HM B PETMOHANBHBIX MacHITabax moka He yaaeTcs d(QEeKTHBHO
BOCIIPEIISITCTBOBATh pa3padOTKaM U PACIPOCTPAHEHHIO CPEJICTB, 3aBEJIOMO IpETHA3HAYCHHBIX IS
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YHUUYTOXKEHUS, OJOKMpPOBaHUs, MOIU(UKAIINY, TOXUICHUS HH(POPMAIMKA B CETAX M pecypcax WU
HeUTpam3aIuy Mep 1o ee 3ammure [1].

B Takux ycioBHsIX 00sS3aTEIHHBIM SBISETCS aHAIN3 0E30MACHOCTH WH(POKOMMYHHKAITUOHHBIX
CUCTEM U Cpeibl MX (QYHKIIMOHUPOBAHMUSL.

Yrpo3sl kudepHe3onacHoCTH HH(POKOMMYHHKANMOHHBIX CHCTEM M HX YSI3BUMOCTH

Kubepbe30macHOCTh — COCTOSIHHE 3allUIIEHHOCTH HWH(POKOMMYHHUKAIIMOHHONW CHCTEMBI |
coJep)Kaliericss B Heid WHPOpPMalK OT BHEIIHUX W BHYTPEHHUX yrpo3. COCTOsSHHE 3alUIEHHOCTH
HapymaeTcsi nocpeacTBoM kubepaTtak. Kubepataka — 1eneHanpaBieHHOE BO3JICHCTBUE POTPAMMHBIX
U (MJIHM) IPOTPaMMHO-aIapaTHBIX CPEJACTB HA MHPOKOMMYHUKAILIMOHHYIO CUCTEMY B LIEJIAX HAPYIIEHUS
n (wmm) mpekpameHns ee (QyHKUIMOHMPOBaHWS W (WIM) CO3IAHHUS YIPO3bl OE30MacHOCTH
00pabaTbiBaeMOii TAKOH CUCTEMOH HHPOPMAIIHH.

Takum oOpa3oM, TOHATHE KHOEpOE30IMaCHOCTH BKIIIOYAET B Ce0s 3aIIUIIEHHOCTh HHMOPMAIIHH,
KoTopas o0pabaTsiBaeTcss HH)OKOMMYHUKAIIMOHHOM cUcTeMOil (MH(pOpMamoHHas 6€301acHOCTB), TaK
W 3alIMIIEHHOCTh IMporecca (QYHKIMOHHUPOBAHUS caMOi WH(POKOMMYHHMKALMOHHOHW —CHCTEMBI
(¢pynkumonansHast Oe3zomacHocTh). [lpudem, sl KENE3HONOPOKHOTO — TpaHCIIOPTa  BTOpast
cocCTaBIsIONIast KHOepOe30nacHOCTH ABISIETCS Ooiee aKTyaabHONW. DTO CBA3aHO C TeM, 4To 4acTh ACY
TTII skene3H0I0POKHOTO TPAHCIIOPTA BOOOIIE MOTYT HE HCIIONB30BaTh HH(POPMALIUK PEAOCTaBICHUE U
(unm) pacmpocTpaHEHHE KOTOPOW OrpaHMYEHO, M TPH STOM BBINOJNHATH 3aJa4dd CBS3aHHBIC C
0€30MacHOCTBIO I'PY30- U MACCaKUPONEPEBO30K. [ TaKuX CUCTEM MEpPONpPHATUS 1O 00ECIIeUEHHUIO
WH(POPMAITMOHHOW 0€30MacHOCTH (DAaKTHYECKH CBOIMATCS K (DYHKIUSAM pa3TpaHUUEHHUs JOCTyNa M
ayauTa BeITIONHAEMBIX noib3oBaTeneM ACY TII oneparuii.

B peanpHOI cpene GyHKIMOHUPOBAHUS JTFO00# NHOKOMMYHHKAIIMOHHON CHCTEMBI HE3aBUCHMO
OT HEe CYyLECTByeT MHOXECTBO yrpo3 ee Oe3omacHocTH. Yrpo3a  0e30macHOCTH
WHPOKOMMYHHKAIIMOHHON CHCTEME — BO3MOXKHOE BO3/ICHCTBHE Ha Hee, KOTOPOE MPsIMO MIIK KOCBEHHO
MOXeT HaHecTH ymepd ee Oe3omacHoctu. CrenyeT pas3aensaTh Yrpo3bl (DYHKIHOHAIBHOW U
WH(GOPMAITMOHHOW 0€301MacCHOCTH UCXOAA U3 (DYHKITHH, HAa KOTOPbIE OHU HAIICICHBI.

COBOKYITHOCTh BCEX YIpo3 T :{Tl,Tz,...,Tm} (ot amrn. threat), xoTopble B TOH WM WHOMN

CTETIeHH MOTYT HaHEeCTH yiiep0d Oe3omacHOCTH WH(POKOMMYHHUKAIMOHHON CHUCTEMBI, (HOPMHUPYIOT
peanbHyl0 cpeny ee (yHKUMOHUpOBaHMSA. VIMEHHO Ha Takoe (YHKIMOHHUPOBaHHE CIIELyeT
paccUMThIBaTh TPH JKCIUTyaTalud WH()OKOMMYHHUKAIMOHHBIX cucTeM. Jlobast yrpo3a He MOXeT
CYLIECTBOBAThH caMa 110 cebe — y Hee JOJDKEeH ObITh HCTOUHHUK.

HCTOYHUKH yrpo3bl — 3TO MOTEHLMAJIbHbIE AHTPOIOI€HHBIEC, TEXHOT'CHHBIC WJIM CTHXHUIHBIC
HOCHUTEINH yrpo3bl Oe3onacHocTU. Takum 00pa3oM, HCTOUHHUKOM YIPO3bl MOTYT SIBIATHCS [2]:

— CyOBEKTbl, NOTCHLUUAIbHBIC HEYMBILIUICHHbIE WM INpeIHaMEPEHHBbIC NEHCTBUS KOTOPBIX
MOTYT  HaHeCTH  ymepo (YHKIMOHANLHOW ~ WIM  WHPOPMAIMOHHON  0€30macHOCTH
MH(QOKOMMYHHKALIMOHHON CHCTEMBI;

— TEXHHUUYCCKHUEC CpC€ACTBa — allapaTHbIC, MPOrpaMMHBIC WM alllapaTHO-IIPOTrpaMMHBIC
CpeACTBa M KOMIUIEKCHI, OTKA3bl KOTOPBIX WJIN HAJIMYUE B UX PEATM3aLNH JIOTHIECKUX OLTHOOK MOXKET
NPUBECTH K HAPYIICHUIO 0€30MacHOCTH WHPOKOMMYHHKAIIMOHHON CHCTEMBI;

— CTHUXUMHBIE SIBJICHUS — CTUXUMHBIC 6CILCTBI/I$I, YaCTUYHO HJIU IMOJIHOCTBIO NPCTATCTBYIOIHNE
(YHKIMOHUPOBAHUIO MH(POKOMMYHUKAILIIOHHOHN CUCTEMBI.

OnTrMalbHBIM METOJIOM OLEHKH YIpO3 SIBJISIETCSl METOJ SKCIEPTHBIX OLIEHOK, IPH KOTOPOM
9KCTIepTaM MpeIaraeTcs OLEHUTh BO3MOXKHOCTh pean3aliii HEKOTOPOTo NepeyHst yrpo3. B kauecTse
KPUTEPHEB OIEHKH OMACHOCTH KOHKPETHOW YTpo3bl, COTiacHo [3], cliegyeT BHIOpaTh BO3MOXKHOCTH
BO3HMKHOBEHHUs MCTOYHMKA yrpossl (K, ), crenens ero roroBHoctH npoussecty araky (K, ), a Takxke

(aranbHOCTE A1 MHYOKOMMYHHMKAIIMOHHON CHCTEMbI OT peanusauuu yrpossl ( K, ). Koabdumuenrt
OIACHOCTH YIpO3bl BBIYMCISETCS Ha OCHOBAaHMU OaiuioB (auckpeTtHo oT 1 mo 10), BBICTaBICHHBIX
HKCTIEPTOM I10 TPEM KPUTEPHSIM, TI0 clenyomuei hopmyie:
— Kl K2 K3

K
i 10°

1)
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Hns N skcrepToB oOmmid KO3(Q@UIMEHT OMACHOCTH Yrpo3bl BHIYHCISACTCS KakK MPOM3BEACHHE
CpeHUX 0aJuIOB, BHICTABICHHBIX AKCIIEPTAMH IO KAKIOMY KPUTEPHIO:

K — i=1 - i=1

S (2)

omyrN (10 )3
raie K, K,, K; — Oamibl, BbICTaBIEHHbIE I-M OKCIEPTOM TPEM YKA3aHHBIM BBIIIE KPUTEPUAM
COOTBCTCTBCHHO.

IIpn TakoM pacuere MakCUMaJbHOE 3HaueHHE KO3(GHULUEHTa OMACHOCTU YIPO3bl IpH
BBICTaBJICHHUH SKCIEPTAMH MaKCHUMalbHBIX OajUIOB 10 BCEM KpHUTEpUsIM OyIeT paBHO EIUHUIIC.
Anam3upyst K03 (GUIMEHTH OITACHOCTH COBOKYITHOCTH YIPO3, MOJKHO IIPOM3BECTH UX PAHKUPOBAHUE U
OIIPEAEINTH AJIs1 KOHKPETHON HHPOKOMMYHHUKALIMOHHON CHCTEMBI IIepedeHb HanboJiee OMacHbIX U3 HUX.

Camu mo cebe yrpo3sl HE MpPEACTAaBISIIOT ONACHOCTH WH(POKOMMYHHMKAIIIOHHBIX CHCTEM.
CocymiecTBys COBMECTHO C HHMM, YIrpo3bl MOTYT BOBCE HE NPHUYMHATH yiiepda uMX Oe30MacHOCTH.
OmnacHOCTh 151 HHPOKOMMYHHUKAILIMIOHHON CUCTEMBI IIPEACTABIISIIOT TOJIBKO T€ YTPO3bl, sl KOTOPHIX OHA
ABJISCTCS YSI3BUMOM, WM, HHBIMHU CJIOBaMH, 00J1aaeT ONpeAeIeHHbIMU YSI3BUMOCTSIMHU, Y€Pe3 KOTOpPhIE
WCTOYHUKH YTPO3 MOTYT PEaM30BaTh CBOM YTPO3bI U HAHECTH YHIEPO JAHHOMY OOBEKTY.

V13BUMOCT MH(POKOMMYHHKALIMOHHOM CHCTEMBI — 3TO TNPUCYIIHE HHPOKOMMYHHKALMOHHOM
cUCTeME MPUYMHBI, MPUBOMLIME K HApYIICHUIO Oe30MacHOCTH ee (YHKIMOHWPOBAHUS WU
Oe3omacHocTH HH(OpMALIUK, KOTOpasi B Hell 0OpadaTeiBaeTcsl.

COBOKYIHOCTh YS3BHUMOCTEH WH(POKOMMYHHKAIIMOHHOW CHCTEMBI V :{Vl,VZ, ...,Vk} (ot aHrm.
vulnerability) orpannunBaer chepy ee IKCIUTyaTalMd U PeKUMbI (DYHKIIMOHUPOBaHMS. MaKCUMaJIbHO
TIOJTHOE TIPENICTaBICHHE 00 YSI3BUMOCTSIX WMH()OKOMMYHHMKAIIMOHHOW CHCTEMBI MO3BOJSIET NPUMEHHTH
a/ICKBaTHBIE MEpHl M0 WX MHHUMH3ALMU M, TEM CaMbIM, YCTPAaHUTh BO3MOXKHBIX IOCIEACTBHH OT
BO3JIEMCTBHUS yTPO3.

B xauecTBe KpHTEpHEB OLICHKH OMACHOCTH YSI3BUMOCTH MCTOYHUK [3] mpemaiaraet: ¢araibHOCTh
HalIM4gKs y WHOOKOMMYHHMKALMOHHONW CHUCTEMBI ys3BMMOCTH ( K, ), JIOCTYHNHOCTb YS3BUMOCTH M

UCTOYHMKOB yrpo3 ( K, ), a Takke KOJIMYECTBO YSA3BUMOCTEH BBIOPAaHHOTO poja B
MH(POKOMMYHUKAI[MOHHOHN CHCTEME MM YacToTa uxX nossienus (K, ). AHalIOrn4Ho ¢ MpoLeccoM OLEHKH

OIACHOCTH YIpO3 3KCHEPTHI BBICTABISIOT Oayutel oT 1 10 10 mo kaxaomy u3 xpurepues. s oxHOrO
aKcnepTa Ko3QHUIMEHT ONMaCHOCTH YSA3BUMOCTH BBIYHCIISIETCS 110 (hopMyIie:

K,K.K,
onys3 = T -

Anamm3upysi K03pPUIMEHTH OMacHOCTH COBOKYITHOCTH YS3BUMOCTEH, MOXHO NPOHU3BECTH HX
pPamKHUPOBaHUE W ONPEJCIHUTh T€ W3 HUX, YCTPAHEHHEM KOTOPHIX HEOOXOIUMO 3aHSTHCS B TEPBYIO
ouepenp.

©)

Kpurtepumn ouenkn yrpo3 kudep0e30nacHoCcTH

Jlnist OlleHKM PUCKOB KHOepOe30macHOCTH MH(OOKOMMYHUKAIIMOHHONW CHUCTEMBI HEOOXOAWMO B
TIEPBYIO OUYepe/lb BBIACIUTH €€ akTHBbI. COBOKYITHOCTh aKTHBOB WHPOKOMMYHHKAIIMOHHONW CHCTEMBI —
3TO BCE TO, YTO HEOOXOJUMO JJIS €€ ITATHOrO (YHKIMOHUPOBAHUS U HAXOJUTCS B €€ PACIOPSDKEHUN
(ammmapaTHBIE CpeACTBa, MpPOTpaMMHOE obecreueHne, Xpanmmas u (wim) oOpabaTeiBaeMast
uHpOpMAITHSL.

IIponecc oLeHKH pUCKOB AJIS K&KAOI0 U3 aKTUBOB JOJIKEH YUUTHIBATE CTOMMOCTH CaMOI'0 aKTHBA
Y BEPOSITHOCTHYIO XapaKTEPUCTHKY BO3MOXKHOCTH HapyLIeHus ero kubepoezonacHocty. [1pu 3Tom BaskHO
VYUTHIBATh, KaK BCIO COBOKYITHOCTH YTPO3, TaK M BCIO COBOKYIHOCTH ysi3BuMocteil (puc. 1). IIpomecc
M3MEHEHHUSI COBOKYITHOCTH YIPO3 B Ipolecce (HyHKIMOHUPOBAHUS MH()POKOMMYHHUKALIMOHHON CHUCTEMBI
ABJIAETCS ropa3no Oojee ITUHAMHYHBIM 10 CPAaBHEHHIO C IPOLIECCOM HM3MEHEHHUs] COBOKYITHOCTH €€
VSI3BEMOCTEN. B CBSI3M ¢ 3THM JIJ1s1 OTIEHKH PUCKOB 11e1ec000pa3Ho TepBOCTENIEHHOE BHUMAHKE yJIeISTh
UMEHHO yrpo3aM KubepOe30macHOCTH HHPOKOMMYHHKAITUOHHBIX CUCTEM.
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B cBm@m ¢ TeM, 4YTO HEYKIOHHO pAacTeT  KOJHYECTBO  KHUOEPHIPECTYIUICHUH,
UH()OKOMMYHHKAIIMOHHBIE CUCTEMBI CTAHOBSITCS KAK TIPEIMETOM TAKUX MPECTYILICHUM, TaK U CPEJCTBOM
WX COBEpIICHUS, B MEPCIEKTUBE HamMevyaeTcs (pOpMHUpOBaHUE TOTAITBHOW 3aBUCHMOCTH TPAHCIIOPTHON
oTpaciy OT 3allMIICHHOCTH MH()OKOMMYHUKAITMOHHBIX CHCTEM, MOCTPOMTH a0COJIIOTHO aJCKBATHYIO
CHCTEMY 3alllUThl HE MpeACTaBIsieTCsl BO3MOKHBIM. OCOOCHHO, €CJI 3aTpaThl HA €€ OpraHH3allfi0 U
COTIPOBOKJICHHE HE JIOJDKHBI MPEBBIIATH MPEANoNaraeMblil yimep0 OT ee HapylIeHUs B pe3yibTare
peanu3zanuu yrpo3. Takum 00pa3oMm, HEOOXOUMO BBIOpATh METOAMKY, KOTOPAsi MO3BOJIUT OMPEIACIHUTh
OIMACHOCTh YIpo3 JIsi HHPOKOMMYHUKAITMOHHON CUCTEMBI, CPABHUTH YTPO3bI MEXKITY COOOM U MPOBECTH
pamkupoBaHue. A BBIOpaB HamOoJiee OMACHBIC YIPO3bl JUIS UCCIeAyeMOH WHPOKOMMYHHKAIHOHHON
CHCTEMbI MOKHO TI0 HUM OIICHHMBATh PUCKH U KOH(QHUI'YPUPOBATh CHCTEMY 3alllUTHI, BIMCHIBASCH 110 €€
CTOMMOCTH B YPOBEHb MPEAIOIaraeMoro yiepoa.

B peampHBIX ycnoBusx (GYHKIMOHHMPOBAHWS OJHA W Ta JK€ yrpo3a KuOepOe30macHOCTH
UH()OKOMMYHHKAIIMOHHON CHCTEMbI MOYKET PEaTM30BaThCs Yepe3 HECKONBKUX ys3BuUMocTel. Ha prucyrke
2, Ul TIpUMepa, TaKMMM Ys3BUMOCTSIMH M3 MHOYKECTBA yA3BHUMOCTeH V Ui yrpossl T, sBISIOTCS

yasBumoctd V, , V, u V, . BaxHOo a1 KaXIoH yrpospl COCTaBUTh COBOKYIHOCTH YS3BMMOCTEH

KOHKPETHOIO aKTHBA MM MH(OKOMMYHHKALIMOHHON CHCTEMBI B LIENIOM, Yepe3 KOTOphle JaHHas yrpo3a
MOXET pean3oBathcs V, = {VSl,VSZ, oo Vg }iVs €V

J

CoBOKYMHOCTb @
 yA3BumocTen V j
=
Iq—) >g v\®
Q = ~

Kubeparaka 3 5}

(peaﬂmaum( COBOKyl’IHOC”{B et g I\V @ @ 8
yrposst T; uepe3 YA3BUMOCTCH g 3 ;
ys13BUMOCT Vj) V={V,Vz, ... i} 3 293 "

s > Qa - 5
= a5 o
] =
Kubeparaka < O ® Z
(peanuzanust T e ﬁ >
VH(pOKOMMYHUKALIMOHHAS > C pu o
yrpossi Ts uepes s S @ S @
CACTEMa s X o
ys13BUMOCTH V) = o S
< g
COBOKYIHOCTb YIpO3 OT Pa3JINYHbIX HCTOYHUKOB _g_ O
T={Ty, Ty, ..., T I
{ L 12 m} <
Puc. 1. CoBOKyIHOCTH YIpo3 U yA3BUMOCTEN Puc. 2. Peanu3zarust yrpo3 kubep6e3omnacHOCTH

KI/I6ep6G3OHaCHOCTI/I HH(l)OKOMMyHI/IKaHHOHHOﬁ CHCTEMBI Yepe3 pa3HbIC YA3ZBUMOCTH

CymiecTByromye MeTOAbl PAHXHUPOBAHUS YIrpo3 U YA3BUMOCTEM TPOU3BOAAT HX OLEHKY
HE3aBUCUMO JpyT OT Apyra [3]. OqHako, Kak ObLIO yKa3aHO BHIIIE, YIPO3bI HE MPEACTABIISIOT OMTACHOCTH
JUI 00beKTa 0e3 HaM4Ks COOTBETCTBYIOIIUX MM ySI3BUMOCTeH. Tarke M ySI3BUMOCTH HE MOJPHIBAIOT
YPOBEHb KHOEpOE30MacHOCTH HHPOKOMMYHHUKAIIMOHHOW CUCTEMBI, €CITH HET YIP03, KOTOPhIE MOTYT HMHU
BOCIONB30BaThes. Clie0BaTeNIbHO, OIIEHKY YIPO3 U YS3BUMOCTEH CIIeAyeT MPOU3BOIUTE COBOKYIHO. [Tpn
3TOM CIIETyeT UCTIONB30BaTh CICIYIOIINE KPUTEPHH:

— xpurtepuii C, (oT aHri. Criterion) — BO3MOXHOCTb BO3HHUKHOBEHHS HCTOYHHMKA YIPO3BI B

A0CTAaTOYHOM OKPYXXCHHUU OT HH(bOKOMMyHHKaI.[PIOHHOfI CHUCTCMBI IJId p€ain3alliu yIrpO3bl;
- KpI/ITepI/Iﬁ C2 — CTCIICHb 'OTOBHOCTU UCTOYHHUKA YI'PO3bI pCAJIN30BAThL YIPO3y,;

— kpurepuii C; — pacIIpoCTpaHEHHOCTh B MHPOKOMMYHHUKAIIMOHHOM CUCTEME yS3BUMOCTEH M3
COBOKYNHOCTH ysi3BUMOcTeH (V ), 4epe3 KOTopble MOKET Peajln30BaThCs yIrpos3a;

— xpurepuii C, — JOCTYIHOCTb Il PEAlU3alUM YIPO3bl YA3BUMOCTEH U3 COBOKYIHOCTH
ya3BumocTen (Vs ), 4yepe3 KOTOpbIe MOKET Pealn30BaThCsl JaHHAs yrpos3a;

— xpurepuii C, — c¢aranpHOCTh 111 MHOOKOMMYHUKALMOHHON CHCTEMBI OT peaau3aluu
YIPO3BL.
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KomiekTrB HE3aBUCUMBIX AKCIIEPTOB M0 KAKIOMY U3 KPUTEPUEB BBHICTABIISACT OaJUTbI (IUCKPETHO
ot 1 1o 10). [lpuHIIAIT BRICTAaBIEHUS 0a/UTOB IS TIEPBHIX YETHIPEX KPUTEPHEB MPOCT: YeM B OOJIBIIICH
CTCTICHH TOSIBIISICTCS KPUTEPHI, TeM OoJblero Oajia OH 3aciyuBaeT. J[s ydera BONpPOCOB Kak
WHQOPMAIIMOHHOHN, TaKk U (YHKIHOHATBHOW OE30MaCHOCTH VIS MATOTO KPUTEPUS PEKOMEHIYIOTCS
npejicTaBieHHble B Tabnuie | 3Ha4YeHWs OaJIOB M COOTBETCTBYIOIIME WM YPOBHH HApYIICHUS
KrOepOe30macHOCTH MH(POKOMMYHHUKAIMOHHBIX CHCTEM HCXOJS W3 COOOpPaKEHUH IMEepBOCTENEHHOMN
BaXHOCTHU obOecreueHns (PyHKIMOHANBHOW 0€301acHOCTH.

Tabnuna 1. 3Hayenus: 0a0/10B KPpUTepHA PaTAJIBHOCTH peaju3aluu Yrpo3bl

YpoBHH HapymieHHs KuOep6e30macHOCTH HH)OKOMMYHHKAIMOHHBIX CHCTEM
Ba, HapyleHue YacTHIHOE BBIXOJI M3 CTPOSI
. HapyIICHUE HapylICHUEe
BBICTaBJISICMBIi KOH(]uU/IeH- HapyleHUe HHPOKOM-
JOCTYITHOCTH LETOCTHOCTH . N
IKCIIEPTOM [HUATBHOCTH (YHKUMOHATBHOH | MYHHKAIOHHOM
uHbopMaIu nHpopmaun
nHpopmarmn Oe3omacHOCTH CUCTEMBL
1 +
+
2
+
+ +
3 + +
+ +
4 + + +
5 +
6 + +
+ +
7
+ +
+ + +
8 + + +
+ + +
9 + + + +
10 +

Torma anst N skcnepToB 00muyii K03((GHUUUEHT OMAaCHOCTU YIPo3bl C YYETOM YKa3aHHOT'O BBILIE
HepevHs KPUTEPUEB BBIUMCIICTCS 1O CIIEAYIOIIeH GopmyIe:

N N N N N
chi ’ C2i 'chi 'ZCM ’ C5i
K _ =l i=1 i=1 i=1 i=1 ’ 4
ol (10N)°®

rae Cli Y C2i nT A — 6anm>1, BBLICTABJIEHHBIE i-M 9KCIICPTOM IO IIAATU YKa3aHHBIM BBIIIC KPUTCPUAM

COOTBETCTBCHHO.

3akiIo4yenne

OneHka puckoB KubOepOe30macHOCTH HMH(POKOMMYHHKAIIMOHHBIX CHCTEM IPOU3BOIUTCS
CIIEIYIOIINM 00pa3oM:

1. Onpenensiercst nepeueHb aKTUBOB MH()OKOMMYHUKAITHOHHOMN CHCTEMBI.

2. Jlns KaXJI0T0 U3 aKTUBOB OIPE/ENAeTCsl COBOKYITHOCTh YTPO3 €ro KuOepOe30mnacHOCTH.

3. 11 KaxK/m0# U3 yrpo3 onpeaessieTcsl COBOKYIHOCTh YSI3BUMOCTEH, 4epe3 KOTOPbIe OHa MOXKET
peann30BaThCs.

4. I'pynmolt SKCHEepTOB MPOU3BOIUTCS OlEHKa KO3(D(HUIMEHTa OMACHOCTH KaXKJOH W3 Yrpo3
(dpopmyna 4).

5. IIpou3BOANTCS PaH)KUPOBAHKE YIPO3 M0 YMEHBIICHUIO KO3 GUIIMEHTa X OMAaCHOCTH. Takum
o0Opa3omM, A KaXIOro akTUBa (POpMHpYeTCs WHIMBUAYAIbHBIM DPAHXUPOBAHHBIA IO CTENEHH
OIIaCHOCTH CIIMCOK YIPO3.

6. st kaXkaoro M3 aKTHBOB ONPEACISIIOTCS PUCKH KnOepOe30macHOCTH MO €ro CTOMMOCTH U
MaKCHUMAaJIbHOMY JUISl aKTUBA 3HAYEHUIO KOO PHUIMEHTa ONTACHOCTH YIPO3bI.
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ASSESSING RISKS OF INFOCOMMUNICATION
SYSTEMS' CYBERSECURITY

P.M. BUI

Abstract. A methodology for assessing the risks of railway transport's infocommunication systems'
cybersecurity is proposed. The methodology uses an aggregate of threats and vulnerabilities with
the paramount importance of functional security.

Keywords: threat, vulnerability, risks, cybersecurity.

Cnucok JuTepaTypsbl
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3akononarenbeTBo Pecnyonuku benapycs / Han. uentp npasoBoit undopm. Pecni.benapycs. — Munck, 2019.
2. Buxopes C.B., Ko6ues P.1O. // 3amuTa undopmanun. Koudpuaent. 2002. Ne 2. C. 44-49.
3. Buxopes C.B., Ko6ues P.1O. // 3amura undpopmanuu. Koadpument. 2002. Ne 3. C. 80-84.
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VIIK 621.391

MOAYJATOP MAXA-HEHIEPA

B.H. bYIINJIO, H.B. TAPYEHKO

benopycckuii cocyoapcmeennvlii ynusepcumem ungpopmamuxu u paouosnekmponuku, Pecnybauxa Berapyce

Hocmynuna 6 peoaxyuro 01 anpens 2020

AnHoTanus. CoBpeMEHHbIE BBICOKOCKOPOCTHBIE CHCTEMBI NEepefadyd CUTHAJIOB 10 ONTHYECKUM
BOJIOKHAM OCHOBaHBI Ha IPUMEHEHUH CIIEKTPAIbHOTO Pa3/ieNeHus KaHanoB — TexHonoruu DWDM.
B mnpouecce mpoexkTHpOBaHMS AAaHHBIX CHCTEM HEOOXOAWMO BBIOpATh ONTHMAIBHBIA METOJ
Moaynsinud. OCHOBHBIM 3JIEMEHTOM (DOPMHPOBAHMSI BBICOKOCKOPOCTHBIX CHUTHAJIOB SIBIISICTCS
BHEITHWH ONTHYECKUH MoxynsTop. OJHMM M3 BapHaHTOB HCIIOIHEHHS BHEIIHETO MOIYJATOPA
ABJISIETCS AJICKTPOONTHYECKNH Moy aTop Maxa-Llennepa.

Kniouegvie cnosa: BBICOKOCKOPOCTHBIE OMNTOBOJIOKOHHBIE CHCTEMBI IME€pEladd, MOJYJISTOD
Maxa-Ilennepa, kogx NRZ, kog RZ.

BBenenue

OnekTpoonTuyeckuii MoaynstTop Maxa-Llenaepa npenHasHaueH JUisl MOAYJSILUMU M3IY4YEHUS
MOIIHOTO ONTHYeCKOro Jyazepa. CTpyKTypHas cxema JaHHOTO MOAYJATOpa IpelcTaBieHa Ha puc. 1.
HenpepsiBHoe m3mydyeHue nazepa E, Y-pasBerBuTeneMm HampaBiseTcs IO JByM KaHajgaM (IIedam
nHTephepomerpa). Jlanee B KaKI0M U3 KaHAIOB Y, U Y, HENPepHIBHOE CBETOBOE M3IyYCHHE IT0NajaeT
B (a3oBble MOXYJISATOPBI, KOTOPbIE MO3BOJISIOT H3MEHATh IOKa3aTellb IPEJIOMJICHHS BOJHOBOIA
nponopiuoHansHo Hanpspkenuto U, u U, . Ha Beixone caBuHYTHIE IO (ha3e CUTHANIBI CKIIAIBIBAIOTCS

B nporiecce nuTephepeHuy, noryyas E , [1].

Puc. 1. Cxema mogynstopa Maxa-llennepa

BeixogHoe 3Hauenue E  , mpuHuUMaeT criemyronmii Bu:

out
_ EO j‘l’l(t) J0% (t)
Eout = ? (e +e ) s

rac EO — BXOJHOC ONITUYECKOC U3IIYyICHHUE, O, U (, — CABUTU (1)33 B BEPXHEM Yl 1 HKHEM Y2 ie4dax.
(DOpMI/IpOBaHI/Ie (1)33OB01"O CIBUIa CBA3aHO C U3BMCHCHUEM YIIPABIIAIOMICTO HAIIPSKCHUA:

U U

¢ (t)= V—ln,(p2 (t)= V—Zn.

ml m2

CymiecTByeT 1Ba pexxuma pabotsl MofysaTopa Maxa-I{ennepa. B pexume «push-pushy» B o6onx
JIe9ax MOAyJIsATOpa GOpMUPYETCS OAMHAKOBBIN (ha30BEIi CABUT @ (t) =0, (t) =0, (t) (mampumep, TIpu
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U, (t) =U, (t) =U (t) uV =V, =V ), uro no3BoseT ocymecTBIATh (a30ByI0 Moy IAIHMI0. [Ipu 3ToM
aMIUTATY/Ia BXOJHOTO CUTHAla He m3MeHseTcs. B pexxume «push-pull» oboux miewax dhopmupyercs
OIMHAKOBBIN 110 BEIMYMHE, HO PasHbli MO 3HaKy (asoBelii cusur ¢, (t)=—@,(t) (sanpumep, npu
U, (t)=-U,(t)=U(t)/2 uV, =V, =V,), 4T0 IPUBOANT K YMCTOH aMIUIUTYIHOIN MOXY/ISLIUH.

[TapameTpsl pexxuMoB paboThl MOAyIsiTopa Maxa-lleHnepa o0yciIOBICHBI €ro epeaaTOYHbIMU
XapaKTepUCTUKAMH, TIPE/ICTABICHHBIME Ha pHC. 2.

1

_____ [ I G B RO R W R Iy Ay ey np R N T WY O

i T

Field transfer function Field transfer function
Power transfer function | |Power transfer function| |
-1 0 n I I I -1 1 I I I I 1 I

2V, -V, 0 v, 2w, 2V, -V, 0 v, 2V,
u(t) uft)
E— —_—
a 0

Puc. 2. TlepenaTounsle pyHKLINH SIIEKTPUUECKOTO MOJIA U MOIHOCTH Moy sitopa Maxa-Llenaepa
B PA3JIMUHBIX PEeKUMaX pabOTHI: @ — KBapaTypHasi TOUKa; 6 — TOYKa MUHUMAJIbHON TPAaHCMUCCHH

st MomenupoBaHUS METOJIOB MOAYIISALIMK B KoaupoBanus BeiOpaHa cpenqa MATLAB. Bridop
mapaMeTpoOB AJI1 BBICOKOCKOPOCTHBIX OINITOBOJIOKOHHBIX CUCTEM MEPEAad OCHOBAH HA PCKOMCHAAIUAX
MCD-T, KOTOpBIC MTPEICTABIICHBI B TAOJUIIE.

IMoka3aTeJn METONOB MOAYJSIUH JAJisI BLICOKOCKOPOCTHBIX ONMTOBOJOKOHHBIX
cCHUCTeM mepeaaqyu co ckopocthio 43 I'out/c [2]

[Toxazarens RZ ¢ 33% 3anonHeHuem RZ ¢ 50% 3anonnenuem RZ ¢ 67% 3anonnenuem (CS-RZ)
fog (LT 215 43 215
Vinod 2V, A A
Vbias Vmax V3dB Vmin
da3oBbIN CBUT 0,0,0 0,0,0 0,m 0

®opmupoBanne NRZ-curnana

Kox NRZ (Non Return to Zero — 6e3 Bo3BpalieHus K HYJII0) OTHOCHTCS K O€3M30bITOUHBEIM KOJIAM.
B nanHoM Qopmare CHUrHaj, COOTBETCTBYIOIIUH JIOTMUYECKOW €IuHUIE, (GOPMUPYETCS ONTHYCCKHM

HUMITYJIBCOM, NJIMTCIBHOCTE KOTOPOI'O T paBHa IEPpUOAY CJIC€AOBaHUA CUMBOJIOB T = T= l/B (rz[e B -

CKOpOCTh Tiepeniaun). Hylto cooTBETCTBYET OTCYTCTBHE ONTHYECKOTO CUT'HAJIA MJIH CUTHAJ MEHBIIETO
YPOBHSL.

Jns naHHOTO BHJA KOAMPOBAHUS ONTHYECKHX CHUTHAJIOB JIOCTATOYHO NPHUMEHEHHs OJHOTO
moayistopa Maxa-Ilennepa (MZ), paborarotiero B pexxume «push-pull». Cxema hopmupoBanust koaa
NRZ npencrasnena Ha puc. 3.

CMmemeHue
)
MZ J>—>
NRZ
/|\
Jlazep CW Jannbre
01011

Puc. 3. Cxema popmuposanus NRZ-curnana c ucronp3oBanreM Moxnyisitopa Maxa-Liennepa

Ha puc. 4 npencrasnens! pe3ynbTaTsl MogemupoBanus NRZ-curnana B cpene MATLAB BumgHO
u3 puc. 4 gasza BBIXOJJHOTO CHI'Hala HE M3MEHsETCs, Tak Kak MoxyisTop Maxa-llennepa paboraer B
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pexxume «push-pully. MaBepTrpoBanue HCXOMIHOTO HHOOPMAIIMOHHOTO CHrHAIA MU (HOPMHUPOBAHUH
NRZ-curnana o0ycioBIeHO BUIOM MEPEAaTOYHON XapaKTepUCTUKHA MoTyisiTopa Maxa-Llenaepa.

BxogHow MHhOpMaUMOHHBLIM cUrHan
0t | | | T |
2 3 4 5 6 7

<1010
NRZ-curnan (AMnnuTyaa BeIXOQHOrO CMrHana ¢ mogynatopa MZ)

004r [ ] ] —‘ 1 A
0.02F ‘ 1
ol—

0.1 T

0.1 | | | | | |
0 1 2 3 4 5 6 7

x1071°

Puc. 4. Pesyneratel mogenmposanust NRZ-curnana B cpene MATLAB

®opmupoBanue RZ-curnana

[Ipocreitmum BrIOM M30BITOYHOTO KO/ siBisieTcss Ko RZ (Return to Zero — ¢ Bo3BpaiieHueM
K Hymi0). B dhopmate ¢ RZ nr060i cumBou «1» mpeactaBusieT co00it UMITYIIbC, JTUTETEHOCTD KOTOPOTO
T MoxeT BapbHpOBaThes, HO Beerna T< T (mampumep, T= T/2) [3].

Cxema ¢opmupoBanus koma RZ mpencraBinena Ha puc. 5. JlaHHas cxema BKIIIOYaeT B ceOA

¢dopmupoBanue NRZ-curnana ¢ momomisio neporo Moxyistopa Maxa-Ileanepa. [lomyuennsrit NRZ-
CUTHaJl TOCTYMAeT Ha BXOJ BTOporo moxyiaropa Maxa-Ilenaepa, KOTOpbIi B CBOIO OYE€pedb C

nomowplo  ynpasisitomero curnana U (t) =V, /2-sin(2xt- f  )+V,, Bbpesaer RZ-nmmyiscsl ¢
paznuyHbIM 3arnosiHeHneM. O0a Moy siTopa paboTaroT B pesxume «push-pully.
CwMmerneHue Cwmelenue
l l
Mz MZ >r—>
NRZ RZ
T T
Jlazep CW JlaHHbIE TakTbl OT UMIYJIECHOTO
01011 3JIETPOONITHY €CKOTO
reHeparopa

Puc. 5. Cxema ¢popmupoBanus RZ-curnana ¢ ucmnosib30BaHUEM
moaymstopa Maxa-Ilennepa

CymiecTByrOT paboune IUKIIBI IPU MOAYJISIUU RZ-curaana, kotopsie coctasisitor 1/3, 1/2 u 2/3
(cootBerctBeHHO, 33%, 50% u 67% 3anonHenue). PopmupoBaHue RZ-curHaga ¢ pasinvHbIM
3aII0THEHNEM OCYIIECTBIISIETCS C TIOMOIIBIO H3MEHEHHUS TapaMeTPOB YITPABISIONIETO ANEKTPUIESCKOTO
CUTHaJa Ha BTOpoM MoxyJsaTope Maxa-Llenaepa.

Ha pwuc. 6 mnpencraBmeHsl pe3yabTaThl MOAEIMPOBaHHA RZ-curHama ¢ pasiTuIHBIMHU
3amoHeHusAMU B cpeae MATLAB.
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BxogHoi MHdOpMaLMOHHBLIA CUrHan
T T

0 1 2 3 4 5 6 7
-10
=10
RZ-curnan c 33% sanonHeHwem
H A fl NN i i) i nnn fi A
0.04rf\ | A O A L S S | S NANJ N A
TR [ [ARYERT IR Y IR | [ [N ERTERTAN! | [IRY IR
0 | I
0 1 2 3 4 5 6 7
-10
10
RZ-curnan c 50% 3anonHeHwem
004fn N N AAAN N NN NAN N N
o.02f || | f I| / I||I I|II |II I| | I| | II | Il | I':".' | || 1] |L
[\ | PV YV L L gL TR TR [V
D L J v v v L J ) ; i Vv . v \ J ; v
0 1 2 3 4 5 6 7
-10
=10
RZ-curnan c 67% 3anonHeHwem
0.04F M N la¥a¥a¥a o) ~ Ial aYavyal M AYAs
0.02f lllh' l [ T T T T A S B | / I'I‘ I'lI R AR
. ot L |I L |I |II |II |II (I I. J I| | I| J If If Il L |I il 1
0 1 2 3 4 5 6 7
%1071

Puc. 6. Pesynbratel MmogenupoBanus RZ-curnana B cpene MATLAB

3akiIoueHne

Monynarop Maxa-llernepa MmMo3BoNsSIET OCYIIECTBIATh Kak (Pa3oByr0, TaKk M aMILTUTYIHYIO
MOJIYJISIIMIO, YTO TO3BOJISIET WCIOJIB30BaTh €r0 B KayeCTBE YHHBEPCAJIHHOI'O 0a30BOT0 3JIEMEHTa B
cxeMax (OPMHPOBAHHS PA3TUYHBIX (HOPMATOB MOMAYJSIMHA B COBPEMEHHBIX BBICOKOCKOPOCTHBIX
ONTUYECKUX CHCTEMax Inepenaudu. V3MeHeHne mapaMeTpoB yNpaBIIOIIEro 3JIEKTPUUECKOro CHUrHajaa

Ha BTOopoM Moxymsatope Maxa-lleanepa mo3Bomsier (opmupoBate RZ-curHambl ¢ Pa3TUYHBIM
3aII0JIHCHUEM.

MACH-ZEHNDER MODULATOR

V.N. BUSHILO, N.V. TARCHENKO

Abstract. Modern high-speed systems for transmitting signals through optical fibers are based on
the usage of spectral separation of channels — DWDM technology. In the process of designing these
systems, it is necessary to choose the optimal modulation method. The main element in the formation
of high-speed signals is an external optical modulator. One embodiment of an external modulator is
the Mach-Zehnder electro-optical modulator.

Keywords: high-speed optical systems, Mach-Zehnder modulator, NRZ, RZ.

Cnucok JiuTeparypsl
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