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YA3SBUMOCTU ARP U DNS B JIOKAJIbHbIX BbIYHUCITUTENIbHbIX
CETAX

bernopycckull eocydapcmeeHHbill yHUgepcumem UHOPMamuKU U paduosrieKmpoHUKU
2. MuHck, Pecnybnuka benapycb

Abrneyos A.M
Genoycosa E.C — k.m.H., doueHm

B pabote paccmatpuBatoTcst ysssumoctu npoTtokorioB ARP 1 DNS B nokanbHbIX BblMUCIUTENbHBLIX CeTsiX. [ns npaktudeckow
peanu3auuM aTak ucnonb3oBanacb ytunuta Ettercap. Takke npeactaBneHbl pekoMeHAauWMM ANS WUCKIYEHUS BbISIBNEHHbIX
YS3BUMOCTEW B MOKanbHbIX BbIYUCIIUTENBHbBIX CETSIX.

JlokanbHasa BblumcnuTenbHasa ceTb (aHrn. Local Area Network, LAN) — ceTb, coeguHsiollasi OKOHEYHble
YCTPOWCTBA, PACMONIOKEHHbIE Ha OTHOCUTENbHO HeObOoNbLIOM paccTosHMM Apyr OoT Apyra (gom, odwc,
agMUHUCTPATUBHOE 34aHue), C LEenbio NoBbileHne 3dEKTUBHOCTU paboTbl OKOHEYHbIX YCTPOWCTB 3a CcCYeT
COBMECTHOIO MCMOMNb30BaHWA PECYPCOB, a Takke Ans AOCTyna B rnobanbHylo BbluMCnUTENbHYy0 ceTb (aHrn. Wide
Area Network, WAN).

CeTeBble NPOTOKOMbI, UCMONb3yemble ANns cBs3n ycTponcts B LAN 1 WAN Obinv paspaboTtaHbl B KoHUe XX,
Tak Hanpumep npotokon ARP ©Obin BHegpeH B 1982 r., DNS — B 1983 r., DHCP — B 1990 r. OCHOBHbIMU
TpeboBaHusAMM ANA OaHHbIX MPOTOKONOB ObiNM MPOM3BOAUTENBHOCTL U 3dhPeKTUBHOCTL. Bonpocam 3awuthbl
WH(OpMaLuUM YAenanocb He3HauuTenbHoe BHMMaHue. /13 aToro cnegyerT, 4To ceTeBble NPOTOKOMbl 06ragatT psgom
YySi3BMMOCTEMN.

[nsi gpemoHcTpauun ysa3BMMOCTEN Obina Mcnosfb3oBaHa Cxema, NPeACTaBrieHHasi Ha pUCYHKe 1, KoTopast
peanu3yeT ataky «YenoBek no cepeaunHe» (aHrn. Man In The Middle, MITM).

<
e e

User
IP: 192.168.43.132
MAC: F2-03-8C-A2-7C-01

Router
IP: 192.168.43.1
MAC: 04-B1-67-19-88-A6

Attacker
IP: 192.168.43.138
MAC: 08-00-27-1F-30-76

PucyHok 1 — Cxema nocTpoeHns ceTu Ana AemMoHcTpaumm atakm MITM

OpaHum 13 ocHoBHbIX NpoTokonoB LAN sensetca ARP, npegHasHayeHHbI Ans conoctaenenus IP-agpecam
MAC-agpecoB. MHdopmaums 06 3TMX CONoCTaBfEHUAX XPaHWUTCS B OMepaTMBHON MaMATW OKOHEYHbIX YCTPOWCTB
(ARP-kaw). T[MpoTokon He npeanonaraeT kakow-nubo ayTeHTudukaumn. CregoBaTenbHO, 3MOYMBbILUIEHHUK,
VHULManM3npys 3aBegoMo noxHble ARP dperimbl, cnocobeH namennts ARP-k3LW yCTPONCTB, HAXOASALUMXCS C HAM B
npepenax ogHon LAN, 4To ucnonb3syeTtcs And nepeHanpasneHns Tpaduka n peannsauum atakm MITM.

[ns ucnonb3oBaHWA OaHHOW YA3BMMOCTU 3royMmbIlNeHHUK (Attacker) ¢ nomowbto ytunutel Ettercap [1]
nameHnn ARP-kaw Ha ycTponcTtBe nonb3oBatens (User). Ha pucyHke 2 npepctaBneH ARP-kaw o v nocne
npoBeAeHus artakn Ha yctpovictBe User. Tenepb Becb Tpaduk, Hanpasnsembii B WAN oT yctpovictea User,
nNpoxoauT Yepes ycTponcTeo Attacker

:\Users\admin>arp -a C:\Users\admin>arp -a

Interface: 192.168.43.132 --- @x2 Interface: 192.168.43.132 --- @x2
Internet Address Physical Address Type Internet Address Physical Address Type
192.168.43.1 04-bl-67-19-88-a6 dynamic .1 08-008-27-1f-30-76 dynamic
192.168.43.138 08-00-27-1f-30-76 dynamic . .43, 08-00-27-1f-30-76 dynamic
192.168.43.255 ff-ff-ff-ff-ff-ff static 192.168.43.25 ff-ff-ff-ff-ff-ff static
PucyHok 2 — ARP kaw Ha ycTpowicTtBe User 4o 1 BO BpeMsi NpOBeAEHUS aTakm COOTBETCTBEHHO

Ha pucyHke 3 npegctaBneH npouecc dopmupoBaHue yctponctBoM Attacker noxHbix ARP  dperimos,
KOTOpbI MOXET ObITb OTCIEXEH C MOMOLLLIO ceTEBOro aHanusaTopa Wireshark.
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No. Time Source Destination Protocol Length Info

1.850110014 PcsCompu_17:30: f2:83:27:a2:08: P - .43.1 is at ©8:00:27:1F:30:76
36 1.850184590  PcsCompu_1f:30:76 XiaomiCo_19:88:a6 ARP 42 192.168.43.132 is at ©8:00:27:1f:30:76 (duplicate use.
37 1.860383541 PcsCompu_17:30:76 XiaomiCo_19:88:a6 ARP 42 192.168.43.132 is at 08:00:27:17:308:76 (duplicate use.
38 1.860434579 PcsCompu_17:30:76 2:083:27:a2:088:3e ARP 42 192.168.43.1 is at ©B8:00:27:1f:30:76
39 11.870838430 PcsCompu_17:30:76 f2:03:27:a2:08:3e ARP 42 192.168.43.1 is at ©8:00:27:17:30:76
46 11.870892220 PcsCompu_1f:30:76 XiaomiCo_19:88:a6 ARP 42 192.168.43.132 is at 08:00:27:1f:30:76 (duplicate use.
41 11.881087308 PcsCompu_17:30:76 XiaomiCo_19:88:a6 ARP 42 192.168.43.132 is at 08:00:27:17:308:76 (duplicate use.
42 11.881126702 PcsCompu_17:30:76 2:083:27:a2:088:3e ARP 42 192.168.43.1 is at ©B8:00:27:1f:30:76

PucyHok 3 — dopmupoBaHue noxHbix ARP dpeiiMoB 3rnoymblLLINEHHUKOM

B kayecTBe npumMepa Gbino opraHusoBaHo HTTP coeauHeHue ycTpoiicTBa User ¢ MHTEPHET pecypcom, a
Takke ayTeHTUdUKauua nonb3oBaTens. C Mnomolblo ceTeBoro aHanusaTtopa Wireshark, ycTpoiictBo Attacker
npocmMaTpuBaeT COAePXKMMOe NepeHanpasneHHoro Tpaduka. PesynbTaT nepexeaTa JorvHa v napons nonb3oBartens
npeacTaBrieHbl Ha PUCYHKeE 4.

Frame 10824: 1227 bytes on wire (9816 bits), 1227 bytes captured (9816 bits) on interface ethe, id @

v Ethernet II, Src: T2:€3:27:a2:08:3e (T2:03:27:a2:08:3e), Dst: PcsCompu_1T:30:76 (08:00:27:17:30:76)
v+ Internet Protocol Versionm 4, Src: 192.168.43.132, Dst: 37.140.192.183
¢ Transmission Control Protecol, Src Port: 2508, Dst Port: 80, Seq: 1, Ack: 1, Len: 1173
» Hypertext Transfer Protocol
~ HTML Form URL Encoded: applicationsx-www-Torm-urlencoded
v Form item: "name" = "studentbsuir@bsuir.by"
v Form item: "pass" = "password"

PucyHok 4. PesynbTat nepexsaTta napons nonb3oBaTens

Takke C NMOMOLLBIO YA3BMMOCTU MpoTokona ARP 3MOyMbILLNEHHUK MMEEeT BO3MOXHOCTb npoBecTn DNS-
aTaky. lMpotokon DNS npepHasHayeH Agnsa conoctaBneHus IP-agpecam AOMeHHbIX MeH. WHdopmauma o6 atux
conocTaBneHnax xpaHutcs B Buae DNS-kalwa Ha OkOoHeuyHbIX ycTpounctBax. NameHas DNS-kaww, 3n0yMbILLNEHHWK
MOXeT nepeHanpaBuTb 3anpoc Nonb3oBaTens Ha 3aBefoMO NOXHbIN IP-agpec.

[ns npoBeneHusa aaHHOM aTtaku ycTporcTeo Attacker, ¢ noMoLLbio yTunutel Ettercap namenset ARP-kaw Ha
yctponctBe User. 3aTem, BbicTynas B pone DNS-cepsepa, conoctaenset cBoW IP-agpec AOMEHHOMY WMEHM,
BBeAEHHOMY Ha ycTpoictee User. Takum obpa3om, DNS-ataka MOXeET NPUMEHSTCS C LieNnblo BbIMOraHus AeHer, a
Takke B kayecTBe aTtakm «OTka3 B obcnyxuBaHum». Ha pucyHke 5 npeactaBneHbl HeyaayHble NOMbITKU YCTPOMCTBa
User nony4uTb AOCTYM K UHTEPHET pecypcam.

x * smazoncom x| +
somMD @

« X @ amazoncom arx* e o BB @

B

This site can’t provide a secure connection

Puc 5. MonbiTkn ycTpoicTBa User nonyynTb AOCTYN K MHTEPHET pecypcam.

Ons 3awmTbl OT yAa3BnMocTn ARP pekoMeHayeTcs OpraHvM3oBbIBaTb cTatuyeckoe 3anonHeHve ARP Tabnvupl
Ha OKOHEYHbIX YCTPOWCTBAX, a Takke OCyLlecTBNsATb pasgeneHve cetv Ha VLAN. Ha pucyHke 6 npepcraBneH
hparmeHT hbopmMmpoBaHusa cTaTnydeckon Tabnuusl ARP

CnncoK UCMOoMb30BaHHbIX UCTOYHUKOB:
Ettrecap manual [OnekTpoHHbI pecypc]. — Pexum poctyna: https://github.com/Ettercap/ettercap — [ata pocrtyna:
25.03.2020
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HEWPO-BMOMETPUYECKUE CUCTEMbI KOHTPOJIA OOCTYINA

Bernopycckuli 2ocydapcmeeHHbIl yHUsepcumem UuHgopmamuku U paduos/1eKmpOoHUKU
2. Munck, Pecnybnuka benapyck

AHMOoHK E. B.

Xoxeeseu O.A.

Benopycckas komanaa paspabotana Henpo-BuoMeTpuyeckyto cucteMy ynpasrieHusi 4ocTyrnom nog HassaHvem SVORT, kotopast
oyeHb BocTpeboBaHa 3a npepenamu Bbenapycu. Crctema npoBepsieT pearnbHbiX Monb3oBatenei no ux nuuam. EguHcTeeHHoe
Heobxoanmoe obopyaoBaHMe-aTo Beb-kamepa.

B HacTosdllee Bpemss Ha pblHKE cyllecTByeT npobnema c¢ 6e3onacHon ayTeHTudumkauumen.
CyuwiecTtByeT gBa Bvaa MHorodaktopHon ayteHTudunkaumm (MFA). MNepebii-ato OTP (ayTeHTudukaumns
yepe3d SMS, anMeKTPOHHY MOYTYy M T. A.), Y4To ygobHo, Ho HebGesonacHo. BTtopowm - U2F, koTophbin
paclwmndpoBbiBaeTCA Kak Kpuntorpadudeckas ayTeHTUdUKauus C WUCMNOMb30BaHWEM OTAENbHOMo
ycTponcTtea. 310 6e3onacHo, HO HeynobHo. Takum obpa3oM, Benopycckas komnaHusa cosgana Hewmpo-
OromeTpuryeckylo cUCTeMy KOHTPONS JOCTyna, koTopas siensieTca bonee 6e3onacHee, YeM NepBbIA TUM,
n 6onee ynobHas, yeM BTopoi. ATo cuctema HasbiBaeTca SVORT. Cuctema npoBepsieT nosfb3oBaTtenemn
no ux nuuam. TpebyeTca Tonbko Beb-kamepa. MNpuHuMn paboTbl 3akniovyaeTcs B TOM, YTO HENpPOHHas
ceTb yuntcd npeobpasoBbiBaTb CKAHNPYEMOE NULO B CTaTUYECKUIA KO, KOTOPbIN MOXET MCNOoNb30BaThCS
KaKk ayTeHTudukaTop ANs NpeaocTaBneHMst AOCTyna MMM Kak 3akpbITblA KoY Ans MHOrOgaKTOpHbIX
cuctem ayteHTMdukaumm. Cuctema Takke 3aliMuiaeT nonb3oBaTernien oT Chny(MHIoBbIX aTak C
nucnonb3oBaHuem dgotorpacunin, BUAeO U macok. Hukakoro cneumanbHoro obopyaoBaHus He TpebyeTcs.
Cuctema MoxeT OblTb WHTerpupoBaHa B NOOyl0  CyWECTBYWOLWY OHMaWH-unnm  oddpnant-
WHdpacTpykTypy ©OesonacHOCTM W COBMecTMMa C MbbiM BMOOM Beb-kamepbl, TypHUKETa WM
3MNEeKTPOHHOro 3aMka. OTo MpunoxeHue otnunyaetcs ot FacelD n gpyrnx npunoxeHui Tem, 4To cuctema
no3BofisieT MoNb30oBaTeENsAM WCMOMb30BaTb OMOMETpMYeckMe OaHHble Ha MbOoM YCTPOWCTBE nocre
pervctpaummM oguH pas Ha OAHOM ycTpowcTee. [lpumevaTenbHO, YTO HU CChIKW, HU doTorpadus, Hu
Kakne-nubo apyrve KoHduaeHUManbHble [OaHHbIE HEe XPaHATCS Ha YCTPOWCTBAax WM cepBepax
nonb3oBatenen. OTW paspaboTaHHble TEXHONorMM BOCTpPebOBaHbl BO MHOMMX 0OMacTaAx, OOHaKo
NnoTeHLManbHbIE KIMUEHTbI HYXXOAKTCA B onpeaeneHHbiX QyHKUuAX Gonblue, Yem caM ayTeHTUdUuKaTop.
MoaTomy GbINO peLlleHo co3gaTb cucTeMy, koTopasa ByoeT coCcTOATb U3 3 OCHOBHbBIX U 2 OOMOMHUTENBbHBIX
onokos. OObeguHMB 3TM 6Gnokn, MOXHO OygeT BbINONHWUTE MbGOW cnydyarh wuaeHTudmKauum,
ayTeHTudmkaumm nnn sepudukaumm. MaBHON OCOOEHHOCTbIO HOBOW CUCTEMbI SIBMSETCH TO, YTO HET
HeOBOXOAMMOCTU MEHATb CYLLECTBYIOLWYO WHpacTpykTypy 6esonacHoctu. HewponHas cetb SVORT
YYNTCS pacrno3HaBaTb Nua COTPYLHUKOB, B TO BPEMS Kak OHWM MPOJOJSIKaT MCMNONb30BaTh CTaHOAPTHYHO
cucTeMy JOCTyNa, MOCTENEHHO 3aMEHSIS TPAAULMNOHHbBIE KITHOYN.

PaspaboTtumk coobLiaeT, 4TO aTa CUCTEMA Bbi3Barna 3Ha4yMTENbHbIA MHTEPEC Ha paHHEN CTaguw:
«BaHKn 3auHTEpecoBaHbl B aHOHUMHOW OVMOMETPUYECKOW CUCTEME, O KOTOPOW YMOMWHAaNoOChb Bbille.
[pyrve 3avHTepecoBaHbl B WUCMOMb30BaHWM ayTeHTUdMKaTopa B KayecTBE CUCTEMbI YNpaBreHusi
poctynom. HekoTopble BrneyaTneHbl CKOPOCTbIO CUCTEMbI W MPEeasioXunu Mcnonb3oBaTb €€ Ha
TypHukeTax. KomnaHus 3akniouvmna cornalleHnsa no HeCKONMbKNM MUMOTHBIM NpoekTam ¢ Tpemsa BaHkamu
n3 Kasaxcrana n AsepbavgxaHa. CoTpygHukm HaumoHanbHoro dgoHga KasaxctaHa yxe npoxogsT B
LeHTpanbHbIi opmuc nNo aTom cucteme, a He Mo kapTodkam. B 2020 rogy nnaHupyeTcs yCTaHOBUTb
cuctemy Ha Bcex 20 ataxax ¢oHga.»

CnncoK UCMoNb30BaHHbIX MCTOYHMKOB:
1. The neural-biometrics access management system called SVORT[https://dev.by/news/belarusians-working-on-neural-
biometrics-access-management-system-raise-usd-200-k-despite-local-business-angels-not-appreciating-the-project].
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MOENb HAPYLWUTENA NH®OPMALIMOHHOW BE3OMNACHOCTHU

Bernopycckuli eocyGapcmeeHHbIl yHUsepcumem UHpopMamuku U paduoaniekmpoHUKU
2. MuHck, Pecnybnuka benapycb

Auwypko [1.B.

Bniacosa I".A. — kaHOuUOam mexH.HayK., O0UueHm

B HacTosilee Bpemsi 0o6LLECTBO MepexuBaeT CaMbll HACTOSILLMIA MHAOPMALMOHHBIA OyM, U LEHHOCTb WMHopMauMn Henb3s
npeyeenuuuTb. Ewe B camom Hayane 19-ro Beka HataH PoTwunba yTBepxgan, 4to «TOT, KTO BriageeT nHdopmauven, srnageet
Mupom». M no celt AeHb 3TW CrioBa He TepsiloT CBOK aKTyanbHOCTb. Hdopmaums okpyxaeT yernoBeka Be3fe, a cdepa ycnyr
OaBHO npeobnagaet Hag cdhepoli TOBaApOB, YTO B OYEPEAHON pa3 MoATBepXO4aeT BaXHOCTb MHdpopmauuun. NHdopmauuns gaet
KOMMaHWsSIM MO BCEMY MUPY CTONb HEOBXOAMMOE KOHKYPEHTHOE NpeunMyLLecTBO. VIMEHHO MOSTOMY Ha CErofHsIWHWA OEHb
cyllecTByeT noTpebHOCTb B NOBCEMECTHOM WMCMOMb30BaHNM B OpraHu3aumsx cuctem MHdopmaumnoHHon 6esonacHoctn. OgHUM 13
cnocoboB opraHuMsaumm WHpopMauMoHHON 6Ge3onacHOCTM Ha MNPeAnpUSTUM SBMSETCS COCTaBMneHue MoAenen Hapywwutens
nHbopmaLmoHHol Be3onacHocTy.

Mogenb Hapywutens wuHGOpMauMoHHOW ©Ge3onacHoCcTM npeacTaBnser cobor COBOKYMHOCTb
npeanonoXxeHun o6 OAHOM WAM  HECKONbKUX MOTEHUManbHbIX HapywuTensx WHMOOPMaLUMOHHON
BesonacHocTn, nx kBanudukaumm, motmsax u T. 4. [1] Nocne noctpoeHns nogobHoM mMogenn MOXHO
afeKkBaTHO OLUEHUTb cuctemy MHGPOPMALMOHHON 6Ge3onacHOCTM  OpraHu3auum U BbICTPOUTb
COOTBETCTBYIOLLYIO CUCTEMY 3aLLUTBI.

Mogenb Hapywwutens CTPOMTCA Ha OCHOBaHMU MHQOPMaLuKW, MNOMYYEHHOW OT ChyXbbl
DOesonacHoCTM oOpraHu3aumMmM W aHanuMTUYEeCcKMX TFpynn, O CYLIECTBYKOLIMX crnocobax nony4vyeHus
HeCaHKLMOHMPOBAHHOIO A0CTyna K MHdopmaunn, 06CTaHOBKE B KOMMEKTUBE, CUTYyaLMM B OKpY>KaloLLEN
cpepe.

Kak npasuno, mofenb Hapywutens ¢BnseTca HedopmanbHOW U OTpaxaeT MOTUBbI
npegnonaraemblx AeWCTBUN, LIENN, CNOCOObI 1 MHCTPYMEHTbI, UCMONb3yeMble ANs X JOCTUXeHMs [2].

Momnmo aToro, MoAenu HapywutTensa MOryT UMeTb pasfuyHble CTeneHu getanusauuun. Tak,
Hanpumep, MOXHO BblAenuTb TP TUMNa MoAeneun: cogepXaTtenbHasd, CueHapHas M maTtemaTudeckas.
CopepxatenbHas OTpaxaeT CUCTEMY MPUHATBLIX OpraHv3aumen mep NpoTMBOLENCTBUSA, CLEeHapHas —
TUMNbl COBEpLUaeMbIX AEWCTBUMA MO knaccam W 3Tanam, a MaTematumyeckas ucnonb3yeTcs Ans
KONMMYECTBEHHOWN OLLEHKM NPUHMMaeMbIX Mep U CTEMNEHUN 3aLMULLIEHHOCTM obbekTa.

Takke CTOMT OTMETUTb, YTO 3a4acTyld CTPOUTCH HECKONbKO MoAernen, COOTBETCTBYHLLMX
HECKONMbKMM  TMNam  HapywuTenen uHdopmaumoHHoW Ge3onacHOCTW, MNPOM3BOAUTCH  OLEHKa
HapylwmTenen No ypoBHSM UX KBanvdukaumm n TeXHUYECKOW OCHaLLEHHOCTH.

CyuwecTByeT ABa TUNa HapyLumMTenen: BHyTpeHHME U BHELLHNE.

K BHYTPEHHUM HapywuTensaM MOXHO OTHECTW nonb3oBaTenen cuctembl, agMUHUCTPATOPOB,
nporpaMMmnCTOB, CreunanncToB cryxobl Be3onacHocTw, a Takke obcnyxuBawowuin nepcoHan. Cpeau
NPUYMH, NO KOTOPbIM BHYTPEHHWI HApyLUUTENb MOXET NpUBErHyTb K HEMPaBOMEPHBIM AEACTBUSM MOXHO
OTMETUTb OLUMOKN, KOPLICTHBIE UHTEPECHI, 6E30TBETCTBEHHOCTD, MECT.

B 1O Xe BpeMsa K 4uCny BHELIHWMX HapyLuTenen MOXHO OTHEeCTU KIMEHTOB OpraHv3auuu,
KOHKYPEHTOB, COTPYAHVKOB BEAOMCTBEHHbIX OPraHoB.

K meTogam, ncnonb3yemMbiM HapyLLMTENEM MOXHO OTHECTU cOOp AaHHbIX, NepexsaT uHdopmaumm,
MCNonb30BaHne HeJOCTaTKOB CUCTEMbI U NMOCMeayoLee BHEAPEHUE B Hee.

Mpu sTomM Hapywwutenu moryT obnagatb pasnuMyHbIM YPOBHEM 3HAHMS O CUCTEME: HayuHasa oT
©a30BbIX 1 BNMAOTb A0 HEMOCPEACTBEHHOIO NPUHATUS y4acTus B pa3paboTke CUCTEMBI.

Uto kacaeTcsd MecTa BO3[AEWCTBMA Ha CUCTEMY, TO HapylwuTenu MOryT mnepexsaTbiBaTb
UHdopMaLMo yaaneHHo nMMbo nNpu HenocpeacTBEHHO PU3NYECKOM KOHTAKTE C CUCTEMOW.

B pesynbTate aHanmMsa nOMy4eHHOW WHQOpMaUUKW, COCTaBnseTca MoAeNb WNU  «NopTPeT»
Hapywutens. Tak, Hanpumep, MOXHO NPeAnonoXnUTb, YTO AOCTYMN K CUCTEME MOXET XernaTb Nonyyntb
rpynna xakepoB, B pacnopsbkeHNM KOTOPbIX MMEETCA NoKalnbHas BblYMCNUTENbHAsA CETb, KOTopble OyayT
ucnomnb3oBaTh YyXKWe KaHamnbl C BbICOKOW MPOMYCKHOW CMOCOBGHOCTBbIO C MOMOLLBI BPEAOHOCHBIX
nporpaMm C Uenbl BHECEHUS WCKaxeHus B paboTy cuctembl. Wnu, Hanpumep, KOHKYPEHTHI,
ucnonb3ylowme CcobCTBEHHblE KaHamnbl W BblYUCAUTENbHbIE CETU, MOryT MPEeAnpuHATE YCUIusa no
OnoknpoBke PYHKLUMOHMPOBAHUSA CUCTEMbI, NMOAPLIBY UMUOKA U MOSTyYeHUs CeKpeTHOW uHdopmaumm o
PYHKLMOHMPOBaHUN OpraHM3auum.

Takum obpasom, mogenb Hapywutens unHGOpMaLMOHHON 6e30MacHOCTM MO3BONSAET OLEHUTb
CTeneHb 3alULLIEHHOCTU MHAOPMALMOHHBLIX CUCTEM OpraHmM3auum oT pasnuyHbiX cnocoboB BO3AENCTBUSA
Ha Hux. Takke, C MNOMOLLBID MOCTPOEHHbIX MoAernen MOXHO npefyragaTb AEUCTBUS PasnUyHbIX
NnoTeHUManbHbIX HapywmTenen, Npeaynpeautb UX M BbICTPOUTb COOTBETCTBYHOLLUMM OOpasoMm cuctemy
3alWnTbl MHPOPMALMOHHBLIX CUCTEM OpraHn3aLmu.

Cnncok MCnosb30BaHHbIX MCTOYHMKOB:
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Mogenb  HapywumTens  uHgOpMauMOHHOW  Ge3onacHOCTW.  [ONEKTPOHHbIM  pecypc] —  Pexum  pgoctyna:
https://studfile.net/preview/5443545/page:4/ — Oata goctyna: 10.04.2020.
Mogenb  HapywuTens  uHdOpMauMOHHON  GesomacHOCTM.  [OMeKTpoHHbIM  pecypc] —  Pexum  poctyna:
http://infoprotect.net/varia/modelyy_narushitelya_informacionnoy_bezopasnosti — [lata goctyna: 10.04.2020.
Mogenb HapyLmTens. [OnekTpoHHbIi pecypc] - Pexum poctyna:

https://ru.wikipedia.org/wiki/%D0%9C%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C_%D0%BD%D0%B0%D1%80%D1%83%D1
%88%D0%B8%D1%82%D0%B5%D0%BB%D1%8F — [lata aoctyna: 10.04.2020.
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LLULMPOKOMOJIOCHbIN MPUEMHUK PAOUOINTOKALIMOHHON
U3MEPUTENNbHOWU CUCTEMbI CBY OIUAMA30OHA

Benopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHopMamuKku U paduo3rieKmpoOHUKU
2. MuHck, Pecniybniuka benapycb

Bynasko .., Jlucos . A.

lycuHckul A. B.. — k. m. H., doueHm

B poknage paccMOTpeH LUMPOKOMOMOCHBLIN MPUEMHWUK PafMoNoKaLMOHHOW U3MEPUTENbHON CUCTEMbl B AuManasoHe CBY vacrTor.
MpuBegeHa CTPYKTYypHaa cxema npuemMHuKka. PaccmotpeH cnocob ero NOCTPOEHNA U ocobeHHOCTM ero KOHCTPYKUWNN.

LLIMpOKONONOCHBI  NPUEMHUK U3MEPUTENbHOW CUCTEeMbl B Amana3oHe dvactor 1-18 [Ty
npegHasHayeH ana npuema CBY unanyyenus, ero cdounbTpaunm, nepeHoca Ha NPOMEXYTOUYHYHO YacToTy
(M4Y) c¢ wucnonb3oBaHWeM AByX CTyneHen npeobpasoBaHua W ycuneHus curHana MY nepeag ero
NOCTYNMEHNEM B BbYMCIUTENBHBIV 6roK. CTPYKTYpHas cxema NpMeMHuKa NnpeacTaBneHa Ha pyucyHke 1.

OzpaHuyuments
ypoBHa [ APY 1 —| MNpecenekmop [ CMecumens 1 [ Yy 1
cuzHONa

lemepodun 1

MonocaBou MonocobBou

dunemp 1 —1 CMecumens 2 [ gy 2 ] dunLmp 2 =T APY 2 —

lemepodun 2

PucyHok 1 — CTpyKTypHasi CXeMa LLUMPOKOMOSIOCHOMO NpUEMHMKa N3MEPUTENbHOM CUCTEMBI

lMpencTaBneHHas CTpykTypa MpuMeMHUKa no3sonsetr obecneynTb MoAaBneHve napasvTHbIX
KaHanoB npuema, YMeHbLUUTb KONM4ecTBO (punbTpoB B npecenektope n obecnedvBaeT BbICOKYHO
YYBCTBUTEMBHOCTb

OrpaHuunTens ypoBHsi curHana obecneyvmBaeT 3aluTy BXOAHbIX LeMnel OT BbICOKOTO YPOBHS
npuHuMaemoro curHana. OH paccyMTaH Ha MakCUMaribHYH BXOOHYHO MOLLHOCTbL curHana 5 Br.

Mopaynb aBTOMaTU4Yeckon perynuposkn ycuneHusa 1 (APY 1) npegHasHayeH Ang perynupoBaHus
YPOBHSA MOLLHOCTM MOCTynawowero Ha nepsBbli cMecutenb. COCTOMT M3 CXeMbl OTBETBMEHUS 4acTu
MOLLHOCTU cuUrHana, 4eTeKTMpoBaHUS YPOBHS U yrpaBnsemoro LngpoBoro atTeHoaTopa.

B npecenektope ocylwecTBNgeTcs nonocosas unbTpauus nNpuUHUMaemMoro curHana c
noaaBrieHMEM BHEMOJOCHbIX konebanun He meHee 70 ab. Mpu 3Tom Becb AnanasoH 1-18 [Ty pa3but Ha
wecTb nogananasonoB 1-2 My, 2-4 Mu, 4-6 Mu, 6-11Mu, 11-15TMywn 15-18 I'Mwu.

C nomolbio MepBOro CMeCUTENsi, NEepBOro ycunutensa npomMexyTtoyHon 4vactotel (YIMY 1) un
nonocoBoro ¢unbTpa 1 BbINOMHAETCA nepBoe npeobpasoBaHMe 4acToTbl. 3HavyeHue 4actoTbl MY 1
3aBucuUT OT Bblibopa obpabaTtbiBaemoro nogavanasoHa.

BTopoe npeobpasoBaHme BbINOMHAETCA C MOMOLLbIO cMecuTens 2, Y4 2 n nonocosoro cunbTpa
2. 3Ha4veHune BTOpon MY coctasnset 1,25 Tu, a nonoca nponyckaHWst BTOPOro MonocoBoro unbTpa
paBHa 500 MIw,.

CurHanel nepBoro M BTOPOro reTepoanHoB POPMUPYIOTCH C NMOMOLLBIO BHELIHUX CUHTE3aTopoB
yacToT. Bpemsa nepecTponkn CUHTE3aTOPOB COCTaBMSAOT AECATKN MUKPOCEKYHA.

Mopaynb aBTOMaTMyecKo pPeryrnmpoBKM yCUNeHust 2 npedHasHadeH AN perynupoBaHUs YpOBHS
MOLLHOCTW  CUrHana nocTynawwero Ha  BxoAbl  aHanoroBo-uMdpoBOro  npeobpasoBaTtens
BblYMCIIMTENBHOrO 6noka. [lnana3oH perynupoBanusa curHana 45 ab.

Ans ymeHblleHns rabapuTHbIX U 3HEPreTMYecKMX nokasatenen MCnonb3ylTcs manorabapuTtHble,
UMEKLINE MUHUMArbHbIE MOTEPU UILTPLI HA MOBEPXHOCTHO-aKyCTUYECKMX BOJIHAX, YCUINUTENU C
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HaUMEHbLUMMUN 3HAYEHUAMU KO3(hdULMEeHTa LyMa, MHOFOCINONHbIE neYvaTHble nnaTbl U 6eckopnycHble
3MNEeKTPOHHbIE KOMMOHEHTHI.
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CUCTEMA XAHUMNOTOB T-POT

Bernopycckuli eocydapcmeeHHbill yHUgepcumem UHopMamuKu U paduosnekmpoHUKU
2. Munck, Pecnybnuka benapyck
puukesuy B.U.

lNempoe C.H. — kaHd. mex. HaykK

XaHunoTt (OT aHrn. honeypot, ropLuo4ek c Me,EI,OM) — NpUMaHKa, ncnonb3dyemaa anda npusnedyeHnsa BHMMaHUA 3NMOYMbILLUNEHHUKOB,
OnA  KOTOPbIX OHa MOXeT BbIManeTb, Hanpumep, Kak 06bIKHOBEHHbIV dparMeHT KOMMbIOTEPHOW CUCTEMbI.  XaHWNOTbI
npenoctaBnAl0T cobon cpeactso OTBlieHEHUA 3J10YMbILUNEHHUKOB OT peaanon CeTM Unu HabnaeHns 3a MX OesATENbHOCTLIO.
ﬂpyl’VIMVI CfoBamu, XaHuUNoT — 3TO ceTeBas cucTema Ansa onpeaeneHnst HeCaHKLUMOHMPOBAHHOMO UCMOMb30BaHNS UHOPMaLMOHHON
CUCTeMbl NyTeM aHanuida noBeAeHUA 3/0yMbILUNEeHHUKa B N30fIMPOBAHHON 1 KOHTpOJ’IVIpyeMOVI cpege. WmeHHo noToOMYy, 4TO
3a4acTyi0 HEBO3MOXHO pasnnynTb NEernTUMHbIA n BpeﬂOHOCHbIVI 3anpoc, ObINn co3gaHbl Takue WHCTPYMEHTbI, KakK XaHWNoTbl.
XaHunoT — 370 UHAOPMaLUMOHHAa cucTeMa, Kotopas npeaHasHaveHa Ans MOHUTOPUHIa u O6Hapy)KeHVIF| BO3MOXHbIX aTak nyTem
nMmTaumum yﬂSBMMOVI CUCTEMDI..

Llenblo co3gaHuMs U UCNONb3OBaHWS XaHUNOTOB SBMSETCA perucrTpaumsi BCeX BO3MOXHbIX
3rIOHAMEpPEHHbIX AEVCTBUN 3MOYMbILUINIEHHMKA B 3aBMCMMOCTM OT TUMa XaHWNoTa, peanv3oBaHHOro B
pamkax MHPacTpykTypbl. CUCTEMBI XaHUMOT MOryT UCMOMb30BaTbCA AMS MAEHTUMMKALUMN Pa3nUYHbIX
TUNOB BPEAOHOCHbIX [AEWCTBUWA, Takume Kak aTakm BeO-NpUNoXeHWn, Wn3BEeCTHble 3KCnryaTauus
yA3BMMOCTEN, 3KCMnyaTaumus yCcTapeBLUMX NporpamMm/CUCTeEM U aBTOMaTUYeCckue aTakM BpPeAOHOCHBIX
6oToB. MoMUMO OBHapyXeHMs pasnUyHbiX TUMOB aTak, XOPOLWO BHEAPEHHas CUcTeMa MOXET Takke
ucnonb3oBaTbCa ANA OBHapyXeHus aTak ackanauumum npyMBUAErMin M NX BO3MOXHBIX NpuyuH. Jlormka
BbISIBNEHWNS pasHbIX aTak Ha NoBblLLEHWe NPUBUMErMIA BpallaeTcs BOKPYr peanusaumm MHpacTpyKTypbl
C yA3BMMbIMWU cucTeMammn 1 cnabbiMm koHdurypaumsamu. Korga anoyMbllWNEHHUK UCMONb3yeT Niobyio 13
3TMX cnabbix KOHUrypauum unm ydeTHble OaHHbIE U3 3TUX HAMEPEHHO YSA3BUMbBIX CUCTEM, XaHUMoT
MOXeT OOHapyXuTb, YTO 3IOYMbILUMEHHWK CKOMMPOMETUPOBAN OAHY W3 NpefHAMEPEHHO YA3BUMbIX
CUCTEM U NbITaeTCsa NPON3BECTU aTaKy NOBbLILEHNA NpuBuniernn [1].

Cpeoyn OrpoMHOro KonmMyecTBa pasfMyHbIX XaHWMOTOB CTOUT 00paTUTb BHMMaHME Ha TaKylo
cuctemy kak T-Pot. T-Pot - 3TO KOnneKkums pasnuyHbiX XxaHunoToB, cobpaHHbix komnaHuen T-Mobile. OH
npeactaenseT peanusaumio cteka ELK (Elastic Search, Logstash, Kibana) ans susyanusaumm Bcex
COObITMIN, 3axXBaY€HHbIX Pa3fMYHbIMA XaHUMOTaMW W HEKOTOPbIMU APYrMMU  WMHCTpyMeHTamu.Bce
xaHunoTbl B T-Pot paboTtatoT, ncnone3sys Docker (BUpTyanbHbIN KOHTEWHEP), YTO 3HAYUTENBHO ynpowaeT
ynpasreHne BcemMu HacTponkamum [2].

T-Pot aBnsieTca coBokynHocTbio docker-sepcun crieayowmx XxaHnnoTos [3]:

— adbhoney (xaHunot cnaboro B3aumopgencTeusa ana Android Debug Bridg, yHuBepcanbHbIn
UHTepdenc goctyna K ycrporctsam Android ¢ nepcoHanbHOro KomnbeloTepa);

— ciscoasa (xanunoT cnaboro B3anmogericteus ans Cisco ASA, cnocobHbii obHapyxmBaTb CVE-
2018-0101, aTaku Tuna oTkas B 06CMYy>KMBaHUN 1 NOMbITKW YOANEHHOIO UCMOJTHEHWS KOMaHA);

— citrixhoneypot (o6HapyXnBaeT 1 NOrrMpyeT NOMNbITKA CKaHMPOBaHWUs 1 akcnnyataumm CVE-2019-
19781);

— conpot (xaHunoT cnaboro B3aMMOAENCTBMS SMYNUPYIOLLUIA KOMMSIEKC MHAPACTPYKTYP, KOTOpble
3aCTaBMsAOT 3MI0YMbILLIEHHVKA NOAYMaTb, YTO OH OBHapyXun 60MbLLON NPOMbILLINEHHbIN KOMMEC);

— cowrie (SSH u Telnet xaHMNOT cpeagHero B3aMMoOAEenCTBUs, NOrrmpyroLwmnn 6pytdopc-atakm 1
KOMaHfpl, BbIMOSHAEMbIE 3MT0YMbILLIEHHNKOM);

— dionaea (cbopHMK xaHMNOTOB, paboTatloWwmii Ha Taknx NpoTokonax, kak http, ftp, mysql n 7.4.);

— elasticpot (xanunoTt Elastic Search);

— glutton (paboTaeT kak MITM mexay 3noyMmbiLLNIEHHUKOM U CEPBEPOM, NOMTUpYs BCce OENCTBUS);

— heralding (cobupaeT aBTOpM3aUMOHHbIE AaHHbIE C NpoTokonoB ssh, telnet, ftp, rdp, http, https,
pop3, pop3s, imap, imaps, smtp, vnc, postgresql, socksb);

— honeypy (nnarunsl, amynupytowmne UDP n TCP cepsucsl);

— honeytrap (aMHamuyeckn 3anyckaeT cepBepHble NPOLECChl Ha nopTax, K KOTOpbIM MPOMCXOaUT
obpaLleHne);

— mailoney (SMTP xaHunor);

—rdpy (xaHunoT yganeHHoro pabo4ero crtona);

— snare+tanner (Be6-xaHunor).

Hanee npeacrasneHbl pesynbTaTthl paboTtel cuctemsl T-Pot 3a gekabpb 2019 roaa.

Haunbonbluee KONMMYECTBO aTak NPULLIIOCh Ha criegyrolime Mmogynu cuctemsl T-Pot:

— dionaea (20843332 artaku, 6onbluas YacTb M3 KOTOPbIX MPULLIIACL HA MOAYMb 3MYIMPYHOLLMIA
SQL-cepgep);

— honeytrap (716538);

— heralding (233784);
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—rdpy (169583);

— mailoney (23765).

Ecnu paccmaTtpuBaTtb CTaTUCTUKY CO Bcen cuctembl T-Pot, To Hanbonee akTMBHbIMK CTpaHamu C
TOYKWN 3PEHUST KONMMYECTBA NOMNbITOK HECAHKLMOHMPOBAHHOIO JOCTYNa SABMASHOTCA:

— Poccuriickasa ®epepauns (4619164);

— WHpunsa (1907802);

— BbeTtHam (1402678);

— Apmenns (1050582);

— WHpooHesua (953348).

Ecnu xe paccmaTpmBaTb CTaTUCTMKY HECAHKLMOHMPOBAHHbLIX MOMNbITOK AOCTyNa Kk Beb-cepBepy, TO
CUTyaumst HecKon

— Kntan (3497);

— [oHrkoHr (865);

— CLWA (574);

— Wtanusa (473);

— ®paHums (321).

Be3ycnoBHO, 3TN JaHHbIE HE OTPaXatoT pearibHOW KapTWHbI, TaK Kak nogaensioLllee 60MbLLNHCTBO
3MT0YMbILLNIEHHVMKOB MCMOMb3YIOT CpeacTBa aHOHMMM3auMn B CeTUM VIHTEpHET, OfHAaKo WX MOXHO
ncnonb3oBaTh A1 COCTaBneHMs obLen KapTHHbI B LLESNOM.

Momumo aTtoro, O6biNM cobpaHbl faHHble N0 Haubonee 4YacTto MCMOMb3yeMbIM UMEHaM
nonb3oBaTtenen (PUCyHoK 1) 1 naponsm (pUCYHOK 2).

PucyHok 1 — Hanbonee yacto ncnonb3yemble nMeHa nonb3oBaTenen

password

PucyHok 2 — Hanbonee 4yacto ucnonb3yembie Nnaponu

Takum obGpa3oM, MOXHO caernaTb BblBO4 O TOM, YTO XaHMMOTbl NPEeAOoCTaBnsT MHgopMaumio,
KOTOPYID MOXHO MCMONb30BaTb OfIA aHanuM3a akTUMBHOCTU MOTeHUManbHbIX 3MOYMbILUNEHHUKOB, U C
Y4eTOM 3TOro MOBbILWATL YPOBEHb 3aLUMULLEHHOCTM MHPOPMALIMOHHbBIX CUCTEM..

CnUCOK NCNONb30BaHHbIX UCTOYHUKOB:

1. Xanunot (Honeypot) [OnekTpoHHbI pecypc]. — Pexum goctyna: https://encyclopedia.kaspersky.ru/glossary/honeypot/.

2. Introduction to T-Pot - The all in one honeypot [OnekTpoHHbIi pecypc]. — Pexum pgocrtyna:
https://northsec.tech/introduction-to-t-pot-the-all-in-one-honeypot/.

3. KoHuenuus cuctembl T-Pot [QnekTpoHHbIN pecypc]. — Pexxum goctyna: https://github.com/dtag-dev-sec/tpotce#concept.
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METOAMUKA OLIEHKU 3ALLMUWEHHOCTU BEB-PECYPCOB HA BA3E
METPUKWU CVSS

Benopycckutl eocydapcmeeHHbIl yHUsepcumem UHgopMamuku U paduos/1eKmpOoHUKU
2. MuHck, Pecniybniuka benapycb

[asnamos LI.P.

Ky4uHckuli 1.B. — Gokmop ¢pu3uKko-mamemMamu4yecKux HayK

B pamkax paHHoM paboTbl Obina cosgaHa cucTema Ans cbopa TexHuyeckon mHpopMaumm 06 akTMBHBIX Beb-pecypcax B ceTu
MHTEpHET M3 06LWedoCTYNHbIX KaTanoroB u peecTpoB. Ha ocHoBe aHanu3a faHHbiX 06 ysi3BUMOCTSIX BED-pPecypcoB U METPUKM
CVSS onpepensieTca pacnpefeneHne yCpefHEeHHON BEeNUYMHBI OLEHKM YSI3BUMOCTW ANs Kaxaporo pecypca. PaspaboTaHbl
wabnoHbl noucka ¢ nomolyblo RegExp BblpaxeHu a3bika JavaScript ons TouHOro onpegeneHusi BEpcuid TEXHOMOMMIA, KOTOPble
ObINMM  nMcnomnb3oBaHbl AN co3faHusi Beb-cawiToB. Ha 6ase nomyveHHbIX OaHHbIX YCTAHOBIEHbI MPOLEHTHbIE COOTHOLLEHUS
Mcnonb3yeMblX TEXHOMOMUI, AJOMEHOB BEPXHEr0O YPOBHS U reorpaduyeckoe pacnonoxeHne cepBepoB, KoTopble obcnyxusatoT Beb-
pecypcebl. [laHHas pa3paboTka 6bina anpobupoBaHa Ha npumepe 19 Thicsiy Haubonee nonynspHbIX Be6-pecypcoB benapycu.

C pasButmem Beb-TEXHOMOMMIN pacTeT 1 YMCNO NOTEHUMAanbHbIX YS3BMMOCTEN B OHNaviH-pecypcax.
Lnpokoe uvcnonb3oBaHWe WHCTPYMEHTOB AMNA peanu3auun yrpos uMHdgopmaumoHHon 6GesonacHoOCTU B
NHTepHeTe onpegensieT akTyanbHOCTb MCMOMb30BaHWA CUCTEM Ans aHanm3a 6esonacHocTn Beb-
pecypcoB. CneumnanucTbl Mo 3awmTe MHPOPMaLMKN LUMPOKO UCNOMb3YT OO bEKTUBHbIE KONMYECTBEHHbIE
nokasatenu 3allMLieHHOCTW, KOTOpble BbIYMCNSAITCA Ha OCHOBE METPUK OTKPbITOW CUCTEMbl OLIEHKM
CVSS [1] (Common Vulnerability Scoring System). CyliecTBytoT OTKpbITble 6a3bl AaHHbIX, r4e XPaHUTCH
nHdopmauns 06 ya3BUMOCTSX ONpPeaeneHHbIX BEPCUA TEXHOMNOMMIN B hopMaTe <Ha3BaHUE TEXHONOMnM,
Bepcus, oueHka CVSS>. Metpuka CVSS npegnaraeT NnpocTon MHCTPYMEHTapUI AN pacyeTa YMCcrnoBoro
nokasartens ys3BuMMOCTM Mo AecatubannoHon wkane [2]. Yem Bbiwe 3HayeHWe MeTpukn, Tem Bonee
onepaTuBHas peakuusa Tpebyetcsa ana ucnpasneHms npobnemsl 6€30nacHOCTN CUCTEMDI.

B pamkax gaHHow paboTbl 6binu padpaboTtaHbl NodedS ckpunTbl ons aBTomaTuyeckoro cbopa
MHopmaunm o Beb-pecypcax 13 oTKpbITbIX MCTOYHMKOB shodan.io n censys.io. B pe3ynbrate npouecca
CKaHUpOBaHWA ypanocb cobpaTtb AaHHble 6onee 19 Thicay Beb-pecypcoB benapycu, koTopble Obinu
pasgeneHbl Ha 5 karteropui. [Ons kaxgoro OTAeNbHOro gomeHa Obina nonyvyeHa TexHWyeckas
nHdopmauumsa B dpopmate: IP-agpeca, oTKpbITble NOPThI, reorpadmnyeckoe pacnonoxeHve Beb-cepsepos
n 3aronoskun oteetoB HTTP. Janee, ¢ nomowblo RegExp BbipaxeHui sa3bika JavaScript onpegenstoTcs
Bepcumn TexHonorun, Ha 6ase KoTopbix 6GbinM co3gaHbl Beb-pecypcbl. Ons pelieHns NocTaBreHHON
3agayn OOoCTaTtoyHO MOMyuYuTb UCXOOHBIN KOA4 CTpaHuubl Beb-cavta B cdopmate HTML u 3aronosku
oTBeTOB cepBepa [3]. PesynbTaTbl 3anpoOCOB M 3arofioBKM OTBETOB cepBepa Obiny COXpaHeHbl B
nokanebHow 6a3e AaHHbIX ANS nocregyrowmx npoueccos obpaboTkm 1 aHanusa AaHHblX. [JaHHbIA cKpunT
Takke MOXeT obHapyXuBaTb TUMblI cUCTEM ynpaBrneHus koHTeHToMm (CMS), nnatdopmbl 3MEKTPOHHOM
KOMMepLuKn, Bepcun Beb-ppenmMBOpKOB, CepBepHOe nporpaMMHoe obecneveHne WM aHanuTuyeckue
WHCTPyMeHTbl. [MocrnegHum aTanom fABnfeTcA npoBepka 6Ge3onacHocTyM Kaxgoro Beb-pecypca no
oTAenbHoCTM Ha 6ase nyonuyHbIxX API.

Ha ocHoBe mnony4eHHbIX [AaHHbIX O BepcusX TexHonmorn Obina cosgaHa Avarpamma,
nokasblBalLLas NPOLEHTHOEe COOTHOLLEHME NCMOSb3yeMbIX TEXHOMNOMMA Ans pa3paboTku Beb-pecypcos B
LwecTn kaTeropusx (puc. 1).

Bepcun OC Windows Server

JS dpeiimBopku MooTools TweenMax

JS 6ubnmnotexn FancyBox Modemizr

AHanutuvka Google Analytics Yandex.Metrika Liveinternet

Peknama Google AdSense Criteo DoubleClick Ad
CMS cuctembl WordPress 1C-Bitrix ]
A3blkn Nporp. Java  [lpyme

‘ 40% ! 60%! 80% 100%!

20%

P|/|cyH0|< 1- I'Ipou.eHTHoe COOTHOLLEeHUe ncnosb3yemMblX TEXHONornm B Be6-pecypcax

[aHHble 0 reorpadunyecknx pacnorioXeHUsx cepBepoB, 0b6cnyxuBatowmne Beb-pecypchbl U3 Hallewn
ncxoOHow BbIOOPKW, NMPeAcTaBfeHbl B BuAEe HarnsgHow ctonbyaTtow guarpammbl (puc. 2). Ha ocm X
pacnonoXeHbl Ha3BaHWsA CTPaH, rae CocpefoTo4eHO HanborbLlee konuyecTBo Beb-cepBepoB: benapyce,
Poccusa, CWA, MepmaHua u gpyrue ctpanbl (Hugepnangpl, MNonbwa, YkpanHa v BenvkobputaHus).
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Kaxgbin ctonbel nokasbiBaeT KONMUYECTBO CEPBEPOB, KOTOpble ob6cnyxusawT Beb-pecypchl
onpeaeneHHon KkaTeropum B TOW UM MHOWN CTpaHe.

3200n
KaTteropuu se6-pecypcos:

M Pabora, 6UsHEC, KOMMNAHKWW, MAPKETWHT, MPOMbIWIEHHOCTb, 6aHKKM 1 GUHAHCDI
P P
2400- HoeocTu, Be6-CepBUCH, OHNaH Marasukbl, TOProBble NAoLanku, o6baeneHua
CeMbs, CNopT, MeAWLWHAE, 34,0P0OBbe, OTAbIX, AOCYT, KYNbTYPa U UCKYCCTBO
W KomnbioTepHan TEXHWKA, 3N1EKTPOHWKA, OPrTexHuKa, BbITOBbIe TOBaPb, ABTO/MOTO

1600+ M O6wecTBO, NONMTUKE, FOPOACKWE CalThl, KaTanoru, 0bpasoBaH1e U Hayka
800+
0 : : : g [ mE—
Benapycb Poccua CLIA [epmanus Opyrue

PucyHok 2 — PacnpegeneHue Be6-pecypcoB No KaTeropusim 1 cTpaHam pacrnosfioXeHNsi CepBepoB

lMpoueHTHOEe COOTHOLWEHME JOMEHOB BEPXHEro YPOBHSA MOKa3aHbl Ha pUCYHKe 3 B BMOE KPYroBon
anarpammbl. [laHHble Obilnn nonydeHbl U3 UCXOAHOW BbIGOpkM BebG-pecypcoB nyteM npuBeaeHusi
AOMEHHbIX MMEH K KaHOHMYeckomy Buay. M3 pucyHka BMAHO, YTO AOMeHbl BY cocTtaBnsioT npyMepHo
75% w13 Bcex nmeromxca 3anucen B 6ase gaHHbIX. A B ¢BOI ovepeb gomeHbl COM n RU coctasnsioT
8,8% n 8,2% cooTBeTcTBeHHO. Crnegyet oTMeTUTb, YTO BCe ocTanbHble goMeHbl (NET, BEJT, ORG un
apyrve) 6binn o6beanHeHbl B OAHY KaTeroputo ¢ npoueHTHom gonewn 7,5%.

7.5%
8.2% ~
MBY: 75.4% (14480)
8.8% T B COM: 8.8% (1700)
MRU: 8.2% (1580)

Opyruve: 7.5% (1450)

~ 75.4%

PucyHok 3 — lNpoLeHTHOe COOTHOLLEHNE JOMEHOB BEPXHENO YPOBHS

B pamkax gaHHOro nccnegoBaHus Takke Gbin NpoBedeH aHanu3 OLEHKU YySa3BMMOCTEN Bcex Beb-
pecypcoB U3 Hallen ucxogHow Boibopkn. [nsa kaxgoro Beb-pecypca Gbina ncnonb3oBaHa ycpeaHeHHas
oueHka CVSS B cooTtBeTcTBUMM C BblpaxeHnem Si= (A1+A2+...+Am)/m, 1 <i<n, rge n — KOnNn4ecTeso
3MNeMeHTOB B Hallel BbIBOpKe; M — KONMMYECTBO pacno3HaHHbIX Bepcui TexHonorun n Al gna 3agaHHoro
BebG-pecypca; Aj — oLeHKa yA3BUMOCTU onpegerieHHON BEPCUMU TeXHOMorMu. [ns BelYMCreHns 3Ha4YeHns
Aj 6bina BeibpaHa yHKLMSA MakcMMyMa No BCEM M3BECTHbIM oleHkam CVSS: Aj = max(Ck), 1 <k <r, rge
I — KONMNMYEeCTBO HaWAeHHbIX YS3BMMOCTEN AONS OnpedeneHHOW Bepcun TexXHOnorum B obLiedoCcTynHowm
6ase vulners.com. [ina nccnegosaHus pacnpegeneHns Obina co3gaHa cryyanHas BbIbopka U3 NCXOAHOW
©a3sbl gaHHbIX BEO-pecypcoB, coctosiwas n3 N = 2000 anemeHToB (okorno 10% 3anucen). Ha ocHoBe aTux
AaHHbIX Oblna NOCTpoeHa guarpammMa 3MNUPUYECKOro pacnpegeneHms ycpeaHeHHON OLEHKM Ya3BMMOCTH
Si Beb-pecypcos (puc. 4).

8004

60

o
400
200
o- l . - -
0 1 2 3 a 6

5

PucyHok 4 — OuarpamMmma amnmMpuyeckoro pacnpeaeneHunst oLeHoK yA3BumMocTei Beb-pecypcos

CnegyeT OTMETUTb, YTO B UCXOOHOW reHeparnbHOW COBOKYMHoOCTW, nopsgka 90% Beb-pecypcos
UMELOT 3HaveHune ycpeaHeHHou oueHkn CVSS B uHTepsane [0, 5]. bbino BbigBReHO, 4To ocTanbHble 10%
PECYPCOB MMEIOT BbICOKYH) KPUTUYECKYHO OLIEHKY YA3BMMOCTU M3-3a UCMOMb30BaHWS yCTapeBLUNX BEPCUN
Taknx TexHonorun kak: CMS WordPress, AN PHP, Be6-cepsepa nginx 1 JavaScript 6ubnmoteku jQuery.
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Cnu1cok ncnonb3oBaHHbIX UCTOYHNKOB:

1. OovHukoBa, E. B., YeuynuH, A. A., KoteHko, M. B. OueHka 3alUMLLEHHOCTN KOMMbIOTEPHbIX CETEN HAa OCHOBE METPUK
CVSS // UHdopmaLumoHHo-ynpasnstowme cuctemsl, 76-87. DOI: 10.15217/issn1684-8853.2017.6.76.

2. Li, H., Zhao, L. Study on the distribution of CVSS environmental score // 5th International Conference on Electronics
Information and Emergency Communication. May 2015. DOI: 10.1109/ICEIEC.2015.7284502.

3. Bostic, T., Stanley J., Higgins, J., Chudnov, D., Montgomery, B., Brunell, J. Exploring the Intersections of Web Science
and Accessibility / The MITRE Corporation Scientific journal. Aug 2019.
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YrPO3bl BE3OMACHOCTU U CINOCOBbLI SALLUTDbI
NEPCOHAIBbHbLIX AAHHBIX KITMEHTA NPU OCYLLECTBNEHMU QR
NMIATEXEWN

Benopycckuli 2ocydapcmeeHHbIl yHU8epcumem UHopMamuku U paduo3ieKmpOHUKU
2. MuHck, Pecniybniuka benapycb

Bonoxko lN.A., MeHamyuk [.C.

Eenoycoea E.C. — kaHO. mexH. Hayk, doueHm

Wcnonb3oBaHne QR-ko4OB B MOBCEAHEBHOW XW3HWM obneryaloT nonb3oBaTensM A[OCTYM K AaHHbIM C MOMOLbl Nto6oro
COBPEMEHHOTO YCTPOWCTBA C KaMepoW. [Mpy 3TOM BO3HMKAOT BOMPOCH OGHaPYXEHWsI ysI3BUMOCTE MUcronb3oBaHus QR-kofoB, a
Takke obecneyeHns 6e30nacHOCTV TPaH3aKLUMNA.

Cytb TexHonorun QR (Quick Response Code) 3akniovaetcs B ee COBMECTUMOCTU C CEPBMCOM
SmartPay, koTopoe MoxXeT ObiTb, kak BaHKOBCKMM, Tak U KOMMEPYECKUM. YCTaHOBMB NPUIOXKEHUE Ha
YCTPOMCTBO WM OCYLLEeCTBMB BbIOOp TOBAapoOB, MoKynatenb MOXeT onnatntb ux QR-nnatexom. [Nocne
OTKPbITUA MPUNOXEHUS U MonyYyeHus yHukanbHoro QR-koga yCTPOMCTBO HEOBXOAMMO MPUNOXUTL K
CkaHepy, u onnata ©OygeT peanusoBaHa. B npunoxeHue nokynatenb MOMYYUT INEKTPOHHLIA Yek.
Mpobnema B TOoM, 4yTo OoTNNUMTE QR-KkOA MarasuHa ot QR-koga 3MOyMbILWAEHHWKA Ha a3 HEBO3MOXHO.
Ecnun ToproBasi Touka ucnonb3yeT CTaTUY4ECKUA KOA, KMOEepnpecTynHWK MOXeT MpOCTO 3aknenTb €ero
cBouMm. [nsa atoro emy Heobxoaumo co3gaTb QR-KOA4 € MMYHBIM CYETOM, WCMOSMb3ys MNPUIOXEHUS -
reHepaTopbl, KOTOpPble HAX0AATCA B OTKPbITOM H6ecnnaTtHoM JocTyne.

Ha ocHoBe npoBefeHHbIX nccrneoBaHUii HaMu MPeanioXeHo ABa OCHOBHbLIX TUMa BO3MOXHbIX Mep
no HemTpanusaumm yrpos npu ocywecteneHun QR-nnartexen: coumanbHO-NCUXONOrMYeckne mepbl U
WH)XXEHEePHO-TEXHNYECKNE, OCHOBAHHbIE HA MCMOMNb30BaHUM CMeunanbHOro NporpaMMHoOro obecneyeHun
(MO).

B kavecTtBe coumanbHO-NCMXONOrMYECcKMX Mep NpeanaratTcs cneayoLme:

— NpoBepKa CyMMbl ONMNathl 1 ee nonyyarens nepeq NnoATBEePXXAEHNEM TpaH3akuuu;

— NpoBepKa NernTMMHOCTY Ko (He HaKMneeH N OH NoBepx Apyroro);

— reHepvpaums NNaTéxXHoOro koga HenocpeacTBEHHO B MOMEHT onnarthbl.

B «kayectBe cneuwanbHoro MO  wMbl  dakynbTaTuBHO  pa3pabaTtbiBaem  nporpammy
«npegayTeHTuuMmkauum npogasuay, MNPWHUMMN KOTOPOW OCHOBaH Ha WCMOMb30BaHWM CTaHaapTa

EMVCo anga nnatexen ¢ nomoubto QR (pucyHok 1).
Network

w
w
c
o
-

@) Transaction Initiation

@ Transaction Outcome

s Payment Network

Mobile Application POl Merchant iii
L] Scan
.,o w e Transaction Outcome
-
=)
| Displays Transaction: 4 | Acquirer
Displays Transaction Result
Result 0 ‘ A
- i

POI generates QRC based ol
merchant details.

PucyHok 1 — CtaHgapT EMVCo ans QR-nnatexen

Mocne ckaHWpoOBaHMS OaHHbIX MHoOpMauuss O TpaH3akuum [ybnvmpyetca M nepefaétcst Ha
BblOENEHHbIN cepBep, rae npoxoauT obpaboTKy M comnocTaBnsAeTcs C OTKpbiToW 6GaHkoBckon 6Gason
AaHHbIX topuaundeckux nuu. B crnyyae ycnewHoro cpaBHeHMs U nonyyYeHns ogobpeHust oT cepeepa konus
WHpopMaumm O TpaH3akuMuM WOET panee nNo NpeAcTaBrneHHoW Ha pucyHke 1 cxeme. B cnyuae
HeoOobOpeHNs TpaH3akuus npepbiBaeTcs M WHdopmauns otnpaensietcs B FINCert HaumoHanbHoro
BaHka Pecnybonukn Benapycb. Takum obpasom, npaBunbHas u addekTMBHas pabota JaHHOW CUCTEMBI
BO3MO>Ha TONbKO MPU KOHCoNuaaumm Bcex cyobekToB GaHkoBCkon cdpepbl Pecnybnvkm benapyce.
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Cnncok MCMonb30BaHHbIX UCTOYHUKOB!

Onnata no QR koay - https://www.raschet.by/platelshchikam/ais-raschet/oplata-po-qr-kodu/

OnbIT Kutas no CO3AaHuIo pacyeTHOro npocTpaHcTBa n onnare QR-kogamu -
https://www.hutkigrosh.by/blog/oplatagrkodami/

QR-koabl — oT AnoHum go Poccun - https:/iwww.kaspersky.ru/blog/qr-code-payments/22960/
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BE3OMNACHOCTb KWBEP®PU3UYECKUX CUCTEM:
KOMMYHUKALMWOHHbLIE ACMNEKTbI
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2. MuHck, Pecniybniuka benapycb

Kadywko A.A.

Qunamosa [.B. — 0.¢cp.-M.H

B pabote paccmoTpeHa koHuenuusi ¢abpukn Byayuiero. MokasaHo, 4TO OCHOBHOM MPOBMEMoV pPacnpoCTpaHeHWss TeXHOMoruu
abpukm Byaywero sBnsieTcs knbepbesaonacHoCTb, OnMUcaHa cucTeMa CBsi3W ycTpoiicTBo-ycTpoicTBo (D2D). PaccmoTtpeHa
KnaccmduKaums CyLLECTBYIOLLMX apXUTEKTYP CUCTEM CBS3W YCTPOWCTBA-K-yCTPOWCTBY knbepdusndeckie cucTem, a Takke MeTofoB
3aLMTbl UHPOPMAaLIMN.

KoHuenumn cabpukn Oyayuwiero OCHOBaHbl Ha HECKOMbKMX MPUHUMNAX: OTKPbITOCTb LEnOYKM
co3[aHNs CTOMMOCTU (MOHMMaemasi Kak ageKkBaTHOCTb, MMOKOCTb, YCTOMYMBOCTb M OMNTMMAarbHOCTb MO
OTHOLLUEHMIO K KanuTanbHbIM 3aTpataM, CBA3aHHbLIX C MMaHUPOBAHWEM W YNpaBrieHNEM NPeanpusTUEMm),
rMbkocTb npou3BoacTBa (Mo obbeMy, MNPOAYKTY, Ou3aliHy, Npoueccy M aBTomMaTu3auun), KIMeHT-
OpWMEHTUPOBAHHOE MPOM3BOACTBO, crneumduka OusHec-mogenu (KpayLcopcuHr, AaaS-npuHuun,
cMMbuoTnyecKkass 3KocMcTeMa), JokanbHas uHuumMatmea («smart»-nponsBoAcTBO, MPOMbILLIIEHHbIV
WHTEPHET, 9neKkTpoHHast dabpuka, Industry 4.0, wHTennekryanbsHoe npou3Boacteo) [1]. lNombiTka
0000LWeHna koHuenuun npueena kK noseneHnto noHaTna «RAMI 4.0», T.e. «mogenb 3TanoHHOM
apxutekTypbl» [2]. ApxuTektypa oTobpaxaeT ¢abpuky Oyayuiero ¢ MCNonb3oBaHWEM TpeXMepHOMn
knaccudukaumun: ynpasneHue dabpukon - «Layers», mepapxus o6opygooBaHus, maTepuarnbHbIX |
HemaTepmanbHbIX pecypcoB — «Levels», TOTOK co3gaHns CTOMMOCTM Npu Xn3HeHHoM uunkne — «Life Cycle
Value Stream». OTnuuutenbHOW 4YepTOM Takoro BOCMPUATUS SBMASETCH NOSBNeHue «duanyeckon» u
«MHAOPMALIMOHHON» CUCTEM-000MN0YEK, NpvyemM BTOpas BOCNPMHMMAETCH Kak KIOH MNepBOv U
ucnonb3yeTcs Ans ynpaeneHus dabpukon B Luenom [2, 3].

OcywiecTBneHne ynpasreHnst Mpu MOMOLLM MHAOPMAaLMOHHON 0BO0MOYKM 3aBMCUT OT Bblbopa
nnatgopMbl U ee apxutekTypbl. OOHUM U3 peLleHU ABNSIETCA apXMTeKTypa ¢ ucnonb3osaHnem CPMT
(ot aHrn. «cyber-physical machine toolsy — «kubepdusmdeckne crtaHku). WNpoes 3aknmodaeTca B
npeactasneHun CPMT B Buae Tpex nogcuctem: dusndeckme yctponctea (physical devices), cetu
(networks) u umdposoro 6nm3HeLa PU3NYECKMX YCTPOWUCTB, CoaepKallero Takke anroputmel 06paboTku
UHdoOpMaUnM, ANarHoCTUkN K ynpasneHus. O4eBnaHO, YTO Mexay (PUM3NYEeCKMMK YCTPOWCTBaAMU U UX
WHOPMALMOHHBIMM BNn3HeLamMn MOCTOSHHO NPOUCXOAWT Mnepedada OaHHbIX, KOTopble MO CKOPOCTW,
obbemy M CTpykType xapaktepusytoTca kak Big Data. Ho, HecmoTpss Ha nporpecc B obnactu
WH(OPMALMOHHBIX TEXHOMOMMIN, CyLLEeCTBYIOT 6Hapbepbl, OrpaHMyMBaloLLMe PacnpoCTPaHEHWe TaKoro
pelleHnsa: CBA3b W B3auUMOAENCTBUE U3NYECKUX UM  WMHMOPMALMOHHBLIX YPOBHEW nNpeanpusaTus,
apxuTekTypa CUCTEMHOW WHTerpauum, oxpaHa um 6e3onacHOCTb XpaHeHWs u nepefayn MHopmaumu
Mexay ypoBHAMU. [Mo3TOMy cpean nepcrnekTUBHbLIX HanpaBneHW uccnegoBaHun ABMSKOTCA: UHTEPHET
Bewen (loT) wun mexmawwuHHoe obuweHne (M2M, D2D), obnayHas WHpacTpyKTypa NPUNOXEHUA u
npomMexyTtovHoe MO, aHanuTuKa AaHHbIX (BbluMcrieHnst B 6a3e AaHHbIX B NamsitTu, obpaboTka NMOTOKOB
coObITWIA, KOMMNNEKCHaa obpaboTka COOBLITUIN, MEXaHU3Mbl MPUHATUS peLLeHnit), yMHas poboToTeXHUKA
(B3amopgencTene yenoBeka w poboTa, HOBble MNapaguMrMbl  NPOrpamMupoBaHns  pPoGOTOB),
WHTErpnupoBaHHOe MOAEeNMpoBaHne NPOM3BOACTBA NPOAYKUMK, agauTneHoe npom3soacteo / 3D nevaTs.

Vcnonb3oBaHue MHTEPHETa BeLLen CBS3aHO C NpoGreMon 3arpyKeHHOCTU ceTu (UCMonb30oBaHWe
CUCTEMBI CBSI3M, MOCTPOEHHOM Ha MCMONb30BaHMM 0a30BbIX CTaHUMWA, HeadekTnBHO, XoTs Obl n3-3a
OTCYTCTBMSI BO3MOXHOCTW MOAAEMKKN HEOrpaHWYEeHHOro KONMYEeCTBO YCTPOWCTB B CBoew cetn 6e3
noTepu kavyecTtea cBsA3u). AnbTepHaTnBon sBnseTca 5G TexHonorus, T.e. cuctema CBA3WN YyCTPONCTBO-K-
ycTponctBy 6e3 wncnonb3oBaHus 6as3oBbix cTaHuun [4]. TmaBHasa npobrnema 3TOM TexHomorum -
OTCYTCTBME POpPMann3oBaHHbIX CTaHAAPTOB Y METOAOB 3aLlMTbl YYBCTBUTEMbHbIX AaHHbIX. Lienbio aTton
paboTbl ABNSAETCS M3ydeHMe U Knaccudmrkaumsa cywecTBYOLWNX apXUTEKTYP CUCTEM CBS3M YCTPOMCTBA-K-
YCTPONCTBY knbepdusndeckme cuctem, a Takke METOAOB 3auUTbl UHOPMaLMK.

Cnncok MCnonb30BaHHbIX UCTOYHMKOB:

1. Kagermann, H. Securing the future of German manufacturing industry: recommendations for implementing the strategic
initiative INDUSTRIE 4.0 / Kagermann H., Wahlster W., Helbig J. // Final report of the Industrie 4.0 Working Group - 2013. — vol. 40,
pp. 1-—84.

2. Lee, J. A cyber-physical systems architecture for industry 4.0-based manufacturing systems / J. Lee, B. Bagheri, H.A.
Kao // Manufacturing Letters — January 2015 — vol.3, pp. 18 — 23.

3. Filatova, D. Production process balancing: a two-level optimization approach / D. Filatova, Ch. EI-Nouty // International
Conference on Information and Digital Technologies (IDT) 2019, — IEEE, 2019 — pp. 123-131.
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NMPAKTUKU MUHUMUN3 AL NHPOPMALIMOHHbLIX PUCKOB B
OPIrAHU3ALIUAX

Benopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHopMamuku U paduo3ieKmpOHUKU
2. MuHck, Pecnybniuka benapycb

Kasbeposuy W.T".

Bnacosa I A. — kaHO. mexH. HayK, doueHm
B coBpemeHHOM Mupe OypHO pasBuBalOTCA TexHomnorun obpaboTkv, xpaHeHuss M nepegadv uHdopmauuu. [NpuMeHeHne
MH(POPMALMOHHBIX TEXHOMNOrMA  TpebyeT MOBBILEHHOTO BHWMAaHWSA K BoMpocaM MHopmaumoHHon 6Ge3onacHocTn.  Puck
MHpopMaLMOHHOM 6e30nacHOCTN opraHusauun NpeacTaBnsaeT cobort BO3MOXHbIV yliep6 opraHvM3aumy B pedynbTaTe peanvsaumm
HEKOTOpPON yrpo3bl 4Yepe3 ys3BMMOCTb. HapylieHne wHMOPMaUMOHHON 6e30NacHOCTU OpraHu3aummn BreyeT YHUYTOXEHWe
MHPOPMaLMOHHBIX PECYpPCOB, HEAOCTYMHOCTb NMBO UX HECaHKUMOHUPOBAHHOE WCMONb30BaHWE, YTO HapyllaeT “HenpepbiBHOCTL”
6usHeca, NPUBOANT K (OMHAHCOBBLIM NOTEPSAM U yLlepby penyTauuu.

Ona obecneyeHnsa nHpopMaLMoOHHON 6e30MacHOCTM ManbiX U CPpeoHUn KOMMNaHW NpearioXeHbl
cnegyoLwmne nNpakTUKK:

1. PasrpaHuyeHve pocTyna COTPYOHUKOB 4epe3 ayTeHTudukauuio nonb3oBaTenen wu
MeXCceTeBble 3KpaHbI.

2. Cumynauusa “vwmnHroBbix” atak 4ns TPEHUPOBKM M NOATOTOBKU COTPYAHMKOB K MOAOOHbLIM
cnydasim. CornacHo uccnegoBaHuam komnaHum “PhoenixNap” B 2020 rogy, AaHHble aTaku
ABNAOTCA Hanbonee NonynsipHeIMM Cpean KOMMNaHUM Ha MMPOBOM YPOBHE.

3. Peanusauusa yganeHHoOro goctyna K koprnopaTtuBHow cetu yepe3 VPN 1 ucnonb3oBaHue
aHTMBUPYCHBIX MPOrpaMm MO3BONSAIOT YMEHbLUWTbL PWUCKM atak B Crydvae yOaaneHHOW
paboTbl COTPYAHUKOB.

4. OcBeOoOMNEHHOCTb  COTPYAHMKOB,  yAaneHHbIX  COTPYOAHWKOB W ayTCOPCUHIOBbIX
COTPYOHWKOB O KOH(MAEHUNANbHOCTM AaHHbIX OpraHn3auun n nx COBCTBEHHbIX AaHHbIX,
nonutnkax 6e30MacHOCTM N rocygapCTBEHHbIX 3aKOHAX MyTeM MpoBeAeHMs “BOPKLLOMNOB”,
TPEHUHIoB M npes3eHTauun. CornacHo uccriegoBaHusim Ponemon Institute, 2 n3 3 artak
WHULIMNPYIOTCHA COTPYOHUKAMM U MOTYT ObITb NpefoTBpaLLEHBI.

5. WN3bexaHne MeTOOOB COUMANbHOM WHXEHepun 4Yepe3 sms, email, 3BOHKKW, npodunm
coumanbHbIX ceTeln N T.4. C MOMOLBLID KOTOPbIX MOMy4yaloT aBTOPU3aLMOHHbIE OaHHbIe
COTPYOHWKOB WM  JOCTyN K 3alWuweHHbiM  dannam. CoTpygHUKM  OOMKHbl  ObiTb
OCBEAOMIIEHbI O BO3MOXHOCTU NOA0OHbIX aTak.

6. BHegpeHve nogxoga no ynpasreHWO pucKaMu MHGOPMaUUOHHOW Ge3onacHOCTW, YTO
Nno3BOMNWUT COTPYAHUKaM oOnepaTMBHO oOnpefenstb, uccrnegosaTb W pearmposaTb Ha
WHUWOEHTBI.

7. TMokynka/pa3spaboTtka nporpaMMHOro obecneyeHns MO0 MOHUTOPUHIY NOMNb30BaTENbCKON U
(rannoBor akTMBHOCTU. MOHUTOPWHI nonb3oBaTenen MNo3BoNseT nerye pearnposaTb U
npegoTBpaLllaTb MHUNOEHTDI.

8. Heobxogumo mcnonb3oBaTb MeHemkepbl naponen (LastPass, Dashlane, CommonKey u
T.0.). Wcnonb3oBaHwe cnabbix 5nMbO MOBTOPSAKOLWUXCA Maporien ogHa U3  cambiX
pacnpocTpaHeHHbIX NPaKTUK.

9. T[lepuognyecknii NepecMoTp CMMCKa COTPYAHMKOB (OCOBEHHO MNpu YBOJBHEHUAX IMOO
nepexogax COTPYOHWKOB), UMEKLLMX NMPUBUIENMPOBAHHBIA AOCTYN K BaXKHbIM 0bOnacTam
BusHeca/gaHHbIM, NMB0 pa3paboTka cMCTeMbl ayanTa NpyMBUNErMpoBaHHbIX JOCTYMNOB.

10. Pe3epBHoe KonmpoBaHue AaHHbIX Ha perynspHon OCHOBe.

11. PerynspHble 0OGHOBMNEHUS 1 0BCRYyXMBaHME NCMOMb3yeMbIX CUCTEM N 0becneYveHus.

12. MNoppepxaHue B akTyaribHOM COCTOSHUWM MnaHoB 06paboTkM pUCKOB (MH(OPMAaLMOHHbIX
aKTMBOB, KaTanoroB yrpo3 1 ysi3BUMOCTEN U T.4.).

13. MNoppepxaHue npoueccoB UHGPOPMALMOHHON Ge30MacHOCTN B COOTBETCTBUM CTaHOapTaMm
ISO, PCI, DSS, HIPAA. [1,3]

CornacHo uccnegosaHusm komnaHun “Positive Technologies” B 2019 rogy, u3 33 opraHunsauui,
NPOTECTUPOBAHHbIX Ha BHYTPEHHEE W BHELWIHee MPOHUKHOBEHUe, MOonynsapHbIMU  YA3BUMOCTSAMMU
ABNAOTCSA HEQOCTaTKN NaposibHON NOMUTUKKM, SKCNyaTaums HeAOCTAaTKOB 3aLnThl 6ECNPOBOAHLIX CETEWN,
npUMeHeHne couManbHON WHXEHepUn U, cnefoBaTenbHO, HU3KUA  YpOBEHb OCBEOOMIEHHOCTU
nonb3oBaTenen B Bonpocax MHOpMaLnoHHoON 6e3onacHocTu. B pe3ynbTaTte BHELWHEro TECTMPOBAHUS
Ha NpoHukHoBeHMe B 92% wn3 33 nccrnegyembix KOMMNaHWIA yaanock NpeogorieTb CEeTEBON NEPUMETP Mo
npuymMHe npobnemMbl HECBOEBPEMEHHOINO OOHOBIEHUS MNporpamMmMHoOro obecneyeHuss (Bepcuum
npuknagHoro MO, cepBepoB, Beb-npunoxexun). B pesynbTate BHYTPEHHNX TECTOB Ha NPOHMKHOBEHME B
100% wuccnegyeMbiX KOMMAHUIA MOMyYeH KOHTPOMb Hag BHYTPEHHEN MHMPAacCTPYKTYpon MO MpUYMHE
HEeJOCTaTOYHOrO YPOBHS 3alUWTbl NPUBUNETMPOBaHHbBIX YYETHbIX 3anuncewn, CNoBapHbIX Maponen,
HeJOCTaTKOB 3aLUMTbl CIY>XEBHbLIX MPOTOKOMNOB CETU U XPaHEHUS BaXKHOM UHopMaLun B OTKPLITOM BUAE.
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Ana MuHUMM3auumn MHOPMAaLIMOHHBIX PUCKOB B OpraHU3aLmnm BaxHO cnejoBaTb BCEM pekoMeHAauusam B

KOMMIeKce, Tak Kak Aaxe OTAeribHble npobenbl B MexaHu3max 3alMTbl MOTYT MOCAYXWUTb MPUYUHON
B3r1OMa UHAPACTPYKTYPbl MU KOMMPOMETaL MU KPUTUYECKM BaXKHbIX PECYpPCOB. [2]

Cnncok MCnonb30BaHHbIX UCTOYHMKOB:

Munocnasckaa H.I., Cenatopos M.IO., Toncton A.N. TlpoBepka ¥ oOuUEHKa [AEATENbHOCTM MO  YrNpaBreHWo
nHbopmaumoHHoM HGe3onacHoCTbio: HayyHoe nocobue ans By3oB / H.I. Munocnasckas, M.FO. Cenatopos, A.W. Toncton — M.:
[opsivas nuHusa-Tenekom, 2013. — 166 c.

OdwmupanbHbii  cant  komnaHum  “Positive  Technologies”  [OmekTpoHHbIn  pecypc]. — Pexum  poctyna:
https://www.ptsecurity.com/ru-ru/research/analytics/corporate-vulnerabilities-2019/ - [lata goctyna: 04.04.2020.

OdomumanbHbIn cant KOMNaHum “phoenixNAP” [OnekTpoHHbIN pecypc].

- Pexum pocryna:
https://phoenixnap.com/blog/cybersecurity-best-practices - [lata goctyna: 07.04.2020.
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BE3OMACHOCTb OMNEPAUUOHHBIX CUCTEM B KOPINMOPATUBHbIX

CETAX

Benopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHopMamuKku U paduo3rieKmpoOHUKU
2. MuHck, Pecniybniuka benapycb

Knumos [].A.

WupuHekud B.I1. — k.m.H.,0oueHm

M3noxeHa knaccudukaumsa yrpos KopropaTMBHbLIM CETSIM MO PasfMyHbIM acrnekTam, Noaxoap! K 3aluTe UHGOPMAaLIMOHHBIX CUCTEM,
nonuTUKM 6e30nacHOCTV NPEANPUATUS.

Yrp

TpyoHOCTM pelleHWss npakTuyeckux 3agady  obecneyeHnss 6e30MacHOCTM  KOHKPETHbIX
onepaunoHHbIX CUCTEM CBSI3aHbl C OTCYTCTBMEM Pa3BUTOWM CTPOMHOWM Teopun N HeobxoamMblx
Hay4YHO-TEXHUYECKMX W METOOUYECKMX OCHOB obecneveHus 3aluTbl MHGOpMaUun B
COBPEMEHHbIX YCIOBUSIX.

YA3BuMbIMN SBNAOTCSA OykBanbHO BCE OCHOBHbIE CTPYKTYPHO-(PYHKLMOHAINbHbIE 3NEMEHTbI
coBpeMeHHbIx OC. 3awuwartb koMnoHeHTbl OC HeobxoAumMo OT BCEX BMAOB BO3AEWCTBUINA:
CTUXUIAHBLIX 6eacTBUn U aBapui, COOEB N OTKA30B TEXHUYECKUX CpeacTs, OWnBOK nepcoHana u
nonb3oBartenen, ownbok B nporpammMax 1 oT NpeaHaMepeHHbIX AEVCTBUNA 3M0YMbILLIEHHWKOB.
03bl 6€30MacHOCTM OnepaunoHHON CUCTEMBI CYLLIECTBEHHO 3aBUCAT OT YCINOBUI ee

akcnnyaTaumm, OT TOro, kakast HopMaLmsa B HEWM XpaHUTCs U obpabaTtbiBaeTcd, n T. A.

Yrpo3bl 6€30nacHOCTM OnepaumoHHOW CUCTEMbI MOXHO KraccuduvumpoBatbe MO Pas3nUyHbIM
acnektam ux peanusauuu:

no uenu ataku;

no NPUHLMNY BO3AENCTBUSA Ha ONEepPaLMOHHYIO CUCTEMY;

no TNy NCNOSb3YEMON 3MOYMbILLMEHHUKOM YS3BMMOCTU 3aLLMThI;

Nno xapakTepy BO34eNCTBUSI HA ONepPaLMOHHYI0 CUCTEMY.
BbllwenepeyncneHHble TUMbl Yrpo3 W MPOHUKHOBEHW MOTYT Bbl3blBaTb MHOXECTBO BWAOB
npobrem pasnuyHbiX YPOBHENW — OT OTHOCUTENbHO 0e306MaHbLIX 40 NPeAcTaBnsALWNX KpanHe
Cepbe3Hy0 CTeMeHb ONacHOCTU. TeM He MeHee, Jaxe Kaxylunecsa Hecepbe3HbIMU HapyLUeHUs
MOryT B UTOre nNpuMBOOUTbL K CYLLECTBEHHOMY HapyLUeHuto paboTbl KOPMOpaTUBHbLIX CETEW.
VIMEHHO NO3TOMY B COBPEMEHHOM MMpEe HEOOXOAMMO OCYLLECTBIATEL NMOCTOSHHBIN NEPECMOTP U
0OHOBNEHNE NOAXOO0B K 3aLLMTE ONepaLNoOHHbBIX CUCTEM.

CyulecTtByeT ABa OCHOBHbIX NOAX04A K CO34aHWMI0 3aLUMLLEHHBIX ONepaunoHHbBIX CUCTEM
— oparmMeHTapHbIn N KOMMIEKCHbIN. [pn dparMeHTapHOM MOAxoAe BHavane opraHusyeTtcs
3awmTa OT OOHOW yrpo3sbl, 3aTeM OT Apyron u T. A. [Npumepom, dparmeHTapHOro nogxona
MOXET CNYXWUTb CUTyaLns, Koraa 3a OCHOBY GepeTcsa HesallulieHHasa onepaumnoHHas cuctema,
Ha Hee yCTaHaBNUBAKT AHTUBMPYCHBIA MAKET, CUCTEMY LUMAPOBAHUSA, CUCTEMY perncTpauum
JencTBui nonb3oBartenen n T. 4.

Mpn npumeHeHun pparmeHTapHoro nogxoga noacuctema 3awutel OC npeacrasnser
cobon Habop pa3poO3HEHHbIX MNPOrpaMMHbIX MNPOAYKTOB, Kak MNpaBufo, OT pasHbIX
npoussoguTenen. OTW MporpaMMHble cpeacTBa paboTalT He3aBMCMMO Apyr, OT Apyra, npu
3TOM MNpPaKTUYECKNn HEBO3MOXHO OpraHusoBaTb WX TecHoe B3aumogencTteume. Kpome Toro,
OTOENbHbIE 3MEMEHTbI TakOW MNOACUCTEMbl 3alUMTbl MOTFYT HEKOPPEKTHO paboTaTb B
NPUCYTCTBUWN OPYT OPYra, YTO NPUBOAUT K PE3KOMY CHUKEHWUIO HAOEXHOCTU CUCTEMBI.
lMporpaMmmHo-annapaTHble CpeacTBa 3alUUTbl ONEpPaLMOHHON CUCTEMbI 00A3aTeNbHO OOIDKHbI
OOMNOSHATLCA aAMUHUCTPATUBHBIMU Mepamu 3awmThl. be3 NoCTosHHOM KBanuuLMpoOBaHHOWN
nogaepXXkn Co CTOPOHblI agMUHUCTPATOpa Aaxe HageXHas nporpaMmHo-annapaTtHas 3awuTa
MoXeT gaBatb cbowm [1].

Monutnka Ge3onacHoCTM MoApa3yMeBaeT HanuMyue MHOXECTBa YCIOBUIW, Mpu  KOTOPbIX
nonb3oBatenn CUCTEMbl MOFYT MOMy4UTb JOCTYN K uHGpopmaumm un pecypcam. C ogHoun
CTOPOHbI, nonuTMka ©Ge3onacHOCTM MNpPeAnucbiBaeT MOMb30BaTeNsM, Kak NpPaBUSIbHO
aKkcnnyaTupoBaTb CUCTEMY, C [ApYyrod — OHa onpejenser MHOXECTBO MeXaHU3MOB
Ge3onacHOCTW, KOTopble OOMMKHbI CyLlecTBOBaTb B KOHKpeTHow peanusauun OC. Monutuka
6e3onacHocTn OC moxeT ObITb BblipaykeHa hopMarnbHbiM U HedbopMarbHbiM 0b6pa3om. Beibop
N nognepxaHve agekBaTHOM MONMTUKM 6e30MacHOCTM SIBNSOTCA OOHOW M3 Hambonee BaXKHbIX
3aja4y agMuvHuUcTpaTopa onepalmMoHHON CUCTEMBI.
Taknm obpasom, nonmTtuka 6e30nacHOCTM AOMKHA Y4MTbIBaTb ABa MaBHbIX hakTopa:
MaKkCMMaribHyl  3aluTy  OMepaumMOHHbIX CUCTEM  OT  BHEWHUX U BHYTPEHHMUX,
CaHKLUMNOHUPOBAHHbIX YN HECAHKLIMOHUPOBAHHbLIX BTOPXEHWI,;
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— B TO € BpeMs JOCTYNHOCTb 1 OT3bIBYNBOCTb ANA aAMUHUCTPATOPOB U NoNb3oBaTenen camon
KoprnopaTuBHOWM ceTu [2].

Crnucok ucnosib308aHHbIX UCMOYHUKOS:

1. UaHbeuH B.®. KomnnekcHas 3awuma uHgpopmayuu KC. SghchekmusHbie memodsi u cpedcmea [SrnekmpoHHbIl pecypc]
: [yuebHoe nocobue] / B.®. WanbeuH — M : AMK-lpecc, 2010. — 545¢.
2.

lMpockypuH B.I"., 3awuma e onepayuoHHbix cucmemax: YuebHoe rocobue 0Ons e8ysoe / [lpockypuH B.I. — M.
lopsivast nuHusi — Tenekom,2014. — 192¢.
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HAAEXHOCTb CUCTEM KOHO®UOEHLUWAIIbHOWU CBA3MU,
OPIrAHU3OBAHHOU NO BOJIOKOHHO-OMNTUYECKUM KAHAJIAM

Tumogpees A. M., Konsiduu A. C.

Benopycckuli 2ocydapcmeeHHbIl yHuU8epcumem UHopMamuku U paduo3ieKmpoOHUKU
2. MuHck, Pecniybrniuka benapych

Tumogbees A. M. - kaHOUOam mexHU4YeCcKUX HayK, OOUeHm

ObGecneveHve KoHMMAEHUMANbLHOCTM nepedaBaemMoVi MHoOpMauMmM — ogHa U3
Hanbonee BaxHbIX 3aga4 Npu pa3paboTke COBPEMEHHbIX CUCTEM CBA3N. PelueHne aton 3agaun
BO3MOXHO MOCPEACTBOM CWUCTEM KBaHTOBO-KPUMNTOrpadnyeckon CBSA3W, MNEepCrneKTUBHOCTb
MCMNOMb30BaHUS  KOTOPbIX  OByCcrnoBneHa  BO3MOXHOCTbHO — AOCTWXEHMS  abCcontoTHOM
KOH(PMAEHUMaNbHOCTU nepefaBaeMblX [OaHHbIX, 9TO AOCTUMraeTcs 3a CYyeT MPUMEHEHUs
ManOMOLLHbIX OMTUYECKMX CUMHAmoOB W, COOTBETCTBEHHO, BbICOKOYYBCTBUTENbHbLIX MPUEMHbIX
mogyrnem — cyetynkoB poTtoHoB [1, 2]. llpu 3TOM BaxXHO Yy4uTbIBaTb, YTO MPUEMHOE
obopyaoBaHve (cyeTymkm poToHOB) obecneuvBano HaumeHbLUWe MOTepu nepegaBaeMon
nHdopmaummn. MepTBoe BpeMs CHETYMKOB (DOTOHOB — 3TO BpeMs, B TeYEHME KOTOPOro CHETUMK
(OTOHOB HEe YYBCTBUTESEH K NadaloLleMy Ha HEro onTuyeckomMy manydeHuto [2]. Llenbto gaHHON
paboTbl ABMANOCL onpeAeneHne BAUAHWA MepTBOro BpeMeHW cuyeTynka hOTOHOB Ha MoTepwu
nepegaBaemoln MHopMauum B KBaHTOBO-KpUNTOrpaduyeckom KaHane CBs3W, B KOTOPOM
AaHHble NpeacTaBnAlT coboi NnocneaoBaTeNbHOCTM ABOUYHBIX CUMBOMOB «0» 1 «1». O6bekT
nccrnegoBaHUs — aCMHXPOHHBIN KBAHTOBO-KpunTorpaduyeckmn kaHan cesAsn [3], KOTOpbIN He
TpebyeT HanuumMa nVHUA CBA3W ANs nepefjadyM M npuvema cuHxpoumnynbcoB. [lpegmer
nccrnegoBaHUss — YCTaHOBMEHUE BNWUSHUSA MPOANEBAIOLErocss MepTBOro BpPEMEHM Tuna Ha
HTPOMMIO NoTepb. [JaHHLIM TMMIOM MEPTBOrO BPEMEHM XapakTepU3YHTCH CHETYMKN (DOTOHOB Ha
6a3e naBWHHbIX (POTOMPMEMHUNKOB, BKIKOYEHHbIE MO CXEMe MaCcCMBHOrO raweHus nasuHbl [1].
Ha puc. 1 npeacraeneHbl 3aBUCMMOCTU SHTPONUKN NOTEPb OT CPeAHEN ANNTENBbHOCTM MEPTBOIO
BPEMEHWN NPOANEeBalLWerocs Tuna AnA pasfiuYHbiX CpedHUX CKOPOCTEeN cuyeTa CUrHanbHbIX
UMNYNbCOB Mpu nepegaye cumaorioB «0» Nso M CMMBOJIOB «1» Ns1.

H(B/A), omu.eo.
r'y

1,0

0,8

0,6

00 ‘ . ‘ T, 10
0,0 1,0 2,0 3.0 4,0

PI/ICVHOK 1 — 3aBNCUMOCTb SHTPONUKU NOTEPL OT CPEAHEN ANUTENBHOCTU MEPTBOIO BPEMEHM

BbinonHeHHble uccnegoBaHUsa nokasanuW, 4YTo C POCTOM CpedHen ANUTEenbHOCTU
MepTBOro BpeMeHW MpoArieBaoLLerocss Tuna 3HTponusa notepb ysenuyusaetcs. [puyem npu
NpoYUX paBHbLIX NapaMeTpax ¢ POCTOM CPefHUX CKOPOCTEN cyeTa CUrHarnbHbIX UMMYNbLCOB NpU
nepegaye cMmosios «0» M CUMBOSOB «1» 3HTPONUA NOTEPb YMEHbLLIAETCS.

CnucoK ucnosb308aHHbIX UCMOYHUKOS:

1. KeaHmoseas kpunmozpacpusi: udeu u npakmuka / C.A. KunuH. MuHck: benopyc. Hayka, 2007.

2. Tumogpees A.M. Yempolicmeo Onisi nepedayu u rnpuema 080UYHbIX OaHHbIX M0 80IOKOHHO- OMMUYECKOMY
kaHany cesi3u // lNpubopbi u MemoOb! usmepeHudl. 2018.

3. Tumogpees A.M. OueHka enusiHusi rnpodoriesarw,e2ocsi Mepmeoao 8PeMeHU cyem4yuka homoHO8 Ha
8eposImHOCMb oWUB0YHOU peaucmpayuu 0aHHbIX K8aHMOBO-Kpurimozepaghudeckux kaHanos cessu / A.M. Tumogpees /
BecmHuk cesisu. — 2018.
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CBEPXLLUUPOKOMONOCHbIA TEHEPATOP CNOXHbIX CUTHAINOB
MUKPOBOJIHOBOI'O AUAIMA30OHA

Jlucoe .A., bynaeko [.T.

Bernopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHgopmamuku U paduod/1eKmpOoHUKU
2. Munck, Pecnybnuka benapyck

lycuHckul A.B. — KaHO. MexH. HayK

B noknage paccmaTtpuBaeTcsl CTPYKTypHasi cxeMa CBEepXLUMPOKOMOSIOCHOTO reHepaTtopa CrOXHbIX CUrHanos. JTOT reHepaTop
npeaHasHadeH Ans NpOBEAEHVs aHTEHHbIX M3MEPEHW i W WCCRedoBaHWii napameTpoB pajapoB BO BCEM  MUKPOBOMHOBOM
avanasoHe.

B HacTosiwee BpemMa npuobpeTaeT akTyanbHOCTb 3ajaya (popMUPOBAHMA  CMOXHbIX
pPagMOTEXHUYECKMX CUTHANOB B AuManas3oHe 4acToT oT 2 Ao 298 [Ty Ana ocylwecTBAeHNS aHTEHHbIX
U3MepeHnn un uccnegoBaHW napameTpoB pagapoB. B atmx uenax TpaguUMOHHO WCMNONb3YHOT
cTaHOapTHoe u3ameputenoHoe obopyaoBaHue [1]: BEKTOPHOM reHepatop C MEepPEeHOCYUMKOM 4acTOThbl,
nosgonstoLlee obecneunTs GoOpMMPOBaAHME CIMOXHbBIX paanoTEXHUYECcKnx curHanos o 40 Mu,.

B poknage paccmatpuBaeTcs cxema (puc.1) CBEpPXLWMPOKOMOMOCHOrO reHepatopa CroXHbIX
CUrHanoB, MO3BOSISIIOLLEr0 NEepPeKpbiTb BECb MUKPOBOMHOBBLIM AuanasoH oT 2 o 298 IMu. C uenbio
pacLMpeHns YacTOTHOro Auanas3oHa Oblfiv UCNonNb30BaHbl B NEPEHOCHMKaX 4acTOTbl CMECUTENM, a He
YMHOXUTENM YacTtoTbl. Kpome Toro, npu noctpoeHun reHepatopa Oblnia NnpegycmMoTpeHa BO3MOXHOCTb
MCMNOMb30BaHNA CMEHHbIX MOAYren NEePEHOCYMKOB YacTOTbl M CMEHHbIX aHTEHHbIX Moayrnen. YacTtota
curHana, Wusfny4yaemoro B MpPOCTPaHCTBO, pa3buBaeTcs Ha nogauanasoHbl, KOTOpble 3aBUCAT OT
KOMOVHaUMM CMEHHbIX MOOYIEN: aHTEHHOrO U MEPEHOCHYUKa YacTOTbl, Pa3MeLLEHHbIX BO BTOpOM Grioke
reHeparopa.

MepBbIi 6MOK reHepaTopa OTBEYaeT 3a reHepauuio CUrHanoB B aHaNoroBOM BuAe C 4acTOTON
retepoavHa Y1, BTropon 6nok obecneumsaet bopMmMpoBaHne CUrHanoB B AnanasoHe 4actoT 2-298 .

Bnok 1 Bnok 2
AHTEHHbI MOAYNE
T —
nnmuc — UAn a MogynsaTtop Cmecutennb Cmecutenn,
leTepoauH eTepoauH Oenutenb
ura urz T MOLYHOCTH T
Moayne FeTepoavH FeTepoauH
nepeHoc4uka uri.1 uri.2
4YacToThbl | |
Ynpaenexue 1 Ynpasnaemblii Ynpasnsaembiii
Ko 1 Krtoy 2
Ynpasnexue 2 ‘
UI'IMT Unm

PucyHok 1 — CTpyKTypHasi cxema CBEPXLUMPOKOMOMNOCHOro reHepaTopa CrOXHbIX CUrHarnos

C nomowpbto MIINC mn UAM 6Grnoka 1 copmupyeTca MOOYyNUPYIOLWMIA CUrHan C 3agaHHbIMU
napameTpaMy 4acTtoTbl, amnnuMTygbl U @asbl. [MpOMOAYNMPOBaHHLIA CUrHaN MepBOro reTepoavHa
nofaéTcs Ha CMecuTenNb NepeHocYMKa YacToTbl Oroka 2 1 ganee Ha aHTEeHHbIN Moy b.

CnUCOK NCNONb30BaHHbIX UCTOYHUKOB:

1. E8267D PSG Vector Signal Generator. Data Sheet [OnekTpoHHbIn pecypc]. — Pexum poctyna:
https://iwww.keysight.com/main/gated.jspx?Ib=1&gatedld=473817&cc=BY &lc=eng&par
entContld=x202238&parentContType=pt&parentNid=-32488.1150404&fileType=VIEWABLE
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CO3O0AHUE CTPATEIA YMNPABJIEHUA YA3BUMOCTSAMU B
MHOOPMALMNOHHbLIX CAUCTEMAX

JTrobyuk [.C.

Bernopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHgopmamuku U paduod/1eKmpOoHUKU
2. Munck, Pecnybnuka benapyck

lynko T.A. — kaHd. mex. HayK, OoueHm

Kaxablii AeHb B MHDOPMaLMOHHBIX CUCTEMax OBHapyX1BaeTCs MHOXECTBO HOBbIX YSI3BUMOCTEW, NpuyeM obHapyxuBatoTcst
OHM KaK C Lienblo UX UCMpaBneHus, Tak 1 Ans UX aKcrnnyataumn. VicnpaensioTcst ysi3BUMOCTY YacTo nocrie oGHapyXeHust dakta ux
Ucnonb3oBaHusl. K MOMEHTY ucnpaeneHusi, o6LwmMiA yiiep6 oT aKcnnyaTauum ysa3BrMOCTM SBISETCS 3HaUUTENbHBIM. OTO 0653bIBaET K
CO3[@aHuI0 NpoLiecca ynpasreHns YS3BUMOCTSIMU, KOTOPbIN MOXHO UCMONb30BaTh ANS X BbISIBNEHUS U HEMTpanusaumm.

OnTumanbHbI Noaxod K co3daHuio 3dEKTMBHOW CcTpaTernm ynpaereHust YA3BUMOCTSIMU -
caenatb ee XU3HEHHbIM LIMKNOM YrnpaBrieHUs yAa3BUMOCTAMU. KakK U XXU3HEHHbIN LMKN aTaky, XNU3HEHHbLIN
LUUKI yNpaBneHus ysi3BUMOCTAMU YMOPSA0YEHO NaHMPYeT BCE MPOLECChl MO UX HemTpanu3aumu. 370
No3BOMsieT LiensiM 1 XepTBam MHLMAEHTOB, CBA3aHHbIX C KMbepbe3onacHOCTbIO, HeMTpanu3oBaTh yuiepo,
KOTOPbIN OHWU NoHecnwn [1].

CrpaTterus ynpaBneHusi ysa3BMMOCTSMU COCTOUT M3 LLUECTU OTAENbHbIX 3TanoB. NepBbiM 3Tanom B
cTpaterMn ynpasreHus Yysa3BMMOCTAMM AOMKHO OblTb NpoBedeHMe WMHBEeHTapu3auum aktueoB. Ho BO
MHOMMX OpraHu3aumsix OTCYTCTByeT Nunbo COAEepXUTCA HE MNOIMHbLIN peecTp aKTMBOB, MO3TOMY OHM
UCMbITbIBAOT TPYAHOCTM MpM 3awute CBOMX YCTponcTs. [lpu co3gaHwv cTpaternm ynpasreHus
yA3BMMOCTAMW, OpraHusauMs OOSbkHa HavaTb C Toro, 4tobbl cgenatb OQHOrO W3 COTPYAHMKOB
OTBETCTBEHHbIM 3a WHBEHTapM3auuMilo aKTUBOB C LUEeMnbl rapaHTupoBaTtb, 4YTO BCe YCTpPOWCTBa
3aperncTpupoBaHbl U YTO pesynbTaT WHBEHTapusauum Bcerga aktyaneH [2]. Be3 aToro o HekoTopbIX
YCTPOMCTBAX MOXHO 3abbiTb MPU UCMPaBNEHUN UMM YCTAHOBKE HOBOrO MPOrpaMMHOro obopyaoBaHus,
ucnonb3dyemoro Ans obecneveHus Ges3onacHocTM. ATO YCTPOWCTBA M CUCTEMbI, Ha KoTopble OyayT
HaleneHbl 3noymblwneHHKN. OpraHm3aumam Takke He xBaTaeT 3PEKTMBHLIX MHCTPYMEHTOB, YTOObI
noadepXxmBaTb WHBEHTapM3auuMilo B cornacoBaHHOM nopsgke. OOHOBMEHHBI peecTp aKTMBOB
NPUroanTCS, Korga opraHusaLmm NnpuaeTca pearmpoBaTtb Ha YA3BMMOCTU, UCMPaBISs BCe CBOU Pecypcesbl.

BTopbim 3aTanom ctpaternn ynpaBneHus ys3sBUMOCTAMUN SBSETCS ynpasreHne nHdopmaumen, 1.e.
KOHTpPOmnb TOro, Kak wHcopMaumsi noctynaeTr B opraHu3auuio. Hambonee BaxHoOM WHopmaumen
ABNAETCA UHTEpPHeT-TpaduK, NocTynawLwmin n3 cetun opraHusaumn. Kpome Toro, opraHusaumm xpaHart
pasnuyHble TUMbl AaHHbIX, U HEKOTOpble MX HWX HU B KOEM Cry4vyae He AOIDKHbl nonacTb B PYKM
3MI0YMBILLIIEHHUKOB. ECnn K KOMMep4Yeckon TamHe W NUYHOW MHAOPMAaLMKU KNWMEHTOB noryyaT AOCTyn
XaKepbl. 3TO MOXET HaHeCTU Henonpasumbi ywep6. OpraHnsauus MOXeT NULINTBCA CBOEW penyTauum u
noTtepaTb KNnMeHToB. CriefoBaTenbHO, ynpasneHue nHdopmaunen MMeeT XN3HEHHO BaXKHOE 3HaYeHue B
cTpatermu ynpasneHuss ysa3BuMoOCTAMW. Ha [daHHOM 3Tane Takke [OMKHO CcTaTb cosfaHue
adekTnBHOrO cnocoba nepedaunm uHGopMauunm o0 yA3BMMOCTAX W WMHUMOEHTax B obnactu
knbepbeszonacHOCTM COOTBETCTBYWLIMM fvUaM B KpoTyahwwme cpoku. Ha atom sTtane cyuwlectByeT
Heckomnbko npobnem. OgHa u3 npobnem B TOM, YTO C rogamu o6bembl MHpOpMaUuM B opraHusaumun
NMOCTOSIHHO YBEINMYMBAETCS, YTO YCIOXHSET paboTy C HEel, a Takke KOHTPONb Had OOCTYNOM K HEMN.
LleHHaa uHdopmauusa, kacawolascs B3fIOMOB, Takasd Kak OMNOBELLeHUs, Takke MOXeT npeBbllaTtb
BO3MOXHOCTM 06paboTkn GonbwuHcTBa IT-oTAenoB. PeneBaHTHble onoBellieHnss 06 aTtakax MoryT
oTbpackbiBaTbCA Kak NOXHble cpabaTbiBaHWS M3-3a KONMMYECTBa aHanOru4yHbIX OMOBELLEeHMe, KOTopble
BO3HMKAKOT exedHeBHO. Takke BO3HMKaeT npobnema, korga pedb MaeT O nepegadye mHdopmaumm o
HOBbIX YS3BMMOCTSX OObIYHBIM MOfb30BaTensM, KOTOpble He pasbupalTcd B TEXHUYECKUX
ocobeHHoCcTAX. Bce 3TO0 BnuMsieT Ha BpeMsi OTKNIMKA W OEWCTBUSA, KOTOPbIE OpraHu3auusi MoXeT
nNpeanpuHATL B Cryvae NnoTeHUManbHbIX U NpoBEePEeHHbIX MNOoMNbITKax B3foma.

OueHka pUcKoB SBRsieTCs TpeTbMM 3TanoM B CTpaTeruun ynpasneHus yassumocTtamu. MNpexae yem
puckM MoOryT ObiTb YMeHbLUeHbl, TpebyeTca npoBeneHue yrnybneHHoro aHanu3a ya3suMMocTen. B
naearnbHbIX YCIOBUAX COTPYOHWUKM Mo obecneyeHuto 6e30MacHOCTU B OpraHu3auum MoryT pearmpoBaTtb
Ha BCe YsI3BMMOCTU, NMOCKONbKY Y Hee AOCTaTO4YHO pecypcoB M BpemeHu. OaHako B AeWCTBUTENBHOCTU
CYyLLLEeCTBYET OYEeHb MHOrO orpaHuydMsaroLmx daktopos. BoT noyemy oueHka pucKkoB MMeeT peluarollee
3HayeHMe. OLueHKa pPUCKOB [JOIDKHA COMPOBOXAATbLCA OUEHKOM ya3BumocTen. Ha asTtom aTane
opraHusaums JOrPKHa pacTpaBuUTb MPUOPUTETBI OOHUX YA3BUMOCTEN Had APYrMMU N BbIAENUTL pecypchbl
Anst ux yctpaHeHus. OLeHKa pUCKOB Takke AOMKHA COCTOSATb M3 LWeCTN 3Tanos.:
obnacTtb AencTBuS;
cbop AaHHbIX;
aHanus NonuTKK 1 nNpoueayp;
aHanms ya3BuMoCTen;
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e aHanus yrpos;
e aHanus npuemriemMbix yrpos.

YeTBepTbiM 3TanoMm sBMASETCA OLeHKa ysa3BumocTen. OHa TeCHO CBsi3aHa C OLEHKOW pucka Ha
npegbiaywem aTtane. OueHka ya3BMMOCTEN BKMNtovaeT B cebsi BbiiBNEHWE Ys13BUMbIX pecypcoB. OTa
¢aza nNpoBOAMTCS C NOMOLLUBID psAa COrfacoBaHHbIX MOMbITOK B3flOMa M TECTOB Ha MPOHUKHOBEHWME.
Llens coctout B TOM, 4TOBbI CMOAENNPOBaTb peanbHbIN CLeHapuin B3fioMa C UCMOMb30BaHMEM TEX Xe
WHCTPYMEHTOB U METOAOB, KOTOPbIE MOXET UCMOMNb30BaTh NOTEHLMANbHbIN 3MI0yMbILLNEHHUK. TpebyeTtca
nonyyYnTb MCHEPNbIBAOLWNA OTY4ET 000 BCEX YA3BMMOCTSIX, KOTOpble ecTb. Ha Ha pgaHHOM 3Tane
CyLLeCcTByeT HeCKOnbko npobrnem. be3 coOTBETCTBYIOLWEN MHBEHTapu3auuu akTMBOB Henb3s Oyaer
onpegenuTb, Ha KakMx YCTPOMCTBAx crnegyetr COCpefoTouuTbCs. Takke MOXHO 3abbiTb OUEHUTb
3aLUMNLLIEHHOCTb OTAENbHbLIX XOCTOB, @ OHU TEM HE MEeHee MOryT oKasaTbCs KMo4YeBbIMW Uenamu Ans
noteHumanbHon aTaku. [pyras npobrnema cBsidaHa C MWCMOMb3yeMbIMU CKaHepamMy YS3BUMOCTEN.
HekoTopble ckaHepbl MOryT MpefoCTaBnsATb HEBEpHble OTYETbl 06 OueHKe yA3BUMOCTEN. HO noXHble
cpabaTtbiBass B ckaHepax OyayT Bcerga. BakHo yaTenbHO aHanuanpoBaTb OTYET, MHA4e 3TO MOXET
npuMBEeCTM K pacTpaTe pecypcoB B OpraHusauuu, korga Aeno [oxXoAuMT OO0 Mep MO UCNpaBfeHuto
ySA3BMMOCTEN.

lMocne oueHKM ys3BUMOCTEN CneaylowWmnm aTanom BNAeTCa CTaams OTYETOB U UCMpaBreHun. 3ToT
aTan MmeeT [Be OLMHAKOBO BaXHble 3agauyn: OTYETbl U uMchpaBneHue owunbok. OTyeTbl nomorarT
CUCTEMHBIM aAMUHUCTPATOpPaM MOHATb TEKyLlee COCTosHMe Ge3onacHOCTU B opraHu3auun n obnactu,
roe oHa Bce elle yassuma. OTyeTbl 06bIYHO CO34aeTcs 4O MOMEHTA MCMpPaBreHNs ya3BUMocTen, YTobbl
BCA WHdopmauusi, cobpaHHasi Ha aTane YynpaeleHWs YA3BUMOCTSIMM, Morfa GecnpensiTcTBEHHO
nepeTtekaTb B 3TOT aTan. icnpaBneHune 3anyckaeT pearnbHbl NPOLECC 3aBepLUEeHNs LMKa yrnpaBneHus
yA3BMMOCTAMWU. JTan ynpasneHust YA3BMMOCTAMWU NPEXAEBPEMEHHO 3akaH4MBaeTCs Mocrne aHanusa
yrpo3 v yA3BMMOCTEW, a Takke onpeaeneHus npuemnemMbix puckoB. WcnpaBneHwe [OMNOMHAET 3TO,
npegnaras peleHns Ans npoTUBOAENCTBUSA BbISBMEHHbIM Yrpo3aMm W ya3BMMOCTAM. Bce yA3BuMble
pecypcbl OTCMEXWBAKOTCHA, MOCre Yero MpUHMMAaloTCs HeobXxoauMMmble Mepbl ANd  yCTpaHeHus
YSI3BUMOCTEN, @ TaKKe 3almThl OT MOCNeayoLMX 3KCNNONTOB. OTO camas BaxHas 3ajadva B cTpaTterum
yrpaBneHnss ysa3BUMOCTSIMW, M €CNM  OHa BbIMNOMHEHa Hagnexawum obpasom, ynpasneHue
YSI3BUMOCTSIMM CYMTAETCs yCrnewHbiM. Ho Ha gaHHOM 3Tane Takke BCTpeYaeTcsl MHOXECTBO npobnem,
MOCKOMNbKY WMMEHHO 30€eCb OnpefensiTca peweHus ana Bcex yassumocTen. [lepeas npobnema
BO3HMKaeT, KOrga OT4YeTbl He MOKpbiBalOT BCE Heobxoaummble cdepbl M He coaepXaTr HYXHOW
WHopMaLmMmn O puckax, C KOTOpPbIMU CTankumBaeTcs opraHusaums. [1Noxo HanuMcaHHbIn OTYeT MOXeT
npvBecT K cnabbiM Mepam MO MCNPaBIEHWIO U OCTaBUTb OPraHM3auuio Mo MNPEeXHEMYy YSA3BUMOW K
yrpo3am. Takke, MNpoOLEcC WCMpaBneHUs MOXeT ObiTb MOCTaBneH Mo Yrpo3dy wu3-3a OTCYTCTBMS
COTpYAHNYEeCTBa KOHEYHbIX norfb3oBaTtenen. cnpasneHne mMoxeT NPUBECTU K NPOCTOSAM, a 3TO TO, YTO
nonb3oBaTensiM abCcoNTHO HE HYXHO.

lMnaHvpoBaHWe pearnMpoBaHUA MOXHO paccMmaTpuBaTb Kak caMblii MPOCTOW, HO TEM HEe MeHee
OYeHb BaXHbIN 3Tan B cTpaTernn ynpasneHusa ys3sumoctamu. OH He npegocTaBnsieT npobnem, notomy
4YTO BCS BaxkHasa paboTa Obina npogenaHa Ha npegbloylimx atanax. ATo BaXHO NMOTOMY 4To 6e3 Hero
opraHusaumsi No npexHemy OyaeT nopBep)eHa yrpo3amM. Ha aToM aTane BaHa TOMbKO CKOPOCTb
ucnonHenus. KpynHele opraHm3auum CTankuBarTCs C CEPbE3HBIMU NPENATCTBUSMI NPU BbINOSTHEHUN U3-
3a BOnbLIOrO KONMMYecTBa YCTPOWCTB, KOoTopble TpebytoT ucnpasneHun n obHoBneHun. Mocne Bbinycka
nucnpasneHni xakepbl ObICTPO MbITAOTCA HAWTU CNOCOOBLI CKOMMPOMETMPOBATL OpraHM3auun, B KOTOPbIX
WX He ycTaHaBnueanu. OTO NOKa3biBaeT, HACKOMbKO BaXXHa CKOPOCTb, Korda peyb MaeT O NnaHupoBaHun
pearnpoBaHud. MicnpasneHunsa O0MKHbl yCTaHaBNMBaTbCA B TOT MOMEHT, KOra OHU CTaHyT AOCTynHbI [1].
Mpy nnaHvpoBaHWM pearnpoBaHUSA OpraHMsauus OOSbKHa MpefnoXuUTb CpeacTBa UCNpaBrneHus wunu
OBHOBIEHNS CUCTEM, KOTOPbIE ObiNM ONpeaeneHbl Kak MMeoLLMe onpeaerieHHbIE PUCKU UITN YA3BUMOCTH.
CnefnyeT npuaepxmBaTbCa MepapXuMm Cepbe3HOCTM Yrpo3, onpeaerieHHOW Ha aTanax OLEeHKM pucka u
YA3BMMOCTEN. JTOT Lar OO/PKEeH ObiTb peanu3oBaH C MOMOLLbHO MHBEHTapM3auun akTUBOB, YTOObI
opraHusaumsi Morna noaTBepauTb, YTO OblM 3aeCTBOBaAHbLI BCE €€ PecypcChl, Kak annapaTtHble, Tak U
nporpaMmHble. JATan NIaHMPOBaAHUSA pearnpoBaHus OOIMKeH ObiTb 3aBepLleH C y4eToM TOro, Korga
CUCTEMBI MOHUTOPUWHIa OTMPAaBISAOT OMOBELLEHMS TEM, KTO pearMpyeT Ha MHLUMUAEHTbI.

Takum oOpa3om, oOpraHusaumm okasblBalTCA Mo AaBrieHuemM HeobxogumocTn  ObICTPO
pearMpoBaTb Ha [OWHAMUYHO pacTylee 4ucno yrpo3 B obnactu knbepbesonacHocTu. [Mockonbky
3MI0YMbILLNIEHHVMKN UCMOMb30BaNM KU3HEHHbIA LMK aTaku, OopraHusauuMum Takke Obln BbIHYKAEHbI
pa3paboTaTb >XWU3HEHHbLIA LUK ynpaeneHus ysassumocTamu. OH npegHasHaveH Ans NpoTUBOAENCTBUS
YCUINMAM 310YMbILLIIEHHMKOB CaMbIM ObICTPbIM M 3 EKTUBHBEIM METOAOM.

Cnncok NCMonb30BaHHbIX UCTOYHWKOB!

1. OvoreHec HO, Oskais 3. KubepbesonacHocTb: cTpaTernm atak u obopoHbl. — M. : M3g-so MK, 2020 . — 323 c.

2. Rawan K.. Today's Inventory Management Systems: A Tool in Achieving Best Practices in INdian Business //
Anusandhanika, 2015. Ne7 — P. 128-135.
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ATAKU
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2. MuHck, Pecniybniuka benapycb

Maxxetiko A.M.

Genoycosa E.C. — kaHO. mexH. HayK

B paboTe npeacrasneHa akTyanbHOCTb 3Tana npeanochinky NpoBeAeHUst aTakv Ha UHCOPMAaLIMOHHYIO CUCTEMY M POrb NOSb3oBaTens,
Kak Havbornee ysi3BUMOrO KOMMOHEHTA CUCTEMbI 3aluTbl. YCTAHOBMEHO, YTO ANsl PELEHWUst AaHHOW Mpobrnembl Heobxoaumo
MCMNONb30BaTb AOMNOMHUTESNbHBIE aBTOMaTU3UPOBaHHbLIE MU aAMUHUCTPATMBHBIE BIOKM NPUHATUS PELLIEHNIA.

Kak ns3BecTHo, xakepckas aTaka npeacTtasnseT coboit Habop onpeaeneHHbIX nocneaoBaTenbHbIX
AeNCTBUIA ANA AOCTUXEeHNUs onpeaeneHHol uenu. MNMopsaaok 6a3oBbIX 3TarnoB NpUBeaeH Ha pUCyHke 1.

I NOCbLIJIKWN
npe.l:l'.a oC e Peanusauus 3aBepLieHue
posene aTaku aTaku
aTtaku

PucyHok 1 — OTanbl npoBeaeHns xakepckon atakm [1]

HauvHas oT uccnegoBaHMsA M 30HOUPOBAHUSA aTakyeMoOW CUCTEMbl, NOMydYeHUs K Hen JocTtyna u
Habopa HeobOxoauMMbIX MpaB W [[O peanusaumyM HenocpeaCTBEHHOW artakM C  NOoCreayloLmm
«3ameTaHvem» cnegos. CyuwlecTByloluMe CUCTEMbl 3awWwuTbl  MHAOPMAUMU  MO3BOMAT CTaBUTb
orpaHuyuTenbHble 6apbepbl Ana AeVCTBUIA Ha KaxkgoM n3 atanos. OgHako noaasnsiolee 60MnbLMHCTBO
ucnonb3yemblX CpeacTB 3aliMTbl HanpaBneHoO Ha npedoTBpalleHWe aTak Ha aTtane «[lpeanocbinku
npoBegeHns aTakun».

CyliecTBOBaHME TepMMHA «4YenoBeYveckui pakTtop» CTaBWUT MoA Yrpo3dy OONbLUMHCTBO CUCTEM
3awmTol. [prBegem HeCKonbko NPUMeEpPOB:

— HenpegHamepeHHas 3arpys3ka BpeOoOHOCHOro MporpaMMHOro obecrneveHus nermTUMHbIM
nonb3oBaTteneM Ha KOMMbIOTEP W Mocrneayllee HenpaBoMepHOe MNOoNb3oBaHWe pecypcamu
KOpnopaTUBHOW CETU 3M0YMbILLNIEHHUKOM;

— KOMMApOMeTauus Krya 4ocTyna K cucteme (noruHa, napons v ap.);

— YMbILUNIEHHOE NpefoCcTaBneHne AoCTyna HenermTMMHOMY Nuuy NEerMTUMHbBIM NoNb3oBaTenem u
nocneaywowas aKkcnfyartaums ys3BUMOCTU («UCMpPaBUTb OLIMOKY Ha KOMMbITEPE», «YCTAHOBUTb
NPUNoXeHUe» 1 npoyee).

B npuBedeHHbIX npuvMepax ecTb o6was ya3BuMas Todka — Monb3oBaTeslb. TeM WA WHbIM
cnocobom OH sBnfeTca AOOPOBOMbHLIM NMPOBOAHUKOM Xakepa AN NofyyYeHus AocTyna K cucTeme.
YA3BMMOCTb COCTOMT B TOM, YTO NEPBUYHbIE 3Tanbl 3aLUMTbl — MEeXCeTeBble 3KpPaHbl, NapofibHas 3awuTa,
cucTeMbl 0OHapyxeHusa BTopxeHun (IDS) — B 4aHHOM crny4yae okasblBaloTcs 6eCCUnbHbIMK 1 NPOMYCKaT
yrposy, T.K. MO CyTW BO3OEWCTBUE PaACMO3HaeTCA Kak OeWCTBUEe 3aperncTpupoBaHHOrO Nonb3oBaTens.
MocTpagaBswas opraHu3auus B JaHHOM Crlydyae MOXeT OBHapyXuTb npobnemy ganeko He cpasy, gaxe
npv HanUuuM B ee WTaTe paboTHMKOB MO 3awmTe UHdoOpMaLM 1 NocneayLeM aHannse 4esTenbHOCTH
nonb3oBartenen. Takum obpa3oM Ons pelleHus npobrnembl TPebyTCs OONONMHUTENBHbIE TEXHUYECKNE
cpencTtBa, HanpaslieHHble Ha BbISIBIEHNE HeOObIYHOW OEesATeNbHOCTU Mnofb3oBaTenen, U gobasneHve
[AOMNONMHUTENBbHOro 6roka NPUHATUSE pelleHWn (aBTOMaTM3MPOBAaHHBIM WM aAMUHUCTPATUBHbIM). B
crnyyae aBTOMaTU3UPOBAHHOIO peLleHUs AOMYCKAETCA «KEeCTKUN» U «MATKMA» noaxod. lNog «kecTkum»
noHnmaeTcss OnokupoBka [AOCTyna nosfb3oBaTenss K pecypcy QOO MOMeHTa CcHATuS  6roka
agMUHUCTPaTOPOM. B KMSITKOM» nogxoae ncnonb3yeTcs 3anpoc [OMNONMHUTENbHbIX
ayTeHTUMMKALMOHHbIX AaHHbIX NOMb30BaTENsl, KOTOPbIe He NCMONb3YIOTCA B 6a30BOM pexnme paboTol.

YunTbiBas  BblllenepeyunucrnieHHytlo npobrnemMy MOXHO yTBepxdaTb, 4TO paspabotka u
COBEpLUEHCTBOBaHME CPeaCcTB aHanu3a noBedeHus nofnb3oBaTtenen B WHMOPMaLMOHHOW cpede
ABMNSETCA NEPCNEKTUBHBLIM NMPOAOIDKEHNEM Pa3BUTMS TEXHOMOIMMIA 3awuTbl MHOpMauun. 34ecCb MOXHO
HabnogaTb HECKONMbKO npeumywlectB. B nepsBylwo ouepedb p[daHHOe HanpaBneHve MO3BoOnseT
aBTOMaTU3MpoBaTb MPOLECC pearMpoBaHWs Ha HEeTUNUYHOEe MOBeAeHWe Mnonb3oBaTenen, a Takke
BHYTPEHHMX Hapywmtenen. Bo-BTopbix, HHOPMUPOBaHME aaMMHUCTPATOpa CETU UK agMmUHMCTpaTopa
3aWmThl MHOPMaLUUM CTaHOBUTCH CBOEBPEMEHHBIM U MpPUBOAMT Kk 6Gonee ObICTPOMY U TOYHOMY
YCTPaHEHMIO Yrpo3bl.
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METOAWUKA OLIEHKU YPOBHA NOBOYHbIX 3JIEKTPOMAIHUTHbBIX
N3NYYEHUU NEPCOHAJIbHOIO KOMIBbIOTEPA C NMOMOLIbKO SDR
NMPUEMHUKA

Benopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHgopmMamuku U paduo3/1eKmpPOHUKU,
Munck, Pecrniybriuka benapyce

Manacat B. A.

bopbombko T. B. - 0okmop mexH. Hayk, npogheccop

B HacTosiLee BpeMs N3BECTHO AOCTATOMHOE KONMYECTBO CLiEHapneB NOXWLLIEHUS AAHHbIX C MEPCOHANbLHOro KOMMbloTepa.
KaHan yTeykun nHdopmaumm 3a cyeT NOGOYHbIX 3MEKTPOMarHUTHbIX nanyyvennn (NM3OMW) asnseTtcs ganeko He HoBbiM. OfgHako B
cuny ocobeHHOCTeN, CBA3AaHHbIX CO 3HAYUTENbHOWM AanbHOCTLIO NepexsaTa, BO3MOXHOCTbI0 GECKOHTaKTHOrO Cbéma nHdopmaumm,
a TaKke 13-3a pa3BUTUS N JOCTYMHOCTN TEXHUYECKNX CPEACTB pa3BefKku, OH OCTAETCS AOCTAaTOYHO OMAaCHbIM.

CpeacTtBa BbluncnutenbHon TexHukn (CBT), obpabaTbiBatoLme 3alumiaeMyo MHopmMaLumio, MOXHO paccmaTpuBaTh Kak
COBOKYMHOCTb 3IIEMEHTAPHbIX 3MEKTPUYECKMX U MarHUTHbIX uanydatenen. MNpu obpaboTke, xpaHeHUM U nepepade MHdoOpMaLmm
CBT BO3HMKaEeT M3MEHEeHWe JNEeKTPUYECKMX TOKOB, MPOXOASALMX MO TOKOMPOBOASALMM 3MEeMeHTam M obpa3oBaHune pasHOCTU
noTeHUManoB Mexay pas3nuM4HbIMU TOYKaMK1 LieMnuy, KOTOPbIE B CBOKO OYepeb NOPOXAAI0T SMEKTPUYECKNE N MarHUTHbIE MOns.

Y3anbl n anemeHTsl CBT, B KOTOpbIX BO3HMKAOT 6oMbLuMe nepenagbl HANPsHXKeHWsA U AOCTAaTOMHO Marnble Toku, hopmupytoT
B OnuxHew 30He anekTpomMarHUTHoe none ¢ npeobnagaHveM aneKkTPU4ecKon cocTaBnstowen. Yansl n anemeHtsl CBT, B KOTOPbIX
npoTekalT OomnbluMe TOKW, W BO3HMKAIOT OTHOCUTENbHO Marnble nepenagbl HanpshkeHus, Cco3paloT B ONWKHeN 30He
aneKkTpoMarHMTHoe none c npeobnagaHuem MarHWTHOM cocTaensowen. VIMeHHo nostomy npu usmepenun MNOMU BaxHo
paccmaTtpuBaTb 06e CocTaBnsAoLLMeE SMEKTPOMArHUTHOMO MOMS.

BoccraHoBneHne nHdgopmaumm npu nepexsate UsnyyYeHwid Lenen, no KOTopbIM NepeaaeTcst BUAEOCUrHas, — 370 OAUH U3
Tex criyyaeB, KOorga npu Ucnosb3oBaHMM MHOrOpa3psaHoro (kak MUHUMYM Tpu paspsiaa AN LBETHOTO MOHMTOPAa) napanfienbHoro
Koga dopmaT npeacraBneHvs nHopmMaumm No3BossieT BOCCTaHaBnMBaTh OOMbLUyl0 ee YacTb (TepsieTcsl UBEeT, HO MOXET ObITb
BOCCTaHOBIEHO CMbICIIOBOE COAEPXaHNe), He BOCCTaHaBNMBas Npu 3TOM MOCMNeA0BaTENbHOCTN 3HAa4YEHUI KaxKaoro paspsaa koga.

K 6esonacHbiM nHpopMaTmBHBIM n3nydYeHnsam MK MOXHO OTHeCTV M3 fyveHus uenen, phopMUpYIOLWNX LINHY AaHHbIX
CMCTEMHON LUMHbI U BHYTPEHHIOK LUMHY AaHHbIX MUKPOMPOLIECCopa, a Takke U3NyYyeHus Apyrix Lenew, cnyxawmx ans nepegad
nHdopMaLmm, NpeacTaBneHHON B BUAe MHOropa3psaHoro napannesnbHoro koaa.

C nomoupto resistor-transistor logic Software defined radio (RTL-SDR) npuémHukoB (nporpaMmHo-onpeaensemoe paamo)
MOXHO MPUHMMaTb CUrHanbl, AeKoAMpoBaTb UX, a Takke packnagplBaTb Ha cocTasnsowwme. OgHOM M3 3agad vccnegoBaHus
saBnseTcs onpefeneHne adEKTUBHOCTU NMPUMEHEHUSI MPUEMHMKA Ha NpakTuke AnsA onpefenexus Hanndms NMOMU TexHnyeckux
CpPeAcTB B KayecTBe HeAopororo aHanora cepTudUUMPOBAaHHBLIX KOMMNEKCOB. B HacTosiee Bpemsi Ha pblHKE CyLlecTByeT
poctatoyHoe konuyectBo SDR goHrnos. Bee nx MoxHO pasgenuts Ha Asa Tuna: 1. YcTponctea, nossonstowme pabotatb TONbKO
B KayecTBe MPWEMHON CTOPOHbI; 2. YCTpoWcTBa, nossonsiolme paboTaTb B KayecTBe Kak MPUEMHMKA, Tak W nepepaTtyuka
(nonyaynneKcHbIn MeTop).

OkcnepumeHTanbHo ¢ noMosto RTL-SDR npuemHvka nccnepgoBaHbl UCTOYHMKM MOBOYHBIX 9NEKTPOMAarHUTHBIX N3MyYeHun
moHutopa (VGA/DVI unHTepdeiickl). Takum obpa3oM, npoBedeHbl 3KCNepuMeHTanbHble UCCneaoBaHus yTevek nHgopmMaumm 3a
cyet NMOMWN no wuHTepdbericam VGA, DVI MoHMTOpPa, M BbIMOSIHEH CPaBHUTENbHbIN aHanu3 pe3ynbTaToB C pesynbraTamu,
MOSTyYEHHbIMW C MOMOLLbIO NPOECCUOHANBHOIO M3MepUTENbHOrO Kommnnekca. 1o KaxaoMy M3 pacCMOTPEHHbIX MHTepdencos
npeacTaBneHbl  aMMNUTYQHO-YacTOTHbIE XapakTepucTuku [6]. MakcumanbHas pasHuMua OnacHbIX CUrHanoB MO vactoTe Y
CpaBHMBaeMbIX KOMMNMNEKCOB He npesbilaeT 6 ki, YTO CBMAETENbLCTBYET O BO3MOXHOCTM npumeHeHns RTL SDR npuemHuka B
y4ebHbIX Lensax. PasHuuy 4actoT MOXHO 06BbACHUTL HecoBeplueHcTBOM camoro RTL-SDR npuemHuka n 60nblwMM KOMMYECTBOM
BHYTPEHHMX LUYMOB Ha BbICOKMX YacToTax. 1o pesynbTratam uccnefaoBaHuii paspaboTaH nabopaTopHbIi CTeHA No 0BHapyxXeHuto
M3MMW, ¢ nomoLblo kKoToporo obyyatoLmecs 3HaKOMATCA € PU3NYECKUMU NPUHLMNaMN 0BHapYXeHns yTevek MHdopMaLummn 3a cHeT
NaMK.

OueHka 3alMLWEHHOCTU MHpopMauMM Ha obbekTe BbluMcnuTenbHol TexHuku (OBT) no kawany M3OMU sensetcs
06s13aTenbHOM YacTbio NpK aTTecTauuy COOTBETCTBYHOLLErO OObeKTa MHopMaTU3aLuu.

CnmMcoK MCcnorb30BaHHbIX UCTOYHMKOB:
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AETEKTUPOBAHMUE CETEBbIX ATAK C UCIMOJIb3OBAHVEM
YCTPOUCTB MOHUTOPUHIA U KOHTPOJIA TPAH3UTHOIO
TPADUKA

Bernopycckuli 2ocydapcmeeHHbIl yHUsepcumem UHgopmMamuku U paduod/1eKmpOoHUKU
2. Munck, Pecnybnuka benapyce

Mypawko E. A., Mapsiyes /[].B.

MNempos C.H. — k.m.H., doueHm

B HacTosillee Bpemsi OTCYTCTBYET OOLMIA MOAXOL K pelieHuto npobrembl OGHapYXEHUSI aHOMarbHbIX CUTyauuii BO BpeEMS
06paboTkn MHOPMALMMN KOMMBIOTEPHBIMU CUCTEMaMU U MHADOPMAaLMOHHBIMK ceTsMU. OgHAKO B YCMOBUSIX akKTUBHOMO pasBUTUS
WHPOPMAaLMOHHbBIX TEXHOMOMUIA 1 NOCTOSIHHOW MOZEPHM3aLMN NPOrPaMMHOIO U annapaTHOro oGecrneyeHns KOMMbIOTEPHBIX CUCTEM,
pelleHve 3adayv obHapyXeHuWsi aHoManuini He MOXeT obecneunBaTb Ge3onacHocTb cuctembl. MeToabl oBHapyXeHUst aHoManui
4acTo MPUMEHSIIOTCA ONs pelleHns 3ajay oBHapyXKeHWsl aTak Ha BbIYMCIUTENbHbIE CUCTEMbI U MHGOPMaLMOHHbIE ceTh. OHM
BbIGUPAIOTCH NMPUMEHUTESNBHO K OnpeaeneHHOMYy Habopy napaMeTpoB CUCTEMbI, U UX 3MEKTUBHOCTb 3aBUCUT TOMbKO AJ1st 3TOro
Habopa napameTpoB.

[leTekTMpoBaHWe aTtak C WUCMNOMb30BaHWEM MNpOrpamMHo-annapaTHbIX CPeAcTB  3awuThl
UHdopMaUMM CnocobCTBYIOT CBOEBPEMEHHOMY OBHapyXeHuto nNpobnem, KOTopble MOryT MpUMBECTM K
YCMEWHbIM NPOTMBO3aKOHHbIM AENCTBUAM CO CTOPOHbI  3MOoyMbllfieHHuka. [dpyrumn  crnosamw,
OBHapyXeHue ysA3BUMOCTM Ha 3Tane TeCcTMPOBaHWS NOo3BOMnseT pa3paboTyvkam TEXHUYECKUX U
NporpaMmHbIX MPOAYKTOB 3abnokMpoBaTb BCE BO3MOXHbIE BapuWaHTbl HE3aKOHHbIX AeNCTBUR
3r10YMBbILLIIEHHWNKA AN MOSyYeHUs Bbirodbl.

MeToauka OeTekTMpOBaHNS atak No3BONSET ONpeaenunTb, Kakoe MakCMMarnbHOe KONUMYeCcTBO aTak
MOXeT oBbHapyXuTb M NpedoTBpaTUTb YCTPONCTBO 6e3 NoTepu AaHHbIX, YTO MO3BONSAET pacnpeaenutb
BCE KaTeropuu nporpaMmMHo-annapaTHbIX MPOAYKTOB Ha onpenerneHHble cLueHapuy ux UCrnonb3oBaHus, a
Takke WX TMNPUrogHOCTb [ANA  UCMOMb30BaHWA B CETAX PasnuyHbIX opraHu3auvi. PesynbtaThl
TEeCTUpOBaHMSA MNOMOralT YBMAETb, KakMMU (PYHKUMOHANbHBIMM BO3MOXHOCTAMKU MOXeT obnagaTtb
YCTPOWCTBO, NWOO MpOrpamMMmHbIA MNPOAYKT, YTO MO3BONWUT MOTEHUManbHOMY MNOKynaTento, YBMAEB
3aKMIOYEHNA 3KCMEepTOB, OMpeaennTb, Kakoe WMEHHOe pelleHue npaBuibHee W BbIrOAHEe BCEro
ncnonb3oBaTh B OpraHM3aunm ceTeBon MHPACTPYKTYPbl KOMAaHUN NMB0 NpeanpusaTUS.

CoBpeMeHHble MeToAdbl AETEKTUPOBaHMS aTak C MCMoNb30BaHMEM MpOorpaMMHO-annapaTHbIX
CpeactB  3awuTbl  MHOpPMaLUUM UMEKT LUIMPOKOEe pacnpocTpaHeHue B XM3HWM  coobuiecTBa
WH(OPMALMOHHBIX TEXHOMOrMM, HO noApasymeBaeT COOOWN 3acekpeuMBaHWe METOAMK MWCNbITaHWUN.
[daHHbIn dakT uMeeT MecTo No NpuYMHEe TOro, YTO B CUTyauuW, Korga MeToAuKa UCMbITaHUA NpoaykTa
HaxoguTtcsa B obLem AocTyne, MOTeHUMarnbHbIA 3[I0YMbILLNEHHUK MOXET BUAETb MecTa, Yyepe3 KoTopble
nerye BCero ecrniv He NoNHOCTLIO NepexBaTUTL UHOPMAaLMIO, TO HAHECTU el Bpen.

[ns npoBedeHUss TeCTUPOBaHWS MpPOrpaMMHo-annapaTHbIX CpeacTB  3awmTbl  MHOPMaLMK
HeobXoOMMO COOTBeETCTBYHLlee 00OpyaoBaHWe, cpeacTBa COedVMHEHMA 4Yepe3 KaHanbl CBSA3M,
COOTBETCTBYIOLLME onpeAefieHHbIM TpeboBaHUSAM 1 cneumnanuaMpoBaHHOe NporpaMMHoe obecneyeHue.

CylecTByeT HEeCKOMNbKO OCHOBHbLIX TWUMOB peanu3aumm CUCTEMbl TECTMPOBAHWUSA: cuUcTemMa Ha
OCHOBEe annapaTHOro TeCTOBOro CTeHAa, CUCTeEMa Ha OCHOBE BUPTYyaribHOW CeTeBOW MHPaCTPYKTYyphl, a
TaKKe cMelwaHHbIn TuM. Kaxabii u3 npuBefeHHbIX TUMOB MMEET NpenMyLLliecTsa npu TeCTMpoBaHUN ToN
UM MHOW KaTeropum NporpamMmmHbIX U MporpamMHO-annapaTHbIX CPeAcTB 3awuTsl nHdopmMaumu. Takke
onpefeneHHble CcpeacTsa 3awWuTbl UMH@OPMaUUM BO3MOXHO MNPOTECTUPOBATb TOMbKO MNub Ha
onpegerieHHoM Tune TeCcTOBOro cTeHaa. [na npoBepeHus ucnbitaHui Ha [M3BM ucnbiTatensHoro
CcTeHAa ycTaHaenmsaeTcs cneayouwee 10:

Tabnuua 1 — lNepeyveHb nporpaMmHOro obecnevyeHus

Nen/n | M3BM (BM) | lNepeyeHb nporpammHoro obecneyeHms

1 MNoBM 1 OC Microsoft Windows 7 Professional;
ytunuta Wireshark Bepcus 2.0.7;

ytunuta lperf;

noytoBbIr kNueHT Thunderbird Bepcun 52.4.0;
ytunuta Small HTTP Server 3.05.93;

2 MNoBM 2 OC Kali Linux 2.0;

3 MN3BM 3 OC Windows Server 2013;

ytunuta lperf;

Small HTTP Server 3.05.93;

VMware Workstation 12 Bepcust 12.5.2:
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Nen/n | MOBM (BM) | MNepeyveHb nporpaMMmHoro obecnevyeHums

4 BM 1 OC Microsoft Windows 7;
Courier Mail Server;
RADIUS cepsep.

5 BM 2 OC Ubuntu 8.04;
Web-npunoxenne bWAPP v2.2 (npunoxeHue ysisBumoe kK SQL MHbeKuusiM u
MEXCaNTOBOMY BbINOJIHEHUIO CLieHapueB XSS).

lMepcoHanbHble 3NEKTPOHHbIE BbIYMCIUTENbHbIE MAalUWHbI, KOMMYTaTopbl W TecTupyemoe
nporpaMmmHo-annapatHoe C3W coegunsitotca kabenammu UTP kateropum 6 B COOTBETCTBUM CO CXEMOW,
yKasaHHon Ha pucyHke 1. Mpu Hanmuum pasbemoB ana SFP/SFP+ mogynen ncnonb3ytoTcs BOMOKOHHO-
onTuyeckme kabenu.

BM 1 -4 N
o
Meeer 1) —
sees Mapuipyruszarop
Cepgep )
BupTtyameueiii  (rumepsusop)
MapIIpyTH3aToP /R
_.r: I[Tporpammuo-anmaparnoe C3U TOBM Vnpasreriis
| i
W= |
BM 2
113 ()
| —
) KommyTatop
[FEESSN
[MBM 1 I19BM 2

PucyHok 1 — Cxema ncnblTaTensHOro creHaa

PaccmoTpeHHass cucTema HeceT B cebGe Uenb OUEHKM COOTBETCTBUS, rMoucka
HegoCTaTKoB nporpaMmMHo-annapaTHbix C3W, 4To HeobGxooumo AN YCOBEepLUEHCTBOBaHUS
pa3paboTok npousBoauTenein B obnactv 3awmuTbl UHdopmauuun. [MonydeHne noapoGHbIX
OaHHbIX O npoaykte u 06 obpabaTtbiBaeMbiM MM aTakax MoOMoOraeT noTeHUuManbHoOMy
noKynaTemnto cuctembl OblTb yBEpPEHHbIM B 6Ge30MacHOCTM OAaHHOrO YCTPOMCTBA, a Takke B
Ge3onacHOCTM  nepefayn  gaHHblX, KOTOpoe  [aHHoe  YCTpoMCTBO  obecneymBaert.
COOTBETCTBEHHO TECTUPOBAHWE COMNMAacHO METOAMKE WCMbITaHUIA SIBNSIETCS HEeOoTbeMIIEMON
YacTblo pa3paboTkn PYHKLMOHANBHOrO NpoAyKTa, a pesynbTaT TECTUPOBaHMS Ha 0GHapyXeHue
CeTeBblX aTak — rapaHTOM peanu3auuMu TPexX OCHOBHbIX MOCTYNaToB WHAOPMAaLVOHHOM
6e30nacHOCTM: KOHPUAEHUNANBHOCTM, LLENOCTHOCTU U AOCTYNHOCTU AaHHbIX

Cnu1CcoK UCNonb30BaHHbIX UCTOYHUKOB:

1 KomnbtoTepHble cUCTEMbI U ceTU [ONEKTPOHHbIN pecypc]. — Pexum goctyna : http://www.kcc.ru.

2 B.I. Onugpep, H.A. Onudep. KomnbioTepHble CETU, NPUHLMMBI, TEXHOMNOMMW, NPOTOKONbI (2-e U3gaHune) [OneKTPOHHbIN
pecypc]. — Pexum goctyna: https://www.bsuir.by/m/12_100229_1_85460.pdf.

3 ApxuTekTypa  nokanbHblx — ceTten  Tuna  Ethernet  [OnekTpoHHbIM  pecypc]l. —  Pexum  pocTyna
http://sgpek.ruffiles/electronbook/ISS/I9.html.

4 |EEE Standard for Information technology-Telecommunications and information exchange between systems-Local and
metropolitan area networks-Specific [OnekTpoHHbIN pecypc]. — Pexum goctyna : http://standards.ieee.org.

5 IO.A. PognueB. HopmatueHas 6a3a u ctangapTbl B ob6nactu uHgopMaumoHHon 6e3onacHocTu [YuebGHoe nocobue]. —
Pexum goctyna: https://search.rsl.ru/ru/record/01008599511.

6 Montopak A.A. MeToabl obHapyXeHVs ceTeBbiIX aHOManuii B obrayHbix cpefdax [OneKTpoHHbIN pecypc]. — Pexum
poctyna: https://sibac.info/archive/meghdis/11(46).pdf (nata o6paierus: 01.07.2019)

7 C.1O0. Mukoea, B.C. Onagbko, M.A. HectepeHko. Moaxoa K knaccudmkaumm aHomanmi ceTeBoro Tpagmka [QneKTpoHHbIN
pecypc]. — Pexxum goctyna: https://cyberleninka.ru/article/n/podhod-k-klassifikatsii-anomaliy-setevogo-trafika

8 E.B. AHaHbruH, W.C. KoxesHukoBa, A.B. JlbiceHko, A.B. HukuwoBa. MeToabl oGHapyXeHUst aHOManuin v BTOPXEHWUN.
[OnexTpoHHbIN pecypc]. — Pexxum goctyna: https://cyberleninka.ru/article/n/metody-obnaruzheniya-anomaliy-i-vtorzheniy
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9 A. A. Bpanuukui, . B. KoteHko, AHanua u knaccudmkauus MetofoB obHapyxeHus ceteBbix atak, Tp. CIIMWUPAH, 2016,
BbINyCK 45, 207-244 [OnekTpoHHbIN pecypc]. - Pexnm poctyna:

http://www.mathnet.ru/links/1caa527ffecf29541261d48d0c84db5c/trspy873.pdf
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3AWLNTA UNDPPOBbLIX CUCTEM NEPEOAYU MHPOPMALUN OT
NMOMEX
lNeessHep B.B.

Bernopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHgopmamuku U paduod/1eKmpOoHUKU
2. Munck, Pecnybrnuka benapyce

UnbuHko8 B.A. — KaHO. mexH. HayK

VMccnenoBaHbl pasnuyHble MeToAbl MOAENMPOBAHUS LMAPOBLIX CUTHAMNOB PasfnuyHbIX hOPMaTOB U KBA3MOMNTUMArbHbIX CUrHaroB.
[MpoussegeHo ModenupoBaHue npouecca MPOXOXAEHUS CUrHamnoB 4epe3 KaHanbl CBsi3W, NpeacTaBrieHHble B BUOE HEKOTOPOro
Konun4yecTtea q’)VIJ'IprOB HWXHUX HaCToT.

Cuctembl  nHGokomMyHuKauun (CUK), sBnswowmecss HEOTbeMSIEMON COCTABHOM  4YacTbio
COBPEMEHHOIO  MH(OPMALMOHHOIO  OOLEecTBa, XapaKTepusyloTcs  Creylollen  COBOKYMHOCTbIO
CYLLLEeCTBEHHbIX Npu3Hakos [1]:

— Hanbonee AMHaAMWYHO pa3BMBaKOLWAACHA 06nacTb HaykM U TEXHWKKU, CNeacTBMEM YEro SBnseTcs
ObicTpoe yBenuyeHne obbEma nHopmaumm 1 Manoe BpeMs XXU3HN NPOM3BOANMbBIX MOAENEN;

— MHOroobpasne CcuUCTEM W YCTPOWCTB Pa3fIMYHOrO (PYHKLMOHANBHOIMO Ha3HaYeHUs, BbICOKME
TpeboBaHusa K UX NnapaMmeTpam KayecTBa;

— HeobxoanmocTb obecneveHns LenocTHOCTM U AOCTYMHOCTU NepeaaBaeMblX AaHHbIX;

—-unap.

YunTbIiBas N3noxeHHOe, OCHOBHbIM MHCTPYMEHTOM UCCINEAOBAHMS, NMPOEKTMPOBAHNS U pa3paboTku
coBpeMeHHbIX CUK npuHATO cumTaTh MogenupoBaHue [2]

MopgenupoBaHne Ha OCHOBE OMEPaLMOHHOIO UCHUCTIEHNST MONy4nno 6onblioe pacnpocTpaHeHue
npv aHanuse n CUHTE3e CUCTEM.

B kavectBe BO3aencTBuA npyM MOAENUPOBAHWUM JIUHEWHbIX WCKaKeHWn LenecoobpasHo
MCnonb30oBaTb CUrHanbl, NpeacTaBnsemMble COBOKYMHOCTbIO OAHOM WM HECKOSbKMX 3feMeHTapHbIX
KpMBbIX (OTPE3KOB NPSMbIX, rapMOHNYecknx pyHkumn u T1.4.). Jlannacosckoe nsobpaxeHne ykasaHHOro
BO3JENCTBMSA, NONTyYaemMoe Ha OCHOBaHWUM NpsiMoro npeobpasoBaHus Jlannaca, siBnseTca MepoMopgHoOm
PYHKLMEN KOMMMEKCHOro NepemMeHHoro (ogHo3HayHas (PyHKUMS Ha3biBaeTCss MepoMOpPdHON, ecnu ee
0COBEHHOCTAMM SABMAKTCA TOMBKO MOSIKOCHI), MPUYEM, HEe CyXasl Kpyra NPUMEHUMOCTU MOOENU, MOXHO
Bcerga BblOpaTb Takol BuA, YTOObI M300paxeHue coAepXano TONbKO OOHOKpaTHble MOMChl, He
coBnajamllme ¢ norncammn onepaTopHoOn nepeaTovyHon (PyHKUMM MoaenupyemMoro 3BeHa (kaHana) [3].
3Hasa usobpaxeHve 1 nepefatoqHyo (OYHKUMIO, HaXO4MM BHadvane m3obpaxeHne peakuuu, a 3aTem,
npruMeHsist obpaTHoe npeobpasoBaHue Jlannaca, — camy peakuuto (BbIXOOHOW cUrHan)

OO6LWwnit anropMTM NPOBEAEHMUS UCCNESOBAHNS MOXET ObITb CriegyHLMM:

1. AHanua U1 OuUEeHKa CyLeCcTBYOWNX METOAOB MOAENMPOBAHUS CUIHaNoOB W 3BEHbEB C
nocneayowum obocHOBaHMEM CAenaHHOro Bbibopa;

2. MartemaTnyeckne MOAENUPOBaHME CUrHanoB, KaHanoB CBSA3M W peakuui KaHanos Ha

BO3JENCTBMSA.

3. OueHka nNONyYeHHbIX pe3ynbTaToB C LUEMbi ONTMMM3auuM napamMeTpoB CUCTEMbl And

obecneyveHns GonbLUEe NOMEX03aLUNLLEHHOCTH.

4. PagpaboTka nNpuKknagHoro NnporpaMMHOro obecneveHnst 4ns asTomaTusauny U3noXeHHbIX Bbille

3agau.

Cnncok NCMonb30BaHHbIX UCTOYHWKOB!

1. JlokwwuH B. A. Lindposoe BelaHue: oT ctyaum k Tenesputento/ b. A. JlokwumH — M.: Pagro u casb, 2001. — 354 c.

2. bopwucos, tO. . MatemaTnyeckoe ModenupoBaHue papmnoTexHudeckmx cuctem u yctponcts / HO. T. Bopucos, B. B.
LiBeTHoB. — M. : Paguo n cBs3b, 1985. — 176 c.

3. laBpeHTbeB, M. A. MeToabl TEOpUM PYHKLMIA KOMMIIEKCHOrO NepemMeHHoro: y4ebHuk ans Bysos / M. A. JlaBpeHTbes, b.
B. Wabar ; nsg. 6-e, crepeotun. — Cl16. : JlaHb, 2002. — 688 c.
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3ALLNTA HHOPOPMALIMOHHO-KOMMYHUKALUUOHHBIX CUCTEM OT
NMHOOPMALIMOHHbIX ATAK

Benopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHopMamuKku U paduo3rieKmpoOHUKU
2. MuHck, Pecnybnuka benapych

lMonewyk B.C.

WupuHekud B.I1. — k.m.H.,0oueHm

M3noxeHbl NpU4MHbI BO3HUKHOBEHUSA MHADOPMAaLMOHHBIX aTak, Ux CYLWHOCTb U CTagun pa3BUTUA ()KVI3HeHHbIl7I LI,VIKJ'I). HaeTtca o630p
cpencte oﬁHapy)Keva 1 NpefoTBpaLLeHns atak, NPUHUMNLI AEACTBUA AaHHBIX CUCTEM U MEePCNeKTUBbI Pa3BUTUS.

YpoBEHb KPUMUHOMEHHOCTU B MH(POPMaLMOHHON cdepe ceTer nepefayun AaHHbIX BeayLuX cTpaH
MMpa MOCTOAHHO MOBLILLAETCH, HECMOTPS Ha WHTEHCUMBHOE BHEAPEHME BHOBb CO3JaBaeMbiX
TEXHOMOrMYecKnx peLleHmin B obnactun nHopmaumoHHor 6esonacHocTu. 3TO NPUBOAMUT K MUNNNAPAHbLIM
dmHaHCOBbLIM NOTEpsiM B rnobanbHoM maclTtabe. Npobnema ycyrybnsietca Takke NOCTOSAHHbBIM POCTOM
YPOBHS CITOXXHOCTU MH(POPMALIMOHHBIX aTak.

B cBeTe BbiweunsnoxeHHoro, 3awmuta WKC oT MHPOPMALMOHHBIX aTak sIBNAETCA OOHOW W3
Hanbornee akTyanbHbIX W 3Ha4YMMbIX 3aga4y B obnactm WHAYCTpUM UHTepHeT-TexHonormn (UT-
WHAOYCTPUM).

MpakTuyeckn nwbas aBTOMATU3MPOBAHHAs cUCTEMA MOXET BbICTYyNaTb B KavyecTBe OObekTa
WH(OPMALMOHHOW  aTaku, KoTopas MOXeT ObiTb onpegeneHa Kak COBOKYMHOCTb AENCTBUM
3MOYMBbILUNIEHHUKA, HanpaeBrneHHass Ha HapylweHue OOHOro K3 Tpex CBOWCTB MHopmauumn —
KOH(MAEHUMANBHOCTH, LLENOCTHOCTU NN OOCTYNHOCTH.

OCHOBHOWM NPUYNHON BO3HUKHOBEHUSA MH(OPMALIMOHHBIX aTak SBMAATCHA yA3BUMOCTWU. Hanuuume
camux crnabbix MmecT B MIKC moxeT ObiTb 0OyCnoBneHO caMbiMU pas3nnyHbiMK hakTopamu, HavvMHas C
NPOCTON XanaTHOCTN COTPYOHUKOB U 3aKkaHuYMBas npegHamMmepeHHbIMU 4ENCTBUAMU 3N10YMbILLNEHHUKOB.

YA3BMMOCTU MOryT MPUCYTCTBOBaTb Kak B MporpamMHO-annapaTtHOM, Tak U B OpraHU3auuoHHO-
npasoBom obecneveHumn MKC.

YA3BUMOCTW NporpammHo-annapaTtHoro obecneyeHnss MOryT NPUCYTCTBOBATb B MPOrpaMMHbIX WK
annapaTtHbiX KOMMOHeHTax paboumx cTaHuun nonb3oBatenen WKC, cepBepoB, a Takke
KOMMYHWKaLMOHHOrO 060pyaoBaHust 1 kaHanos cBA3n MIKC. B cooTBETCTBUM C TPEXYPOBHEBOW MOAENbLIO
yana WKC, yaA3BMMOCTb MOXeT ObiTb OTHEeceHa K annapatHoMmy obecneveHunio, a Takke K
obwecuctemHomy nnu npuknagHomy MO. B Tom cny4vae, ecnv ya3BMMOCTb COAEPXKUTCS B NPOrPaMMHO-
annapatHom obecnedeHun NKC, koTopoe oTBe4YaeT 3a opraHn3auuio CeTeBOro B3anmoaencTBns Mexay
yanamu UKC, oHa MoxXeT ObiTb AOMNOMHUTENBHO COOTHECEHA C OOHUM M3 NATU ypoBHen mogenu BOC -
PU3NYECKUM, KaHaMNbHbIM, CETEBLIM, TPAHCMOPTHBIM U NPUKIALAHbIM.

B oTaenbHbIX crnyvyasx owmbku u HeaoCTaTKM MOrYT COAEPXaTbCA HE TONbKO B MPOrpammHoO-
annapatHom obecneyeHun VMIKC, Ho 1 B cneundukaumsax u ctTaHgapTax, OnucbIBaKLLMX NPOTOKOSbI CTeka
TCP/IP. B ocHOBHOM Takue HedoCTaTKu CBA3aHbl C OTCYTCTBMEM B MPOTOKOMNAax BCTPOEHHbLIX CPeACcTB
3alWnThl, YTO AenaeT UX yA3BMMbIMU K PasnnyHbIM UHOPMALMOHHBLIM aTakaMm.

Jliobas aTaka B 06LLeM cnydyae MOXeT ObITb pasferieHa Ha YeTbipe CTaauu:

-CTagust pekorHocumpoBku. Ha aTom aTane HapylwmTenb ocylecTBnsieT cOop AaHHbIX 00 obbekTe
aTaku, Ha OCHOBE KOTOpbIX MMaHUpyTCs AanbHenwne ctagum atakn.Cobupaemas nHgopMauumn MoxeT
BKMOYaTb Tun M Bepcuo onepaumoHHon cuctembl (OC), yctaHoBneHHon Ha y3nax WKC, cnmcok
nonb3oBaTenen, 3aperMcTpMpoBaHHbIX B cUCTeMe, cBedeHuns 06 ncnonsdyemom npuknagHom MO v gp

-Ctagus BtopxeHnusa B MKC. Ha atom atane HapywwuTenb nonyyYyaeT HeCaHKLUMOHUPOBAHHbLIN
AoCTyn K pecypcam Tex y3noB VIKC, no OTHOLLEHMIO K KOTOPbIM COBEPLUAETCS aTaka.

-Ctagns artakyrowero Bosgencteus Ha WKC. [aHHbin 3Tan HanpaBneH Ha JOCTWXKEeHue
HapylwmTenem Tex uenen, paan KoTopblX npeanpuHnumanack ataka. lNpumepamun Takux 4erWCTBUIN MOTyT
ABNATLCS HapylweHue paboTtocnocobHocTn UMKC, kpaxa KoHdmaeHunansHom nHpopmaumm, XxpaHuMon B
cucteme, yganeHve vnuv mMoaudukaums OaHHbIX cucTembl M Ap. [py 9TOM aTakylowuin MOXET Takke
OCYLLECTBMATL OAEWACTBUS, KOTOpPblE MOrYyT ObITb HaNpaBneHbl Ha yOaneHue criefoB ero NpUCyTCTBUS B
MKC.

Ctaguns panbHewnwero pasBuTus aTakM. Ha 3ToMm aTane BbINOMHAKTCA AEWCTBUSA, KOTOpble
HanpaBneHbl Ha MPOJOIMKEHME aTakun Ha pecypcbl Apyrux yanos UKC.

N3HayanbHO Ans obOHapyXeHust M OTpaXeHUsl CEeTeBblX aTak WCMNoMb30BalUCb MeXCceTeBble
3KpaHbl (Ans 61MoKMpoBaHNs ceTeBbIX COEAMHEHMI B NPOLLecce aTaku) U pa3Hoobpa3Hoe aHTMBUPYCHOE
MO, cpabatbiBatoLee, Kak NpaBuno, Ha 2-n n 3-en ctaguax. OgHako AaHHbIE cpeacTBa nokasanu CBOK
OrpaHNYeHHy0 3dEKTMBHOCTD, YTO NMPUBENO K MOSBNEHUIO OTAENbHBIX CUCTEM ANA OOHapYXeHus n
OoTpaeHus ceTeBbIx aTak - IDS (intrusion detection system) u IPS (intrusion prevention system).
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3apavya IDS coctouT BOOHapyxeHuM WperncTpaumm aTak, aTakke OonoBelleHUn npu
cpabaTtbiBaHUKM onpedeneHHoro npaeuna. B3aeBucumoctn ot tmna, IDS ymelT BbIABASATb pasnvyHble
BMObl CeTeBbIX arak, OOHapyXMBaTb MOMbITKW HEaBTOPM30OBAHHOIO [JOCTyNa WM  MOBbLILEHMWS
npvBunerMn, nosiBneHne BpegoHocHoro O, oTcnexwBaTb OTKPbITME HOBOro nopta uMT. 4. OgHako,
B OTNIMYME OT MEXCETEBOrO 3KpaHa, KOHTPOMMpYyloLlero Tonbko napameTpbl ceccun (IP, Homep nopta
ncoctosiHue cBdasen), IDS «3arnggbiBaeT» BHYTpPb naketa (4o cegbmoro ypoBHs OSl), aHanuanpys
nepegaBaemble AaHHble. CyllecTByeT HECKONbKO BWAOB CUCTEM OOHapyxeHusi BTOpxeHun. Becbma
nonynapHbl APIDS (Application protocol-based IDS), KoTOpble MOHWTOPSAT OrFPaAHWYEHHbLIA CMUCOK
NpuKNagHbIX MPOTOKONOB Ha npegmeT crneunduyeckux artak. TUNUYHbIMKM NPEeACcTaBUTENAMW 3TOrO
knacca gaBnsiTcs PHPIDS, ananuampytlowmin  3anpocbl kK PHP-npunoxenusam, Mod_Security,
s3awmwatrowmn seb-cepsep (Apache), n GreenSQL-FW, 6nokunpytoLmii onacHble SQL-koMaHAabl.

CeteBble NIDS (Network Intrusion Detection System) 6onee yHuMBepcarnbHbl, 4TO OOCTUraeTcs
6narogaps TexHonorum DPl (Deep Packet Inspection, rnybokoe wuHcnektupoBaHue naketa). OHu
KOHTPOMMPYIOT HE OOHO KOHKPETHOE MpuiioXeHue, a BeCb NPOXoasawmnin TpaduK, HadMHasa C kaHarnbHOro
YPOBHSI.

Cuctembl IDS npegHasHaveHbl TOMbKO ANA curHanmsauum obo BcCex BCe MoJo3puTENbHbIX
aenctenax. YTobbl 3abnoknpoBaTb aTaKylLIUA XOCT, CUCTEMHbIA agMWHUCTPATOpP CaMOCTOSTENBHO
nepeHacTpamBaeT OpaHOMayap BO BpeMsi NpocmoTpa cTaTucTuku. B Takom cnydae, ogHako, O
pearmpoBaHnM B pearibHOM BPEMEHM peyn He ugeT. MIMeHHO MoaTomy B HacTosiliee BpeMs MOSBUIMCH
IPS (Intrusion Prevention System, cuctema npegoTtepalleHns aTtak). OHu ocHoBaHbl Ha IDS, Ho moryT
CaMOCTOATENbHO NnepecTpanBaTb NakeTHbIM UNBTP MKW NpepbiBaTb ceaHc, (Hanpumep, otceinas TCP
coobweHne RST no npotokony TCP). B3saesucumocTn oTnpuHumMna pabotel, IPS  moxeT
yCTaHaBnMBaTbCHA «B PaspbiB» UMM WUCMOMb30BaTb 3epkanupoBaHue Tpaduka (SPAN), nonyd4aemoro
C HeCKombKnx ceHcopoB. Npumepamm Takmx cuctem senstotca IBM Security Network Intrusion Prevention
System, McAfee Network Security Platform, Suricata u gp.

OpHako  COBpeMEHHbIi  WHTEpHET  HeceT  OrpOMHOE  KONMYeCTBO  yrpo3,  Mo3ToMy
y3KOCMeLnanm3mpoBaHHble CUCTEMbI YKe He akTyanbHbl. B cBA3M ¢ aTum Heobxooumo ucnosnb3oBaTb
KOMMIEKCHOE MHOropyHKLUMOHANbHOE peLUeHne, BKIIOYalLee BCe KOMMOHEHThl 3aluTbl: charepBorn,
IDS/IPS, aHTuUBMpPYC, NPOKCU-CEPBEP, KOHTEHTHbIN UAbTP W aHTucnam-punbTp. Takne ycTponctBa
nonyuunu HaseaHue UTM (Unified Threat Management, o6beanHEHHbIN KOHTPOMNb yrpo3). B kayecTBe
npumepoB UTM moxHo npueectu Trend Micro Deep Security, Kerio Control n gp.

Cnncok MCrnonb3oBaHHbIX UCTOYHMKOB:
B. Cepatok. HoBoe B 3awmTe OT B3noma koprnopaTtuBHbIX ceTen // TexHocdepa. M. 2007 C.11-63.
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MAIrHUTHbIE XAPAKTEPUCTUKUN HAHOYACTUL KOBAJIbTA HA
NOANOXKE U3 KPEMHUA U BHYTPU YHT

lNpokoniok E.H.

Bernopycckuli 2ocydapcmeeHHbIl yHUsepcumem UuHgopmamuku U paduod/1eKmpOoHUKU
r. MuHck, Pecnybnuka benapycb

lMpuwena C.J1. — npocp., 8.¢b.- M.H.

Pabota COAEPXUT NccrnefoBaHne MarHUTHbIX CBOWCTB NS0THOYNAaKoOBaHHbIX HAHOYaCcTuL kobanbTa.

WcecnegoBanucb MarHMTHbIE CBOMCTBA aHCambrisi MNOTHOYNAaKoBaHHbIX HaHovacTuy Co
OCaXAEeHHbIX Ha MOANOXKA U3 KpeMHUs. [TNOTHOCTb pacnonoXeHusa HaHo4acTuL, cocTaBnsina
1,2x10%% cm2, cpegHuii pasmep HaHoyactTuy Obin 15+5HM. Ha pucyHke 1a nokasaHo
n3obpaxeHue, NONy4eHHOM Ha MarHUTHoOMm cunosom mukpockone (MCM) TectoBoro obpasua,
KOTOpbIN npeactasnan u3 cebs HaHoyactTuubl Co Ha nognoxkax SiO2/Si, a Ha pucyHke 16 —
ansa Co-YHT obpasua.

PucyHok 1 — MCM un3obpaxeHue ansa HaHodactuy Co Ha nognoxke Si/SiO2 (a) u Co-YHT (6)

B nepBom cnyyae MmarHuMTHble OOMEHbI NpeacTaBnalT cobon obnactu pasmepom
nopsgka 500 HM, 4TO BKMOYaeT nopsgka COTHUM HaHovacTuy. 3TO  OOHO3HA4YHO
CcBMOETENbCTBYET O CUIIbHOM AMMNOMBbHOM B3ammogencTsum mexgy Humu. Ona obpasuya Co-
YHT, BbIpalleHHOro 13 TeCToBOro, CPeAHUN pasmep MarHUTHOro AMNONSA cocTaBnseT rnopsaka
50 HM, 4TO BnM3KO K pasmepy HaHovacTWubl kobanbTa Ha BepliMHe HaHOTpybok. Bonblumn
pasMep OUnorns no cpaBHEHWMIO ¢ PUNYECKMM pa3MEpPOM HaAHOYaCTUL, BbI3BaH yAaneHHOCTbIO
WrMbl MarHWTHOMO CWMIOBOTO MMWKPOCKOMa OT noBepxHoCTM obpasua. [aHHbln pe3ynbTart
CBMAETENbCTBYET O MarHUTHON M30NMPOBAHHOCTM HaHoyacTuy kobanbTa BHYTpM YHT gpyr ot
Apyra.

MarHutounsonsauusa HaHodactuy Co BHyTpu YHT o6ycnoBneHa [ONOAHMTENbHBIMU
MEeXaHWYECKMMU Hanpsb>keHWsMK, BO3HMKaKLWWMW B KobGanbTe npu WCNOMb30BaHWM €ro B
KayecTBe katanmsaTtopa npu pocte YHT MeTogoM XMMUYECKoro napocasHoro ocaxaeHus. 9Tu
HanpPsXXeHUs YCUNMBalOT MarHUTOYMpyrylo aHW3oTPOnuio, 4YTO MPUBOAMT K MPeodoneHunto
OVNONbHOMO B3aMMOAENCTBUS MeXAY NNOTHOYNakoBaHHbIMK HaHoyacTuuamm Co.
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OCOBEHHOCTU PASPABOTKU MOBUJTIbBHOIO NPUNOXEHWUA AJIA
3ALLUMLLEHHOIO OBMEHA COOBLLUEHUSIMU B PEXXUME
PEAJIbHOIO BPEMEHU C UCNOJIb3OBAHUE TEXHOJTIOINN
BLOCKCHAIN

PomaHosckulti M.C.

Benopycckuli 2ocydapcmeeHHbIl yHU8epcumem UHopMamuku U paduo3ieKmpoOHUKU
2. MuHck, Pecniybniuka benapycb

Genoycosa E.C. — kaHO. mex. HayK

AHHOTauus. OgHMM M3 CMocOBOB peanu3aumm NpunoxeHuss ¢ 6e3onacHbIM OOMEHOM COOOLLEHWUIA SABNSIETCSt UCMOSb30BaHMeE
blockchain TexHomnorum, obecneumBatoLLen crieqytoLmMe BO3MOXHOCTU: KpunTorpadhmyeckas 3awuta coobLLEeHW; co3aaHne akkayHTa
ucnonb3ys faucet; aBTopusaumio echo akkayHTa; cosgaHne KOMHaTbl Ans YaTa; NOAKIOYEHME K e co3aaHHon komHaTe; QR-code ans
NPOCTOThI NOAKIYEHNS K CO30aHHON KOMHATE; Mony4eHne 1 oTnpaBka CoOBLLEHWI B paMKax KOMHATbI.

Ons onucaHua noruku paboTbl nepefayn AaHHbIX Heobxogumo paccMmoTpeTb TepMuH smart
KOHTPAKT, 3aKM4YaloLWniics B OMUCaHWM CYLLHOCTM Mpouecca, K KOTOPOMY CTPeMUTbCs pa3paboTyuk,
ncnonb3yowmnn TexHonoruto blockchain.

B HacTosiee Bpems CyLECTBYWOT pasnuyHble (penmMBOpKM obneryawwme BHeOpeHue
TexHonormn blockchain. PaccmoTpum BapuaHT mcnonb3oBaHusa dpenmeopka echo-androidframework,
Haxogsiweroca B cBobogHoM pgoctyne. [nss ero npUMEHEHUss B MPUINOXEHUW JOMKHblI  ObiTb
OOMOSHUTENBHO peanu3oBaHbl CrneaylLlimMe KOMMOHEHTbI: MOAKMIOYEHNE penmMBOopKka B MPOEKT U
WHMLUManu3aums KnmeHTa.

BaxHon 4acTbio pa3paboTkym MOBUNBHOrO MPUNOXEHMS SABMSETCH HanucaHve smart KOHTpakTa,
KOTOpbIN paspabaTtbiBaeTca Ha A3blke solidity n BeIrmagaT, valwle BCero, kak CTaHO4apTHbI OOBEKTHO-
OpPWMEHTUPOBaHHbLIW Knacc. lMona n 6rok KOHCTpyKTOopa smart KoHTpakTa Ans obmeHa cooblieHnsmu B
pexvmMe peanbHOro BpEMEHU BbIrMSAnT criegyrowwmmn obpasom:

public contract ChatRoom {
struct Messages {
string ownerMessages;
string companionMessages;
}
address owner;
address companion;
mapping(uint256 => Messages) messages;
constructor(address companionAddress) public
{
owner = msg.sender;
companion = companionAddress;

}
}

Onsi paboTbl NpUNOXeHUs OOMKHbI OblTb peanu3oBaHbl cneayowmne yHKLMM smart KOHTpakTa.

1. OTtnpaeka coobuieHunrt nocpeacteom function uploadMessage(string message).

2. Mony4yeHune COO0LLEeHNN cobecegHuka Ha OCHOBE NCMosb30BaHUs function
getCompanionMessages(uint256 blockNum) public view returns (string savedMessages).

3. MNpoBepka Hanuunn coobLeHnn cobecenHuka c NMOMOLLIbHO function
haveCompanionMessages(uint256 blockNum) public view returns (bool value).

4. TpoBepka paspelleHns Ha npucoeauHeHne K KomHaTe, mcnonb3ys function canJoinRoom()
public view returns (bool value).

Takum o6pasom, wucnonb3oBaHne TexHomormn blockchain n  dpenmvBopka echo-android
COBEpPLUEHCTBYET MNPWUIOXEHUE, YNpowaeT npouecc pas3paboTkM U yMEeHbLUAeT  KOJNIM4YecTBO
ucnonb3yembix pecypcoB. Heobxooumo OTMETUTb, YTO [aHHas TEXHONMOornsi MMeeT MpeumyllecTsa
AeLeHTpanm3aunm, oTKPbITOCTU U HAOEXHOCTU C BbICOKMM YPOBHEM KPUMTOrpadonyeckomn 3atmTol.

Cn1CcoK UCNOMb30BaHHbIX UCTOYHUKOB:

1. bBaynuH A. BriokueliH B adompe // dopbe / Forbes. —2017. — Ne 11.— C. 126-127.

2. BaxpaHeB A. B. Ponb GBUTKOMHOB B 3KOHOMUKE U 1X Npon3BoacTBo // busHec B 3akoHe. — 2016. — Ne 6. — C. 224-226
3. leHknH A. C. Bnok4eriH 1 yHUKarbHble LieHHble 06bekTbl // CTpaxoBoe Aeno. — 2017. — Ne 3. — C. 15-22.
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CUCTEMbl MOHUTOPUHI'A CETEBOI'O OBOPYJOBAHUA CETU WI-
FI

Casuyes A.C.

Bernopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHgopmamuku U paduod/1eKmpOoHUKU
2. Munck, Pecnybnuka benapyck

Lieemkog B.FO. — 0KmMop mexHU4YecKUXx HaykK

B paGOTe I'IpVIBe,EléH CpaBHUTENbHbLIN aHanus cyulecTByrowmnx n cBoboaHo pacnpocTpaHAeMbIX CUCTEM MOHUTOPUHIa oGopy,qosava
cetn Wi-Fi. CaenaHbl BbIBOAbI O SIBHbIX npenmyliecTesax n HegocTaTkax cCpaBHMBAEMbIX CUCTEM.

1.Microsoft SCOM — System Center Operations Manager — cuctema CKBO3HOTO MOHUTOPUHra oT
Microsoft, B TOM uncne akTMBHOIo CnexeHusi 3a COCTosHMEM ceTen (HabntogeHne 3a NibbiMu ceTeBbIMU
ycTponctBamn, nogaepxusarowimmmm SNMP, BnnoTe 4O YpOBHS MNOPTOB, a Takke oOOHapyxeHue
BUPTYanbHbIX NIOKaNbHbIX CETEN N KOMMYTaTOPOB B TAKUX CETHAX).

OcHOBHble JOCTONHCTBA:

— VCKNIOYMTENbHAs NPOM3BOANTENBHOCTb Y PaboTOCMOCOBHOCTL NPUMOXKEHUA ANs NPOrpamMmMHbIX
cpea Microsoft;

— obecneymBaeT CKBO3HOE ynpaBneHue crnyxbamu Ans CepBMCOB Ballero ueHTpa obpaboTku
AaHHbIX;

— cnocobeTByeT ynyylleHnio 3(MEKTUBHOCTU M yNpaBneHus cpegamu LeHTpoB obpaboTku
AaHHbIX;

— YHUPMLMPOBAHHbIN KOHTPOSTb B PaMKax YacCTHbIX 1 06LLEeA0CTYNHbIX 061a4yHbIX CEPBUCOB;

— nogaepxka Windows PowerShell 2.0 ¢ Habopom HOBbIX KOMaHAETOB;

OpHo 13 rnmaeHbIx goctonHcTB System Center Operations Manager — npogBvHyTas BM3yanusaums
BCEr0 OrpoMHOro cobpaHHOro Habopa AaHHbIX, B OCHOBHOM B BuAe rpadvkoB W Auarpamm, Npuyém
BM3yanu3aums OOCTYMNHa He TONbKO B CrneunanbHOW KOHCOMW NporpamMmel, HO 1 Yyepe3 Be6-uHTepdelic.

OCHOBHble HeOCTaTKW:

— CUCTEMa MOHWUTOPUHIra OXBaTbiBaeT MHOXECTBO OBLLMX NnokasaTernen CUCTEeMbl, HO HenpurogHa
ANsi CNeXeHust 3a cneumnguyeckumMm napameTpamu;

— [0 cux nop paboTa c onepaumnoHHbIMK cucTemamu BHe cemencTea Windows HecTabunbHa;

— HeObXOAMMOCTb YCTAaHOBKU CEPBUCA areHTa;

— HeBeposATHas TrPOMO3OKOCTb W TPYAOEMKOCTb HAaCTPOWKM npodykta «noa cebsa»: cuctema
Jonblue MOAXOAMT ANA MOHUTOpUHra obuiero coctosHMa M cbopa OCHOBHbLIX CBEAEHUA O GONbLUOK
CTPYKTYpe (Hanpumep, MHOXECTBO KITMEHTCKUX U CEPBEPHbLIX MALLMH B JOMEHE).

Takke CyLEeCTBEHHbIN HeAOCTAaTOK CUCTEMbl COCTOUT B BbICOKOW CTOMMOCTM [daHHOro
NporpaMmHOro nNpoaykTa.

2.Zabbix — cBobogHO pacnpocTpaHsemas cucteMa ANS KOMMMEKCHOro MOHUTOpPUHIa CeTeBOoro
obopyaoBaHus, cepBepoB 1 CEPBUCOB.

OcHOBHble JOCTOUHCTBA:

— BCH KOHGUrypaumsa xpaHuTcs B 6ase 1 ynpaBnaeTcsa Yepes Beb-nHTepdelic;

— eJuHas ToYKa JocTyna Ans nonb3oBaTenew;

— pasrpaHuMyeHus 4OCTyna K AaHHbIM U KOHUrypauuu;

— BCTpOeHHble BoraTele cpecTBa BU3yanu3auum;

— pa3BUTbIE BO3MOXHOCTMW aHanm3a coOpaHHbIX OaHHbIX;

— NpeAocTaBnsieT rmokne BO3MOXHOCTU MO HACTPOMKE YCITOBUM-TPUITEPOB, KOTOPLIE BKIOYAOTCH
npv aBapusix n Henonagkax;

OcCHOBHbIe HEQOCTATKM:

— BCe [JaHHble WUCTOpuMM XpaHsATcs B Oase, 4YTO HeddPEeKTMBHO W  OrpaHu4MBaeT
MacLLTabupyemMocThb;

— He obecneuynBaeTCs OTKa30yCTONYMBOCTb;

— MOHMWTOPUWHI CEPBEPOB U pabounx CTaHUMIA OCYLLEeCTBMNSAETCA 4epe3 MOCTOSHHO 3anyLieHHbIN
areHT;

B kayecTBe [OOMOMHUTENBHOrO MWHYCa CTOMT OTMETUTb CIOXHOCTb [enerMpoBaHus npas —
MallMHa C CEepBUCOM 3a4acTylo ynpaBrseTcd OnepauMoHHOW CUCTEMOM CeMeWcTBa *nix, 4to genaet
TPYAOEMKMM B3anMMOLENCTBUE C JOMEHHBIMU Nonb3oBaTensammn u npasamu n3 Active Directory (Windows
CUCTEMBI).

3.Nagios - (nmepBoHaydanbHo Netsaint) — cBob6ogHO pacnpocTpaHsiemas nporpamma Ans
MOHWUTOPWUHIAa CUCTEM U CETEN.

OcHOBHble JOCTONHCTBA:
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— npocTton copmaT KOHGUrypaumoHHoro danna. [Npy HanMyMm MUHUMManbHOrO onbiTa B
nNporpaMMmpoBaHNUN MOXHO HanMcaTb COBCTBEHHbIE NnaruHbl Ana Nagios;

— MO3BOMSET OCTaBNATb KOMMEHTapPUN C METKOW BPEMEHM;

— CYLLLECTBYIOT MMaruHbl Ha BCe Cny4vau XXU3HU OT CTOPOHHMX MPOU3BOANTENEN;

— OTMpaBKa OMOBELLEHWI B CIly4ae BO3HUKHOBEHMS Npobrem co cnyx6om nnm XxoCcTom (C MOMOLLIbIO
noYTbl, CMC, Unn NobsiM Apyrum cnocobom, onpeaeneHHbIM Nonb3oBaTenem Yepes Moaynb CUCTEMBI);

OcCHOBHbIe HeJoCTaTKu:

— HeT BO3MOXHOCTU KOH(UrypmpoBaHusi Yepe3 Beb-uHTepderic. Bce nsmeHeHms koHgurypauuu
BbINOMHAOTCA nNpaBkon annoB KoHUrypauun ¢ nocrnefylowmMm MNOfHbIM MNepe3anyckoM cepBepa
Nagios;

— CNULLIKOM BOMbLLIOK MHTEepPBan Mexay NpoBepkamMu 1 3amepamm napameTpos;

— OTCYTCTBYIOT BCTPOEHHbIE CpeACcTBa BU3yanu3auumn (Kpome KapTbl CETL);

— CNOXHOCTb MacluTabmpoBaHusa 6e3 MCNonNb3oBaHWA NNarMHOB OT CTOPOHHUX Npomu3BoauTeENen;

— KaXabl NNarvH 3anyckaeTcs Kak oTAenNbHbIN NpoLecc;

[ononHuTenbHO K HeaoCTaTkaM MOXHO OTHECTM NpobnemHoe B3anmMoOencTeue ¢ cepsepamm noa
ynpaeneHunem Windows.

4.Cacti — 6becnnaTHoe NpUNOXeHNe MOHUTOPUHIA, MNO3BOssAOLWEe coOMpaTh CTaTU4eckue AaHHbIe
3a onpegenéHHble BpeMEHHbIe MHTepBarbl U oTobpaxaTb MX B rpadmyeckom Buge npu nomowm RRDtool
YyTUNUTBI, NpegHasHavyeHHon Ans paboTbl ¢ KpyroBeiMu 6asamu ganHbix (Round Robin Database),
KOTOpble MCMONb3YTCA ANSt XpaHeHUs MHopMaun 06 N3MEHEHMN OLHOWM UM HECKONbKMX BESMYMH 3a
onpefeneHHbI NPOMEXYTOK BPEMEHMU.

OcCHOBHble JOCTOUHCTBA:

— BbICOKasi CKOPOCTb pa3BepTbiBaHUSA NPU MUHUMAIbHOM OOMNONHUTENBHOM KOAUPOBaHMWU;

— NpocToTa n ygobcTBo UHTepdenca NnpocMoTpa gMarpaMmm 1 UX HaCTPOWKUY;

— BO3MOXHOCTb MOAKIMOYEHNST CKPUMNTOB;

OCHOBHble HeOOCTaTKN:

— CMNOXeEH B NepBOHa4arbHON HACTPONKE;

— OTCYTCTBME BO3MOXHOCTU UHBEHTapmU3auum;

— OrpaHuYeHHas Npon3BOANTENBHOCTb «HepoaHbIx» JMX pewenui anga Cacti;

Tak >xe oTAenbHbIM HEAOCTAaTKOM MOXHO BbIAENUTb OOBOSILHO ObICTPOE HapacTaHue KonmyecTBa
OOHOTUMHBIX HACTPOEK B Criyyae OOMbLIOro Yncna cpef u cepBepoB.

5.0bservium — gBnseTcs CUCTEMOW MOHUTOPMHIa U HabniogeHUsa 3a CeTEBbIMU YCTPOUCTBAMU U
cepsepamu. pyn 3TOM CNMCOK NoAAepXMBaeMbIX YCTPOWCTB OFPOMEH U He OrpaHMyYMBaeTCs TOSbKO
CeTeBbIMU YCTPONCTBaMMU, MMTABHOE yCrioBne — YTobbl YCTPOWCTBO nogaepxmeano paboty SNMP.

OCHOBHbIE AOCTOMHCTBA:

— MMeeT OrPOMHEWNLLNIA CIUCOK CUCTEM, 32 KOTOPbIMU MOXET MPOU3BOANTE MOHUTOPUHT;

— nNpefycTaHoBneHHble WwabnoHsl aonsg SNMP OID;

— oTobOpaxeHue rpadukoB, annapaTHbIX PeCypcoB, JAaTYMKOB B YOOOHOM ANnsi Nonb3oBaTenst BUAE;

— nopgkntoveHme Syslog cooblennii;

OcCHOBHbIE HeJoCTaTKuU:

— cucTema onoBeLLeHUn AOCTYMNHa TOMbKO B NIIaTHOW BEPCUM;

— paboTa c KapTamy MeCTHOCTU JOCTYyMHa Tomnbko Yepe3 Google kapTbl;

— OrpaHnyeH 5-Tu MUHYTHLIM MHTEPBAanoM onpoca YCTPOWCTB;

B pesynbTarte aHanu3a cpaBHUMBaeMbIX CUCTEM MOHUTOPUHIa BbISIBMIEHbI CReayloLme Kputuieckne
MUWHYCBbI:

— HeT cucTeMsbl onoselleHun B Cacti;

— npwu ncnonb3oBaHun RRD B Cacti u Nagios TepsieTcs getannsaumns ctapbixX AaHHbIX;

— KoHpurypaums B Nagios nsmeHsieTcs nocpecTBoM U3MeHeHUs hanna KoHdurypauum, Ho HoBas
KOHUrypaums npumeHsieTcs TOnbKo Npu nepesanycke cnyx6bl Nagios, 4To npu 6onbluoM KonmyecTse
cobupaemMbIX METPUK MOXET 3aHMMaTb HECKONbKO AECATKOB MUHYT, @ cnegoBaTteribHO, cMcteMa He byaet
PYHKLMOHMPOBATL B 3TO BPEMS.

Zabbix nmeeT MeHee KpuTUYeckne HeJoCTaTKM, CBA3aHHbIe C BU3yanusauuen AaHHbIX, Y4To cnabo
BMNUSEeT Ha OCHOBHble DYHKUMOHArbHbIE BO3MOXHOCTU CUCTEMbl. HauMeHee pecypcoemKon CUCTEMOWN
asnseTtca Cacti u Observium, Hanbonee pecypcoemkon — Nagios n Zabbix. Ho u3-3a onmncaHHbIx
HeJoCTaTKOB M HE06X0OUMOCTM NCMONb30BaHMSA 60MbLIOrO KONMYecTBa CTOPOHHMX MrarnHoB And Cacti n
Nagios, a Tawkke Wu3-3a CMOXHOCTM MacwTabMpoBaHUS ITUX CUCTEM HaumyylwuM BblOOpom Ans
MOHWUTOPUHIa BoMNbLIOro KONMYecTBa MeTpUK npusHaH Zabbix n Observium.
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NMPUMEHEHMUE OBNEMYEHHbIX KPUMNTOAIITOPUTMOB AJA
MHTEPHETA BELLEW

Benopycckuti 2ocydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3neKmpoHUKU
2. MuHck, Pecnybnuka benapych

AHucumosa KO.H., CasueHko A.A.
Bnacosa " A. — K.m.H.,0oueHm

OcHoBHble npobnembl obecneveHnss Ge3onacHoOCTU yCTponcTB WHTepHeT Belle oBycroBneHbl Tem, uTo
CyLLIeCTBYIOLLME METOAbL! N CPeAcTBa 3aLLUThl M3HAYanNbHO pa3pabaTbiBanuncb ANa NepcoHanbHbIX KOMMNbIOTEPOB, U He
yuMTbIBanNu ocobEeHHOCTU U orpaHuyeHusi ycTpocTB MHTepHeTa Belen. [Ana 3awuTbl Taknux YCTPOWUCTB HEOOXOAMMO
NpUMEHsITb  0bneryéHHble KpunTorpaduyeckme anroputMbl, 3MMEKTVBHOCTb MNPUMEHEHWUSI KOTOPbIX 3aBUCUT OT
cneundukn yCTpOMCTBa U Ka4eCTBEHHOro Noabopa Kk HeMy KpunToanroputMma.

WuTepHeT Bewen (Internet of Things, 10T) — koHUenuusA, Npegnonararowas obbegeHne
B CeTb YCTPOWCTB (Bellen), CnOCOBHbIX B3aumogewncTBoBaTb ApPyr C APYrOM Ha OCHOBe
BCTPOEHHbIX TEXHOMOIMMI, KOTOPbIE NOAAEPXKMBAKOTCA AaHHOW CeTblo. YCTponcTBamu (Bellamm)
ABMSOTCA «YMHbIE» Fa[KeTbl, KYMHasi» TEXHUKA N Opyrne YCTPOWCTBA, KOTOPblE MOryT ObiTb
ncrnonb3oBaHbl B 06uxo4e Yenoseka unm ero goma.

lMpuMeHeHue TpaguLUMOHHBLIX METOAOB 3alluTbl YCTPOWUCTB VHTepHeTa Bellen, Takumx
Kak wundpoBaHue, waeHTUdMKauma/ayteHTumKauma u  BHegpeHne (U3NYECKUX Mep
obecneyeHnst besonacHocTu, TpebyeT UX CYLLECTBEHHOrO PEVMHXMHUPWUHIA U aganTauun, Tak
Kak yCTpPOMCTBa MMET MHOXECTBO OrpaHudyeHun. HTepHeT BeLlen, kak npaBurio, COCTOUT U3
nopTaTMBHbIX YCTPOMCTB C HU3KUM anekTponotpebneHvem, manbim opM-pakTtopom K
OrpaHM4YeHHbIMU BO3MOXHOCTSAMM [1].

OcHoBHbIM cpefcTBOM obecneyeHnss MHOPMaLMOHHOW 6e3onacHOCTM B Mupe
WHTepHeTa Bellen aBnseTca Tak Has3biBaeMas «obneryéHHas» kpuntorpadgus. K obneryéHHom
Kpuntorpacdum OTHOCATCA anropuTMbl, paspabaTbiBaemble creunanbHO Ans YCTPOWCTB C
OrpaHUYEHHbIMU UNKU KparHe orpaHUYeHHbIMU BbIYUCIINTENBHBIMU pecypcamu.

CvMMeTpUYHbIE anropuTMbl BBUAY CBOWMX Ka4yecTB WUCMOMb3yTCs ONS WMdpoBaHMs
BMAEO-AaHHbIX, rae TpebylTcsi oYeHb MNpou3BOAUTENbHBIE CUCTEMBbI ANA LudpoBaHus, a
Takke Heobxoouma 3HauuTenbHas BblYUCIIUTENbHAsE MOLWLHOCTb ANS  LWMPOBaHUA U
OeKkoanpoBaHusa B peanbHOM BpemeHu. CTpeMuTenbHoe pasBUTUE pbiHKA BuOeoHabnogeHus
nokasblBaeT, YTO HafnpaBfeHMeM HOBOTO BPEMeHU ABMSeTCs UMeHHO |P-BugeoHabnogeHve.

Mpu BbIGOpPE MNeErkoBecHOro KpunToanropuMTMa, peanusylowero ngpoBaHne BUAEO-
OaHHbIX, crnefyeT y4MTbiBaTh TakMe XapakTepUCTUKM anroputMa, kak aAnvHa MHOopMaunoHHOro
6roka, AnNuHa Kroya, YMcno payHaoB (LMKMOB WMGPOBaHNS), BANSIOWME Ha KPUNTOCTONKOCTb
anropvTma, B JaHHOM cry4yae, npu WndpoBaHMN BUAEOAAHHbIX, padMepa kroda B 128 6ut u
yuncno payHgoB 6onble 20 ByaeT AOCTAaTOYHO, KOMMYECTBO YCITOBHBIX TOrMYECKUX 3NTIEMEHTOB
OO0JKHO ObITh B Npegene 1000 GE.

Ccbinasgce Ha cTaTtbto [2], roe npuBedeHbl CpaBHUTENbHbIE XapakKTePUCTUKK
anropMTMOB, M CpaBHMBasi NO TakoMy MnapamMeTpy, Kak AnuvHa Knwoya, ansa obecneyeHus
HeobX04MMOro YPOBHSA KpUMTOCTOMKOCTU noaxoasaTt anroputmbl LED, Piccolo, PRESENT,
TWINE c gnuHoi kntoya B 128 6ut. Anroputm LED MmMeeT xyglwive nokasaTenu Ynucna TakToB
paboTtbl, xapaktepuctukn y Piccolo, PRESENT cxoxun, ogHako anroputm Piccolo umeert
NPeuMyLLECTBO BBMAY MEHbLUEro KOMMYecTBa JIOMMYECKUX 3MEeMEHTOB ANS peanusauuun npu
TaKWX Xe nokasaTensax ANuHbI K4va, Yicna payHgoB 1 yucna TakTos paboTsl anroputmMa.

Ccbinasice Ha [3], roe ykasaHbl CpaBHWUTENbHblEe pe3ynbTaTbl peanusauun BroYHbIX
wudpos Piccolo-128, TWINE -128, PRESENT-128 Ha 16-pa3psgHom mukponpoueccope RL78
oT Renesas Electronics. no napametpam 3aHnmaembix O3Y, M3Y, ckopocTn WngpoBaHUS 1
dewmndpoBaHusl, BMaHo, 4to anroputmbl Piccolo, PRESENT moryt ObiTb peanu3oBaHbl C
HebonbwKMM 0O0bEeMOM onepaTMBHOW NamsaTM, 64 6Garita onepaTMBHOM nNamMATU  ObINoO
JoctatoyHo BO Bcex kaTeropusax. Anroputm TWINE umeeT HesHauuTenbHble NporpaMmHble
N3OEPXKN, 4TO obecneyvmBaeT Ype3BbliYanHO Marnblil pa3mep koda. C TOYKM 3pEHUSA CKOPOCTW,
TWINE poctur ypoBHsi, aHanorumyHoro Piccolo. Ona peanusauuu wundpoBaHus GonbLlioro
obbema paHHbIX ¢ IP cuctem BuaeoHabnoaeHuss ¢ 60MbLION CKOPOCTLI0 NOAXOAUT BIOYHbIN
CYMMETPUYHBLIN TUN WNPOBaHNS 1 peanuayloLwmnin ero anroputm Piccolo-128.

AcvnmmeTpudHaa kpunTorpadwms ucnonb3dyetcd B SSL/TLS, koTopble nomoratoT
caenate HTTPS coeguHeHne 6e3onacHbiM. K nonynsipHeiM anropyutMamM C MCMONb30BaHUEM
OTKpbITbIX Krtoden oTHocATes: RSA, DSA, ECC n PKCS, HO BCe OHM MMET onpeaeneHHble
HegocTaTkM, NGO CpPaBHUTENBHO HEBLICOKAS CKOPOCTb paboTbl (Hanp., anroputmbl Ha Gase
annuntudeckux kpmebix (JK)), nnbo cpaBHUTENbHO HWM3Kasi CTOMKOCTb MPU COMOCTaBUMbIX
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pasvepax knwyen u napameTpoB (cxema [Ouddu-XennmaHa W gpyrme  anropuTMbl,
OCHOBaHHbIE Ha OMCKpPEeTHOM rorapudme B none), nnbo n 1o, u gpyroe ogHopemeHHo (RSA).

B ctaTtbe [4] npuBeaeHbl cpaBHeHUs pa3mepoB kntodvern ana Number Theorists aRe Us
(NTRU) c skBMBaneHTHbIMW pa3mepamun KIo4erh AN CUCTEM, OCHOBaHHbLIX Ha npobnemax
cdhakTopM3aumm Uenbix YMcen u AWCKPETHOro norapudma B rpynne Touyek SnnMnTUYecKmX
KpuBbiX. CpaBHeHus nokasbiBaloT, 4To NTRU wumeeT Bce HeobOxoauMmble ycrnoBusa Ans
obecneyeHns HauvBbICLLErO YPOBHA CTOMKOCTM M MO 3TOMYy MoOKasaTento He OTcTaer oT
KOHKYPEHTOB.

B [4] npuBogATca cpaBHUTENbHbIE pe3ynbTaThl namepeHun ckopoctn NTRU, 9K n RSA.

NTRU umeet BbICOKYO CKOpOCTb BbIMOSHEHNA onepauui
3awmndppoBaHus/pacundpoBaHud.  [lo  3agBneHuam  komnaHum  Security  Innovation,
3aHumatowenca paspabotkor NTRU, paHHbIi anropuTm OO0 ABYXCOT pa3 bbicTpee, 4yem
anropuTMbl Ha ANAUNTUYECKMX KpuBbIX U RSA, n npm atom ero peanusaumsi ropasgo MeHbLUe
(okono 8 Kb).

Hwxe B Tabnuue 1 npuBoautcs cpaBHeHne anroputmoB NTRU, RSA n ECC-NIST-224.
CkopocTb paboTbl AaHHbBIX anroputMoB Obina 3amepeHa kKak Ha LMY, Tak n Ha rpadmyecknx
npoueccopax C WUCMonb3oBaHMEM TexHonorum pacnapannenuBaHmsa CUDA ot  Nvidia.
Anroputmbl NTRU, RSA n ECC-NIST-224 npeacTtaeneHsbi B [5].

Tabnuua 1 — CpaBHeHune ckopocTth peanusdauun NTRU, RSA un 3K gna UMY n My

Anro Asbik Mapa 3aw Pacw But/
pUTM " MeTpbI nop/ udop/c onep
nnat anrop ¢
dopm ntma
a
NTR Intel (N, q, 95 95 1756
U Core2 p) =
Extre (1171,
me @ 2048,
3.00G 3) (k=
Hz 256)
CUDA 571 546
GTX2
80
1
onepa
Luus)
CUDA 24*1 24*10
' 3 3
GTX2 0
80
RSA CUDA 2048 - 104 2048
, bit (k
Nvidia =112)
8800
GTS
Intel 6,65* 168
Core2 10 3
@
1.83G
Hz
oK CUDA ECC- - 1,41*
, NIST- 3
Nvidia 224 (k 10
8800 =112)
GTS
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Intel 1,86**
Core2 10 3
@

1.83
GHz
(ECD
SA)

MoxHo caenaTtb BbIBOA O BbICOKOM ypoBHe cTorkocT NTRU, KOoTOpbIi He ycTynaeTt
CTOMKOCTU anropuTMoB Ha 6ase annunTUyYecknx Kpusbix. HO B CBSI3W C HOBW3HOW U Marown
pacnpocTpaHeHHocTbio NTRU Heob6xoomMmMo MpoBOAMTBL OOMOMHUTENbHbIE WCCNEeOOoBaHUs Ha
npegMeT BO3MOXHbIX 3aKNagoK WM KPUTUYECKUX YA3BMMOCTENW, KOTOpble MOryT ObiTb
ncnonb3oBaHbl Ans pas3paboTkn apdPeKTUBHbIX aTak. B pesynbtaTe aHanmnsa GeicTpoaencTeus
NTRU 6bino ycTaHOBMEHO, YTO €ro CKOPoCTb paboTkl ropa3fo Boilwe, Yem y RSA n 3K.

MpumeHeHne o6nerYéHHbIX KpuUNTOanroputMoB no3BonsieT obecneunTtb 3awuTy
yctponctB  WMHTepHeTa BewewW C  OFPaHUYEHHbIMUM  BbIMUCIUTENbHBIMKU  pecypcamum.
Mukponpoueccop Ha OCHOBE aCUMMETPUYHOMN KpunTorpadum MOoryT UCnonb30BaThCs B MOObIX
ragkeTax, roe He TpebyeTca BbICOKasi MNpPOMyCcKHasi CnocoBHOCTb WHTEpHeT Tpacdhmka,
Hanpumep, B raketax «ymHoro» goma. Beibop anroputma ans peanusaumm OCHOBbIBaeTCS Ha
TaKMX CPaBHUTENbHBIX XapaKTEpPUCTUKaX, kak Tpebyemoe KONMYEeCTBO YCMOBHbLIX NOMMYECKUX
anemeHToB, 3aHumaemon O3JY, T3Y, ckopocTn wndpoBaHUs, CKOPOCTU AelmndpoBaHus.
PesynbTathl CpaBHeHUs CKOpOCTU peanu3auuu aCMMMETPUYHBIX  JIEFKOBECHbIX
Kpuntorpacuyeckux anroputMOB MoOKasanu, YTO HaunyywuMMy napametpamum obnagaet
anroputm NTRU. Pe3ynbTatbl CpaBHEHUS OCHOBHbIX NAapaMeTPOB peanu3aumm CUMMETPUYHBIX
NErkoBeCHbIX Kpuntorpaduyeckux anroputMoB nokasanu, 4to anroputm Piccolo-128 umeer
npeumyLlecTsa M nogxoauT Ana peanusauun wndpoBaHma Gonbworo obbema gaHHbIX ¢ IP-
CcUCTEM BMaeoHabNoaeHNs.

Cnucok ucnosib308aHHbIX UCIMOYHUKOS:

1. lMNonezeHbko A. M. OcobeHHocmu 3awumsl uHghopmayuu 8 uHmepHeme esewjel [Tekem]/ A. M. NonezeHbko
/I International Journal of Open Information Technologies. — 2018. - Ne 6. — C. 41-44.

2 JKykoe A. E. JleekosecHasi kpunmoepagpus. dacmb 1 [Tekem] / A. E. XKykoe // Bonpocsi
KubepbeszonacHocmu. -
2015. - Ne 4. — C. 31-36.

3. Cryptographic Technology Guideline (Lightweight Cryptography) [Tekcm]: Lightweight Cryptography Working
Group / Kazumaro Aoki, Tetsu lwata, Kazuto Ogawa u dp. — Cryptrec, 2017. — C. 39-44.

4. Jens Hermans, Frederik Vercauteren, Bart Preneel. Speed records for NTRU. Department of Electrical
Engineering, University of Leuven Kasteelpark Arenberg 10, B-3001 Leuven-Heverlee, Belgium.

5. Speed records for NTRU [OnekmpoHHbIt pecypc]. - Pexum docmyna:
https://homes.esat.kuleuven.be/~fvercaut/papers/ntru_gpu.pdf.
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NMPUNOXEHUE ONA COKPbITUA NHOOPMALIUN B AYOUODAWUNE
METOAOM 3AMEHbI HAMMEHbBLUEIO 3HAYALLEITO BUTA (LSB)

Llaxmympb A.M.

Bernopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHgopmMamuku U paduo3r1eKmpOoHUKU
2. Munck, Pecnybnuka benapyck

lempoe C.H. — k.m.H., doueHm

CnoBo cTeraHorpadusi MPOUCXOANT OT rPeYecKmnx CroBs: «steganosy, YTO JOCNOBHO O3HAYaET «CKPbIBATb» UM «CEKPET» U
«graphy», 4TO O3Ha4aeT «MMCbMO» UMK «pucoBaHue». OTcloaa, cTeraHorpadusa — 3TO UCKYCCTBO COKPbITUSI CEKPETHOM MHGOopMaLImn B
charine Takum 06pasom, YTO TOMbLKO OTNpaBUTENb W MoryyaTenb MOryT 3HaTb O ee Hanuuun. KoHdmaeHumanbHas vHdgopmaums
3aKoaMpoBaHa Tak, YTO CaMO CyLLeCTBOBaHWE CoobLLeHus yTamBaeTcs. [pemmyLecTBo cTeraHorpadum Hag YvicTon KpunTtorpaduven
COCTOUT B TOM, YTO COOOLLEHNS He MpuBneKkaloT Kk cebe BHUMaHWSA. CoobLueHns, daKT LWngpoBaHNS KOTOPbIX HE CKPbIT, Bbl3biBAOT
nofo3peHre 1 MoryT BbiTb camu no cebe ynuyalowyMmn B Tex CTpaHax, B KOTOpbIX 3anpelieHa kpuntorpadusi. Takum obpasom,
KpunTorpadvs 3almLLaeT cogepkaHne coobLLeHns), a cTeraHorpadums sawwmaeT cam akT Hannymna Kaknx-nbo CKpbIThIX MOCMaHWA.

OgHMM 1n3 cambiXx pacnpocTpaHéHHbIXx MeTogoB sBnsieTca LSB  (Least Significant Bit,
HaVMEHbLUNIA 3HaYalLMin BUT) anropuTM, KOTOPbIA 3aMEHSAET HAMMEHbLUNIA 3HaYalLMn BUT B HECKOSBbKUX
fbantax danina-HocuTens, YTobbl CKPbITb NOCNEAOBATENBLHOCTL DANTOB, COAEPXKALLMX CKPbITbIE AAHHbIE.
0710, kKak npaBwuno, 3deKTMBHO Torga, Korda 3ameHa Mnagwero 6uta He BrevyeT 3a cobon
3HayuTenbHOE yXxyAlweHue kadecTtBa. PasHuua mexay nycTbiM M 3anOfiHEHHbLIM KOHTEMHepamMu AOMKHa
ObiTb He owyTuma Ans OpraHoB BOCMpUATUA  4enoBeka. Hebombwasa Mogudumkaums  3Tow
cTeraHorpadmyeckon TEXHWKM NO3BOMSIET MCMOMb30BaTh AN BCTpaMBaHUA coobLleHns asa unu donee
Mnagwmux 6utoB Ha Gant. OT0 yBeNUUMBaET OOBEM CKPbITON UH(OPMaLMN B OOBEKTE-KOHTENHEPE, HO
CKPbITHOCTb CUIBbHO CHUXKAEeTCs, YTo obneryaeTt obHapyxeHue creraHorpaguu.

MpeumyLiecTBa meToaa:

— pa3mep hanna-KkoHTENHepa OCTaeTCs HEU3MEHHBIM;

— Npu 3aMeHe O0fHOoro OuTa B KaHane CUMHEro LBeTa BHegpeHne HEBO3MOXHO 3aMETUTb BMU3YaribHO;
— BO3MOXXHOCTb BapbMpOBaTb MPOMYCKHYK CNOCOBHOCTb, M3MEHSISI KONMYECTBO 3aMEHAEMbIX OUT.
Hepoctatku meTtoaa:

— CKpbITOE COOOLLEHME NErKo paspyLUnTb, HANPUMEP, NpU CXaTumM UNn oTobpaxeHuu;

— He obecneyeHa CEKPETHOCTb BCTpauBaHUS WHpoOpMauun, TakK Kak TOYHO W3BECTHO
MECTOMNOSIOXEHUE CKpbiBAaEMON UHopmMaumn.

B xoge wuccnepoBaHusa paspaboTaHo nporpammHoe obecnedeHue, Ha3HayeHWeM KOTOPOro
ABNSAETCHA BHECEHME COKPLITOro coobLieHns B ayamodann nepeMeHHoro pasmepa metogom LSB. Takke
NPOAYKT OOIDKEH MPOBOAUTL KOPPENAUMOHHBIN aHanu3 crero-panna n KoHTenHepa. BoiweykasaHHble
YHKUMN peanu3oBaHbl ¢ nomolbio naketa MATLAB R2018b ¢ npeactaBneHUeM AaHHbIX B OKOHHbIX
dopmax Visual Studio. Ha pucyHkax 1 1 2 npeacrtaBneHbl rpaduky CUrHanoB MCXOOHOro ayguodpamna u
cofepxallero CTerokoHTenHep.

OCHOBHbIMW BO3MOXHOCTSIMU NMPOrpamMmMbl ABASKOTCS:

— 6e3onacHoe CokpbITMe MHOPMAaLMK B KOHTENHEPE;

— N3BreYeHe MHopMaLUKn N3 KOHTENHepa, C UCMOMb30BaHMEM KITHOYa;

— rpaduyeckoe oTobpaxeHne WHopmauun, HeobxoaMMon ans CpaBHUTENBLHOIO
KOppensLuMoHHOro aHanmsa metoaa creraHorpacgpum — LSB.

4] Steganography ‘ - lzall
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PucyHok 1 — "'padukm ncxogHoro (CkpbiBaemoro) cpavina
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08
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Orepurs gain [sness coobuenne 08

PucyHok 2 — "'pachunkn cTerokoHTenHepa

Mo pesynbTaTam uccregoBaHWsi MOXHO YBEPEHHO TOBOPUTb, YTO YESIOBEYECKOE YXO
HECnocobHO pa3NNYnUTb «YUCTLIN» KOHTEWHep OT cTero. B yacTtoTHom obnactu Havbonbline
pacxoXaeHust Mexay CTero U KOHTEMHEPOM HaxogaTcsl B 00n1acTu HU3KMX YacToT (MHpasBYyK).
MeTtoabl LSB ABNsOTCS HEYCTOMYMBLIMM KO BCEM BMAaM aTak M MOryT OblTb MCMOMb30BaHbI
TOMbKO MpK OTCYTCTBUU LWIYMa B KaHarne nepegayv AaHHbIX.

Cnu1coK NCnosib30BaHHbIX UCTOYHUKOB:

1 Kopxwuk B. W. Jlekuum no ocHoBam cteraHorpadpum [OnekTpoHHbIn pecypc]. — Pexum goctyna : www.ibts-sut.ru.
2 KoHaxoBuu I, ®., MNy3bipeHko A. KO. OcHOBbI COBpeMeHHOW kpuntorpadum u cteraHorpadum [OneKTpoHHbIA pecypc]. —
Pexum goctyna: https://ru.wikipedia.org/wiki/CteraHorpacus#Ccbinku.

3 B. LUWpanbmaH, CreraHorpacdusa ayauodavina wmetogom LSB [OnekTpoHHbin pecypc]. — Pexum pgoctyna
https://ru.bmstu.wiki/Cteranorpadmsa_ayanodarina_metogom_LSB.

4 3aBbsanos C. B., Betpos 0. B, CteraHorpacduyeckme MeToapl 3awmTbl MHopMauumn [OnekTpoHHbIi pecypc]. — Pexum
poctyna : https://ghostbaseniji.blogspot.com/2018/08/steganography-method-LSB.html.
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EANHAA UVOAEHTUDOUKALINA PUSUNYHECKUX NTULL

Hlymanckuii /I 1.

Hayuno-npouszeoocmeennoe pecnybauxarnckoe ynumapnoe npeonpusmue «Hayuno-uccae0o8amenbCkutl uHCmumym
MEeXHUYeCcKOU 3auumsl UHGopmayuuy»
2. Munck, Pecnyonuxa Benapyco

Ilynxo T.A. — kaHO. mexH. HayK, OoyeHm

Cucrema equnoii uanenrudukanuu (CEN) paspabarbiBaeTcs ¢ nesiblo (JOPMHUPOBAHUS €IUHBIX TOAXO0H0B K
obecrieueHNI0  WAECHTU(HUKALMK TIpaXJaHWHA C  KCHOJB30BAHHUEM  HH(OPMaMOHHO-KOMMYHHKAIIHOHHBIX
TEXHOJIOTHA M oOecledyeHHs HOPUIUYECKH 3HAYMMOTO JJIEKTPOHHOTO B3aMMOJCHUCTBHS MEXAY TIpakIaHaMu U
TOCyIapCTBOM (3a CUeT pealn3aliil BO3MOXHOCTH COBEPIICHUS IOPUANYECKH 3HAUUMBIX JEHCTBUH MOCPEACTBOM
OUII) u npenHa3HaveHa JuIsl PeoCTaBICHUI HHPOPMAIMOHHBIM CUCTEMaM Pa3IMuHBIX TOCYIapPCTBEHHBIX OPIaHOB
M MHBIX opranuzanuii PecnyOnmuku benapych cepBuca wuaeHtnduxanuu/ayreHTudukanun. CepBHCOM MOXET
BOCTIONIE30BaTheA Jtobast 3apeructpupoanHas B CEW madopmarmonnas cucrema. CEW momxkHa mpemnocTaBisaTh
nHpopmannoHHEIM crucTteMaM (MC) pa3nu4HBIX TOCyIapCTBEHHBIX OPraHOB M HMHBIX opraHm3anuii PecmyOmuku
Benapycp cepBuCHl ayTeHTH(UKAILMK, peann3oBaHHbIe Ha ocHoBe cremmdukannu OIDC c¢ wucnonap3oBaHHEM
KPHNTOTpa(hUUECKUX aITOPUTMOB, OTIPEJEICHHBIX B TOCYIAPCTBEHHBIX cTaHgapTax Pecry6nuku benapycs.

AyTeHTH]HKAIIMIO  MOXKET  MPOWTH  J000H  MONB30BaTeNb,  SABIAIONIMHCS  BIIAJENIBIEM
KpHIITOrpauaeckoro TOKeHa, B TOM 4YHCIIE COAeprKalerocs Ha uaeHTudukanuonaon kapre (KTA), nimn
CpeACTBOM KpHITorpaduueckoil 3amuThl HHPOpMaLKH, KOTOpoe peanu3yeT GyHkuuio Beipabotku DLIT1
(cpenctro DLIT).

B xone ayreHTH(dUMKaAIMU MMOJIB30BATENb JOJDKEH BBIOpATh CPENCTBO NSl ayTCHTH(HKAIMU, a TaKKe B
KayecTBe KOI'0 OH XO4YeT MPOMTH Mpoueaypy ayTeHTUPHKAIMH: (U3MYECKOro JUIA, IPEICTABUTEINS
(U3MYECKOT0 T WU MPEACTABUTEIS FOPUINUECKOTO JIHIIA.

st obecnieueHns ayTCHTU(QUKAIINK CEKPEThl ayTCHTU(HUKALNY TT0JIb30BaTeNsl XpanaTca B ero KTA wm
cpencte DLII. lomxaa obecnieunBaThCs KOH(GUACHIMATEHOCTD U IEIIOCTHOCTh HIACHTH()UKAIIMOHHBIX 1
JPYTUX JaHHBIX TOJIb30BATENS, IEPEIaBaEMbIX B XOJI€ ayTCHTH(HUKAIIIH.

CEU obecnieunBaer wHpopManuonHoe B3amMoneiicteue HC ¢ wHOOpPMAMOHHBIME CHCTEMaMH,
SBISIFOLIMMHUCS MCTOYHMKAaMM JaHHBIX CepBepa pecypcoB, mocpenctBoM OOmerocynapcTBeHHOM
aBTOMaTH3MpOBaHHOU MH(popMarronHo# cuctemsl (OAUC).

CEU obecrnieunBaeT MEHTPATU3AIHIO MPOIecca UACHTHPHUKAIIMA M ayTeHTH()HUKAIUK TOIb30BaTeNeH ¢
ucnons3oBanneM KTA wumm cpenctBa DLII. CEU BenmeT ayauT COOBITHM, CBS3aHHBIX C BBIITYCKOM,
perucrparueii, NCroJib30BaHHEM, EPEBBITYCKOM, BHIBOJIOM M3 IKCIUTyaTallUl OMJIETOB ayTeHTU(HKALIUH
(BA) u 6mtetoB noctyna (bJI).

CEN oGecrieunBaer mnonyuyenue wuHpopMmanonHoro 3ampoca ot HMC Ha mnonydeHune pecypcoB
MIOJIK30BATENs, OINpEeNIEHHE IO aApecHOMY CIPAaBOYHHKY aJpeca HaXOXAEHUS COOTBETCTBYIOIIETO
pecypca u HampasieHue 3amnpoca uepe3 OANC, nmocne nonydeHus nHpopManuu 13 MHGOPMAIMOHHON
cucremsl mocpencteoM OAUC, npenocrapnenne nadopmarun 3amnpamusaromeii C.

CEU crpoutcst ¢ HCIOMB30BAaHUEM NPOTOKONA, ommcaHHOro B cremudukanuu OpenlD Connect. s
obecrieueHns 0OE30MACHOCTH TIEPEAABAEMbIX MEPCOHAIBHBIX MAHHBIX W CEKPETOB ayTeHTHU(HKAINH
MIPUMEHSIOTCS  KPUNTOTpahUUeCKHe alrOpUTMbI, OOecreunBaroniie TeHepaluio ICEeBIOCTydaliHON
YHCIIOBOI MOCIIEI0BATENILHOCTH, NPEIBAPUTEIbHOE IU(PPOBaHKE, BEIPAaOOTKY U MPOBEPKY 3JIEKTPOHHOU
OUII cranmaptuzoBanHbie B PecnyOsuke bemapych. [l BBIMOSHEHUS MPOTOKOA ayTeHTH(OUKAIUK U

obecnieuenus B3aumoeiicteus ¢ KTA u cpencteom DLIIT pazpabarbiBaeTcst KIIMEHTCKAsI TPOrpamMma.
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2. Munck, Pecnybnuka benapyck
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PaspaboTtaHo nporpaMMHOe CpeAcTBO Ha ocHoBe anroputMa LSB. MpeanoxeHbl cnocobbl YyylleHst XapakTepUCTUKN CKPbITHOCTH
[aHHbIX, B TOM 4ycrie cnocob onTMMU3aLmMmn UCToNb3yeMOro NPOCTPaHCTBa B MEAVAKOHTEHEpE.

CylecTByeT MHOXECTBO pa3fnyHbIX METOOO0B N MHCTPYMEHTOB ANd 3amTbl nHpopmaumm. OgHnm
13 TakoBbIX ABMsieTca cteraHorpadus. CteraHorpadpmsa — 3TO cNocob COKPLITUS MOME3HbIX OAHHbIX B
KOHTEeNHepe TakuMm ob6pa3om, 4TOObl HEaBTOPU3OBaHHbLIA MOMb30BATENb HE WUMEn BO3MOXHOCTU
0BOHapyxuTb akT Hanumums coobuweHnsa. [log KOHTEMHepOM MOXeT nogpasymeBaTbCsl  TEKCT,
nsobpaxeHne, aygmodannsl, Bugeodannsl N gaxe Heucnonbdyemble 6uTbl 3aronoskoB nonen TCP/IP
npotokona [1]. OpgHako Teme paHHOM paboTbl COOTBETCTBYET CTeraHorpacdmss B pacTpPOBbIX
n3obpaxeHusx.

CyuiecTByeT HECKOMbKO TUMOB METOAOB COKPbITUS:

— [MpocTpaHCTBEHHbIE MEeTOoAbl. VI3MEHEHWs BHOCSTCA B 3HAYe€HWs] MUKCENen Takum o6pasom,
YTOObI ObITb HE3aMETHBIMM 4118 YENTOBEYECKOTO rMnasa.

— MeTtoabl npeobpasoBaHus B HacToTHOM obnactu. bonee cnoxHele meTogbl, MmetoLwme 60nbLuyto,
YeM B BbILLEONMCAHHOM METOAE BbIYMCIIUTENBHYIO CITIOXHOCTb. 3aKnto4aeTcs B COKPbITUM MHOopMaLum B
YacToTHOM obnactu usobpaxkeHusi, YTO, B CBOK ovepedb, MOBbIWAET HAAEXHOCTb K pasnuYHOro poaa
atakam.

—unap.

B naHHowm paboTte, 6bin paccmoTpeH meTtog LSB 13 nepBoi rpynnbl METOAOB.

LSB (Least Significant Bit — HavmeHee 3Hadawun O6WUT) METOA 3akMN4aeTcsi B U3MEHEHWUU
MragWwmrx 3Havawmx OMTOB MUKCENEN C LeNblo KOAUPOBaHMS B HUX CEKpeTHOro coobuieHus. [JokasaHo,
YTO M3MEHeHMe mMnagwux OWTOB B KaXXOOM NUKCENe He BMAWAeT Ha BOCMpuATME U300pakeHus
YyenoBeyeckum rnasom [2].

Takum obpa3om 0a30BbIN anropuTM COKPbITUS MHOpMaUUM MOXET BbIrMAA4eTb CregyloLmm
obpasom:

1. NMpeobpasoBaHue cekpeTHOro coobLleHns B maccmB BUTOB.

2. BbluMcneHvne AnuHbl 4aHHOro MaccuBa.

3. NpeobpasoBaHne AnnHbl Maccuea B Maccus OUTOB.

4. KogupoBaHne 6GUTOBOM ANUHBI MHAOPMALMOHHOIO cooblieHus B mnagwux butax nepsbix
nuKkcenen n3obpaxeHuns.

5. KognpoBaHue nHdopmaumoHHOro coobLeHnst B nocrnegyloLmx butax.

M3BneyeHne CKpbITON MHpOpMaLUKM ocyLlecTBNsAeTcss o6paTHbIM 06pa3oM C To OCODBEHHOCTLIO,
4YTO B Havane TpebyeTcs M3Bneyb ANMHY COOOLLEHUSA B MragWMx Butax Kaxzoro nukcens, nocre 4ero
cyuTaTb COOTBETCTBYIOLLEE KONUYECTBO OMTOB.

YCNoXxHeHVe anropuTma MoXeT ObiTb MPOU3BEAEHO C LIENbI YBENUYEHUS CITOXHOCTU pPacKpbITUSA
dakta Hanmuns BHeApPEHHOW WHdopMauun. [oNoXUTENbHBLIN pe3yrnbTaT MOXET ObiTb OOCTUrHYT
cnegylwmumm cnocobamm:

1. Mopa3go Oonee BbICOKYH CKPbITHOCTb MOXHO AOCTWUYb, WUCMOMb3ysi B KayeCcTBe KOHTeWHepa
3alyMnéHHble n3obpaxeHus (dotorpadmm, oTCKaHMpoBaHHbIE U3obpaxeHus) [2]. 3To nponcxoguTt no
NPUYMHE HN3KOW 3aKOHOMEPHOCTU UCMOTb3yEMbIX LiBETOB.

2. YMEHbLUNTb BEPOSITHOCTb HECAHKUMOHMPOBAHHOIO OBHapyXeHUs WHgopMaunm BO3MOXHO
Onarogaps HenocnegoBaTenbHOMY MCMONb30BAHMIO MUKCENEN, K MPUMMEPY WCMOMb30BaHME KaXOoro
BTOPOro unu TpeTbero nukcens. [Ana onTumusaumu [aHHOrO npolecca npeanaraeTcs BHeapeHwe B
BbILLEOMNMCAHHBIA anropuTM YCIOBUIA, KOTOPbIE MPOBEPSIIOT YacTHOE pa3mMepa CKPbIBAEMOro COOOLLEHMS
MU pasMepa WUCMNonb3yemMoro KoHTelHepa. B pesynbrate, 9TO 3HayeHue ucnonb3dyetca ans bonee
ONTMMarnbHOro pacnpegeneHnst MHOPMaLMOHHbIX BUTOB No KoHTelHepy. K npumepy, ecnu pasmep
VMHOPMALIMOHHOIO COODLLEHNS MeHblLUe pa3mMepa KOHTeMHepa B 24 pasa 3TO O3HayaeT, 4To Ans
COKPbITUSI OOJPKEH MCNONb30BaTbCsA Mragwun 6UT COCTaBMSAILWEN CUHEro uBeTa Kaxgoro nukcens. B
cnydyae ecnm cooblieHne MeHblue KOHTenHepa B 48 nubo MeHblle pas, BO3MOXHO WCMOfb30oBaHWE
AaHHOro 6uTa Yepes OauH NUKCenb U T.4.

CnegyeT ynomsiHyTb, 4YTO Nny4ywmnm dopmatoM Anis cteraHorpadmm gadHoro tuna aensetca PNG,
TaK Kak OH Mcnosb3yeT cxaTne 6e3 noTepb, a Takke LUMPOKO pacrnpoCTpaHEH, YTO MO3BONSeT U3bexaTb
NULLHEro BHUMaHMs.
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CoBpeMeHHble opraHu3auun UCnonb3yT BEO-NPUNOXeHUs, Ang pasMeLleHns uHgopmauum, ans
BO3MOXHOCTW OOLLEHNsI KNMeHTa M nNpeanpuHumaTens, Ansg onnatel yCnyr B ceTn VIHTepHeT U MHoroe
apyroe. Ho He kaxpgas opraHusauus poragpiBaeTcs, 4to nns obecneveHus 6GesonacHoctn BeG-
NpUNoXeHnss HeobOXOAMMO npeanpuvHMMaThe onpedenieHHble Mepbl. [lonb3oBatenu [OOMKHbI ObiTh
yBEpEHbl B TOM, YTO MHPOPMALMSA Ha calTe ABNAETCA JOCTOBEPHON, UX AaHHble KOHUAEHLNANbHbI.

Mo paHHbIM cTaTuctukm Positive Technologie [1] B cpegHeM Ha ogHO BeO-NpunoXeHue
npuxogutca 33 ysiI3BUMOCTM, LUECTb M3 KOTOPbIX MMEKT BbICOKMN YPOBEHb pUCKA. YUCNO KpUTMYECKU
ONacHbIX YsI3BUMOCTEN, KOTOPOE MPUXOAMTCSH Ha OOHO BeOG-npurnoxeHue, no cpaBHeHuto ¢ 2017 rogom
Bblpocno B 3 pasa. Bcé 810 cBA3aHO € TeM, 4YTO GONbWMHCTBO pa3paboTumMkoB B CBoewn paboTe
NCMNOMb3YIOT OTKPbITbIE UCTOYHWKM U OCHOBHOW 3afadveln CTaBAT Ans cebsa peanvs3aumio NpUoxeHus, a
He cobngeHne KOMMMeKca Mep MO  MOBLIWEHUIO YPOBHA  3alUMLEHHOCTU  AaHHbIX  Ang
pa3pabaTtbiBaeMbIx BEG-pecypcoB.

Llenbto paboTbl siBNanack paspaboTka BeG-NpunoxeHus, noaaepxmeatoero QyHKUUN NHTEPHET-
MarasuHa, [Afs nocrefylowero aHanusa ero ysassuMocTen. PaspaboTka [JaHHOro  MpUITOXeHWs
ocywecTenanacs Ha ocHoBe ASP.NET MVC 5 Framework. O6ocHoBaHusi Bbibopa nnatdopmbl Ans
peanu3auny BeO-NpunoxeHns criegyloLlee:

— Hanu4yme BCTPOEHHbIX BCroMoratenbHblX MeTogoB HTML, KOTopble reHepupyroT CTaHO4APTHBIV U
MOHATHLIV KOO Pa3MeTKW, YTO NO3BOSSiET OAHOBPEMEHHO pa3paboTaTtb rpadmyeckmin nHTepdenc;

— MowWHaa cuctema mapwpyTtusauun URL, 4yTo nossonseTr Bectu paboTy ¢ ygobountaembiMu
CCbinikamu, a 9TO B CBOK o4epeb CKka3blBAETCA Ha KOMopTHOM paboTe nonb3oBaTens;

— cTpykTypa mogenn MVC (Model, View, Controller), kotopas obecneyvBaeT He3aBMCMMOCTb
KOMMOHEHTOB Jpyr OT Jpyra, a Omnarogaps 39ToMy peanu3yeTcs KOHUenuus pasgeneHus
OTBETCTBEHHOCTU, YTO MO3BOMSET MOCTPOUTL PaboTy Hag OTAENbHBIMU KOMMOHEHTaMU [2].

PaspaboTka npunoxenusa Ha nnatgopme ASP.NET MVC ocyuiecTtBnsieTca Ha sidbike C#, KOTOpbIN
ABNsAeTCA O0OBEKTHO-OPUEHTUPOBaHHBIM. MpenMmMyLLecTBO AAHHOMO A3blka 3akMo4yaeTcsi B TOM, YTO €ro
MCNonb30BaHUE MNO3BOMSIET CO34aBaTb PA3NUYHbLIE MPUIMOXEHUS, HAYMHas C HEBOMbLIMX NPOrpaMm u
3aKaH4MBasi KPYMnHbIMK BED-MPUNOXEHUAMN. Takke CTOUT OTMETUTb, YTO AAHHBIN A3bIK HA CErOAHALIHUNA
OEHb SIBNSIETCA CaMblM pPacnpOCTPaHeHHbIM B IT-oTpacnu, a 37O 3HA4YMT, YTO MHOrMe MPUMOXEHMS
HanMcaHbl WMMEHHO Ha 3TOM A3blke. Takum 0O6pa3oM, akTyanbHbIM SBNAETCA W3ydeHue Bcex
BO3MOXHOCTEN U YA3BMMOCTEA MMEHHO [AaHHOro fA3blka, YTOObI B AanbHEWWeM MO3BOMMT MNPOBECTU
aHanu3a yaA3BMMOCTEW MNPUINOXEHWA, a Takke COCTaBUTb peKoMeHJauum Mo WX YCTpaHeHuto.
MonynsapHocTb s3blka C# cBA3aHa C TeM, YTO Y HEro Takue ke ocobeHHOCTH Kak y s3blkoB Java u C++, a
UMEHHO, nonMMopdu3M, HacrnegoBaHue, neperpyska ornepaTopoB, cTaTudeckas Tunusauus n T.A4.
OCHOBHbIM OOCTOMHCTBOM f3blka C# sBnseTca NOCTOssHHOE OGHOBMEHWE, HAa AaHHbI MOMEHT B HeEro
[00aBneHbl Takne MHTepecHble yHKUUK, Kak NamMOaa-BblpaXXeHnsi, aCUHXPOHHbIE MeToabl U T.4. [3].

PaspabotaHHOe Beb-npunoxeHne umeeT CTaHO4ApPTHbIM HAbop (YHKUMKM, MPUCYLLUIA WHTEPHET-
marasuHy. [pucytctByeT yamobHas dopma ayTeHTMduKaumm nonb3oBaTens, a TakKe MOHSTHbIN
UHTepdenc NMYHoro kabuHeta. Tak ke eCTb BO3MOXHOCTb OCYLLECTBIIEHUS MOKYNKU C MOCreaytoLlen
OonnaTton W 3anofiHeHWEeM [aHHbIX Ans goctaBku. CTpaHMubl aBTOpU3auMu Monb3oBaTtens M Bbibopa
TOBapOB NpeacTaBneHbl Ha pucyHke 1. Takum o6pa3om pa3paboTaHHoOe BEO-NPUIOXKEHNE NoAdepXKNBaET
peanusaumio BCex AencTBUi Nornb3oBaTens.

= TechStore wats s = TechStore el s

PucyHok 1 — CTpaHuua aBTopusaumm nonb3oBaTenen 1 areKTPOHHBIN KaTanor pa3paboTaHHOro
BE6-NPUMNOXEHNss UHTEPHET-MarasvHa

53



56-5 Hay4yHas KoHgeperyus Acnupanmos, MazucmpaHmos u CmydeHmos bI'YUP, MuHck,
2020

CnegyeT oTMETUTB, YTO paspaboTaHHOE NPUNOXEHNE NPOU3BOAUT YYET AEeNCTBMI Nonb3oBaTens.
Mpu perncTpaumm HOBOM y4ETHOW 3anncy nponcxoant gobasrneHue nonen gaHHbIX nonb3oBatens B 6asy
AaHHbIX. Takke nMeeTcs Nonb3oBaTerb aaMUHUCTPATOP, KOTOPOMY NPEAOCTaBNATCA NpaBa U3MEHEHUS
TOBapoB, onucaHus u ueH. lNpu cdopmupoBaHmMm 3akasa npoucxogut gobasreHne COOTBETCTBYHOLLMX
nonen B 6asy AaHHbIX.

B kauectBe s3blka Ansa 06asbl gaHHbix 6bin BblibpaH SQL (Structured Query Language,
CTPYKTYPMPOBAHHbIN A3bIK 3arnpoCOB), OPUEHTUPOBAHHLIN Ha onepaunn ¢ AaHHbIMU B BUAE FOrMYecKu
B3aUMOCBSI3aHHbIX COBOKYMNHOCTEN Tabnuy. OcobeHHOCTb NpeaioKeHn 3TOro si3blka COCTOUT B TOM, YTO
OHW OpMEHTUPOBaHbl B OOnblUeN CTENEeHW Ha KOHEYHbIN pe3ynbTaT 00paboTkM AaHHbIX, YeM Ha
npouenypy aton o6paboTtku [4]. ATOT A3bIk ygobeH Tem, YTO cam onpeaenseT, rage HaxoaaTca AaHHble,
Kakne MHOEKChl N Kakne nocneaoBaTenbHOCT onepaumn cnegyeT NCNonb30BaTh AN UX MNOMYyYeHUs.

PaspaboTtaHHoe Beb-npunoxeHne nmeet ase 6a3bl AaHHbIX, CTPYKTYpa KOTOPbIX NpeAcTaBneHa Ha
pucyHke 1. B nepson 6a3e gaHHbix (DB1) cywecTtByet ase Tabnuubl: Account Info 1 ASPNETUSERS. B
Tabnuue ASPNETUSERS xpaHuTbCs WHOpMaumsi O nonb3oBaTensx, cpeau KoTopbix none,
cofepxallee naponb Buae xela ¢ ucnonb3osaHnem anroputma MDS. B tabnuue Account Info xpaHutcsa
nnyHasa wuHdopmaums nonb3oBatens. CBA3b 3TWX [ABYX Tabmnuy OCYLeCTBSIeTCS Ha OCHOBE
naeHTudmkartopa nonsa us tabnuubel Account Info.

Account Info Technics

ASPNETUSERS ’4—— Order lines

DB1 DB2

PucyHok 1 — CTpykTypa 6a3 AaHHbIX U UX 3aBUCUMOCTU

Bo BTopon 6a3e gaHHbIX (DB2) xpaHuTCs Tpy Tabnuupbl:

— Technics copepXxunT MHhopmaLuio 0 ToBapax;

— OrderLines — nHdopmaumnsa o cdopMnMpoBaHHOM 3aKa3se;

— Orders — uHpopmaums o nokynarene.

COOTBETCTBEHHO CBA3W OPraHM3ylTCs creayowum obpasom:

— 1abnuubl OrderLines u Technics cBsA3biBalOTCA Ha OCHOBe uaeHTUdUKaTopa nons Tadbnuubl
Technics;

— 1abnuubl OrderLines u Orders — Ha ocHoBe naeHTudukatopa nons Tabnuubl Orders.

Ons cBA3m aByx 6a3 AaHHbIX Ucnonb3yeTcsa naeHTudmukatop nonsa tabnuusl AspNetUsers, kotopoe
nepepaetcsa B Tabnuuyy Orders. Boibop Takow CTpykTypbl 6a3 AaHHbiX 060CHOBaH HeO06X0AMMOCTb
OTOAENbHOrO  XpaHeHus  WHopmaumm O  nonb3oBaTenax Ans  Toro, 4tobbl B cnydae
HECaHKLMOHMPOBAHHOIO 40CTyNa 3MoyMbILLNIEHHUKA KO BTOpor 6a3e gaHHbix DB2, nepBas 6a3a gaHHbIX
DB1 6binia HegoCcTynHOW. EAMHCTBEHHBIM YA3BMMbIM MECTOM JAHHOW CXeMbl, KoTopoe TpebyeT ocoboro
BHMMaHWsI, ABMAETCS CBA3b ABYX 6a3 AaHHbIX.

Takum obpa3om, paspaboTaHHOe BeG-MpUNOXeHWe ONs MHTEpPHeT-MarasuHa BKIlOYaeT B cebs
LUMPOKO UCMOMb3yeMble TEXHONMOMMW U A3bIKM MNporpammupoBaHus. B pesynbtate paHHoe BeO6-
NPUNoXeHne MO3BOMUT MPOBECTM WCCNeAOBaHNE YA3BUMMOCTEW MNOAOOHbLIX MHTEPHET MarasvHOB MU
HanuMcaTb pekoMeHAauUun No Ux yCTPaHeHUHo.
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Annotation. The analysis of structure of local network of UoT are given. Some elements of such structure are discussed.

The Internet of things belongs conceptually to the next generation of networks, so its structure is
similar to the well-known four layer of NGN architecture, which includes smart sensors, transport
environment, services and applications [1].

The lowest level of the 10T structure consists of smart objects integrated with sensors. Sensors
connect the physical and virtual (digital) worlds, providing real-time data collection and processing.
Miniaturization, which reduced the physical size of hardware sensors, made it possible to integrate them
directly into objects in the physical world. There are different types of sensors for the relevant purposes,
for example, for measuring temperature, pressure, speed, location, etc. Sensors can have a small
memory, allowing it to record a certain number of measurement results. The sensor can measure the
physical parameters of the monitored object / phenomenon and convert them into a signal that can be
received by the corresponding device.

Most sensors require a connection to a sensor aggregator (gateway), which can be implemented
using a local area network (LAN) such as Ethernet and Wi-Fi, or a personal network (PAN) such as
ZigBee, Bluetooth, and ultra-wide-band wireless communication over short distances (UWB — Ultra-Wide
Band). For sensors that do not require connection to the aggregator, their connection to
servers/applications can be provided using global wireless WAN networks such as GSM, GPRS, and
LTE.

The large amount of data generated at the first level of I0T by miniature sensors requires a reliable
and high-performance wired or wireless network infrastructure as a transport environment (network level).
To implement a wide range of services and applications in I0T, it is necessary to ensure that multiple
networks of different technologies and access protocols work together in a heterogeneous configuration.
These networks must provide the required values for the quality of information transmission, especially for
latency, bandwidth, and security. This layer consists of a converged network infrastructure that is created
by integrating heterogeneous networks into a single network platform.

There are four levels of management in the 10T network: the application level; the support level for
applications and services; the network level; and the device level (sensor + handler) [1].

The application and service support layer includes capabilities for various 10T objectsThe service
level contains a set of information services designed to automate technological and business operations
in the loT: support for operational and business activities (OSS/BSS - Operation Support
System/Business Support System), various analytical information processing (statistical, data and text
mining, predictive analytics, etc.), data storage, information security, Business Rule Management (BRM),
BPM — Business Process Management, etc.

At the fourth level of the 10T architecture, there are different types of applications for the relevant
industrial sectors and fields of activity (energy, transport, trade, medicine, education, etc.). Applications
can be "vertical" when they are specific to a particular industry, as well as "horizontal" (for example, fleet
management, asset tracking, etc.), which can be used in various sectors of the economy.

The network layer includes network capabilities (access and transport network resource
management, mobility management, authorization, authentication, and billing functions, AAA) and
transport capabilities (providing network connectivity for transmitting loT application information and
services). The device layer includes the device's capabilities for retrieving information, preprocessing it,
and gateway capabilities.

The capabilities of the device include direct exchange with the communication network, exchange
through the gateway, exchange through the wireless dynamic ad-hoc network, as well as temporary stop
and resume operation of the device for energy saving. The gateway features support multiple interfaces
for devices (CAN bus, ZigBee, Bluetooth, Wi-Fi, etc.) and for access/transport networks (3G, LTE, DSL,
etc.). Another feature of the gateway is support for protocol conversion, if the protocols of the device and
network interfaces differ from each other [4].
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There are also two vertical levels, the management level and the security level, covering all four

horizontal levels. Vertical operational management capabilities include managing the consequences of
failures, network capabilities, configuration, security, and billing data.

List of literature sources:
1. Roslyakov, A.V. Internet of things: studies. manual /A.V. Roslyakov, S. V. Vanyashin, A. Yu. Grebeshkov. — Samara,
Phuthi, 2015. - 115 p.
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CUCTEMA AYTEHTUPUKALIUMN ONA CETU TPAHCIOPTHbIX
CPEOCTB

A3zapko U.B.

Benopycckuli 2ocydapcmeeHHbil yHU8epcumem UHopMamuku U paduo3rieKmpoOHUKU
2. MuHck, Pecniybniuka benapycb

Gopuckesuu A.A. — 0.m.H., npogheccop

Cuctema ayTeHTUdUKaALUMKM AN CETU TPAHCMOPTHLIX CPEACTB OCHOBaHa Ha MCMONb30BaHUM
TexHonormm asTomobunbeHbix 6ecnposogHbix cetenn VANET (Vehicular Ad-hoc Networks).

B VANET cywecTtByeT aBa Tuna cBa3u:

— OT aBTOMOOUNS K aBTOMOGUNtO (V2V);

— CBs13b MeXay TPaHCMNOPTHbIM CPeACTBOM U MHAdpacTpykTypon (V2I).

MaBHOM OCODEHHOCTLI0 TakUX ceTen sABMseTcs noBbiweHne 3ddekTnBHOCTM 6e30nacHoOCTK
LOPOXHOIO OBWXEHUS 3a CYET:

— Hasurauuu;

— WNHdopmmnposaHmmn 06 orpaHnyYeHnsax CKopocTy;

— lNpepynpexgeHne 06 aBapuiHbIX CUTYaLMsAX Ha 4Opore.

[daHHble TakMx ceTerd NPUBOOAT K HEKOTOPbIM HETOYHOCTAM M npobnemam 6e3onacHoOCTM
ABWXKEHWS TpaHcnopTa, Korga Aeno 4oXoauT Ao KavecTBa npefobpaboTky AaHHbIX:

— [epepaya paHHbIX MpoMCXOOMT TOMbKO MO AMVMHE MapLupyTa, wucknwyas TpeboBaHus
©esonacHocTy;

— OTcyTCcTBME MPOBEPKM COCTOSIHUSI HOBOFO y3na npu  YCIOBWUSIX OTCYTCTBUS cepBepa
ayTeHTudmKauum;

— HeB03MOXHOCTb pa3geneHns MHPpPacTPYKTYpsl.

B paboTte npepnaraeTca ncnonb3oBaTb anroputM ayTeHTUdmMKaumMm npouecca B3aMOOTHOLLEHWI
YYaCTHMKOB CUCTEMbI ayTEHTUUKALMN ANsi CeTW TPaHCMOPTHbIX CPeacTB. ANMropuTM ayTeHTudmkaumm
npouecca B3aMMOOTHOLUEHUA Yy4aCTHUKOB CUCTEMbI ayTeHTUmKaumm Ans ceTm TPpaHCMOPTHbBIX CPeAcTB
Ha pucyHke 1.

WHULMUANTU3ALIUA CUCTEMbI

¥

AYTEHTUOUKALUA CUCTEMBI

v

TEHEPALMA PEUTUHIA COOBLLEHUIA

v

PACYET CMELLLEHWA 3HAYEHWI [OBEPUA

v

BbIEOP MAWHEPA U FTEHEPALIUA B/IOKA

v

PACIMPEAENEHHBIAN KOHCEHCYC

PucyHok 1 — AnropytMm ayTeHTUdUKaL MM NpoLecca B3aMMOOTHOLLIEHUI Y4aCTHUKOB CUCTEMBI
ayTeHTMduUKauumn ons ceTu TPaHCNOPTHLIX CPEeACcTB

CornacHo pucyHky 1 anroputMm ayTeHTU(MKaUUM COCTOWUT K3 LIeCT 3TamnoB: MHMLManM3auus
CUCTEeMbl, ayTeHTU(UKALUMSA CUCTEMbI, FreHepauns peiTUHIra CoOBLUEHWUA, pacyéT CMELLEHUA 3HaYeHus
JoBepusi, BbIGOp MallHepa W reHepauusi 6noka, pacnpefeneHHblii KoHceHcyc. [lepBblit  aTan
npeanaraeMoro pelleHns HadvHaeTCcsl C MHMUManu3auumy cucteMbl. JTOT 3Tan oTBevyaeT 3a MNpPoBepKy
NoaSIMHHOCTM Y3M0B W Bblgayy cepTudukata Ona HUX, Korda yanbl MNepemMellarnTcs B CeTb.
Mocrenyowmm 3TanoM sIBsieTCA NpoBepka MOANUHHOCTA CUCTEMbI, KOTOPbIA OEACTBYET Kak YpOBEHb
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6e3onacHOCTU AN ayTeHTUMKaLmm y3nos, npexae Yem y3rbl CMOryT HayaTb CBA3b ApYr C APYroM B

cetn. [lanee, reHepauusi perTuUHra coobLLeHNI CBA3aHa C NPeaoCTaBeHMeM PENTUHIa Ha CooOLeHUs,

OTMpaBreHHbIe y3namMu CBA3W Ans obecneyeHns nx HagexHocTu. [locne aToro YeTBepThIN 3Tan - pacyeT

CMeLLEeHNsa 3HayYeHust OOBepusi, KOTOopbii TpebyeTcs Ana pacyeTa HageXHOCTW Kaxaoro ysna B CeTw.

lMocne aToro cuctema npoBoauT BbIOOpbl ManHepa W OMOKMpyeT reHepauumio, KoTopas peanuayet

TEXHOJOMMI0 Lenoykn 6rokoB And acdeKTMBHOIO OTCMEXMBaHUSA y3noB B cucteme. lNMocnegHun aTan

anropvTMa 3akrovaeTcs B pacnpefeneHmn KOHCEeHCyca, KOTOpbIN AeACTBYET kak Byxrantepckas KHura,

KOTOpas pacnpocTpaHseTcs no ceTu.

B xope pabotbl Ana nporpammHon peanusaumu Gbinmn BbibpaHel Python n MATLAB, koTopbie B

CBOI 04Yepeab onpeaenunm HageXHOCTb JaHHOro anropMTMa B CpaBHEHUU C 3TANOHHLIM. OTO CBA3aHO C

TeMm, yto Python n MATLAB xopoLlo noaxogat Ansg HayvyHoro u maTemMaTU4eCcKoro nporpaMMmpoBaHus.
MapameTpbl 4N pasHbIX KnaccuurkaTopos ObiNu onpeaeneHbl AKCNepuMeHTanbHo.

Cnuncok Ncnonb3oBaHHbIX UCTOYHUKOB:
1. Zeadally, S.; Hunt, R.; Chen, Y.S.; Irwin, A.; Hassan, A. Vehicular ad hoc networks (VANETS): Status, results, and
challenges. Telecommun. Syst. 2012, pp.217-241
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NMPOrPAMMHO-AINNAPATHbBIE CPEACTBA
3AWLNTBbI UHOOPMALIUU B WI-FI CETAX

ArnekceeHKko A.O.

Bernopycckuli eocydapcmeeHHbill yHUgepcumem UHopMamuKu U paduoseKmpoHUKU
2. Munck, Pecnybnuka benapyck

CanomamuH C.b. — kaHd. mexH. Hayk, doueHm

B pabote paccMOTpeHO COBpeMEeHHOe COCTOSHUS CPeAcTB 3aluTbl MHGOpMauuM B GECnpoBOAHBIX CETAX Ha OCHOBE rpymn
npoTokonoB |IEEE 802.11, a Taioke pa3paboTka komnnekca mep Anst yeuneHns 6e3onacHOCTM Ha OCHOBE NMPaKTUYECKUX MOLLAroBbIxX
pekomMeHAauUun.

OpHoM 13 BaXHbIX 3adad, CTOAWMNX Nepes agMUHUCTpaTopaMm n paspaboTynmkamm KOMMYHUKaLIMN
aBnsdeTca 3awuTa 6ecnpoBOAHLIX ceTenl Mo TexHonoruu rpynn npotokonoB IEEE 802.11 (Wi-Fi). B
obuwem cnydvae, 3awmTa AOmMkHa obecnevmBaTb HEBO3MOXHOCTb AOCTyna B ceTb 0e3 paspelueHus
agMuHUCTpaTopa CeTW, Bblpaxaemoro B Bblgave KoOOOB WM  crneumanbHbIX YCTPOMCTB AOCTyna.
Wcnonb3oBaHue 6GecnpoBoaHbix ceTen Ha 6ase npotokoros IEEE 802.11 nmpuBoauT K cnegytowmm
ocobeHHocTAM 3awmThbl [1]:

1) Onsa nogkntoyeHnsa k BecnpoBogHon ceTu, He TpebyeTcsa dmsnyeckmn ocTyn K kabeno BUTON
napbl Uy ONTOBOSOKHY — AOCTaTOYHO HAaXOAMTbLCS B 30HE NMPUéma curHana mMapLipyTmMsaropa;

2) MNepepadva AaHHbIX NOo BecnpoBogHOMY kKaHany MOXeT ObiTb nepexsayeHa n obpaboTtaHa gaxe
6e3 ycTpoicTBa 4oCTyna ¢ NOMOLLbLIO cneumasbHbIX annapaTtHbIX UM NPOrpaMMHbIX CPeACTB.

K craHgapTHblM MepaM 3awWmTbl OTHOCATCA NpOrpaMMHble W annapaTHble CcpeacTBsa,
npegHasHaveHHble ANs pelleHns cneayrLwmx 3ajay:

1) NpepoTBpaTUTL HECAHKLMOHMPOBAHHOE NOAKMI0YEHUs: K 6ecnpoBoOgHON ceTu nonb3oBaTtenen;

2) MpepoTBpaTMTb AOCTYN K 3anpeLUeHHbIM pecypcam yxe NOoAKMIYMBLUMXCS NONb3oBaTenew;

3) B cny4yae npoHMKHOBEHMS, BbINOMHWUTL Mepbl No cbopy MHGOopMauun Ana npegoTBpalleHus
crnegyowero nHUMaeHTa gocryna.

[ns NoBbIWEHMS YPOBHSA 3aLUnTbl 6eCnpoBOAHON CETU BLIMOMHAKTCS criegyloLme mepsbl [2]:

1) 3ameHa knioven goctyna Ha bonee KOMMNNEKCHbIE;

2) CmeHa npoTokonos wndpoBaHnsa Ha 6ornee COBPEMEHHbIE U YCTOMYUBLIE K B3IOMY METOAOM
nepebopa;

3) YcraHoBka nporpaMMHoro obecneveHuss Ons NpOTOKONMPOBaHUSA [OCTyna nonb3oBaTtenew
K pecypcaMm BHYTpW CeTu.

Ona agmuHucTpaTopoB OecnpoBOAHbIX CeTel, NpeanaraeTcsl paclUMPEHHbI KOMMMeKC Mep Ha
OCHOBe aBTOMAaTU3MpPOBAHHOIrO KOHTPONS 3a 4OCTYMNOM K CETW, NPOrpaMMMpyeMon CMeHbI Kioya gocTyna
W nepexoda Ha nocnegHve ctaHaapTbl WndgpoBaHus. Komnnekc npeaHasHaveH Ansi NOBbILEHUss BCeX
YpOBHel 3aLmTbl 6ecnpoBogHON ceTu. [Nepeuncnmm Kaxapli Wwar no YCUNeH o 3alumTbl.

Ha nepcoHanbHble KOMMbIOTEPbLI, [AOCTYN K KOTOPbIM OCYLUECTBRSETCA 4epe3 CeTb,
yCTaHaBnMBaeTCcs  AOMNOMHWUTENbHOE  «MpoKcupylowee»  nporpammHoe  obecnedyeHue, KoTopoe
3anucbiBaeT B 6a3y gaHHbIX CBeAeHWs O crnydasx [AocTyna K pecypcaMm, kak odoOpeHHble, Tak K
OTKMOHEHHbIE CUCTEMON. 3anncb cobbITUI AOCTYNa BeAeTCs 3a NnpeAenbl 3auliaeMon ceTu, YTo Jaxe B
XygLwem crny4yae CoBepLUEHHOrO HECaHKLMOHMPOBAHHOIO A4OCTyNa, NO3BOMUT COXPaHUTb U paccrneaoBatb
NCTOPWIO MPOHUKHOBEHWS.

TpaguuMoHHLIM  anropuTMom  LUMpoBaHuA faHHbiX B cetn Wi-Fi asngetca WEP (Wired
Equivalent Privacy) [3]. O6s3atenbHon mepoi Ansi MoBbllWeHUst 6e3onacHOCTU GecnpoBOAHOW CeTU
SIBMSIeTCA nepeBoq BCEX MapLUpyTU3aTOPOB U KIMEHTCKUX TEePMUHANoB Ha MNPOTOKOSbl WNGPOBaHUS
daHHeix WPA nWPA2, «koTopble npenctaBnsioT cobor cnegyloliee MOKONEHNE anropuTMoB
wndpposanHua [3].

WPA3 saBnsgetca npeemHukom WPA2. WPA3 gasnseTca nporpammon ceptudukaumm wu
noagepXXmBaeT YeTbipe OCHOBHbIX DYHKLMM, U3 KOTOPbIX 06A3aTenbHa TONMbKO O4HA: HOBOE pyKomnoxartue
CTPEeKOo3bl. OTW YeTbipe 0COBEHHOCTU creayoLme:

1) HoBoe pykonoxaTue nog HasBaHWEM «CTpeko3a» (Tawke HasbiBaeTcd «OgHOBpeMeHHas
ayTeHTMdVKaLmUs paBHbIX»), YCTOMYMBOE K aTakam MO CroBapi M obecneymBaioliee CEKpPeTHOCTb.
Wcnonb3yeT HyneBble gokaszaTenbCTBa 3HaAHWN.

2) MpocTton cnoco6 GesonacHoro gobaeneHus ycTpoicTB B ceTb. Ccbinka Ha Wi-Fi CERTIFIED
Easy Connect.

3) 3almMTHble MeXaHn3Mbl B OTKPbITbIX CETSIX OCHOBaHbl Ha LWundpoBaHun 6e3 ayTeHTudmrKauuu.
OnnopTyHncTUYeckoe becnpoBogHoe WndpoBaHue.
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4) YBennyeHHble pasmepbl knasuwl ¢ 192-6uTtHbiMM  kmovamu. O64A3aTenbHO TONMbKO  Npu
ceptudukaumm WPAS3-Enterprise

Kpome TOro, WPA3 nogaepxuBaeT 3awmuieHHble kagpbl ynpaenenus (PMF), 4to penaet
HEBO3MOXHbIM 3aMyCck aTak OTMeHbl ayTeHTudmkaumm. WPA2 yxe nogaoepxvBaeT 3TO, NO3TOMY 3TO He
HoBuHka WPA3. OgHako ¢ WPA PMF Bknto4atoTcsi ¢ caMoro Havarna B nporpaMmmy cepTudpmkaumu.

Hanbonbwwnin uHtepec B WPA3 npeactaBnsieT TexHonorns dragonfly (ctpekosa). Dragonfly
ncnonb3yeT apxXUTEKTypy KnuneHT-cepBep, rae MessageManager sBnsieTcst LeHTpanbHbIM CepBepoM, a
nporpaMmHble MOAynW, KOTopble XOTenu Obl obwaTtbCcs Apyr C OpYroM, SBMSOTCS KIMEHTamu.
MessageManager noggepXvBaeT COKeT MPOCAyWUBaHUSA AONA MNOAKMIOYEHUss Modynen u Havana
oTnpaBku coobuieHun. Bece coobuieHusa npoxoasaTt yepe3 MessageManager, KOTOpbI nepeHanpaBnseT
UX B NOAKMIOYEHHbIE MOOYIN Ha OCHOBaHUM mx nognucok. Mogynu nogkniovatotcea kK MessageManager,
noAnunCbIBAlOTCA Ha WMHTEpEecylLlme MX Tunbl COOBLLEHWIA, OTNPaBRST CO0OLeHns, koTopble OyayT
nepecbinatecs MessageManager Bcem moaynsam, KOTopble nognucanucb Ha 3TU TUMbl COOOLLEHUA, U
nony4aT coobLLeHns, Ha KOTopble OHM caMu nognucanuce. Mogynu octalTca He3aBUCUMbIMU OPYT OT
Apyra v He JOIDKHbI 3HaTb, Kakme Mogynu OyayT ncnonb3oBaTb CBOWM COOOLLEHMS MW OTKyAa NocTynawT
COO6LLEHUNS, KOTOPbIE OHW NOTPEOMAIOT.

Pykonoxatue cTpekosbl — 3T0 0OMEH KknoYamMu C UCMONb30BaHWEM Kpuntorpadum ¢ AUCKPETHBIM
norapndmMomM, KoTopasi ayTeHTMULMPYETCA C WCMOMb30BaHMEM MNapons wnu knoveBon dpasbl. OH
YCTONYMB K aKTUBHOW aTake, NacCMBHOWN aTake M atake Mo aBTOHOMHOMY CMOBapto.

WPAS3 obnagaet ngeanbHOM CEKPETHOCTLIO nepecbiiku (Yero HeT y WPA2) 1 3awmwiaeT ot atak
MEeTOAOM «rpybow Curbl» B aBTOHOMHOM peXxumve.

B otnuune ot WPA2, WPA3 paspeleHo wncnonb3oBaTb TONMbKO «PaclumMpeHHbIn cTaHgapT
wudpoBaHusay (AES) u Gonblle He ucnonb3oBaTb yCTapeBLUME MNPOTOKOMbI, Takue Kak «[1poTokon
uenoctHoctn BpemeHHoro kmova» (TKIP) wnn «lpoBogHas akBuBaneHTHas KOHWAEHLMANbHOCTbY
(WEP).

MeTtog npeasaputenbHoro knwoya (PSK) B  WPA2 3ameHeH Ha  00HOBpPEMEHHY
aymeHmudpukayuto (SAE), koTopasi npegnaraeT 6onee HageXHy ayTeHTUUKALMIO Ha OCHOBE Napons.
Cama naponbHasa dpasa bonblie He Ucnonb3yeTcs AN NoMyyYeHns Knkoya (kniovesoe crnoso: Pairwise
Master Key (PMK)), nony4yeHue kniova oCHOBaHO Ha kpunTorpacdum ¢ annuntuyeckon kpmusown (ECC) nnm
cneynansHon chopme ECC ¢ LenovmcneHHbIM1 Yicnamm, Ha3blBaeMbIMU TONbKO KOHEYHBIM MOSEM.

WPA3 wucnonb3dyeT pgokasaTenbCTBO C HYNeBbIM pasrfaweHneM, YTO rapaHTupyeT, 3awuty
naponen npu pykonoxatum SAE, npy 9TOM y4aCTHUKM PYKONOXaTuss MOryT ObiTb YBEpPEHbI, YTO Apyras
CTOpOHa 3HaeT, YTO OHU MMEKT TakoW Xe W npaBunbHbI naponb. Pykonoxatme Dragonfly no cytu
asnseTcd npotokornom SPEKE.

MoMMMO yCTaHOBKM HOBbIX anropuTMOB Ans obopyaoBaHus, HeobxoaMMo Takke ycuneHve
COBCTBEHHOW CeTU 3a CYET BBEOEHUS BUPTyanbHOW BHYTPEHHEN CeTu, M3BECTHOW kak TexHonorus VPN
(Virtual Private Network). CosgaHne VPN BBoguT pfononHutenbHoe wWudpoBaHMEe MNOBEPX YXe
UCMOMb3yEMbIX YPOBHEW, YTO Ha MOPSOOK MOBbIWAET CMOXHOCTL B3foMa W Aernaet npakTUyecKku
HEeBO3MOXXHbIM CUINOBOI NOAGOpP KMNtoYer 1 Naponen.

Takke ogHMM 13 cnocoboB 3awmuTbl WHGopMauun B Wi-Fi sABnsieTcs aBTOMaTudeckas
pereHepauus Knoven JocTyna, npousBogumasi Mo pacrnucaHuio U 3aJaHHOMY anropuTMy Ha Bcex
yCTpOMCTBaxX AOCTYNa W KNWEHTCKMX TepMuHanax. [daHHbli cnocob TpebyeT pa3paboTkM M yCTaHOBKM
cneunanbHOro NporpaMmmHoro obecnedeHus, KOTopoe BbIMOMHSET criegyoLmne AencTBuS:

1) Co3gaeT HOBbIM KNIOY AOCTYNa B COOTBETCTBUWM C NpasBunamu, 3agaHHbIMU agMUHUCTPaTOPOM
cety;

2) YcraHaBnvMBaeT 3TOT KM Ha BCe YCTPOWCTBA, WCMOMb3ys [AONA MOAKMIOYEHUs ele
OENCTBYIOLNA NpeabIayLLNA KIoY;

3) MNoBTOpSsieT AENCTBUSI HE pexe Nepuoga, 3a4aHHOro aAMMHUCTPATOPOM CETU.

BeneHue cobcTBeHHOM 6asbl knio4ven no3BonuT u3bexaTb MOBTOPHOrO WUCMONb30BaHWUS paHee
NPMMEHEHHON nNocnefoBaTeNnbHOCTW, a UCMOMb30BaHWE — annapaTHO-NMPOrpamMMHOro  reHepartopa
CrnyyYanHbIX Yncen caenaeT co3gaBaeMbIf KMoy HenpeackadyembiM. Mpu NpaBubHOM HAacTPOVike Takoro
KOMMriekca, CUIoBor nNogdop Krova JocTyna CTaHOBUTCS NMPaKTUYECKM HEBO3MOXKEH, AaXe Mpu MOSTHOM
[OCTyne 3MoyMbILLINIEHHUKA K KaHary CBA3W.

PaccmoTpeHHble Mepbl MO3BOMSAOT cAenaTb HEBO3MOXHbIM YMCTO CUMOBble MeToAdbl B3rnoMa
O©ecnpoBogHon cetn Wi-Fi n cywecTBeHHO 3aTpyAHSIOT MpouyMe CrnocoObl, Takue, Kak coumarnbHble
n normdeckne. Ona obecnedyeHus makcMMarnbHOM CTEMNeHU 3aliuTbl, peKoMeHayeTcs KOMOMHMpoBaTb
NpeanoXeHHble Mepbl C APYrMMU, HaNnpuMep, KOHTPONeM JOCTyna nepcoHana u pacluupeHHble MeToabl
naeHTudurKaumm nNonb3oBaTenen ¢ MCNoNb30BaHNEM 3NEKTPOMArHMTHbBIX KapT U1 4aT4MKOB OTMEeYaTKoB
nanbLes.

CnMcoK UCnonb3oBaHHbIX UCTOYHUKOB:

1. Mponetapckun, A.B. [u ap.]. bBecnpoBogHble cetn Wi-Fi / A.B. Mponetapckunn, U.B. Backakos, O.H. Yupkos, P.A.
®epotos, A.B. bobkos, B.A. lNMnatoHos/ M.: IHTepHeT-yHMBEepCUTET MHAOPMALMOHHbIX TexHororuin — UHTYWUT.py, 2013. — 216 c.

2. MNon Begenn. Cetn. BecnpoBoaHble TexHonorun. — M.: HT Mpecc, 2008. — 448 c.
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Annotation. The analysis of tools in corporate information system, cloud computing and blockchain are given. Some elements of
such as neural net, multi-agent systems are discussed.

The main sources of information about the state of corporate information system (CIS) elements
that are important for the task of detecting attacks are identified: event logs and information about
processes occurring on CIS servers, router logs, packets, transmitted over the network, event logs and
information about processes occurring on workstations. The model of multi-agent IDS is considered,
which includes a set of interacting intelligent agents, information system components, and sources of
information to be analyzed for the task of detecting attacks [1].

The structure of the protected network of the CIS is presented. The server is running Slack ware
Linux 10.2 with the kernel version 2.4.31. This version of the kernel is the most researched, stable, and
contains the minimum number of vulnerabilities detected. The server is protected using the IPtables
firewall (v1.3.3). The result of combining IDS Snort and ITU IPTables is a two-level security system: at the
first level, IPTables checks the incoming packet for compliance with its filtering rules, if the packet has
received permission to pass through the firewall, it is checked by the intrusion detection system for the
presence of malicious code in the body of the incoming packet.

The neural networks structure using for task solving of information defense are discussed. The
choice of attribute and metadata of executing files with two states (clean and with viruses) which used for
multilevel perceptron teaching are built. The teaching was realized within SPSS Statistics — program of
IBM Company. After the teaching of neural network the efficiently its working with the control choice of
executing files was determined.

The main threats to the cloud computing (CC) environment are: virtual machine system (VMS) are
dynamic, they are cloned and can «move» between physical servers, which affects the development of
security integrity; CC servers and local physical clusters use the same OS and applications, which
increases the «attacked surface»; when the VM is turned off, it is at risk of infection; when using CC, the
network perimeter is blurred or disappears, which leads to the fact that the protection of the less secure
part of the network determines the overall level of security; to protect against functional attacks, the
following security measures must be used for each segment of the OV environment: for the domain
controller server, effective protection against DoS attacks, for the Web server, page integrity control, for
the application server, application-level screen, for the data storage system, backup, access control; most
users connect to the cloud using the browser (Cross Site Scripting attacks, password theft, browser
session hijacking, man-in-the-middle attacks, etc.).). A large number of VMS requires management
systems that can be tampered with to block the operation of the VM; an attack on a hypervisor can lead to
one VM being able to access the memory and resources of another [1].

The problem of validation. Transactions related to mechanisms for confirming authorship or
authenticity using the digital equivalent of a document are used to present proof of one party to the other.
The validator verifies the hash value, the transaction timestamp, and the identity of the bearer record. The
mechanism for automated document validation based on the use of blockchain covers only two parties
(the bearer and the verifier), which is not sufficient in the case of official documents, the issuer of which
must be present in the model as a trusted third party. The confirmation model must establish not only that
the document belongs to the issuer, but also confirm the issuer's authority to carry out this type of activity
and additional information (for example, for the education sector, lists of training specialties for a certain
period of time in accordance with the license.

The report considers the threats of IS to the CIS, and suggests using the technology of multi-agent
systems to protect the perimeter of the corporate system. We consider the threats of IS for the cloud
environment, and suggest using neural network technology to protect against malware that can be used
in the SaaS model. The mechanisms of blockchain technology with information protection through
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encryption and hashing of lists of distributed registers are considered. It is proposed to use this
technology in education for document control.

List of literature sources:
1. Vishniakou, U.A.

Information security in corporate systems, electronic commerce and cloud computing: methods,
models, hard-software tools. Monograph / U.A. Vishniakou. — Minsk, Bestprint, 2016. — 276 p.
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YMNPABJIEHUE PUCKAMU B KOPINMOPATUBHbLIX CETAX

BabeHko ®@.A.

Bernopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHgopmamuku U paduod/1eKmpOoHUKU
2. Munck, Pecnybnuka benapyck

WupuHekud B.I1. — k.m.H., doueHm

B paﬁoTe npoBeAeH aHanu3 OCHOBHbIX MOAXOAOB K OLEHKE PUCKOB WH(OPMaLMOHHOWM H6esonacHocTM B KOpnopaTUBHbIX
MH(OPMALMOHHBIX CETSIX.

Ha coBpemeHHOM 3Tane pa3sutusi obecTBa, koraa MHPOPMALMOHHYIO 3py CMeHseT uudpoBas,
rnobanbHbIM TPEHAOM CTaHOBMUTCS LMAPOBM3aALMSA NpeanpusaTuin. TexHomnornyecku umndposusaums
Dasupyetca Ha macwTtabupyemon obnavyHon nnatgopme m BesonacHom u cTabunbHON KOpnopaTUBHOMN
ceTu TenekoMMyHuKaLun, obecnednBatoLlen pasHoobpasHble ceTeBble cLeHapuu. [py aTOM, NOCKOMbKY
KOprnopaTuBHbIE CETU TeNnekoMMYyHUKauunm obecrnevmBaloT TEXHOMOrM4yeckue Mpouecchl NpeanpuaTus,
OCHOBHbIM MPUOPUTETOM SIBNSIETCA WUX HAAEXHOCTb U MHGOPMauUMoHHast G6e3onacHocTb (MB) B HuX.
OueBnaHO, YTO LUncpoBM3aLUS NPEANPUATUS MOXET ObITb YCMELIHOM TONBKO B TOM Cryyae, ecrnv obnako
n ceTb OyoyT B COCTOSIHUM rapaHTMpoBaTb 0e30MacHOCTb KOpMopaTMBHbLIX AaHHbIX. Bmecte c Tewm,
NOAKITIOYEHNE KOpPMOpaTMBHOM ceTu K obnavyHon nnaTdopme, BHELWHWM CETAM, WCMONb30BaHue
ragkeToB M 9MNeKTPOHHbIX CEPBUCOB MOTEHLUMANbHO MPUMBOAAT K ee ysa3BuMocTu. Bce aTo pgenaer
npobnemy 3awmTtbl MHGOpMauun n obecneveHme UB B KOpNopaTuMBHBIX CETSX TENEeKOMMYHUKaUUn B
uenom u 3agadvy onpegeneHus puckoB Vb B aTux ceTAX B YaCTHOCTU KpanHe akTyarnbHbiMuW. [1py 3TOM Ha
nepBbli NNaH BbIXOAWUT cOo3gaHune BbLICTPOAENCTBYIOWMNX METOAMK Kak Ans oueHkn puckos NB B uenom,
Tak 1 NoKarnbHbIX UHOUKATOPOB cocTosHUS UB.

MHdpopmaumoHHass 6e30nacHOCTb — 3TO 3aWULIEHHOCTb MHAOpMaUUM n noggepxusBarolen
WH(PaCTPyKTypbl  OT  CRyyYalHblX WAM  nNpefHaMepeHHbIX BO3OENCTBUA  €CTECTBEHHOro  Unu
WCKYCCTBEHHOIrO Xxapakrtepa, u4peBaTbiXx HaHeceHuem yuiepba Bnagenbuam WM MOMb30BaTENAM
WHdopMauMM u nogaepxueatoLlen MHdpacTpykTypbl. VHgopmaunoHHas Ge3onacHOCTb He CBOAUTCA
WCKIMIOYUTENBHO K 3alumTe MHpopmMauun. Nonomkn obcnyxmnBatoLLen CUCTEMbI N 3aepPXKku B ee paboTe
TaKke MOryT NPUHECTN YObITKM.

B Hawem KOHKpeTHOM crydyae noA noagepxuBatrolen WHMPaACTPYKTYpon MNOHUMaeTcH
BblYMCIIMTENbHAs CeTb, KOTOpas, Mo CyTWU, N ABMsIeTCS OObEeKTOM Hawero uccrnegoBaHusa. CeTb eCTb
noasug WMHAOPMAUMOHHOW CUCTEMbI, 6e30MacHOCTbI0  KOTOPOW MPUHATO CYMTaTb COCTOSHUE
3aLUULLEHHOCTM CUCTEMbI, MpUM KOTOpPOM obecnedmBaeTcs LOCTYMHOCTb, KOH(UAEHUMANbHOCTL U
LeNTOCTHOCTb €€ pecypcoB. B 3ToM onpeaeneHnn BKIOYEHbI BCE TPU MOHATUSA, HasbiBaeMble «Tpragon
nHdopmaunoHHon 6esonacHocTuy: KoHduaeHUManbHOCTb — COXpaHeHWe B CekpeTe KPUTUYHON
WHpopmMaummn, OOCTYM K KOTOPOW OrpaHU4YeH Y3KMM KPYrom nonb3oBaTenen (oTaenbHbIX nuy unu
opraHusauui). LlenoCTHOCTb — CBOWCTBO, MpU HannumMum KOTOPOro WHOpMaUMsa coxpaHsieT 3apaHee
onpeferneHHble BUA 1 KayecTBo. [JOCTYMHOCTb — Takoe COCTosHME MHGOopMaLmMK, Korga oHa HaxoauTcs B
TOM BuAe, MECTe U BPEMEHU, KOTOpble HeobxoauWMbl MONb30OBAaTENO, U B TO BPEMs, KOrga OHa emy
Heobxoguma.

Ctout oTmeTuTb, 4YTO nobas cuctema ynpaeneHms Wb TK umeeT cBOW TexHUYeckylw U
OpraHM3auUMOHHYKD COCTaBMsAOWYO. PaccMoTpMM  OCHOBHYHO MeToauky paboTel cuctembl Wb,
npumeHsiemyto B TK Ha cerogHAwHUA AeHb. Kak npaBuio, OCHOBHbIM TEXHUYECKMM 3BEHOM CUCTEMBbI
ynpaenenns Wb B TK gaBnsetca — noacuctema Wb, koTopas €ABNSEeTCS OpraHWYHOM 4acTbio
aBTomaTusmpoBaHHbix IC TK (k npumepy, 6unnuHrosbix). B pamkax nogcuctemsl B dyHKUMOHUPYIOT
CpeAcTBa 3awuTbl OT HECAHKLMOHMPOBAHHOIO [OCTyNa, cpeacteBa  KpunTorpaduyeckon 3aluThl,
cpencTBa aHTMBUMPYCHOM 3aLMThl, CpeacTBa MOHUTOPUHIa 3¢O(PEKTUBHOCTU 3aLLMUThI.

B pamkax opraHvM3aunoHHOW COCTaBNSOLLEN BbINOMHAIOTCA criefyolime yHKUUN ynpaBneHus:

— OpraHuMsaums 1 onepaTMBHOE peLleHne 3adad no 3awute nHdopmMaLmm;

— nogbop n pyKOBOACTBO Kagpamu Mo 3awuTe nHopmMmaumm;

— MaTepuarnbHO-TEXHMYeCkoe obecrneyeHve pelleHuss 3agady Mo 3awute  uHdopmaumm
(npnobpeTeHne yCcTaHOBKa M Hanagka nporpaMMHbIX M TEXHUYECKUX CPEACTB 3aluThl MHopmaumm);

— KOHTPOMb COCTOSIHMSA 3allMLEeHHOCTN aBTomaTusnpoBaHHbix WC TK u nnaHupoBaHue
MepPOoNpUATMIA NO 3aLLMTe aBToOMaTu3nMpoBaHHbIX VIC n passutuio nogcuctemsl UB;

— NpoBeAeHne MeponpuATUA No NoBblweHuto 3awwmweHHoctn UC TK n passututo nogcuctem Ub,
BKMOYasa ynpasreHue npoekTamu Mo BHEOPEHWU0 CIOXHbIX CUCTEM W MNpoBeAeHUe KOMMMEKCHbIX
MEepPOoNpPUSATMIA NO 3aLLmTe Hopmaunn.

3apaven gaHHom paboTbl siBNseTca pa3paboTka METOL0B OLIEHKU pUCKa U 3aLLMLLEHHOCTUN CETEMN,
Ons peanunsauun notpebyeTca criegyoulee:
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— Y4eCTb TOMOMOr1I0 CeTH;
— yyecTb NnapameTpbl 060pyAOBaHMS BCEX COCTaBHbIX YacTen;
— YYecTb NpUOPUTETHI U NOXenaHus nonb3oBaTens (MOnb3oBaTenb — 3TO TOT, KTO 3a4aéT CeTb,
noanexallyto ayauty n/unu ontummnsaumn);
— paspaboTtatb MaTemaTMyeckoe MpeAcTaBlieHMe aTakylLlMX OEWCTBUA, UX 3aBUCUMOCTEN U
KOMOUHaUWI;
— paspaboTaTb MeTOAbl BbIMUCIIEHWS PUCKa U 3alMULLEHHOCTM, a Takke amnropytMa nogbopa
napameTpoB, ONTUMU3NPYIOLLIMX 3TU METPUKMN.

Bce

napameTpsl
BxoaHble AaHHbIe obopynosanuA reHepauun
OT NoNb30BaTenA Aepesbces arak
Tononorus ceTu BuiGop uenei
[epesbA
KpuTWMHOCTH yanos AOCTYNHOCTH
[epessbA
MasecTHble napameTpbl KOHDUEHLMANBHOCTH
3KCnepTHLIe
OUEHKH
3auMIEHHOCTL

PucyHok 1 — OGLas cxema npeanaraemoro pacyéra YpoBHS pUCKa U KPUTUYHOCTU
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KNACCUDPUKALNA N CMTOCOBbI ONMMCAHUA SBEHBEB

Eobpuk U.B.

Bernopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHgopmamuku U paduod/1eKmpOoHUKU
2. Munck, Pecnybnuka benapyck

UnbuHKkog B.A. — KaHO. mex. HayK

Ha paHHbIA MOMEHT OCHOBHBIM WHCTPYMEHTOM MpPOEKTMPOBaHWS U pa3paboTku cucTeM TenekoMMyHWKauuin  SBnsieTcst
mMaTemaTuyeckoe MOLENMPOBaHWe, MO3BONSIOLLEE CYLLECTBEHHO MHTEHCUMULMPOBATh MPOLECCHl aHanusa, CHUHTe3a, CHU3WTb
maTepuanbHble 3aTpaThl W PELUTb HEBBLINOMHUMbIE AN APYrux MeTodoB 3ajayn. B ctatbe npuBoguTcs KpaTkui 0630p,
KnaccudukaLms 3BeHbEB Y1 METOLOB OMNUCAHNS NIMHENHBIX 3BEHBEB CUCTEM TENIEKOMMYHVKaLW.

Knaccudmkaumsa 3sBeHbeB no3BonseT BbipaboTaTb NOAXOAbI ANS ONUCAHUS 3BEHbEB PasfNYHbIX
TMNOB B pasnuyHbix obnacTtax. [1o npusHaky 3aBUCMMOCTM MapaMeTpoB 3BEHbEB OT MIHOBEHHbIX
3Ha4YeHun BXOOHbIX BO3AENCTBUIN, 3BEHbSA MPUHATO AENUTL Ha:

— NIMHEeNHblE C MOCTOSIHHLIMWM napameTpamMy (MHEePUMOHHble, Ge3blHEPLMOHHbIE). AKTUBHbIE U
peakTVBHbIE NapameTpbl HE 3aBUCAT OT 3HAaYEHUI BO3AENCTBUIN Ha BXOAE U HE MEHAIOTCS BO BPEMEHM,

— NIMHENHble C NepemMeHHbIMWM napaMeTpamu (MHEepUMOHHble, 6e3blHEPLMOHHbIE). AKTUBHbIE U©
peakTVBHbIE NapameTpbl He 3aBUCAT OT MIHOBEHHbIX 3HAYEHWI BO3AENCTBUA Ha BXOAE, OAHAKO XOTs Obl
OOMWH NapameTp U3MEHSETCH BO BPEMEHM;

— HENUHeNHble (MHEePUMOHHbIE, Ge3blHEPUMOHHBbIE).  XOoTA Obl OguH napameTp 3aBUCUT OT
MIHOBEHHbIX 3Ha4€HUN BXOHbIX BO3AENCTBUN.

JInHeWHble 3BeHbS C MOCTOSIHHBIMM M MEPEeMeHHbIMW napameTpamyu obnagaloT CBOWCTBOM
NYHEeNnHoN cynepnosnuumn, NO3TOMY K HAM NPUMEHUMbI CNEKTParbHbIN MeTobl MOAENUPOBaHUSA U MeTOA
mMogenuposaHusa no dopmyne no cdopmyne doamens. [ns HenuMHerHbIX 3BEHbEB [aHHble MeToAbl He
noaxoasrT.

OnvcaHve nuHenHbIX 3BEeHbeB MOXeT OblTb BO BpeMeHHOW obnactu, 4YacTOTHOW, WM Ha
KOMIMSIEKCHOM NIOCKOCTH,

Bo BpemeHHON 06nactu fnMHeNHOe 3BEHO MOMHOCTbI0 OMUCHLIBAETCA MMMYNbCHOW U NepexodHown
Xapaktepuctukamu. MiMnynbcHas xapakTepuctuka npeactaBnaeT cobonm peakuuto 3BeHa Ha genbTa
dYyHKUMIO, NepexoaHas XxapakTepucTuka, peakums Ha PyHKUMo Xesucanaa.

B yacTtoTHOM 0oGnactu nNMHenmHoe 3BEHO ONMUCHIBAETCS C MOMOLLBbI KOMMIIEKCHON nepenaTtoyHOon
XapakTepUCTUKN U aMNInMTYAHO-4aCTOTHON N pa30-4aCTOTHOW XapakTepUCTUKN. AMANNTYAHO-4acTOTHas
Xapaktepuctnka npegcrasnsdetr cobor YacTOTHYI 3aBMCMMOCTb OTHOLUEHUS amnauTydbl peakumn u
amnnutygbl Bo3gencTBus. Paso-yacToTHaAd — YaCTOTHYH 3aBMCMMOCTb pasHOCTM ha3 peakumn u
BXOZHOIO BO3ENCTBUS.

OnuncaHne NUHENHOro 3BeHa Ha KOMMIIEKCHOM NITOCKOCTM NPOU3BOAUTCS C NOMOLLIbIO OrnepaTopHOn
nepegaToyHoOn YHKUMKM, KOTopas npeacTaBnseT cobol OTHOLUEHWE nannacoBCKUX M306paxeHun
peakuny 3BeHa K Bo3fencTBuio. [paBunbHoe 3afjaHne JaHHOW XapakTepUCTUKM NO3BONSAET pacluvputb
BO3MOXXHOCTU MOAENUPOBAHUA N YNIPOCTUTL MAaTEMaTUYECKYIO MOAETb.

WMcnonb3oBaHue daHHbIX BMOOB ONUCAHUA NUHENHbLIX 3BEHbEB MO3BONSAET MpoaHanusmMposaTb U
CMHTe3MpoBaTb MaTemMaTudeckme MOLENU, 4YTO MO3BOMSET MNOCTPOUTb JMHENHble 3BeHbs Mbon
CMNOXHOCTW C NCMONb30BaHMEM MUHMMarbHbIX 3aTparT.

Cn1CcoK UCNonb3oBaHHbIX UCTOYHUKOB:
1. CoBpemMeHHas Teopusi hunbTpoB 1 nx npoektuposaHue / nod pea. . Temewa n C. Mutpa .- M.: Mup, 1977. — 500 c.
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TOKEHE3ALUA B NLP

Bawkesuy E.K.

Bernopycckuli 2ocydapcmeeHHbIl yHUsepcumem uHgopmamuku U paduodaieKmpoHUKU
2. Munck, Pecnybnuka benapyck

Eopuckesuy U.A. — kaHO. mex. HayK

O6paboTkon ectectBeHHoro sa3blka (NLP — Natural Language Processing) HasbiBaeTCs akTVBHO pa3BMBaloLLascs HaydHas
AVCUMMNVHA, 3aHMMAtoLLAsacs MOWCKOM CMbICna M OByYeHWeM Ha OCHOBaHUM TEKCTOBbIX AaHHbIX. TOKeHM3auus — 9TO npoLecc
pa3buenns cpasbl, NpeanoxeHns, abaaua unv BCero TEKCTOBOTO AOKYMeHTa Ha bonee menkve eavHULUbl, HAanpuMep, OTAENbHbIE
cnosa unu TepmuHbl. Kaxgoe 13 aTMX MeHbLUMX NoApasaeneHuii HasbiBaeTca TokeHamu. B cTaTbe npoBeaeH KpaTkuii 0630p TUMOB U
CpeacTB TOKeHM3aLmn.

Mepen 06paboTKOM €CTECTBEHHOMO A3blKa HY>XHO ONpeaAennTb CNoBa, KOTOPblE COCTaBNSAOT CTPOKY
CMMBOSOB. B cBA3M € 3TMM TOKeHM3auus SBNSETCH OCHOBHbIM wwaroM ans pabotel ¢ NLP. BaxHocTb
TOKeHM3aumm obycrnoBrieHa TeM, YTO 3HAYEeHWe TEKCTa MOXHO JIerko MHTEpnpeTupoBaTb, aHanM3upys
CrnoBa, NPUCYTCTBYIOLLNE B TEKCTE.

Mpumep TokeHm3aumm:

"This is a cat." — [This', 'is', 'a’, cat .

TokeHn3npoBaHHY0 POPMY MOXHO MCMONb30BaTh AN noAcyeTa 6a30BbIX CTATUCTUK, Hanpumep,
KOnM4ecTBa CIoB B TEKCTE UNN 4acTOThbl CroOBa, Kak Heobxoaumbll war neped 6onee CrioXxHbIMU LLaramm
00paboTkM TekcTa.

CyLecTByeT HECKONbKO METOA0OB TOKEHM3aL MM Ha A3blke NporpaMmmupoBaHusa Python.

Ba3oBbIM METOOOM SIBMSIETCSH TOKEHN3ALMM (ONS «3anafHbIX» s13bIKOB, TAKMX KaK PYCCKUM
NN aHrUCKMn) ¢ mcnonb3oBaHnem dyHkumm Python split(). JaHHas dyHkumsa Bosspaiiaet
CMUCOK CTPOK nocne pasbrveHns 3agaHHOM CTPOKM ykasdaHHbIM pasgenutenem. o ymonyaHuio
split() pasbueaeT cTpoky no npobenam.

Input:

text = """London of the capital of Great Britain.

Output: ['London’, ‘of, 'the’, ‘capital’, ‘of’, ‘Great’, ‘Brittan.’]

TokeHusauma ¢ ucnonb3oBaHnem NLTK. NLTK, cokpaweHne ot Natural Language
ToolKit, — aTo 6MbnmMoTeka MalMHHOIO oby4yeHusi, HanucaHHast Ha Python ans cMmBonbHOW ©
cTaTUCTMYeckon obpaboTku eCTECTBEHHOTO A3biKa.

NLTK cogepxut moaynb tokenize(), koTopbln fAanee knaccudpuumpyeTcs Ha [Be
nogkaTeropumu:

— Word tokenize: ncnonbsyetca metog word_tokenize(), 4tobbl pa3dbuTb npegnoxeHve
Ha TOKEHbl UMn CINOBa;

— Sentence tokenize: ucnonb3dyetca meton sent_tokenize(), 4To6bl pa3buTb OOKYMEHT
unu ab3au Ha NpeanoXeHus.

Mpumep paboTbl nogkateropun Word Tokenization:

Input:

from nltk.tokenize import word_tokenize

text = """London of the capital of Great Britain. It's one of the largest cities in the world.

Output: [‘London’, ‘of’, 'the’, ‘capital’, ‘of’, ‘Great’, ‘Brittan’, ’.’, ‘It’, ’”, ’s’, ‘one’, ‘of’, ‘the’,
‘largest’, ‘cities’, ‘in’, ‘the’, ‘world’, ’.’]

Bce 3Haku npenunHaHusa 6ubnmoteka NLTK onpeaensieT, Kak oTaerbHbIe TOKEHbI.

Mpumep paboTbl nogkaTeropum Sentence Tokenization:

Input:

from nltk.tokenize import sent_tokenize

text = ""'London of the capital of Great Britain. It's one of the largest cities in the world.

Output: ['London of the capital of Great Britain.', ' It's one of the largest cities in the
world."]

CyliecTByIOT eLé MHOXECTBO anropMTMOB TOKeHu3aumu, ogHako 6ubnmoteka NLTK —
Begywasa nnatdopma ana cosgaHnsa NLP-nporpamm Ha Python. Y Hee gocTaTouHO nerkve B
NCMoNb30BaHMN MHTepdencbl AN MHOMMX SA3bIKOBbIX KOPMYCOB, MMelTcs 6ubnuoteku ans
06paboTkn TeKCTOB ANA Knaccudukaumm, TOKeHM3aUuMn 1 cTeMMmuHra. A Takke aTo 6ecnnaTHbIl
OMEHCOPCHbIN NMPOEKT.

Takum O6p330M, TOKeHn3auuna 4dBndaeTcd BaXHbIM LWarom B nodom npoekTte no
00paboTke N aHanm3e TEKCTOB.

CnncokK ncnonb3oBaHHbIX UCTOYHUKOB:
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CUCTEMA 3JIEKTPOHHOWU CTABUITU3ALMN BUOEOUN3OBPAXEHUSA
HA BA3E BCTPUBAEMOI'O OAHOIMJIATHOIO KOMIMNbIOTEPA
JETSON

Benopycckutl 2ocydapcmeeHHbIl yHUsepcumem UuHopMamuku U paduoaneKmpOoHUKU
2. MuHck, Pecnybnuka benapych

lopbykoe A. .
Lisemkos B. FO. — 0.m.H.,0oueHm

Ha npoTskeHuM MHOrMX neT NpOW3BOAWTENBHOCTb MPOLECCOPOB YBENMuYMBanacb 3a CYeT YyBenuuveHust
KONMMYeCcTBa TPaH3NCTOPOB Ha KpWCTanme MHTerparnbHOM CXeMbl U MOBBILIEHWS TaKkTOBOW YacToTbl. Mpuyem nopoGHbIN
POCT MPOVCXOAMN 3KCMOHEHUManbHO, corflacHo 3akoHy Mypa. OpHako B nocregHve rogbl NofobHble MeToabl
YBEMUYEHVSI NMPOU3BOAMTENBHOCTY 3aMeAnsioTcsl, AaBasi BCe MeHbLUMA NpUPOCT. BOMbLUMHCTBO MMPOBLIX TMFAHTOB B
ccepe Npous3BOACTBA MMKPOMPOLIECCOPOB AenaloT CTaBKy Ha napanmnernbHble BbIMUCNEHUs, KOTOpble MO3BOMSAOT
NPOAOIMKNTE AKCMOHEHLMANbHbI POCT NMPOU3BOAUTENIBHOCTU BbIMMCIUTESBHBLIX YCTPOUCTB. OAHMM M3 NonynsipHEnLInX
peLleHnii ABNSeTCA WCronb3oBaHWe rpadmnyeckmx npoLeccopoB. WX ucnonb3oBaHWe MO3BONSIET peanu3oBblBaTh
napannenbHble BbIYUCNEHUS, OCHOBAHHbIE Ha MapannenbHblX AaHHbiX. B AaHHon paboTe paccmoTpeHa peanusaumst
anropuTMa 351eKTPOHHON cTabunmsaumm Buaeon3obpaxeHuns Ha 6ase Noao6HOro napannensHOro PeLLeHus.

OpHUM 13 NAepoB Ha pblHKe BUAeoyckoputenen sensietcs komnanusa Nvidia. B otnnumm oT cBomx
KOHKYPEHTOB OHa 3aHMMAaeT PbIHOK He TONbKO NOTPEeBUTENbLCKON SMEKTPOHWKM, HO U CEPBEPHbIA CErMeHT,
a TaKKe CerMeHT BCTpavMBaeMblX pelueHuin. B yacTHOCTM cepus KOMMaKTHbIX KOMMblOTepoB Jetson
ocHoBaHHbIX Ha SoC (System on Chip) Tegra obbeguHsiowlenn B cebe rpaduyeckuii npoueccop u
LeHTpanbHbIM npoueccop apxuTekTypbl ARM nossonseT Mcnonb3oBaTb NPevMyLLecTBO napannenbHbIX
BblYMCINEHMI B KOMMAKTHbIX aBTOHOMHbLIX cucTemax, Takmx kak BIJIA, poGoTel, aBTONMMNOTUPYEMBbIE
aBTOMOOWN N aBTOHOMHbIE CUCTEMbI BUaeoHabnogeHns [1].

B moen pabote nogoOHbIM cheuuanuM3npoBaHHbIA KOMMNblOTEp ucnonb3dyetca B BIUIA ans
peLUEHNst KOMIMIEKCHbIX 3a4ay KOMMbOTEpHOro 3peHusa. OgHa m3 aTux 3agjady — 3To cTabunusauus
NCXOZHOTO BMAEOMOTOKa B peanbHOM BpeMeHu. CTporne TpeboBaHUSA K BeCy YCTPOWCTBA Y €r0 CTOMMOCTU
He NO3BOMSOT MOSMHOCTBIO PELINTL 3Ty 3aavy MEXaHWYecKUMn MeToaamu, TakKUMKU Kak MCMofb3oBaHue
rmpoctabunusaumoHHon nnatcgopmbel. Ha pucyHke 1 nsobpaxeHbl rpacuki, 3aBUCUMON CMeELLEHUN
KagpoB B BMOEONOTOKE MO ABYM OCSIM WM MOBOPOTY, MOMYyYEHHbIX C peanbHoro Buaeo. He cmoTtpsa Ha
obuwyto  cTabunbHOCTb MO pasnMYHbIM ~ MPUYMHAM  BO3HMKAET  BbICOKOYACTOTHAsA  TPsicKa,
npeanornoXnTensHO  Bbi3BaHHad paboton pagBuratens wu paboToOM  XOMOAMUNBHOW  YCTaHOBKU
TENMOBM3NOHHON Kamepbl. [logobHble nomMexu [OBOMbHO NPO6NemMaTtMyHO pelnTb MeXaHU4eCKUMU
mMeTogamu 6e3 3HauYUTENbHOro yBrEeYeHns Beca M CTOMMOCTM annapaTa. Takum o6pa3om Obino NpUHATO
peLleHne o NpUMEHEHUN LMPOBON cTabunmsaumm.
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Puc. 1 — padhukmn 3aBucuMocTeit rnobanbHbIX CMELLLEHWIA KaipoB BUAEOMNOTOKA.

Anroputm LmMcpoBoi cTabunusauum 6ein peanms3oBaH U3 coobpaXKeHU NPOCTOTLl U BO3MOXHOCTH
3a[encTBoBaTb MOLLHOCTU rpadmyeckoro npoueccopa. Ero ocHoBol sBnsieTca anroputMm BblaeneHus
rpaHuy, B OaHHOW peanusauumn ucnonb3yetcs onepatop Cobens, ogHako nogobHble eMy onepaTopbl
Mptoutta 1 PobepTca Takke MOryT MpuUMeHATCs. Jlexallas B OCHOBE [aHHbIX anroputMoB ornepauusi
CBEPTKM MpeKpacHO NO3BONSET OpraHW3oBaTb NapanneribHble BbIYMCIEHUA. 3HAYEHNS KaXOoro nukcens
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Ha pe3ynbTUpylLWEM N300paxKeHUN 3aBUCST TONMbKO OT OKPECTHOCTW MUKCENS MCXOLHOro m3obpaxeHwus,
YTO MO3BONSAET BLIYUCMATL 3TV 3HAYEHWUS He3aBWCMMO Opyr OT Apyra. T. K. rpadmyeckue npoueccopbl
n3HavanbHo 6bInM 3aToYveHbl Nog 06paboTky N306pakeHUI, TO X COBPEMEHHbIE peanu3auunn cogepxar B
cebe MHOXECTBO [JOMOMHUTENbHbIX MEXaHU3MOB Ans ynpoweHua paboTel ¢ HuMKW. B yactHocTw,
MeXaHn3M TEKCTYpHOW namsTu nossonseTt 6e3 ocobbix 3aTpaT co CTOPOHbI NporpaMMucTa opraHM3oBaTh
abdekTMBHOE MCnonb3oBaHWe L1 kawa npu nonukcenbHoW napannensHon obpaboTku nsobpaxkeHus,
KaKow SBNSieTCs U onepauuns CBEPTKM.

Cnegylowium waroMm B paccMaTpMBaeMOM anropuTMe SBMSETCA HaxoxAeHue moAyns
MOMWKCENBbHOW Pas3HOCTU Mexay TeKywum obpaboTaHHbIM KagpoMm W MpeablayliMm Mpu  pasfimyHbIX
CMeLLEeHNaX OTHOCUTENbHO Apyr Apyra. Takum obpasoM Mbl CMOXeM BbIOpaTe MUHUMAanbHYKO Pa3HOCTb,
KoTopas 6yaeT roBopuTb HAM O TOM, YTO MPU JAHHOM CMELLEHUM pasHULa MeXay Kaapamu MUHMMAaIbHa,
a 3HaunT c OonbLION BEPOSITHOCTBIO KaMepa CABWHYyNacb MMEHHO nofdoGHbIM obpa3om. B atom ware
3Ha4YeHUs1 Pa3HOCTWN KaxKOoro MUKCENs 3aBWCUT TOMbKO OT HEro M OT ero OKPEeCTHOCTU Ha npeablgyliem
Kagpe, Takum obpasom nofobHble mMaTpuubl PasHOCTU MOryT ObiTb NMOCYMTaHbl MapannensHo, a NoToM
NPOCYMMMPOBaHbI.

Hanga oTHocuTenbHOe CMelleHne KaapoB, Mbl CMOXEM MOCTPOUTb TPaeKTopuio rnobanbHoro
nepemeLleHnsi kamepbl. OHAKO, BOCCTAHOBIEHHOE [OBWXXEHWE COLEPXKUT HEe TONbKO HeXenaTenbHyto
BbICOKOYACTOTHYK) COCTaBMSIOWY, HO M HU3KOYACTOTHYIO, BbI3BaHHYK [BWXEHWEM neTaTenbHoro
annapata M kamepbl. [Insa KOMNeHcauuu OOHOrO TuMa [ABWXEHWS U COXpaHeHus BToporo TpebyeTtcs
NPUMEHEHNS BbICOKOYACTOTHOrO puNbTpa MO3BONSIOWErO BbIAENUTH HEXenaTenbHoe CMeLleHue U
KOMMEHCMpPoBaTb €ro CMeLLeHVeM kagpa B UTOrOBOM Buaeonotoke. T. K. paspabaTtbiBaembll anroputm
JomxeH pabotaTb B peanbHOM BPEMEHU U Bbi3blBaTb MUHUMArbHYHO 3aA4epXKy TO Obin BbiGpaH LUMPOKO
n3BecTHbln ¢unbTp Kanmana. lNpu ero HacTponike HeobGXxooumo onucaTb TeOpeTUYecKyl Moaenb
OBWKEHUS Halen kamepbl. TOHKaA HacTpoyrika MO3BOMSEeT TOYHO PasfennTb HexenarternbHble NoMexu B
OBWKEHUW Kamepbl W ynpaensemoe onepatopom nepemelleHne. [logpobHas cxema anroputma
npeacTaBrieHa Ha pUCYHKe 2.
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Puc. 2 — briok-cxema anroputma.

Cnmcok Mcnornb30BaHHbIX UCTOYHWKOB!

1.Cook, S. CUDA Programming. A Developer’'s Guide to Parallel Computing with GPUs / S. Cook. USA: Elsevier, 2013. — 576
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CUCTEMA KOHTPOIA U YHETA TPAHCIMNOPTA C
UCNONb30BAHUEM TEXHOJIOIM'MM CNYTHUKOBOU HABUIALIUU U
COTOBOU CBA3N

[eHckesuy C.B.

Bernopycckuli eocydapcmeeHHbil yHU8epcumem UHopMamuKu U paduoseKmpoHUKU
2. Munck, Pecnybnuka benapyck

MuweHko B.H. — kaHO. mex. HayK

Ha gaHHbIi MOMEHT cucTemMa KOHTPONS 1 yyeTa TpaHCnopTa B NMOrMCTUHECKUX KOMMaHUAX UrpaeT BaXHYH porib,
Tak KaK 3HauuTenbHO ynpolaet paboTy u n3baenseT oT NULWHKMX 3aTpaT. B cratbe nanaraTcs TeopeTndeckme OCHOBbI
cuctem Hasuraumm Ha ocHose MTIOHACC/GPS. [laeTcs onvncaHne annapaTHo-nporpaMMHon cuctembl GPS-MoHuTopuHra
TpaHcnopTa.

B noructuke TpaHCMOpT wrpaeT 3HAYMTENbHYIO poOnb, CBA3biBas Mexay cobon
OTAenbHble 9KOHOMMUYECKME parioHbl, KOoMNaHwwu, npeanpusatua u  dupmel. [epemelyas
MaTepuanbHble pecypcbl W TOTOBYH NpoOAyKuMiO u3 cdepbl NPoOu3BOACTBA B cdepy
NPOM3BOACTBEHHOrO WU MWYHOTO NOTpebneHnsi, TpaHCMOPT TEeM CcaMbiM Yy4yacTByeT B
Npov3BOACTBE MaTtepuanbHbix 6nar. B 3aBMCMMOCTM OT BMAa NepemMeLLaeMbiX rpy3oB 3aTpaTbl
Ha TPaHCMOPTUPOBKY MOryT cocTaensTb 6onee 40 % oT o6Luelt CTOMMOCTH 3TUX MaTepuarnbHbIX
6nar [1].

CoBpeMeHHble ycnoBus BedeHus GusHeca CTaBAT nepeq KOMMaHWSMU BCE HOBbIE U
HoBble 3agauyn. Cenyac Ons NonydeHus npubbinyM yXKe He O0CTaToOYHO MPOCTO COCTaBUThb
ONTMManbHbIN TPAHCMOPTHLIN MapLpyT. HeobxoanMo MOCTOAHHO OTCrEXMBaTb KOOPAWMHATHI
TPaHCNOPTHBIX CPeACTB, YTOObl AMHAMNYHO pearnpoBaTb Ha ObICTPO MEHSIIOLLYIOCA OOPOXHYIO
0BCTaHOBKY.

PasBuTne TpaHCMoOpTHOW MHAPACTPYKTypbl U obecneyeHne HaBuraumMm BCEX BUAOB
TpaHCcnopTa HEBO3MOXHO 6e3 COBpeMEeHHOW [OCTOBEepHOM WHdopMaumn o6 obbektax
noBepxHocTM 3emnu, KOTOpyl co3daeT m obecneuvBaeT reogesvnst U Kaprtorpadus. 3Ta
MHpopMaLMsi OYEHb BaxkHa A5 OpraHn3aumm nepeBo3oK Ha BCEX BUAAX TpaHCMNOpTa, B NEPBYHO
odepeb NpW peLLeHnr Bonpoca HaBuraumoHHoro obecnedeHuns TpaHcnopTta (MpakTU4eckn aTo
80 % Bcero obbema pa3paboToK pa3nNMyHbIX HAaBUraLMOHHBIX CUCTEM).

[NaBHas uUenb HaBUrauuMm 3aknyaeTcss B HEMPEpbIBHOM OMNpedeneHun TOYHOro
MECTOMONOXEHNA OObeKTa B 3a4aHHOW CUCTEME KOOPAWHAT U B HaxOXAEHWW ONTMMaribHOro
MapLupyTa ABWXKEHMS 3TOro 06bekTa Ha OCHOBE MOMyyYeHUst U 0OpaboTkM ero HaBMrauMOHHbIX
napameTpoB W WHGOPMaUMM O MECTHOCTW, MO KOTOPOW OH nepemellaetcs. Hawnbonee
COBpPEMEHHbIE  MEeToAbl  HaBurauum —  acTPOHOMWYECKME U paanOTEXHUYECKME.
ACTpOHOMUYECKME METOAbl OCHOBaHbl Ha ONpPeAeSNieHUN MONOXEHUS W3BECTHbIX HeBEeCHbIX
CBETUNT OTHOCUTENbHO BbIOpaHHOM cuUCTeMbl KoopaumHat. PaguotexHuyeckue MeToAabl
no3sonsaT 6GopToBbIM NpubopaM pasfnUyHbIX Ha3eMHbIX U CMYTHUKOBBLIX HaBUraLMOHHbIX
cuctem (GPS, TTIOHACC, Galileo) 6bICTpO M aBTOMaTUYecKM oOnpeaensaTb U ykasbiBaTb
MECTOMNOSIOXEHNE, a Npu HeOHXOOMMOCTU — N CKOPOCTb, B MOOLIX MOrOAHbIX YCIOBUSX.

KoopauHatbl, KOTOpble oOnpedensTcsa C  MNOMOLLbI CMYTHUKOBbIX cucteM GPS,
MOHACC wun gp., B OBWXKeHWM MOryT fgaBaTb TOYHOCTb 5...10 M. [na ux ynydweHus
CYLLECTBYIOT TaK HasblBaeMble AnddepeHumnanbHble CTaHUMM WU MNYHKTbl, Ha KOTOPbIX
MOCTOSIHHO OTCMEXMBAKOTCS KOOPAMHATLI U MOMyYyaltTcs MNOnpaBkM K HUM. OTW NOMpaBKu
cTabunbHbl NpumepHo Ha pacctosHum 30...50 KM, u ecnvm nepejatb UX Ha ABWXKYLUMIACA
00BEKT, TO MOXHO MOBLICUTE TOYHOCTL OMNpPeAeneHnst KOopaAUHAT 3TOro O0bEKTa.

Cuctema HaBurauymoHHoro obecneveHus npepcraBnser coboM  COBOKYMHOCTb
OpPraHu3auMOHHbIX, TEXHUYECKUX, MpPOrpamMMHbIX, WHMOPMALMOHHBIX W  TEXHOJOMMYECKUX
CPEACTB, MNpefHa3Ha4yeHHbIX O  OMepaTUBHONO BCEMOro4HOro, BbICOKOTOYHOIO U MO
BO3MOXXHOCTU aBTOHOMHOIO MNPUMEHEHUST HABUIALMOHHBIX U KapTorpadoreoge3nyecknx
CPEACTB ON1A peLleHns 3agad Ha3eMHOro HaBuUraumoHHoro obecneveHuns B pexmme, 6rmskom K
peanbHOMY BPEMEHMU.

[ns aHanvM3a BO3MOXHOCTEW CUCTEM HaBWraluMum pacCcMOTPUM B KavyecTBe npumepa
pa3paboTky cuctembl GPS-MOHUTOPUHTA.

Cncrema GPS-MOHWTOPUHIra MNO3BONSIET OTCMEXUBATb Ha KapTe MNepemelleHne BCeX
TPaHCMOPTHLIX CPeACTB aBToMnapka M HabnogaTh 3a TEKYLWUM COCTOSIHUEM KaXOoro M3 HUX
(ckopocCTb OBWXEHWs, TemnepaTypa B pedpukepaTope, OTKpbITME FPy30BOro otceka u np.). O
nobom akTe OTKITOHEHUS TPAHCMOPTHOrO CPEeACTBa OT 3aJaHHbIX YCIOBUI ABMXEHUNA Oyaet
MIHOBEHHO COOOLLEHO NOSb30BATEN CUCTEMbI MPUBELAEHO HA PUCYHKe 1, 2.
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PucyHok 2 — NHTepdelic nporpammbl GPS-MOHUTOpUHra

OpraHu3aums KOHTPONs pacxoda ToMnvBa NOMOXET 3HAa4YMTENbHO COKPaTUTL pacxodbl 3a
CYET WCKMIOYEHUS HECaHKUMOHWPOBAHHbIX CMAVMBOB TOMMMBA W MOBBIWEHNS 3KOHOMWYHOCTU
e3dbl BoguTenen. YcTaHaBnNMBaeMble Ha TpaHCNopTHoe cpeactBo GSM-TepMuHanbl MoryTt
NCMNonb30BaTbCA B KAYECTBE MOJTHOLEHHOW 3aMeHbl aBTOMOOWIBHOM CUrHanu3aumm Unm Kak ee
OOMOJSIHEHME, YTO MO3BONUT OPraHM30BaTh HAAEXHYO MHOTOKOHTYPHYH CUCTEMY OXpaHbl [2].

Cnctema GPS-MOHMTOpMHIra MOXET co3fdaBaTb pa3HOOOpasHble OT4YeTbl Ha OCHOBE
OaHHbIX, COOpPaHHbIX O ABWXEHMU TPaHCMNOPTHOrO CpeAcTBa. ATO OTYETHl O pacxode Tonmvea,
npobere, BpemMeHn paboTbl U NPOCTOEB, KOMMYECTBE CAEMAHHbLIX PENCOB, MNPEBbLILLIEHUSAX
ckopocTu, paboTe cneuumanbHbIX MexaHuamoB u np. KoopauHatbl ob6bekTa, ero CKopoCTb,
BblCOTa Hag YpPOBHEM MOPS M T. M., ONPeAenslTcs C ucrnonb3oBaHnem TtexHorormm GPS,
octanbHasa uHpopmauus nepegaetca no GSM-tepmwuHany. OaHHble, npuwegwmne ot GSM-
TepMmuHana Ha cepBep, obpabaTbiBalOTCA UM 1M COXpaHaTca B 6ase gaHHbIX. Ecnu nokpbiTus
GSM-ceTn HeT, TO AaHHble HaKanJuBaKTCSA B «YEpPHOM swumke» 1 OyayTt nepenaHsl npwu
nosiBneHun cetn. lMporpammHoe obecneyeHve noaaepxmBaeT OOMbLUIOE YMCMIO Pa3NUYHbIX
bopMaToB 3MEKTPOHHLIX KapT, B TOM 4WCMEe WHTEPHET-KapT, 3arpyxaemblX B peasibHOM
macwTtabe BpemeHu ¢ cepeepoB Google, Yahoo, Yandex u np.

Co3pgaHne cucteMbl GPS-MOHUTOpPMHra MNO3BOMUT MOBbLICUTE  3PGEKTUBHOCTL ¥©
peHTabenbHOCTL TPAHCMOPTHOIO KOMMMEKca 3a CYEeT COKpaLleHWsi HEenpoM3BOAMTENbHbIX
Npo6eroB 1 BpeEMEHN NPOCTOS, YBENMUYEHUS MALLMHO-4YaCOB Ha NMMHUKN U COKpaLLleHUs 3aTpar Ha
cogepxaHue aucneT4epoB CTaHLUMMN.

Cnu1CcoK UCNonb3oBaHHbIX UCTOYHUKOB:
1. MupoTtuH J1.B. CuctemHbIi aHanu3 B norucTuke: y4eb. nocobue/ bl.3. Thiwbaes. - M. : Jk3ameH, 2004.
2. KpemeHey HO.A. TexHundeckue cpeacTsa opraHu3aLum JOPoXHoro AsmkeHus. — M. : TpaHcnopT, 1990.
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OMNPEOENEHUE OPUEHTALUUU U TPAEKTOPUU NEPEMELLUEHUA
OBBbEKTA B TPEXMEPHOM NPOCTPAHCTBE HA OCHOBE
CUrHANoOB MHEPUUAJIbHbIX OATYHUKOB

XXnobo M.B.

Benopycckuli 2ocydapcmeeHHbIl yHU8epcumem UHopMamuku U paduo3ieKmpoOHUKU
2. MuHck, Pecnybniuka benapycb

Haebidosa H.C. — kaHd. mex. Hayk, doueHm

WHepumanbHas HaBuraums — mMeTo[ onpeaeneHns KoopanHat 1 napameTpoB ABUXEHUS
pa3nu4yHbIX OOBLEKTOB (CydoOB, CaMONIeTOB, YeroBeka W Ap.), OCHOBaHHbI Ha CBOMCTBAXx
WHepumn Ten. [llpuHUMN WHepuManbHOW HaBWUrauuMuM 3akryaeTca B aHanuie ABWXEeHWUR
obbekTa, XxapakTepm3yemblX U3MEHEHUSMW BO BPEMEHM €r0 YCKOPEHUSI, CKOPOCTU U KOOpPAMHAT
npyM MNOMOLUM [OATYMKOB MNPOCTPAHCTBEHHOINO NepemMelleHns. OTW OaTyukK, HasblBaeMmble
WHepUManbHbIMU AaTynKkamu, nexaT B OCHOBE CUCTEM MHepLuanbHOW HaBuraumm (HaBegeHus),
KoTOopble o0becneynBaldT aBTOHOMHOE M3MEpeHue YycKopeHun obbekTa, onpeaeneHve ero
CKOpPOCTM, MOMOXEHUs1 B MPOCTPAHCTBE U PACCTOSHWUS, NPOWAEHHOrO UM OT MCXOOHOW TOYKM
(TpaekTtopum) u, Takmm o6Gpas3omM, BblpabaTbiBalOT HaBUrauWOHHbIE AaHHble ANsS YyrnpaBreHus
obbekTom[1].

B wuHepumanbHbIX AaTyuMkax UCNOMb3ylTCA MNOABWMXHbIE MacCbl B  KayecTse
YYBCTBUTENbHbLIX 31IEMEHTOB. Takaa macca noA AeWCTBUEM CUIT MHEPLMM, BO3HUKAOLWLMX Npu
N3MEHEHNN MNapamMeTpoB [ABMXEHWS OObeKTa, MepemeLlaeTcsl Ha OMNpPederneHHY BENUYUHY,
KoTopasi namepsietcs 1 npeobpasyeTcs B 3NEKTPOHHbIV BUA, [2].

OCHOBHbIMU npubopamu cucTeMbl WHepLmansHon HaBurawmu ABNAIOTCA
akcenepomeTpbl, TMPOCKONbl U MarHUTOMETPbI.

AkcenepomeTp — 3TO npubop AN WM3MEPEHWUs YCKOpeHWss obbekta B OAHOM MMM
HeCKONbkUX  HanpasneHusx. AkcenepomeTp  Hambonee  pacnpoCTpaHEeHHOro  BuAa
npeacTaBnseT cobon YyBCTBUTEMbHYI MAcCy, CBSI3aHHYHO C KOPMYCOM MPY>XUHOWN. YCKopeHue
OBWXEHMS 00beKTa BbI3bIBAET OTKIIOHEHWE YYBCTBUTENbHOW MAcCChl, 3aKpeNnsIEHHOW Ha yNpyrom
lWapHupe, BCMEeACTBUME IJTOr0 MOSABMASETCA BbIXogHoOW curHan. MO3MC-akcenepomeTpbl
NCNONbL3YIT AaTyukW, OCHOBaHHble Ha nbe3oadpdekte. B akcenepomeTpax Takoro Tuna
npovcxoouT [fJaBneHwe rpysMka Ha nbe3okpuctann. [log Bosgenctsnem gedopmauium
Nbe303MeMeHT BblpabaTtbiBaeT aneKkTpudeckui Tok. Mo 3HaveHnto gedopMaumn MOXHO HaruTu
cuny, C KOTOPOW rpy3vMK [OaBWUT Ha KpucTanm W, COOTBETCTBEHHO, paccyuTaTb MCKOMOe
yckopeHue obbekTa [3]

'pockon — 31O NpMBOp AN U3MEPEHUST YINOBOW CKOpOCTU o6bekTa. CocTouT M3 Tpéx
He3aBVCHMMbIX OAHOOCHbIX BUOPaLMOHHBLIX 4aT4YMKOB YrIOBOW CKOPOCTU, KOTOPbIE pearnpyroT Ha
BpawleHne Bokpyr X-, Y-, Z- ocei. [1Be noaBeLUEHHble MacCbl COBepLUalOT KonebaHus no
NPOTUBOMNOMNOXHbIM OCsiM. C MOSIBEHNEM YrIOBOW CKOPOCTU OObeKTa NPOUCXOANT M3MEHEHNe
HanpaeneHuss Bubpauun, KOTOopoe (UKCMPYEeTCHS EMKOCTHbIM gaTymkoM. W3amepsiemasd
anddepeHumnanbHas €eMKOCTHas CoCTaBnswlwas nponopuuoHansHa yriy nepemMeLLeHus.
MonyumBlMiicA curHan ycunuvBaeTcd, AemoaynupyeTrca u unbTpyeTcs, faBas B wutore
HanpsxeHue, NponopuUnoHansHoe YrinoBon CKOPOCTU BpaLleHus [4].

MarHutomeTp npepcrtaBnseT cobor YyCTPOWUCTBO ANst U3MEPEHUS UHTEHCUBHOCTN OOHOMN
WNN HECKOJBKNX COCTaBMSAIOWMX MarHUTHOro nons. Ytobbl onpegenuTb opueHTauuio obbekTa
MOMHOCTBIO, HY)XEH BTOPOW ©Oa3UCHLIN BEKTOp, KOTOpbI He OyaeT napanneneH nepBoMy,
nony4eHHOMYy M3 NoKa3aHW akcenepomMmeTpa M rmpockona. Takum BEKTOPOM MOXET SBNHATbCS,
Hanpumep, BEKTOP MarHWTHOrO MOMsS Hawewn nnaHeTbl. Ecrnn n3BecTHO ero HampaBneHue, TO
opueHTauus bygeT onpegeneHa OAHO3HAYHO. 3Has OpUEHTaUU0 OOHOW CMCTEMbl KOoopauHaT
OTHOCWUTENbBHO [OPYroW CTaHOBMTCA BO3MOXHbIM MEPEeBOAMTb MW3MEPEHUS U3  JOKarbHON
CMCTEMbI KoOpAMHaT YCTpoOWCTBa B rnobanbHyo. A nHdopmauns o6 yckopeHusix obbekta B
rmobanbHON cucTeMe KOoopAWHaT MO3BONAT MyTEM MHTErpupoBaHWMsS BOCCTAHOBWUTb CKOPOCTb
obbekTa 1 nonyuntb MHdopmauuio 06 ero MectononoxexHum [5].

Takum 00pa3om, OCHOBHLIMW MPEUMYLLECTBAMW MHEPLMANIBHON  HaBWUraLWUOHHOWN
CUCTEMbI SBMSIOTCS KOMMAKTHOCTb YCTPOWCTB, aBTOHOMHOCTb paboTbl M HenpepbiBHas
OMHaMuyeckass BblJaya BCeX MoKasaHun: KOOpAWMHAT, CKOPOCTWU, YCKOPEHWs, YrroBOWn
opueHTaumnn obbekTa UccneaoBaHus.

Cnu1coK UCNosib30BaHHbIX UCTOYHUKOB:
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METOA4 ®OPMUPOBAHUA CIIEAYIOLWKNX OBPA30B OLLUBOK U3
NPEALIAYLWENO NP ABYMEPHOM KOAWPOBAHUA UHPOPMALIUA

Benopycckuti 2ocydapcmeeHHbIl yHUsepcumem uHhopmMamuku U paduoaneKmpoHUKU
2. MuHck, Pecnybnuka benapych

XKaHb CroHbxyaHb, Ma L{3toHb
KoHonenbko B.K. — 8. m. H., npogheccop

B HacTosllee BpeMsl 3agada vccriefoBaHUs METOAOB [EeKOAMPOBAHUA UM UCMPAaBNEHUs CrydaiHbIX OLwMOOoK
NMOMEXOYCTOMUMBBLIX KOLOB ABMSIETCS akTyallbHOW, Hay4HOW W MpuknagHow 3apadeit. B goknage paccmartpuBaeTcs
MeToAbl BbluMCneHNs 06pa3oB oGOk, onpeaensieTcs npasua cokpalleHust obLero yncna obpasoB U yMeHbLIEHUS
BbIYUCIIUTESNIbHOW CMIOXHOCTM U MOBbILEHUsI BbICTPOAENACTBMS.

B [BYMepHOM KOAMpOBaHWW 3aKoAMpPOBaHHble CrioBa KoAa NpeacTaBnsioT coGoi Tabnuuy,
COCTOSILLYO U3 CTPOK CMOB, KOTOPblE BO3HMKAIOT B Tabnuue 1 MOryT XxapakTepu3oBaTbCsl HOMepamu CTPOK
U CTONGUOB. Bo-nepBbiX, KOAMPYIOT Kaxable WHGOPMAaLMOHHLIX CUMBOJSIOB MO CTPOKAM C MPaBWIIOM
koampoBaHust C; , 4ToGbl NOMYy4YUTb 3aKOAMPOBAHHbIE NMPOBEPKM CUMBOIILI MO CTPoKaM. 3aTeM KOAWPYHOT

nHOPMaLMOHHbIE BUTLI Kaxkgoro cronbua B COOTBETCTBMM C npasBunom koguposaHus C,, 4TOObI

nony4yunTb 3aKO,D,VIpOBaHHbIIZ npoBepoYHble CMMBOIbI MO crtonbuam, 1, B KOHLE KOHLOB, KoaAupyrT Kaxabin
ctonbel, npoBEepPOYHbIX 6uToB B COOTBETCTBMU C nNpaBuyioM KoaupoBaHUA C2, 4YTOObI nony4nTb

3aKoaMpoBaHHbIE MPOBEPOYHbIE CUMBOIbI, TOXE SIBMSIOTCA NPOBEPOYHBIMM CUMBOMaMM No nposepke. B
pesynbTate nonyuutcs 6Gnoka (matpuua N =n; xn,) cogepxarca NN, CUMBOMNOB, W3 KOTOPbIX

sBnsiiotes kK, 1HdopMaLmoHHbIMK.

CnoxHoCTb [OeKkoaupoBaHWA [BYMEPHOrO KOJOB SABMSIETCA HaxOXOEHUEe BeKTopa OLMOOK,
cnyyarHble owunbku Mpu OBYMEPHOM KOAMPOBaHMEM MOXHO MpeAcTaBuTb Kak obpasbl owmbok [1] .
Mpouenypa dopmupoBaHua  6e3ybbiTouHOM  GUBNMOTEKM 0Opas3oB Crny4vanHbiX OWMOGOK CMOXHO U
TPYOOEMKO W OnpefensaeTcs BpeMeHn, 3aTpadmMBaemMbiM Ha BbluMcneHne bubnmnortekn obpasos, n 3aBucmT
OT KpaTHOCTU OLWMOOK. 3-3a BOMbLIOro YMcna BO3MOXHbIX OLUMOOK COOTBETCTBEHHO MMeeTcsi bornbLumne
MHOXecTBa 00pa3oB owwunbok, obpaboTka KOTOpbIX — CROXHas BblYUCAUTENbHAs 3agadvya C HU3KUM
6bicTpogenicTBmeM. MoaToMy MX HEOOXOAMMO YMEHbLUWUTL, CAENaB 3TO Ha NpeaBapuUTENbHOM 3Tane ao
06paboTkun nHgopmaumu [2].

B [2] npeanarana pacnpeneneHHbln MeTo (hOpMUPOBaHUst 06pa3oB ownboK, HO y 3TOro MeToabl
Tpatunu cnuwkom 6onbluol BpeMeHHoW ¢opMupoBaHust obLimMe BekTopbl owwnbok. Ha ocHoBe
pacnpefenexHnss uaee W Bbllle anropuTM, Janblle Mbl  NpeanaraeM CUHTETUYECKUA MeTos
dopmmpoBaHna 6e3 n3bbITo4HOCTN 06pa3oB BMbIMoTEKM, KOTopble M3 NpeabiayLMx obpa3os fobaBneHus
OAVIH CryYaNlHbIN OWNBOYHbIA CUMBOS — «1» 1 NONy4YMM nocneayrLmx oopasos.

CTpyKTypa CUHTETMYECKOro MeToabl hopMUpoBaHus 0bpasoB OT KpaTHOCTU t = 2 (NpeablayLimx
obpasoB) nonyyeHuss 6e3 TpaHcnoHWpoBaHWa obpasoB (MaTpuuen) t=3 (nocnepytowmx obpasos) Ha
pucyHke 1.

1

(1-a) (1-&) (1-2) 2-a)

Puc. 1 - CuHTeTHn4eckuii MetTos hopMmMpoBaHus 06pa3oB oGOk

Mo cpaBHEHWIO C W3BECTHbIM anroOpUTMOM CUHTETUYECKMN MeTo HaMHOro pas yMeHblueHue
KonuyectBa obGpasylolwmx o6pa3oB OWMBOK, BO MepBbiX, Mbl hopmupyem oGpasyiowmx obpas3osB M3
COKpalleHUN npeabiaywmnx obpasos, 3HAUUT He HYXHO aHanm3 Bcex cry4yaiiHbix 06pasoB U Ha MHOro pas
YMEHbLLIAET BbIYMCIUTENbHYIO CMOXHOCTL; BO BTOPbIX, OCTABMNEHUE TOMbKO TPAHCMOHUPOBAHUA MaTpULb
NOAMHOXECTBA, TAKKE YMEHbLIAET BbIYMCTIUTENbHYIO CIIOXKHOCTb.

Cnncok Mcnonb30BaHHbIX MCTOYHUKOB!

1.KoHonenbko B.K. Knaccudwmkauus BektopoB owmnBOK npu ABYMEPHOM KoaupoBaHuu uHdopmaumm / O.T.
Cwmonskosa // MH.: BI'YWUP 2008-7-37.C.19-28.
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AINNTOPUTMbI NOBbILEHUA PA3PELLEHUA N3OBPAXEHUN

3axapeHko A.B.

Bernopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHgopmamuku U paduod/1eKmpOoHUKU
2. Munck, Pecnybnuka benapyck

Llesuyk O.. — kaHO. mex. HayK

Ha paHHbIi MOMEHT 06paboTka W300paxeHWn SIBMsSIeTCS akTyanbHOW WM aKTWBHO pasBuBatollelics obnacTteto. Bnarogaps
YBENUYEHWNIO Pa3peLLEHUsl YNyYLLAETCA He TOMbKO KaYecTBO BOCMPUSITUSI YEMOBEKOM U30GPaXeHUsl, HO M Ka4ecTBO nocreayoLlei
ero obpaboTku. B cTaTbe npoBeneH kpaTkuii 0630p 1 knaccudmkaums NporpaMMHbIX CNoco60B NOBLILLEHMS! pa3peLleHns LMAPOoBbIX
N300paKEHWN.

YBenuueHnne macwtaba u paspelueHns umdpoBoro n3obpaxkeHns AaeT BO3MOXHOCTb MOBbILLEHWS
ero nHdopmaTveBHOCTU. loa noBbieHNnEeM MHMOPMAaTUBHOCTU LIMAPOBOrO M300paxeHNs MOHMMaeTcs
BO3MOXXHOCTb YBMOETb T€ 3MeMeHTbl M300paxeHuns, KOTopble He BUAHbI Ha Kadpax HU3KOro paspeLleHuns.
YnyJyweHne kavectBa u3obpaxeHun Obino Obl BO3MOXHbIM nyTem wusrotoeneHus M3C-maTtpuy ¢
60nblWMM YncnoMm OTOMPUEMHbIX 3fIEMEHTOB W CO3[4aHUA Ha WX OCHOBE HOBbIX OMNTO3MEKTPOHHbIX
npubopoB. W3-3a NOBbILWEHNS CTOMMOCTM 06OpyAoOBaHWs, ero rabaputoB U NPOYMX TEXHUYECKMX
OrpaHuYeHnn, peannsaumnsa 4aHHOrO MeToda Aaneko He Bceraa sBNsSeTcsd pauuoHarbHOW, NO3TOMY Ans
06paboTkn n30bpakeHn Ha CEroaHALHNA AeHb MCNONb3YITCH LMMPOBLIE METOAPbI.

B 3aBucMmocTn OT KomMyecTBa MCNOMNb3yeMbiX KaapOB MeTodbl YBENUMYEHUS paspelleHus
aensTcs Ha:

— MHOIOKagpoBble, KOTOPble MUCNOMb3YT HECKONbKO M30OPaKeHU HU3KOro paspelueHus. Takoun
npoLecC PEKOHCTPYKLMUN N306paXKeHNst BbICOKOrO paspeLleHns NCrnonb3yeTcs Npyu cBepxpaspeLleHunn;

— 0dHOKaApoBble, MNPV KOTOPbIX ANA YBENMYEeHWs paspelleHnss OAHOro  M3o6paxeHus
ncnonb3yeTca ncxogHas nHdopmaums 06 nsobpaxeHuu.

MN3-3a oTCyTCTBMA WM3OBITOYHOCTU MHDOPMauum npu obpaboTke O4HOKaAPOBbLIMU
meTogamum usobpakeHume nonyyaeTcA Gofiee HM3KOrO KavecTBa, YeM MpuM MHOroKaapoBOW
obpaboTke.

HepocTtaTkn anroputmMoB NOBbLILWEHWS paspeLleHns (Cm. puc. 1):

— anuacuHr (CTyneH4aToCTb KOHTYPOB, 3PdEKT «NECEHKN»);

— pasmbITue;

— abhekT 'MB6Ca (NOXKHOE OKOHTYPUBAHUS KPAEB B BUAE OPEONOB BOKPYT HUX).

a 6 B
PucyHok 1 — Hep,O)CTaTKM anropMTtMoB Maqu)TaGMpoaaHMﬂ: a) anvacwuHr, 6)) pa3wmbiTue, B) acpdekt M'mbbea

OpHokagpoBble METOALI MHTEPMONALNA MOXHO pa3fennTb Ha HENTMHEHbIE afanTUBHbIE U
NUHEeNHbIe HeaaanTUBHbIE.

HenvHeHble apganTvBHble MeToabl BblOMpaloTCs B 3aBUMCUMOCTM OT NpeameTa
UHTepronauun (peskue rpaHuubl, rnagkas TekcTypa). OHM  NPUMEHAITCA C  Uenblo
MUHMMK3MPOBaTh AedeKTbl B Tex MecTax, KOTopble SABMASATCA Haubonee BuOUMbIMU
(rpagueHTHble MeToabl, WADI, NEDI). HenvHenHble meToabl MetoT 6onblue MaTteMaTu4ecknx
BbIYUCIIEHUN, YEM JMHENHble. HenvHenHble MeToabl MO3BONSAKT u3baBuUTCS OT apTedakToB,
KOTOpblEe BO3HUKAIKOT NPU NCNOMNb30BaHUN NMIMHENHBLIX METOAO0B.

JInHeriHble HeaganTMBHble MeTOAbl nNpeAacTaBnsetT cobow CBEPTKY. OTM MeToabl
obpabaTbiBalOT BCe MNUKCENU OAMHAKOBO (MeTond «Onwxawnwero cocega», OwnmHenHas
WHTepnonauus, bukybnyeckas nHTepnonAuus 1 T1.4.).

Bbnarogaps ToMy 4TO CyLLleCTBYeT MHOXECTBO anropMTMOB YBENUYEHUs pa3peLleHus, B
3aBMCMMOCTM OT MOCTaBIEHHOW 3aJayn U UCXOLHbIA OaHHbIX, MOXHO nopobpaTtb Hambornee
ONTMMarnbHbIN METOZ MO MOBLILEHUIO pa3peLleHnst N300paxeHNs.

CnUcoK UCnonb3oBaHHbIX UCTOYHUKOB:
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NACCUBHbLIE ONTUYECKUE CETU

Kannuu A.A.

Bernopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHgopmamuku U paduod/1eKmpOoHUKU
2. Munck, Pecnybnuka benapyck

Ypsidoe B.H. — kaHd. mex. Hayk, doueHm

MaccueHble onTnyeckue cetn (Passive Optical LAN) B MH(DOKOMMYHMKALMOHHON MHOYCTpUKU HabupaioT
NONyNAPHOCTb, OHW NPUXOASAT Ha 3aMeHy TPagUUMOHHBLIM MEAHbIM TEXHOMOMMAM CTPYKTYPUPOBAHHOM
kabenbHon cuctembl (CKC). Bnarogapss KOMNakTHOCTW, TMOKOM apxXvUTeKType W 3KOHOMUYHOCTMW,
TexHonorusa Passive Optical LAN aBnsieTca npeanoyTUTENbHON Npy MPOEKTUPOBaHUM N YCTaHOBKE B
KPYMHBIX U CPeAHUX ceTel B oTensix, busHec-ueHTpax, 6onbHMLax, TOProBbiX LEHTpax, MHCTUTYTax u
3aBojax.
OTnnunTENbHLIMM 0OCOBEHHOCTAMM TEXHONOMUW ABNSAIOTCA:
e C NOMOLLbIO ONTOBOJIOKOHHOrO Kabensi BO3MOXHO yAarneHusi YCTPOMCTB BHYTPM NOKanbHOM ceTn Ha
HECKOSbKO KNITOMETPOB
e  MOBbIEHWE MPOMYCKHON CNOCOBHOCTM ceTn 1 MacwTabupoBaHue, 6e3 orpaHnyeHnn AN NPUNOXKEHUN
(1G-10G-...). [Ilpm 9aTOM TOMbLKO KOHEYHoe obopygoBaHue TpebyeT 3ameHbl — OLT
(npnemonepeaatowmnin mogyns) u ONT (yoaneHHble aboHEHTCKME yaribl),
e  MBKOCTb MPOEKTUPOBAHME NPOMYCKHOM CNOCOGHOCTU nopTa,
e  CHWKeHne bMHaHCOBbIX 3aTpaT, U3-3a NPOCTOThI MPOEKTUPOBAHNSA 1 CTPOUTENBLCTBA CETH
e CHWXEHMe onepauMOHHbIX pacxodoB Mpu aKCnnyatauuu, T.K. paboTa CUCTEMbI — MHTENNEKTyanbHas.
e [laHHOe pelleHVe nOo3BONAET MOCTPOUTL ObICTPYHO UM CTabUNBbHYKO  KOPMOpPaTUBHYKO CeTb,
COOTBETCTBYHOLLYIO cTaHgapTaM. Cpok rapaHTuUm Takowm CUCTEMBI OKONO 25 neT.
MpenmyLecTBamMy OaHHOW TEXHOMOMMW ABMNSATCA: MEHbLUME W3LAEPXKKU Ha YCTaHOBKY W obcnyxusaHue
CeTW, CHWKeHWe aHepronoTpebneHns, Hebonblume NMowaan CepBepHbIX, KOTopble HeobXxoauMMmble ANs
yCcTaHOBKM obopypoBaHus. Apantaumen TexHonorum GPON sasnsetcs POL (Passive Optical LAN)
ABMSAETCS, UCMOoNb3yemas Afsi CTPOUTENbCTBa MOKalbHbIX CeTel U rapaHTUpyeT GbICTPYI0 OKynaeMocTb U
HM3KYI0 CTOMMOCTb 3KcnnyaTaummn — 1o 50% MeHbLue CTOMMOCTU TpaguumMoHHown MmegHomn CKC.
AkTMBHOE 06opyAoBaHNe pacrnonaraeTcsi TONbKO B CEpBEPHOM 1 0KoNo pabounx mecT none3osatens. Ans
MOAKIMIOYEHUS NPUMEHSIIOTCS NPOBOAHUKN U pa3nnyHble NpucnocobneHns Ans nx opraHnsauum 1 3awmTbl:
kabenb, kabenb-kaHanbl, NaT4-KOPAbl, KOHHEKTOPbI, PO3ETKN NaTy-NnaHenu u T.n.
C nomoLblo ONTMYECKOro OAHOMOAOBOrO BOMOKHA, TEXHOnorvs mnossonsetr obecneunts nepepavy
OaHHbIX, TenedoHnn 1 nboro Tna BMAEO Ha paccTosHuu o 20 kM. Takke MMeeTcs BO3MOXHOCTb
MCMOMb30BaTb HECKOMIbKO KaHanoB CBA3W pasHbiX MpOBanigepoB B MOMELLEHWU OJHOBPEMEHHO. JTO
no3BonseT AOCTNYb ellé GomnbluniA ypoBeHb 6e30MacHOCTM CoedMHeHNs, T.K. MOTOK AaHHbIX WndpyeTcs
Ha annapaTHOM YpOBHE MexXay CepBepHON 1 paboynmu mectamm.

Cnu1coK UCnonb3oBaHHbIX UCTOYHUKOB:
1. lMempetxko U.U, Ybalidynnaes P.P [NaccusHbie onmudyeckue cemu PON. 2004
2. Cknspos O. K. BornokoHHO-onmuyeckue cemu u cucmemsl ces3u. 2010
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B3AMMOOEUCTBUE TEXHONOIN BIG DATA U INTERNET OF
THINGS

Kanmrwoe [.A.

Benopycckuli 2ocy0apcmeeHHbIl yHUgepcumem UHhopMamuku U paduo3nieKmpoHUKU
2. Munck, Pecnybnuka benapyck

Xaukeesud O.A.— kaHO. mex. HayK

B paHHoi pabote 6yayT nogpobHO paccMoTpeHbl apXUTEKTypa 1 NpoLecc B3aumogencTaus TexHonoruii Big Data u Internet of Things.

Apxutektypa loT-cuctembl. Tunosasa apxutektypa lloT-cuctem coctout M3 cnegyowmx 3-x
YPOBHEN:

1. KoHeuHble ycTporictBa (Things) - p[gatymku, CeHcopbl, KOHTPOMnepbl W npo4vee
nepudepunHoe obopygoBaHue s M3MepeHUs HeobXOAMMbIX NoKa3aTenen v nepegayn aHHbIX B CETb
no NpoBoAHbIM Unn BecnpoBogHbIM NpoTokonam (Serial, RS-485, MODBUS, CAN bus, OPC UA, BLE,
WiFi, Bluetooth, LoRaWAN, Sigfox n np.). Tak Kak Kaxabln 610k AaHHOW MHdopMaLmn HeOOMbLION No
o6beMmy, TakMe gaHHble Ha3biBaoT Manbivu (Little Data).

2. CeteBble wno3bl 1 xabbl (Network) - poyTtepbl, KOTOpble 06BHEANHAIOT M MOAKIHOYaT
KOHEeYHble YyCTponCTBa K 06naKky.
3. O6nako (Cloud) - ypaneHHbin cepBep B pJaTtaueHTpe, KoTopbli obpabaTbiBaer,

aHanuampyeT M HagexHo XpaHuT uHdopmaumio. IMeHHO 3gecb mManble gaHHble npespaialoTcs B Big
Data, korga KoHCONMMAMPYETCA MHOXECTBO MH(OPMALMOHHBIX MOTOKOB C PasfuyHbIX YCTPOWUCTB. 34echb
MOAKIIYaKTCH CPpeACcTBa aHanu3a AaHHblX, B T.4. C UCNOMb30BaHNEM MEeTOAOB MAalUMHHOrO obydeHus
(Machine Learning). 310 nossonsieT 9(EKTMBHO W yAaneHHO yNpaBnsiTb TEXHUKOW, Ha KOTOPON
yCTaHOBSIEHbl KOHeYHble YCTPOoNCTBa. Hanpumep, ecnv AaTyvkyi NOKa3biBalOT NpPeBbILEHNEe A0NYCTUMbIX
3Ha4YeHu, MOXHO 3apaHee CniaHnpoBaTb NpounNakTnyeckne Mepbl.
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Little data

Analytics

Storage
5508

Big Data

PucyHok 1 — ApxutekTypa loT-cuctem

Kak paboTaeT nHtepHeT Bewen ¢ Big Data. Kak npaBuno, B npombilwneHHom loT oTcyTcTByeT
NPSMON OOCTYN K KOHEYHbIM YCTPOMCTBAM, MO3TOMY AN COEOMHEHUS YPOBHEW TEXHOOrM4eckoro
000OpyAoOBaHUA U MHTENNEKTyanbHbIX CUCTEM 00paboTKM U XpaHeHus WMHGOPMAaLUN UCMONb3YHTCA
LUMHO3b.

KoHeuHble ycTpoWicTBa SABMAIOTCA UCTOYHMKAMU OaHHbIX C HU3KOW BbIYUCIIUTENBHON MOLLHOCTbIO,
KOTOpble HEMNPEPbLIBHO MepefarT Ha L3 MHOXECTBO MHAOpMauuu pasnuyHoro dopmarta. [datymk
KOHEYHOro YyCTpoMCTBa pOpMMPYET aHasnoroBbli cuUrHam, KOTopbi npeobpa3yeTca B UMdpoBoe
(ouckpetHoe) 3HayeHne ¢ nomolbto AL, 3To 3HayeHne MapkMpyeTcd METKOW BpeMeHu U
knaccuduumnpyetcs (TermpyeTtcst) NokarnbHbIM MPOLLECCOPOM KOHEYHOrO YCTPOWCTBA. Tern MoryTt ObiTb
NPOCTbIMW, COCTOSALUMU U3 OAHOTO MapameTpa WU  CAOXHBIMW, COCTOSILMMW W3  HECKOMbKMX
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napameTpoB. Yem cnoxHee Ter, TeM 0onee MOLUHbIM AOMKEH ObiTb NepudepuUnHbIN NpoLeccop U

3HepronoTpebrieHne KOHEeYHOro ycTpounctBa. bonee uvHdoOpmaTUBHbIE Tern MNO3BOMAKT COKPATUTb

KONMMYECTBO NepedaBaeMbiX OaHHbIX B 00rako M MNoniocy nponyckaHus mHdopMauuu, YTO B CBOK
oyepeab, YBENMUMBAET CKOPOCTb peakuumn Ha cobbiTure.

LLinto3, B CBOIO ovepenb, OTNPaBNseT AaHHble B O0MNaYHbIV KracTep, rae pasBepHyTa nporpaMmmHas
loT-nnatdopma Ha 6a3e cpencts Big Data ans 06paboTkm n MHTENNEKTyanbHOro aHanusa nHdopmMaumm.
Ha obnadHom cepBepe [JdaHHble OT pasfnnyHbiX NepudepuiHbIX YCTPOWCTB UHTErPUpYHOTCS,
CUCTEMATU3NPYIOTCA U aHanuaupyloTca ¢ npumeHeHmeMm Machine Learning n gpyrux meTogoB
WCKYCCTBEHHOTO MHTEMNMeKTa.

KoHeuHoe ycTpoiicTBO

O6nauHbIi cepBep

PucyHok 2 — Cxema nepegayun nHopmaumm ¢ KOHe4YHOro yCcTponcTea B obnako

Tak Kak, HTepHeT BeLleln npegnonaraeT He ToMbKO nepegayvy MHGOPMaUUM C TEXHOMOTMYECKUX
0ObeKTOoB, HO W yganeHHoe ynpasfneHue WMW, peanu3yetcsa obpaTHas cBA3b OT obnayHonm loT-
nnatcpopmbl K nepudepuiHomy ycTponcTsy. [Ona atoro B obnake peanusyetcs BUpTyanbHoOe
npegcraBneHne nepudepuiHoro yCcTpowcTBa, Kyga 3anucbiBaeTcd Heobxoaumasi mHdopmaumsa no
M3MEHEHNI0 ero COCTOsIHMA, a 3aTeM nepefaeTcd Ha WCMNOSNHWTEeNIbHOe YCTPOWCTBO KOHEYHOro
o6opyaosaHus. NMpu aToM NepugepunHbIN NPoLECCop BbINONHAET pacnodHasaHue Teros u LIATT.

BuptyansHoe Ter
npegcrasneHve

O6naunblii cepBep HoHeuHoe ycTpOMCTBO

PucyHok 3 — Cxema nepefaum AaHHbix ¢ loT-nnatgopmbl Ha KOHEYHOE YCTPONCTBO

Takasi loT-cuctema siBnsieTcs pacnpegeneHHon n maclwtabupyemoin. OgHako BaKHbIM MOMEHTOM
ABMNSIeTCA HaAeXHOCTb nepefadn AaHHbIX. [ns 3TOro WUCMosb3ylTcs MexaHW3Mbl rapaHTUpPOBaHHOM
[ocTaBku uHgopMaumm. B yacTtHocTu, ecnu He yaoaeTcs nepefatb AaHHbIE OT KOHEYHOro YCTPOWCTBA B
obnako unu HaobopoT, OCYLLECTBMSIOTCS MOBTOPHbIE MOMbITKM nepedayn. [Ons obmeHa curHanamu
MeXay KOMMOHEHTaMu pacnpefeneHHon CUCTEMbl UCMONb3YyTCst Opokepbl COOOLLEHWUA, KOTopble
rapaHTUPYT OOCTaBKy HYXHbIX AAaHHbIX OOHOMY WM HECKOSbKMM nonydaTensiM yepes yrnpaBnsemMyto
ouepenb.

Cnucok Ncnonb3oBaHHbIX UCTOYHUKOB:
1. OnektpoHHbIMYTO Takoe Big Data (BigData) B MmapkeTuHre: npobnembl, anroputMbl, MeTOAbl aHanusa

[OnekTpoHHBIN pecypc]. — Pexum poctyna: http://ipgenerator.ru/blog/2015/11/17/chto-takoe-big-data-bolshie-dannye-v-
marketinge-problemy-algoritmy-metody-analiza/.

2. Big Data ot A go A. Yactb 1: MNMprHUMnbLI paboTbl ¢ 6onbwMMKM AaHHbIMK, napagurMa MapReduce [OnekTpoHHbIN
pecypc]. — https://habrahabr.ru/company/dca/blog/267361/.

3. MpOMBbILLNEHHbIR MHTEPHET BeLlewn [BnekTpoHHbIN pecypc]. — Pexxum goctyna: http://www.tadviser.ru/.
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CUCTEMA J3JIEKTPOHHOI'O NOKYMEHTOOBOPOTA

KopsikuHa O.C.

Bernopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHgopmamuku U paduod/1eKmpOoHUKU
2. Munck, Pecnybnuka benapyck

Haebidosa H.C. — K.m.H., doueHm

B cratbe paccMOTPEeHbI OCHOBHbIE MPEUMYLLECTBA 3MEKTPOHHBIX JOKYMEHTOB OTHOCUTENBHO MX BYMaXHbIX aHanoros, onmcaHa cxema
3PEKTUBHON CUCTEMBI ANEKTPOHHOIO AOKYMEHTooGopoTa. CaenaH BbIBog O HEOGXOAMMOCTM Ucnonb3oBaHus CI[,.

Cucrtembl 3neKkTpOHHOIo AOKyMeHToobopoTa (aanee - C3[) cTpemMuTenbHO BHEOPSOTCS
B pasnunyHbIX cdepax AeAatenbHoCcTM YenoBeka. OHM UMEKT HEOCTOPUMBIVA PAS MPENMYLLIECTB
nepeg CBOUMW OyMaXHbIMW aHanoramu: 3JIeKTPOHHbLI apXuB, 3KOHOMWS TPYOAOBbIX W
MaTepuanbHbIX pPecypcoB, OOHO3HayHas WMAEHTUMKaUMA OOKYMEHTa B CUCTEME, KOHTPOSlb
ncnonnutenen [1]. COL0 cnyXmT OCHOBOW ANsi pa3BepTbiBaHWS CUCTEM Krnacca ynpaBreHus
npeanpusTMeM, CUCTEM YMpaBreHus npogaxamu W Opyrux BaXHbIX AN COBPEeMEeHHOW
opraHmsaumm  MHPOPMALMOHHBIX ~ CUCTEM, MO3TOMy  OT  (PYHKUMOHMpoBaHua  C3[
NMHOPMALIMOHHBIX CUCTEM 3aBUCUT paboTa Bcen opraHnsauum [2].

MpeonoxeHa apxutekTypa 3M@PEKTUBHOW CUCTEMbI 3NEKTPOHHOIO AOKYMEHTOOoGopoTa
(pucyHok 1).

Moay/b ONTHMU3aLMK
CTOUMOCTHU XpaHeHUA

WHbopmaums o
[OKYMeHTax
(sQL Server)

MonHoTekcTOBbLIE
WMHOEKCbI

JoKkymeHTbI
(Apxus)

t
} MoAcKCcTEMA XPaHEeHNA \\
\J/

Moacucrema YNPaBNEHNA apPXMBOM WU
MoucCKa

MoacncTema Bsoga
pacnosHasaHWA LOKYMEHTOB

‘ MoAay/ib MapLLpyTH3aLmMm ‘

/

Basa gaHHbIX
coobleHui

KamneHTCKoe mecTo
CUCTEMbI MapLUPYTHU3aLWUu

‘ Cpefa maplupyt1saumm ‘

PucyHok 1 — ApxutekTypa CUCTeMbl 3reKTPOHHOIo AOKyMeHToobopoTa

OcHOBHble yHKUMOHAamMbHbIE BO3MOXHOCTW npeanoxeHHon C3[M: 1) opgHokpaTHas
perncTpaums OOKyMeHTa, Mo3BonsowWas OAHO3HAYHO WAeHTUULMPOBATL [AOKYMEHT; 2)
BO3MOXHOCTb MapannenbHoro BbINOMHEHUS OMepauun, Mo3Bonsowas CokpatTutb Bpems
OBVWXEHUS [OKYMEHTOB U MOBbLILEHUS ONepaTMBHOCTU WX WUCMOMHEHWs; 3) HenpepbIBHOCTb
OBWXEHUS OOKYMeHTa, Mo3Bonswlas MaeHTUgUUMpoBaTb OTBETCTBEHHOrO 3a WCMOMHEHUd
OOKYMEHTa B KaXObli MOMEHT BPEMEHM XWU3HW OOKYMeHTa; 4) eanHasi (unu cornacoBaHHas
pacnpegeneHHasi) 6asa OKYMEHTHON MHGOPMAaLMK, NO3BONAIOLWAS UCKITHOYNTL BO3MOXHOCTb
OybérnMpoBaHnsl OOKYMEHTOB; 5) 9(heKTMBHO OpraHM3oBaHHasi CUCTEMA MOMUCKA [OKyMEHTa,
MO3BOISAIOLLIAS HAXOANUTL OOKYMEHT, obragas MMHUMansHon nHcopmaumen o Hem; 6) pasBuTas
cucTemMa OTYETHOCTU MO pasfnUYHbIM cTaTtycam M aTtpubyTam [OKYMEHTOB, MO3BONALLASN
KOHTpONMpoBaTb ABWXKEHUS [OOKYMEHTOB MO Mpoueccam [OKyMeHToobopoTa M MpUHMMATb
yrpaBneH4yeckme peLleHns, OCHOBbIBAsAChb Ha JaHHbIX U3 OTYETOB.

Takum  obpasom, cCUCTEMbI  3MEKTPOHHOrO  [OKyMeHToobopoTa  BNUSAKOT  Ha
3(PPEKTUBHOCTL paboTbl KOMMaHUW B LIENIOM, MOMOratoT COKpaTUTb Bpems Ha o6paboTky
OOKYMEHTOB U MepeMelleHne OOKYMEHTOB Mexay oTaenaMmuv 1M UCMOMHUTENsSMU, a Takke
oTcneanTb MapLlipyT [OKYMEHTa, BbICTaBUTb KOHKPETHbI CPOK MCMOMHEHUSA AN Kaxaoro
COTPYAHMKA OTAENbHO, €Cnn 3TO He0OXoaUMO.
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Cn1CcoK UCNONb30BaHHbIX UCTOYHUKOB:

1. BobbineBa, M.IM. OddheKTMBHBIA AOKYMEHTOOOOPOT: OT TPagULMOHHOTO K 3nekTpoHHomy / M.IM. Bobbinesa. — M.:
M3patensctBo MOU, 2004—49 c.
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METOAUKN OLIEHKU SKCMNYATALNOHHBLIX XAPAKTEPUCTUK
CUCTEM NPEAOTBPALLEHUA BTOPXXEHUU B
MHOOKOMMYHUKALIMOHHbIX CETAX

Mapsiyes [.B., Mypawko E.A.

Benopycckuli 2ocydapcmeeHHbIl yHU8epcumem UHopMamuku U paduo3ieKmpoOHUKU
2. MuHck, Pecnybniuka benapycb

Goboe M.H. — 8.m.H., npogheccop

OnvcaHa HeobXxoaMMOCTb CYLLECTBOBAHUS METOAMK OLEHKWM 3KCMNyaTaLUMOHHbIX XapakTEPUCTUK MPOrpaMMHbIX M MPOrpamMmMHo-
annapaTHbIX CUCTEM NPeAOoTBPaLLEHNst BTOPKEHWIA Kak CPEACTB 3aluMThl MHGOPMaLMK B cUCTEMaX MHEDOKOMMYHVKaLMIA.

PaspaboTka COBPEMEHHbIX TEXHUYECKMX W NporpammHbIX NPOAYKTOB  CONPOBOXAAeTCs
npoBefeHneM psifia TEeCTOBbIX MCCneaoBaHWM nepen Hayanom cepuiriHom peanu3auun. OgHako, Kak
nokasblBaeT NpakTUKa, ecnv Takoe TeCTUpPOBaHME BbINOMHAETCH BrepBble B npouecce paspaboTtku, To
OHO He [aeT MOMOXWUTENbHbIX Pe3ynbTaToB, HA OCHOBaHUWM KOTOPbIX MOXHO MPUHATb pelleHne o
rOTOBHOCTM MPOAYKTa K BbIMNYCKy. TeCcTMpOBaHME W OLUEHKa ero pesynbTaToB [OOSKHbl ABMAATHCA
NOCTOSAHHOM COCTaBNAOLLEN NpoLecca (hoOpMUPOBaHMSA NPOAYKTA, @ HE TONbKO €ro oMHarnbHbIM 3Tanom,
T.e. OblTb YacTbi0 BCEro XM3HEHHOro LuMkna paspaboTku. Kaxapin 6e3 MCKYeHUss Npou3BOAUTENb
TEXHUYECKMX CPeacTB WM nporpaMmHoro  obecneyeHus wWMeeT oOTAen  crneuvanuctoB Mo
MHOPMaLMOHHOM 6e30MacHOCTW, KOTOpPbIE BbIMOMHAKT Heobxoaumble MNPOBEPKWU, OCYLLECTBASIOT
KOHTPOMb Haj 3alULLEHHOCTbIO MPOAYKTa UM MPOBEPSAT NOABEPXEHHOCTb MpoAyKTa YS3BMMOCTAM CO
CTOPOHbI 31I0YMbILLSIEHHWNKOB.

CoBpeMeHHble CUCTEMbl MpefoTBpaLLEHNss BTOPXKEHUN SBNSATCA MNOMHOLEHHbIMU cpeacTBaMu
3aWmThl MHopMauun, obasatenbHble ANS BHEOPEHUS B KaXAyld MHAPOKOMMYHUKALMOHHYK CETb, B
KOTOpOW nepefaértca U xpaHuTcs MHgopmauums, Hecywasa B cebe KOMMEpPYECKY0 U MHEPOPMaLNOHHYIO
LeHHOCTb. [onyyeHrne gocTyna 3noymbIWeHHMKa K KOHbrnaeHUnanbHoM nHopmaumm MoxeT HECTH 3a
cobon Kak OrpomHble (UWHAHCOBbLIE MOTEPWU, TaK M BO3MOXHYK MOABEMKEHHOCTb MNPECTYNHUKaM
OTAENbHbIX MMYHOCTEN, OPraHn3auun 1 gaxke CTpaH.

Cuctembl npegoTBpalleHnsa BTopxXeHun (aHrn. Intrusion Prevention System, unu IPS) asnswoTtca
Tak HasbiBaemon «Cuctemori 2 B 1», Tak Kak sIBNSAOTCA paclUMpPEHNEM CUCTEM OOHapPYXEHUS BTOPXKEHWI
(aHrn. Intrusion Detection System, unu IDS). 3agava oTcnexuBaHus atak y JaHHbIX CUCTEM ABNAETCS
OoOMHakoBOW, ofgHako IPS pomkHa oOTcrnexvBaTb akTMBHOCTb B peanbHOM BpEMEHW U OBbICTpo
peanv3oBbIBaTb AEWCTBUA MO MpefoTBpalleHuto aTak. [aHHbin hakTop npegnonaraeT ewe 6onblumi
ypoBeHb TpebOBaHWI K cUCTEMaM MNpefoTBpalLeHUs BTOPXKEHWW, TaK Kak OT HUX HEMNoCpPeaCTBEHHO
3aBucuT 6€30NacHOCTb 1 KOHPUAEHLMANBHOCTb Pa3NNYHbIX AaHHbIX.

MeToaMKN  OLEHKM  3KCMiyaTauMOHHbLIX  XapaKTepUCTUK  CrocoOCTBYHOT  CBOEBPEMEHHOMY
OBHapyXeHuto npobnem, KOTOpble MOryT NPMBECTU K YCMeWHbIM MPOTUBO3AKOHHLIM OEWCTBUSIM CO
CTOPOHbI  3MOyMbIlWNEeHHWKa. OBHapyXeHne yA3BMMOCTM Ha 3Tane TecTMpOBaHWs Mo3BonseT
paspaboTynkamM TEXHUYECKUX WU MPOrpaMMHbIX MPOOYKTOB 3abnokMpoBaTb BCE BO3MOXHbIE BapuaHThI
HE3aKOHHbIX AEeNCTBMN 3MOYMbIWMEHHUKA Ans MNOfyyYeHus Bbirogbl. MeToaukum OuEeHKU MOo3BONSAT
onpefenuTb, Kakue TWuMbl, BUAbI WU KONMWYECTBO atak M OpYyrMx TUMOB Yrpo3 MOXET MpenoTBpaTuTb
TecTupyemasi cuctema, 4YTO MO3BONSeT pacnpefenviTb TecTUpyemble CUCTEMbl NpefoTBpaLLeHUst
BTOPXXEHWIN, KaK MporpaMMHble, Tak M NporpaMMHO-annapaTHble, Ha ONpederieHHble Tpynnbl, KOTopble
npegnonararoT CLEHApPUN MX UCMONMb30BAHNA. a Takke MX NPUrogHOCTb AN UCMONb30BaHUSA B CETAX
pas3nuyHbIX opraHusauuin. Pe3ynbTaTbl rpaMOTHO OMNpeferieHHbIX METOAMK UCMbITAHUA Oal0T rapaHTuto
TOro, YTO OLEHeHHasd cucTema yaoBrneTBopsieT TpeboBaHusaM 1 BegeT cebsi B COOTBETCTBUM C HMMUK BO
BCEX MPEeOyCMOTPEHHbIX CuTyauusx. Takke AaHHble pesynbTaTbl MOMOralT onpeaenvTb, KakMu
aKCnnyaTauMOHHbIMM NapaMeTpamMn MoxeT obnagaTe CuCTeMa, 4YTO MO3BOMUT MOTEHUMaNbHOMY
noKynaTernto, yBUOEB 3aKMYeHUs IKCMepToB, ONpeAenvTb, Kakoe WUMEHHO peLUeHWe MpaBuilbHee U
BbIrOAHEE BCEro UCMonb30BaThb B OpraHM3aunm MHOKOMMYHUKALMOHHOW CUCTEMA.

Ons Toro, 4tobbl CTaHAapTM30BaTb 3Ty [OEATENbHOCTb, HaydHOe U npodeccnoHanbHoe
coobulecTBa HaxogATCcs B MOCTOSIHHOM COTPYAHWYECTBE, HanpaBrieHHOM Ha BbIpaboTKy 6a30BoM
MEeTOAOMNOMN, MONMUTUK W  UHAOYCTPUManbHbIX CTAHO4APTOB B 00MacT TEXHWYECKUX Mep 3aluThbl
HdopMaLnK, OPUAMYECKON OTBETCTBEHHOCTM, a TaKke CTaHOaApTOB OOy4YeHus nonb3oBaTenen u
agMUHUCTPaTOPOB. JTa CTaHOapTM3aunst B 3HAYMTENbHOW Mepe pa3BMBaETCSA MO BIMSIHUEM LLUMPOKOro
cnekTpa 3akoHoJaTemNbHbIX U HOPMATMBHBLIX aKTOB, KOTOpbIE PErynvpytoT cnocobbl gocTyna, o6paboTky,
XpaHeHus 1 nepefayun AaHHbIX, HO NofgpasymeBaeT cobon 3acekpeumBaHme MeTOAMK UCMbITAHUIA, YTOObI
WCKIMIOYUTb JOCTYN K 9TOW MHpopMauum noTeHUManbHbIM 3N0YMbILLIEHHUKaM.
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AINFTOPUTM CKEJNNETU3ALUN U3OBPAXEHUN HA OCHOBE OPTA U

ZHANG-SUEN

Benopycckuti 2ocydapcmeeHHbIl yHUsepcumem uHhopmMamuku U paduoanekKmpoHUKU
2. MuHck, Pecnybnuka benapycb

Ma L3toHb, XKaHb CloHbXYyaHb
KoHonenbko B.K. — 8. m. H., npogheccop

B HacTosilee Bpemsi 3agada uccnefoBaHusi M pa3paboTky MeTodoB ckeneTusauum GuHapHbIX U306paxeHui
ABNSIETCS aKTyanbHOW 3ajadvel, Hay4yHOW W npuknagHow. Hawbonee akTyanbHOW OHa $IBNSETCA B YCNOBUSIX
OrpaHNYEHHbIX BbIYNCIIUTESNBbHBIX M BPEMEHHbBIX PECYpPCOB.

CkeneTtusaumsa obecnedvBaeT npeacraBneHve OGuHapHOro usobpaxeHwss B Buae MHOXECTBa
TOHKMX NIMHUIA, B3aMMHOE pacriofioXXeHne, pasmepbl U hopma KOTOpbIX ageKBaTHO OMMCLIBAKOT pasMepbl,
OpMbI 1 OpMEHTaLUKM B MPOCTPAHCTBE COOTBETCTBYHOLUMX obnacTten nsobpaxeHus. Hanbonee Bbicokoe
KayecTBO ckenetoB obecneuyvMBaloT UTEpaAUMOHHbIE NapanfenbHble  anroputMbl.  OHM  MOryT
peanun3oBbiBaTbCA C MCMOSMb30BaHWEM OOHOW WIM HECKONbKUX MOAMTEpaUMi, Ha Kaxaonh M3 KOTOpbIX
NPOUCXOAMT yaaneHne n3bbITOYHbIX 3MEMEHTOB, OKPECTHOCTU KOTOPbIX YAOBNETBOPSIOT OnpeaeneHHbIM
ycnoBuaM. [ns MHOMMX OAHOMOAWUTEPAUMOHHBIX anropUTMOB XapaKTEPHO HapylleHue CBA3HOCTUM W
dopmumpoBaHme M3OLITOYHbIX parMeHToB ckeneta. Haubonee kadvecTBeHHble ckeneTbl chopmupyeT
M3BECTHbIA OOHOMOAUTEPAUMOHHBIN anropuTtm OPTA, oCHOBaHHbI Ha 18-TM OMHApPHbLIX Mackax, HO OH
YYBCTBMTENEH K KOHTYPHOMY LUYyMY W UMEEeT BbICOKYIO BbIYUCIIMTENbHYIO CMOXHOCTb. Bnarogaps
OTHOCMTENbHOW MPOCTOTE LUMPOKYH W3BECTHOCTb MOMYYWUn ABYXNOAMTEPAUMOHHBIA anroputm Zhang u
Suen (ZS), OCHOBaHHbI Ha 6-TU NOMMYECKMX YCMOBMSX, HO OH pa3MblBaeT AuaroHanbHble NUHUK
TONWMHON 2 nukcens u ygansiet obnactu pasmepom 2x2 nukcens. Oba anroputma He obecneuymBaioT
OOCTMXKEHNE MUHUMArbHOWM TONLWMHBI NIMHUIA ckeneTa [1-2].

B 3apavax napameTpm3auum OOBEKTOB WM300paKeHMn 4YacTo WUCMOonb3yeTca cKenetu3aumst
(yToH4YeHne) — npeobpasoBaHue oAHOpPOAHOW 0o6nacTv, COOTBETCTBYHLLEN OOBEKTY, BO MHOXECTBO
TOHKMX TNWHWIA, B3aMMHOE pacrnonoXeHue, pasMmepbl U opma KOTOpbiX nepegaeT MHgopMauuio o
pa3mepe, hopMe 1 opreHTaumm B MPOCTPAHCTBE COOTBETCTBYHOLLEN obnacTu.

B napannenbHbIX anroputMax nopsgok o6paboTku NUMKCenen Ha Kaxaon urepauum He BnusieT Ha
pesynbTaTt, 4TO ObecneyvnBaeT CTabWNBHOCTb CKeneTa Mnpu MOBOpPOTE W300paXeHWss n no3BonseT
MOBbLICUTL CKOPOCTb CKeneTMsauun 3a CcYeT pacnapannienvMBaHus BbluMCHeHU. [Ons nocTpoeHus
NpeaenbHO TOHKUX CBSI3aHHbIX CKeNneToB OWHAPHbIX W300paXeHU C  HU3KOW  BbIMMCIIUTENbHON
CMNOXHOCTbIO MNPEAnoXeH anroputM MoauULMPOBaHHOIO OAHOMOAUTEPALMOHHON CKereTM3aumm Ha
OCHOBe KOMOMHaLMK 1 ynpoLleHns mogenen ogHonogutepauuonHon OPTA v gByxnogmntepaumoHHon ZS
ckeneTtmnsauuu. MNpegnaraembinl anropuTM OTIINYAKOTCS:

a) ot OPTA uckno4YeHnemM Macok, nNpeAHa3HayYeHHbIX AN yaaneHUsa N30bITOYHbIX 3NIEMEHTOB Ha
rOPU30HTarbHbIX M BEPTUKANbHBLIX NPSAMbIX IMHUSAX CKeneTa, NCMOoNb30BaHWEM YMPOLLEHHOrO YCNoBUS Ans
yAaneHus NUKcenew B TOYKaxX M3NOMOB NMHWUIA CKerneTa, UCKIIOYEHNEM NPefHa3HaYeHHbIX AN yaaneHust
N30bITOYHbIX KOHLIEBbIX 3NIEMEHTOB CKENETa;

0) oT ZS wucknYeHMeM BcCeX YCMNOBWW yAaneHus nukcenew, kpome AByX. [aHHble oTnu4yus
NO3BONUNN YMEHbLUUTL TOMLWMHY CKeneTa, MOBbICUTb CKOPOCTb CKeneTusauuu, BOCCTaHaBMMBAEMOCTb
NCXOOHOro M306paxeHus no ckeneTy, CHU3NTb N30bITOYHOCTbL CBA3EN ANIEMEHTOB CKeneTa.

Anroputm OPTA BkmovaeT B cebs 4 OCHOBHble 4acTu: MOAyMNb Moucka, MoAyMnb MNPOBEPKU
NOAKIMYEHUS, MOAYb KOPPEKLMM OQHOMO NMUKCENSI U MOAYIb yAAneH st KOHTYPHOM TOYKN.

CTpyKTypa MoAMdULMPOBaHHOIO anropMTma ckeneTnsaunm npeacraBrneHa Ha pucyHke 1.

OcHoBHoe
YTOH4Y€eHMe
3aKoHuyeHo

BuHapHoe Mogynb Mogynb lMposepki N Mogynb Yaanerus

n3obpaxeHme noucka TMoaxkmnioyeHns Touek KoHTypa KoppeKuuns

OpHonukcenbHas OKoHYaTenbHbIi
—>

Puc. 1 - CtpykTypa MogncvLnpoBaHHOro anroputMa ckeneTusauum

Mo cpaBHeHnio ¢ OPTA u ZS anroputm MoaAndUUMPOBaHHLIN anroputMm obecnednsBaeT
YMEHbLLEHNe TONLUHBI ckenera, NoBbILLEHNE CKOpPOCTU ckeneTusauum, noBbILLEHNE
BOCCTaHaBNMBAEMOCTN WCXOOHOTO M300paXXeHUss MO CKeneTy M YMeHbLUEHWE W3ObITOYHOCTM CBS3eW
Mexay NUKcensiMy ckerneta.

CnK1CcoK UCnosnb30BaHHbIX UICTOYHUKOB:
1. Zhang T.Y. A fast parallel algorithm for thinning digital patterns / C.Y. Suen . — 1984. Ne3 — C.236-239.
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OMNPEAENEHUE KOXHbIX 3AEOJ'IEBAHI/I?I MO ®OTOIrPA®UN NMPU
NOMOLLUUN UCKYCCTBEHHbLIX HEMPOHHbIX CETEWN

Medeseles E.A.

Bernopycckuli eocydapcmeeHHbill yHUgepcumem UHOpMamuKu U paduosnekmpoHUKU
2. Munck, Pecnybnuka benapyck

Eopuckesuu U.A. — kaHO. mex. Hayk, doueHm

Pak #BnseTca OCHOBHOW MPUYMHOW CMepTW BO BCeM Mupe. Kak uccrnegosartenu, Tak v Bpayu
cTankusatTca C npobrnemamun 6opbbbl ¢ pakoMm. [lo AaHHbIM  AMEPMKaHCKOro OHKOMOTMYeCcKoro
obuwectea, B 2019 rogy oxuaaetcs 96 480 cmepTelt oT paka koxu, 142 670 oT paka nerkmx, 42 260 ot
paka monodHon xenesbl, 31 620 oT paka npocTaTbl n 17 760 cmepTen OT paka ronosHoro moara B 2019
roagy (AmepukaHCkoe OHKonormyeckoe obLLecTBO, HOBbIN OTYET O pakoBbix 3aboneBaHusax, 2019 roa).
PaHHee BbisiBNeHWe paka ABNAeTCs rMnaBHbIM NPUOPUTETOM AMNs ChaceHus XXM3HW MHorux nogen. Kak
npasuno, BU3yarbHbI OCMOTP U Py4YHble METOAbl UCMOMNb3YITCH A8 ANarHoCTUKN paka. Takas pydHas
WHTepnpeTauns MeauuMHCKNX n3obpakeHnin TpebyeT Gonblumnx 3aTtpaT BPEMEHU M OYeHb NoaBepXeHa
owmbkam.

Mo ator npuunHe B Havane 1980-x rogoB ObIM BHEAPEHbl CUCTEMbI KOMMNbIOTEPHON ANArHOCTUKU
(CAD), 4yTobbl NOMOYb BpayaM NOBbICUTb 3PPEKTUBHOCTb MHTEPMpeTaLmnm MeaMLUUHCKUX N300paKeHun.
Ona ewe OGonbwero noBblWeHNs 3PHEKTUBHOCTM OaHHbIX METOAOB MOXHO MCMONb3oBaThb
WCKYCCTBEHHbIE HEVPOHHbIE CETH.

OTanbl AMarHOCTUKN paka:

. NpeaBapuTensHasa obpaboTka
. CermeHTaums nsobpaxeHus
. MocTo6paboTka
. ABCD-lpaBuno
. MeToa 13 cemu NyHKTOB
. MeTog MeHsuca
. AHanu3 naTtTepHoB
Tarke B uccnegosaTenbckon paboTe npucyTcTByeT 0630p MCKYCCTBEHHbBIX HENPOHHbIX
ceTel, KOTOpble MOryT MWCMOMb30oBaTbCA ANA pelleHns 3agayM  AMarHOCTUMKU  KOXKHbIX
3aboneBaHwuii:
. CBepToyYHble HelpoHHble ceTh (CNN)
. MHoromacwtabHas ceepTtoyHas HerpoHHas ceTb (M-CNN)
. CBepToYHasi HEMPOHHas ceTb C MHOTO3NIeMeHTHbIM 06yyYeHmnem (MIL-CNN)
. MonHocTbio cBepToyHble ceTu (FCN)
. PekyppeHTHble HelpoHHble ceTu (RNN)
. JonrocpoyHas kpaTkoBpeMeHHas namatb (LTSM)
. OrpaHnyeHHas mawuHa bonbumaHa (RBM)
. ABTOo3HKOOEPLI (AES)
. CnoxeHHble aBTO3HKOAEPbI
10. PaspexeHHble aBTO3HKoAepbl SAE
11. CBepToYHble aBTO3HKOAepbl CAE
12. Cetn rnybokoro yoexaeHus (DBN)
13. HenpoHHas ceTb agantuBHoro HeyeTtkoro BeiBoga (AFINN)

NOoO O, WN -

OCO~NOGOAPRLWN P

CnuUCoK UCnonb3oBaHHbIX UCTOYHUKOB:

1. Torre, L.A; Bray, F.; Siegel, R.L.; Ferlay, J.; Lortet-Tieulent, J.; Jemal, A. Global cancer statistics, 2012. CA Cancer J.
Clin. 2015, 65, 87-108. B

2. Siegel, R.L.; Miler, K.D.; Jemal, A. Cancer Statistics, 2016. CA Cancer J. Clin. 2016, 66, 7-30. [CrossRef] [PubMed] ist!

3. Tian,Z.;Liu,L.;Zhang,Z.;Fei,B.PSNet:ProstatesegmentationonMRIbasedonaconvolutionalneural network. J. Med. Imaging
2018, 5, 021208. [CrossRef] it

4. Zhang,X.;Wang,S.;Liu,J.;Tao,C.Towardsimprovingdiagnosisofskindiseasesbycombiningdeepneural network and human
knowledge. BMC Med. Inform. Decis. Mak. 2018, 18, 59. [CrossRef] sk

5. Rezvantalab,A.;Safigholi,H.;Karimijeshni,S.Dermatologistleveldermoscopyskincancerclassification using different deep
learning convolutional neural networks algorithms. arXiv 2018, arXiv:1810.10348. sk
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MEXCAMWTOBbIE ATAKU C BHEOPEHUEM CLEEHAPUSA (XSS)

Bernopycckuli 2ocydapcmeeHHbIl yHUsepcumem UuHgopmMamuku U paduod/1eKmpOoHUKU
2. Munck, Pecnybnuka benapyce

A.C. Muxatinos
CanomamuH C.b. — kaHO. mexH. HayK

PaccmoTpeHo BoMpockl, CBsi3aHHble He3akOHHOe ucnonb3oBaHwe JavaScript, npaeuna 6Ge3onacHocTw, 4TOObI NpesoTBpaTUTb
BO3MOXHYIO XSS aTaky, M npegocTaBneHo coBCTBEHHOe uccrnefoBaHWe, CBS3aHHOE C MPOBEPKOW CaWTOB Ha Hanuuue
opraHu3oBaHHoM 6e3onacHoCcTU BEG-CanToB.

BBeneHune

Bo Bpemsi mexcanTtoBow aTakum C BHegpeHueM cueHapus (XSS) aTakylolwas CTopoHa BHeapseT B
neranbHyto Web-cTpaHvuy BpeaoHOCHbIN KOA, KOTOPbIA 3aTeM 3anyckaeT BPedOHOCHbIA CLueHapui Ha
CTOpOHe KnueHTa. [Npy noceleHnn nonb3oBaTenemM 3apaxeHHOW CTpaHuLbl CLEeHapui 3arpyxaeTcs B
Opaysep nomb3oBaTenss M TaM 3anyckaeTtcd. JTa CXemMa WMeeT MHOXECTBO pPasHOBUMAHOCTEW.
BpenoHOCHbIN cueHapuin MoXeT nonyyaTb JOCTyn K cookie-chavnam Gpaysepa, ceaHCOBbIM Mapkepam
UnNun gpyron 4yBCTBUTENbHON MHGOPMaLMK, XpaHsLuelncs B bpaysepe. MexcantoBbl CKpUNTUHT (XSS) —
noxkanym, camblil TUNUYHBLIA BUO YS3BMMOCTEW, LUMPOKO pPacnpoCTpaHéHHbIX B Beb-npunoxeHusx. Mo
cTaTUCThKe, okono 65 % canToB B TOW Unv MHOW chOopMe YA3BMMbI Anst XSS-aTtak.

Llenb paboTbl cocTouT B pa3paboTke W wccnegoBaHWM nporpamm 3awutbl MHGOPMaumMu oT
MEXCaNTOBOro CKPUMTUHTa.

1. MexcantoBble aTaku C BHegpeHUem cueHapusa

PaccmaTtpuBaloTcsa cneayowme CXeMbl BO3MOXHbBIE aTakvM B paMkax CXembl paboTbl MeXCanToOBON
aTaku ¢ BHepeHueM cueHapus.

XpaHuMble XSS (MOCTOSIHHbIE) - OOUH U3 CaMbIX ONacHbIX TUMOB YS3BUMOCTEN, Tak Kak no3sonseT
3MOYMBbILLUIEHHUKY MOMYYUTb JOCTYM K CEPBEPY U yXKe C Hero ynpaBnATb Bpe4OHOCHbIM KOAOM (yoansThb,
MoaMULMPOBATD).

OTpaxeHHble XSS (HEMOCTOSHHbIE) - B 3TOM Cllydyae BpedoHOCHas CTpOYKa BbICTyNaeT B ponu
3anpoca XepTBbl K 3apaxeHHOMY Beb-canTy.

DOM-mogenn - B 3TOM BapuaHTe BO3MOXHO WCMOMb30BaHME Kak XpaHumbix XSS, Tak wu
oTpaxeHHbix. CyTb 3aknioyaetcs B cregylolem: 3noymbiwneHHuk cosgaeT URL-agpec, koTopbin
3apaHee COAEepPXUT BPEAOHOCHBIN KOA, U OTNpaBnAeT ero no 3MeKTPOHHOW noyTe unu nbbiM Apyrum
cnocobom Nosb3oBaTeno, YENoBEK NEPEXOOUT MO 3TOW CCbISNIKE, 3apaXXEeHHbIW CalT MPUHUMAET 3anpoc,
UCKntoYasi BpeOHOCHYK CTPOKY, Ha CTpaHuLe y norb3oBaTens BbINOMHAETCA CLEeHapuin, B pesynbtaTte
4ero 3arpyxaeTcs BpeOHOCHbIA CKPUNT U1 3N0YyMbILLSIEHHUK Nony4aeT cookies.

2. NpaBuna 6e3onacHoOCTH

3awmtnteca ot XSS BO3MOXHO, HO 3aluMTa OOSDKHA MPUMEHATbCA nocrnegoBaTtesnibHO, 6e3
WCKITIOYEHWI 1 YMPOLLEHWIA, XenaTenbHO C caMoro Hadana paspaboTku BebG-npunoxeHusi. BHegpeHune
3aWnTbl Ha 6oree NO3AHMX 3Tanax MOXET OblTb AOPOroCTOSALLMM OETIOM.

lNposepka 8x00HbIX aHHbIX. [MpoBepka BBOAA — TOSMbKO NepBasi MMHUS 3aLUnTbl BEO-NPUMNOXKEHUS.
Mpn TakoMm Tune 3awuTbl Mbl 3HAEM MKWLWb TO, KaK Cenyac MUCMosib3ylTCA HEHaAEXHble AaHHble, U Ha
aTane noryyYyeHns OaHHbIX He MOXEM MnpeackasaTb, rge M kak oHu 0yayT danblle npumeHsitbes. Croga
OTHOCATCSA MpaKTM4YeCcKkn BCE TEKCTOBble [aHHble, TaK Kak Mbl Bcerga OOMmMKHbl obecneudnBaTtb
nonb30oBaTernto BO3MOXHOCTb HaNMCaHWs KaBblYeK, YrnoBbIX CKOBOK 1 APYrnX CUMBOIIOB.

lMpoBepka paboTaeT nydwe Bcero bnarogaps npefoTBpalleHno XSS-aTak Ha AaHHble, KOTOPbIM
npucyLLn npeaenbHble 3HadyeHus. [JonycTuMm, Liernoe YnUCrno He OOIMKHO codepaTb cneumdudeckne ans
HTML cumBonbl. [MapameTpbl, TakMe Kak Ha3BaHME CTpaHbl, AOSMKHbI COOTBETCTBOBATbL 3apaHee
3a[laHHOMY CMUCKY peanbHbIX CTpaH, U T. A.

lMpoBepka BXOAHbIX AAHHbLIX MOMOraeT KOHTPONMMPOBATb AAHHbIE C ONPeAENnEHHbIM CUHTAKCUCOM.
Hanpumep, gonyctumbii URL-agpec fomkeH HaunHaTtbesa ¢ npedukca http:// unu https://, a He ¢ ropasgo
Oonee onacHbIX KOHCTpPyKUMi javascript: wnu data:. o cytu, Bce agpeca, MOMyYeHHble U3
HEMNPOBEPEHHBLIX BXOAHbIX OAHHbLIX, AOIMKHbI MPOBEPSATLCA HA Hanuuyme 3TuxX TeroB. JkpaHupoBaHue URI
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javascript: unu data: umeet Takon xe adpdekT, kak akpaHupoBaHue neranbHoro URL-agpeca. To ectb
BOOOLLE HMKakoro addekTa.
XOTsa nNpoBepka BXOAHbIX AaHHbIX HE MOXET GIOKMpoBaTb BCK 3MTOBPEOHYI0 MOMIE3HYH Harpysky
npu XSS-aTtake, oHa cnocobHa OCTaHOBUTb Hanbonee o4eBUOHbIE TUMbl aTaku.

OkpaHuposaHue (a makxe kKoOuposaHue). JKpaHUpPOBaHME [aHHbIX Ha BbIXOo4e MO3BoONsAeT
rapaHTMpoBaTb, YTO [daHHble He OyayT OWMOOYHO BOCMPUHATBEI MNPUHMMAKLWMM MNapcepoM unu
uHTepnpeTtatopoMm. OueBunAHble NpUMeEpPbl — 3HAKM «MeHblle» U «bonbluey, koTopble ob6o3HavatoT
HTML-Ttern. Ecnn no3BonuTb 3TUM CUMBOMAaM ObiTb BCTaBMNEHHbIMU U3 HEHAAEXHbIX BXOAHbIX AaHHbIE,
3MOYMBILLNIEHHUK CMOXET BBOAMTb HOBble Teru, Kotopble 6paysep 6ygeTr oTpucoBbiBatb. OBObIYHO 3TU
CMMBOIbI 3aMeHsItoTCs nocreaoBaTenbHocTamMu > u $lt;.

3ameHa CUMBONOB npednornaraeT  COXpaHeHWe  CMbiCNa  9KPAHUMPOBAHHbLIX  AaHHbIX.
OKpaHupoBaHMe NPOCTO 3aMeHsieT CUMBOISbI, UMELMe onpeaenéHHoe 3HayYeHune, anbTepHaTUBHBIMUN.
OO6bIYHO Mcnonb3yeTcd LWecTHaguaTepuyHoe npeacTaBneHne unm 4to-to 6onee 4uTtabenbHoe,
Hanpumep, HTML-nocnegoBatenbHOCTM (€CNU UX NPUMEHEHNe 6e30nacHo).

Cnocob akpaHMpOBaHUS 3aBUCUT OT TOrO, KAKoro Tuna CoOAepXumMoe BHeapsieTcs. OkpaHMpoBaHue
HTML-koga oTnunyaeTcsi OT 3KpaHupoBaHusa JavaScript, koTopoe, B CBOW o4yepedb, OTNMYaeTcss OT
3KpaHupoBaHusa agpecoB. [lpuMeHeHWe HeBepHOW JKpaHWpyolen cTpaTernm Ang onpeaenéHHoro
KOHTEKCTa CNocobHO NpMBECTU K HEIMMEKTUBHOCTY 3aLLUMTDI, K CO34aHUI0 YS3BUMOCTU, KOTOPOW MOXET
BOCMOSb30BaTLCS 3M0YMbILUNIEHHVIK.

3akntovyeHue

PaspaboTaHHble anropuTmbl, peanu3oBaHHbie B BuUAE MPOrpaMMbl MO3BOMSAT MOBLICUTH
3 HEKTUBHOCTL  3aliMTbl  BEG-NpUNOXeHuss oT artak. OHM  3HAUMTENbHO  YMPOLLaT  MpoLecc
TecTupoBaHusi BebG-pecypca paspaboTuvkom, Onarogaps gyHKUMOHany (OpMUPOBaHWA oOT4yeTa C
peKkoMeHOaUUsMI MO YCTPaHEHUIO HaNOEHHbIX YSI3BMMOCTEN.

Cnncok nutepaTtypsl

1. Onxagm A.M. MonHoe nocobre No MexcanToBOMY CKPUNTUHTY // [SNEKTPOHHbIN pecypc].

2. Onxagu A.M. YA3BUMOCTU BEG-NPUIOXKEHUIA: NOpa aHANM3MpoBaTb MCXOOHBIN koA // [OneKTpoHHbIN pecypc].

3. Dxatana H., Arpasan A., Cobtn.K. lNMocT akcnnyatauns XSS: NpoABUHYTbIE METOAbI U CNOCOObLI 3aLuThl// [ONEeKTPOHHbIN
pecypc].
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CUMYNIATOP CETEBbIX TPAHCIMOPTHbIX KOMMYHUKALIMA SUMO

Benopycckul 2ocydapcmeeHHbIl yHusepcumem
UHGhopMamuKu U paduo3sieKmpOoHUKU
2. MuHck, Pecnybnuka benapyce,

l.A. Mockarnes
M.KO. XomeHoK

PaccmaTtpuBatotcsi 0COGEHHOCTM MOAYNBHOM CTPYKTYpbl cumynsatopa SUMO, nonb3oBaTenbCKUX MHTEPENCOB U OCHOBHbIE
BO3MOXHOCTM BbINOMHEHNS UCCNEAOBaHUIA CLEeHapUEB ABVKEHUSI CETEBbIX Y3rO0B.

Cumynatop SUMO - Simulation of Urban MODbility npeactaBnsier cobon ANCKpETHO-BPEMEHHYIO
nnatgopMy Ans MoOAENnMpPoBaHMSA TPaHCMOPTHLIX MOTOKOB W NpedHasHayveH Ans OueHKn mopenen
MOBUNBHOCTU TPAHCMOPTHBIX CPEACTB B KOHTEKCTE OpraHu3aumm SOPOXHOIO ABMXKEHUS, UMUTALUOHHOMN
OLEHKN CUCTEM BMOEOHabMoaeHNs 32 JOPOXKHBIM OBMXKXEHNEM, OPUEHTMPOBAHHOW Ha NPOrHO3MpOBaHUe
cnocobHoCcTM pa3paboTaHHOW cucTembl HabMOOEHWS YOOBNETBOPATH MOCTABEHHLIM 3agadam npwu
npegnonaraemMol CKOPOCTW pacrno3HaHus W/WAM  OCHaLLEHWs TPaHCMOPTHbIX CPEeACcTB, a TaKke
TpaHcnopTHbIX KoMMmyHukauui V2V (Vehicle to Vehicle) n V21 (Vehicle-to-Infrastructure) ¢ yvetom
KapTorpadguyecknx ocodbeHHocTeln obnactu mogenupoBanus [1].

SUMO-3TO OTKpbITbIA, NOPTATUBHbIA MakeT MMWUTALMOHHOIO, MpegHasHaYeHHbln Ana paboTbl C
SonbwmMn aopoxHeiMy ceTammn. OH B OCHOBHOM NpeacTaBrneH paspaboTkamu coTpyaHukamu MHCTuTyTa
TPaAHCMOPTHBLIX CUCTEM MPU FrEPMaHCKOM A3POKOCMUYECKOM LiEHTPE.

Ero peanusaums Havanacb B 2001 rogy, a nepBbii BbINYCK MpOrpamMmHoOro obecneveHuns ¢
OTKpbITbIM UcxogHbiM kogom B 2002 rogy noa nuueHsnen GNU public license (GPL).

OcHoBHOW 3agaden ObIno nogdepxaTb MCCNeaoBaHWs N0 MOENMPOBaHMSA Tpaduka C MOMOLLbIO
fecnnaTtHOro WHCTPyMEHTa, B KOTOPOM MOryT ©ObiTb peanu3oBaHbl COBCTBEHHbIE anropuTMbl
MoOenupoBaHusa Tpaduka C y4eToM W3MEHEHUM CceTeBOW WHAPaAcTPykTypbl. B komnnekte ecTb
MHOXECTBO BCMOMOraTesflbHbIX WMHCTPYMEHTOB, KOTOpble oOpabaTtbiBaloT Takme 3agayun, Kak MoUcCK
MapLupyTa, Bu3dyanusauus, MMNOpT M pacyeT napaMeTpoB CETU, U pas3NUyHble MNorfb3oBaTernbCkue
uHTepdencel API (application programming interface) onsa yganeHHoro ynpasneHus nMuTaumnei.

C TOYkM 3peHUst MHMOKOMMYHUKALUMOHHBIX TexHonormi SUMO nomoraer oTcnegutb
B3auMOOEeWNCTBUE TpaHCNopTa, YCTaHOBKY COEAMHEHUI MexXAy nepensuralroLlmMM1cs B ropoAcKon yepTe
aBTOHOMHbIMM MOAYMAMM CBSA3M, MNOCTPOEHWE pasnMyHOro Tuna ceTer, OBMeH AaHHbIMU Mexay
mMogynsamu [2].

TpaHcnopTHble cetm B SUMO moryT 6biTb co3gaHbl nnbo C NOMOLLBI MPUIOXEHUS NOA
Ha3BaHueM “ netgenerate ", nMbGO ¢ NOMOLLLIO UMNopTa LMGPOBON JOPOXHOW KapThl, puc.1. UMmnopTep
AopoxHOU ceTn "netconvert” NO3BONSET Takke CYNTLIBATb CETU C OPYIMX CUMYMSTOPOB OBVXKEHUS, Taknx
kak VISUM, Vissim unu MATsim.
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Puc.1 — lNpumepsl TONonorum TpaHCI'IOpTHbIX ceTewn, NOCTPOEHHbIX NpunoxeHuem “ netgenerate "
Cnega HanpaBo: “manhattan”, “spider”, “random network”.

Kaxgoe TpaHCNOpTHOE CpPeAcTBO 3afaeTcs WASHTUMUKATOPOM, BpPEeMeHeM OTnpaBrieHns u
MapLUPYTOM ABWXeHWsA no ceTu. MNMpu HeobXxoaMMoCTM Kaxgoe TPaHCMOPTHOe CPeACTBO MOXHO onucaTb
H6onee nogpobHO, ykasbiBasi, HanpMMep, MCMOMb3yeMy0 AOPOXHYIO MOSOCY ABWXEHWS, CKOPOCTb U
Apyrue napamMeTpbl aBTOMOOUNS 1 napaMeTpbl ABWKeHUA. MapLlipyTbl 06bIYHO paccUMTbIBAOTCA NyTEM
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onpefeneHna mogenen Tpaduka u MapLupyTmM3auumn ¢ y4eTOM BblMUCMEHMS KpaTyanLllero nyTM B pamkax
pasnnyHbIX OYHKUMIA 3aTpar.
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Bbicokasi arperaumsi ¢ Takumu npunoxeHusimu, kak NETSIM, NS3, Wireshark — nossonsiot
oueHnBaTb 3MPEKTUBHOCTb MPUMEHSIEMbIX TEXHOJIOTUA, Ka4yecTBO COEAWMHEHWUsl, MNpPaBUIbHOCTb
pa3MeLleHs y3roB, HanNPsXXeHHOCTb TpaduKa B y3nax npu pasHblX YPOBHSIX 3arpyXeHHocTu gopor. Mpu
3TOM UMEEeTCs BO3MOXHOCTb 3arpyaTb pearibHble y4aCcTkM [Opor, npyv MoMoWwu  Moayns
OSMWebWithard, puc.2.
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Pwuc.3 — KoHBepTaumsa mogennpyeMoro ydacTka kapTorpadguyeckon obnactm 8 SUMO

Mpumep 4YacTHOro NPUMEHEHMST AEMOHCTPUPYETCA Ha PUCYHKe 3, rae BblOpaHHbIN y4acToK 4Oporu
B OSMWebWithard nytem cumynauuu kaptel nepeHocutca B SUMO. B Hen 3apatoTca napameTpbl U
€COo30aeTCs CUMYMAUMS OBWKEHWss aBTOHOMHbIX Moaynen. [aHHble O nepemeLleHnsx Moayrnen
nepegatotca B NS3, obpabaTbiBaloTca 1 co3gatoTcs otyeTsl, ucnonb3dyemble B WireShark ansi oueHkm
Tpachmka mogynemn, puc.4.
Mnatcdopma mogenuporanua SUMO npegnaraeT MHOXECTBO (pyHKLNIA:
e [lopaepxmBaemble dopmaTbl umnopta: OpenStreetMap, VISUM, VISSIM, NavTeq.
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° MpunoxeHue “ netedit " no3BonsieT rpacmyeckn peaakTMpoBaTb JOPOXKHbBIE CETU.

e /lHTepakTMBHOE B3aMMOLEWNCTBME U YyNpaBfieHWe cumynsaumen depes mHtepdenc ynpasreHus
Tpadukom TraCl (Traffic Control Interface), koTopbii no3BonsieT ucnonb3oBate SUMO B komMbuHaumm co
CBSI3HLIMW CUMYNATOPaMU, TaKMMK Kak NS2 1 Ns3, ANs MO4ENnpoBaHMs ceTen no TexHonorum Vanet.

e MogenvpoBaHue TpPaHCMOPTHBIX MOTOKOB AN MYyNbTMMOAANbHbIX MEPEBO30K, Hanpumep
TPaHCNOPTHBIX CpeacTB, 06LEeCTBEHHOIO TpaHCNopTa 1 Newwexonos 1 ap.

e PacnncaHme paboTbl CBETOOPOB MM anropuTtMOB ANS MX agantaumm K Tekywemy Tpaduky
MOXET ObITb MMNOPTUPOBAHO UNu creHepmposaHo SUMO aBToMaTu4ecku.

o OTCYTCTBME MCKYCCTBEHHbLIX OFPaHWYEHUn B pasmMepe CETM U KONMMYECTBE CMOLENUPOBAHHbIX
TPaHCNOPTHbLIX CPeacTs.

e Cymo peanu3oBaH Ha a3blke C++ 1 UCNoNb3yeT TOMNbKO NOpTaTUBHbIE BUBNNOTEKN.
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Puc.4 — Cumynsauymsa cetesor Tononornn B NetAnim

Cnncok UCMonb3yemblX MCTOYHUKOB:

1. Onpepenenus v npuHumnel genctens SUMO [OnekTpoHHbI pecypc). — Pexum goctyna: http://sumo.sourceforge.net/.

2. ArrpermpyemocTb, HacTporika, Mogynv [QnekTpoHHbI pecypc). — Pexum gocTyna: https://www.nsnam.org/.

3. MNpumeHeHne SUMO. [OnekTpoHHbI pecypc]. — Pexum pgoctyna: https://www.dIr.de/ts/en/desktopdefault.aspx/tabid-
9883/16931_read-41000/
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CETEBbIE TPAHCINOPTHbIE KOMMYHUKALUUA VANET
Benopycckul 2ocydapcmeeHHbIl yHuUsepcumem
UHGhopMamuKu U paduo3s1eKmpoHUKU
2. MuHck, Pecnybnuka benapyce,
[1.A. Mockanes
M.FO. XomeHoK

AHHOTaumA. AHanM3NpylTCH OCHOBHbIE acrekTbl WCCrEeAoBaHUiA, CBSI3aHHbIX C peanusauvelt aBTOMOOWMbHbIX CeTen ¢
CaMOOpraHu3yloLencs TOoMonorven, cosgaBaeMbiX B pamMKax KoHUenuuu wuHTepHeTa Bewew 0T, C uenblo co3gaHust
MHEOKOMMYHUKALIMOHHOW CTPYKTYPbI ANsi Y4aCTHUKOB JOPOXHOIO ABWXXEHWS.

AsTomMobunbHble cetn VANET (Vehicular Ad Hoc Network), cootBetcTBytowime koHuenuuu ITS
((Intelligent Transport System), uHTerpupyoT cetn Ad-Hoc C camoopraHusyloLencs TOMnonornen,
6ecnpoBogHble rnokaneHble cetn (WLAN) u cetn cotoBom cBssm (Cellular Telecommunication) un
HaueneHol Ha [JOCTMXKEHUS WHTENMEKTyanbHbIX MEXTPAHCMOPTHLIX KOMMYHMKAUUA W MOBbILEHUS
©e3onacHOCTU U 3 PEKTUBHOCTIN JOPOXKHOIrO ABMKEHUS [1].

B aTux ceTaAx TpaHCMOpTHble cpeAcTBa B3aMMOLEWCTBYT ApPYr C OPYrOM U, BO3MOXHO, C
NPUAOPOXHON MHMPACTPYKTYpOr, 4TOoObl obecneunTb [OCTYNn K WMHAOPMALMOHHLIM CepBucam,
BapbupylLmnxca oT 6e3onacHOCTM OO0 MOMOLWM BOAWTENI0O U AOCTyna B WHTEPHET K KOHKPETHOM
KOHTEKCTHOW wHdopmaumm (Hanpumep, 00 ycnoBusX ABWXEHUSA, OOHOBMNEHMS YCnyr, MraHMpOBaHWK
MapLupyTa) u npegocTaBnenns MynbTuMmeaniHelx yenyr (VolP, instant messaging n 1.4.), puc.1.

Puc.1 — CeTteBad apxutektypa Vanet: cnesa HanpaBo — B3aumogencTeme yepes 6a3oBble CTaHLum
COTOBOM CBfI3M, B3aUMOAENCTBME Yepe3 Y3Mbl TPaHCMNOPTHbLIX CPEACTB, B3avMOAEWCTBME C y3nammu
TPaHCMOPTHBIX CPeacTB M 06bekTaMm 4OPOXKHON NHAPACTPYKTYPbI (TMBpuaHas apxutekTypa).

B 3Tux ceTax 3HaHMe MOMOXEHUs Y3MnoB B peanbHOM BpPEMEHU SBMsieTcs npeanonoXeHnem,
KOTOpOEe JO0SPKHA YYUTbIBATbCS UCNOMb3yeMbIMU MPOTOKONAMU MapLUpyTU3aLmu u npunoxeHuamn. Cetn
VANET otnmyatotca ot  gpyrux  BuaoB Ad-Hoc cetenn rmbpuagHoOm CeTEBOM  apXMTEKTYpOW,
XapakTepuctTukamun ABMXeHUs Y3roB U CLieHapuaMmn peluaemMblx 3agad.

OCHOBHbIMX CIOXXHOCTSAIMW [a@HHOW TEXHOMNormm sBNSATCA paboTa Ha BbICOKMX CKOPOCTSX U B
YCNOBUSAX NPENATCTBUNA ANSA MPOXOXOEHUSI CUrHana, yuto TpebyeT GbICTPOOENCTBUS MPUHATUS PELLIEHWA.
B npotnBHOM criyqae Ha ckopocTtax B 100 n Gonee KMNMOMETPOB B Yac NpU BCTPEYHOM OBWKEHUN CUTHAN
CUNBHO UCKaXKaeTCs, a YacTb MHopMaLmm MoXeT TepaTbCa. Tak Ha ckopocTy B 100 KunomeTpoB B Yac
aBTOMOOUNb npeogoneaeT npumepHo 30 meTpoB B cekyHOy. COOTBETCTBEHHO NpU BCTPEYHOM
OBWXEHMUM CKOPOCTb CcOnmxeHnst aBTomobumnen — 60 MeTpoB B cekyHAy. [JanbHOCTb AENCTBUSA OObIYHOIO
Wi-Fi poytepa — npubnuautensHo 150 meTpoB. [lpyu ycrnoBuu, 4YTO COEOUHEHME YCTAHOBWUIIOCH
MOMEHTarbHO, YTO peanbHO He [OCTUraeTcs, BOOUTENIO ANA KOPPEKTUPOBKW ocTaeTcs 2.5 ceKkyHAbl.
[obaBnssi CKOPOCTb YCTAHOBKN COEANHEHUS, CKOPOCTb PeakLMn BOAUTENS, MHEPLMOHHOCTL aBTOMOOMIS,
LWyMbl OT penbeda 1 MeETEOPONOrMyecknx yCrnoBun, pesynbTat HaMHOro npeBsbIlaeT 2.5 cekyHabl.

OCHOBHbIE BOMPOCHI peanu3aunmM WHTENNEeKTyanbHbIX TPaAHCMOPTHLIX ceTerd n 6ecnpoBOAHOro
[OCTyna B aBTOMOGUIIBHOM OKPY)XeHMU NpeacTaBneHbl B pekomeHaaumax IEEE 1609, koHuenuns WAVE
(Wireless Access in Vehicular Environments) [2].

TexHonorua VANET ucnone3yet ctek npotokonos IEEE 802.11p WLAN ¢ yactoton paboTbl B
pavioHe 5.9 GHz, puc.2.
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Puc.2 — Mogenb 6ecnpoBogHoOro gocTtyna B aBToMobunbHOM okpyxeHnn WAVE

Bnarogapsi BbICOKOW MOABWMXHOCTU TPAHCMOPTHBLIX Y3MOB M COOTBETCTBEHHO AMHAMWUYECKOW
Tononorun opmnpyemMorn MHPOKOMMYHUKALMOHHOW CeTW, MOAernb MOOBUNBHOCTM M NpeackasaHue
NOMOXEHNS1 Y3MOB WrPalT BaXHYK POfib B NPOEKTUPOBAHMU CETEBbIX NPOTOKOMOB. A MpuHMMas BO
BHMMaHWe, YTO TPAHCMOPTHbIE y3rbl OObIMHO OrpaHMYeHbl 3apaHee NOCTPOEHHLIMU aBTOMarMcTpansamu,
goporamu U ynuuamu, U COOTBETCTBEHHO, YYMTblBas CKOPOCTb M KapTy ynuu, MOXHO NpeackasaTtb
Oyaylee nonoxeHuwe TPaHCMOPTHbIX CpeAcTB. BbiwenepeuncrneHHble dakTopbl CBUAETENbCTBYHOT O
HeobXoAMMOCTW MCMONb30BaHUSA MPU MOLENVMPOBAHMU JOPOXKHBIX KAapT, CXOXMUX MO CBOEWN CTPYKType C
TOMonorve ropoAackoW cpedbl W MPUMEHEHMS  creuuanua3vpyemblX MpOrpaMMHbIX — CPEeAcCTs,
hopMUPYIOLLMX CLeHapyM Ha OCHOBE peanucTUYeckmx mogernen MobunbHOCTW. AN aTux uenewv MoxeT
ObITb MCNOMNBL30BaH CUMYNATOP TPaHCMOPTHLIX NoTokoB SUMO (Simulator of Urban Mobility) [3].

B cetsax Vanet ctpaternss maplipytu3aumu, UCnonb3ylowas MHpopmauuto o reorpadpnyeckom
NOMOXEHNN MOABWXHBIX Y3M0B, MOSTYYEHHYIO W3 KapT ynuu, Moaenen ABwxkeHus unu gaxe 6onee
pacnpoCTPaHeHHbIX HaBUraLMOHHbBIX CUCTEM Ha BOpTYy TPaHCMOPTHLIX CPeAcTB, onpeaeneHa kak 6onee
nepcnekTMBHasa napagurma mapupytusaumn. BonbNMHCTBO NO3ULIMOHHO-OPUEHTUPOBAHHBIX anropuTMoB
MapLUpyTU3aLMn OCHOBBLIBAKOT PELUEHUS Ha MHAOPMaLMM O MECTOMONOXEHMUM Y3OB U NepeHanpasnsdeT
nakeT K y3ny, KOTOpbIN reorpaduyeckn bnwxe Bcero K MecTy HasHadeHus. Kpome atoro, cetu Vanet
CTankuBalTCA C HEeKOTopbiMM npobrnemamu, kak 6e3onacHoCTb, CTabUMBHOCTb W HAOEXHOCTb.
MoBbieHne NPOM3BOAUTENBHOCTM CETU BO3MOXHO MyTEM OpraHuW3auMu KrnacTepHOW TOMOmorMm ¢
HeYeTKMMU anroputMamu Bblibopa rofioBHbIX Y3M0B U AMHAMWUYECKMM WCMONb30BaHMEM CreKTpanbHOro
AvanasoHa B COOTBETCTBUM C METO4AMU KOTHUTUBHOIO paguo.

Cnncok Mcnonb3yeMblX UCTOYHMKOB!

ITS EN 302 663 [BnekTpoHHBbIN pecypc]. - Pexum gocrtyna:
http://www.etsi.org/deliver/etsi_en/302600_302699/302663/01.02.00_20/en_302663v010200a.pdf

2. IEEE 1609.0-2013 - IEEE Guide for Wireless Access in Vehicular Environments (WAVE) - Architecture.

3. Onpegenexus u npuHUMNbI Aerctaus SUMO [OnekTpoHHbIi pecypc]. — Pexxum goctyna:  http://sumo.sourceforge.net/.
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TEXHOJNOInA VANET. NPOBJIEMbl BHEAPEHUA U NTPUMEHEHUA

Bernopycckuli 2ocydapcmeeHHbill yHUsepcumem UHghopMamuku U paduoaniekmpoHUKU 2.

MuHck, Pecnybnuka benapycb

Mockanes .A., XomeHok M.1O.

B naHHou paboTe paccmoTtpeHa TexHonorus VANET, ee 0OCHOBHblE NPUHLMIIBI paboThl, MOAENW NPUMEHEHNS,
npobnemaTvika BHEAPEHMS.

Ha Tekywimii MOMEHT BpeMeHW TEXHOMOrMm NpoAoKalT HapawuBaTb Molb. [MapannenbHo ¢
pasBUTMEM MOLLHOCTU KOMMbIOTEPHbLIX KOMMNOHEHTOB, BCE Yalle KpymnHble Kopropauun 3agyMbiBaloTcs O

BHEOPEHUM

B CBOW TEXHOMOIMMW SMNEMEHTOB
yenoBeyeckuin pakTop.

NCKYCCTBEHHOIo

MHTENNEeKTa,

4TOObI

UCKIIOYNUTb

Ha Tekywunii MOMEHT BpPeMeHW KpYNHbIMW KOpnopauusamMu aBTOMOOWIbHOW NPOMbILUNIEHHOCTH, B
Koonepauun C NPOM3BOAUTENAMU KOMMbIOTEPHBIX KOMMOHEHTOB, BHEAPATCA CUCTeMbl 6ecnmnoTHoro
ynpasrfeHusi, CUCTeMbl — NOMOLLHMKM BOAWTENIO, B AOPOrne Moaenvu asToMobunen BHegpalOTCS Kamepbl
NpuBs3aHHble K MOLWHbIM OOpPTOBLIM KOMMbIOTEPAM C  WCKYCCTBEHHbIM
WHTENNEKTOM, OCHOBaHHbIM Ha HEMPOHHbIX CETSX.

B paHHOM cTaTtbe paccmaTpuBaeTCs TEeXHOMOorusl, CTosWwas Yy WCTOKOB MpaKTUYeCku BcexX
WHTENNEeKTYyanbHbIX CUCTEM MO YNpaBreHnio aBToMobunem, opraHnsauuen ABMxKeH1s Ha gopore u T.4.

Cetn VANET — 310 aBTOMOGUNbHBIE CamoopraHusylowmecs cetu. [JaHHaa TexHonmorns yxoauT
kopHamu B cetn MANET, mobunbHble ceTn. M1 XoTa u3HayanbHO TEXHONOrmsa paccmaTpuBanacb Kak
konua MANET, c Tex nop oHa ctana obnacTtbio camocTosiTeNnbHbIX nccnegosaHmn. C 2015 roga TepMuH
VANET paccmaTprBaeTcsi Kak CUHOHUM TepMUHa — MexaBToMoburnbHble cBasn (IVC).

C KpyroBbiM 0G30pOM,

e

Jom e T
. y VANET | ik
S . C ¥ paNEr 1
L MANET |

TexHonornst VANET 6bina Bnepsble ynoMsiHyTa v npotectupoBaHa B 2001 roay. Lienbto gaHHoro
npoekTa sBNAeTcs co3gaHue OrOKOB B TPaHCMOPTE, OTCMEXMBAKLWMX COCTOSHUE OCHOBHbIX Y3OB
aBTOMOGUNSA (HaxaTue neganew, BKIIOYEHNE aBapyuHOTO CUrHarmna, Noka3aHusi CKOPOCTU, TOPMOXEHUS U
T.4.) C Uuenbio obmMeHa 3TUMK OaHHBIMWU C APYIMMU aBTOMOOMUISMU HaNpPsSMYHO UK Yepe3 NOCPEenHMKOB B
nvue gpyrux astomobunewn. onydvB paHHyo uHdopMaumio, 61okm B Opyrnx aBTOMOOMASX MOrnm
onoBecTUTb BoAuMTENs 00 W3MEeHEeHWM [OPOXHOM OOCTaHOBKM (pe3koe TOpMOXeHue crnepeau,
npubnmwkeHne TpaHcrnopTa B GOKOBOM Mpoekuuu), U, Npyu HeobxoaMmocTW, BO3OENCTBME Ha OpraHbl
ynpaerneHnsi aBToMmobunem Ans npefoTBpaLleHns aBapuiHoON cuTyawumu.

OCHOBHbIM

NYHKTOM OaHHOM  TexHomornm

ABNndeTca TO,

YTO BbICTpanBaemMaa Ce€Tb —

Heo6cny>|<MBaema;| n CaMOoOpraHM3oBbiBaKOLLIAACA. To-ecTb, OHa He Tpe6yeT ydactua 4ernoBeka AOnsa

cBoero (byH KUMOHNPOBAHUA,

aBTOMATUYECKMN.

OCHOBHbIMW CMOXHOCTSIMW [AHHOW TEXHONOrMM SABMAOTCS paboTa Ha BbICOKMX CKOPOCTAX U B
YCIOBUSAX TSDKENOro NPOXOXAeHUs curHana. Bonpoc ObICTpooencTBus BbI3BaH TEM, YTO Ha CKOPOCTSAX B
100 n Gomnee KWIOMETPOB B 4Yac MpuM BCTPEYHOM [ABWKEHUM CUrHaM CUIbHO MWCKaXaeTcsl, 4acTb
uHdopMaunm MoxeT TepATbCcsa. [Ong yBenuueHuss HageXHOCTU YBENWYUTb CIIOXHOCTb 06paboTku
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curHana He npefcraBnsieTcsl BO3MOXHbIM. [NpuBeaem npumep. Ha ckopoct B 100 KMnomeTpoB B 4ac

aBToMo6unb npeogonesaeT npumepHo 30 meTpoB B cekyHdy. COOTBETCTBEHHO NpU BCTPEYHOM

OBWXXEHUM CKOPOCTb cOnmxeHnst aBTomobunen — 60 MeTpoB B cekyHAy. [JanbHOCTb AEeNCTBUSA OOLIYHOIO

wi-fi poytepa — npubnuantensHo 150 wmeTpoB. [lpu ycrnoBuM, 4YTO COEAMHEHME YCTaHOBWUIIOCH

MOMEHTarnbHO, 4ero, pa3ymeeTcsd, He MoXeT OblTb, BOAMTENO AN KOPPEKTUPOBKM ocTaeTca 2.5

cekyHAbl. [lobaBnsieM CKOPOCTb YCTaHOBKM COEAMHEHUs!, CKOPOCTb peakuun BOAUTENS, MHEPLMOHHOCTb

aBTOMOOUNS, WyMbl OT penbeda U METEOPOSIOrMYECKUX YCITOBUA M MOXHO MONYYUTb LGPy HaMHOro
npeBbIaoLyo 2.5 cekyHabl.

C uenbto 6opbbbl ¢ gaHHOM npobnemon, B TexHonornn VANET ucnonb3yetcsi CTek nMpoTOKOSOB

IEEE 802.11p WLAN c 4actoton pabotbl B panoHe 5.9 GHz. [daHHas 4actoTa He CTOfb LUMPOKO

MCMonb3yeTcs, COOTBETCTBEHHO NPOLLE BblAeNnUTb curHarn. JanbHoCTb AeicTBKA curHana bonblue, Yem y
curHana ¢ yactoton 2.4 GHz.

Momumo aToro, TexHomorma VANET npegycmatpvBaeT YCTAHOBKY B KPUTUYHBLIX 30HaxX
(nepekpecTku, pasBsA3KkM, MOCTbl U TYHHENW) YCTAHOBKY CTaLUMOHApHbIX Y3I0B, KOTOPbIE CBSA3bLIBAIOTCH C
OKPY>KaKLLUMKN aBTOMOBUNAMK, MOMOratoT «MPOHUKHYTb CUrHany 3a yron». 3To NPUBOAUT K YAOPOXaHMWI0
BHEAPEHMS TEXHOSOMN B XXU3Hb.

MomMumo 3TOro MobGunbHbIE oOnepaTopbl U UHTEPHET-OMNepaTopbl MHOMMX CTpaH OKa3sblBaloT
BNUSAHME Ha BHeOpeHne AaHHOM TexHonorun. C yBenMyeHnem KonmyecTBa nonb3oBaTenen, NpuxoamTcst
paclmpsiTb CNEKTp MCMOMb3yeMblX 4acToT, a cnekTp, ucnonbdyembln cetsmu VANET, sasnsetcs
«JITAaKOMbIM KyCKOM» O5isi MobunbHOW cBA3W. YacTb cTpaH nop AaBrneHMem MoOOWUIbHbIX OMepaTtopoB
BblHYyXEeHa ypes3aTb 3ape3epBUpoOBaHHbIN cnektp uyactoT ans VANET, 4to saBndetca BONpocoM
KOHNMKTa koMMepuun 1 6e30nacHoOCTy.

Cnu1cok MCnonb30BaHHbIX UCTOYHUKOB:

1. https://lektsii.org/11-50755.html - onpeaenexune n npuHumnel Aenctena VANET

2. https://www.sciencedirect.com/topics/computer-science/vehicular-ad-hoc-network - npobnemaTtuka BHegpeHus w
NpUMEHEHNS
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CUCTEMA BUOEOHABNIOAEHUA CO BCTPOEHHOW
BUOEOAHAJIUTTUKOU

Bernopycckuli 2ocydapcmeeHHbIl yHUsepcumem UHgopmMamuku U paduod/1eKmpOoHUKU
2. Munck, Pecnybnuka benapyck

Hanueatiko C.U.

BuwHsikoe B.A. — 0.m.H., npogheccop

CoBpeMeHHble cucTeMbl BUAEO aHanNUTMKM paboTaloT C BUAEONOTOKOM B peanbHOM BPEMEHU Unu
u3 apxmBa. [nsa OeTeKkTMpoBaHMSA OBWKEHWS, pacrno3HaBaHus OOBLEKTOB, CO3[aHWs Tpeka ABWKEHUS
HeobxoamMMo co3fatb (DOH, C MOMOLLLID KOTOPOrO MOXHO ONpeaenvTb MHBapuaHTbl M MEHsoLWMecs
nukcenu B kagpax. lNMocne Toro, kak pasHOCTHbIN kaap chopMupoBaH, Ha HEM BUAHbI Genble 06BbEeKTbI Ha
yepHom d¢oHe[1l]. [Ansi cooTHeceHuss ogHOro obbekTa Mexay COoOOM Ha pasHbiX Kagpax BO3MOXHO
NCMOMb30BaHNE Pa3fNYHbIX XapaKTEPUCTUK, XPaHALWMUXCA B MeETafaHHbIX TEKyLlero u npegplayLiero
dperimoB. [pu 3TOM camMoOn BaXXHOW XapaKTEPUCTUKOW SABNAETCA TamMmcTamn Kagpa, C MOMOLLbLO
KOTOPOro MOXHO opMMpoBaTh LMKN. BO3MOXHO BO3HMKHOBEHME CUTyauuun, Korga OOWH OOBLEKT
nepekpbiBaeT ApYyro, Ho bnarogaps TPEKMHIY OBWXEHNUS N UCTOPUM 3TUX ABWKEHUIN, MOXHO pas3fennTb
3T OOBLEKTbI U BOCMPUMHUMATL MX Kak pasHble. BaxHbIM MOMEHTOM SBRSIETCS MONapHoe CpaBHEHWe
OOHOBPEMEHHbIX (PpenmoB C Kamep, ONA AanbHEWLero CLMBaHUSA MX NaHopamy W MOCTPOEHU0 Ha
OCHOBE 9TUX LUMMMHOPUYECKUX KadpOB BuaeoaHannsa notoka nsobpaxeHun. [povncxogut onpegenexHve
WHBaPMaHTHbIX XapakTepUCTUK COCeOHUX M30bpaxeHun. OTO AOCTUraeTcs C MOMOLLbIO BbISABIEHUS
0cobbIXx Tovek u ux peckpuntopoB. Ocobasd Touka M — TOuka, kKOTopas sBnseTca m3obpaxeHnem
OKPECTHOCTU, KOTOPOM O(M) MOXHO OTNINYMTbL OT OKPECTHOCTM MoBON Apyron Tovkn nsobpaxerus o(n) B
HEeKOTOPOW OpYron oKPecTHOCTN 0cobown ToukM 02(m) [1].

[nsi oGHapyXeHnss 0CobbIX TOYEK ECTb HECKOSTLKO anroputMoB, o6paTUM BHUMaHWE Ha ABa U3 HUX:

» Speeded Up Robust Features (SURF)

* Scale Invariant Feature Transform (SIFT)

Anroputm SIFT no3sonsieT onpenensatb 0cobble TOYKM B BUAE Kanesnb, Tak Kak OHN MHBApPWaHTHbI
Ko Bcem npeobpasoBaHusaM. CTPYKTYpbl Takoro BMaa ABMASIOTCA CaMbIMU CITOXHbBIMMW, BbICOKOYPOBHEBbLIMM
cpean Bcex BMAOB hOpM 0COBbIX TOYEK, 1 MO3ITOMY 06ecneymBatoT ycTonunBoe ux obHapyxeHme. OgHum
HepocTtaTkoMm SIFT sBnsieTca ero BblMUCNUTENbHAsS CHOXHOCTb, YTO OFPaHU4YMBAET €ro NpuMeHeHue B
pexume noctobpaboTku [2].

Metogq SURF pewaet gBe 3agaym — MNOUCK OCOObIX TOYEK W300pakeHuss M cosgaHue unx
AEeCKpUNTOpOB (onucaTenbHOro anemMeHTa, MHBapUaHTHOro K n3MeHeHuto Mmacwtaba n nosopota). Kpome
TOro, caM MOUCK KITHOYEBBIX TOYEK TOXEe [OIMKeH 06ragarte UHBApPUaHTHOCTLIO, T.€. MOBEPHYTHIN 0ObeKT
CU€EHbl JoMmKeH obrnagate Tem xe HabopoM KIH4YeBbIX TOYEK, YTO M obpasel. [aHHbin MeTon MLeT
ocobble TOYkM C nomoLlbo Matpuubl Mecce. OeTepmuHaHT matpuubl [ecce (T.H. reccuaH) gocturaet
3KCTpPEMYMA B TOYKaX MaKCUMarbHOrO M3MEHEHUS rpagueHTa spkoctu. Matpuua ecce nHBapuaHTHa K
NMOBOPOTY KaJpa, HO He MHBapuaHTeH K macwTaby. B cBAsn ¢ atum B metoge SURF wncnonb3yoTca
pasHomacwTabHble UNBbTPbI AN HAXOXOEHUA reccMaHoB. [nsi KaXOoW KIOYEeBOW TOYKM CHUTAETCH
rpagveHT u macwTtab. pagneHT B TOYKe BblYUCMSETCA C MOMOLLbBIO (hunbTpoB Xaapa. Pasmep cdunbtpa
OepeTca paBHbIM 4s (rge s — MacwTab ocobon Touku), a YepHble obnacTu UMEKT 3HayveHue «-1», a
benble «+1».

WTtoroBass mocnegoBaTenbHOCTb Bcerga obnagaeT NOoXHbIMWM COOTBETCTBUSAMU. [nNs yaaneHus
NOXHbBIX COOTBETCTBUM MPUMEHSETCA MEeTOoh COornacoBaHus cnydarHbix Bbl6opok RANSAC (aHrn.
Random Sample Consensus). Metogq RANSAC - BEpOSITHOCTHbII METOA, B KOTOPOM ornpeaensercs
MUHMMarbHasi MOrPEeLUHOCTb MEXAY Napammn TOYeK, Nocie Yero BblYUCNATCS KO3MMULMEHTLI MaTpuLibl
nepcnekTMBHoro npeobpasoBaHuss H pasmepHocTn 3x3 (MaTpuua romorpacmm) MeTOLOM NPSIMOro
nuHenHoro npeobpasoBaHust DLT (aHrn. Direct Linear Transformation). PelwaeTtca cuctema NUHENHbIX
anrebpanyeckux ypaBHeHWI, B pe3ynbTaTe onpegensitca 8 koadpduumneHToB (napametpoB DLT),
nokasblBalLLNX CBA3b MEXAY CUCTEMAMU KOOPAMHAT NIOCKOCTEN ABYX M3o0bpaxeHui [2].

PaspabatbiBaemas MHdoOpmauuoHHasi cuctema OyaeT OCHOBLIBATBCS HA TEXHOMOrMM «KIMEHT-
cepeep». B Buay 3agaum kpoccnnaTOpMEHHOCTU MPUIIOXKEHUS Hawe npunoxeHne Oyder web-
npunoxeHneMm. B Buagy TOro, 4yto Hamu Obina BbiOpaHa apxuTeKTypa «KIMeHT-cepBep» U web-
NpunoXeHwne, cepBepHasi YacTb BygeT HanncaHa Ha a3blke Java. BTopbiM 83bIkOM NporpaMmmMupoBaHuns,
no3sonsowmmM paspabaTbiBaTb web-npunoxeHusa Ha cTopoHe cepBepa, 6bin BeibpaH Python.

Cnucok Ncnonb3oBaHHbIX UCTOYHUKOB:
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MACKUPOBAHUE U30BPAXEHUN

benopycckuii 2ocyoapcmeentvlii yHusepcumem uHGopmMamuky u paouodieKmpoHuKu

2. Munck, Pecnyonuka bBenapyco

Hapeiixo /. A.
Llesuyk O.I'. — kanouoam mexHuyecKux Hayx

TepMUH «MacKMpOBaHHE» B HACTOAIIEE BPEMs MCIOJB3YETCS B Pa3TUYHBIX
00JIaCTsIX 4eJIOBEYECKOH NEeSATENbHOCTH, TAaKUX KaKk OMOJIOTHS, BOCHHOE JIeNI0, XUMHUS,
IICUXOJIOTUS,, TEXHOJIOTUU YIpaBieHUs Oa3aMH JaHHBIX, 00pa0oTka M300pakeHui,
udpoBas 00padboTka U300pakeHU.

B To e BpemMs Ha MPOTSHKEHUH TMOCIEAHUX & JIeT JaHHBIH TEepMHUH
UCTOJNB3yeTCsl B 00JaCTH 3alIUThl OT HECAHKIIMOHUPOBAHHOTO JOCTYyMAa K IM(PPOBBIM
HM300paKCHUSM.

MackupoBanue — Tpouecc mpeoOpazoBaHus LHUPPOBOM  BU3YaJTbHOMN
uHbOpMALlUU C MajJbIM CPOKOM AaKTYaJIbHOCTHM K IIyMOIOJOOHOMY BHJAY C IEJIBIO
3a0UTBl  OT  HECAaHKIMOHMPOBAHHOTO  O3HakomyieHUs.  [locime  BBIOTHEHHS
MacKUpPOBaHMs IOJYYEHHbI MacCHMB MH(OpPMAIMM Ha3bIBAaeTCd MAaCKHUPOBAHHOM
BU3YaJIbHOW MH(pOpPMaLKeil Wi MaCKUPOBAHHBIM H300paKEHUEM.

CymecTByrone MeToabl LHU(POBOr0O MAaCKUPOBaHHUS H300pak€HUIl MOKHO
pa3fenuTh Ha J1Ba BUJA!

— Kpunrorpaduyeckoe MacKMpOBaHHME WJIM MAacCKUPOBAaHHE C HCIOJIb30BAHUEM
KPUNTOTpaQUIECKUX TPUMUTHBOB;

— MaTpUYHOE MaCKUPOBAHUE.

Kpunrorpadguueckoe MackupoBaHWE — BBIYHACIHUTENBHAS TPOLEAYpa MPSMOTO
npeoOpa3oBaHusi NMQPOBBIX WJIM AHAJOTOBBIX HM300paKEHUH C TNPUMEHEHUEM
DJIIEMEHTOB  KpHUNTOrpaUYecKWX  METOJOB, paspymiammas ©uX 0  BHJA,
BOCIIPMHMMAEMOT'0 BU3YaAJIbHO KaK LIyM.

MarpudHoe MacKUpOBaHHE — BBIUYHCIUTENbHAs MpPOIEeaypa Mpeodpa3oBaHHS
UGPOBBIX HW300paKEHUM C MCMOIb30BAaHMEM MATPUYHBIX OINEpalui, paspylIaroias
€ro 110 BUJa, BOCIPHHUMAEMOT0 BU3yaJIbHO KakK IIyM.

OO0buHO 1TMPOBYIO 00PaOOTKY HPUMEHSIOT K PACTPOBBIM H300paKEHHUSIM
CIICAYIOIINX THUIIOB:

— OuHapHOe U300pa’keHHe, SJIEMEHThl KOTOPOro NPUHMMAIOT TOJBKO JBa
3HaueHus {0, 1}. buHapHble HM300pakeHUS B OCHOBHOM IIOJy4alOTCS B pe3yjbTare
00pabOTKM TMOJHOIBETHBIX, MAJIUTPOBBIX WM MOJYTOHOBBIX HM300pakeHUI MeTojgamu
ounapuzauuu. [Ipu OumHapuzanuu n300pakeHUN HCMONIb3YyeTCsl (PUKCUPOBAHHBIN WIIH
aJlanTUBHBIN MOPOT OMHAPU3ALIUY.

— MOJIYTOHOBOE M300pakeHUE, DIIEMEHTHl KOTOPOTO TPUHHMAIOT OJHO W3
3HaYeHUH WHTEHCUBHOCTH KaKOro-nmubo ojHoro msera. JlaHHbIM TUN U300paskeHUs
SBIISICTCS OJHUM W3 CaMBIX pACHpPOCTPAHEHHBIX TPU TPOBEICHUH PA3IUIHBIX
uccnenoBanuii. Camasi pacnpocTpaHeHHas TTyOMHa LBETa Ha 3JIEMEHT M300paKeHUs —
8 our.

— MOJIHOIIBETHOE M300pa)keHUe, 3JIEMEHThl KOTOPOT0 HETOCPEACTBEHHO XPaHAT
WH(POPMAIIHIO O IPKOCTSAX IBETOBBIX COCTABIISIOIHX.
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BE3OIMNACHAA NOPTATUBHAA BUPTYAJIbHAA YACTHAA CETb C
ANNTOPUTMOM WN®POBAHUA RABBIT STREAM

PybuHwmedlH P. 1O.

Bernopycckuli eocydapcmeeHHbill yHUgepcumem UHOpMamuKu U paduosnekmpoHUKU
2. Munck, Pecnybnuka benapyck

Lleemkoe B. O. — 0. m. H., douyeHm

B pabGoTe paccmoTpeHa GesonacHas nopTaTtuBHas BUpPTyanbHasi YacTHasi CeTb C anroputMoM wudpoBaHus Rabbit
Stream 1 npoGnembl, cBsi3aHHblE ¢ 0becrneveHneM ee 6e30NacHOCTU U KOHPUAEHUMAMNBHOCTY.

MobunbHOCTb COTPYAHMKOB CTana OgHWM U3 OCHOBHbIX TpeboBaHMI KOpnopauui B Halle Bpems.
CoTpyOoHUKM 4acTo nofy4valoT KOMaHAMPOBKY B unuansl WNW  KNWEHTCKME KOMMaHUK, KOTopble
Haxo4saTca BHYTPU UNu 3a npegenamm cBoen ctpaHbl. KoMnaHus MOXeT coeauHUTb KOMMbIOTEPHYIO CETb
B LieHTpanbHOM odnce ¢ ee ounmanamm, pacnonioKeHHbIMIN Aaneko oT VIHTepHeTa, HO OHa TakxKe MOXeT
NpegocTaBuUTb COTPYAHMKAM MOMIHOMOYUSA ANS AOCTyna K BHYTPeHHen ceTu komnaHuwn. OpHako, npu
nepegadye wuHdpopMaumm 4epes WHTepHeT CyllecTBYIOT MOTeHUuanbHble YA3BMMOCTW, Takme Kak:
nepexsaT, MOHUTOPUHI, MOAUMUKaALUNSA NN N3MEHEHE UHAOPMaLUKN HEYNONHOMOYEHHBIMU CTOPOHAMM .

PelweHune, KoTOpoe MOXHO UCNOMb30BaTh Af1S NPEeoJONeHNs Takon ya3BUMOCTU, 3aKroyaeTcs B
nucnonb3oBaHuM BUpTyanesHon yacTtHorn cetn (VPN). KomnaHnua npegnoyuntaet ncnonb3oBatb VPN, a He
UCMNonb30BaTh BbIOEMNEHHYIO JMHUIO WM BblAENEHHbIM NyTb MpoBangepa. [Momumo 6onbluen
peHtabenoHocT, VPN Taike obecneumBaeT dyHkumm 6e30macHOCTW, Hanpumep, LWudpoBaHne u
ayteHTudumkaumnsa. VPN-TyHHenb cdopmmnpoBaH OnA 3awWMTbl CBA3M Mexgy obbektamu B cucTeme.
OpenVPN sBngeTtca ogHon M3 cambix nonynspHbix nnatopm VPN € OTKPbITBIM MCXOAHBIM KOOOM,
paspabotaHHoit [xeiimcom WMonaHom B 2002 rogy, M 40 cux nop npogornkaeT paspabaTbiBaThbCs
coobuecTBomM pa3paboTymKkoB CO BCEro mypa.

Urto kacaetca nnatdopmbl nogaepxkn, OpenVPN yxe MOXET MCNonb30BaTbCs Ha MHOIMX
nnatcgpopmax, Hanpumep OnepaunoHHas cuctemMa Ha ocHoBe Linux, Debian, BSD, Microsoft Windows,
Mac OS X u Solaris 4.

CywectByeT asa Buaga peanusauum VPN, 1o ectb nporpammHas VPN u annapaTtHas VPN.
MporpammHas VPN saBnsetca Havbonee pacnpocTpaHeHHon peanusaumeir VPN. OH mMoxeT ObITb
YCTaHOBIIEH NOBEPX OMnepaLMOHHON CUCTEMbI, MOSTOMY NONb30OBaTENb MOXET OCYLLEeCTBNATL YAaneHHbIN
JocTyn 4yepe3 cBol HOyTOyk. CnabocTb aToro Tuna peanu3aumm VPN 3akntoyaetcss B TOM, YTO OH
notpebnsaet namaTb unu pecypcebl LM nonb3osatensckoro MK Bo Bpems yaaneHHoro goctyna. [oatomy
Npon3BOAMTENBHOCTL Monb3oBaTensckoro MK moxeT ObiTb HWXe BO BpeMs onepauvu yganeHHoro
poctyna. C gpyrou ctopoHebl, B annapatHon VPN, otaensHoe o6opyaoBaHme ncnonb3yetcs Ans paboTsl
yaaneHHoro poctyna. AnnapatHad VPN wumeeT Heckonbko npeumyLlecTtB. Bo-nepBbix, ero MOXHO
ucnomnb3oBaTh B pasHbIX onepauuoHHbIx cuctemax K nonb3oBatens (He3aBMcMMo OT nnatdopmel). Bo-
BTOPbIX, OH Bonee HagexeH, NOCKONbKY NOCTPOEH Ha oTaenbHoMm obopygoBaHum ot K nonb3oBartens.
B-TpeTbux, y Hero Takke €ecTb [OMNONHUTErNbHble (OYHKUMW, TaKMe KaK BCTPOEHHbI BpaHamayap wu
WHTEepHeT-mapLlipyTusaumsa. B nocnegHee Bpemsa raspberry pi ctana pewenvem ana K ¢ HU3KUM
aHepronoTpebneHnem Ana nobbix NpunoxeHuin. HekoTopble wnccnefoBaHWst ObinvM NpoBeAeHbl ANA
pa3paboTku annapaTtHoro VPN Ha Rasberry Pi7,8.

B aTom uccnegoBaHuu aBTOp NpeanaraeT annapartHbiid npoTtoTun wiito3a VPN, koTopbii paboTaeT
Ha mogenu OSI| yposHsa 4 (SSL VPN). SSL VPN BbibpaH n3-3a aktopa rmbkoctn unm npocToThl
KOHGMrypawumm, COBMECTUMOCTU C TpaHcrnsiunen cetesbix agpecoB (NAT) u oTcytcTBust npobnembl C
npaesunamu. AnnapaTtHoe obecneyeHune, ncnonb3yemoe B npegnaraeMon cucteme, - SBC Raspberry Pi 3
Model B + ¢ OCHOBHbIMU NPUMAOXKEHNAMM, KOTOPbIE MOANMULMPOBaHbI ¢ nomoLlbio OpenVPN. Boobasok
kK OpenVPN, anroputm notouyHbix wWwndpoB Rabbit peanu3oBaH kak anbTepHATMBHBLIN BapuaHT
wudpoBanbHbix nNaketoB TLS. Anroputm noTtokoBbix wudpos Rabbit BbibpaH wu3-3a ero
KpunTorpadniyeckon CTOMKOCTU M NpOCThbiX onepauui 10. ATOT anropuTMm Takke ObiNn cTaHAApPTM3NPOBaH
IETF RFC 4503. Mo pesynbTaTam TeCTUpPOBaHWS W aHanu3a 3TOT anropMtMm [Jokasan CBOH
3(pPeKkTUBHOCTL B KayecTBe KpunTorpauyecknx u yCTOMUMBLIX KpUMTOrpapuyecknx aHanutuyeckmx
METOL0B.

WccnepoBaHve COCTOMT M3  HECKONbKMX 3TanoB. Bo-nepBbix, Mbl BbIABUNM npobnemy ¢
TPagULMOHHBIM NporpammMHbiM  o6ecnedveHnem VPN, kak onvMcaHo BO BBeAeHUW. Bo-BTOpbIX, Mbl
npoBoanmMm 0630p nuTepaTypbl, YTOOblI HAWTKM COBPEMEHHOE COCTOsiHME pa3Butus TexHorornn VPN, kak
NporpaMmMHOro, TaKk W anmapaTtHoro pelweHus. B-TpeTbux, ™Mbl npegbssnsgem TpeboBaHna K
NPOEKTMPOBaHMNIO U NnaHvpyem paspaboTky annapaTHOro U nporpammHoro obecneyeHus. HakoHeu, Mbl
BbINOMHSAEM OLEeHKy paspaboTaHHOro npototuna. B octansHOM YacTu aTon cTatbn 06CyKaaeTcs npouecc
NPOEKTUPOBAHMSA N OLEHKM NpoToTMNa.
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MpoToTun npegHasHavyeH ANs NOAAEPXKKUM KOMAHAMPOBOYHbLIX COTPYAHWKOB ANt BbINOMHEHUA
yOaneHHoro gocTtyna K BHYTPeHHen ceTn komnaHuu. Mel HasbiBaem npotoTun AR-6000. Ha pucyHke 1
nokasaH cueHapuin ucnonb3oBaHus AR-6000. 13 pucyHka 1 BugHo, 4to B cucteme 3oH AR-6000 ecTb ABa
OCHOBHbIX OObEKTa:

+ [lonb3oBaTenbckas 30Ha MNyTEWeECTBEHHMKA. OTO 30HA, B KOTOPOW HaxoAWTCA [enoBOW
NyTeLeCTBEHHMK, KOTOPbIA BbLIMNOMHAET yAaneHHbld OOCTyn nonb3oBatens. B atonm 3oHe TpebyroTca
cnegytowme yctponctea: MK nnm Hoytoyk, AR-6000 1 Touka goctyna WLAN.

+ 30Ha BHYTPEHHWX pECypCOB: 3TO MECTOMNOMNOXEHNE CEeTU BHYTPEHHUX pPecypcoB, rae
pacnonoXeHbl CepBepPbl 1 KOMMNbIOTEPbLI KOMMAHWMN.

Monb3oBatenb G6epet ¢ cobon HoyTOYK AR-6000 BO Bpems komaHauposku. AR-6000 gericteyeT
kak VPN-knueHT. B cnyvae, ecnm OH Xo4eT nNony4utb AOCTYN K BHyTpeHHen ceTtn, AR-6000 ccpopmupyeT
TyHHenb Ana VPN-cepsepa. OH npumeHsieT SSL VPN gns 3awmuieHHbIX OaHHbIX TpaH3akumvi 13
BHYTPEHHMX cCeTel u 4Yepe3 HUX. 3aTeM nonb3oBaTenb MOXET MOMyyYuTb YAaneHHbI [OCTyn K
BHYTPEHHEN CETU KOMMNaHuK, YTobbl MPOAOIKUTL CBOK paboTy Ha cepBepe. ECTb HECKOMBKO MpUYMH, No
KoTopbiM Mbl npeBpaiwiaem VPN-knveHTa B oTgenbHoe obopyaoBaHue. 3TOT NpOTOTUMN NpegHasHayeH
Ansi BbINOMHEHUS crneayowmnx TpeboBaHuii:

* [poToTnn gomkeH ObiTb yaobHbIM ANA NoNb3oBaTeNs, YTO 0O3HAYaeT, YTO OH MOXET ObITb fnerko
ncnonb3oBaH NobbiM Nonb3oBaTenem 6e3 HeoO6XoANMOCTY BbINOSHATL HACTPOWKY KaXabln pas, koraa OH
XOYeT ero Ncrnonb3oBaThb.

* MpoTotun Heobxoanm Ansa paboTbl Ha BCcex nnaTdopmax. ATO 03HaYaEeT, YTO NPOTOTMMN MOXHO
ncnonb3oBaTb CO BCEMM TUMAMWU KIMEHTCKUX onepauuoHHbiXx cuctem (OC) ¢ MOMOLLbI WMHTEpHET-
coeguHeHus.

* Ecnu yCcTPONCTBO HYyXaaeTcsa B peKoHMrypaumm, Mbl MOXXEM HacTpOUTb €ro, NOAKMOYUBLLUCH K
YCTpPONCTBY Yepe3 GesonacHoe coeanHeHne o6onodkm (SSH).

* TpebyeTcs, 4Tobbl YCTPOMUCTBO ObINO CNOCOGHO 3awmwiaTth nepegadvy AaHHbix oT VPN-knueHTa K
VPN-cepsepy.

Kaxgbin pas, korga nonb3oBaTerb BbINOMHAET yAaneHHbIA OCTYN K BHYTPEHHUM pecypcaMm, AR-
6000 nony4aet 3anpoc oT [MK nonb3oBatena 4epe3 nopt Ethernet, koTopbI noaknioyeH 4yepes
kpoccoBep UTP-kabens, 3atem nepecbinaer a3TM 3anpocbl Ha cepBep VPN-petpaHcnsaumm
npegnonaraemolx nony4varenen yepes nitepdenc Wi-Fi. -Fi, nHtepdernc Wi-Fi, noaknto4eHHbIN K ToYke
poctyna WLAN. B obwem, AR-6000 cnyxut gns mocTa cBsa3u mexay nonb3oBatenem MK n BHewHen
ceTblo, byab TO Ansa goctyna B IHTEpHET unun yganeHHoro 4ocTyna K BHYTPEHHUM pecypcam.
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Ncxoast m3 TpeboBaHui K An3aiHy, ONMCaHHbLIX B NpeablaylweM nogpasgene, Ana peanusauun B
Nnonb30BaTENbCKOM 30HE MNyTELECTBEHHMKA WM 30HE BHYTPEHHUMX PecypcoB TpebyeTcss HeMHOro
obopyaoBaHusi, Kak nokaszaHo Ha puc. 2. B nonb3oBaTenbCckov 30HEe NyTELECTBEHHMKA WUCMOMb3yeTcs
nonb3oBatenbckui MK / HOoyTOyk n AR-6000. AR-6000 coctouTt n3 SBC Raspberry Pi 3 Model B + B
KayecTBe MOAyNs MUKPOKOHTpornnepa, mogyna LCD gna gucnnes n mogyna USB Wi-Fi B kavectBe
cpeactBa cBA3n. MukpokoHTponnep opraHusyet Bce yHkumm npototuna AR-6000, Hanpumep,
ynpasneHue ceasbio ¢ [1K nonek3oBartens, maplpyTtusauus, nepeagpecaums IP, mackuposka IP n 1. A.
OpenVPN-R ycTaHaBnuBaeTcsl B KayeCTBE OCHOBHbIX MPUIOXEHUN B MUKpOKOHTponnepe. XKK-moaynb
ucnonb3dyetcs Ans otobpaxeHus nHdopmaumm, Takon kak IP-nopt Ethernet AR-6000, n ans 3anycka
NPUNOXEHNST C MOMOLLBLIDO MOAYNSA C CEHCOPHbIM 3kpaHoM. [Ona nogkmoyeHus k UHTepHeTy AR-6000
ocHaweH mopynem Wi-Fi B kavectBe cpeactBa cBsAsM C OGnwkavwen Todkonm poctyna WLAN.
Monb3oBaTtenbckuin MK BbiNONHAET 3anpoc goctyna kK cepsepy petpaHcnsaumm VPN yepes AR-6000.
Monb3oBaTtenbckuin MK Takke moxeT HacTpoutb AR-6000 4Yepes SSH-coeauHeHne. C apyron CTOPOHHI,
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BO BHYTPEHHEN 30HE PecypcoB eCTb 3 KOMMOHEHTAa, TO eCTb cepBep peTpaHcnsauum VPN, BHYTpeHHss

0asa gaHHbIX U BHYTpeHHun Beb-cepBep. CepBep petpaHcnaumm VPN - 3TO KOMMbHOTEP, KOTOPbLIN

ncnonb3yeTcsl B Ka4ecTBe Lenn yaaneHHoro goctyna nonb3osartens. OH nony4vaeTt v opraHu3yeT 3anpoc

yoaneHHoro goctyna ot AR-6000. Open VPN-R Takxke ycTaHaBnvMBaeTCsl Ha cepBepe peTpaHcnsumnm
VPN, utobbl co3gatb VPN-TyHHenb k AR-6000 ¢ wudpoTtekctamu Rabbit.

PaspaboTka nporpaMmmHoro obecneyeHus

B aTtom pasgene paccmatpuBaeTcsa Au3alH nporpaMMHOro obecneyeHus And npotoTuna
nepeHocHoro VPN. lNporpammHbii naket asnsetca mogudukaumen OpenVPN. OH HasbiBaeTcss Open
VPN + R. 3710 nporpammHoe obecnedeHne pabotaetr Ha SBC Raspberry Pi Model B + B kayecTtBe
OCHOBHbIX npunoxeHun VPN. MpuHumnuansHeim otnvdnem OpenVPN + R oT opuruHansHoro OpenVPN
ABNAETCA BKMoYeHUe LwundpoBanbHelx Habopos Rabbit B kavecTBe anbTepHaTMBHOrO BapuaHTa
wndgpoBaneHbiXx HabopoB TLS ana 3awmtbl OyTM unM KaHana pAaHHblX TpaH3akuuu. OpenVPN
ucnonbdyetr OpenSSL ans kpuntorpadUyecknx anropuTMOB WM NpefocTaBneHus wndpoBanbHbIX
naketoB TLS. MNoatomy, 4to6bl fo6aBuTh WndpoBanbHblie Habopkbl Rabbit B OpenVPN-R, Heobxoanmo
peanu3oBaTb anropuTMbl Ang NOTOKOBbIX WngpoB Rabbit B OpenSSL n namennts OpenVPN, 4Tobbl OHK
MOIfM pacno3HaBaTb anropmMTM MOTOKOBOTO Wndpa, KoTopbin peanuaoaH B OpenSSL Rabbit.

Ans ocyuwectBneHus peanu3aumm Heobxoammo paspaboTaTe HoBble Habopbl wugpos TLS,
KOTopble nNpeacTaBnsAlT cobol  KOMOWMHALMIO HECKOMbKMX  KpunTorpadu4ecknx anroputMoB C
anroputMom WwndpoBaHns notoka Kponuka B KayecTBe anroputMma WNGPOBaHUSA AaHHbIX (anroputm
mMaccoBoro wudpposaHus). KombuHaums kpuntorpaduyeckmnx anroputMOB COCTOMT M3 anroputMoB
ayTeHTMdVKauum cepsepa, anropyuTMOB OOMeHa Knoyamu, anroputMoB LWMAPOBAHMS AAHHBLIX U
anropuTMoB gangxecta coobieHuin. Hosble Habopbl wndpos TLS, caenaHHbie B 3TOM MccriegoBaHuy,
OTHOCATCA K cTaHgapTy npotokona TLSv1.2 (RFC 5246), kak onpegeneHo B Tabnuue 2.

Authentic Encrypt
Ciphersuites Rabbit ation Key Change ion Message Digest

RABBI

TLS_RSA_WITH_RABBIT_SHA RSA RSA T SHA
TLS_DHE_DSS WITH_RABBIT_S RABBI

HA DSS DSS T SHA
TLS_DHE_RSA_WITH_RABBIT_S RABBI

HA RSA RSA T SHA

Ta6umra 2 Protocol Ciphersuite Rabbit in Open VPN-R

B atom uccneposaHmm mucnonb3yetca OpenSSL Bepcumn 1.0.2h, koTopasi, kak yTBepxgaeTcs,
ycnewHo 3akpbina npoben B 6e3onacHocTu. B obwem cnyyae peanusauus mMogmdukaumm UCXOAHOTO
koga Oyaet ocyuwlecTBnATbCa Kak B 6ubnmoTtekax OpenSSL, Tak u B 6ubnunorteke kpuntorpadmm n B
oubnuoteke SSL. [obaeneHus B 6Gubnuoteky kpuntorpadum Heobxodumbl, MOTOMY 4YTO B 3TON
OmbnuoTeke xpaHATCA BCe Kpuntorpaduydeckue yHKUUW, BKMOYas anroputM LWMGPOBaHMSA MOTOKa
Kponvka, koTopbii OyaeT peanusoBaH. YTo kacaetca Oubnuotekm SSL, TO OCHOBHOE BHMMaHue
yaoenanocb fobaBneHnto HoBbIX HAGOPOB WKNpPoB, B pe3ynbTaTe Yero Obina peanusoBaHa peanusaums
SSL, nogaepxuvBatoLLasl UCrNonb3oBaHWE anropuTma noTokoBoro wudpa Rabbit. Ero Takke Heobxogmmo
NU3MEHUTb B HEKOTOPbIX CKpUMTax KOMNuUNAuMu, 4Tobbl MCXOAOHBLIN KOO peanus3oBaHHOrO anroputma
noTtokoBoro wugpa Rabbit moxHO 6bIno mHTerpupoBatb ¢ OpenSSL. PesynbTtatom 3TOro 3stana
peanu3auun sendetca Bepcus OpenSSL 1.0.2h, koTopas 3arpysuna anropuTm MOTOKOBOroO Liudpa
Rabbit B kayecTBe OOHOro ©3 anbLTepHaTUBHbLIX BapwWaHTOB anropytMa LWUgpoBaHUs, Kak Aans
KoaumpoBaHust Ha Habopax TLS, Tak m gns pyyHOro KOAMPOBAHWS Yepe3 KOHCOMbHOE MpUIoXeHue
OpenSSL.

lMocne 3aBeplleHVs peanu3auum anroputMa noTokoBoro wudgpa Rabbit, cnegyowun Oyget
namMeHeH u nepekomnunupoBaH Ha OpenVPN ana pacnosHaBaHWs anropuTma MOTOKOBOro Lwwndpa
Rabbit, peanusosaHHoro B OpenSSL. OpenVPN, wncnonb3yembii B 3TOM UCCneoBaHWUU, ABRsSeTCS
Bepcuenn OpenVPN 2.3.10. Kak Tonbko nameHeHua B OpenVPN 3aBeplueHbl, pe3ynbTaTtoM SBNAeTCH
Bepcus 2.3.10 OpenVPN, koTopas yxe MOXeT pacno3HaBaTb anropuTMm ngpoBaHusa notoka Kponwuka.
Bepcua OpenVPN HasbiBaeTca OpenVPN-R, koTtopas 6yaet ncnonb3oBaTbCs B KAa4eCTBE OCHOBHOMO
npunoxeHust yctponcts AR-6000.

CnuMCcoK UCNonb3oBaHHbIX UCTOYHUKOB: 0
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HOBbI NOAXOA K NOBbILEHUIO BE3OMNACHOCTU MPLS VPN
NYTEM NPUHATUA NPOPAMMHO-ONPEAOENAEMOU CETEBOU
NAPAOUTIMbI

PybuHwmedH P. 1O.

Benopycckuli 2ocydapcmeeHHbIl yHU8epcumem UHopMamuku U paduo3ieKmpoOHUKU
2. MuHck, Pecnybniuka benapycb

Lleemkoe B. O. — 0. m. H., douyeHm

B pabome paccmompeH Ho8bIl Mo0xo0 K nosbiweHuto besonacHocmu MPLS VPN nymem npuHsmusi npoepamMmHo-onpedensemou
cemesol napaduambi

BesonacHocTb ceTeBbIX WHMPACTPYKTYpP ABNSEeTCA OOHOW W3 YTOMUTENbHbIX 3ajady B
COBpPEMEHHbIX ceTsAx. [lencTBMTenbHO, B HawmW AHn Tpebyemas 6e30nacHOCTb AOMKHA XapakTepusoBaTb
AVHaMM3M U CNOCOBHOCTbL adanTMpOoBaTbCs K KOHTEKCTY OupX, Apyrumm croBamu, 6e3onacHocTb He
AOIDKHa BNWATb Ha MNPOU3BOAMTENbHOCTb CeTW. YToObl yAOBMETBOPWUTL 3Ty MNOTPEBHOCTb, MOXHO
ucnonb3oBaTb aBTOMaTU3aLMI0 CETU Yepes KOHTponnep nporpammHo-onpegensemon cetn (SDN). SDN -
HOBasd Mapagurma, no3BOMsAOLWAs 4Yepe3 KOHTPOMmnep ynpaBnsTb BCEM apxXuTekTyponm cetu. B aton
cTaTbe Mbl Npeanaraem HOBOE pelleHue Ans AMHaMUYEeCKOW reHepauun nonutuk 6esonacHocTn mexay
pasnuyHbiMu cantamm MPLS VPN nytem npuHAtua nogxoga SDN. besonacHocTb ABnsieTcss 0gHON U3
OCHOBHbIX 3agay 6wusHeca, nockonbKy 6e3onacHOCTb - 3TO He TONMbKO KOHMUAEHLMAaNbHOCTb,
LeNIOCTHOCTb UNU ayTeHTUdUKaUUs, HO U BbICOKas AOCTYNHOCTb. Bbicokas AOCTYMHOCTb 3aBUCUT OT
Heckonbkmx aKkTopoB, a MWMEHHO OT wucrnonb3dyemoro obopygoBaHus, CcTpaTerMn u MnaHoB.,
NpefocTaBnsemMbIX KOMMaHWen B Ccnyd4ae HeucnpasBHOCTM cucTembl. WHorga komnaHum  MoryT
noTpeboBaTbCA YeTblpe OCHOBHbIX NpuHUMNA ©GesonacHOCTM, MO3TOMY ANA MoucKa KoMnpomucca M
peLleHns, rapaHTupyroLLero ux, Tpebyetca MHOro BHUMaHus. Hanpumep, npoTokonbl WMdPoBaHWUS Uim
nonuTMKM GesonacHocTM Tpadmka B LENOM MOryT BAUSATb Ha NPOM3BOAWUTENIbHOCTb 0OOPYAOBaHMA W,
Taknm 0b6pasom, CTaBWUTb NOA Yrpo3y AOCTYNHOCTb PECYpPCOB.

MHoronpoTokonbHast koMmyTauus no metkam «MPLS» paccmaTtpuBaeTcs kak OCHOBHOW NMPOTOKOJT,
pas3BepHYThIN Ha ypoBHE siapa ceTn onepaTtopa. MPLS 6bin ycnelHbiM ¢ NOABNEHNEM HOBBIX CBSI3aHHbIX
CepBUCOB, Npexae BCero cepsuca BupTyansHon YactHon cetn (VPN) . MPLS VPN nossonsieT nonyy4ntb
fbesonacHoe coegvHeHWe C MeHbWWUMKW 3aTpatamu. [loatomy pana cosgaHusa  knueHtckux VPN
HeobX0AMMO U30MMpPOBaTh NOTOKMN KaXO0ro KNneHTa.

OT1o npaBga, 4To MPLS VPN obecrneyvBaeT BbICOKMIA YpOBEHb ©€30MacHOCTM MO CPaBHEHUIO C
TpagnumoHHeiMM VPN, noToMy 4TO TpaduK NPOXoOUT Yepes YacTHYI CeTb onepartopa, HO HeKoTopble
KNWeHTbl npegnoyvTalnT Ao6aBnATb ypoBeHb LWKUdpoBaHusa 4depe3 npoTokon IPsec . IPsec Takke
onvpaeTcsa Ha ABa npoTtokona: 1) abbpeBuatypy 3aronoBka ayTeHTUduKauun ans AH, rapaHTupyloLlyo
ayTeHTMdMKaLnio, LIEeNOCTHOCTb M 3aliMTy OT MOBTOPHOIO BOCMNPOU3BEAEHUS AaAHHLIX, 2) MONE3HYI0
Harpysky nHkancynsaumm "ESP", obecneymBatoLyyto 60nbLIyo KOHPUOAEHLMANBHOCTD.

C nosiBneHvem obnaka BMAMM AOMNOMHWTENbHbBIV War B aBTOMaTu3aumMm npoueccoB C MOMOLLbIO
Software Defined Network (SDN). 3To 3HauuTenbHO ynpowaeT aBTOMaTM3MpPOBaHHbIe onepauum B
CTaHOapTHbIX M BOCNPOM3BOAMMBIX cpefax. bnarogaps atomy HOBOMYy pexumy paboTbl aTanbl
TECTUPOBaHWS U pas3BepTbiBaHWS COKpalleHbl, YTO CYLEeCTBEHHO 3KOHOMUT Bpemsa u aeHbrn. SDN
Nno3BoMsieT MO MPUHLUWMY OPKECTPOBKW YMpaBfsTb CETEBbIMW pecypcamMu KOMMaHWWM U3 LeHTparbHOM
TOYKM, Ha3blBaemMoln KoHTponnepom. Mapagurma SDN moxeT ObITb NpuHATa ANS peanu3auum HOBbIX
npasun ans ynydwexHus nonutuk 6esonacHoctn 3awmuieHHbix IPsec TyHHenen MPLS VPN c uensto
yOooOBneTBOpeHnst MoTpebHOCTEN KOMNaHumM, OCOOEHHO C TOYKM 3peHus 6e30nacHOCTM, LEenOCTHOCTH,
ayTeHTUdMKaumMmn 1 0cobeHHO JOCTYNHOCTU.

Moaxod cocTouT M3 Tpex 3TanoB: WM3MEpPeHWe MpPOM3BOAUTENBHOCTM CeTU (MPUMOXKEeHUs U
obopynoBaHue), pacyeT COOTBETCTBYHLIEA MNonuTMkM IPsec u pasBepTbiBaHWE 3TOM MONUTUKMA Ha
MapLupyTu3aTopax M yCTPOWCTBax. OTW LlarM BpaLLlarTCA BOKPYr YeTbipex 3f1eMEHTOB: AOCTYMHOCTb,
KOH(pMOEHLUMANbHOCTb, LEeNTOCTHOCTb U ayTeHTUdMKaLms.

CnuMCcOK UCNonb30BaHHbIX UCTOYHUKOB: 0
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METOAUKA PA3BEPTbIBAHUA N KOHOUTYPUPOBAHUA

MEXCETEBbIX 3KPAHOB

Benopycckuti 2ocydapcmeeHHbIl yHuUsepcumem uHhopmMamuku U paduoanekmpoHUKU
2. MuHck, Pecnybnuka benapycb

Cakosuy []. A.

bo6oe M. H. — 0-p. mexH. Hayk, npogheccop

MexceTeBol akpaH MnpeacTaensieT cobon cneuyanbHoe pelleHve Ans obecrneyenus BGesonacHocTu cetn. Ero dyHkums
3aKn4vaeTca B NOCTOAHHOM MOHWUTOPUHIe BXoAsdAllero n ncxoasuiero Tpa(bvn(a n ero (*)VlﬂpraLl,VII/I Ha OCHOBaHMM YCTaHOBIEHHbIX
npaswn. bnarogaps aTomy obecneuvBaeTcs Co3aaHne 3aLUUTHOW CTEHbl MEXAY BHYTPEHHEN U BHELLHEW CETbHO.

Mpwn Bbl60pe MeXXCeTeBOro akpaHa ansa pas3sepTbiBaHNA Heobxoaumo y4ecCTb cnegyrume MOMEHTbI:

Heobxogumas kaTeropys MeXceTeBblX 3KpaHOB — 06opygoBaHWe, MporpaMMHoOe obecneveHue,
nporpaMmHo-annapaTHbIX KOMMIEKC.

OcobeHHOCTN KOHMMrypaLumum ceTu, KOTopble MOTYT NMOBMAMATL Ha BbIGOP MEXCETEBOro aKkpaHa, Hanpumep,
HeOOXOOMMOCTb MOAAEPXKKM 3adaHHOro KONM4YecTBa MOMb3oBaTeNnbCkux ceccun 6e3  yuwiepba
NPON3BOAUTENBHOCTU, BO3MOXXHOCTb OpraHv3aLumn NoaceTen U gpyrue.

Mcnonb3yemble MexaHM3Mbl CETEBOM 6€30MacHOCTU - BO3MOXHOCTU MEXCETEBOIO 3KpaHa 1 CnoCoBHOCTb
pellaTb KOHKPETHLIE 3aauu.

MponyckHas cnocoBHOCTE 1 ee NapameTpbl NpY PasHbiX pexnMax paboThbl.

Konunyectso noptos LAN, WAN, DMZ.

OcoBeHHOCTN KOHCTPYKTMBHOIO MCNOMHEHUS (Ans 06opyAoBaHWS).

3aTpaTbl Ha MOKYNKY, aKcnnyartauuto, o6cnyxvneaHue.

PasnvlqaroT cnegyoLme Tunbl MexceTesbix akpaHoB[1][2]:

YnpaBnsieMble KOMMYTaTopblI.
[MakeTHble PUNBLTPBI.

LLInto3bl ceaHCOBOIO YpOBHSI.
MocpeaHukn NprKNagHoro ypoBHS.
MHcneKkTopbl COCTOSHUA.
YnpaBnsieMble KOMMYTaTopbI

LWintosbl
TpaHcnopTHbIA ceaHCoBOro
MakeTHble YpoBHA
$unLTpLI
Ceresoii
KananbHblid YnpaBnsembie KOMMYTaTOPbI

PucyHok 1 — CxemaTtuyeckoe nsobpaxeHne knaccudmkaumm MexceTeBbIX 3KpaHOB Ha OcHoBe ceTeBoi mogenu OSl|

Mpyn peanuzauum nonuTukM 6Ge30MacHOCTM B paMkax KOpPNOpaTUBHOWM CeTW, OCHOBY KOTOPbIX COCTaBMsOT
ynpasnsieMble KOMMYTaTOPbl, OHX MOTYT GbiTb MOLLHBLIM U JOCTATOYHO AELUEBLIM peLleHneM. BaanMogenctays TONbKO C
NPOTOKONMaMy KaHamnbHOrO YPOBHS, TaKME MEXCETEBblE 3KpaHbl UNbTPYOT TpacuK C O4YEHb BLICOKOW CKOPOCTbLHO.
OCHOBHbIM HEJOCTATKOM TaKOro peLleHUst SIBNSIETCS HEBO3MOXHOCTb aHanmn3a NpoToKonoB 6oree BbICOKMX YPOBHEN[2].

MakeTHble PUNBLTPbI PYHKLUMOHUPYIOT HA CETEBOM YPOBHE W KOHTPONUPYIOT MPOXOXAEHWE Tpadmka Ha OCHOBe
WHGOpMaLMK, codepKalleincs B 3arornoBke nakeToB. MHorve MexceTeBble 3KpaHbl AaHHOrO Tvna MOryT onepupoBaTb
3arofiloBkaMu NpOTOKOSIOB U Boree BbICOKOro, TPaHCMOPTHOro, ypoBHs (Hanpumep, TCP nnn UDP). MakeTHble ounbTpbl
OOHUMM U3 NEPBbIX NOSIBUMUCH Ha PbIHKE MEXCETEBbIX 3KPAHOB M MO CEN eHb OCTalTCA CaMbIM PACNPOCTPAHEHHBIM MX
TunoM. [aHHaa TexHomnorust peanu3oBaHa B nogasnsiolleM OOoMbLIMHCTBE MapLUpyTU3aTOpOB M AaXe B HEKOTOPbIX
kommyTaTopax[3].
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MexceTeBOM 3KpaH CEaHCOBOIro YPOBHS MWCKMYaeT MpsiMoe B3aMMOAENCTBME BHELLHMX XOCTOB C Y3IOM,
pacrnosnoXeHHbIM B JIOKanbHOW CeTW, BbICTyNasi B KayecTBe MNocpedHuka (aHrn. proxy), KOTOpbIA pearupyeT Ha Bce
BXOASALLME NaKeTbl U NPOBEPSET UX AONYCTMMOCTb HA OCHOBaHUU TekyLleln dasbl coeauHeHus. LLn3 ceaHcoBoro ypoBHS
rapaHTMpyeT, YTO HU OAMH CETEeBOW MakeT He OyaeT MponyLlieH, ecnv OH He MPUHALMNEXWUT paHee YCTaHOBMEHHOMY
coeguHeHuto [1].

Tak kak MexceTeBOM 3KpaH OAHHOro TUMa WCKMYaeT NpsMoe B3aMMOAEeNCTBUE Mexay ABYMS y3namu, LUMo3
CEeaHCOBOr0 YPOBHA SBMSAETCH €OWHCTBEHHbIM CBA3YIOWMM 3MEMEHTOM MeXAy BHELWHeN CeTbid U BHYTPEHHUMMU
pecypcamn. 3TO CO34aéT BMAMMOCTb TOro, YTO Ha BCE 3anpocbl U3 BHELUHEW CeTW OTBevaeT LWn3, W aenaet
NpPaKkTU4eCKN HEBO3MOXHBLIM OMnpeaeneHne TOoMnonorMu 3almiiaemMon cetun. Kpome Toro, Tak Kak KOHTakT Mexay yanamu
yCTaHaBMNMBaeTCs TOMbKO MPW YCMOBMU €ro ONYyCTUMOCTM, LUMH03 CEaHCOBOrO YPOBHSA NpeaoTBpallaeT BO3MOXHOCTb
peanusaunn DoS-ataku, npucyLLen nakeTHbIM UnbTpam.

MocpeaHnkn NpyknagHoro ypoBHS

MexceTeBble aKpaHbl MPUKNAAHOro YPOBHS, K KOTOPbIM, B YaCTHOCTW, OTHOCUTCH dhanpeon Be6-NpUnoXXeHui, Kak 1
LUSTHO3bl CEAaHCOBOrO YPOBHS, UCKIIOYaoT NpsiMoe B3aumogencTene AByx y3nos. OgHako, (pyHKLMOHNPYS Ha NpUKNagHoOM
YPOBHE, OHW CMOCOOHbI «MOHMMAaTb» KOHTEKCT nepegasBaemMoro Tpaduka. MexceTeBble 3KpaHbl, peanuaylowme 3Ty
TEXHOMNOIMI0, coAepXaT HECKONbKO NPUMOXEHUA-NOCPEeOHNKOB, Kaxaoe M3 KOTOpbIX OOCMyXuBaeT CBOW NpPUKIagHOW
npoTtokorn. Takon MexXCeTeBOW 3KpaH CcnocobeH BbISBMATL B MepegaBaeMbiX COOOLEeHMAX U GnokupoBaTb
HeCyLLEeCTBYIOLIME WM HeXernaTenbHble MOCNefoBaTEeNbHOCTM KOMaHg, 4TOo 3adacTyto o3HadvaeT DoS-ataky, nunbo
3anpewatb MCMonb3oBaHUEe HEKOTopbiX komaHp (Hanpumep, FTP PUT, koTopas OaéT BO3MOXHOCTb MONb30BaTENo
3anucbiBaTb nHgopmauuo Ha FTP cepsep).

[MocpeaHnkn NpukNagHoro ypoBHsSI CMOCOGHBI BbIMOMNHATL ayTeHTU(MKaLUMIO Nonb3oBaTensd, a Takke npoBepsTb,
4yTo SSL-cepTudmkaTbl NognMcaHbl KOHKPETHbIM LeHTpOM. MexceTeBble 9KpaHbl NPUKNAAHOrO YpOBHA AOCTYMHbI ANs
MHOTMX NPOTOKONoB, Bkntodas HTTP, FTP, noutosbie (SMTP, POP, IMAP), Telnet n gpyrne[2].

MHcnekTopbl coCcTosIHNA

Kaxabivi 13 BbiLuenepeyncneHHbIX TUMOB MEXCETEBbIX 9KPAHOB UCMONb3yeTCA ANs 3alUuMTbl KOPNOPaTUBHBIX CceTewn
n obnagaet psigom npeumywlects. OgHako, Kyaa addekTvBHen 6bino 6bl cobpaTte BCce 3TV NMpeMMyLLECTBA B OJHOM
YCTPOWCTBE W MOMYYUTb MEXKCETEBOMW 3KpaH, OCYLLECTBASIOWUA unbTpaumio Tpaduka C ceTeBoro Mo MpuKNagHon
ypoBeHb. [aHHas wgea Obina peanu3oBaHa B WMHCMEKTOPax COCTOSIHUIA, COBMeLlawwmx B cebe  BbICOKYH
NPON3BOAUTENBHOCTb U 3aLLMLLEHHOCTb.

Ocyuiectensa dunbTpaumio Tpadmka no NpUHUMMIY LWUN03a CeaHCOBOro YPOBHS, AaHHbIA KMNacC MEXCeTeBbIX
9KPaHOB He BMELUMBaETCA B MNPOLECC YCTAHOBIEHWA COEAMHEHWs Mexay ysnamu. [1oaTomy npon3BoaMTenbHOCTb
WHCNEeKTopa COCTOSIHWIM 3aMETHO Bbllle, YeM Y MOCpedHuKa MPUKNaAHOro YpOBHHA W LUMIO3a CEaHCOBOrO YPOBHS, Y
CpaBHMMa C NPOM3BOANTENBHOCTbLIO NakeTHbIX unbTpos [1].

MexceTeBble 3KpaHbl He SBNSAOTCS MaHaueen npu Gopbbe C aTtakamy 3NOyMbIWNEHHUMKOB. OHM He MoryT
npefoTBpaTMTL aTtaku BHYTPU JOKarbHOW CETU, HO BMECTE C APYrMMW CpeacTBaMu 3aluuTbl UrparoT UCKMOYUTENBHO
Ba)KHYI0 poOnb AN 3aWuTbl CeTerd OT BTOPXEHUS U3BHE. [oHUMMaHWe TexHornormm paboTbl MEXCEeTEBbIX 3JKpaHOB
No3BONSET He TOMbKO CAenaTtb MNpaBUIbHBIA BbIGOP MpW MOKYMKE CUCTEMbI 3alUWTbl, HO UM KOPPEKTHO HaCTpPOUTb
MEXCETEBOW IKPaH.

Cnu1coK UCnonb3oBaHHbIX UCTOYHUKOB:
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2. YenmeH-mn. [1. B., ®okc 3. bpaHamayapbl Cisco Secure PIX = Cisco® Secure PIX® Firewalls. — Bunesamc, 2003
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PA3PABOTKA 3ALLAUTDI KOMI'IbVIOTEPHOVI CETWU OT YIPO3 U3
BHELWHEW CPE[bI

Benopycckutl 2ocydapcmeeHHbIl yHUgepcumem uHgopMamuku U paduo3nneKmpoHUKU
2. MuHck, Pecnybnuka benapych

CopokuH C.A., l'ypuH N.A.
BuwmHsikos B.A — 8.m.H., npogbeccop

CornacHo otyety nabopatopun Kacnepckoro Il kBaptan 2015 roga xapaktepu3oBancsa 3HauuTenbHO
BO3POCLUMM KONMUYECTBOM aTaK XaKepoB, HarnpaBfieHHbIX Ha OTka3 paboTbl MHAPOPMALMOHHBLIX cucTem. [Mpuyém
reorpacums NogobHbIX CeTEBbLIX YrpO3 AOCTATOYHO LWnpoka — DDoS-aTakam nogsepranvcb Lenu B 79 cTpaHax mupa.
Mpu atom 91 % artakoBaHHbIX pecypcoB npuxoautcst Ha 10 ctpaH mupa. Jlngepamu no konuyectsy DDoS-atak
apnsoTca CLUA, Kutaih n Pecnybnuka Kopes. Kpome wmpokoro reorpaduyeckoro pacnpocTpaHeHus, criegyet
OTMETUTb OrPOMHOE KOMMYECTBO annapaTHbIX U (PMHAHCOBBLIX PECYpPCcoB, NOTPAYEHHbIX HA HEKOTOPbLIE CeTEBLIE aTaku.
B 2015 rogy camas npogomxkutensHas DDoS-aTtaka npogomkanack 13,3 aHen [6][1].

Haunbonee n3BecTHble HapyLleHUs MHOPMALMOHHOW 6Ee30MacHOCTM KOMMbIOTEPHBIX CeTel — cOon, OTKa3bl,
CTUXuHble ©eacTBus, NOBGOYHbIE BNMAHMA M OWMWOKM. CMbICTT 9TUX SABNEHUA (KpoMe CTUXWWAHbIX ©GeacTBuin)
BblpaxkaeTcs cneayowum obpasom [7, 8]:

* oTka3 — cbon B paboTe kakoro-nMbo anemeHTa CUCTEMbI, MPUBOASALLMIA K HEBO3MOXHOCTM BbINOMHEHUST UM
OCHOBHbIX CBOUX (PYHKLWI;

» cbon — BpemMeHHoe HapylleHne B paboTe kakoronmbo anemeHTa CUCTEMbI, BCNIEACTBME YEro OH HE MOXET
BbINOMHATL CBOU (PYHKLNW;

* oWwmnbKa — HenpaBuiibHOEe (€4MHWYHOE UMW NEPUOANYHOE) BbINOMHEHWE 3MEMEHTOM OZHOW UMM HECKOMbKUX
yHKUMI, Nponcxodsiiee BCneacteme cneumdunyeckoro (MOCTOAHHOIO U BPEMEHHOIO) ero COCTOSIHUS;

* NoboYHOE BMMSIHNE — HEraTMBHOE BO3OEWCTBME Ha OTAENbHbIE 3MEMEHTbl CUCTEMbI UMM HA Hee B LIENOM,
OoKa3blBaeMOE KakKUMU-NMBO sIBNEHNAMMU, NPOUCXOLALLMMM BO BHELLHEN Cpeae Unm BHyTPU CUCTEMBI.

CamMbiMK HeysA3BMMbIMUK A5 BAPYCOB U yOANEHHbIX CeTEBbIX aTak CHMTanMcb onepaumnoHHble cuctembl Apple,
HO B MocrefHee BpeMms, Kak nokasbliBaeT CTaTUCTUKA, OHWM BCE Yalle noaBepralTcsa atakam BpeJOoHOCHbIX Mporpamm.
3a nepsble aeBsTb MecaueB 2015 roga nogobHbIX aTak Ha cucteMbl Apple Gbino B ceMb pa3 Gorblue, YeM 3a BeCb
npeabioywMn rod, a MUK 3apaxeHun npuwernca Ha nepsbii kBapTan 2015 roga. Hanpumep, B mapTe 6bino
npeanpuHATo 6onee 65 Thic. aTak Ha kommnbloTepbl rpmbl Apple [9].

KomaHaa aKcTpeHHOro pearvpoBaHus Ha KMOepyrposbl NPOMbILLUMEHHBLIX cucTeM ynpaenenuss — ICSCERT,
Boinyctuna B CLUA poknag «Incident response/vulnerability coordination in 2014», B koTOpoM Obina npvBeaeHa
CTaTUCTMKA MWHUMAEHTOB WMHAOPMALMOHHOM ©e30nacHOCTM B aBTOMATM3UPOBAHHbLIX CUCTEMAX yrnpaBrieHus
TexHonorndeckumm npoueccamu (ACY TI1) n kputudeckn BaxHbix oobekTax. B goknage npveeaeH o630p cocToaHUA
uHdopmaumoHHon 6esonacHocTn B ACY Tl n kputnyeckn BaxHbix obbekTax. B Poccun noka Ttakas crtatuctvka He
npuBOAMTCSA, XOTS B Gnmxkariuem Gyayliem nnaHupyeTcst co3gatb cobeteeHHbin CERT [11][3].

Mo ntoram 2014 ropga ICS-CERT nonyyuna ot BrnagenbLeB KPUTUHECKM BaXHbIX OOBLEKTOB M OTpacreBbIX
napTHepoB uHgopmauuio o Gonee 200 HapylleHUsax MHOPMaUMOHHOW GesonacHocTw. Jlugepom no KonmuyecTBy
BbISIBMIEHHbIX HapyLUEHU ABMSETCS dHepreTuyeckuin cektop. Npn aTomM COTPYAHNYECTBO SHEPreTMYECKoro cektopa u
CERT paet BO3MOXHOCTb 3dheKTMBHO pearmpoBaTb Ha nopgobHble Hapywenuns [12]. CneagyeT ynomsHyTs, B 2014
rogy 6binm coobLieHs 06 HapyleHUsiX B KPUTUYECKM BaXKHbIX CEKTOpax MpoMbIlLneHHOCTH, Bknoyas ACY TI1
npoussoguTenen obopyaosaHus. NocTaBLwmkn npombilineHHoro obopyaosaHma ACY Tl — ogHa u3 rmaBHbIX Lenemn
ANsi 9KOHOMUYECKOW pasBeaky v wnnoHaxa [12][2].

Okorno 55 % OGHapyXeHHbIX HapyLUeHWA MNPUXOOAWUTCA Ha HamnpaBfeHHble aTaku W [OelcTBuS
KBanUMUUUPOBaHHbLIX 3r0yMbILLNEHHUKOB. K ApyrMM HapyLMTensm OTHOCAT: XaKTUBWUCTOB, MPECTYMHble 3MeMeHThl,
BHYTPEHHUX HapywuTenen. B 6GonblMHCTBE CnyvyaeB  3MOYMbILUIIEHHWKA OCTalOTCs  HeusBecTHbiMu  [13].
Pacnpenenexue HapylieHuii MHopMaumMoHHOW 6e30nacHOCTM MO CeKTopam MPOMBILLNIEHHOCTU NpeACcTaBneHo Ha
pucyHke 1 [11]. Pa3avep HeraTMBHOro BO34eNCTBUS HapyLIEeHWA (MHUMOEHTOB) U KONMYECTBO METOAOB BO3AENCTBUS C
Lenbl MOoNy4YeHUs HEeCaHKUMOHMPOBAHHOIO AOCTyna K MHdpacTpyktype OusHec-cuctem n ACY Tl gocrtatoyHo
LUMPOK. Ha prcyHke 2 npmBegeH npumep HEKOTOPbIX U3 HUX [14].

PacnpeneneHne HapyLleHWn B KPUTUYECKU BaXkHbIX 0bbekTax u ACY Tl no BekTopam aTak NpeacTaBiieHo Ha
pucyHke 3 [11].
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DHEPreTHUecKuii CeKTop
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PucyHok 1 — PacnpepeneHne HapyLleHuin MHopMaLmMoHHOM 6e30MacHOCTY NO CeKTOpam NPOMbILLNEHHOCTH

HecankiHoHHpoRaHHLIT T0CTYIT |1
AKCIUTyaTalua eHemHero web client-
side ACY TTT wnn SCATMA

[NepeMenenie MemRay
CErMEHTAMMH CeTH

obecnedeHuKN

DKRCIIYATAIIHA YAIBHMOCTell
HYJIEBOTD JTHA B KOHTROTHPYHMITHX
YOTPORCTRAX W NPOTPAMMHONM

PacnpocrpaneHme nHpCKUMA B
OCCOPOBOIHBIX CCTAX CHCTCM
YIIpaBIeHHA

HHIHIEHTBI

S0OL MHBCKLHH MePes ARCTLYATALLHHY
VIIRHMOCTCH BeO-TIPHAOHCHHN

C EAHHPOBAHHE H 30HIHPOBATTHE
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ATakH Ha Bed-cailT
{watering hole)

TapreTHpoBanibIe ATAKH
MOCPEICTEOM COHATEHON

HHMCHEPHH B Fl.llE}C’lT.lﬂHHﬂﬁ novTe

PucyHok 2 — MNprMepbl HeraTMBHOIO BO3AENCTBUS HAPYLLEHNIA (MHUMAOEHTOB)
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PucyHok 3 — Hapylienusi B kputnyeckn BaxkHbix oobektax u ACY Tl no Bektopam atak HA — HEM3BECTHbIE aTaku,
CC/3 — ckaHupoBaHue ceTu/3oHanpoBaHne, ® — pumwmHr no e-mail, CT — cmeLuaHHble Tunbl, CMA — cnabble
MexaHu4eckme ayTeHTudukaummn, CH — cbemHble Hocutenu, SQL-SQL — uHbekuun, MpB — «rpybbie» BTOpXeHUs

Ha nepBbii B3NS4 OOCTAaTOMHO  MNPOCTBIMA U HauMeHee  (OMHAHCOBO-3aTpaTHbIMW  BbIMMSAAAT
agMVHUCTPaTVBHbIE Mepbl obecneyeHns MHdopMauMoHHON 6e3onacHocT ceTew npeanpuatusi. OcHOBHasi Lenb
NPUHUMAeMbIX Mep Ha aAMUHUCTPAaTUBHOM YpPOBHE — pa3paboTka nporpammbl paboT B obnacty ynydlleHus
OOCTYMHOCTM MHAOPMALMOHHBLIX yCcryr u obecrnevyeHne uX BbINOMHEHWS, BbIiAeNss HeobXoaumble pecypebl U
KOHTpOnupys daktudeckoe nomnoxexue gen [15].

Ha nepBom atane no paspaboTke NporpaMMbl aHaNM3npyoT Yrpo3bl U PUCKU.

CpenctBa obecnevyeHns MHpopMaLMOHHOM 6e30nacHOCT B 3aBUCMMOCTU OT UX peanu3aumu pasgenstoT Ha
knaccel MmeTogoB (puc. 4) [17].

Tunbl 3aWUTLI CETU MOXHO pa3buTb Ha YeTbIpe OCHOBHbIE kaTeropum (puc. 5) [17, 18].

1. ®uanmyeckaa 6esonacHocTb. JloGow komnbioTep, Oyabp TO paboyas cTaHuMsA, CeTeBOM cepBep,
06LLECTBEHHBIN TEPMUHAI B YNIMYHOM KMOCKE MN HOYTOYK, HyxKaaeTcs B obecneyeHnm onsanyeckom 3alimTon. 2

2.. be3onacHoCTb Nonb3oBaTeNen MMEET CreayroLLme acnekTbl:

* BO3MOXHOCTb NPeAOCTaBMNeHns Nofb3oBaTensiM 4oCTyna K MHPOPMaLMOHHLIM pecypcam B COOTBETCTBUM C
nX NOTpeBHOCTAMY;

* Heo6X0OMMOCTb He MPeAoCTaBnATb (@ B HEKOTOPbIX CryYasix CKpbiBaTb) OT MOMnb3oBaTernei pecypcoB Ty
uHdopmaumio, Kotopas He Tpebyetcs um ana pabotbl. K Takonm uHgoOpMauumM OTHOCUTCA BaKHas ANs KOMMaHWuu
WHdOPMaLms 1 nepcoHarnbHble AaHHble. KOHTPONb AOCTYNOM 3akmnio4aeTcs BO B3avMHOM OMO3HaHWK NONb30BaTens v
CUCTEMbl W OMpedeneHnyM CTeneHn AOMnyCTUMOCTM WCMONb30BaHMA TOMO WM MHOMO pecypca KOHKPETHbIM
nonb3oBaTenem B COOTBETCTBMM C €70 3aMpoCOM.

3. 3awuTa hannos Takke MMeET HEKOTOpPbIE acrnekTa:

* ynpasreHue JOCTyrnoM K dpannam;

* 3alumMTa LenocTHocTu darna. MNpecTynHMK HamepeHHO BOLLEALINIA B CUCTEMY MOXKET YHUYTOXUTb, yOanuTb
UnM M3MeHnTb MHpopmaumio B hannax. MoaTomy pekoMeHOyeTcs BBECTM HEKOTOpble OrpaHnyeHus Ha obpaboTky
(hannos, ABNSAOLWLMUXCS HOCUTENAMW BaXKHOW MHOpMaLmn.

4. 3awmTa OT HEeCaHKLMOHMPOBAHHOIO BXOAA peanuayeTcs C NOMOLLbIO Npoueayp pernctpauunm obpatleHui,
naeHTudukaumn n ayteHtudpmkaumm [4][21].

UpeHTndmkauma n ayteHTudukaums MoryT ObiTb caenaHel B xoae paboTbl HEOOQHOKPATHO ANst UCKIOYEHMS!
BO3MOXHOCTM AOCTYyMa K CUCTEME 3OYMbILLIIEHHUKOB, BblAaLLMX ce0s 3a UCTUHHOIO NONb3oBaTenNs.

LleHTpanu3oBaHHOEe agMUHUCTPUPOBAHWE MOAPa3yMeBaeT, YTO OAWH YeroBek, rpynna unu otaen
OCYLLECTBNAIOT aAMUHUCTPaATMBHOE YrpaBlieHne BCEW KOpPNoOpaTMBHOW CeTblo, pecypcamu M Monb3oBaTensamMu.
[MaBHbBIM M [OCTATOYHO CEepbe3HbIM HEeAOCTaTKOM LEHTPanmM3OBaHHOW CXeMbl SABMSETCA ee  HedocTaToyHas
MacLTabvpyeMocTb 1 OTCYTCTBME OTKa3oycTonumBocTu. OT NPOM3BOANTENBHOCTY LIEHTParnbHOrO KOMMboTepa 3aBUCUT
yMCro nomnb3oBaTenen, paboTaloWmx C NPUNOXKEHUSIMU, U BbIXOA U3 CTPOSI LIEHTPanbHOro KOMrbtoTepa NpuBedET K
HapyLleHuno paboTbl Bcex nonb3osatenen [19, 20]. JaHHy0 MoAenb XOpOoLo MPUMEHSTb B HEOOMbLUMX U CpeaHux
opraHusauusix, a Ans Anst KPYnHbIX WK TepputopuarnbHO pacnpefeneHHbIX NpeanpuaTuii OHa MOXeT ObiTb
HeaddekTMBHOM. OfHako, yuuTbiBasi BOMpockbl 6e30nacHOCTH, LEHTpanu3oBaHHOE agMWHUCTPUPOBAaHWE SIBMSIETCS
nyywmM. OHO rapaHTUpyeT eAMHCTBO CUCTEMHOM MONUTWKM U NpoLueayp Ans Bcen opraHv3auum [5].
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Cpeactea odiecneiennn aufopuannonnsi (e0nacHocTn B 3ENCHMOCTH OT HX
PEATHEAITHN
.‘\I.'I:III.I.[IHI kI N TR R
PramnsyloT GHEMCCKYE BALHTY CHCTCAMB 0T HOCAHELHOHHPOBAHHOTO IO0CTVOR,

AnnapaTHeC ¢-_\-JIL||.I'.I| JI.II."I1I|.II\';AI|h.1IuI||. Ill;jlila;u.'ptljlll.l.l.x TCPMHHATOE CHCTEMEL H
OOTEEBATENCH, PemHME NOIETHSCHHA CCTCREYN KOMINOHCHTOE H T,

Teinmmeckne cpejcTsa

MHIH9eCKOH 3AMMTHI III!-iI-.I|!I.'-I:IIJIIJI OTHOCAT MONAHHYECKHC, DACKTPOHHO-
MEXAHHYCS KIE, WICKTPOMOLIHHAMCCHIE, ONTHECCKHE, AKYCTHUCCENE, NECPHEIC, Paiin |
TPATHUHOHHEIE A HHEIC YCTPORCTEL, CHCTCME! B COOPARCHHA, NPCIHAIHFICHELIC 108
coZTAHNA  GUTHECCKHN nNpenATcTEHR B ammmgacsioll  wwdopsanas oo cnocoleee
BREIMOIHATE CAMOCTOATCORHG WIH B COLMCTAHHH © JAPYTHME CPeIcTEIME  3aljETY

HHROpMALE,

CIpranm i@ aon L ATy

[MoapasysMesaoT PALBOHANLHO: YIPARICHHC KoHGErypanmell, oprasnsamEsm o
AMHHHACT |'|JI|'".|H-\.1HIIL' CHCTOMEL. “ MCpEY R 1:I'II.'|:|L'.I.h- 1ITO KACACTCd CCTCEBRX
HHGOPMANHOHHRY  CHCTEM, HX ONCPAUHOHHBIE CHOTEM, DONHOMOUEA CeTeROrD
AN EHRCTRETOpA, Hi.'li.-ll'||:|il l\.":-ll SATCIIbHBIN JIIiI.'J'J}'HIJI-Iji. MIPCACNEEHIEHY  THYHE 0

ABCTVIE B FIH‘.E‘UILI E COTH MHIEIOESTEACH

Texmoanrmueckme v LLUA [ 5]

B woM SHCTE TEXHOBOTHE BRONOTHCHHE CeTeBMD AN HHHCTPHIRIEIHAN, MOHHTORHNHTS |
dy1nra i..ll.' FOMACHOCTH II]IIlI\.||HI.UI“IL'|lIIl.bl.ﬁ. FlL'L':\-FlL'I.ll:I. VICETPOHHEIR &Y PHIIOE
PEUBCTRIIEME 000 BHBATENCH, (I|I1.JI|IPIIJUIII. H aHTHBEHRY CH I.|i..||:~.'ll.-|l'\lIHJI O0CTY Il.ilh.ll.ll.ill-i

HHIOpM AL,

Tl pasisan ke MeTois

Canbie PRCHPUCTRRLECH RS MOTULLL CREIEIT E IlIIII.'lI'\IP'\:I:III:IIl. bés  MEIOLIOBAHNA

IIr‘I:IITK'.\I.MIII'I;l COCTARIAHILE NIETHYECEN HOBEVisIsEHD HEIHHCHAE, B T MACIe H

FEPIRLIR TPCX TPYIHE METOLER

Pl/lcyHOK 4— Cpe}J,CTBa obecne4veHns MHpOpMaLMOHHOM 6e30nacHOCTA B 3aBUCMMOCTM OT UX peanun3aunn

THNLI 3UNNTE CETH
[ 2 3 ‘ 4
daranyecEan JanmTa JammTa JammTa
Ge30nacHOC T nokIcEaTERE dhailnoa OT ETOECHHA HIRHE

PucyHok 5 — Tunbl 3awnThbl cetu

PacnpeneneHHoe agMWHUCTPYPOBaHWE CETW MoapasyMeBaeT YrnpaBrieHUe, OCYLLECTBSIIOWLEECS HA YPOBHE
oTaena wnu pabouen rpynnbl. XOTS agMUHUCTPUPOBAHUME HA 3TOM YPOBHE WMEET BO3MOXHOCTb OMnepaTvBHO
pearmpoBaTb Ha MNOTPEOHOCTU MOMNb3oBaTENEN, 3a4acTylo 3TO AOCTUraeTcst 3a cyeT ceteBon 6esonacHocTn. Ecnm Ha
NPeanpUaTAN HECKONBbKO aAMUHUCTPATOPOB, MONUTMKA afMUMHUCTPUPOBAHWUS B pasnuyHbiX paboumx rpynnax byaet
oTnmnyatbes. Yem Gonblie yncno rpynn, Tem Gorblue AOBEPUTENbHBLIX OTHOLLEHWI, B KOTOPbLIX OHW HYXXOAKTCH, YTO
MOBbILIAET BEPOATHOCTb MPOHUKHOBEHUS 3MI0YMbILLITEHHUKOB B CUCTEMY C LIENbIO MOSyYEHUS CEKPETHOM MHhopMaLmm,
MCMonb3ys AOBepUTerbHbIE OTHOLWEHMSA [19, 20].

AOMVHUCTPUPOBAHME Ha YPOBHE OMEPaLMOHHBIX CUCTEM BKIOYaeT B cebsA cpepctBa 6Ges3onacHoOCTU
CYLLECTBEHHO pasnuyarLmMecs B 3aBUCUMOCTM OT MCMOSMb3yeMbIX OMEepauuoHHbIX cucTeM. Hanpumep, umeetca
agmunHuctpatop cepeepoB Windows NT, cepsepoB Novell Net Warel n cepsepoB Unix-cuctem, Kaxabii U3 HUX
rapaHTMpyeT 6e30macHOCTb CBOEel CETU. TeM He MeHee HeobXxooum cneuuanuct, KoTopbid OyaeT yperynupoBaTb
pasHornacus agMUHUCTPATOPOB B Cryvae BO3HWKHOBEHUSI Npobnem [19, 20].

CwmellaHHas moaenb aaMUHUCTPUPOBAHUS codeTaeT B cebe pacnpefeneHHyo 1 LeHTpanM3oBaHHY MOAENN.
LleHTpanbHbI agMuHMCTpaTop (Mnu rpynna) obecneynBaeT nNpoBeaeHue nonuTukn 6esonacHocTy B Maclutabax Bcero
npeanpuaTusl, a aAMUHUCTPATOPbl HA YPOBHE OTAENOB MM paboumx rpynn BbIMOMHSAT NOBCEAHEBHYO paboTty. 31O
06bIyHO TpebyeT GornbLue 3aTpaT AN1A CoAepXKaHUa WwTaTa COTPYAHUKOB, MOSTOMY UCMOMb30BaHNE CMELUaHHON Mogenn
yrpaBeH1s Yalle NpuMeHsieTcsa KpynHeIMu npeanpusatusamu [19, 20].
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Monutuka 6e3onacHOCTV JOMKHA NPUMEHSATLCSI B paMKax BCel opraHv3aumi.

HecmoTpsi Ha cooTBeTCTBME CaMblM CTporuMm TpeboBaHWsM 6e30nacHOCTM, ecnv cucTema HeKOPPEeKTHO
CNPOEKTPOBaHa 1 MIIOX0 YNpaBnseTcs, TO BO3MOXHa HeadeKTUBHAs 3aLumTa U CIOXHOCTb MCMOMb30BaHUS CUCTEMBI
no NPSIMOMY HasHayeHuo. HeobXxoanMo yunTbiBaThb, YTO MOBbLILLIEHNE YPOBHS 6e30nacHOCTM cucTembl TpebyeT Gonblue
BPEMEHW N aAMUHUCTPATUBHBIX YCUNWIA, YTODbI yNpaBnaTb UMK,

Mpy NoCTpoeHnn cncTembl 3almThI LierecoobpasHo npuaepxmeaTbCs Crneayrowmx NPUHLMNOB:

- aKTyanbHOCTb, 4TOObI 06e3onacuTb cebs OT peanbHbIX aTak, a He 0T haHTaCTUYECKMX UM apXauyHbiX;

- obocHoBaHHOCTL pacxonos, nockoneky 100 % 3awmta HepeanbHa, HEOOXOAUMO HaWTWU TOYKY, B KOTOPON
AanbHenwne pacxodbl Ha noBbllweHWe 6e3onacHocTM 6yayT npesbilwaTe CTOMMOCTb WMHAOPMaUWMK, KOTOPYH
3710yMbILLMEHHWKN MOTYT YKpacTb [21].
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NMPUMEHEHWE CEHCOPHbIX CETEA B CUCTEME YNPABJIEHUA
MOBUJIbHbIMUA POBOTOTEXHUYECKUMWU KOMITJIEKCAMU

Typaaii A.11.

Benopycckuii eocydapcmeennulil ynusepcumem uH@OpMAmuk 4 paouodieKmpoHuKU
2. Munck, Pecnyonuxa Benapyce

Canomamun C.b. — kanO. mex. HayK, OOyeHm

OcHOBHOM TPOOJIEMOii B cUCTEMaxX YIpaBiIeHHs POOOTU3NPOBAHHBIMH KOMIUIEKCAMH B HACTOSIIEE BPEMsI
0CTaeTcst CKOPOCTb M JOCTOBEPHOCTH IIOJNy4eHUs] MHpOpMaruu (KoMaHA) oOBEKTaMH YIIPaBJICHHS, IOJydCHHUE
TeJIeMEeTPUUECKUX JaHHBIX ONEPaTOPOM IPHU UCHOIb30BAHUN CEHCOPHBIX U3MEPUTENBHBIX CETEH.

B COXXHBIX MOMEXOBBIX YCIOBHSAX CEHCOPHBIE M3MEpPHUTEIbHBIE CETH MMEIOT JIeJI0 CO 3HAUMTEIbHBIMU
HCKa)KEHUSIMH TIOJIE3HBIX CUTHAJIOB. 3aja4ya BOCCTAHOBIICHHS WH(POPMAIUU MO WCKAKEHHBIM CUTHajaM
SIBJISICTCS AKTYaJbHOM M penraeTcsi pasHpIMU Metoamu [1-2].

OmuH u3 CmocoOOB BOCCTAHOBIGHMHM WHGOPMAIMH IPEIOaracT HCIOIb30BAHUS Pa3pEeKECHHBIX
AJITOPUTMOB PEKOHCTPYKIIUH.

B nmoxmame paccmarpuBaeTcst MOZAETh  PAcIpElENCHHOH CEHCOPHOM CEeTH, C H3MEpPEHHEM
KOPPENMPOBAHHBIX  Pa3pe)KEHHBIX CHTHAJOB W  AITOPUTMOB  Pa3peKEHHOH  amNpOKCHMAIIHH.
IIpennonaraeTcsi, 4TO CETh COCTOUT M3 HECKOJIBKHX COCJMHEHHBIX MEXIy cO0OH y310B, U 0a30BbIe
JlaHHbIEe, COOpaHHbIE B y3J1aX, KOPPEIUPOBAHbI.

Mooenv cemu. B cetn p-ii HaTYMK M3MEPAET CUIHAN X, € RY B COOTBETCTBHM CO CIEYIOIIAM
COOTHOLIEHUEM

Yo = Apx, + &, ¥p E L

rae ¥, € R¥ - Bextop mamepenns, A, € R¥*N - matpuna usmepenns, e, € R¥ - mym usmepenns, a L -

r100aTbHBIH HaGOP, CONEPIKATIMIT BCE y3/Ibl B CETH. B CeTH HCIONB3YI0TCS H3MEPHTEITBHBIC MATPHIIB! Ay,

KOTOPBIE UMEIOT eJIMHIYHbIE CTONOIb ¢ £3-HOpMOit. B momenn M = N. A, u e, He3aBUCHMBI Kak

JIOKANBHO, TaK M 1o Beeil cetw. CurHambHblii BeKTOp X, = [x,{1),x,(2], .., x,(N]] sBnserca T-

Pa3speKEHHBIM, YTO O3HAYAET, YTO Y HETO €CTh 1 3JIEMEHTOB, KOTOPbIE HE PaBHbI Hyi0. VHIEKCHI

5JIEMEHTOB, COOTBETCTBYIOIIME HEHYJEBBIM 3HAYEHHSM, COOMpAIOTCS B HabOpe TOMIEPKKH T, 4TO

osHadaer Ty, = {itx, (i) # 0} u |Tp| =T. Mojgenbs curHana, NpeaycMaTpPUBAET KOPPEJSIUI0 MEXIY
1

BEKTOPAMH {X }.

Jl1st paspexReHHOro CHrHana Xy, OMOPHbIA HA0OP T,y CICAYeT U3 KOHCTPYKLMH

T, =LUJ,=L,U] wpel

YactuuHeld  HA0Op MOIAEPIKKH er =] sBngercs oOBenMHEHHBIM (TO ecThb 00mMM) ¢ Habopamu
TO/UICPIKKH BCEX Pa3PEKCHHBIX CHUTHAIIOB, YTO NPHBOJUT K KOPPEILIMHE MEK/Y CHTHATAMHU {X,, . JIpyroi
YaCTUYHBIA HAGOp MOANEPIKKH [ SIBIAETCS HMHAMBHIYalbHbIM M HE COOTBETCTBYET KakoH-mubo
KOPPEIIAIUH.
CucTteMa UCIONB3YeT OKaJHBIC» aJTOPUTMBI U CTPATETHH CIHSHUS, KOHCeHCyca. [locienHss cTpaTerus
COCTOMT B TOM, YTOOBI BBIOPATh JUIsl [, MHJIEKCHI, KOTOPBIE NPUCYTCTBYIOT B Ha0Opax MOIIEPKKH Kak
MHHHMYM JIBYX BXOISIIMX COCEIHHUX Y3JI0B.

3axIroyeHue.
ITocTpoeHa Mozeab 00pabOTKH CUTHAJIOB B PACIPEICIICHHBIX CEHCOPHBIX CETSAX Ha OCHOBE Pa3peKEHHOU
anmpoKcUMAaIii. Moeb MOXKET ObITh MCIIOJIb30BaHA B PA3JIMYHBIX MPHIOKEHUSIX POOOTOTEXHHUSCKUX
KOMILIEKCOB, TaKUX KaK KOJUPOBaHUE/ICKOAMPOBAaHUEC WHPOPMALUKN B KOHTYPE YIPABICHHS, PCIICHUS
3a71a4 KIacCU(pHUKAIIMH U 00pabOTKH N300paKeHHI.

Jlutepatypa
1. Eldar C., Kutyniok G. Compressed sensing: theory and applications. Cambridge University Press,
2012.
2. Foucart S., Rauhut H. A mathematical introduction to compressive sensing. Berlin: Springer, 2013.
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YMNPABJIEHUE PUCKAMU B KOPMOPATUBHbBIX CETAX

TbiHkosuy T.I1.

Bernopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHgopmamuku U paduod/1eKmpOoHUKU
2. Munck, Pecnybnuka benapyck

WupuHekud B.I1. — k.m.H., doueHm

B pa60Te npoBeAeH aHanu3 3almTbl MHPOPMaLMKN B KOPNopaTUBHbIX TENEeKOMMYHUKALMOHHbIX CeTAX.

Ha npoTsbkeHun psga neT BO BCex CTpaHax Mupa HabnwopgaeTcd TeHOEeHUMS CTpeMUTENbHOro
pasBUTMS  KOPMOPATMBHbLIX  KOMMBbIOTEPHBIX  TENEKOMMYHUKALMOHHBIX  CeTEeN,  COBPEMEHHbIX
MyNbTUMEANNHBIX CPEACTB U CPEACTB aBToMaTm3aumm.

C TeXHONorM4yecKom TOYKN 3pEHUs 3TO - 3aKOHOMEPHOE pPasBUTME METOAOB MCNOJb30BaHUSA HOBbIX
VMHGOPMALIMOHHBIX TEXHOMOMMI B KOPMOPATUBHLIX CETSX U Ha NpeanpusaThsX.

BO3HMKHOBEHME BCEMWPHOW KOMMBIOTEPHOW CETW OTKPbINO BO3MOXHOCTb UCMOMb30BaHUS
WH(OPMALMOHHBIX PECYPCOB M WHTENNEKTyanbHOro noTeHuuana npaktudecku noboro npegnpuatms.
Mcnonb3oBaTb OTKPbIBLLUMECH BO3MOXHOCTW 9TO HaBEpPHO, camas akTyanbHas 3ajada BCex
TEeNeKOMMYHUKaLNN.

KopnopatuBHas ceTb 60MbLIOro NpeanpusaTus MOXeT HaCUUTbIBaTb COTHU U ThICAYN KOMMbLIOTEPOB
W, HECMOTPSA Ha TEXHUYECKME MepPbl 3alnTbl, BECbMa yA3BMMa nepen pasnumyHbIMu Bugamu yrpos. Kak Hu
napagoKkcarnbHO 3TO 3BYYMT, 3a4acTy0 NCTOYHUKOM npobnem sienstoTca nonb3oaTtenu JIBC (nokanbHbIX
BbIYMCIUTENbHbIX ceTeln). PaccmMoTpum CTaTUCTUKY MHLMOEHTOB M HECKOIbKO XapaKTepHbIX CryYyaeB U3
NpaKkTUKN.

[nsi aHanusa BO3bMEM HEKOTOpble CpeaHeCcTaTUCTUYECKME KOPMopaTMBHbIE CETWU, cofepaline
500 KOMMbLIOTEPOB C 3NEKTPOHHON MOYTOM U BbixogoM B VMHTepHeT. byaem cuutaTtbh, YTO 31EKTPOHHas
noyta maet yYepes KOprnopaTMBHBIN MOYTOBLIN CEpPBEp, 3alLULLEHHbIA OOHMM U3 NOMYMSPHbIX B HaLUEN
CTpaHe aHTuBMpycoB, Hanpumep DrWeb, a Bbixog B WHTEpPHET OCYLIECTBNSETCHA LEHTPanM3oBaHHO
Yyepes KoprnopaTuBHbLIN NPoKeu-cepeep n Firewall. AHanu3 NPUYNH MHLMOEHTOB NPUBEAEHO Ha PUCYHKe 1.

i _

e T

| |Kaﬁapcme aATAKW

NedcTens NoNL30BATENERA

I:I BpenoHOCHBIE NPOrPpaMMel

PucyHok 1 — Mpu4mHbI MHUMAEHTOB

Kak BugHO w3 [guarpammbl, OCHOBHOM MNPWYMHOW BCEBO3MOXHbLIX MWHUMOEHTOB SIBMSKOTCA
BPEOOHOCHbIE MporpamMMbl Pas3nuyHbiXx TUMOB. B 3Ty KaTeropuio nonagawT BUPYCbl, MNPOrpamMmbl
kateropun Malware (LUNMOHCKME NporpaMmmbl, MOAYNN OTOBPaXXEHUS peknambl U NpoYee HexernaTernbHoe
MO). OueHb 4acTo nosBneHue BpenoHocHoro O Hanpsmyk CBSI3aHO C AEWCTBUSIMUM MOSb30BaTEnNs.
AHanu3 NpoLLeHTHOro coctasa BpefoHocHoro MO npuBeaeHo Ha pyUcyHke 2.
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PucyHok 2 — Tunbl BpeAoHOCHbIX MO

B xoge aHanusa TvMnoBbix npobrnem, BO3HWKAIOLWMX B JIOKANbHOM CETU NPeanpusaTus, MHOrMe u3
HAX  HEBO3MOXHO  pelWwWuTb  YMCTO  TEeXHUYEeCKMMM  CcpeactBamum —  Heobxogum  Habop
BHYTPVKOPMNOPATUBHbBIX pernaMmeHTUpyLWwmnx AoKyMeHToB. OCHOBHBIMU M3 HUX ABMASIOTCA NOMOXEHUe O
KOMMEpPYECKON TanHe ¥ NONOXEHWe O 3alumTe nHdopmaumu,

MonoxeHne 0 KOMMepYeCKoN TaHe OBObIMHO COAEPKUT HECKOSBbKO TUMOBbLIX Pa3ferios:
o6LLMe NONOXEHWS;
OCHOBHbIE NOHATUSA KOMMEPYECKON TalHbl;
3almuTa KOMMEPYECKON TanHbl;
cneumanbHble 0693aHHOCTY NUL, AOMNYLLEHHbIX K KOMMEPYECKON TaHe 1 0TBEeYaloLMX 33 3alnTy
KOMMEPYECKON TalHbI.
TunoBoe NonoxeHne o 3awmTe MHPOPMaLUN MOXET CogepXKaTb YeTbIpe OCHOBHbIX MYHKTA:
obLme NonoXxeHus;
TpeboBaHus K npoueccy pa3paboTkm u k BHegpeHuto MO cobcTBEHHOMN;
TpeboBaHus k MO cTOpoHHUX pa3paboTyMKOB;
0bs3aHHOCTM nepcoHana no obecneyeHuio pexuma WHMOPMaUMOHHOW 6Ge3onacHoCTU npwu
aKcnnyaTaumm cpeacTB BblYUCIINTENBHON TEXHUKN, CETEBbIX KOMMYHUKaLMA U NPOrpamMmmHOro;
e [eNCTBMSA OOMKHOCTHbIX NUL, B Cllydae HapyLleHns pexnma nHopMaumoHHon 6e3onacHoCTy.

B paHHOM cTtaTtbe paccMoTpeHbl NpobfieMbl, CBA3aHHble C MHAOPMAaLMOHHON Ge30nacHOCTbI0
KopnopaTuBHo ceTn. OCHOBHOe BHUMaHWE yAerneHo peanbHbiIM WHUMAEHTaM, CBSA3aHHbIM C
AeATenbHOCTbIO nornb3oBaTenen. Cnegyet OTMETUTb, YTO ONUCAHHbIE HOPMAaTUBHLIE OKYMEHTbI YacTo
paccmaTpuBaloTCa aAMWHUCTPATOpaMn CETU Kak HeHyXHas ¢opmarnbHOCTb, OAHAKO OHU SABMATCS
OYeHb BaXHOW COCTaBnfawLWEN B oOpraHudaumm 6e30MacHOCTU KOPMOpPaTMBHOW CETW, MOCKOSbKY
pernaMeHTUpyoT noBegeHve nonb3oBaTenen n nx B3aMMo4encTeme ¢ agMmHucTparopamu. bes gaHHoro
AOKYMEHTa HEBO3MOXHO Kak TaKoBOe MpoBedeHue ChyxebHbIX paccrnefoBaHuin W HakasaHue
nonb3oBaTtenen 3a rpybble HapyweHus npasun paboTtbl B ceTu. Kpome TOro, Hanmumne yTBepXgeHHON
NOMWTUKM MHPOPMaUMOHHON 6e30MacHOCTU CBOAMT K MUHUMYMY KOH(IMKTHbIE CUTyauumn Mexay
nonb3oBaTtensaMm U agMUHUCTpPaTopamMu CEeTU, NOCKOMbKY U T€ U Opyrne OEeWCTBYHOT B pamKax eOuHbIX
HOPMaTUBHbIX JOKYMEHTOB.

CnMUCoK UCNonb30BaHHbIX UCTOYHUKOB:

1. KoHees, W.P, benses A.B. MHdopmauuoHHas 6esonacHocTb npeanpusatus. — Cl6.: BXB-IMetepbypr, 2003. — 752 ¢
2. Onudpep B.T". Onudep H.A. KomnbtoTepHble ceTn 20e usganuve / 123,779.

3. Mariikn Konnuns 3awmta ceteit. MNoaxoa Ha ocHoBe aHanu3a AaHHbIX.2019 c. 249-260..
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AJNTOPUTMbl KOHCEHCYCA B BJIOKYEWH CETAX
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2. Munck, Pecnybnuka benapyce

Gopuckesuy N.A. — K.m.H.,0oueHm

B paGOTe npoBeaeH CpaBHUTENbHbLIN aHanus3 anropuTMoB KOHCEeHCYyCa NpMMeHAEeMbIX B BrokyelnH ceTsx.

KoHceHcyc — 37O OOCTWXKEeHWe cornacusi Mo HEKOTOPOMY BOMpPOCY. ANrOpuUTM KOHCEHCyca MOXeT
OoNpefensaTbCsa Kak MexaHu3Mm, C MOMOLLbI KOTOPOro OroK4YenH ceTb AOCTUraeT KoHceHcyca. [ybnuyHble
(meueHTpanm3oBaHHbIE) ONOKYENH CeT MOCTPOEHbI Kak pacnpeneneHHble CUCTEMBI, U MOCKOSbKY OHU He
nonaralTCsl Ha LeHTpanbHble OpraHbl, pacnpeerieHHble Y3nbl OOIDKHbI COrNacoBbliBaTb Banvaauuio
TpaH3akumn. AnNroputm KoHceHcyca B GriokverH cetu [1] npeacraensieT cobon Habop onpeneneHHbIX
MaTeMaTM4eckux npaBunl M YHKUMIA, KOTOpble MO3BOMST AOCTUYb COMMalleHus Mexgy BCemu
y4acCTHMKaMW, T.e. NO3BONSAIOT BbIOpaTh TOro, KTo MOXET A400aBUTb HOBbIM GMOK TpaH3aKUMi B LIEMOYKY U,
COOTBETCTBEHHO, 0becneyntb paboToCnOCOBHOCTL ceTu. B HacTosiee Bpems CylecTBYeT HECKOSbKO
pasnMyHbIX METOAOB AOCTUMXEHUS KOHCEHCYCA.

PoW (Proof of Work) — asnsetca Hanbonee nsBecTHbIM CMOCOGOM MOATBEPXKAEHUSA TPaH3aKLUNN.
Utobbl y4acTBOBaTb B MpPOBEPKE TpaH3akuuMu, Yy4yacTHUMKaM Heobxogumo nybnuyHo [okasaTtb
npoBeAeHHY0 paboTy. [aHHbI anropuTm peluaeT CRoXHYK 3adady no HaxoxgeHuio xawa (hash) [2],
KOTOPbI COOTBETCTBYET OnpedenieHHbIM npaBunam. [epBbi, KTO Halwlen npaBUibHYH KOMOWHaLUMIO,
nony4yaet BO3MOXHOCTb A00aBuTb 6ok B uenovky. OCHOBHbIM HeOOCTaTKOM SBMSieTCsl noTpebneHve
OOnbLIOrO KONMMYeCcTBa 3MEKTPO3HEPTM BCEMM YYaCTHUKaMM CETU, B KOTOPOW MPUMEHSIETCA AaHHbIN
anropuTM.

PoS (Proof of Stake) — B AaHHOM anroputme BEPOSITHOCTb TOro, YTO Y4acTHUK Aob6aBuT
cnegywowunn 6MoK TpaH3akuun B LEMNOYKy, onpedensercd KONMYeCcTBOM MOHET yyacTHuka. [Mpu aTom
KaXXObll CeTeBOW y3en CBS3aH C OnpefeneHHbIM aapecoM, U Yyem Bonblue MOHET NPUHAANEXUT 3TOMY
agpecy, Tem Oonblle BEpPOATHOCTb TOro, YTO ITOT y3en CeTu HamManHuT cneaywwmn 6nok [3].
3MnoyMbILLINEHHUKY, KOTOPbIA XOYeT COBEpLUNTb MOLUEHHUYECKYI TpaH3akuuio, notpebyeTcsa BnageTb
6onee 50% MoHeT Ana HageXxHon obpaboTKM HYXKHbIX TPAH3aKLMN; MOKYMNKa Takoro KonmMyecTBa MOHET
CMpOBOLUMPYET POCT LieH Ha HUX U caenaeT Takyto NomnbITKY Ype3mMepHO JOPOron.

PoET (Proof of Elapsed Time) — 3TO MexaHW3M, KOTOpbIA MpegoTBpallaeT MCnonb3oBaHue
OonbLUNX BbIYMCIIMTENBHBIX PECYPCOB U BbICOKOE NoTpebneHune aHeprnn. KoHuenums bbina nsobpeteHa B
Hayane 2016 roga komnanuwewn Intel. Kaxgbih y3en B OnokvyenHe reHepupyeT cryvyaniHoe Bpems
OXUOaHVsa 1 NepexoanT B CNALUA PEXMM Ha yKasaHHbIA MPOMEXYTOK BpeMeHW. TOT, KTO BbIXOOAUT U3
CMsALLEro pexuma nepsBbiM, — U €CTb TOT YYaCTHUK, Y KOTOPOro caMoe KOpoTkoe Bpemsi oxuaaHus. Npu
BbIXOAE W3 CMSALLEro pexuMMa OH BKMOYaeT HOBbIM ONok B LENOYKy, nepefaBas Heobxoanmyto
WHpopMaLMo BCEV OAHOPaAHroBOW CeTWU. 3aTeM MOBTOPSEeTCA TOT Xe npouecc Ans obHapyxeHus
cnepytoulero 6noka.

PoC (Proof of Capacity) — aTOT anropMtMm no3BOfsieT ManHUHI 000pyAOBaHMIO UCNONb30BaTh B
CeTu [OCTYyMHOe NPOCTPaHCTBO Ha XECTKOM [AOWCKe Ans onpejeneHus npaB Ha MawWHWUHT BMeCTO
NCMNOMb30BaHNS BbIYUCAUTENBHON MOLLHOCTH YCTPOMCTBA.

PoB (Proof of Burn) — paboTaeT no npuHUuny paspeLleHns ManHepam CKUratb UMM yHUYTOXaTb
TOKEHbl BUPTYyasribHOW BamntoTbl, YTO AaeT MM MNpaBo nucaTb OMoKM MPOMOpLUOHANbHO CropeBLUMM
MOHeTaM. MaviHepbl AOMKHbI NpegocTaBUTbL AoKa3aTenbCTBa TOrO, YTO OHM COXINM HECKONbKO MOHET, TO
€CTb OTMPaBMIIN MX Ha MNpPOBEPSIEMbIA HEHaAEeXHbI agpec. ATOT noaxod He NoTpebrnseT HuKakmx
peCypCcoB.

Pol (Proof of Importance) — 3Ha4YMMOCTb KaXgoro nomnb3oBaTenst B CeTVM onpefensieTcs Kak
KONMMYeCTBO CPEeACTB, MMEILUXCS y Hero Ha 6anaHce, U KONMYeCcTBO MPOBEAEHHbIX TPAH3aKUMIA C U Ha
ero kowernek. B otnnune ot 6onee npuBbIYHOIO POS, KOTOPbIN y4YUTbIBAET TONBKO HanaHC MMEHoLMXCS
cpencTB y nonb3oBaTtens, Pol yunTbiBaeT kak KONMYEeCTBO CPEACTB, Tak M aKTMBHOCTb MONb30BaTens B
brnokuyenH cetu.

CamblM pacnpocTpaHeHHbIM anropMTMOM KOHCEHCyCca B HacTosiliee Bpems siBnsetca PoW,
KOTOpbIN NpumeHsieTca B ceTu Bitcoin. Mpu aTtom Ana mavHuHra TpebyoTca 6onblime BblMUCTIUTENbHbIE
MOLLIHOCTW, 4TO MPUBOAMT K 3HA4YUTENbHOMY MOTPeOneHuto anekTpoaHeprum [4]. Wcnonb3oBaHue
OMNNCaHHbIX BbIlE MEXAHW3MOB KOHCEHCYCa MO3BOMMT YMEHbLUWUTb BbIYUCIIUTENbLHLIE 3aTpaTtbl MO
cpaBHeHuto ¢ PoW.

CnncokK Ncnosnb3oBaHHbIX UICTOYHUKOB:
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3ALUNTA KAHANOB NEPEAAYN U XPAHEHUA OAHHBIX HA
OCHOBE AJICEBPAUYECKUX PELWUETYATbIX KOOOB

AnuceeHko M.A.

Bernopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHgopmamuku U paduod/1eKmpOoHUKU
2. Munck, Pecnybnuka benapyck

CanomamuH C.b. — kaHO. mex. Hayk, doueHm

PaccmoTpeHbl anrebpavyeckme pelleTk, 3agadv Kpatyamwero M Grnvmkailuero BeKTOpoB peleTkW. [puBedeHbl BbipaKeHWst
KpaTyaillero BeKTopa peLleTkn M nopoxaatlolas MaTpuua pelleTkr. PaccMoTpeH anroputm npeofpasoBaHus KpaTyaniuero
opToroHasnbHoro 6asmca peLLeTku.

Anrebpanyeckas pelueTka SABMSAETCA KOHEYHO MOPOXOAEHHOW aaAMTVBHOWM NOArpYnnon MHOXeCTBa
R". Pewetky L MOXHO npeactaBuTb Kak MHOXECTBO LENOYUCAEHHBbIX FfMHEWHbIX KOMOWHauui n
NVHENHO He3aBUCKMMbIX Ga3NCHbLIX BEKTOPOB B M-MEPHOM €EBKNMOOBOM MPOCTPAHCTBE, rAe m 1M n —
pasMepHOCTb U paHr peLleTkn COOTBETCTBEHHO. PelueTku, y KOTOPbIX pa3MepHOCTb M U paHr N paBHbl,
HasblBalTCA nonHopasMepHbiMu [1]. Onpegenutenb pelweTkn paBeH 0O6beMy yHOAMEHTanbHOro
napannenotona, obpasosaHHoro 6asmcom B=Db,,...,b, , pucyHok 1. Basuc pelleTkn He eOQnHCTBEHEH:
MaTpuua nepexoga OT ofHoro 6asuca peleTkn K NpOM3BOMbHOMY APYromMy YHUMOAYMSpHa, T. €. ee
onpegenuTen pasBeH *1, NO3TOMY JAeTepMMHaHT peleTkn He 3aBucut OT Bblbopa ©Gasuca [2].
MponssegeHve 6a3MCHON 1 YHUMOAYNAPHOM MaTpuLbl 4acT HOBbIN 6asunc pelueTku.

X 4 X X
X X X
X X X
X x X
X X X
X X
x X
X X X
X X
% * >
X X X
X X

PucyHok 1 — ®dyHaameHTanbHbIA NapannenoTon peLleTki, 0b6pasoBaHHbIi 6a3vcom

HekoTopble 3agayv Teopun peLleToK UCMNOoNb3YITCA ANS CO34aHnA CXeM CTOMKOM KpunTorpaduu,
KOTOpble YCTOMYMBbI AfS1 KBAHTOBbIX BblYMCNeHWW. 3afjada HaxoxgeHus kpaTtdanwero sektopa (SVP,
Shortest Vector Problem) nogpasymeBaeT HaxoxgeHve B 3afaHHOM 6asnce pelueTkn HEHYNeBOW BEKTOP
No OTHOLLUEHMIO K onpeaeneHHon HopManu. MatemaTtmnyeckas 3anucb KpaTyanwlero Bekropa:

a = arg.min||Aa||2 =arg.mina'Ga, (1)
aez"\{0} aez"\{0}

roe A — nonHopaHroeasi MaTpuua, siBnaowascs 6asncomM peLleTku,

G = ATA— maTtpuua Mpamma peLueTku.

3agada HaxoxgeHuss Gnwkanwero Bektopa (CVP, Closest Vector Problem) — HaxoxgeHue
BEKTOpa B peLleTke MNo 3agaHHoMy 6asncy M HEKOTOPOMY BEKTOPY, He NMpuHagnexailemy pelleTke, npu
3TOM MaKkCMMarnbHO CXOXEro Mo AfiMHe C 3adaHHbiM BekTopoM. MatemaTtmyeckas 3anncb Gnvkanwero
BEKTOpa K NPOU3BONbHOMY BEKTOPY V:

a’ =arg.min||Aa - y||2 =arg.min(@a’'Ga-2y'Aa+y'y). )
aeZ" aez"

Mo aHanorum ¢ NWHENHbIMU KOO4aMMW pelleTka MOXeT ObiTb BblpaKeHa 4Yepe3 MOpPOXAAoLLYH
MaTpuLy 1 LEenoYUCIIEHHBIN KOSMMULNEHT, YTO NOKa3aHO B BbIpaXXeHUN:

A={r=[bi-bJaiaeZ"}. (3)
G
|-|0L]| KpaTanZUJVIM BEKTOPOM peLueTKn NOHNMAaEeTCA BEKTOp, AJlIMHa KOTOPOro:
}L(A) - xJPAiI;Ly”X h y" - xg\],i{lo "X” ! (4)

MepBbIi nocnegoBaTeribHbIA  MUHMMYM, MO KOTOPbIM MOHWMAaeTCA HauMeHblUMA paguyc
OKPY)XHOCTHU (Llapa), COOTBETCTBYET AJIMHE KpaTyanLlero BeKTopa peLleTkun, pUCyHoK 2.
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PucyHok 2 — Kpatuarniwmin 6a3uc-pagumyc peLueTkm

3agaun Teopuu pelleToK MOXHO pewnTb, ecnu 6asvc pelleTkM pegyuupoBaH, T.e. COCTOUT M3
OTHOCUTENBLHO KOPOTKUX MOYTM OPTOroHamnbHbIX BEKTOpOB. Ha cerogHAWwHWA AeHb 3ddeKTUBHLIM
anroputMoMm peaykumm b6asuca peweTkm asnsetcs anroputm LLL (JleHcTpol-fleHcTpbi-TloBaca).

3a nonvHomuanbHoOe Bpemsi anroputMm npeobpasyetr 6asvMc Ha pelleTke B KpaTyanlui NouYTu
opTOroHarnbHbli 6a3nc Ha 3TOM xe pelueTke. [Ans BeKTOpHoro npoctpaHctBa R" npouecc pama-
WmmuaTta nossomnsieT npeobpasoBaTb MPOU3BOSIbHLIM ©6a3nMC B OPTOHOPMWPOBAHHbIA («Mpeany, K
KOoTopoMy cTpemutcsa LLL-anropuTm), HO He rapaHTMpyeT TOro, YTO Ha BbIXOA4E KaXAbli N3 BEKTOPOB
OydeT LEeno4YncreHHoON NUHENHON KoMOuHaumen ucxogHoro Gasuca. Takmm 00pa3oM, NONYYEHHLIN B
pe3ynbTate Habop BEKTOPOB MOXET U He sBNATbCA OasncoM ucxogHon pewéTtku [3]. Heobxoanma
npoBepka Ha coOngeHWe ycrnoBui Hopmbl M JloBaca, npu HeobXoAMMOCTM MOMEHATb MecTamu
BblYMCIieMble BEKTOPbI U NepecynTaTb peayuupoBaHHble BEKTOPbI U UX KOSHPULNEHTDI.

Anroputm nocTtpoenusi LLL-npuBegeHHoro 6Gasuca genaetr O(n*logB)  apudmeTnyeckmux

onepauui. MNpu 3TOM Uenble Yucna, BCTpevawwmecs B xode paboTbl anropuTma, MMEKT [ABOUYHYHO
AanvHy O(nlogB) 6uToB.

CnucokK Ucnonb3oBaHHbIX UCTOYHUKOB:
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METOAUKA OLEHUBAHUA BPEMEHHbBIX N YHACTOTHbIX
XAPAKTEPUCTUK AMHAMUWYECKUX CUCTEM

Gabak E.B., Kasak B.A., Jlesuyk B.A.

Bernopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHgopmamuku U paduod/1eKmpOoHUKU
2. Munck, Pecnybnuka benapyck

lNe4eHb T.M. — cmapuwut nperiofasamerib

MpepnoxeHa MeToavka AN UCCNedoBaHUS AMHAMUYECKMX CUCTEM B obnactn KPUTUYECKMX 3HAYEHWUN CTeneHn MoKos.
PaccmoTpeHbl AguHamMuyeckme cUCTeMbl B AnanasoHe KpUTUYECKMX 3Ha4YeHU cTeneHn AemndupoBaHus. |/|3yHeHbI KONMM4eCTBEHHbIE
N Ka4eCTBEeHHble NU3MEHEHNA BPEMEHHbIX N YaCTOTHbIX XapaKTepUCTUK CUCTEM.

WccnepoBaHva guMHaMMyecknx cuctem B obnactv KPpUTUYECKMX 3HAYEHWUW CTEMEHW YCMOKOEHUs
MOXHO NPOBOAUTL MO CReaylLeNn METOOUKE:

— [llonyuntb nepepaTtouHble YHKUMM KonebaTenbHOM W anepuoguvyeckon CUcTeMbl U
COOTBETCTBYIOLNE UM BbIPAXKEHUSA BbIXOOHBLIX CUrHANOB NP 3KBMBAaneHTe BXOAHOIO BO3HWKHOBEHWS, a
TaKke CPaBHUTENbHOM OLEHKM PaCXOXAEHWA BbIXOOHbLIX CUIrHamoB, amnnuTygHO4YacTOTHbIX (AYX) u
aszoyvacToTHbIX (PYX) xapakTepUCTUK CUCTEMBI.

— Pewwutb crnegyrowyo 3agady: cuctema BTOpPOro nopsgka, TpaHchopmupylowasacs U3
konebaTteneHON B anepuoamMyeckylo M HaobopoT M3 anepuoguyveckon B KonebaTenbHyl, a mMopenu
BbIXOAHbIX CUIHanNoB CUCTEMbI OYAYT MEHSITbCS, YTO NPUBOAUT K BO3MOXHbBIM Bapuauusm MOSHCOB UX
nepefatoyHbIX YHKUMA M norpewHocten oueHmBaHna ®YUX mn AYX, B yacTHOCTW, Npu peanusauum
MeToda Ha OCHOBe NapHbIX MepexodHbix npoueccoB [1]. B kayecTBe Takoro npvmepa MOXET CIyXWUTb
aKkcenepoMeTp JIMHEWHbIX YCKOpPEHWW, paboTalwmx B [uana3oHe YCKOpeHun (neperpysok) c
HanoXeHneM 3Ha4MTeNbHbIX BUOpaLmn.

MepenaToyHasa yHKUMA cUCTEMbI 2-TO Nopsigka, ONUCbIBAETCS CrneayowmM ypaBHeHnem [2]:

gy 4+ Dir4 oy = =) (),

rae  x(t),¥(t) - BXOAHOM M BBLIXOOHOW CWrHaMbl CUCTEMbI; ™— WHEPLMOHHAs Macca cucTembl; I —
KO3(PDULIMEHT AEMMNMUPOBAHUA CUCTEMbI; M — XKECTKOCTb MOABECOB CUMCTEMbl, MOXHO MPEACTaBUThL B
Buae

WS) = (52 + Zean 5+ wd)™ ),

roe £ = D/{2ux,) — cTEeNeHb YCNOKOEHNSA CUCTEMbI; iy = +f £/t~ COBCTBEHHAs YacToTa CUCTEMbI.
Montockl nepegaTovyHON PYHKLUM MOXHO HaWTU U3 ypaBHEHUSA:

ST 2eapsi 4w =10

peLuast ero OTHOCUTENbHO &

S1p = —cag o efwl —wi = wp(—e+ VeI —13 3),

Mpun e = 1nontocbl &; U S;— KOMMNMNEKCHbIE YNCNa, U cucTeMa — konebaTenbHas.

Mpu e = lnontockl &; U S;—0ENCTBUTENBHbIE YMCNA, U CUCTEMA — anepuoanyecKkas.

— CpaBHUTb 3TW CUCTEMbI MO BbIXOAHLIM CUrHanam, SBMASOWUMCS peakuuen Ha MMMyIbCHOe
BXOZIHOE BO3EeNCTBME.

— NMpoaHanuanpoBaTb pacyeTHbIE JaHHblEe Ha NpeaMeT M3MeHeHUsa noBefeHus cucremol. Cnegyet
YYNTbIBaTb, YTO NPU MU3MEHEHUM CTEMNEHU YCMOKOEHUS CUCTEMbl 3a CYET pasnU4YHbiX ()akTopoB B
obnactn, 6nNM3KoM K KPUTUYECKON, MOXET N3MEHUTBLCS NMOBEAEHNE CUCTEMBI, @ 3HAYUT, MOTYT U3MEHUTBHCSA
Nonkchl NepeaaTtoyHon yHKLUK.

Takum obpas3om, OMHAMUYECKME XapaKTEPUCTUKU CUCTEM MpeacTaBnstoT coOOM OyHKUMM He
TOMbKO YacToT, BO3AENCTBYIOLLMX CUTHANOB UMM UX COCTaBMSAIOLNX, HO U YCITIOBUA NPUMEHEHNS CUCTEM,
YTO MNPUBOOUT KaK K KONIMYECTBEHHbLIM, TaK U KAYECTBEHHbIM WM3MEHEHUSIM BPEMEHHbLIX WU 4aCTOTHbIX
Xapaktepuctuk cucteM. [Ons  TOro, 4tobbl Y4ecTb KONMMYECTBEHHblE W3MEHEHWUs cnegyet
BOCMOMb30BaTbCA M3BECTHBIMU CTAaTUCTUYECKUMWN NMPUEMaMM OLEHMBAHUS MOrPELLHOCTEN XapaKTEePUCTUK
CUCTEM, BbI3BAHHbIX BIMSAOWMMW  BENUYMHaAMK, WK onpefenas Habop XapakTepucTuk  Ansi
PMKCMPOBaHHbLIX MHTEPBANOB BANSAIOLNX BEMNYMH.

CnucoK Ncnonb3oBaHHbIX UCTOYHUKOB:

120



56-5 Hay4yHas KoHgeperyus Acnupanmos, MazucmpaHmos u CmydeHmos bI'YUP, MuHck,
2020

1. bBonkos WN.B., KpuynuH H.M. MeTtoabl ngeHtudukaumm amHammyeckux cuctem // MNporpammHble CUCTEMbI: Teopus n
npunoxenus. 2014. T. 5. Ne 5- 2(23). C. 79— 96.

2. lapbkuHa U.A., daHunose A.M., Tiokanoe [.E. CrioxHble cucmembl: udeHmugbukayusi OUHaMUYeCKUX Xapakmepucmuk,
8o3myuieHul u nomex // CospemeHHbie npobrembl Hayku u obpasosaHus. 2015. Ne 1. Y. 1. C. 88.

121



56-5 Hay4yHas KoHgeperyus Acnupanmos, MazucmpaHmos u CmydeHmos bI'YUP, MuHck,
2020

BE3OMACHOCTb U KOHOUAEHLUUAJIBHOCTb B CETAX 4G/LTE

EensHkos /. A.

Bernopycckuli 2ocydapcmeeHHbIl yHUsepcumem UuHgopmamuku U paduod/1eKmpOoHUKU
2. Munck, Pecnybnuka benapyck

Lleemkoe B. O. — 0. m. H., doyeHm

B pabote paccmoTtpeHa GecnpoBogHas TexHomnorus 4G/LTE u npobnembl, cBsidaHHble ¢ obecneyeHvem ee GesonacHoOCTU U
KOHMAEHUMANbLHOCTH.

3a nocrnegHue HeCKONbKo AecATUNETUn MOBWUNbHbIE CUCTEMbl CTanu He3aMEHUMbIMW AN
BbINOMHEHNsT NOoNb3oBaTeENAMU CBOMX MOBCEOHEBHbIX 3adad. OTO MpuBeno K ObiICTpOMy pasBUTUIO
OecnpoBogHbIX TexHomnormh Takmx kak 2G, 3G, 4G n 5G ana mobunbHbiXx ceTen. becnpoBogHas
TexHonora 4G GObina usobpeteHa ANs ynydleHWs KadecTBa LUMPOKOMOSIOCHOW CBA3N M obecneveHusi
BO3MOXHOCTW MCNOMNb30BaHUS MyNbTUMEANAHBIX MPOrpamMm.

CyLLecTBYOT MHOXECTBO TEXHOJTOTMYECKUX AOCTMKEHUI, KOTOopble obecneyvmBaloT 6ecnpoBOaHbIE
cetn 4G/LTE no cpaBHeHuio c Oonee paHHUMU TexHonornsmu. Bo-nepBbix, MOOWNbHbIE CUCTEMDI
4G/LTE otnu4uHo paboTtatoT, mcnonb3yss mogenb TCP/IP. 3To cakTuueckm cHmXaeT (UHAHCOBbIE U
BblYMCMUTENbHbIE 3aTpaTthbl, KOrga MopTaTUBHbIE YCTPOWCTBA MOTYT MOAKMYATLCA K WMHTEPHETY C
ncnonb3oBaHUEM MHTepHeT-npoTokona (IP) 6e3 kakMx-nMbo orpaHuYeHnn Ansa paHee 3akpbITbiX COTOBbIX
KOoHGurypaumi. Tem He MmeHee, Gnarogaps LWMPOKOMY pasHoobpasnio MPOTOKOMOB CBSA3W, BKIHOYEHHbIX B
mogenb TCP/IP, 6ecnpoBoaHble cetn 4G/LTE crankuBatoTca ¢ MHOXeCTBOM npobnem 6e3onacHoCcTv u
KOH(MAEHLMANBHOCTH.

KnioueBble npobnembl ans obecneveHuns 6HesonacHoctu BecnpoBogHbix ceten 4G/LTE moxHO
0606WMTb B Tpex acnektax. Bo-nepBbix, MOOWMbHbIE YCTPOWCTBA MOryT BbIXOoauTb B WHTepHeT wu3
noboro Mecta u NO3TOMY YA3BMMbI Af1S B3fIOMa pasfnyHbIMW NPOABUHYTLIMU NMOCTOSIHHBIMUK Yrpo3amu
(APT). Bo-BTOpbIX, XOTs MOOWNbHbIE cuUCTEMbl Ha 6Gase IP perynspHo OOHOBMSIOTCA C MOMOLLBHO
Kpuntorpacgunyeckux MexaHM3MoB U MEXaHN3MOB 6E30MacHOCTH, 3TO BIIUSAET Ha UX NPOM3BOAMTENBHOCTb
M NPOMYCKHYIO cnocobHOoCTb 00paboTkm Tpaduka, 4To TpebyeT GesonacHbIX U OGHOBMNEHHLIX CTaHO4APTOB
N apxuTekTyp GecnpoBogHom cBs3n. W TpeTbe, XOTA NPOM3BOAMTENWN BbIMYCKAOT HOBbIE MOKOEHUS
TexHonormn 4G/LTE, oHM He perynapHo paspabaTbiBalOT HOBble CTaHA4apTbl ANS  CMSr4eHus
yS3BMMOCTEN 1 CAEPXUBaHUSA pocTa kubep-yrpos.

MexgyHapogHbin  coto3  amektpocBssn  (ITU)  o6bssun  MexayHapogHbll  cTaHgapT
yCOBEpLUEHCTBOBaHHOW noaBwkHOM anektpocsasn (IMT-Advanced) ans GecnpoBogHbix ceten 4G.
BecnpoBogHas TexHonorusa 4G BkoyaeT criegyrolme KpuTepun: BbICOKas CKOPOCTb Nepefaydv OaHHbIX,
koTopas coctasndet 100 M6ut/c ans MobunbHbIX YCTPOMUCTB 1 1 [BUT/C ANS KOMMNBIOTEPHbIX YCTPONCTB,
BbICOKOE KayecTBo obcnyxuBaHus (QoS) n Bbicokas CKOPOCTb paboTbl CETU U ee NOKpbITUE.

Apxutektypa LTE BkntoyaeT B ceba Mogynu, Heobxo4mmble ANS YCTAHOBKM CETEBbIX NPOTOKOMOB
mMexay 6a30BbIMM CTAHUMAMM U MOOUIbHBIMU cucTeMamMu. ApXUTekTypa BKroYaeT B cebs Tpyu mogyns:
nonb3oBaTtenbckoe obopynosaHve (UE), yHuBepcanbHasi HazemHasi ceTb pagumopoctyna (E-UTRAN) un
ynydqweHHoe naketHoe sppo (EPC). O6opygoBaHue nonb3oBaTensi, Hanpumep, HOYTOYKU Wnuv
CMapTdOoHbl, MOTyT nogkntoyaTtbcs k OecnpoBogHon ceTu yepes3 passutbin y3en NodeB (eNodeB),
ucnonb3ysa 6asosble ctaHumn E-UTRAN. ENodeB ucnonb3yet HekoTopble CeTEBbLIE MPOTOKOSMbI AOCTYNA
ansa obmeHa coobweHmamm ¢ UE. E-UTRAN cesisbiBaeTcst ¢ EPC, koTopbii ABnsieTcst MHPacTPyKTypon
Ha ocHoBe IP, B To Bpems kak EPC cBa3biBaeTCsa ¢ NnocTaBLMKOM NnpoBogHou IP-ceTn.

KoHTponb 6e3onacHoctn 4G/LTE. YpoBHu abcTpakummn BcTaensawTcs B apxuTtektypy 4G/LTE B
BUAE YHUKanbHbIX uaeHTudukatoposB (ID) gna cmaptdoHoB (T. €. UE). BpemeHHbIi yHMKambHbIN
noeHtTudmkatop ucnonedyetca Ha SIM-kapTe [na nNpefoTBpaLLEHUs KpaXu WAEHTUMKATOPOB
3roymbIlNeHHMKamMn.  OpyrMm MeTogoMm  ynydwenuss 6GesonacHoctn 4G saBnsetca  pobasneHue
3awmuieHHoro BblgeneHns mexagy UE u MME. Xota ans GecnpoBogHou TexHomnorun 4G/LTE
MCMNOMb3yeTCsl HECKONbKO 3M1EMEHTOB YrnpaBneHust 0e30MmacHOCTblo, €e [AM3alH, OCHOBAHHLIN Ha
apxXuTeKType C OTKpbITbIM IP-agpecom, M mM3owpeHHOCTL xakepoB APT 3aTpygHsioT 6e3onacHocTb U
KOHpunaeHumanbHocTb cuctem 4G/LTE.

Ons obecneyeHns 6e30MacHOCTM  MOOMMbHBIX YCTPOWCTB, WCMOMb3yloWwmMx 6GecnpoBogHble
TexHonormm 4G/LTE, gomkHa ObiTb o6ecneyeHa 3awmrta coeanHenmn mexay UE n MME, a Takke mexagy
aneMeHTaMn MpPOBOAHbIX CeTe W MOOWMbHbIMM CTaHUMAMMW. YOOBMETBOPEHUS 3TUX TpeboBaHum
fesonacHocTn 4G/LTE moxHO pobutbca  nyTem p[oGaBneHust pacLUMpPEHHON Wepapxumn  Kroyew,
ONUTENbHOW  ayTeHTU(MKauMm U cornacoBaHuUs  KN4Yen un OONONHUTENbHOM  ©Ge3onacHoCTH
B3aUMOOEWNCTBUS ANs CeTEeBbIX 3NeMeHTOB. TpeboBaHuA nogpasgenstoTcd Ha KhwyeBble OMokM u
CkBO3HYI 6e3onacHocTb LTE.

KnioueBble 6roku BknoYyaloT B cebs cneayowmne anemeHTsb [1]:
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- Kniou 6esonacHoctn u nepapxun. LTE umeeT naTb KMAOYEBBLIX CTpaTernin, UCNonb3yeMblX Ang
coeanHenmn EPS u E-UTRAN. Knioun oObsBRalTCA crieayowmMm obpasoM: KIuuM WndpoBaHus u
uenoctHoctv KANS uncnonb3ytoTes anga sawutbl Tpaduka 6e3 goctyna (NAS) mexgy UE n MME,
wngpposaHne KUP wucnonb3yetca and wudgpoBaHua Tpaduka mexgy UE m eNodeB un knoun
wmndpoBaHms n uenoctHoct KPRC vcnonb3yloTcs Ang 3awuTbl ynpaenenusa paguopecypcamm (RRC)
mexay UE n eNodeB.

- KntoueBon meHepKMeHT. YnpaeneHue krnovamu LTE BkntovaeT B cebst Tpy pyHKUMK: co3aaHme,
pacnpocTpaHeHne W reHepaumst knwoden. BaxkHo, 4ToOblI ©ecnpoBogHas TexHonorusa 4G/LTE wmena
MeXaHM3Mbl YNpaBreHUs Kniovamu, KOTOpble MpeaoTBpaLLaloT Kpaxy Krto4ver, MOCKONbKY MOBunbHble
YCTPOWCTBA C WH(PpacTpykTypo Ha ocHoBe |IP Mmoryt 4acto nony4daTb [JOCTyn K pasfuyHbiM
©ecnpoBOaHbLIM CETAM.

- AyTteHTucpukauus, wundpoBaHue M 3awmrta uenoctHoctu. LTE 3aBucuT OT MCMonb3oBaHuA
perynsapHoro oGHOBMNEHMst npouecca ayTeHTuduKkaumm nytem obmeHa nOopsiAKOBbIMU HOMepamu B
Ccoo0LEeHNAX MexaHu3MoB LwundpoBaHud. [Npotokon IPsec m TyHHenu Takke WCNONb3yTCA Ans
obecneyeHns KOHMAOEHUNANbHOCTM AaHHbIX MONb3oBaTenen npu nepefadve Tpaduka mexagy ysnamu
LTE.

- YHuKkanoHble wnaeHtudukatopbl nonb3oBatenen. LTE umeeT Heckonbko MexaHWU3MOB
naeHTudumkaTopos nonb3oBaTenen, KoTopble MeLlarT 3M0YMbILLMIEHHMKAM n3yyaTb
NOEHTUMVKALNOHHBIE OaHHbIE MOOWMbHBIX Monb3oBaTenen. MexaHu3aMbl ngeHTUMKaTopoB cogepxar
cnepywowee: MexagyHapoaHbli ngeHtudmkatop mobunsHoro obopygosarusa (IMEI), koTopbii sBnaetcs
NMOCTOSAHHBLIM YHUKANbHbIM WOEHTU(MKATOPOM AN Kaxagonm mobunbHow ctaHumu, M-TMSI, koTopbin
ABNSETCA BPeMeHHbIM wuaeHTudmkatopom, koTopbin onpegensetr UE BHytpu MME, n BpemeHHbIn
nageHtudukatop cotoson pagmocetn (C-RNTI), KOTOpbIN €BNAETCA YHUKaNbHbIM W BPEMEHHbLIM
naeHtudukartopom UE.

KomnnekcHasa 6e3onacHocTb LTE BkntovaeT B ceba crniegyowime anemenTsl [2]:

- CornaweHue o6 ayteHTudumkaumm mn knode (AKA). OcHoBoin 6esonacHoctn LTE gaBnsetcs
ayteHTudmkauma UE n GecnpoBogHbix ceTer. IToO MOXET OblTb AOCTUTHYTO C Mcnonb3oBaHuem AKA
npouecca, KOTOpbIA yTBepxdaeT, 4To obcnyxuBawwas CceTb ayTeHTUUUUPYEeT  fIMYHOCTb
nonb3oBatens, a UE ceptuduumpyet ceteByto nognucb. AKA cosgaeT KnwouM WngpoBaHus U
LLeNIOCTHOCTU, MPUMEHSIEMbIE ANt CO34aHNSA PasfMYHbIX CEaHCOBbIX KITHOYEN.

- KoHhmaeHumanbHOCTb M LIENOCTHOCTb curHanusaumn. besonacHocTb MOCKOCTEN ynpaBreHus
ceTeBbIM AOCTYNOM AocTuraetcs, koraa curHanuaaums yposHs RCC n NAS sawundpoBaHa v 3awmiuieHa
LeNnoCcTHOCTb. 3awuTa wndpoBaHns 1 LenoctHocTn curHanm3daumm LTE RRC BbinonHseTcs Ha ypoBHe
NpOTOKOMNa KOHBepreHumn nakeTHoix AaHHbix (PDCP), torga kak ypoBeHb NAS obecneunBaeTt 3awmry
nytem wndposaHus curHanu3aumm ypoBHa NAS. OTa 3awmTta He MoOXeT ObiTb YHUKanbHbIM 0Bpa3om
BbINONHEHa An1a kaxaoro coegmHeHusa UE, HO OHa BbINOMHSETCS Yepe3 JOBEPEHHbIE COEQUHEHNST MEXAY
AGW u eNodeB.

- KoHdmpaeHumnaneHocTe nnockocTu none3oBaTtens. LTE umeeT dyHkuuto GesonacHocTn ans
NMNOCKOCTU nonb3oBaTens nocpeacTBOM LMpoBaHua daHHblXx / ronoca mexay UE n eNodeB.
LndpoBaHue BbINOMNHSAETCHA Ha ypoBHe IP ¢ ncnonb3oBaHnem OoCHOBaHHbIX Ha IPsec TyHHenen mexay
AGW un eNodeB, Ho u3-3a coobpaxeHuii NPOU3BOAUTENBHOCTU U 3PDEKTUBHOCTM 3alumTa OT
NPOHMKHOBEHMS Ha YPOBHE Nonb3oBaTensa He obecneynBaeTcs.

Kpome Bcero npo4ero 6ecnpoBopHas TexHonorus 4G/LTE ctankuBaeTcs ¢ pasnuMyHbiMU TUNamm
knbepartak, KOTOpble MOryT MOBMAWUSATb Ha LENOCTHOCTb, KOHUAEHUNANbHOCTb, OOCTYMHOCTb U
ayTeHTUMUKALMIO: aTakM NPOTUB KOHMAEHLMANbHOCTU AaHHBIX MOBUMBHBLIX NOMNb30BaTENEN NMbITATCA
packpbiTb KOHMAEHUMAmNbHbIE AaHHble /| MynbTMMeAMa Morb30BaTenen; atakm NpoTMB LIENOCTHOCTU
NbITATCA U3MEHUTb OOMEH AaHHbIMKM Mexay Touykamu goctyna 4G m MOOUNbHLIMK MOMNb30BaATENSAMM.
MexaHuambl ayTeHTUUKALUUM U  COXPaAHEHMST KOHMUAEHUMANBHOCTU C  X3LW-DYHKUUAMN  LLIMPOKO
ucnonb3ytlotcs  Ana  3awutel GecnpoBogHbiXx ceTe 4G OT artak LEenoCTHOCTW; aTakM npoTuB
ayTeHTMdMKaLUM NbITATCA HApYLWUTb NPOLLECC ayTEHTUMUKALMN KITUMEHT-CEPBEP U/ CEPBEP-KIUEHT;
aTaku Ha LOCTYNHOCTb MbITATCA caenatb HELOCTYMNHbLIMU Takue CnyxoObl, kak cnyxba MapLupyTusaumm
AaHHbIX. [Na 3awuTbl OT 3TMX aTak 0ObIYHO MCMNONb3yrTCA OpaHaMayapbl M CUCTEMbI ODHapyXeHUs
BTOP)KEHUI.

HecmoTpsi Ha O0MbLIOE KONMMYECTBO HAy4YHO-TEXHUYECKUX MUCCriefoBaHui U pa3paboTok, KoTopble
OblnM npoBedeHbl nsi obecnedeHnst GesonacHocTu GecnpoBogHbix cete 4G / LTE, cywectByet
HECKONbKO MNpobnem, KOTOpble AOIMKHbI ObiTb B LEHTPE BHMMaHus uccrnegoBaTenen, a WMMEHHO:
pa3paboTka rmbkon u macwrabupyemon apxutektypbl 4G/LTE, koTopas MOXeT pewaTb npobnemsbl
0e30nacHOCTU, TaK KaK CyLeCTBYET MHOXECTBO YCTPOMCTB U CUCTEM, KOTOpble OObIMHO CBSI3aHbl C
cetamm 4G, 4TO NPUBOAUT K YA3BMMOCTAM W naserikam B ceTsax; obHapyxeHue DoS-aTak, KoTopble
nbiTaloTCA HapywuTb GecnpoBoaHble ceTn 4G, MOCKOSMbKY Xakepbl 4acTO CO3L4altT HOBbIE CIOXHbIE
BapuaHTbl npotnB eNodeB, UE wn npepbiBUCTbIX cniyx® nprvema; OTCReXuBaHWE MECTOMNONOXEHUS
03HauvaeT oTcnexusanue npucytctems UE B onpeaeneHHom S4enke; CyLLeCTBYHOT TEXHUYeCKMe npobenbl
B BONpocax MacLutabupyemoctn cetn, 6e30nacHOCTU U KOH(PUAEHLMANbHOCTU C NoMoLLblo SDN.
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MOOYNATOP MAXA-LIEHOEPA

bywuno B.H.

Benopycckuii 2ocydapcmeennulii ynueepcumem uH@opmMamuxu u paouodiekmpoHuKu
2. Munck, Pecnyonuxa Benapyco

Tapuenxo H.B. — kano. mexu. HayK

CoBpeMeHHbIe BEICOKOCKOPOCTHBIE CHCTEMBI Iepe/iadi CHTHAIOB 110 ONTHYECKUM BOJIOKHAM OCHOBAHBI HAa IIPUMEHEHUH CHEKTPAILHOTO Pa3IeeHs
KkaHajoB — TexxHonorun DWDM. B nponiecce npoeKTUpoBaHUsI JaHHBIX CHCTEM HEOOXOAUMO BEIOPATh ONTHMAIBHBIA METO MORYISIHY. OCHOBHBIM
3]IeMEHTOM (DOPMHUPOBAHHUS BBICOKOCKOPOCTHBIX CHIHAJIOB SIBJISICTCS BHEIIHHMI ONTHYECKUH MojyssTop. OIZHMM M3 BapHaHTOB HCIIOJIHEHUS
BHEIIHET0 MOYJIITOPA SIBIAETCS 3IEKTpoonTHIecKkuil Mmoxynsatop Maxa-Llenaepa.

OnexTpoonTudeckuii MoxyiaTop Maxa-llennepa npenHasHadeH Ui MOIYJSIIMM HM3JIYYSHHS MOIIHOTO
omnTudeckoro yasepa. CTpyKTypHas cxXeMa NaHHOTO MOAYJIATOpa INpeACTaBIeHa Ha pucyHke 1. HempepsiBHoe
n3IydeHue nazepa Eo Y-pasBerBuTeneM HampaBiseTcs IO IABYM KaHajdaMm (Iuiedam uHTepdepometpa). [amee B
KOKIOM U3 KaHaoB Y1 M Yz HEHPEPHIBHOE CBETOBOEC HM3IYYCHHE IoNajnaeT B (ha3oBbIe MOIYJSATOPHI, KOTOPHIC
HO3BOJIIIOT M3MEHSATH II0Ka3aTelb MPEJIOMIICHHS BOJHOBOA NPOMOPIHOHaiIbHO HanpspkeHuio Us n U, Ha Beixone
CIBHHYTbIC IO (ha3e CHTHAIIBI CKIABIBAIOTCS B IIpollecce HHTEp(hepeHINH, moydast Equt.

Pucynok 1 — Cxema monynstopa Maxa-Llennepa
BrrxonHoe 3HaueHUe Eoyt IpUHIMAET eIy omuii BUI;
E , . .
E - 7o(em(t) n elﬁpz(t)), (1)

rae Eo — BxoaHoe ontuueckoe uznyuenue; ¢p1(t) u ¢2(t) — casuru das B BepxueM Y1 v HIKHEM Y2 MJI€9ax.
dopmupoBaHue (a3oBOro CABHUIa CBI3AHO C M3MEHEHUEM YITPABIIAIOIIETO HATIPSHKEHMS

out

U, (t U, (t
¢, (1) =—\j(1)n, ¢, (1) =—\§‘2)n. @

CymiecTByeT aBa pexxuma paboTel Moayistopa Maxa-Ilenaepa. B pexume “push-push” B oGoux mieuax
MoyIsiTopa GopMuUpyetcst oanHakoBbii (azoeiii casur ¢(t) = ¢p1(t) = ¢o(t) (manpumep, npu Ui(t) = Uo(t) = U(t) u
Vi = Va2 = Vy), 9TO TO3BOIISET OCYIIECTRIAT (PA30BYI0 MOMYIAIMIO. [Ipy 9TOM aMIUTMTY/Ia BXOMHOTO CHTHAA He
u3mensieTcs. B pexume “push-pull” oboux mmeyax GpopmMupyeTcs OMHHAKOBBIH 10 BEIMYUHE, HO PA3HBIH MO 3HAKY
(azoseiii caBur ¢1(t) = —b2(t) (mampumep, mpu Ui (t) = —Uz(t) = U)/2 u Vi = Vi = V;), YTO NPUBOIUT K YUCTON
AMIUTUTYAHOM MOJTyIISIINH.

Takum obpazom, MoayssiTop Maxa-llennepa mo3BOJISET OCYMIECTBIATh Kak (ha30BYIO, TaK U aMILUIUTYIHYIO
MOJYJISIIIAIO, YTO TIIO3BOJISIET HCIIOJB30BATh €r0 B KAadeCTBE YHHMBEPCAIHHOTO 0a30BOTO 3JIEMEHTa B CXeMax
(opMupoBaHU Pa3IMYHBIX (POPMATOB MOIYJISALMH B COBPEMEHHBIX BBICOKOCKOPOCTHBIX ONTHYECKHX CHUCTEMax
nepeaay.

CHHCOK HCIO0Jb30BAHHBIX HCTOYHHKOB:

1. High-order modulation for optical fiber transmission / Dr. Matthias Seimetz // Springer, 2009. — 247 c.
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cnocobbl HECAHKLUMOHUPOBAHHOIO OCTYNA B BOJIOKOHHO-
OMNTUYECKUX JIMHUAX NMEPEOAYU

Lydak M.H.

Benopycckuli 2ocydapcmeeHHbil yHU8epcumem uHopMamuku U paduoaneKmpOoHUKU
2. MuHck, Pecniybrniuka benapych

Ypsidos B.H. — K.m.H., doueHm

[onroe Bpemsi cyMTanock, YTO BOJIOKOHHO-OMTUYECKMe nuHUM nepegayn (BOJIM) obnapatoT makcumanbHOW 3allMLLEHHOCTBIO 1
CKPbITHOCTBIO MHOPMaLMK, HO COBPEMEHHbIE MCCIEAOBaHUSI MoKasanu, YTo eCTb MHOXECTBO CMOCOOOB Ans Cbema a3epHoro
M3My4yeHUss C OMTUYECKMX NVHWIA, WM [oKasanu, 4YTO CylecTByeT MoTeHuuanbHas yrposa HapylleHWs KOHuAeHUManbHOCTK
nepegasaemoin nHgpopmaumm no BOJIM.

B cBete OypHoro passutus BOJII1 Ha maructpanbHbIX, FOPOACKMX, KOPMOPaTUBHbIX U
BHYTPUY3MNOBLIX CeTAX Bce 6bonblue yaenseTcd BHMMaHWs BOMNpocaMm 3awuTbl vHpopmauuun. [log
3alWmMTONn  UH(opMaLMM MNOHMMAETCH  KOMMIEKC OPraHM3auuMOHHbIX W TEXHUYECKUX Mep Mo
npegoTepaLLeHunto yrpo3 nHgpopmaumoHHo 6e3onacHOCTN U yCTpaHeHuio ux nocneacteun. MNMpu 3awmte
nHdopmaumm B BOCIT MOXHO BblAenuTb 3aWwmTy MHpopMauum OT paclundpoBKM 1 3aLUTy ONTUYECKOrOo
curHana oT (pmM3n4ecKoro CHATUS.

B nepsom criyyae ncnonb3yloTca Kak Kpuntorpaduyecke MeToAbl, Tak U 3awmuta OnTUYECKoro
curHana ot gewmndpoBKN Ha PU3NYECKOM YPOBHE (KOrepeHTHble, NMONApM3aUnoHHbIe U CNeKTpanbHble
meTodbl nepegayn uHdopmaumm B BOCIT). Bo BTOpOM criydyae npovcxoauT 3awuta OnTUYECKOro
curHana ot cHaTus nnbo nyTeMm ero oTBOAa C BOMOKOHHbIX CBETOBOAOB OMTMYECKOro TpakTta, nnbo xe
nyTem MomnbITOK OTBOAA M COOTBETCTBEHHO MpecedYeHns 3TUX MONbITOK. [MOCKoNbKy OTBOA MOLUHOCTM C
kabens MOXHO opraHu3oBaTb pasHblIMM MeTogamu, TO W CNocobOB OCYLIECTBIEHUS CHATUSA
WHpopmMaLmm, HecaHKUMoHUpoBaHHoro goctyna (HC[) cywecTByeT HECKObKO.

CyuwecTByeT Tpu cnocoba ocywectenernms HC:

- paspbIBHOM cnocob;

- 6e3pa3spbIBHbIN 6€3 NPYHYAUTENBHOrO OTBOAA MOLLHOCTY;

- 6e3paspbIBHbIN C NPUHYAUTENBHBIM OTBOAOM MOLLHOCTH.

B paspbiBHOM crnocobe annapaTtypa 3MoyMbllUfeHHMKa, 0TBOAALWAs MOLUHOCTb C ONTOBOJSIOKHA
(NpvemHKK nepexsaTa), BHeOPSETCA B HAMEPEHHO CO34aHHbIN pa3pblB ONTUYECKOro kabens, ¢ KOToporo
OCYLLECTBAETCH CbeM UHpopmaunn. [Ing ocyLeCcTBEHNss CbeMa ONTUYECKOM MOLLHOCTU BOFIOKOHHO-
onTuyeckmn kabenb nopBepraeTcs paspbiBy. 3aTeM C NMOMOLLbIO CBApKM €ro KOHLbl COEAMHSATCA C
BOMOKOHHO-OMNTUYECKMM pa3BeTBUTENEM, KOTOPbIN TakuM 06pa3oM OkasblBaeTCs BKIHOYEHHBIM B pasphbIB.
XoTa atoT cnocob n nossonseT adpdekTnBHO ocywecTenATb HCL, peanusaumsa ero conpsikeHa ¢ psaoM
TpyaHocTen. PaboTbl NMo paspbiBy BOSIOKHA W CBapke €ro KOHLOB C pa3BeTBUTENEM OYEHb CHOXHO
BbINOMHMTb B KpaTyaniimne Cpoku, Aa u cam paspbiB kKabens He oCcTaHeTCs He 3aMeYeHHbIM.

Bbicokuii  ypoBeHb 3awuTbl B OaHHOM Cfy4ae MOXHO MOfy4ynMTb NpW  MCMOMb30BaHMK
cneumann3vMpoBaHHbIX ONTUYECKMX kabemnen, KOTOpble CMPOEKTUPOBaHbl TakMM o6pasom, 4TO pesko
YCINOXHSAET TEXHOSOMI0 CbeMa AaHHbIX C BOJTIOKOH M MO3BONIAET (PMKCUPOBATL BHELLHME BO3AENCTBUA (C
MOMOLLIbIO 3MIEKTPOMAarHMTHOrO MO, ra3a, 3akayeHHoro B AaHHbIN kabenb 1 T.4.).

OTnnyHble pesynbTaTbl AaeT pednekToMeTpuyeckun aHanv3 nuHWKM, Npu KoTopom nioboe
BMellaTenbCTBO B kabenb, MOsiBlieHWE B HEM CBapHbIX COEAMHEHWW, BCTAaBOK W T.A., Bbl3biBaeT
HEOAHOPOAHOCTM.

Takmm obpaszom, HCL, BbLINOMHEHHbLIN TakMM CNOcobOM, MOXeT ObITb [OCTAaTOYHO JErko
OBHapyXeH U MPOKOHTPOMMPOBaH C MOMOLLbLIO annapaTypbl onTv4eckon pednekrometrpumn. Metogp,
nossonswwme obHapyxutb Takoh metog Takowm HCL, wnsBecTHbl M 3ddeKkTMBHbL. BeposaTHOCTb
NPMMEHEHNS Takoro MeToda npu BeposiTHon ucnone3osaHnn HCO mana.

Bo BTOpom crnocobe Ans cbema MHGOpPMauuM MUCNONb3yeTCa W3fnyvyeHne, BO3HMKaLee
ecTecTBeHHbIM 00pa3om B pe3yrnbTaTe paccesHus cBeTa Ha MydTax, CoeanHUTENsX, yCTPoOUCTBax BBOAA
1 BbIBOJA OMTUYECKOW MOLLHOCTHU, a TaKkke Ha caMOM ONTUYECKOM BOSTOKHe. Bce aTu ycTpoicTBa BHOCAT
B NIMHUIO JoNonHUTENbHbIE noTepu. OnTu4yeckas MOLHOCTb, TepseMas Ha HUX, YaCTUYHO M3ny4yaeTcs C
HUX B OKpyxawowyo cpegy. MOWHOCTb 3TUX BbITEKAOWNX MOL U3NydYeHUs npuMmeHseTcs Ans
ocywectsrneHns HC[I, npumeHsis npu 3TOM pasnunyHble cucTembl cOOpa MOLLHOCTW, 4alle BCero
NH30BbLIE.

Bonblwoe AOCTOMHCTBO OaHHOrO crnocoba B TOM, YTO 3@ CYET WUCMOMb30BaHWUS W3MNy4YeHwus,
KOTOpOe CyllecTByeT He3aBuMcMMO OT Toro ectb HC[L wnm HeT, ero npakTU4ecku HEeBO3MOXHO
MPOKOHTPONMPOBAaTbL CUCTEMaMW MOHUTOPUHIa COCTOAHUA NNMHWUM. [laHHbIA  pexum nossonseT
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opraHmsoBaTb pexum «npospadHoctm» HC[L, korga BOCI1 «He 3ame4daeT» oTbop onNTUYECKOro curHana.

PednekromeTpuyeckne cUCTEMbI HE NMOKAXYT KakUX-ITMOO M3MEHEHUIN N HEOOHOPOAHOCTEN B BOFTOKOHHO-
ONTMYECKOM TpakTe, MOTOMY YTO MX HET, @ CUCTEMBbI HE OBHapyKaT AOMOSNHUTENbHbLIX NOTEPb.

OpHako 6Gopbba npoTMB cbema MHOpPMauUUM B [aHHOM Criydae 4BMsieTcs [OCTaToYHO
a(phekTMBHON M [JOBOMBHO MPOCTOM. YUCNO Yy4acTKOB BO3HWKHOBEHWUS BblTEKAKOLWEro W3nyvyeHus
M3BECTHO U OrPaHMYEHO, YTO M MO3BONSIET OPraHM3oBaTb Ha HUX MOCTOSHHYKO OXpaHy U HabniogeHwe,
nnbo NpUMeHATb kakne-nnbo apyrme opraHM3aunoHHO-TEXHUYECKNE MEPONPUSTHUS.

CoeamHuTenbHble YCTPOWUCTBA U CaMW BONTOKOHHbIE CBETOBOAbI NOCTOSAHHO COBEPLUEHCTBYIOTCS,
CHMWXAlOTCH NoTepu B CaMOM BOJIOKHE, CrefoBaTeNlbHO, YMEHbLUAeTCs MOLUHOCTb paccenBaemoro
nsny4veHnsi. MoLWwHoOCTH, KOTOPbIE TEPAIOTCH B KaKnX-nNnbo ToUKax, yKe OKasbiBaloTCH He4OCTaToOuHbIe A4S
paboTtbl npuemHuka HCL, n npuxoautca opraHM3oBbIBaTb €e COOp C JOBOMBbHO MPOTSHKEHHOMO yyacTka
kabens.

Moatomy opraHusaumsa HCL atum cnocobom mManoBeposiTHa, NOCKOMNbKY Mepbl MPOTUBOAENCTBUS
AnNsi 3TOro cny4vas XopoLo U3BECTHbI U 0TpaboTaHbI.

B TpetbeM cnocobe nbiTalTca OOOUTLCA M3MEHEHWSI ero OMTUYECKUX CBOWCTB MyTEM KaKoro-
nmbo BO3OEVCTBUS Ha BOMOKOHHbI CBETOBOA, YTO M MPUBOAMT K BbIBOAY YacTW W3Ny4YeHUs w3
cBeToBoAA.

Ecnu Tom MOLWHOCTK, KOTOpasi M3nyyaeTcs C BOSIOKHA Ha kakoM-nubo ydacTke, Ooka3biBaeTcs
HegocTaToyHo Ans opraHusaumm HCL, To Hago caenaTtb Tak, YTOObl MOLLHOCTM Ha 3TOM Yy4yacTke
nsnyyanocs 6onbLue.

UToObl OCyLLEeCTBUTL OTBOA, ONTUYECKOro MHAOPMALMOHHOIO curHana ¢ kabens Ha kakom-nubo
yy4acTke, WUCMNomnb3yeTcs IokanbHOe BO3OENCTBME Ha €ro BOMNOKOHHble cBeToBOAbl. [lpu Takom
BO3ENCTBMU U3MEHSIIOTCA MX OMNTUYECKME CBOWCTBA, YTO U MPMBOAMWT K BbiTEKaHWO curHana. MeTogbl
BO3JENCTBMS Ha BOMOKHO:

- n3rnb BOSOKHa;

- I3MEeHeHWe AuamMeTpa BOSOKHa;

- MUKPOU3rnbbl BOSOKHA;

- aKyCTnyeckoe BO3ENCTBUE Ha BOIOKHO;

- BO3e1CTBUE XMMUYECKMMU peakTuBaMU.

M3 aTnx mMeTogoB Hambonee pacnpocTpaHeHHbIM U Haubonee MHTEPECHBIM SIBNSAETCA MeTo[,
n3rnba BOMOKHA, MOTOMY YTO OH MO3BONSAET OpraHW3oBaTb HamnpaBMnEHHbI BbIBOA4 M3nydeHus. [pu
U3MEeHeHUN avameTpa CBEeTOBOAA, a TakkKe aKyCTUYECKOM WM XUMWYECKOM BO3OEVCTBUM Bblllegllee
n3ny4yeHne pacnpocTpaHseTcd No MHOTMM HanpaBfeHusaMm W TpyaHee nogpaetcsa cbopy. B cnyvae xe
nsrnba Bbllledllee U3NyYyeHue pacrnpocTpaHsaeTCd BAOMb OOHOro HanpaBreHus, NO3TOMY OHO MOXEeT
ObITb cOBpaHO Mpu NOMOLUM pasfiMYHbIX MMH30BbLIX cucTeM. BoT novemy m3rmb BoMokHa siBnAetcs
nonynsapHbIM BapuaHToM ocywecTteneHus HCA.

[ocTonHcTBOM AaHHOro mMertoda fABnseTcs Bblcokas adpekTuBHOCTb. Beab u3meHaa paguyc
n3rnba BOJIOKHA MOXHO AOOUTBLCA CHATWUSI TakmMx BENWYUH OMTMYECKOW MOLLHOCTM, NPW KOTOPbIX OyaeT
AocTaToyHo Ans nepexeaTta mHdopmaumi. OgHako «Mpo3payvHbiM» OaHHbIA MEeTOA Has3BaTb HEemb3s,
MOCKOSbKY MOLLHOCTb OTBOAWUTCA MPUHYAUTENbHO, TO W MNOAKMIOYEHME BbI3OBET CHUXKEHWE YPOBHS
MOLLIHOCTU Ha NPUEMHON CTOPOHE NUHMMK. [M03TOMYy OCHOBHbIM METOAOM OOHapyxeHus gaHHoro HCL
crnocoba £ABMSETCS KOHTPONb Hag YPOBHEM MOLLHOCTU Ha MpUeMHOW CcTopoHe. Ecnm yctpomcTtso
KOHTpoOns obHapyXmMBaeT ee CHKEHWE, TO OHO AenaeT BbiBOA O Hanmyum HCL k nuHuu.

WTtak, gaHHaa cucTema KOHTpOns XOTA M nossonsetr obHapyxuTb dakt HCL, HO ouyeHb
3 heKTNBHBIM METOAOM He ABMSEeTCs He ABnseTcs. [109TOMYy MOXHO CYMTaThb, YTO Afs OCYLLECTBNEHMUS
HC[ 6epeTca MMeHHO 3TOT CNOCco6, NpeanaratoLwmn n3rnd BonokHa ansg orsoga MoliHocTu. PaspaboTka
3 dheKTnBHBIX MeTOA0B U cucTem obHapyxeHus HC[I ana aToro cnyyas siBNAETCA akTyarnbHOW Hay4HO-
TEXHUYECKON NpOoBIeMOoNn.

Ho Bce e cucTtema KOHTpons, OeWCTByloWas no OonvCaHHOMY Bbille BapuaHTy, no3BonseT
6opoTtbesa ¢ HCH. OueBnaHo, 4TO ee adhdekTUBHOCTL ByaeT 3aBUCETbL OT psiaa NapaMeTpoB, TakMX Kak
BEMMYMHA OTBOAMMOM MOLLHOCTW, YYBCTBUTENBHOCTb (POTOMPUMEMHMKOB, W, €cnu nonpoboBaTb WX
npoaHannanMpoBaTb, TO HA OCHOBaHUM Takoro aHanm3a paboTy cUcCTeMbl MOXXHO ONTUMU3NPOBATL, CBEAS
K MMHUMYMY €€ JNOXHble cpabaTbiBaHusI.

OcHoBHas naes nosbiweHns 3PHEKTUBHOCTU 4aHHOrO METOAA KOHTPONS COCTOMT B TOM, YTOObI
nocrapatbCs NMPUHATb Takne Mepbl, KOTOpble 3acTaBuiu Obl HApyLLIMTENs YBENUYMT YPOBHU OTBOAMMOMN
onTuyeckon mowHocTn. Beab 81O, B CBOKW oyepedb, co3gact Gonee 6narononyyHble YCHOBWUS ANs
OBHapyXeHus.

CyulectByeT MHOXECTBO WCCNeAoBaHUI, MOCBsLWEHHbIX npobneme HCL B TpagWUMWOHHBIX,
3MNEeKTPUYECKMX MNUHUSAX cBA3n. B Hux gnsa 3awmtel o1 HCI npegnaraetcs Mcnonb3oBaTb pasfnunyHbie
MeToAbl KOAMPOBaHWS, 3aTpyaHALLME paclunpoBKY MHOPMaLUK B criydae ManbiX YPOBHEW curHana,
HO B TOXXE BPEMS HE BNUSIIOLLME HA MPUEM, ECNN YPOBHU CMrHana GonbLume.

Cnucok ucnosib308aHHbIX UCMOYHUKOS:
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CNOCOBbI OBENEYEHWNA BbICOKOW OOCTYMNHOCTU
KNACTEPHbIX CEPBUACOB

XKyk .5.

Bernopycckuli eocydapcmeeHHbill yHUgepcumem UHOpMamuKu U paduosnekmpoHUKU
2. Munck, Pecnybnuka benapyck

Eoboe M.H. — okmop mexHU4YeCKuUx Hayk, rnpogeccop

B naHHowm paGOTe npuseaeHo onpeaeneHne BbICOKOM OOCTYNHOCTU KNacTepHbIX CEPBUCOB, OCHOBHbIE KpUTEpUmn BbICOKOM AOCTYNHOCTN
N pacCMOTpPEHbI cnocobbl AOCTUXXEHUS BbICOKOM AOCTYNHOCTU B KnacTepHbIX cepBUCax.

Bbicokas OCTYNHOCTb — 3TO XapakKTepuUCTUKa CUCTEMbI, OTpaxarollas ee ANUTENbHYIO
becnepebonHyto  paboTt Gnmskyto Kk 100% paboTocnocobHOCTM B TeyeHue BCero BpeMeEHU
paboTbl CUCTEMDI.

Kputepuem BbLICOKOW [OCTYMHOCTM SIBASETCH Bpems npocTtos. Bpemsa npoctos - aTo
nepuon BpeMEHU, KOraa cuctema HeJoCTynHa NS UCMONb30BaHMS UMK HE OTBEYaeT.

JocTynHOCTb MOXeT ObITb M3MEpPEeHa Kak NPOLEHT BPEMEHMW, B TEYEHNE KOTOPOro CepBUC
OOCTYNEH:

x=((n-y)*100)/n,

roe n - obliee KONMYECTBO BpeMeHu paboTbl CUCTEMBbI, Y - OOLLee KONMMYEecTBO BPEMEHU, B

Te4yeHune

KOTOpbIX CepBUC Obln HEAOCTYMEH.

[dobaBneHne Gonblero konuyecTBa KOMMOHEHTOB B CUCTEMY He npumBoautT K 6onbluen
cTtabunbHocTn M obecnedrBaeT BbICOKYO AOCTYMHOCTb: 9TO MOXET MpUBECTU K obpaTHOMY, Tak Kak
fornbLuee KONMYeCcTBO KOMMOHEHTOB YBENNYMBAET BEPOSATHOCTb OTKA30B.

CywecTtByeT [OBa noapasgeneHns Meponpusatui ans obecneyeHuss BbICOKOW OOCTYMHOCTU

cepBuca:

KOHGUrypauus knactepa B LENOM U KOHdUrypauusi oTAeNbHOro yana.

MepOﬂpMﬂTl/lFl no KOH(bVIpraLI,VIVI Knactepa and obecneyeHns: BbICOKON AOOCTYNHOCTWU BKIO4atoT B
cebs meToankmM no 6aJ'IaHCI/IpOBKe Harpy3kun mMexay y3namum n pesepBmpoBaHnE:

Active/active — Harpy3ka pacnpefensietca Mexgy OBYyMS y3namu ans obecneyeHust ux
fornbLuen 0TKasoycTonunBocTu. 1o CBOEN CyTU SBNAETCA KNacTepom 13 AByX Y3riOoB.
Active/passive — Kaxabll y3en umeeT MONHOe pe3epsupoBaHve. Peseps Bknovaetcs B
paboTy TONMbKO TOraa, Korga OTkasbiBaeT COOTBETCTBYHOLLMI OCHOBHOM y3en. Pe3epB mMoxeT
ObITb FOPAYMM UNN XONOAHBLIM B 3aBUCMMOCTU OT HEOBXOAMMOW KOHUrypaLmn.

N + 1 — Ha rpynny ysnoB B kractepe N MpuMXOAUTCA OOUH pPe3epBHLIA Yy3ern, KOTopbIf
3aMeHsieT MecTo OTKa3aBLLero y3na.

N + M — aBnsieTca normyeckum npogormkeHmemMm metoga N + 1, TONbKO KONMMYECTBO pe3epBHbIX
y3nos pasHo M > 1.

N - k - 1 — no3BonseT pe3epBHOMY Y3y BKMOYaTbCA B paboTy BPEMEHHO, MOKa OTKa3aBLUMM
y3en He OygeT BOCCTaHOBIEH, MOCME Yero UcxogHasi Harpy3ka BO3BpallaeTcsl Ha OCHOBHOM
y3en Ang coxpaHeHUst UICXOOQHOro YPOBHS OOCTYMHOCTU CUCTEMBI.

N - K - N — 310 coyeTaHue active / active u N + M knactepoB. B N - k - N knacrepe
CcoefuHeHMs OT OTKasaBLUMX Y3MOB MnepepacnpefensioTcs Mexay OCTarnbHbIMU aKTUBHbLIMU
y3namu. Tem camblM yCTpaHsieTcss HeobxoOuMOCTb OTAENbHOIO Pe3epBHOrO y3na, HO Mpu
3TOM BCe Yy3nbl Knacrtepa OOSmkHbl obnagatb HEKOTOPOW M3ObITOYHOM MOLLHOCTBIO CBEpX
MUHMMarnbHO HeOBX0ANMON.

MeponpuaTiusa Mo KoHdUrypauumM OTAenbHOro Yyana kKnactepa [Ons obecnedyeHus BbICOKOM
[AOCTYMHOCTM BKIIOYaloT:

Pe3epBrpoBaHuWe 1 pennukaumio QNCKOB: 0TKa3 YacTW BHYTPEHHUX AMCKOB He MPUBOAWUT K
cb0sM cMCTEMBI.

Pe3epBrpoBaHMe BHELLHUX CETEBbIX COeAUHEHWIA: MOBpexXaeHns kabens, oTkas kommyTaTopa
Unun ceTeBoro uHTepdenca He NPUBOOAT K MOSTHOMY OTKITHOUYEHUIO OT CETW.

PesepBurpoBaHne BHyTPEHHNX COeAMHEHNI CeTU XpaHeHus gaHHbiX (SAN): noBpexaeHus
kabensi, cbon kKomMMyTaTopa unu ceTeBoro nHTepdenca He NpUBEAYT K NOTepe CoeaANHEHUS
CepBepOB C XpaHUNULLEM (3TO HapyLUMIO Obl Hepa3aensemyo apxXuTekTypy).

N36bITOYHbIE CXEMbI 3MEKTPONUTaHKS pa3nnyHoro obopyaoBaHus, kak NnpaBuno,
3aLUMLLEHHOTO UCTOYHMKaMy B6ecnepebonHOro NUTaHns, u pesepeBupyemble BrIOKM NUTaHUS.
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MPOTOKON MQTT-SN

Kanmrwe [J.A.

Bernopycckuli 2ocydapcmeeHHbIl yHUsepcumem uHgopmamuku U paduo31eKmpOHUKU
2. Munck, Pecnybnuka benapyck

Xaukeesuyd O.A.— kaHO. mex. HayK

B paHHoi pabote 6yayT nogpobHO paccMoTpeHbl apxuTekTypa 1 chopmaTt coobLueHun npotokona MQTT-SN.

MQTT (Message Queue Telemetry Transport) — 3TO OTKPbITbI MPOTOKONT OBMeHa AaHHbIMU
CO30aHHbIN ONA nepefayYv AaHHbIX Ha yoanéHHbIxX fokaumsx, raoe Tpedyetca HebonbLIon pa3mep koga u
€CTb OrpaHM4eHns No NPOMNycKHON CNOCOOHOCTU KaHana. BeilenepeymcneHHble JOCTOMHCTBA NO3BONAT
NpPUMeHsTb ero B cuctemax M2M wu lloT.

Apxutektypa npotokona MQTT-SN. Ha pucyHke 1 nokasbiHbl Tpu komnoHeHTa MQTT-SN,
MQTT-SN knueHtbl, MQTT-SN wno3bl u cepepbl nepecbinkn MQTT-SN. Knventel MQTT-SN
noakntovatotca k cepsepy MQTT yepes MQTT-SN wnio3bl, ncnonb3ysa npotokon MQTT-SN. MQTT-SN
LUM03 MOXET MHTErpmMpoBaH unu He uHTerpuposaH ¢ cepsepoMm MQTT. B cnyyae aBTOHOMHOrO Wnt03a
npotokon MQTT ucnone3yetcsa mexay cepsepom MQTT n wnozom MQTT-SN. Ero ocHoBHas hyHKLMS -
nepegadva gaHHbix mexgy MQTT n MQTT-SN. Knunentol MQTT-SN Takke MOryt nonyymtb OCTyn K
Wio3am 4epes cepsep Mepecbifiki, eCnu LWM3 He MOAKMIYEeH Hanpsamylo Kk csoen cetu. Cepsep
nepecbInkn nHkancynmpyet kaapbl MQTT-SN, KoTopble OH NPUHMMAaET CO CTOPOHbI KNWEeHTa, 1 nepegaeT
nx 6e3 nsMeHeHWi WN3am; B 06paTHOM HanpaBneHMN OH AeKancynupyeT Kaapbl, KOTOpble OH nonyyaeT
OT LWM03a, 1 OTNpaBnseT Ux KueHTam, Takke 6e3 n3amMeHeHun.

MQTT-SN|,
client ‘ qu‘.’s&,fj {MQTT-SN
MQTT-SN|,
client
"
MQTT-SN|,  MATTSN
client
MQTT-S
_,/MQTT-sN |
= Forwarder
MQTT-SN|, MOTT-SN
client

PucyHok 1 — Apxutektypa MQTT-SN
B 3aBMCMMOCTM OT TOro, Kak LUMH03 BbINOMHAET TpaHcnaumo npoTokona mexagy MQTT n MQTT-SN,
Mbl MOXXEM pasnuyaTb ABa TUNa L30B8, a UMEHHO NPOo3payHble U arperupyrowine Wio3sbl.

MQTT-SN
MQTT-SN
o) MQTT O._.\
MQTT
O« broker O / broker
OA (e— »
clients  transparent clients  aggregating
GW GW

PucyHok 2 — lNMpo3payHbiin 1 arpernpyoLwni LWio3bl

[Ona kaxpgoro nogkmntoyeHHoro knneHta MQTT-SN npospayHbivi W03 OyaeT ycTaHaBnvBaTbh U
nogaepxusatb coeauHeHne MQTT c¢ cepsepom MQTT. 3to MQTT-coeamHeHne 3ape3epBUMpPOBaHO
WCKIMIOYUTENBHO ANsi CKBO3HOrO 06MeHa COOBLLEHMAMU MeXAY KIMEHTOM U cepBepoM. Mexay Lumo30oM K
cepBepomM GyneT cTonbko e coeamHenun MQTT, ckonbko knueHToB MQTT-SN noaknioveHo K Lnosy.
MockonbKy Bce 0OMEHbI COOBLLEHUAMN SBNSOTCA CKBO3HLIMU Mexay knveHTom MQTT-SN u cepsepom
MQTT, Bce yHKLUMM, KOTOpbIE PEAnNU3yOTCsl CEPBEPOM, MOFYT ObITb MPeasioXeHbl KIUEHTY. BaxHbIM
yCrnoBMEM [NA peanu3auum npo3padvHoro wnt3a cepeep MQTT sBnsieTca noggepxka oTaernbHOro
COeAVMHEHMs ONs KaXKAOro aKTMBHOTO knveHTa. Hekotopble peanusaumm cepBepa MQTT  moryt
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HaknagbiBaTb OrpaHWYEeHWe Ha KOMMYEeCTBO OAHOBPEMEHHbIX  MOAKMYEHUA, KOTOpble  OHU
noadepXXmBatoT.

Arpervpylowmi Wwno3 BmecTo nogknodeHnda MQTT gnga kaxgoro NoAkioYeHHOro KnveHTa oyoer
UmMeTb TONMbKO ofgHo nogknoyeHne MQTT k cepBepy. Bce obmeHbl COOOLLEHMAMN MEXAY KIMEHTOM
MQTT-SN n arpernpyoium LIMIO30M 3akaHYMBaOTCA Ha caMoM Lto3e. 3aTeM W3 pellaeT, Kakas
uHdopmauma bygeT nepegaHa Ha cepsep.

MepenaBaemble coobLueHMa nmeroT obLwmin opmMaT, NoKasaHHbIA Ha pUCYHKe 3.

Message Header | Message Variable Part
(2 or 4 octets) (n octets)

PucyHok 3 — O6wmin popmat coobLyeHnin npotokona MQTT-SN

CoobuweHne MQTT-SN cocTouT M3 gByX YacTel: ANUHHBLIN 3arofioBOK OAJSIMHOWM 2 unu 4 okTeTa U1
HeobsA3aTenbHas NepemMeHHasi YacTb. 3arofioBOK NPUCYTCTBYET BCErga M COAEPXKUT OOHU U Te e MOons,
Hanuune u coaepxaHme NepemMeHHo YacTu 3aBUCAT OT TUNa paccMaTpUBaEMOro coooLLEeHUs.

Cnu1coK Ucnosib3oBaHHbIX UICTOYHUKOB:

1. MQTT For Sensor Networks (MQTT-SN) Protocol Specification // Andy Stanford-Clark and Hong Linh Truong, November
14, 2013.
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WCCNEOOBAHUE NPOAOJIbHOWU CUNbl AMMEPA — 3®®EKT NPAHO

Benopycckuti 2ocydapcmeeHHbIl yHUsepcumem uHhopmMamuku U paduoanekmpoHUKU
2. MuHck, Pecnybnuka benapycb

KapnekuH U.A., lNonyakmos H. A.

TapakaHos A. H. — kaHd. ¢bus.-mam. HayK, OoueHm

PaccmaTtpuBaloTcsi onbIThl, CBA3aHHbIE C AENCTBUMEM Tak HasblBaeMoW npoforbHon cunel Amnepa. lNpegnaraetcs obbscHeHne
3TUX CUN HanNn4nem y 311eKTpoHOB NPOBOAMMOCTU CninHa.

B sTtom rogy mncnonHsetcsa 200 net ¢ MOMeHTa BO3HUMKHOBEHUS 3neKTpoavHaMuKK, korga Amnep
nony4mnn oopmyny onmncbIBatoLLY0 3aKOH B3aMMOAENCTBUS ABYX 9NIEMEHTOB TOKOB, KOTOPbIA NPMBOAUI K
3KCMEepMMEHTAanNbLHO YCTaHOBMEHHOMY 3akoHy bBbuo-CaBapa. XoTa [ganbHenwme 3SKCNEPUMEHTbl C
NPSAMbIMIU NPOBOAHUKAMK Kak ByATo noaTBepXKaany 3akoH AMnepa, TeM He MeHee NosIBUNOCh HECKOMbKO
anbTepHaTMBHbLIX 3aKOHOB, KOTOpblE AaBanu aHanoruyHble pesynbTatbl (CM., Hanp., [1]). MNocne pabot
Amnepa B XIX cToneTnn akTMBHO MCCNeaoBanoch 4ENCTBUE ANEKTPUYECKOro TOKa B pasnuyHbIX cpeaax,
YTO MPUBESIO K OTKPLITUIO MHOMMX XOPOLLO N3BECTHbIX 3aKOHOB 3S1IEKTPOAMHAMMKM.

Mpoueccol, npoucxoasiine B KOHTaKTax Ars NOAKMYEeHUS NPOBOAOB K MCTOYHUKY TOKa, KOTOpbIe
OCYLLIeCTBMANUCH Yepes XNOKnin NpOBOOHUK, B Ka4eCTBE KOTOPOro NCrnofnb3oBanach pTyTb, OCTannchb BHE
BHUMaHWs AmMnepa, NOCKOMbKY OH, NPOBEeAs HECKOSMbKO 3KCNEepUMEHTOB, nepeluén K mMateMaTuyecKkom
dopMynnpoBKe anekTpoMarHeTuama. B cBounx akcnepumeHtax AMnep nHTepecoBarcs rnaBHbIM 0bpa3om
B3aMMOJeNCTBUEM MeXAY NPOBOAHUKOM C TOKOM U APYrMM MPOBOAHWKOM C TOKOM UMW MarHUTOM. Tak xe
KaK B onbiTe OpcTena, B akcnepumeHTax AMnepa Ha NPOBOAHMK OENCTBOBaNM CuUsbl, NepneHanKynspHbie
nposogHuky. OgHako u3 dopmynbl AMnepa crnegoBarno, YTO B NPOBOAHMKE, MO KOTOPOMY TEYET TOK,
OOIKHa cylwlecTBoBaTb MNpoAoSfibHad cuna, KoTopas nMpuBOOUT K BHYTPEHHUM HarnpsXXeHusMm B
npoesogHuke. Ecnn peyb na€t 06 anemMeHTax TOKa, NpuHaanexawmx pasHbiM MPOBOAHUKAM, TO WX
B3aMMOJENCTBME HE NPUBOAMNT K BO3HUKHOBEHUIO HANPSXKEHUI B KOHTYpax, HO NpuBoauT K AedopmMarmm
CTPYKTYPbl, YTO yOep>XMBaeT NPOBOAHVKM HA MECTe.

B 1906 r. ocHoBaTenb u Npe3naeHT AMepurkaHckoro dnektpoxmmmdeckoro Obwectea (AS0) Kapn
lepuHr pacckasan cBoemy Apyry OaBuHy HopTpony o sBNeHMM, KOTOpoe OH Habnwogan. dddekT
3aknioyarnca B TOM, YTO npu MpoOMyckaHWM OTHOcUTenbHO 6Gonbloro nepemeHHoro Toka (800 A) 4yepes
HEe3NeKTPONUTUYECKUIN XUOKUA MPOBOAHMK (PTYTb), HAXOAALWMNCA B xEnobe, XNAKOCTb CXMManachb B NnonepevyHom
cevyeHuu. Mpun yBenmyeHun cunbl Toka B XnAKocTM obpasoBbiBanack rnybokas BnagnHa B doopme 6yksbl V. MNpu ewé
OonblieM yBenuYeHUM TOka BraguHa JocTurana fHa xénoba u paspbiBana uenb. [epyHr nNpeanonoXxun, 4to
cxaTtue, BepOSTHO, CBA3aHO C YMPYrum AEeNCTBMEM MarHUTHbIX CUMOBbIX JIMHUIA, KOTOPblE OKPYXXalT NPOBOAHUK.
MockonbKy AeNCTBME CMN Ha MPOBOAHMK 3aKMo4aeTcs B TOM, YTOObI CKaTb UMW YLIEMWUTb ero, OH LUYTNNBO Ha3Barn
3TO «QPEHOMEHOM YUeMIeHUs», NN MNUHY-3¢hghekmom. Pe3ynbTaTbl aKkCnepMmeHTa Obinv JONOXeHbl Ha 3acefaHnm
AB30 un B anckyccun C. J. Reed coobwun, 4to oH BMecTe ¢ Winand'om u Bilberg’'om Habnogan ato siBNeHWe OKomo
1894 r. OHu nbiTanucb nponycTutb Yepe3 pTyTe Tok B 1000 A, HO «pTyTb MOYTM MrHOBEHHO pa3opBanacb B
cepeauHe, 3atem obpasoBana Aayry, a 3aTteM cHoBa cobpanacby»; OHM Takke OOHapyXunu, 4To UMen MecTo
BOPOHKOOBPAa3HbIN BUXPb, KOraa B Grofo C pTyThbio NMPpU CUIIbHOM TOKe Oblnv NMOMeLLEHbl ABa MeAHbIX MPOBOAHMKA,

(2]

HOprOI‘I noBTOPWUIT ONbIT Fepera, ncnonb3oBaB BMECTO PTYTU )KWJ,KVII7I cnnaB Kanua n Hatpua, n paspa60Tan
COBCTBEHHbIE 3KCMEPUMEHTLI, KOTOpble MOonbiTancs o6bACHUTb, NpUMeHNB Teoputo Amnepa, [3]. B yacTtHocTW, OH
JKCNepumMeHTanbHO NOKasas, Y4TO npu nponyckaHMM TOKa NO NnpoBOJiOKe, CBO60/J,H0 FIO,EI,BELIJeHHOVI B uunuHape
Mexay oBymMma MeaHbIMU OUCKaMn B I'IpOBO,D,FILLI,eﬂ XNOKOCTU, NPOBOJIOKA CTPEMUTCA 3aHATb MNOJTIOXEeHne BOMM3KN ocu
umnuHapa. 3T0 npmBesio ero K MbiClim 0 TOM, YTO cTonb XMAKOro npoBoAgHuKa, Mo KOTOpOMYy TeYyéTt TOK, MOXHO
npeacTaBuTb B BUAE MHOXECTBa napannernbHbix cTonby HUTeln, KoTopble M3rnbatoTcs K ocu cTonba TeM cunbHee,
YeM CuIbHee 3MeKTPUYECKMI TOK. Toraa «ecnv npoBoasAwmi cTond XuOKOCTU MMEeT ynpyrne CTeHKW, OH Oyaer
CXnMMaTbCA, YyMEeHblLlasa nonepe4yHoe cevyeHne W, crneaoBaTenbHO, yBENIMYMBaAChb B AJIMHE. Ecnn cton6 He moxeT
yBENWMYMBATLCS B ANMHE, OH OydeT vMMeTb TeHAEHUMIO K cokpalwieHuto. [pyrumu crnoBamu, B LeHTpe Oyaet
OaBreHue, npesbiwawwee paeneHve y nosepxHocTu» ([3], p. 482). OT0 nNoATBEpAWMNOCH COOTBETCTBYHOLLMMMU
3KCnepuMeHTamum.

Mo3xe, oCHOBLIBAsACb Ha 3akoHe Amnepa Ans MPOBOAHUKA, MOMELWEHHOrO B MarHuTHoe none, KnveneHg
nokKasan, 4TO npoaosfibHble CWUIbl MO BeJIMYMHE UMEKT TOT XKe NopAaaoK, YTO W nonepedHble, [4] nepBbIM
[0Ka3aTenbCTBOM CYLLECTBOBAHUSA MPOAOSNbHLIX cun AMnepa sIBUNUCbL 3KcnepumeHTbl paHo, [5]-[6], noapoGHO
onucaHHble B [7], [8]. B oAHOM 13 HUX MeaHasa cyGmapuHa, npeacTasnsaoLLlas oTpe3ok NpsAMoro npoesoaa AfMHON 5
CM, ouamMeTpoM 3 MM, KBaapaTHON hOpMbl HA OOAHOM KOHLIE M 3a0CTPEHHBIM HAKOHEYHUKOM OJIMHON 1 CM
Ha Opyrom, pasmellanacb Ha MOBEPXHOCTU PTYTWU, HANMUTOM B NPsAMON xEnod anuHon 30 cm, cevyeHnem
0,5%x0,5 grorima. Mpu npoTekaHnn BAOMNb XEénoba Toka cunorn 400 A cybmapuHa norpyxanack B pTyTb U
HauMHana gBuratbCs TYMbIM KOHLIOM BMNepén BOONb LieHTpa xénoba co ckopocTblo 15 m/c. MexaHuam
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OBWKeHus cybmapuHbl paHO obbscHsaeT cunamm Amnepa, nonepeyHas COCTaBMAKLLAA KOTOPbIX
norpyxaet cybmapuvHy, a npogonibHas CocTaBnsAoLwas npoasuraeT eé BOoNb cepeauHbl xénoba.

OObluHOEe 0ObsicHeHMe addekTa, [8], 3akmyaeTcas B TOM, YTO MOrpyXeHWe nNpoOBOAHMKA
0o6ycrnoBneHoO pasgeneHvemM ToKa Ha ABa MOToKa — MO PTYTU U 4yepe3 medb. MarHuTHoe nomne co3gaér
CWnbl, HanpaBneHHbIE NPOTMB 3akoHa Apxumeaa. B pesynbtate NpoBOAHMK CTPEMUTCS K OCU, HA KOTOPOW
pacnonoXeH LEeHTP TSXKeCcTu gaHHoro obbéma pTyTu. [pu 3amblikaHum Kroda, B LEenu nongét ToK oT
oTpuuaTeneHoro nontoca b6arapen, Yepes BaHHOYKY C PTYTbIO, U, COOTBETCTBEHHO MEAHbIA MPOBOLHUK,
cB0OOOAHO NnaBarLLMi Ha €€ NOBEePXHOCTU, K NOMNOXUTENbHOMY nontocy 6atapen. MeaHbI NPOBOLHUK,
BCrNeACTBME AENCTBUA MarHUTHOM cunbl AMnepa, norpysntcsa B pTyTb. PeakTuBHas Tara nopoxgaercs
Bnarogaps 3a0CTPEHHOMY KOHLUY cybmapwuHbl. [MycTb TOK M3 pTyTM BXOOUT B CyOMapuHy, a MnoToMm
BbIXOOUT N3 XBOCTA B PTYTb. TOKOBbIE€ HUTU HOPMAarbHbl MOBEPXHOCTU, pasdensoLllen pTyTb U MeTansm.
Mo npaBuny nNeBow pyku pTyTb FOHUTCH CUION, HOPMarbHON M TOKY, U MarHUTHOMY MOS0, KOTOPbIN 3TUM
TOKOM co3gaéTtca. [Apyrumu cnosamu, cuna HanpasneHa no obpasyioLlen XBOCTOBOro KOHyca, Bo3pacras
no mepe npubnmwkeHus Kk octpuio. BoT noyemy pTyTb 0b6sa3aHa obTekaTb XBOCT M OOXMMaTb €ro,
BblTalnkMBass MedHOE TenbLe W3 CBOUX KuAKOMEeTannnyeckux obbatui. Takum obpasom, u
KONMMYECTBEHHO, U KayeCTBEHHO OMblT C Kopabnukamu B PTYTHOM MOPE MOSHOCTbIO 0bObACHAETCH
aenctemem cun JlopeHua, aBnssicb ogHoM 13 pasHosugHocten MIT-asneHunn.

N3 TeopeTmnyecknx wuccrnegosaHu [aycca, paccmaHa u HelmaHa cnegoBano, YTO HUKaKoOR
NPOAOSILHON cunbl ObITb HE MOXET AaXe MeXay aneMeHTamu, NpUHaanexawmMmm ogHOMY NPOBOAHMKY.
Tem He MeHee CyLleCcTBOBaHME BHYTPEHHUX HaMpshKeHW OOKa3blBaeTCs paspyLleHneM npoBOAHMKOB
npy GonbLINX 3HAYEHUAX CUMbl TOKa. BHyTpeHHee HaTsKeHue pacTET Npu yBENMYEHUW Cunbl TOKa, a
pacTarMBatoLLee HanpskeHne Npyv OgHOM M TOW XKe NITIOTHOCTU TOKa PacTET C yBENMYEHUEM NONEPEYHOIo
CeyeHnss npoBoAHUKA. B WMpOKO MCMOMb3yeMblX B MPOMBILUNEHHOCTU MELHbIX U antOMUHUEBBIX
NpoBOOHMKAaxX pacTsaruBatollee HanpsxeHue Menblwe 1 H/cm2. Bpsip nu Takoe HanpshkeHne MOXHO
3amMeTuTb, ecnu rupto Becom 100 r nogBecuTb Ha TONCTOM npoBoae cedveHnem 1 cm2. lMoaTomy
HaTskeHMe Amnepa ocTanocbk He3aMedeHHbIM B TedeHne bonee cTa net pacnpeneneHns anekTpu4eckon
aHeprun. Ho ecnu cdopmyna Amnepa HeBepHa, a Oonee agekBaTHowm siBnsetcsa ¢opmyna [aycca-
paccmaHa-HerimaHa, TO BO3HMKAET BOMPOC, YTO HE YYTEHO B nocnegHern dopmyrne, 4Tobbl 0O bACHUTL
peakTUBHYIO TAry CyOMapuHbl B onbiTe ['paHo.

TO, YTO Mbl Ha3biBaeM MarHUTHbIM MofieMm, npoaBndeTca B CUII0BOM ,D,el7|CTBVIVI NpoBOAHWKA Ha ApyFOVI
NPOBOAHUK UK MarHUTHbIN NOntoC. Kpome 3TOro CUIOBOrIo Non4a CylwecTByeT TakKkKe rnose BpaularoLlmxca O6'beKTOB,
KakKnmMn ABnNAKTCA OBWXYLLUMECA 3NEeKTPOHbl B MNPOBOAHUKE. 5naro,u,ap9| CO6CTBeHHOMy BpalleHUo 3NEeKTPOHbI
o6napgatoT CMMHOM, NPOEKLUSt KOTOPOro Ha HanpaBneHve OBMKEHUS, Unu nonapusauus (KupanbHOCTb), NPOABNAETCH
KakK SJ'IEKTpVIHECKVIVI 3apag. CnuHoBOe cunoBsoe norne ,Cl,eﬁCTByET Ha J3NneMeHTbl TOKa, COCTodAlWMne TaKkKe U3
3JIEKTPOHOB. BHyTpVI npoBOAHMKA CMUHblI 3NEKTPOHOB BbICTPaAMBAKOTCA aHTUnapannenbHoO WX CKOPOCTU (‘-ITO
COOTBETCTBYET OTpuuaTtenbHOMY 3apany, Tak Kak KMpanbHOCTb OTpI/ILI,aTeJ'IbHa), TaK 4YTO B 3aKOHe B3aVIM0D,917ICTBVIF|
areMeHTOB Toka Hapsigy C komroHeHTon [aycca-lpaccmaHa-HenmaHa nosBnseTcs cnaraemoe,
napannenbHOe CKOPOCTM 3MEKTPOHA, KOTOPOE N OTBEYAET 3a PEAKTMBHYIO TArY. [ns Bbl4MCIIEHNUS STOW TAMM
B XUOKOM NpoBOAHWUKE Heo6XO}JMMO y4eCTb CyMMapHoe /J,eﬁCTBMe BCEX 3NIEMEHTOB PTYTU Ha BCE ANEMEHTbI Me,CI,HOﬁ
cybmapuHbl.
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APXUTEKTYPA NMPOTOKOJIA SNMP

Kosssmureu U.T1.

Bernopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHgopmamuku U paduod/1eKmpOoHUKU
2. Munck, Pecnybnuka benapyce

Goboe M.H. — 8.m.H., npogheccop

B paHHol paboTe paccmaTpuBatloTcsl MpuHUMMBLI npoTokona SNMP, a Takke anropuTMbl paboTbl U onncaHve onepauuii B aHHOM
npoToKone.

SNMP (Simple Network Management Protocol) — npoTokon ypoBHS MPUMOXEHUIN AN ynpaBneHusi
ycTponctBamn B IP-ceTax Ha ocHoBe apxutektyp TCP/UDP. lMpotokon SNMP nossonseTt ynpaBnatb
y3namu, TakMMW Kak cepBepbl, pabouyme CTaHuuK, MapLlpyTu3aTtopbl, KOMMYTaTtoOpbl U YCTPOWUCTBa
6esonacHocTu, B cetn IP. OH no3BonsieT ceTeBbIM agMuMHUCTpaATOpam KOHTpONMpoBaTb paboTy ceTw,
BbINOMHATE MOWCK U pa3peLleHne ceTeBbiX MPobnem, a Takke nnaHMpoBaTb POCT CETU.

Cuctema SNMP cocTouT N3 Tpéx aNeMeHTOB:

— aucnetyep SNMP;

— areHTbl SNMP (ynpaBnsiembin y3en);

— WHopmaumnoHHas 6a3a ynpaenexusa (MIB).

Oncnetyep SNMP sgBnsieTcss 4acTbilo cucTeMbl ynpaBneHuss cetamm (network management
system — NMS). OH 3anyckaet O gna ynpaeneHua SNMP. Oucnetyep SNMP moxet cobupatb
AaHHble oT areHTa SNMP c nomowpbio 3anpoca get U M3MEHsITb HACTPOMKW Ha areHTe C MOMOLLbIO
3anpoca set. Kpome Toro, areHtel SNMP moryT nepecbinate MHdopmauuio HenocpeactseHHo B NMS ¢
MCMNonb30BaHVEM yBEAOMIEHUIN («OBYLLEKY, trap).

Cxematunyeckoe npefcrasrneHve anropmtma paboTbl IPOTOKoNa npuBeaeHo Ha pucyHke 1.

YnpaenaemsId y3en

AreHt SHMP

nosywka )
Ynpaenaembiit yzen
Arent SNMP
[ ]
Oucnetuep NomyYuTs
SNMP
YCTAHOBHTL

YnpaenaemsId yzen

Arent SHMP

PucyHok 1 — Cxema paboTbl anroputma SNMP

AreHT SNMP u MIB pasmelyeHbl Ha KnMeHTax ceTeBOro ycrtponcTtea. CeTeBble YCTPOWCTBA,
KOTOPbIMM HEOOXOOUMO YNpPaBMsiTb, TAKME KaKk KOMMYTATOPbl, MapLUPYyTM3aTopbl, CEPBEPLI, MEXCETEBbIE
3KpaHbl M pabouyve cTaHuun, obopynoBaHbl NporpammHbiM Mogynem areHta SMNP. B 6asax MIB
XPaHATCS OaHHble O paboTe YCTPOWCTB; OHU LOIMKHbI ObiTb AOCTYNHbI AN NPOLIEeALnX MPOBEPKY
NoANMHHOCTU yaanéHHbIX nonb3oBatenen. AreHT SNMP oTBevaeT 3a npepoctaBneHue poctyna K
nokansHon 6a3e 06bekToB MIB, kOTOpas coaepXMT CBEAEHUS O pecypcax v akTUBHOCTMW.

SNMP onpegensieT crnocob obmeHa WHdopmauneln 06 ynpaeneHuM Mexagy npUIoXKEHUSIMU
yrnpaBneHns cetamu u areHtamu ynpasneHus. SNMP wucnonbdyetr UDP, Homep nopta 162, ons
NnonyyeHnst u oTnpaBkn NHGPOPMaLMK NO YyNpaBreHuHo.

AreHTbl  SNMP, pasmMelleHHble Ha YynpaBnsieMbiX YCTPOMCTBAX, COOMpalT W COXPaHAT
nHdopmaumio 06 ycTporcTee 1 ero pabote. AreHT XpaHuT 3T cBedeHus nokansHo B 6ase MIB. 3atem
ancnetyep SNMP ncnoneayet areHT SNMP gnst goctyna Kk cBegeHusM, xpaHawmmces B 6ase MIB.

CyuiecTtByeT gBa OCHOBHbIX 3anpoca aucnetyepa SNMP — get n set. 3anpoc get ncnonesyetcsi
cuctemon ynpaeneHus cetbto NMS ans oTnpaBkv Ha yCTPOWCTBO 3anpoca O NoslydeHnn daHHbIX. 3anpoc
set ucnonb3dyeTca cuctemon ynpasrneHus cetbto NMS ans usmeHeHWss nepemeHHbIX HacTpoOWKu B
YCTPOWCTBE areHTa. 3anpoc set Takke MOXET MHUUUUPOBAaTL onpefenéHHble AeNCTBUS C YCTPOUCTBOM.
Hanpumep, 3anpoc set MmoxeT Bbi3BaTb nepesarpysky MapLipytusartopa, OTnpaBKy KOH(UrypaumoHHOro
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danna unu nonyyeHune koHdurypauuoHHoro canna. Aucnetyep SNMP mncnonbsyet 3anpockl get u set
ANsi BbINOMHEHUS onepauun.
OnwncaHune onepauunii NpeacraBneHo B Tabnuue 1.

Tabnuua 1 — Onucaxne onepauwni npotokona SNMP

Onepauus OnucaHue
get-request [Mony4aeT 3HavYeHWe u3 onpegeneHHon NeEpPeMEHHOMN.
get-next-request Mony4aeT 3HavyeHne U3 nepeMeHHon B Tabnuue;

Oucnetuep SNMP He o00s3aTenbHO [OMKEH 3HATb TOYHOE UMS
nepemMeHHon. YTobbl HaWTUM HeobOXoOAMMYK NEepeMeHHylo B Tabnuue,
BbINOJMHAETCSA nocriegoBaTenbHbIN NOUCK B Tabnumue.

get-bulk-request Monyyaetr Oonblne 60K AOaHHBLIX, HanpUMep HECKOITbKO CTPOK B
Tabnuue, 4to 06bIMHO TpebyeT nepedavnm MHOFOYMCHEHHbIX HEGOMbLLMX
ONOKOB JaHHbIX.

get-response OtBevyaeT Ha 3anpocbl get-request, get-next-request n set-request,
oTnpaensieMmble cuctemon NMS.
set-request CoxpaHsieT 3Ha4yeHue B onpeaeneHHon NepeMeHHOMN.

AreHT SNMP oTtBeyvaeT Ha 3anpockl gucnetdepa SNMP cnegyrowmm obpasom:

Monyyenne nepemenHon MIB. AreHt SNMP BbinonHAeT 3Ty YyHKUMIO B OTBET Ha 3anpoc
GetRequest-PDU ot cuctembl NMS. AreHT nonyyaeT 3HaveHwe 3anpoweHHon nepemeHHon MIB u
nepenaét 3710 3HayeHue cucteme NMS.

YctaHoBka nepemeHHon MIB. AreHt SNMP BbinonHAeT 3Ty dyHKUMIO B OTBET Ha 3anpoc
SetRequest-PDU ot cuctembl NMS. AreHT SNMP n3meHsieT 3HadeHne nepemeHHon MIB Ha 3HaueHue,
onpegenénHoe cuctemorn NMS. OteeT areHta SNMP Ha 3anpoc set Bkno4YaeT HOBble MapamMeTpbl B
YCTPOWCTBE.

CyuecTByeT Heckonbko Bepcuint SNMP:

— SNMPv1 — npocToi NPOTOKOST YNPaBfiEHUs CETAMMW, NOSHOLEHHbIN cTaHdapT WHTepHeTa,
onucaHHbln B AokymeHte RFC 1157;

— SNMPv2c — onucaH B cepun pgokymeHtoB RFC 1901—1908; wucnonb3dyeT cpeay
agMUHUCTPUpOBaHUS Ha 6ase cTpoku coobLlecTsa;

— SNMPv3 — o6ecneuyuBaioliMin B3avMOAENCTBME MPOTOKON Ha OCHOBE CTaHAapTOB,
nepBoHa4anbHO onpeaenéHHbIn B cepun gokymeHToB RFC 2273—2275; obecneunBaeT 3alnLLEHHBIN
AOCTYN K YCTPOMCTBaM C MOMOLLbIO ayTeHTUrKauumn 1 wndpoBaHUa naketos B cetu. [laHHaa Bepcus
npoToKOMNa BKIOYaeT cregylowme @yHKUMM obecneyeHmst 6e30nacHOCTM: KOHTPOSb LEeNOCTHOCTU
COOOLLEHUIA ANS 3aWUThl NAKETOB OT UCKaXXEHUSA MPU NEPECHINKE; ayTEHTUMMKaLMA OIS NOATBEPXKAEHUS
[OCTOBEPHOCTUN UCTOYHMKA COOOLLEHMSA U WndpoBaHWe Ana NpeaoTBpaLleHnst MPOYTEHNUS COAEPKUMOrO
COO06LLEHNSA HECAHKLMOHNPOBAHHBIM MCTOYHUKOM.

CnUCOK UCNonb30BaHHbIX UCTOYHUKOB:
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ONTUMU3ALINA CTPYKTYPbI ®UJIbTPOB-AELIMMATOPOB C
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lMe4eHb T.M. — cmapuwul nperiofasamerb

PaccmaTtpuBaetcs peanusaums KMX cunbTpoB v nx npeumyllectBo, a Takke anroputm paboTtbl ¢unbTpoB. [MpegnoxeHa
apxuTekTypa dunbTpa ¢ KoaddULMeHToM deummaummn 6onee 2 ansi cnyyas 6rnoYHbIX 4aHHbIX.

Lincbposon punbTp-pecennep ¢ KOHeYHOW umnynbcHom xapaktepuctukon (KUX) - ato cuneTp,
UMNYNbCHas XapakTepuCcTNKa KOTOPOro nnmn oTeeT Ha Nobon BXxoa C KOHEYHOW ANTMHON, UMEET KOHEYHYHO
ONUTENbHOCTb, TaK KakK OH OKaH4YMBaeTCs Ha HoMb 3a koHeyHoe BpeMa. KUX-cdunbTp moxeT
MCNonb30BaTbCA ANA peanusaumm npakTudecku noboro BMaa YacTOTHOW XapaKTepUCTUMKU B LUgpoBOM
Buge. [1].

Mpu peanunzauum KUX-cbunbTpoB B NpOrpaMMMpyeMbIX JTIOTMYECKUX WHTErparnbHbiX CXxemMax
(MINC), ux BO3MOXHOCTM MOFYT CYLIECTBEHHO OrpaHM4YMBaTbCS HekoTopbiMu pecypcamun MNNC.
Haunbonee «gepmunTHbEIM» 0OBIYHO OKa3bIBAETCA TAKOW Pecypc kak yMHoxuTenu (aHrn. multiplier’s).

MN3-3a HexBaTkM yMHOXUTENEN paspaboTumKaMm NpUXOAMTBLCS MPUMEHSATbL Oornee goporocrosime
MNUC, cHwkaTb Nopsagok unbTpa, YMeHbLaTb WX KONMMYECTBO AOCTYMHBIX HOMMHANOB LMAPOBbIX
nosoc, YTO B UTOre HEraTUBHO CKa3bIBAETCS HA TEXHUYECKUX XapaKTePUCTUKAX KOHEYHOIO NpoAayKTa.

Ona ontumusaumm ctpykTypbl KUX-geunmatopoB He06X04MMO BbIMOMHUTL CrieAyoLwme ntepauui:

— Bbiumcnutb cooTtBeTCcTBYOWME KOadhpumumneHTsl KUX-unbtpa n nopsaka undposoro dunstpa.

XapakTrepucTtuka knaccmdeckoro KUX cunbtpa moxeT 6biTb NpeacTaBneHa B BUAE:

n
(M=) batn—1 &
(=0
roe n-nopsifok ounsTpa,
bi — koacbpurLmeHT punbTpa.

CtpykTypHas cxema HepekypcunHoro KUX-cunbTpa nokasaHa Ha pucyHke 1.

xlk

Py
Y
B
B
3
[

> - )=
\Lbylkl

PucyHok 1 — CtpykTypHas cxema HepekypcusHoro KUX-cunbtpa

KUX cunbTp nopsgka n COAepXUT N NUHUIA 3aepXkn 1 n+1 kosdduumneHT. Ecnu kosddunumeHt
b0 =1, To nony4unm KNX cpmnbTp nopsagka n, y KOToporo ymHoxeHume Ha b0 = 1 6ygeT TpvBuanbHbIM.

MmnynbcHas xapaktepuctuka KWUX-cunbTpa Bcerda KoHevyHa W MOMHOCTbIO coBnajaet C
KoahbpmumeHTamm unbTpa. MaccmB Takux UABTPOB MO3BONAET peanu3oBaTb M PasfiMyHbIX
HOMMHaINOoB LMdpPOBbLIX NONOC, rAe m — nbdoe uenoe Yncno.

— OueHutb NOTPeBHOCTL B pecypcax Tuna yMHOXWUTENW AN Takoro maccusa uibTpOB:

M=(n+11xm (2)
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— PaccmoTpeThb B kauecTBe anbTepHaTUBHOIO peLleHust p apxutektopy bydepHoro KUX cunetpa-
geuvMaTopa, NpMBEOEHHYI0 Ha PUCYHKe 2.

Bxon a Brnon

N AR — R} |———

i v

BY®EF

r.

PucyHok 2 — CTpykTypHas cxema 6ydepHoro KX cdunbTpa

roe a — BXOAHOW norumdeckuin nepekntoyartens; 6 — nonynonocHein (halfband) KX cduneTp; B — 6nok geummaumm ¢
KoapuumneHToM R=2; r — BbIXOQHOW NOrMyecknin nepeknoyarens; a — bydep.

BxogHbIMM gaHHbIMM  gnsi Takoro unbTpa MOryT OblTb OTCYETHI LUUPOBOro curHana,
npegBapuTensHo npeobpasoBaHHoro Ha 0 I'u.

— OueHnTb cxemy 06paboTKM AaHHbIX TakKUM pUNbTPOM.

1. [laHHble NOCTynarT BO BXOOHOW FIOrMYECKU nepeknoyarternb, a) puc.1. n nepeHanpaBnsAlTcs
Ha Bxog KUMX dwunbtpa 6), KOTOpbIA NpegHasHadeH, npexae BCero, Ans yCTpaHeHMs anuacuHra BO
BXOOHOM cuUrHarne npv geuumaguu.

2. MNocne dunbTpauuy TakToBasd YacToTa CUrHana ymeHbLlaeTCs BABOE C NMOMOLLBO Aeunmaropa
B).

3. lNocne pgeuvmaumu faHHble MNOCTYyNalOT B BbIXOAHOW KommyTaTtop r). B cnyuae, ecnu
HeobxoavMas nonoca curHana He AOCTUrHyTa, AaHHble nepeHanpasnsoTes B Oydep r).

4. MNocne 3anonHeHus Oydep Bo3BpalwaeT 6MOK AaHHbIX Yepe3 BXOAHOM KOomMMyTaTop a), Ans
crnegyowen ntepaumm no CYyXXeHUo Nonocsl.

5. Ntepauuun 2-4 noBTOpPSAOTCA OO0 OOCTUXKEHUS HeobGxoammown nonocbl curHana. O4yeBugHo, YTO
Anst 6NOYHBIX AaHHbIX, 32 CYET LUKIMYECKOW CTPYKTYpbl 06paboTKM curHana, MOXHO peanu3oBaTb Ha
ofgHoM dunbTpe nobble KO3 dULNEHTI AeuuMalmmn kpaTHble 2k, rae k=1, 2, 3, ...

— PaccmoTtpeTb OononHUTENbHbIE BO3MOXHOCTU MO onTumudauun TpebosaHunm KNX dunbtpa K
KONMMYEeCTBY YMHOXWUTENEN, HEOOXOAMMbIX OMS €ro peanu3auum B COBPEMEHHBIX MPOrpaMMupyeMbIX
NOrNYEeCcKNX MHTErpanbHbIX CXemax.

[ns aHann3a HeoBxo4MMO BBECTU CneayoLme orpaHnYeHns B CTPYKTYPY unbTpa: NyCTb Kaxabli
BTOPON KOIPULMNEHT pUrbTpa paBeH HyIo U KO3MULMEHTLI unbTpa CUMMETPUYHBI OTHOCUTENBHO
LieHTpansHoro koaduumeHTa.

— Y4ecCTb Npu NPoOeKTMpOoBaHMU unbTpa HeobxoaMMbIM M AOCTATOYHLIM YCIOBMEM paBeHCTBa
HYNIO KaXKgoro BTOPOro koadduumneHTa SBNSETCS NOMynonocHOCTb ounbTpa, TO eCTb CUMMETPUYHOCTb
3Ha4eHun vacToTbl cpesa (Wpass) n yactoTtbl 3arpaxgeHus (Wstop), oTHOCUTENBHO MOMOBUHbLI YACTOTbI
anckpetusauum (Fs/2) [2].

— MNpwu peanusaumm 6ydepa punbTpa HeOOBXOOUMO YUUTBIBATL CrEAYHOLLYI0 BaXKHYH0 OCOBEHHOCTb,
yto KNX chunbTp — 9TO HepekypcuBHbIN hunbTp nnn unbTp ceepTkn. KNX unbTpbl BbIMNOMHAOT
CBepTKY CBOUX KOS(PDULMEHTOB C MOCNEeAOBaTENbHOCTbIO BXOOHbIX OTCYETOB [aHHbIX, MpUM 3STOM
pe3ynbTUpyLWnn 06bEM AaHHbIX BO3pacTaeT no opmyre:

K=K;+Kg -1 (3)

roe K — KOnu4ecTBO 3NEMEHTOB B BbIXO,EI,HOI7I nocnenoBaTenibHOCTU,
Kﬂ, — KOJMIn4yeCcTBO BXOAHbLIX OTCHETOB AaHHbIX;
K® — konn4yectBo KO3hdULNEHTOB unbTpa.
Mpun aTom nepBble KO — 1 0TCYETOB BbIXOAHOW MOCNEA0BATENBHOCTU HE SBMAIOTCSA BanvaHbIMM.
Takum o6pa3om, y nNpenrioKEHHON apXUTEKTYpbl CYLLECTBYET HEKOTOpble OrpaHuWyYeHust Ha
npuMeHeHne, a UMeHHO: UINbLTP MOXeT 3(PPEKTUBHO NPUMEHSATLCA C KO3 uuMeHToM AeummMauumu
Oonee 2 TONMbKO C GMOYHBIMM AaHHLIMW; KOIPMUULMEHTLI AeLMMaumMM MOryT ObiTb TONBKO 4YMcCriaMu
KpaTHbIMU 2K; (PUNbTP UMeeT OTHOCUTENBHO «KECTKYHO» CTPYKTYPY, @ UMEHHO, paBEHCTBO HYIHO KaX4oro
BTOPOro  KoadpuumeHta U  CUMMETPUYHOCTb  KO3(EPMUUMEHTOB  OTHOCUTENbHO  LEHTparbHOro
KoadhpuumeHTa.
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ABTOMATU3UPOBAHHAA CUCTEMA YINPABJIEHUA AOMOM SMART
HOME

JlazopkuH U.0.

Bernopycckuli eocydapcmeeHHbill yHUgepcumem UHOpMamuKu U paduosnekmpoHUKU
2. Munck, Pecnybnuka benapyck

Laenidosa H.C. — kaHd. mex. Hayk, doyeHm

«Smart Home» — 310 cuctemMa, no3BonsLlas cBA3aTb BOEONHO HAabop 3NEKTPOHHbLIX YCTPOWCTB
HEe3aBMCKMMO OT NMPOU3BOAUTENS N aBTOMATM3MpPOBaTh ObITOBbIE MPOLECCH B AOME Yepe3 eANHbINA LIEHTP
yrnpaBneHus, B KOTOpOM ByaeT ocyLlecTBnATbCA KOHUIypaumMs U MOHUTOPUHT KaAoro M3 yCTPOWCTB.
Tak xe €€ HeOTbeEMIIEMOM HacTbio ABNAETCA BO3MOXHOCTb CO3[aHWUs CLieHapueB COBMECTHOW paboThl
Takux YCTPOUCTB Mcxoasa n3 TpeboBaHuii KOHKPETHOrO Nonb3oBaTens.

Kak npaBumno «yMHbI 4OM» COCTOUT U3 CrieayHLLMX KOMINOHEHTOB:

— nporpaMmmMmHoe obecneyeHue;

— KOHTpOInepb!;

— obopynoBaHMe aBToMaTM3aUmu;
— UCMNOMHUTESbHbIE YCTPOWCTBA;
— [aTyYnKuY;

— YCTPOWCTBA YrpaBreHust.

@OyHKUMM N BO3MOXHOCTW, NpedocTaBnsieMble NOAOOHLIMM CUCTEMaMM MOXHO O6beauHUTb B
crnegyoLwmne KaTeropum:

— 6e3onacHoCTb;

— KomdopT;

— 3KOHOMUS 1 3alLMUTa OKpYXKatoLen cpeapl;
— 3[0pPOBbLE;

— aBTOMaTM3aLUMs N aBTOHOMHOCTb;

— yAaneHHbI JoCTynn.

BesonacHoCTb.

HaHHaa kaTeropus BktovaeT B cebs PyHKUMM BuOeoHabniogeHus, umuTauumn npucyTcTeus,
KOHTPOMS W ynpaBneHnsi 4OCTYNOM, OXPaHHOMW M NOXapHOW CUrHanM3aumu.

Hanpumep, ecnun npyu oTCyTCTBUKM BragenbLeB B JOME AATUYUK OBWKEHUST 3aperncTpupoBarn HEKyto
aKTUBHOCTb, 06 3TOM MHOPMUPYETCS OXPaHHas opraHM3auus, a Ha CMapTgOH NPUXOLAMT ONOBELLEHNE B
Bnge SMS-coobieHusa nnn PUSH-yBegomneHms ¢ BbIBOOOM M300paXkeHNsa ¢ kamep BuaeoHabniogeHus.

MoMMMO KOHTpPONA W ynpaBreHus OOCTYNOM 4YacTb PagMoYacTOTHbIX METOK  MOXET
1cnonb3oBaTbCs CUCTEMONM aBTOMaTU3aLmMmn Ans 3anycka onpeaeneHHbIX CLeHapmreB.

Komdopr.

JaHHasa kaTeropus BkntoyaeT B cebst PyHKUMM yNpaBneHns ocBeLLeHneM, TemnepaTypon nu megua-
LEHTPOM, B3aMMOOENCTBME C CUCTEMOM C NMOMOLLLbIO rofioca U MOBWIbHBIX YCTPOWMCTB.

Kak npaBuno ynpaeneHwe noObIM M3 MNOAKMIOYEHHBIX K CUCTEME YCTPOWCTB, MOXET
OCYLLECTBMATECA MNpYM NomowM Opaysepa, cneumanbHOro MPUITOXKEHUS WM FONOCOBLIX KOMaHA He
3aBNCUMO OT OnepaLMoOHHON CUCTEMbI U MOAENN YCTPOMCTBA.

Tak >xe ronocoBOV MOMOLLHUK MOXET pearmpoBaTb Ha OrPOMHOE KONMMYECTBO KOMaHd, Oyadb TO
3anpoc uHdopmaumm o noroge nnu npodkax, BNioTe 40 OPOHNMPOBAHMSA CTOMNMKa B peCTOpaHe.

OKOHOMMUSI U 3aLLMTa OKpYKatoLLEen cpeapl.

laHHas kaTeropusi BkItoyaeT B cebs yHKLUM KOHTPONS SHepronoTpebneHus yCTponcTBs, raso- u
BOAOCHaOXeHUS.

Hanpumep, npu Hanuumm [OBYXTApU@HOrO CYeTyMKa INEKTPOSHeprMn U  poroeBopa C
aneKTpocHabXatoLLen KoMnaHen MOXHO COKPaTUTb pacxXodbl Ha 3MeKTPO3HEPrnto, UCMonb3ys hyHKLNM
OTIIOXXEHHOro 3amnycka SHEProéMKMX YCTPOMCTB B NbFOTHbIE Yachl.

Ewe ogHVM npuMepoM MOXET CryXWTb YCTaHOBKA CONTHEYHbIX MaHenen Ha Kpbily CBOEro
Xunumua. AKKYMYnupysi NOMYYEHHYI0 C MX MOMOLLBbIO SHEPIMIO U UCMOfb3ys €€ B Yacbl MakCUMarbHOM
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CTOMMOCTU, MOXHO HE TOJIbKO XOpPOLUO C3KOHOMWUTb, HO M CHU3WUTb Bped, HAaHOCUMbIN OKpYXKatoLLen
cpene, 3a CYeT MCNONb30BaHNSI BO30OOHOBIIAEMOr0 UCTOYHMKA SHEPTUN.
300poBbe.
HaHHas kaTeropus BknoyaeT B cebst PyHKLMN KOHTPOMNS KadecTBa BoAbl M BO34yXa.
Cunctema aBTOMaTu3aumMm MOXET OCYLLeCTBNATbE MOHUTOPWHI COCTOSIHUSA BO3A4yXa U OnpeaenvTb B
Kakom MOMEHT HeobxoAnMOo NPOBETPUTL NMOMELLEHME UMMM HavyaTb NPoLeAypy OYUCTKM, a TakKe B cryyae
oOHapy»xeHne NOCTOPOHHMX ra3oB coobLNT 00 3TOM.
B cBow o4vepeab HabnwgeHwe 3a XMMUYECKMM COCTaBOM BOAbl MO3BONUT OMpenenvTb
a(ppeKkTMBHOCTL K pecypc ouuliatowlero ¢unbTpa, a Takke npouHdopmupyeT BnagensueB o
HeoBX0AMMOCTUN €ro 3ameHbI.

ABTOMaTM3auunsa N aBTOHOMHOCTb.

HaHHasa kaTeropusa BknovaeT B cebsa pyHKLMM HACTPONKM 0BOpyaOBaHUSA 1 CO3AaHUs CLieHapueB
noBedeHVs1 CUCTEMbI MCXoAds uM3 noTpebHOCTen nonb3oBaTens wnu B Clydae oOTKasa OAHOro U3
YCTPOWUCTB.

JlerkocTb HaCTPOMKM 1 3aMeEHbI KaXXAOro U3 yCTPOWCTB SABMSETCS O4HOW M3 MPUOPUTETHBIX 3agay
cucTeM JOMallHel aBTomaTtv3auuv, a pe3epBUpOBaHME KIHOYEBBLIX 3NIEMEHTOB M MCTOYHMKOB MUTAHWSA
obecneynt PyHKLUMOHNPOBAHME CUCTEMBI NMPU YPE3BbIYaNHbIX CUTYaLUSIX.

B cBolo oyepenb MCMONb3oBaHWE CLEHApWEB MO3BOMSET paclMpuTb (GyHKUMOHAN cucTembl U
cosgaTtb 6onee rmbkyo KoOHUrypaumtio.

YpaneHHbIn gocTtyn.

[daHHas kaTteropus BknoyaeT B cebs PyHKLUN MOHUTOPWHIA U YAANEeHHOro ynpasreHns CUCTEMON
aBTomMaTusauuu.

YpaneHHbIi JOCTYn K cucTeme Mno3BonuT B N0OON MOMEHT MpOBEpPUTb COCTOSHUE Xuiuwia u
BPYYHYIO MHMLMaNM3npoBaTb 3anyck foboro m3 cueHapves, pe3ynbTaT BbINOMHEHMSA KOTOpbIX OyaeT
nepegaH n obpaboTaH LEHTPOM ynpaBreHus.

141



56-5 Hay4yHas KoHgeperyus Acnupanmos, MazucmpaHmos u CmydeHmos bI'YUP, MuHck,
2020

NMPOLEAYPA UHTEPNTIUBUHIA B CUCTEMAX DWDM C
KOrePEHTHbIM NPUEMOM CUTHAJIOB

JlamywkuH K.1O.

Bernopycckuli eocydapcmeeHHbill yHUgepcumem UHOpMamuKu U paduosnekmpoHUKU
2. Munck, Pecnybnuka benapyck

Ypsidoe B.H. — k.m.H.,0oueHm

B paHHoi paboTe paccmaTpuBaeTcsl BO3MOXHOCTb YMPOLLUEHHOM peanu3auuy npouenypbl AeMYNbTUMNNEKCUPOBaHUS B
cuctemax DWDM, 4To no3BonsieT roBopuTb 06 3KOHOMUYECKOW BbIrofe OT BHEOPEHWUS AaHHOro Metofa. BmecTte ¢ Tem npoBoautes
OLIEHKA BbIMIPbILLA CBSA3AHHOTO C M36aBfieHneM OT NPoLEAypbl MHTEPNMBUHIA.

YCTPONCTBO MHTEPNMBUHIA pasfensieT KaHarsbl, KOTopble noanexaT MyNbTUMNNEKCUPOBAHUIO, Ha
rpynnbl: HEYETHbIE U YETHble ANst KOHUrypaumm WHTeprnvBuMHra 1x2. B 3TOM npocTeiwem cnydvae
YCTPOWCTBO WHTEPNMBMHIa obbeauHsieT ABa Habopa KaHarnoB B OAMH MIOTHO YynakoBaHHbIA Habop,
MMEILMIA Liar ynakoBKM B [Ba pasa MeHblle UCXOAHOro. B MpOTMBOMOMOXHOCTL 3TOMY, YCTPOWCTBO
[eVHTeprvBuHra pasgensieT eauHbIn BXOOHOW Habop kaHaroB W HamnpaBnsieT pasferieHHble MOTOKU B
[iBa BbIXOAHbIX MOTOKA, MMELLMX YABOEHHBIV LuAr Mexay kaHanmamu Mo CpaBHEHWI0 C ucxodHbiM [1].
MosicHeHWs1 kK NpoLeaype UHTEPNIMBMHIA NPUBEAEHb! Ha PUCYHKe 1.

Optical De-Interleaver

N RN NN S
L LLLE - T even
Input Output
Optical Interleaver
osaLLLL - 11 | N
Input Output

PucyHok 1 — lNpouenypa nHTepnmeBuHra

lMpUMeHeHue KorepeHTHOro OeTEeKTUPOBaHUS, Aaxe MO CPaBHEHUIO C OMTUYECKUMWU YCUNUTENSMMN
EDFA wuvmMmeeT cylwecTBeHHble MpeuMyLlecTBa C TOYKU 3PEHUA YyBCTBUTESBLHOCTU MNPUEMHUKAE.
leTepoaouHHbIN MeTOon4 npuveMa He TpebyeT cornmacoBaHusa ¢a3 onTuyeckux nonen. Ho Tpebyetca
nogaepXusaTtb MOCTOSHCTBO pPa3HOCTU MeXAy Y4acTOTOWM BXOAHOIMO0 WHEOPMAUUOHHOIO OMTMYECKOro
curHana M 4acTtoTOM MECTHOro retepoamHa Onsi KOMMeHcauuum yxo4oB M HeCcTabuibHOCTM 4acToTbl
BXOOHOMO CuUrHana, BO3HMKAKLWMX MO MpUYMHE TEeMMepaTypHOM HECTabMIbHOCTU U OPYrMX BHELLUHMX
dakTopoB. [1na obecnevyeHrs NOCTOAHCTBA PA3HOCTU YaCTOT NPOM3BOAAT MNOACTPOMKY YaCTOThl MECTHOMO
reTepoavHa npu NOMOLLK KOHTPOSIfepa 4acToThl.

Ona atoro B cnektp MHGOPMALMOHHOIO curHana nepes Moaynsaumen OMTUYECKOW HecyLlewn
BBOAMTCS O4HOTOHANbHbLIN CUrHaM C amnauTygon A u vactotom fy, mMpeBblwaloLWen BEPXHIOK 4acToTy
WHopmaLmnoHHOro curHana. B pesynbtate moaynauum B cnekTpe MHAOPMaLUOHHOIo curHana nomMumo
WH(OPMALIMOHHBIX COCTaBAIOLWNX MOSABATCA ABE AOMNOMHUTENbHbIE COCTaBnsawWwme ¢ yactotamm f; + fa.
B BONokHe €O CTOPOHbI MNpUEMHMKA NpPU MNOMOLUWM pacnpeferneHHoro ycunutens bpunniosHa
npousBoguTcsa usbmpaTenbHoe ycuneHune yacTtoTthbl fo + fs. [anee cdhopMyMpoBaHHbIN TakMMm obpasom
curHan nogaeTcs Ha Bxod dpotoaeTekTopa. [JaHHbIA NPUEMHbIA ONTUYECKUA Moayrnb PYHKLMOHMPYET Mo
NPUHLMNY reTepoauHHOro npuemMHuKa, a B KayecTBe CUrHana MeCTHOro retepoguHa WCnosnb3yeTcs
ycuneHHas coctaenswowas ¢ vactoton fo + fs. BblCOkMN KO3(DPUUMEHT ycuneHusa pacnpenerneHHoro
yevnutena bpunntoaHa nos3sonisieT NONyyYuTb CYLEeCTBEHHOE YyBenuyeHne ee MOLLHOCTU. Ha Bbixoge
doTopeTekTopa GyAeT nonyyYyeH MHAOPMaLMOHHbLIA CUrHan Ha nogHecylen vyactote fo=f; [2].

Takum obpasom, ncnonb3yst MeTo reTeEPOAMHHOIO NpMema C UCMOoNb30BaHMEM pacrpefeneHHbIX
ycunutenen bpunniosHa, a Takke NpuHMMasi BO BHWMaHWe, YTO pa3HOC 4YacTOT MexAay KaHanamu B
cuctemax DWDM sBnsieTcA NOCTOAHHBIM, NMOSBASETCH BO3MOXHOCTb UCMONb3YS YCUMEHHYI0 YacToTy fc +
fs 4eTHoro kaHana, kak OMOPHYK M ANS HEYETHOro W AN YEeTHOro KaHamnoB, TakuM obpas3om HeT
HeoOX0AMMOCTU B NpoLeaype AeNHTEPNNBUHTA
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METOAUKA OLLEHUBAHUA LULYMA KBAHTOBAHUA LIMPPOBOIO
PUJIBTPA
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2. MuHck, Pecnybnuka benapyce,

Jlesuyk B.A., lNoduHako A.B., Apniosuy C.B.

lMNe4yeHb T.M. — Cmapwud nperodagameris

MpeanoxeHa mMeToAMKa OLEHVMBAHNA LyMa KBaHTOBaHUA Lmdposoro dunbTpa. B AaHHoM paboTe n3yyeHbl Takve xapakTepucTuku
umcpoBoro hunbTpa, Kak LUyM KBaHTOBaHMUS, OTKMMK unbTpa Ha BXOQHOW LyM, owmbKa curHana B Noboi Touke CTPYKTYpbl
dunbTpa, Aucnepcrs BXOAHOIO Lyma, AUCMEPCHS LyMa KBaHTOBAHWA Ha Bbixoge dunbTpa.

MeToauka oueHMBaHMS WyMa KBaHTOBaHUS UM@pPOBOro dunbTpa npegycmatpuBaeT criegyrowme
aTansl:

— Ecnn Ha Bxoa undpoBoro gunbTpa ¢ MMNYNbCHOW xapaktepuctukon h(t) noctynaet curHan x(t),
TO BbIXOOHOW cuUrHan dounbTpa onpeaensieTcs BblpaXKeHNEM:

-l
yin) =3 hinx(n—m)

Himll

B pesynbTrate KBaHTOBaHMA BXOAHOrO CurHana obpasyeTcs Lym KBaHTOBaHMS ein(n), KOTOPbIN
HaknagblBaeTCsl Ha BXOAHOW CurHan n Bo3gencTeyeT Ha unbTp. B cuny nMHenHoctTn punbTpa MOXHO
BblYMCMUTL peakumio unbTpa eout(n) Ha BxogHow wym. [lpu 9TOM nogpasymeBaeTCs, 4YTO BCe
BblUMCNINTENbHbIE YCTPOWCTBA M 3anoMWUHaloLWMe YCTPOWCTBA, UCMONb3yeMble MPU KOHCTPYMPOBaHWUM
dunbTpa MmetoT HeCKoHeYHYH pa3psagHOCTb.

—[Ona HaxoxgeHus OwuWbKkM curHana B 06O TOuke CTPYKTYPHOM cxembl unbTpa,
0ByCnoBneHHyl0 LWYyMOM KBaHTOBaHWA BXOOHOrO curHana ein(n) HeobxoaMMo BOCMONb30BaTbCH

dopmynoi:
Ar-1
g (n)= Zk;‘ (rrjey, (2 — o)
=l

roe hi(n) — nmnynbcHas xapakTepuctuka 4Yactu unbTpa OT €ro Bxoga OO TOYKM, B KOTOPOM
OLEeHVBaeTCs OLLIMBKa.

Ecnn BxogHOW curHan dunbTpa KBaHTYeTCAa C paspsagHOCTbIO bin, TO owubKa KBaHTOBaHWS
BXOOHOMO cCuUrHana npu Mcnonb30BaHUM OKPYrMeHUs orpaHnyeHa BenuUYMHOW OMMCaHHOW B CnefyloLum
BblpaXxeHueMm:

B, = max |e,, () = 5l _ %

A owmnbka BbIXOLHOrO curHana unbTpa, Bbl3BaHHAs KBAHTOBAHMEM BXOAHOIO curHama MoXeT
ObITb OLleHeHa Kak [1]:

By, = max(fe,(n)) < max( o (1)) 3 )| = % S m)
=l =l

Takum obpa3om, BepxHAA rpaHvua owwnbky, BbI3BAHHOW KBaHTOBaHWEM BXOAHOrO CwrHana,
3aBMCUT OT PaspsgHOCTM KBAHTOBAHMS U OT CyMMbl MOAyren BblIOOPOK MMMYMbCHOW XapaKTepUCTUKK
duneTpa.

CornacHo paBeHcTBY NapceBans AMCNepcnio MOXXHO ONpeaenuTb CReayoLWmMM BblpaKeHneM:

Foat = i % ﬂH @) de
1}

e

roe - AYUX uudpposoro uneTpa.
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Takum o6pasoM, MO AONYCTUMOW BEMMYMHE Sou® U M3BECTHOM AYX unu UX cunbTpa MOXHO
onpegenuTb OOMYCTUMYK BENWYUHY AMCNEpPCUM OLLIMOKM BXOAHOIO CUrHana Sin?, KoTopasi B CBOI
oyepedb onpeaensieT Tpebyemyto pa3psiAHOCTb bin KBAHTOBaAHUSA BXOAHOIO cuUrHana.

Cnncok MCnonb30BaHHbIX UCTOYHMKOB:

1. Butsses, B.B. MHorockopocTHas aganTueHasi o6paboTka curHanos // PaguoTtexHuka. — 2012. — Ne 3. — C. 17-29.
2. ButsizeB, B.B. MHorockopocTHas obpaboTtka curHamnoB B cucTemax TenekoMMyHukauui // Onektpocssasb. —2013. —
Ne 11. — C. 49-56.
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MCCINEANOBAHUE BUX-PUJTIbTPOB B CPEAE SIMULINK

Benopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHopMamuKku U paduo3rieKmpoOHUKU
2. MuHck, Pecniybnuka benapycb
Jlewkesuy M.H., lNoduHako A.B, Cyzako A.B.

lNe4eHb T.M. — Cmapuwul npenodasamerib

B paHHoi paboTe paccmoTpeHa maTemaTuyeckasi MoOAenb ANCKPETHOrO punbTpa ¢ GECKOHEYHON MMMYNbCHON XapakTepPUCTUKON.
[ns uccneposaHuin BbibpaHa matemaTtuyeckasi cpeda Simulink.

WHTerpupoBaHue, Kak MatemaTtuyeckass onepauus, 3aHMMaeT BaXHOe MeCTO B cucTemax
obpaboTkm curHanos. BapmaHTtbl KUX-nHTerpaTtopa n GbICTpor CBEpPTKM OTNagalT, eCnu UMeTb B BUAY
Ka4yecTBO BbINOMHeHMs onepaumn. OcTaetcs BapuaHT BWX-uHterpatopa. 3ameHa HenpepbiBHOro
BpeMeHW Ha AnCKpeTHoe aaert [1]:

05, n=10
gln) = { Dm0 (D).

CuncteMHas dyHKUMSA ONa AUCKPETHOro nHTerpaTopa ¢ gaHHon UX pasHa:

Diz) = Tz~ — 0,5 = 0,5 x 2 ).

1-z~1

Pa6boTa gaHHon dyHkuumn peanusoBaHa B SIMULINK n nokasaHa Ha pucyHke 1:

Cosin) %m »+ signal
NI \S

+ :
|. Gain To Workspace

Generator L

Delay| 7

Pl/lcyHOK 1 - Cxema MHTEerpaTopa, ncnonb3yruiero KAaHOHN4YEeCKyH cbopmy, KOTOpasaA no3sonaeT 060oNTNCH OOHNM
perncTtpom casura

Cxema reHepartopa, npeacrtaByieHHOro Ha pucyHke 1:

3
E:

T
b

Pule
Generstor

| integrator

Delay2| z!

Delay1

PVIC)/HOK 2 — Cxema o6pa30|3aHV|$| KOCMHYyCOMOanbHOro curHana.
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, BbIXOOALWMNI 13 reHepartopa KoCMHycounganbHbIX UMNYyNbCOB, UMEEM

PaccmoTpeTb curHan

BO3MOXHOCTb Ha PUCYHKe 3.

& (=]
| [ [ [ [ [ —
L ; _ ! ! ! !

!

& ! _ _ ! e SRR beeoedoeeo{@
! ! ! ! ! ! ! !

, : : : " : :

e AU S S U U PP | =t
: ! : R Rk : Foono e
" : : " : : —%

R o
S " _ ! _ —
! ! ! ! ! ; —

L o o o o e i o o o e e b e e B o e e g =
S R i At e S =
D ! ! ! ! ! !

!
! ! ! ! ! ! ! !

& [ T P T
N : : ! ! ! !

ERREEREEEEE - TRERED FEEEEE SREEEEEELD TREREE R s =
! ! ! ! ! ! ! !

! ! ! ! : : —

ERREEREEEEE -- - TREREE FRRREE : : : : ¥t
! ! ! ! ! ! ! !

! ! ! ! : : —

RRRREREEEE oo TRRREE R R R TRRRED R

! !
! ! ! ! ! ! ! !
R : : ! ! ! !
' 1 1 1 1 1 1 1 1 [

PucyHok 3 — Bug curHana, BbIxogsLLero n3 reHepatopa Ha puCyHke 2

HavanbHas pasa curHana BbibpaHa TakMMm 06pasoM, 4TOObl KOCMHycOMAarnbHble WMMMYIbChbI

Ha4vynHanm noctynatb OT Ha4Yana CUCTEMbl OTCHETa.

[Janee 3TOT curHan nocTynaeT Ha BXOA reHepatopa M npeobpasyeTcs COrfacHo CUCTEMHO

dyHKumMK. NpeobpasoBaHne curHana B MHTerpaTope, MMeem BO3MOXHOCTb PACCMOTPETb Ha pUCYHKe 4:

b mmmmdmma - —]
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PucyHok 4 — Bug curHana Ha BbIxoAe reHepartopa, nocne npeobpasoBaHuii

Takum o06pa3oM, MOXHO cgenatb BbIBOA, YTO Cxema paboTaeT uchnpaBHO: NepBoOOpasHbIN

WMHTerpan oT yHKUMK cuHyca coxpaHseTcd. [poctenwmm BUX-unbTpom sBRsSeTCA AUCKPETHbIN

UHTErparop.

147



56-51 Hay4yHasi KoHgepeHuyusi AcriupaHmos, Masucmparnmos u CmydeHmos bI'YUP, MuHck,
2020

Cnncok MCrnonb30BaHHbIX UCTOYHMKOB:
1. OBcsiHHUMKOB, B. A. MeToapbl dopmmpoBaHns 1 LmdpoBoi 0b6paboTkM curHanos : y4ebHo-meToA. nocobre : B2 4. Y. 2 :
OuckpeTHoe npeobpasoBaHune Pypbe, hunbTpaums n moaynaums / B. A. OBcsiHHMKOB. - MH. : BI'YWUP, 2010.
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OBPABOTKA LIM®POBbIX ACM-U30EPAXEHUA HA OCHOBE
FEOMETPMYECKUX NAPAMETPOB TONOIPA®UYECKUNX
SJNIEMEHTOB NOBEPXHOCTEMW

Benopycckutl eocydapcmeeHHbIl yHUsepcumem UHghopMamuku U paduos/1eKmpOoHUKU
2. MuHck, Pecniybniuka benapycb

Jloseukuti M.FO.

Acmpoeckul N.U. — k.m.H., doueHm

B npencraBneHHon pabote npoBedeHa oueHKa 3dEKTUBHOCTM anropuTtMOB W MPOrpaMMHBIX CPEACTB  CermeHTauuu,
obecneuvBaloLLmX BblaeneHne obnacten n3obpaxeHnin aTOMHO-CUMOBOW MUKPOCKOMUM, COOTBETCTBYIOLLIMX 3rieMeHTaM NoBepxHOCTen
HeopraHu4yecknx matepuanoB. Takke pa3paboTaHbl: anroputM napaMeTpusaummn n pasdreHus Tornorpadmyeckoro NPocTpaHCTBa Ha
CUMIMIIEKChI, YYUTBIBAKOLLMIA OCOBEHHOCTU U300paXKeHUIi aTOMHO-CUITOBOM MMKpOCKONuK, obecrneymBaloLLmii onucaHne MaTepuaros;
anroputm cdunbTpaumm ACM-n3obpaxkeHuin Ha ocHoBe (hOpM-HaKTOPOB CErMEHTOB; anropuUTM BbICOKOTOYHOW COBMELLIEHUSI U CLUMBKM
LUMGPOBLIX U300paXKEHUN aTOMHO-CUITOBOM  MMKPOCKOMUM HEOPraHUYeCckUx MaTepuarioB C MCMOSIb30BaHWEM TeOMETPUYECKMX
napameTpoB TONorpacpu4ecKMx 3N1eMEHTOB NMOBEPXHOCTEN.

B kayecTBe MCXOAHbIX AaHHbIX NCNOJIb3YKOTCA pe3yJibTaTbl CKaHMPOBaAHUA MOBEPXHOCTU OOHOIO
o6pa3u,a HeopraHn4ecKkoro matepuarna B pa3HbiX y4acTKax, npeacrtaBsiieHHble Ha pUCyHKe 1.

yyacTkax

N306paxeHns npoxogat npeaodpaboTky B BUAE npuMeHeHus dunbtpa Faycca ¢ paaMepom OkHa
10, 3atem anroputmoMm BOJIMA Ha n3oOpaxeHusiX BblAENSATCA CermMeHTbl. Ha ocHoBe HanaeHHbIX
obnacTtel onpenenstoTcs ONopHble TOYKM M300paXkeHnsa N ux Gnuxanwmne coceam, Ha OCHOBE KOTOPbIX
COCTaBMAKTCA OECKPUNTOPbLI ToYeK. [JaHHble AeCKpMNTOpPbl CPaBHMUBAKTCA A1 BCEX Map COBMELLAeMbIX
nsobpakeHuin. [ina kaxgow napbl TOMEK, MASHTUMDULNPOBAHHbBIX HA OBYX COBMELLAeMbIX N300paxeHusX,
HaxoOouTCs pasHOCTb OCu opavHaT M abcumcc. Onpepensietcd Habonbluee 3HAYEHUE BEPOATHOCTU
pasHOCTU KoopAMHAT AMs1 BCEX COBMELLAeMbIX TodeKk. [laHHOe 3HayeHue NpPUHUMAaETCs 3a BENUYUHY
CMeLLeHMs, Nocrne 4Yero nNPOUCXOAWUT COBMELLEHME [ABYX u3obpaxeHun co cmeweHnem. Cumrtoe
n3obpaxkeHve NpeacTaBneHo Ha pUCYHKe 2.

B o

chyHOK 2 - Pe3yanaT CLUMBKM TpeX CKaHMPOBAHHbIX y4aCTKOB O4HOIo 06pa3u,a

Kak BMOHO W©3 MOMyYeHHbIX QfdaHHbIX pas3paboTaHHbIi  anroputM MO3BOMSET MNPOM3BECTU
BbICOKOTOYHYIO cwmBky ACM-n3obpaxeHnin, Ha OCHOBE HalAeHHbIX 0CObbIX Todek. [edekT HanbineHns
3amMeTHbIN Ha Tpex obpasuax NpocnexuBaeTcs Ha pe3ynbTupyowen matpuue. lNonyyeHHble pesynbTathbl
B [JanbHehleM MOXHO pa3BuUTb A9 aBTOMaTUYecKoro BblgeneHuss OObeKkToB, C  3aAaHHbIMU
napameTpamu, knaccudukaumio HanaeHHbIX OObEKTOB, X NapameTpu3aumnio 1 ngeHTudukaumio B 6ase

149



56-51 Hay4yHasi KoHgepeHuyusi AcriupaHmos, Masucmparnmos u CmydeHmos bI'YUP, MuHck,

2020
AaHHbIX, MMB0 Ha HecKorbknx obpasuax. Tak xe paspaboTaHHble anropuTMbl MOXHO MOAMUUMPOBATL
AnA aHanusa nony4YaemMbix JaHHbIX.

Cnucok ncnonb3oBaHHbIX UCTOYHUKOB:

1. Eaton, P. Atomic Force Microscopy / P. Eaton, P. West. — Oxford Univ. Press, 2010. — 257 p.

2. Pabuesuy, B. B. PerpeccuBHbin anroputm cermeHtaumm ACM-u3obpaeHuii Ha OCHOBE BOJSIHOBOIO BblpalUMBaHUsI
obnactent / B. B. Pabuesny, B. tO. LiBeTkos, JloBeukuit M. KO. // MOHUTOPWMHI TEXHOrE€HHbIX U MPUPOAHbLIX OOBLEKTOB: CO.
mMaTepuanoB MexayHap. Hay4H. -TexH. KoHd. / pegkon. : batypa M. M. [n gp.]. — MuHck: BI'YWUP, 2017. — C. 77 — 84.
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NCCNEAOBAHUE AND®DEPEHUNPOBAHUA CUTHAJIOB
B CPEAE SIMULINK

Bernopycckuli 2ocydapcmeeHHbIl yHUsepcumem UHgopmMamuku U paduod/1eKmpOoHUKU
2. Munck, Pecnybnuka benapyck

Makcumosuuy B.C., yny6 U.B.

2020

lMe4eHb T.M. — Cmapuwud npernodagamersib

B paHHoi paboTe paccmoTpeHa MaTeMaTuyeckas Moaerb ANCKPeTHOro avdpdepeHumaTopa B BUAE unbTpa ¢ KOHEYHON MMIYIbCHOWM

XapaKTepUCTUKOIA. MiccrefoBaHysi NpoBefeHbl B MaTeMaTuyeckor cpege Simulink.

Passutune cpencrte COBpeMeHHOVI MVIKpOFIpOLI,GCCOpHOVI TEXHUKN N CHUXEHUE Ux
CTOMMOCTU OTKpPbIBaAOT LNPOKNE BO3MOXHOCTU AO5Ad COBEPLUEHCTBOBAHUA YK€ UMEKLWNXCA U
CO34aHnA HOBbIX alifOPUTMOB peLleHnA B pealibHOM MacLiTabe BpeMEHN MHOIMMX npuknagHbixX
3agady. OgHoM M3 Takmx 3agady siBnsieTcs paccmaTpnBaemMaa B OaHHON pa60Te 3agada

undposoro anddepeHunpoBaHua curHanos (LUAOC), namepsiemMbix B peanbHOM M
BPEMEHN B CUCTEMAaxX aBTOMaTMYECKOro perynnuposaxms [1].

gfn) == [cos2mbln — o) - Sinc(2n80n - o) )],

o
D
b=l

I

I

I

=

H

|
|7

- -'-.I
o
I

=

= N=0()N-1.

acwTabe

1)

Hwke npuBedeHa CTPYKTypHas cxema peanusaumm auddepeHumpoBaHns CUrHanos

(puc.1).

6‘."] Sm:ln]

Ssblxln]

FeHepatop leHepatop
zanycka :D' CHrHana :>' Ouddepenymnarop :D.

PucyHok 1 - CTpykTypHasa cxema nccnegoBanuns gudgepeHunpoBaHns curHanos

Ha ocHoBaHMM CTpYKTYypHOW cxembl 6Obina paspaboTaHa GyHKLMOHaNbHas cxema

cucTeMbl Ans mogenuposaHus B cpege Simulink (puc. 2).

PucyHok 2 - Cxema mogenupoBanus B Simulink
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[aHHasa cxema co cpedHen TOYKOM BblgaeT CuUrHam UM ero npov3BOAHYI0 B coBnajawoliue

MOMEHTbI BpemMeHn. Ha pwucyHke 3 npeactaBneH rpadmk BXOAHOTO curHama Ha BbIXoge
cpegHen TOYKN.

;
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PucyHok 3 - N'padhmk curHana Ha BbiIxode CpedHeln TOUKM cxeMbl uccnegoBanms B Simulink
Cxembl CO cpedHen TOYKM npeanoyTUTenbHee AN UCMNONb30BaHus, T.K. BCe npeobpas3oBaHus

ABNSIOTCA MHEPLMOHHBIMK, TO AN aHanuW3a peakuuu CUCTEMbl Ha BbIXOAE MMEHHO rpadvk Ha puc. 4
CpaBHMBaeTcs ¢ puc. 3.
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PucyHok 4 - CurHan Ha Bbixoge

Takum 06pasom, MOXHO caenaTb BbIBO4, YTO MPYM MOOENUPOBAHMMN LMAPOBLIX MU AUCKPETHBIX
cucteM Heobxoaumo 006s3aTenbHO y4yMTbiBaTb Llar AUCKpeTu3auuu, BbIOOp KonuyectBa OTCHETOB
UMMYNbCHOW XapaKTepuCTWKKN, napamMeTpbl BXOOHOrO curHana, T.K. MMEHHO OT 3TOro 3aBUCUT KayecTBO
paboTbl ycTporcTB [2]. CurHan Ha BbIXOAE MUccneayemMon B AaHHOW paboTe CUCTEMbI UMEET UCKaXKEHHBIN
BMO W NODOOYHbIE KOMMOHEHTbl. 3TO 0BycnoBneHo BbIOOPOM HeBOonbLUOro KonmyecTBo OTc4ETOB UNX
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andpdepeHunatopa M 6onee npoTSKEHHbIM CUrHANOM Ha BXoAe YCTpOMCTBa. TOYHO bunbTpauum

HanpsiIMyto 3aBUCUT OT COrTIaCcoBaHUs MApaMeTPOB U XapaKTEPUCTUK YCTPOWCTB CUCTEMBI.

Cnu1coK Ncnosnb30BaHHbIX UCTOYHUKOB:

1.0BcsaHHMKOB B.A. MeToabl hopmmpoBaHus U umdpoBoin obpaboTku curHanos. Yactb 1. Z-npeobpa3oBaHue, cBepTka u
reHepauusi ANCKPeTHbIX curHanos- MuHck 2007.

2.MepwwH B.T. dopmupoBaHue 1 reHepupoBaHne CUrHamnoB LMdpoBon paguocBsau : y4eb.-metoa. MNocobue. B 2 4. Y.1. —
MuHck: BI'YUP
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MOOENUPOBAHUE BbICOKOYACTOTHbIX KONIEBAHUU C
NMOMOLLBbIO AJITTOPUTMOB Bl ®-OblN®

lNedyeHko H.B., Kopornbs A.B.

Bernopycckuli eocydapcmeeHHbill yHUgepcumem UHGOPMamuKu U paduosnekmpoHUKU
2. Munck, Pecnybnuka benapyck

lNeyeHb T.M. — cmapuwuli npernodasamerib

B paHHon paboTte npuBedeHbl pesynbTaTbl MOAENMPOBAHWUA BbICOKOYACTOTHBIX KonebaHwi B crneuyanu3vpoBaHHOW nporpaMme
“Pypbe aHanu3 1 cuHTe3”. MiccnenoBaHus NPOBOAMIMCE HA OCHOBAHWM anropuTMoB NPSIMOro M 0bpaTHOro GeicTporo NnpeobpasoBaHus
Ddypbe.

B 3agavax mogynsuuMum M OEeMOAYNSIUMKM LUMPOKO MpumeHsitoTca anroputMbl BIMNO-OBMN®. Ha
Kadbeope WHPOKOMMYHMKALMOHHBIX TEXHOMOMMA AOnsi npoBedeHWs nabopaTopHblx paboT  Obina
paspaboTaHa crneynanusMpoBaHHasi nporpamma “®ypbe aHanus u cuHTes”. B gaHHom pabote paccmoTpum
crnyyan cosgaHuns pagmouMnynbca no cxeme NPeAacTaBrieHHOW Ha pUCyHke 1.
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PucyHok 1 — Cxema cbopMupoBaHus pagmommnyrnbsca

CKO=15
A=5
Ny =121

CKO=31
A=5
Mgy = 151

120 119 11054 47 -40.34 -27-21 149512479 139

PucyHok 3 — BXO4HOWM KONMOKOSbHbIA CUrHAn &)

140512479 1316 23 28 33 3842 4353 58 6368 7370 8388 53 B8 104 111 118 121
Ay

T

I ——
o

110101 -93 9620 -73 67 60-54 47 40-34 3721 145,

PucyHok 4 — CniekTp curHana B Touke 1 PucyHok 5 — CnekTp curHana B TouKe 2
B Touke 3 COBMHYNM CMEKTp BNPaBO Ha yacToTy Moaynupytollero konebanna K; = 33, B Touke 4
BneBo Ha k; = —33,
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PucyHok 6 — CymMa CABUHYTBLIX CNEKTPOB curHana 5, (n)

Kp

56-51 HayyHasi KOHgbepeHyus acrnupaHmos, MazucmpaHmos u cmydeHmos BbI'YUP, 2020 a.

Mod Mod
280
260 --- - b 550
77 KR R (0 4 ML R 0D R G Uy D LA e R DU TR £00
220 4504 -l b et st
200 ' . rdeskedoriats 400
180 : R O D R LT B
160 SRS H R | R i
SHRNERE RRERY 15 Mof-ie
100 broproderhdideiidd : - ‘! v 200 : ; ba o
& l;f-r*{:jk-'ij """ brod IR | SR Y SEHRINE AT
o bbb L i i |
BE i ‘ZZ M:: 5 | o
0 II I ’[ : : S 'JEHL : 0 IH 1 “L JL[ I

2128 -119 -11-40-34 -27-21 -14-9.5-12479 1318 23 2833 3343 48!

-128 <117 -40.34 .27.21 -14-§~5-12479 1318232833 38‘3&3

Arg Arg

PucyHok 7 — Cymma cnekTtpa curHana 5; ()
M CABMHYTbIX CMEKTPOB CUMrHana &, (1)

B Touke 5 caBMHYNM CNeKTp BMpaBO Ha YacToTy Hecyulero konebanua K, = 107, B Touke 6 BNeBo Ha

= =107,

Mod:

I L A L) L L LA LA A L LA LA LSRR B A A Ll Lo i R A LA AL RS LR L
-128 -119 -110 -101 -93 -85-80 -T3-87 -60-54 -47 -40-34 -27-21 -14-9-5-12479 131823 2833 3843 4353 58 8368 7378 8388 93 98104 111 1181z

PucyHok 8 — CymMa CABUHYTBLIX CNEKTPOB B TOYke 7

Re.

T ";; ..u,nll ll i “}11 I lL {1 4

RN [ (e | i {
M

~128 -1.73 .67 60 -54 -47 -40.324 -27-21 -14-9-5-12479 1318232833 3343 4853 586368 7378 |

l‘ IJLHH IJlu.,, ,

PucyHok 9 — PesynbTtat B Touke 10 nocne OBIM®

BoiBoa: anroputmbl BIN®-OBM® nos3sonaioT 3dEKTMBHO MOLENMPOBATH NMPOLECC reHepauum
CNOXHbIX BbICOKOYACTOTHbIX konebaHui Ans nepegaym no kaHanam CBs3u.

Cnncok NCMonb30BaHHbIX UCTOYHWKOB!
1. OBcsHHMKOB B.A. MeToabl chopmumpoBaHus 1 Ludposoi obpaboTku curHanos. Yactb 2. [uckpeTHoe npeobpasoBaHue
Pypbe, punbTpauus n mogynaumsa- Muxck 2007.

156



56-51 HayyHasi KOHgbepeHyus acrnupaHmos, MazucmpaHmos u cmydeHmos BbI'YUP, 2020 a.

KOHTPOJ1b MOAYJIbHbIX OLULUBOK NTEPATUBHBbIMU KOOAMU

Bernopycckuli 2ocydapcmeeHHbIl yHUsepcumem UuHgopmMamuku U paduod/1eKmpOoHUKU
2. Munck, Pecnybnuka benapyck

CumoHosuy K.A.
KoHonernbko B.K. — 8.m.H. npogbeccop

MomexoycTonuMBoe KOOUPOBaHME OCHOBAHO Ha BBeAEHWW, onpeferneHHbiM obpasom,
M36LITOYHON MHGOPMaUuK B nepedaBaemble coobuleHus. [pocTbiM MeToaoM BBEAEHUS
n3bbITOYHOCTN B NepefaBaemble cooblieHus senseTca meton "g" (g33) - kpaTHoW nepenaym
nmnbo Kaxkaoro MHAPOPMaUMOHHOIO cMMBosa, Nnbo Bcero 6noka B Lenom. PelleHne o kaxaom
NPUHATOM MHOPMALMOHHOM CUMBOJIE MPUHUMAETCS MO BONbLUMHCTBY OANHAKOBbLIX CUMBOJIOB.
Takum obpasoM, B pesynbrate 3-X KpaTHOW nepegaqv Omnoka u3 5-TM OBOMYHBIX CYMBOJIOB
Oblnia oOHapy)XeHa 1 ucrnpaeneHa ogMHoYHasi owmbka (3- 4BOMYHbBIA CMMBOST). [JJOCTOMHCTBOM
Takoro MeTtoda KOAMPOBaHWUS MHAOPMaLMKN SBMASETCA ero NpocToTa, a HeJoCTaTKoOM BblCOKas
N30bITOYHOCTb MHAOPMaLUMK; r = 66%.
lMomexoycTonumBoe  KoaupOBaHWe npeAacTaBnseT cobor  npouecc npeobpasoBaHUA
nepegaBaemMbiX MHPOPMALMOHHBbIX CMMBOMOB MO OMNpedeNieHHOMY anroputMy unu o
onpeerneHHbIM NpaBsunam, 1 B pesynbTate Yyero (bopMmpyoTca NocneaoBaTenbHOCTU KOAOBbIX
CYMBOMOB, OTOOpaxawlne nepegaBaemMble MHPOPMALMOHHbIE coobueHnss. B obuwem
NMOMEXOYCTOMYMBOE KOAMPOBAHME OCHOBLIBAETCA Ha BBEAEHUM M3ObITOYHOW MHOpMauun B
nepegaBaemble  MHOPMAUUOHHbIE  cooblieHusi. B pesynbrate  MOMEXOYyCTOMYMBOrO
KOAMPOBaHUsi (DOPMUPYIOTCS KOOOBblE MOCMEeAOBaTENbHOCTU (KO4OBbLIE CMOBA, KO4OTPaMMbl)
oTobpaxatLme nepegaBaemMble MHOPMaLNOHHbIE COOOLLEHMS, KOTOPbIE YCITOBHO AENATCS Ha
paspelleHHble W 3anpeLleHHble U MO KOTOpblM 3aTeM MO OnpeAeneHHbIM anroputMam
0BHapyXmBatoTCsl U KOPPEKTUPYIOTCSA OLLIMBOYHBIE MHGOPMALIMOHHBIE CUMBOSbI.
OCHOBHbIMU XapaKTepUCTUKaMM NMOMEXOYCTONYMBBIX KOOOB SBMSOTCSA:

OcHoBaHue koaa

[lnvHa kogoBoW NocneaoBaTenbHOCTH

Konnyectso MH(POPMaLMOHHBIX CUMBOJIOB

CkopocTb nepegayun koga

M36bITOYHOCTE MOMEXOYCTOMYMBOrO KoAa

Bec kogoBow nocrnegoBaTenbHOCTU

Knaccundumkaums KogoBbix nocrneaoBaTenbHOCTEN

KopoBoe pacctosiHue

ONoU~WONE

NcTouHUKNM:

1. HopmeHHOe aekoanpoBaHne nomMexoycTON4YmMBbIX KOOOB U anrebpanyeckune ypaBHeHus: MoHorpadums / B.K.KoHonenbko,
B.A.JlunHuukmn. — Munck : M3a. Lentp BIY, 2007. — 239 c.

2. Teopusa npuknagHoro kogupoBaHust : Yueb. Mocobue. B 2 1. T. 2/ B.K.KoHonenkbko, B.A Jlunuuukuia, B.[1.[JBOPHMKOB 1
ap.; Mopg pea. Mpod. B.K.KoHonenbko. — MH.:BI'YUP, 2004. — 398 c.
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NMOMEXOYCTOUYMBOE KOOUPOBAHUE C UCMOJIb3OBAHUEM
UTEPATUBHbLIX KOOOB ANnA UCMNMPABJIEHUA MOOYJIbHbLIX U
NAKETHbIX OLUMBOK

Benopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHopMamuKku U paduo3ieKmpoOHUKU
2. MuHck, Pecniybniuka benapycb

CumoHosuY K.A.
KoHonenbko B.K. — 8.m.H. npogheccop

Maes nocTpoeHus uMTepaTyBHBIX KOAOB NpuUHaAnexut dnamnecy. OTW KoAdbl XapaKTepuaylTcs
Hanuuvem AByx unu Gonee cMcTeM NPOBEPOK BHYTPU KAXKAOW KOOOBOW KOMOMHAL MK,
UTepaTmBHble KOAbl LUMPOKO MPUMEHSIOTCH B CUCTEMax nepefayvn AaHHbIX u3-3a MpoCcToThl
peanu3saumn. Ko nonydaioT nyteM npeacTaBreHus nocrefoBaTernbHOCTU UH(OPMAaLMOHHbIX
CMMBOSIOB B BuWAe OBYMEPHOro mMaccuBa. 3aTteM Kagas CTpoka MaccuBa U Kaxabln ctonbel
KOAMPYHOTCH HEKOTOPbIM KOAOM, NPpUYemM HeobA3aTeNbHO OOQHUM M TEM Xe.

Ona wuTepaTuMBHbIX KOAOB XapaKTepHO, 4YTO oOfnepaumMu KOAMPOBAHUS MpOBOASATCA Haj
COBOKYMHOCTbI MHOPMALIMOHHBLIX CUMBOJIOB, pacnofaraeMbiX MO HECKOfIbKMM KoopAuHaTaMm.
B cBA3M C 3TUM uTepaTuBHbIE KOAbl TaKKe Ha3biBaldT MHOTOMEPHbIMW, MHOTOCTEMNEHHbIMW.
Kogosoe pacctosHue dmin Takoro koga paBHO MPOU3BEAEHUIO KOOOBbLIX PacCTOSAHWN
NCMonb3yeMblX UTepupyembix KOAOB.

PaccmMoTpyMM uTepaTuBHbIM KOO C NPOBEPKOW Ha YEeTHOCTb MO KaXAOW CTPOKE WU KaxaoMmy
ctonbuy. Kogosble kombrHauum nHOpMaLMOHHbLIX CUMBOMOB npeacTasneHbl B koge ASCII.

1001010
0111010
1110001
1000111
0011001

P OOOLR

o

1011111

Koa ¢ npoBepkoi Ha YeTHOCTb MMeeT KOAOBOE paccTosiHe dmin=2 , COOTBETCTBEHHO ASis
utepatmeHoro koga dmin=4 . lMony4YeHHbIV UTEPaATUBHBINA KOL UCMPaBAseT OQUHOYHbIE OLUMOKK
n obHapyxumBaeT nobble KOMOMHaALUMM OWMOOK HeyeTHoro Beca. OwwMbKM 4eTHOro Beca B
npegenax OAHOW CTPOKM OBHapyXMBalTCA NpU MOMOLUM MPOBEPOK Mo crtonbuam. YeTHoe
yncno owmnbok B MNpegenax ofgHOro cronbua obHapyXMBaeTcs MNPy MOMOLLM NPOBEPOK MO
cTpokaM. He ob6HapyxumBaeTcs noboi Habop 13 4-x owmMboK, 06pasyoLLnX NPSAMOYTONbHUK.

McTouHmkm:

1. HopmeHHOe AekoaupoBaHMe NOMeX0YCTOMYMBBLIX KOAOB 1 anrebpavyeckne ypaBHeHus: MoHorpadums / B.K.KoHonenbko,
B.A.JlunHnukmn. — Munck : M3a. Lentp BIY, 2007. — 239 c.

2. Teopus npuknagHoro kogupoBaHust : Yueb. Mocobue. B 2 1. T. 2/ B.K.KoHonenbko, B.A.JlunHuukuin, B.O.JBOPHUKOB 1
ap.; Mopg pea. Mpod. B.K.KoHonenbko. — MH.:BI'YWUP, 2004. — 398 c.
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OUEHKA NOrPELLHOCTU BOCCTAHOBIJIEHUA HEMNPEPbBIBHbIX
CUIrHAJOB NO ANCKPETHbIM AAHHbLIM

Bernopycckuli eocydapcmeeHHbill yHUgepcumem UHOpMamuKu U paduosneKkmpoHUKU
2. Munck, Pecnybnuka benapyck

®am M.T.

UnbuHKkos B.A. — kaHO.mex.Hayk, doueHm

B HacTosiee BpeMs OOCTAaTOYHO aKTyallbHbIM ABMAETCA BONPOC Hanbonee TOYHOW nepegadn n BOCCTaHOBIEHNSA CUIHArnNoB. [Ons Toro,
4yTOObI Hanbonee rPaMOTHO AaTb TaKyk OLEHKY KaK TOYHOCTb BOCCTaHOBIIEHUA CUrHana, HeobxoauMo onpegennutb cneayrLlyto
KONMMYECTBEHHYIO Mepy KaK NorpellHOCTb BOCCTAHOBNEHUA CUrHana. B paHHOW cTaTbe, AnA Haubonee HarnsigHoOW AeMOHCTpaumn
6y,qu paccMOTpeHO BOCCTaHOBMNEHNE HEMNPepPbIBHbIX CUrHANOB MO COOTBETCTBYHOLLNM ANCKPETHbIM OAHHbLIM.

MycTb paccmaTpvBaeMblii HeMnpepbiBHbIA curHan (npouecc) OyoeT npenctaBneH B Buae
nocnegoBaTesibHOCTM ero ANCKPETHbIX 3HaYeHui (1) B paBHOOTCTOSILLMX TOYKaX th= Nit:

u[n]=u(nat) @,

roe N — NopsAKOBbIA HOMEP OTcYeTa, ft — nepuog BpeMeHu.

O4yeBngHO, YTO [AOWCKPETHBLIM npouecc nuwb MNpubnM3nTenbHO oTobpaxaeT 6GeCKOHeYHbIN
HEenpepbIBHbLIN CUrHam, u, B TakOM cryyae, TpebyeTcsa 0003Ha4UTb KOMMYECTBEHHY Mepy OaHHOro
NpuBnMKeHNs — HaWTU norpewwHocTb auckpetusaumun. OBbIMHO No4 OAHHOW MOrpeLlHOCTbI0 npouecca
NPVYHUMAaETCs Ta, C KOTOPOW BO3MOXHO BOCCTAHOBMNEHNE HENPEPBLIBHOMO NpoLecca no COOTBETCTBYOLUM
€My [OUCKPETHbIM 3HayeHusM. WHbIMM cnoBamu, nog MOrpeLHOCTb0 AMCKPeTU3aunn MnoHMMaeTcs
NorpeLLHoCTb B 3aaye MHTEePNoNsLMM HENPEPLIBHOMO npolecca No 3aJaHHbIM OUCKPETHbIM OTCYEeTaM.
[1]

B uenom, BOCCTaHOBMEHWE HEMPEpbIBHOrO curHana (npouecca) Mo COOTBETCTBYHOLLEMY
OVNCKpeTHOMY U[n] MOXHO NpPeAcTaBUTb B BMAE NPOMyCKaHWs nocrefoBaTenlbHOCTEN eOMHUYHBIX
UMNYNbCOB  (8-pyHKUMN) C ormbarowen u[n] wu nepuogom BpemeHu At yepe3 NUHENHbIN
BOCCTaHaBMNMBaKOLWINA 3NEMEHT C HEeKOTOpPOM WMMYNbCHOW nepexogHON XxapakTepucTukon  Ko(t),
COOTBETCTBYIOLLAs NPOLIECCY BOCCTAHOBIEHNSA CXeMa NpeAcTaBneHa Ha pucyHke 1[2]

u(t) uln] Us(t)
o

Pl/lcyHOK 1 — Cxema BOCCTaHOBNEHUS HenpepbIBHbIX NPOLIECCOB MO ANCKPETHbIM AAaHHbIM C MCNOJIb30BAaHNEM
BOCCTaHaBlnnBawLlero anemMeHTa (VIHTepI'IOJ'II/IpyPOLIJ,EI’O cbvmpra)

CTOMT OTMETUTb, YTO, B OOLLEM Crydae, TaKoro MHTEPNONMUPYOLLEro UnbTpa, KOTOpbIN
obecneunBaeT 6e3owMBOYHOE BOCCTAHOBMEHWE CTaLMOHAPHOrO CyYanmHOro npouecca, He
CyLLecTBYeT.

B pesynbTaTte npoxoxgeHus npouecca BOCCTaHOBMEeHNss obpasyeTcsa curHan Us(t):

Us(t)=Eme _ . 1[n]Ko(t — Niit) (2).

norpeLIJHOCTb BOCCTaHOBJ1IEHMA HENPEpPbLIBHONO CuUrHana nocpeacTtBoM AUCKpeTulauun, wnm
OLIJI/I6Ky nHTEpnonAunn, B aHanmMTn4eCckKom smae BblmaauT crnenyowmmm o6pa30M:

Au(t)=u(t) — us(t) (3).

TakkKe AaHHY NOrpeLlHOCTb MOXHO paccMaTpuBaTh B BUAE CUTHanNa Ha BbIXOAE CXEMbl, YTOMSHYTOMO Ha
pyCyHKke 1, Npu BO3AEACTBUM HEMPEPLIBHOMO CUrHana, HaxoAsLerocs Ha Bxoae cxemsl. [1]

PeanbHble e npoueccbl, B OTNAMYME OT HEMPEPbIBHbIX Cly4yaiHbIX, HE WMEKT CTPOro
OrPaHMYEHHBbIX CMEKTPOB, MO3STOMY W BOCCTAHOBMEHME MO AUCKPETHbIM OTcYeTaM Ans Hux OyayT
COMPOBOXAATbCSl HEKOTOPbLIMU HEHYNEBBLIMU MOTPELLHOCTSIMMU.

Cnncok MCnonb30BaHHbIX UCTOYHMKOB:
Beikos B.B LincdpoBoe mogenupoBaHue B ctatuctuyeckon paguorexHuke / B.B. Beikos, M. : CoBeTtckoe papguo, 1971,
328 c.
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2. leBvH B.P. TeopeTuyeckme 0CHOBbI cTaTUCTMYeCKOn pagmotexHukn / B.P. JleBuH. — M. : CoBeTckoe paguo, 1969, 1.1
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UCMONb3OBAHUE MOAYNALMU ANS NOBbLILWEHUA NPOMNYCKHOW
CNOCOBHOCTU NPU NEPEOAYE CUTHANOB BOCII

Benopycckuli 2ocydapcmeeHHbIl yHU8epcumem UHopMamuku U paduo3ieKmpOHUKU
2. MuHck, Pecniybniuka benapycb

Uepeskos A.U.

Ypsidoe B.H. — k.m.H.,0oueHm

B HacTosiLLee BpemMsi MHTEHCUBHO pa3BMBAalOTCSA MCCMnedoBaHWsA B 06nacTy HOBbIX TMMNOB MOAYMSALMM ONTUYECKUX CUrHANOB, Lienblo
KOTOpbIX SBNSeTCA  yBenuyeHne 9PPEKTUBHOCTM  BOSMOKOHHO-ONTMYeckux ceten nepegadn (BOCII), nosblweHue
NMOMEXOYCTONYMBOCTU, @ Takke yBenuyeHuWe MpPOMyCKHON CMOCOGHOCTU CeTW, YTO B KOHEYHOM MTOre MNPUBOAUT K CHIDKEHUIO
CTOMMOCTU eAUHULbI NepefaBaeMoi MHopmMaumu.

[donroe Bpems B ONTUYECKMX CeTAX AanbHEen CBA3W ydasBanocb YBENWYMBaTb MPOMYCKHYIO
CMOCOBHOCTL MpM COXpaHeHMn JanbHocTW nepedaydn wnHgpopmaummn. CerogHs B passutum DWDM-
obopydoBaHWs AONA FOPOACKMX W pernoHanbHbIX CeTen CBA3W Ha nNepBbli MNNaH BbIXOOAT [OBe
B3aUMOCBSsi3aHHble NOTPEeBHOCTY:

* yBENUYEHWEe CreKkTpanbHON 3dEKTUBHOCTM (POCT CKOPOCTU MpU TOW >Xe 3aHUMaemoun
CneKTpanbHOW Mnornoce), NycTb AaXe U CO CHWKEHVWEM MakCUmarbHO OOCTWXKUMOW AanbHOCTW, — AN
NOBbILLEHWS 3KOHOMUYECKOWN 3(PHEKTUBHOCTM UCMONBb30BaHUA AOCTYNHOrO CNEKTPA;

* yBENWYEHWe KaHarbHOW CKOpPOCTM (B 4YaCTHOCTW, MNPEedOCTaBfEHUE KIMEHTY WHTepdencos
400 '6uT/c, 1 Téut/c) — B CBA3M C NOTEHLMANbHOW CTaHAapTU3auMen n BHegpeHneM B OyayLem KrmeHT
ckux kaHanos 400G Ethernet n 1T Ethernet.

YBenuyeHne cnektpanbHon ahpekTMBHOCTM JOCTMraeTcs rmaBHbIM 06pa3omM 3a cyeT nepexona K
bonee cnoxHbim cdopmatam mogynauum — 8QAM, 16QAM, 64QAM. HemsbexHon nnaton 3a 37O
CTaHOBUTCH 3aMETHOE CHWXEHWe npefenbHOW AanbHOCTW nepedayn 6e3 pereHepauuu curHana, uyTo,
BMpPOYEM, He $HABMSETCH CyWEeCTBEHHbIM HeAOCTaTKOM Afs ceTeld FOPOACKOTO0 M permoHanbHOro
mMacLuTaboB.

Opyron cnocob yBenuueHwWs NPOMyCKHOM CNOCOBHOCTM — MOBbILEHWE CMMBOJIBHOW CKOPOCTM —
OorpaHnyeH pma3n4ecknmMm BO3MOXKHOCTAMM INIEKTPOHMKN M 6A30BbIMW NPUHLMNAMN CBA3N.

B HacTosiLLee BpeMsi aKTUBHO pa3BMBaeTCS ellle OAMH Cnocob yBeENMYEHUs KaHanbHOW CKOPOCTU —
MCMNOMb30BaHNE HECKOMbKMX MogHecywwmx (cynepkaHanoB). OH He NMpMBOAUT K POCTY 3hPEKTMBHOCTU
NCMOMb30BaHNsA CMEKTpa, HO 3aToO MO3BONSAET MPefoCTaBUTh KMMEHTY Niobyto Tpebyemyto KaHanbHyt
CKOPOCTb.

Tpy HesaBUCUMbIX MYTU YBEMNMYEHUS KaHanbHOW CKOPOCTM CUCTEM CBHA3M — MOBbIWEHWE
CMMBOJIBHOW CKOPOCTW, YCNOXHeHue dopmata MOAynsunun, UCNonb30BaHWe HECKOSbKMX NOAHECYLnX —
nokasaHbl Ha pucyHke 1. KaHanbHas CKOPOCTb paccyMThbiBaeT CS Kak NpOM3BEeAeHNe 3HaYeHW No BCeM
Tpem ocsm.

KonuuecTeo
HeCyuwux 2015 rop,
» W 1x400G (16QAM / 64AM) - B pa3paboTke
3 W 2x200G (16QAM) ~ MMPOBLIE BEHAOPHI
W 3x100G (QPSK) ~ cuctema “foH" (T8)

’ |
. ®opMar
i i “ moaynauMM uero
5 » CMMBO/IBHAS

I I —— 3O PEXTUBHOCTS

30604 ot 2 2 — (6MT Ka 1 6oa) npn

: Ml b ot MCNONB30BAHKM
60 I'boa 4 = 142 nonsapu3ayui

90r60n _/# s

CUMBONbHASA
CKOPOCTh

PVIOyHOK 1 — OcHOBHblE nyTn yBennyeHusa KaHanbHOM CKOPOCTM CUCTEM CBA3N
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CnmMcoK MCNob30BaHHbIX NCTOYHMKOB:

KoHbiwes B.A., lleoHoB A.B., Hanuit O.E., TpewumkoB B.H., Y6anaynnaes P.P. PekopaHas npousBoauTENbLHOCTL CUCTEM
100G kak mapkep nepexoaa k aBontounoHHoMy pa3sutuio BOCI // Mepsas muns. 2015. Ne 6. C. 40— 43.

JleoHoB A.B., Cnenuos M.E., TpewukoB B.H. Pa3Butue ckopocTHbix DWDM cuctem no HeCKONnbKUM MnopHecylumm //
MepBas MUns. 2016. Ne 2. C.43-
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cnocob MAEHTU®UKALUN ONCKPETHBLIX CUCTEM C
3ANA3AbIBAHUEM HA OCHOBE OBPATHOIO Z-
NMPEOBPA3OBAHUA

Wymckua A.FO., Kapemko A.C., lMNony6ok A.I"., Jlesuyk B.A.

Benopycckuli 2ocydapcmeeHHbill yHUgepcumem UHopMamuku U paduo3rieKmpOoHUKU
2. MuHck, Pecniybniuka benapycb

lMe4eHb T.M. — cmapuwuti nperiofasamerib

PaccmaTpuBaeTcs Bonpoc 0 Heo6X0AMMOCTV NapaMeTpU4ecKo KOMMOHOBKM NpWU naeHduKaumm cucteM C 3anasgbiBaHMeM Ha
ocHoBe obpaTtHoro Z-npeobpasoBaHusi. AHanU3npyeTcst oLeHKa HeU3BECTHOro BpeMeHu 3agepxku. HangeHo moanduumpoBaHHoe
Z-npeobpasoBaHre Ans vuccrenyemon AUCKPeTHON CUCTEMBI.

MeToamka «WaeHTudpmkaumm AMCKPETHbIX CUCTeM C  3anasgbliBaHMeM Ha OCHOBe
obpaTHoro Z-npeobpasoBaHns» 3akno4aeTcs B peLleHny cregyowmx 3agay:

— lMpumMennTb ANs napameTpuyeckon naeHTUdnKkauum B peansHoM Macltabe BpemeHu
(apantvBHaa wunu Tekywas waeHTUUKaUMsa, CaMOHaCTpPOWKa) AMCKPETHbIX CUCTEM,
ONMcbIBaeMbIX PErPECCUOHHON MOAENbIO:

kgl

yik) = Z ok — i)+ 3 Bk —i—d)+ vik),
[ [=C

I=1

roe, xik).w(k) — BXOAHOM M BLIXOOHOW curHanmbl, ¥ik) — anaAMTMBHAs nomexa C HyNeBbIM
CpeAHuUM 1 KOHEYHOW gncnepcuen; n — nopsaok Moaenu; & — 3anasabliBaHue.

[na onpegeneHus HEW3BECTHOTO 3anasdblBaHUs HEeobXOAMMO  [JOMOSHUTENbHOE
ypaBHEHMe, Takoe ypaBHEHMEe BbIBOAWUTCA Ha OCHOBE MUHUMMU3ALIMKM KBagpaTa owmnbKu Moaenm

[1]:
gk, d) =yikldl — (k.

rae ¥(k|d) — BbIXoAHOM curHan Moaenu Npy 3HaYeHUn 3anasabiBaHns o.

— PewwuTb crnegywowyo 3agadvy: Tak Kak B 3ajade Tekywen wuaeHTudumkaumm
onpefensieTcs BEKTOp napamMeTpoB nepegaTtovyHoOM MYHKUMW  OUCKPETHOW CUCTEMbI, TO
dopmanbHO 3ajaya OUEHKM HEU3BECTHOro 3anasfbiBaHus T CBOAUTCA K oOOpaTHomy Z-
npeobpasoBaHuio.

B anckpeTHom cucteme 3anasfblBaHWe HWXKHSS YacToTa npeacTaBnsaeTcd B BUAe LEernoro
yucna nHTepBanoB KBaHToBaHuA (Ty).

Onpepensem 3anasgbiBaHue Kak:

t=@+m-—1T,=(d —=&)

roe L0, 1), 00, 1] — npobHble umcna, d — Lernoe, #2 H & CBA3aHbl COOTHOLLEHUEM m = 1 — &,
— Hantn wmogudmumnpoBaHHoe Z-npeobpa3oBaHne paccMaTpuBaemMor AUCKPETHON
CUCTEMBI:

=% B _ 15 .
Hz) =208 = 2, (2O =z,

n obpaTtHoe moanduumpoBaHHoe Z-npeobpasoBaHue:
H(s) = Z7HHD,

Mpy Tekywen napameTpudeckon MAEeHTUMUKaALMM Ha KaxdoM Luare caMOHaCTPOMKM
OLEeHMBaeTCst BEKTOp napameTpoB (k71 nepegatoyHon YHKLMN OUCKPETHOW CUCTEMbBI MPU YXKe
n3BeCcTHOM 3anasgbiBaHum d. lMapameTp cMelleHus € He M3BECTeH, a cnegosaTenbHo, U
3anasgblBaHve T He onpeaeneHo ¢ TOYHOCTLIO APOBHON YacTy.

— CocTtaBuTb AOMNOMHUTENBHOE YpaBHEHWE AN napameTpa €:

163



56-51 HayyHasi KOHgbepeHyus acrnupaHmos, MazucmpaHmos u cmydeHmos BbI'YUP, 2020 a.

[ ti-1

Flg) = Z z G (—e¥a* =

=L j=0
[laHHOe ypaBHeHWe CBA3bIBAET U3BECTHblE NapaMeTpbl NepefaTouHONn OYHKUMU OUCKPETHOWN
CNCTEeMbl C HEN3BECTHbIM 3HA4YEHMEM E.

- HOJ'Iy‘-II/ITb ABHYKO 3aBMCMMOCTb B YaCTHOM cCliy4ae Oonda MHepUuMoHHOro 3BeHa nepBoro
nopsAagka Cc 3ana3gbiBaHue:

— PewnTb COOTHOLLEHNS :

— J+1 SEQ+1-J+1:I 'T+1
=(-1) c:m

g! S

!
u ) -
t7 = zf E_DEEHTJH 1

i=T,6i=7=0n—1, )

OTW COOTHOLLEHMS NO3BONAKT chopmMupoBaTb CUCTEMY NIMHENHBIX YPaBHEHWW AN BekTopa
koadpprLUMeHTOB I = ||DJ-[ ||an| obpaTHOM mogucmumpoBaHHOM Z-npeobpasoBaHumn 1 BeKTopa
KO3 PULMEHTOB I = |||£IJl ”I‘Ipl/l npsiMOM MOANMULMPOBAHHOM Z-peobpas3oBanuny r « k" « D
anropuTMbl PasfoXeHus paumoHanbHOM Apobu Ha CyMMy nNpocTbix Apoben  no3BonsAoT
NPUMEHATb MaTpUYHbIe onepaunn K BEKTOpY napameTpoB Bik].

— lpn npamom n obpatHoMm mMoaudumunpyemom Z-npeobpasoBaHun dopmanv3oBaTtb
oneparop [2]:

g =20D0), 0= Z's8).

— CdhopmmpoBaTe MaTpuubl KOBapuauun npu m3MeHeHuu 3anasgbiBaHus. [Mpu aToMm
3anasgpiBaHne n nopsaok nepefaTtovyHon  (PyHKUMM  OMCKPETHOW CUCTEMbl OTHOCATCA K
CTPYKTYpe uudposon mopenun. Ecnu CTpykTypa W3MeHsieTcs, TO MapamMmeTpudeckas
naeHTNnrKaumna JomKHa HaYMHaTLCS ¢ POPMUPOBAHNS HOBOW CUCTEMbI YpaBHEHUI.

— [peactaBuTb  BBIYUCIUTENBHYIO CXEMY PEKYPPEHTHOro MeToda HaMMEHbLUNX
KBaapaToB B BUAe NpsimMoro obpalleHms koBapmauMoHHOW MaTpuubl U 3anmcaThb:

Rk, diglk.dl = Fik. d)

— lMepecunTate MaTpuuy koBapuaumin Rk, d) B matpuuy (k. 2+ 17. Matpuubl #(k. &) 1
Ak, 2+ 1) copgepxaT opuHakoBble Gnoku. OpuHakoBble 6nOKM BbIAENWTL M B MaTpuuax
Rik—1d) n Rk.d+1). C y4yeTOM nepekpbiTus OMOKOB M CUMMETPUYHOCTU MaTpuLbl
koBapwuauuii «HE  3aKpbITbIMW» ocTaeTcs Wb  OOWH  3NeMeHT  MaTpuubl
Rk, d4+ 1) — my .0k 8+ 13(puc. 1).

Nons1(k, d+1)
4() aled)
2n+1 d
R(kd #) = . ‘
A4; (k,
A Bk Ld)

Py (k.d+1) B, i(k-1d)

PucyHok 1 — MaTpuua koBapuaumn

Takum obpasom, npennoxeH pas3paboTaHHbIi HA OCHOBE PEKYPPEHTHOro MeToda HauMeHbLUMX
KBaZApaToB anropuTm TeKyLen naeHTudukaumm ob6bekToB ynpaBneHnsi C NepeMeHHbIM 3anasgblBaHUEM,
OMUCbIBaeMbIX [OUCKPETHOM CUCTEMOW, COCTOAWEN U3  uAaeanbHOro  UMMYMbCHOMO  9feMeHTa,
3KCTpanonaTopa HyneBOro nopsiaka M NMHENHOW HenpepbiBHOW 4YacTu. ANroputM He HaknagbiBaet
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[AOMOSTHUTESIbHBIX OrPaHWYEeHWn Ha CUHTE3 CUCTEM YMpaBlieHWs U MOXET MPUMEHSTbCS B 3aMKHYTOM
KOHTYype.
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